********FRAUD ALERT*******

October 10, 2002

Vendors Are Advised to Protect Their Confidential

Business Information When Registering with the Government’s 

Central Contractor Registry

All vendors interested in doing business with the Government must register with the Central Contractor Registry (www.ccr.gov).  The below notice from the Senior Procurement Executive at the Department of Transportation to all agency Senior Procurement Executives indicates that parties unknown have made attempts to fraudulently obtain confidential business information from vendors interested in doing business with the government, by falsely claiming that CCR registration data should be faxed to a fictious DOT procurement office.  Vendor’s can assure they are dealing directly with the official CCR location (and thus protect their confidential data) by accessing the above website.

For Your Information the following document/text is the notice from DOT’s Senior Procurement Executive (SPE) to all agency SPE’s sent via email on 10/9/2002:

To my colleagues:

Over the past month, DOT has become aware of two fraudulent letters that were forwarded to contractors, some who do business with the government and some who do not.  These letters advised companies of the need to register in the CCR in order to receive procurements from DOT and to fax copies of the CCR worksheets (which includes confidential information) to a DOT Procurement office at a specified fax number (which is not a government number).  The latest of these letters used my name and title.

The matter is currently being handled by the DOT IG and they have asked me to alert all senior procurement officials of this fraud.  Within DOT, I have directed my staff to take action to notify as many DOT contracting personnel or contractors of these fraudulent letters and to coordinate with CCR.  Some of the actions we have taken include: 

(1) posting notices of the fraud on our acquisition homepage and the DOT homepage, 

(2) DOT's OSDBU is sending out a notice to all small businesses that they service; 

(3) articles have been written for the DOT's electronic newsletters to the procurement community, and 

(4) CCR is sending out a mass mailing to all registered contractors.  Since there is the potential that this individual(s) may not only use the name of DOT, I wanted to make you aware of the problem. Below is the notice that I have shared with the DOT community. If you would like to discuss this, please give me a call.

David J. Litman

Senior Procurement Executive

Department of Transportation
