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HSPD-12 for Voluntcers

Homeland Security Presidential Divective 12 (HSPD-12), “Pohicy for a Common
[dentification Standard for Federal Emplovees and Contractors,” directs the
implementation of a new standardized process to enhance security, reduce identity fraud,
and protect personal privacy by establishing a mandatory, Government-wide standard for
identification issued to Federal employees. contractors, and “other” individuals. The
Department of the Interior began implementing the HSPD-12 program Department-wide
on October 27, 2003.

Many Fish and Wildlite Service (Service) volunteers may also be affected by this new
process and be required 1o have a “Smart Card™ under certain criteria. As is the case with
employees, affected volunteers must undergo security checks and be issued identification
by October 2007

Attached is interim Service guidance that explains the process for obtaining a background
check and issuing a “Smart Card.” how to determine when a volunteer needs a “Smart
Card.” associated costs. and the length of time necessary to complete a background
investigation.

Background information about HSPD-12 can be found at www doi.govhspd! 2
Questions on the Service's general implementation of HSPD-12 should be directed to
vour servicing Human Resources Office. Questions on the Service’s volunteer program
should be directed to Deborah Moore, Division ot Visitor Services and Communications.
at (703) 338-2386, or by e-mail at deborah_moorea fws. cov.
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Implementation of Homeland Security Presidential Directive-12 (HSPD-12) for
Volunteers

What does Homeland Security Presidential Directive 12 (HSPD-12) require?

On August 27, 2004, the President signed Homeland Security Presidential Divective 12
(HSPD-123. "Policy for a Common Identification Stundard for Federal mployees and
Contractors.” HSPD-12 directs the implementation of a new standardized badging
process to enhance security, reduce identity fraud, and protect personal privacy by
establishing a mandatory, Government-wide standard for sccure and reliable forms of
idenufication issued 1o Federat emplovees, contractors, and “other” individuals. The
Department of the Interior began implementing the HSPD-12 program Department-wide
on October 27, 2005.

In addition 1o employees and contractors, the Department has determined that HSPD-12
applies to our volunteers as well, if certain criteria are met. Service volunteers subject to
HSPD-12 must undergo background checks (a National Agency Check with Inquiries or
NACT) and be fingerprinted. A NACL 1s the minimum hackground check required under
HSPD-12 and is the same one that most Service employees undergo.

HSPD-12 mandates the creation of a common ID system for use by all government
agencies, requires that the 1D system be integrated: and. that the integrated 1D system be
used by all Federal employees who have computer access and non-Federal employees
working with the Service who have access to a Federally-controlled information system
or a controlled area not open to the public.

What is a Smart Card?

The common ID system is referved to as the “Smart Card.”™ Tt is one part of a security
system for protectiing Federal buildings, computers, equipment, applications and data.
The “Smart Card” is used to securely and reliably maintain information on employees’,
contractors” or volunteers™ vertfied identities. “Smart cards™ are issued to minimize
identity fraud. protect privacy. and improve security through a standardized clearance
process. A “Smart Card” is good for 5 years. bul its expiration date for a forcign national
working as a volunteer cunnot exceéd the expiration date of documents required by the
[mmigration and Naturalizaton Service {(e.g. green card, work permit, etc.)

Under what circumstances does a volunteer need a Smart Card?
A “Smart Card™ is required for volunteers who:
o Have un-supervised access o a Federally-controlled information systen.

o Have access to Federally-controtled fucilities or Federally-controlled space within
a factlity tor more than 180 days.



A Federally-controlled facility 1s defined as a Federally-owned or leased space, whether
for single or multi-tenant occupancy. all or any portion of which 1s under the jurisdiction,
custody, or control of the Department, its Burcaus or Offices. A volunateer would not
normally need to undergo a NACT and be fingerprinted if he/she worked at a visitor
information desk in a Federally-controlled facility (such as a visitor center) and did not
have access to a Federally-controlled information system.

A Federally-conuolled information system is generally any records system or data base
that bas been created by the Federal government, managed by the government and/or for
which the government has administrative control. A Federally-controlled information
system 1s defined by the Federal Information Security Management Act of 2002 (44 USC
3502 (8) which is the primary legistation governing Federal information security.,
(Information sccurity means protecting information and information systems from
unauthorized access. use, disclosure, disruption, modification or disruption.)

How is the 180-day period for volunteers calculated?

The 180-day period begins the first day the volunteer is officially affiliated with the
Service and ends exactly 180 calendar days later, regardless of the frequency or duration
of the work activity. As an example, a volunteer begins work over a weekend in January.
One month later, the volunteer works over another weekend. Under this scenario, the
volunteer is already 60 days into his/her [80-day period.

Who does not need a Smart Card?

Supervised access to Federally-controlted facilitics or information systems will be
granted to certain volunteers without isswing a HSPD-12 compliant identification under
the following conditions:

¢ The volunteer works less than 180 days tor the Service.

o The volunteer undergoes a screening systen, displays a temporary/visitor badge
at all times, and/or be escorted at all nmes.

e The volunteer does not access Federally-controlled information systems but, as
part of their dutics. requires sporadic physical access to part of the facility that has
access to such systems.  Under this scenano, the volunteer must undergo a
screening system, display a temporary/visitor badge at all imes, and/or be
escorted at all times.

Examples of when volunteers would not need a “Smart Card™ include:

s A volunteer uses a computer that only has access to software programs on ils hard
drive, but does not use a computer that has access to Federally-controlled
tnformation systems.

s A volunteer works in a visitor center’s bookstore where they manage the
bookstore’s inventory on & computer’s hard drive.



* A volunteer works in a visitor center but does not have access to part of a
Federally-controlled tacitity such as staff offices.

e A volunteer working in a mamtenance facility or a fee booth. These are generally
constdered not to be restricted buildings under HSPD-12.

* A volunteer who only works outside lcading an interpretive cvent and does not
use fuctlities that are restricted from public entry.

How does a volunteer obtain a Smart Card?

As s the cuse with Service employees and contractors, a volunteer will be asked o
undergo a NACT in order to be issued a “Smurt Card.” To complete the process. the
volunteer must:

o  Complete a Personal tdentity Veritication (PIV) Credential Request Form
(http//www test.myinterior.dornet/ HSPD 1 2/Documents/PIV % 20Credential %20
Requestt 20torm.pdf)

e Complete a Background Investigution Form SF-85 (OMB Questionnaire for Non-
Sensitive Positons) (http//www.opm.gov/forms/pdt_fill/SE8S.pdf)

e Be fingerpnnted (SIF 87 — fingerprint card)

» Be photographed us purt of the PIV Credential Request

How long does it take to complete a NACH?

After submitting the above mformation, a background check for emiployees, contractors,
and volunteers can take approxiniately 180 days (6 months) to complete. The NACI
must be inttiated before a volunteer is issued a “Smart Card.” However, once the
fingerprint check hus been completed (approximately 5-7 days), the volunteer may begin
work under a provisional credential issued by the Service.

What does a provisional credential allow?

A provisional credential will allow the volunteer limited access to Federally-controlled
burldings and Federally-controlled information systems. Note that the Departiment
requires that the provisional credential be revoked if the volunteer’s NACT has not been
completed within 6 months. A credential may also be revoked at any time for just cause
during the investigation or thereatter.

Temporary credentials with limited access may afso be issued to temporary volunteers
{less than 180 days) or if a volunteer forgets to bring their “Smart Card”™ to work. A
temporary credentual may be issued after thetr identity ts confirmed.



How long a period of time does a NACI cover and can it be used for working with
other agencies?

A NACT is approved tor a [5 yvear period. as long as the volunteer 1s not separated {rom
the government for more than two yvears or moves into a position that requires a higher
security review level, such as a secrel or top secret security clearance,

A NACT s reciprocal among Federal agencies. For example. il a volunteer obtains a
buckground check to work with the National Park Service and then decides fater to
volunteer with the Service, no additional secarity clearance is necessary.

What happens to the volunteer’s personal information collected as part of the
NACT?

HSPD-12 exphicitly states that protecting personal privacy s a requirement.  Information
recetved as part of the NACT s protected by the Service in accordance with 5 ULS.C.
332a (Privacy Actof 1974). For the Service. this means that private information must be
stored in locked rooms and file cabinets for paper records and protected with secure
passwords for electronic records. Offices responsible for managing volunteer sceurity
records should also take other precautionary steps. such as positioning computer screens
w avord sight m hugh (raftie areas.

What is the cost for a Smart Card?

We estimate that the cost to run a background investigation will be approximately
$100.00 for a volunteer and $50.00 to issue the Smart Card. Additionally, it costs about
$50.00 per computer o install a “Smart Card” reading device. At present, all costs for
background checks, tssuance of the "Smart Cards™ and the reading devices are expected
to be covered by the offices in which volunteers work.

Where can I get more information on HSPD-12?
As a first step, you should contact your servicing Human Resources office for more

details about security checks and the "Smurt Card.” General information on HSPD-121s
also available at www . doi.govihspd12.



