AN E-MAI L MESSACE IS A RECORD | F:
It contains unique, valugble information developed
in preparing position papers, reports, tudies, tc.
It reflects significant actions taken in the course
of conducting business
It conveys unique, valuable information about
government programs, policies, decisons, or essentid
actions
It conveys satements of policy or therationde for
decisons or actions
It documents ord exchanges (in person or by i
telephone), during which policy is formulated or Departnent of the Interior o MANAGI NG

other government activities are planned or transacted
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MANAGE YOUR E- MAI L: oS Sam Saunder s 202-208- 6637
Determine if the e-mail message/attachments meet ac Sandra Perkins 202-219- 3841
the legal definition of arecord SOL Terrie Misgrove 202-208- 6503
Print ahard copy of the record, including
attachments and transmission information, and fileit BIAGST  Ken Rossman 505-346- 2787
inthe official filing system BLM Ted Véir 202-452- 7793
Deetethe e-mail version of the record unlessyou BOR Mirl Goffey 303-445-2021
need it for reference pun MVIS d nny Morgan 703-787-1689
NS M chael Ginmes 202-208-4333
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If you' re unsure about the correct Satus of amessage,
adwaystreet it asarecord first.

DEPARTMENTAL RECORDS COFFI CER

IF YOU HAVE ANY QUESTI ONS OR NEED HELP ;
TO DETERM NE | F AN E-MAI L MESSAGE IS A PR Sharon M chel 202-208- 3321
RECORD CONTACT THE RELATED
BUREAU/ OFFI CE REPRESENTATI VE LI STED ON
THE BACK PAGE OF THI S BROCHURE. DA Records Managerent Program
htt p: // v doi . gov/ oi rd r ecor ds/




ELECTRONC MAIL... EMANL. .. RECCRDS. .
NON- RECCRDS. ..  PRESERVE. .. DESTROY. .
WHAT DO YOU DO?

All employees (and contractors) arereguired by law to
meke and presarve records containing adequate and proper
documentation of the organization, functions, policies, dedi-
Sons, procedures and essentid transactions of the agency. In
addition, the records must be properly sored and preserved,
availablefor retrievd, and subject to gppropriate goproved dis-
position schedules

The Federd RecordsAct gppliesto email recordsjud asit
doesto records that are crested using other media. If you cre-
aeor recave emall messages during the course of your daily
work, you are reponsible for ensuring that you properly man-
agethem.

The Department’s current e-mal policy reguiresthat dl
e-malsor atachments that meet the definition of aFederd
record be added to the organization'sfiles by printing them
(induding the essantid transmission data) and filing themwith
related paper records

Remember—dectronic mail isintended for officid and
authorized purposes. You must exercise common sense, good
judgment, and propriety when using this government resource.
E-mall messages are not private and can be used in court as
evidence

WHAT IS AN E- MAI L MESSAGE?

Anemall message cond s of any document creeted, trans-
mitted, or recaved on an e-mail system, induding messagetext
and any attachments, such as word-processed documents, spresd-
shedts and graphicsthat may be tranamitted with amessage, or
with an enve ope containing no message.

WHEN ARE E- MAI L DOCUMENTS RECORDS?
E-mail documents are records when they:
— Arecregted or recaived in the transaction of agency
business
— Aregpproprigte for preservation as evidence of the
government’sfunction and activities, or
— Arevauable because of theinformation they contain

WHEN ARE E- MAI L DOCUMENTS NOT RECORDS?
E-mail documents are non-records when they:
— Provide no evidence of agency functions and activities
— Lack information of vdue
— Duplicateinformetion dready documented in existing
records

WHAT ARE MY RESPONSI BI LI Tl ES?

You areregponsible for properly managing the creetion,
retention, and diposition of recordsthat you send or receive
onanemal sytem. You must:

— Assoon aspossble after youreceive or ssnd a
message—and any attachments—determine
whether it isarecord or anon-record

— Print ahard copy of the record, induding atach-
ments and transamisson informetion, and fileit in
the officid filing system

— Ddetethe email verson of therecord unless
you nead it for reference purpose

— Ddete messages or dtachmentsthat are not
records as soon asthey have sarved their purpose

WHAT ABOUT NON- RECORDS. . .
W TH THEM?

You should promptly delete non-record messages. If
nonHrecord copies are useful for reference or convenience,
you should copy theinformation to the hard drive of your
computer or to adiskette. Examples of non-recordsindude:

— Copiesof memorandaor text sent for informa-
tion rether than action

— Indruction memoranda or information bulletins
wherethe recipient is not the action office

— Messsgesthat have only temporary vlue such as

amessage that amesting time has changed

VWHAT DO | DO

IF 1 FILE M¥ EENA L MESSAGE | N A FOLDER
| VE CREATED IN MY E-MAIL SYSTEM DO |
STILL HAVE TOPRINT IT AND FILE IT IN THE
COFFI CE S FI LI NG SYSTEM?

Yes. E-mall foldersare part of the email sysem and
cannot be part of an officid filing sysem becausethe email
sysemisprotected by use of anindividud password acces-
gbleonly toyou. Remember, records mudt be available for
retrieva and acoess by those who need them.

WHAT ABOUT COPI ES OF DOCUMENTS ON MY
LAPTOP COVPUTER. .. ARE THEY RECCRDS?

All documents (e-mail, word processing, Soreadshedts,
€tc)) on alaptop that meat the definition of arecord are
congdered to be separate documents from similar docu-
ments maintained on the computer in your office until they
are synchronized and identicd.

WHAT HAPPENS TO THE STATUS OF MY E-MAIL MES
SACGE AFTER | PRINT IT AND FILE IT IN THE
CFFI CE S FI LI NG SYSTEM?

A messsgethat is arecord becomes anon-record efter the hard
copy has been printed and properly retained.
CAN | USE E-MAIL ON MY GOVERNVENT
COMPUTER TO SEND PERSONAL MESSAGES?

Employees on non-duty time are allowed to use

Government e-mail systems and computers for limited per-
sonal use with the following restrictions. For more detailed
guidance refer to AS-PMB Memorandum, June 14, 2000,
Palicies on Limited Use of Government Equipment and
Telephone Use.

— The costs to the Government for the personal use of e
mail must be negligible. Personal use of e-mail must not
cause congestion, delay or disruption of service to any
Government system or equipment; e.g., by transmitting
large attachments.

— Employees may use e-mail for point-to-point electronic
transmissions or persona transmissions not to exceed 5
addressees per e-mail both as employee-generated person-
al messages and in response to personal messages
received. Broadcast transmissions, mass mailings or bul-
letin boards for personal use are prohibited unless specifi-

cdly authorized by the Bureau or Office Systems
Administrator.

— Employees using e-mail for personal purposes must not
represent themselves as acting in an official capacity.

— Employees are reminded to use caution when giving out
their Government e-mail address for personal purposes,
particularly when "registering” at various Internet sites.
Registering may result in the employee receiving unwant-
ed e-mail which in turn could strain the network resources
with increased e-mail traffic.

ANYTHI NG ELSE | NEED TO KNOW?

Yes, very frequently e-mail records areinvolved in adiscovery
process during litigation, and/or the subject of congressond requests
and Freedom of Information Act (FOIA) requests If you havee-
mail recordsthet areinvolved in attive cases asjust described, those
records mugt be preserved. The medium (dectronic or paper copy)
for presarving email records depends on variousfactors In such
ingtances, spedific guidance regarding the preservation of rdevant
recordsis generdly provided either by the Office of Congressiond
Affairs, the FOIA Officer, or the Office of the Salicitor.
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