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Executive Summary

Information Technology Capital Planning and Investment
Control (CPIC) Guide

The Key Recognizing both the importance of IT investments (or projects) to the

Components organization and its role in supporting the success of these investments, the
Office of the Chief Information Officer (OCIO) is engaged in an ongoing
effort to establish, maintain, and support an IT investment analysis and
decision-making environment. This environment consists of three key
components:

Executive decision-makers: Consists primarily of the Secretary, and the DOI
CIO as her delegated authority, assisted by the Investment Review Board
(IRB) and executive working groups appointed by the IRB. The IRB
oversees the process and are stakeholders in the success of DOI's CPIC.

Staff or Tools: DOI uses a variety of tools to manage its IT investments.
Adequate staff resources are allocated to support the processes and a
Capital Planning Working Team (CPWT) to provide collaboration between
the Bureau'’s, Offices, and the Department to ensure the CPIC process is
kept up to date and relevant.

Processes: Capital Planning and Investment Control (CPIC) is DOI’s primary
process for: (1) making decisions about which initiatives and systems DOI
should invest in, and (2) creating and analyzing the associated rationale for
these investments.

This Guide The DOI Information Technology Capital Planning and Investment Control Guide
identifies the processes and activities necessary to ensure DOI’s investments
in IT are well thought out, cost-effective, and support the missions and
business goals of the organization. It is based on guidance from both the
Office of Management and Budget (OMB) and the Government
Accountability Office (GAO).

At the highest level, the CPIC process is a circular flow of DOI's IT
investments through five sequential phases. As shown in Figure ES-1, these
phases are:

Pre-Select Phase: Business specialist proposes IT investments. Executive
decision-makers assess each proposed investment’s support of DOI's
strategic and mission needs, and then select promising investments for
further analysis.

Select Phase: Investment analyses are conducted and the IRB chooses the IT
investments that best support the mission of the organization, support
DOI’s approach to enterprise architecture, and exhibit project
management.

Executive Summary 1
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Control Phase: Through timely oversight, quality control, and executive
review, DOI ensures that IT initiatives are executed or developed in a
disciplined, well-managed, and consistent manner.

Evaluate Phase: Actual results of the implemented projects are compared to
expectations to assess investment performance. This is done to assess the
investment’s impact on mission performance, identify any investment
changes or modifications that may be needed, and revise the investment
management process based on lessons learned.

Steady State Phase: Mature systems are assessed to ascertain their continued
effectiveness in supporting mission requirements, evaluated for the cost of
continued maintenance support, assessed for potential technology
opportunities, and considered for retirement or replacement options.

Each of these five phases is structured in a similar manner using a set of com-
mon elements. These common elements provide a consistent and predictable
flow and coordination of activities within each phase.

Control

Entry [
Criterka

Dath e— [n};ﬂﬂ

Figure ES-1. The Five CPIC Phases and the Common Elements within Each Phase

Beyond the detailed CPIC process and activity description, this Guide also
includes:

A charter for the IRB and the associated operating procedures necessary to
conduct investment reviews. The DOI Investment Review Board (IRB)
charter can be found at the following website;
http://www.doi.gov/ocio/itmc/IRB_charter.pdf

A charter for the Information Technology Management Council ITMC) and
the associated operating procedures necessary to manage the IT

Executive Summary
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investment portfolio can be found at the following website:
http://www.doi.gov/ocio/itmc/itmc_charter.pdf

A charter for the CPWT and the associated purpose and goals can be found on
the U. S. Department of the Interior - OCIO - IT Capital Planning web-site.

A template for evaluating the mission need of a new IT investment
Guidance on how to:

Complete a Cost-Benefit Analysis (CBA)

Conduct risk management for IT capital planning

Develop performance measures for IT investments

Manage IT investments

Conduct earned value analysis

Conduct a Post-Implementation Review (PIR)

The scoring criteria to be used by the executive working groups and IRB
during investment reviews

A glossary of terms and acronyms used throughout this document
A list of references used to create this document.

DOI will implement policy and processes contained in this guide. Each DOI
Bureau will adhere to the same policy and processes, making modifications as
appropriate. Evaluation of compliance to these processes will be conducted
annually in order to ensure the entire DOI is following the CPIC guidance.

Strategic and
Performance
Planning

GPRA requires Federal agencies to develop strategic plans, develop annual
performance plans that are tied to the Department goals and budget allocation,
and report the actual results against performance plans. DOI develops and
maintains a DOI-wide Strategic Plan that addresses DOI’s mission, goals, and
objectives, relationship of the goals and objectives to annual performance
plans, and factors affecting achievement of business goals or objectives. The IT
Capital Planning and Investment Control process attempts to link all IT
investments to the strategic goals of the Department. The Exhibit 300 business
case for each IT investment must identify its linkage to the Department’s
mission, goals, and objectives, and address how it will enable and facilitate the
achievement of the strategic goals and objectives. Investments that do not
support a DOI goal, or cannot be directly tied to a goal, should be re-evaluated.

A DOI Annual Performance Plan is combined with the accountability report

and is issued annually as the “Performance and Accountability Report”. Itis
developed to identify the major performance goals for the Department. Each
performance goal establishes a current baseline (a reference position) from

Executive Summary
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which progress is measured consistent with the DOI strategic plan objectives
and tied to the Federal Enterprise Architecture (FEA) Performance Reference
Model (PRM). The plan includes a goal that measures the extent to which IT
investments are maintained within 5% of their planned cost and schedule.
The data to measure this performance is derived from the IT Capital
Planning and Investment Control process. In effect, the Annual Performance
Plan is the culmination of the results of the performance of DOI’s capital
investments as tied to the Strategic Plan.

DOI's IT IT Strategic Plan

Investment The Department’s IT management philosophy is based on its IT Strategic
Management Plan, which sets the following five tenets of strategic IT investment:
Philosophy 1. IT investments should be managed as a portfolio;

2. Each IT investment should be justified and demonstrate benefit to DOI's
mission;

3. The portfolio should strive to balance investments so that strategic
infrastructure and IT investments supporting DOI programs are in
harmony;

4. The process used to select, control, and evaluate investments should be
integrated with Bureau and Department processes for budget, financial,
and program decisions; and

5. Bureau and Department managers (project sponsors) are responsible and
accountable for management of respective IT investments.

Interior’s IT Strategic plan has two primary components:

e An E-Gov Strategy that includes a mission and vision with
underlying goals and objectives for the Department.

e A Governance Framework that provides a process for management
and oversight of the Department’s IT investment portfolio.

Copies of both of these documents can be found at the following web-site:

o  http://www.doi.gov/e-government/

This Guide has been developed in support of these principles.

4 Executive Summary
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Enterprise
Architecture (EA)

CPIC and IT
Investment
Management
Improvement

Departments are required to establish an integrated Enterprise
Architecture (EA), which is tied to the Federal Enterprise Architecture
(FEA.) IT Investment Management, as illustrated in Figure ES-2, covers
the three interrelated processes, as required by Federal statutory
requirements, regulations, and guidance for both IT Capital Planning and
Investment Control process and Enterprise Architecture.

The Interior Enterprise Architecture (IEA) reference models conform to
those of the Federal Enterprise Architecture (FEA) and are supported by
several architecture teams, both at the Department level and at the Bureau
or Office level. The DOI Enterprise Architecture Repository ( DEAR) is a
systems inventory and the primary tool used in the development of the
modernization blueprints. The Bureau Enterprise Architecture
Repository (BEAR) is the systems inventory for the individual Bureau
level architecture management of Bureau unique business requirements
and is also considered to be a portion of the "integrated DOI EA".

As part of the IT CPIC process, the Department has instituted an IT
Investment Management improvement effort based on the Government
Accountability Office’s (GAO) guidelines for IT Investment Management
(ITIM) maturity framework. The recommendations of the “Departmental
Leadership Crucial to Success of Investment Reforms at Interior” report
(GAO-03-1028) will be incorporated in successive iterations of this CPIC
Guide. The objective is to establish a Department-wide IT portfolio
managed by the OCIO, composed of functional or Bureau portfolios,
including equipment, services, applications, staff, and managers. DOI's
portfolio will be effectively managed to change as new IT initiatives are
added, new technology is introduced, or new policy is implemented,
while still remaining true to the Department’s overall mission. As a result,
project managers, project sponsors, and system managers will be guided
by one all-encompassing process with well-defined sub-processes,
following GAO’s recommendations.

DOI’s IT CPIC Process Overview

DOI’s IT management is based on the fundamental phases of an IT CPIC
process, as described by the Department’s OIG, the OMB, the GAO, and
Federal Chief Information Officers” (CIO) Council guidance. This guidance
directs that investment control processes must include three essential phases;
Select, Control, and Evaluate. Each phase is conducted as part of a continual
interdependent management effort aimed at moving from a fixation on
project-by-project focus to a bigger perspective on investment trends,
directions, and outcomes. The CIO Council document, Smart Practices in
Capital Planning, states: “Effective capital planning requires long range
planning and a disciplined budget process as the basis for managing a
portfolio of assets to achieve performance goals and objectives with minimal
risks, lowest life cycle costs, and greatest benefits to the business.” Best
practices include a multi-tiered process to assure an optimal IT investment
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portfolio. Each tier is empowered to make decisions and approvals through
formal charters. Approval decisions may result in reallocating or requesting
new funding, adding new investments, and postponing, or even canceling,
investments.

The CPIC is a structured, integrated approach to managing IT investments.
The CPIC ensures that IT investments align with the Department’s mission
and supports its business needs while minimizing risks and maximizing
returns throughout the investment’s life cycle. CPIC relies on systematic
selection, control, and on-going evaluation processes to ensure that the
investment’s objectives are met efficiently and effectively. These continuous
processes are depicted in Figure ES-2: Information and Process Flow. The
information flows shown in Figure ES-2 also represent a feedback
mechanism to institutionalize lessons learned. Approved major investments
—Exhibit 300 Capital Asset Plan and Business Case (Exhibit 300 business
case)—become part of a larger investment portfolio (Exhibit 53) maintained
by the Office of Budget (POB). This portfolio contains an inventory of
investments, as well as supporting strategic, technical, and financial
information related to each investment’s risk and return profile. This
information will be reported annually to the OMB. When all IT investments
are consolidated into the Department’s portfolio, the OCIO can ensure that
all systems support DOI’s mission and goals, and work in concert with each
when appropriate, including systems under development, systems currently
in use, and systems scheduled for retirement and or replacement.

Select

Hredt G0 Wi ko

Pre-
Select

WA are the
busn s needs

Steady- Evaluate
State

L e irmeesiom enis
a2l oot effectieehy

- s FilS e
what you
expectad?

Figure ES-2: Information and Process Flow
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CPIC and Other The Clinger Cohen Act, which governs the CPIC process, has three strong

Management focus areas: capital planning and investment control, enterprise architecture,

Processes and the resources to accomplish both of these processes. To understand the
role of IT capital planning within the IT management process, it is important
to recognize its linkage with other Department planning and management
processes. Below is a summary of linkages between the DOI IT Capital
Planning and Investment Control process and related management processes
and events, listed in the sequence in which they normally occur during an
annual cycle.

CPIC and EA Based on the FEA, DOI has developed an architecture framework as a logical

A]ignment structure for organizing complex information about an enterprise. This

information includes the enterprise’s business processes, participants, the
hardware and software systems that support those processes and partici-
pants, and the rules and constraints under which the enterprise operates.

An architecture framework helps an enterprise organize and present aspects
of its architecture in a way that is understandable by all participants in the
enterprise and by those outside the enterprise with which they must interact.

The FEA enables the DOI EA to:

¢ Analyze business processes to take advantage of standardization based
on common functions to customers.

¢ Ensure that automated systems optimally support the business
processes and minimize the data collection burden.

e Acquire new systems and coordinate technology investments with the
Federal business systems and architecture.

e Streamline organizational structure and distribution of responsibilities
across the enterprise using Federal interoperability standards.

e Facilitate IT Capital Planning and Investment Control and coordinate
FEA technology investments.

e Train employees in how the enterprise operates and how they fit into
the enterprise.

An important role of the Department’s CIO and its ITMC is to review the EA
framework and identify redundant information that exists between
investment information and the EA information, and bring that to the IRB for
an investment review. For example, the Federal Enterprise Architecture
Framework (FEAF) requires a list of business goals and strategies, business
plan (objectives and strategies), list of organizations important to the business,
and workflow model (allocation of responsibilities). The IT CPIC process also
requires similar information. If the existing IT CPIC information is insufficient
for use by the EA, a process for capturing and incorporating the more robust
EA information must be developed.

Executive Summary
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EA is part of the Exhibit 300 business case criteria for the review and
evaluation of investments through the IT CPIC process.

These following FEA frameworks provide a way of describing, analyzing,
and improving the Federal Government information systems. All
investments must include these criteria linking the investment to the
Business Reference Model (BRM), Technical Reference Model (TRM), Service
Reference Model (SRM), Data Reference Model (DRM), and Performance
Reference Model (PRM):

Business Reference Model (BRM) is a function-driven framework that
describes the Lines of Business and Internal Functions performed by the
Federal government independent of the agencies that perform them. All IT
investments (including non-major) are mapped to the BRM to identify
collaboration opportunities.

Technical Reference Model (TRM) provides a framework to describe the
standards, specifications, and technologies supporting the delivery, exchange,
and construction of business (or Service) components and e-Gov solutions.
The Federal TRM unifies existing Department TRMs and electronic
Government guidance by providing a foundation to advance the re-use of
technology and component services from a government-wide perspective.

Service Component Reference Model (SRM) provides a common frame-
work and vocabulary for characterizing the IT and business components that
collectively comprise an IT investment. The SRM will help agencies rapidly
assemble IT solutions through the sharing and re-use of business and IT
components. A component is a self-contained process, service, or IT
capability with pre-determined functionality that may be exposed through

a business or technology interface.

Data Reference Model (DRM) describes, at an aggregate level, the data and
information that supports government program and business line operations.
This model enables agencies to describe the types of interaction and exchanges
that occur between the Federal Government and citizens.

Performance Reference Model (PRM) is a standardized framework to
measure the performance of major IT investments and their contributions to
program performance. This model helps produce enhanced performance
information to improve strategic and daily decision-making; improves the
alignment and better articulates the contribution of inputs to outputs and
outcomes; and identifies performance improvement opportunities that span
traditional organizational structures and boundaries.

Executive Summary
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IT Security

IT security is an explicit part of the IT CPIC process. All IT investments must
demonstrate that costs for appropriate IT security controls are explicitly
incorporated into the life cycle planning of a all systems in a manner
consistent with FISMA and OMB guidance for IT investments. Cost effective
security of DOI information systems must be an integral component of
business operations.

IT security is part of the Exhibit 300 business case criteria for the review and
evaluation of investments through the IT Capital Planning and Investment
Control process.

Each business case should include costs associated with all aspects of
security program expenses that would normally occur. For example: ongoing
cyclical Certification and Accreditation (C&A), risk identification &
mitigation activities, and day-to-day investment level security operations
activities.

Budget Formulation
and Execution

Annually, agencies are required to submit, in accordance with the
requirements of OMB Circular A-11, IT investments as part of Interior’s
budget request. All IT investments are to be included in the Federal budget
request whether they are existing investments and systems, incremental
increases for existing investments and systems or new initiatives. During the
budget process, the reasonableness of the cost estimates is examined and
agencies are held accountable for meeting the cost goals. Alternative analyses
are conducted for each IT investment. The selection of the best alternative is
based on a Cost Benefit Analysis (CBA) that uses a systematic analysis of
expected benefits and costs. Estimates of risk-adjusted costs and benefits
show explicitly the performance, budget changes, and risks that result from
undertaking the investment. DOI’s IT CPIC process is closely aligned to
DOI’s budget cycle processes. This includes reviews by the respective
controllers of the IT-related funding requests developed by the Bureaus and
Departmental offices during the formal budget formulation process
conducted by the controllers. All budget requests will be reviewed and
prioritized based on projected budget requests. New investments are
justified based on the need to fill a gap in DOI’s ability to meet strategic goals
and objectives with the least life cycle costs of all the various possible
solutions, and provide risk-adjusted cost and schedule goals and measurable
performance benefits.

Executive Summary
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Scope of CPIC

DOI’s CPIC covers IT investments originating at the supporting offices of the
component Bureaus to Department-wide systems originating in DOI level
offices. All DOI IT investments are identified in the DOI IT portfolio (Exhibit
53). IT governance boards exist from lowest levels to highest management
bodies. All IT investments (projects) meeting the minimum Bureau screening
criteria must follow their respective CPIC. Departmental Offices must meet
the minimum national screening criteria and must follow the Department’s
IT CPIC Process.

Key Decision
Making Bodies —
General Guidance

The following decision-making bodies are responsible for ensuring that
proposed investments meet the Department’s strategic, business, and
technical objectives:

The DOI CIO, as the Secretary’s delegated agent, makes the final decision
based on the IRB’s recommendation.

DOI Investment Review Board (IRB)

The Departmental-level IT governing body is the IRB. It is responsible for the
following activities;

e Selecting, controlling, and evaluating all Information Technology
investments included in the DOI portfolio.

e Defining the decision criteria that will be employed to select among IT
investments for the DOI IT Investment Portfolio.

¢ Making technical decisions regarding the effective use of DOI IT
investments and resources, including systems development,
infrastructure, maintenance, and IT consulting.

e Reccomending, disapproving, or deferring judgment on the entire
portfolio while also reserving the right to review each IT investment
under consideration for, or already within, the DOI IT Investment
Portfolio.

Requirements for Bureau Management Review Boards

Bureaus are required to establish and maintain active IT review boards
modeled on the Departmental IRB. These boards are required as part of the
Fiscal Year 2005 President’s Budget Pre-Select and Select Phases. They will
also be structured to conduct the Control, Evaluate, and Steady State moni-
toring activities. Specifically, Bureau review boards will be structured to the
following additional activities:

¢ Review on-going IT investments to ensure that their status, progress,
and outlook are satisfactory and consistent with project plans.

¢ Identify deficiencies in project management and monitor corrective
actions.

10
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e Provide recommendations to the ITMC to support their decision to
continue, reduce, terminate, or defer IT investments.

¢ Conduct periodic reviews of investment status, control, performance,
risk and outlook for approved and funded IT investments.

e Establish and execute the necessary project controls to manage
requirements; risk; cost, schedule, and technical baselines; and
performance outcomes.

Executive Summary 11
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1 Introduction

1.1 Purpose

This document describes the United States Department of the Interior (DOI)
Information Technology (IT) Capital Planning and Investment Control (CPIC)
process. It outlines a framework for DOI to manage its IT investment port-
folio. This investment management process allows DOI to optimize the
benefits of scarce IT resources, address the strategic needs of DOI, and comply
with applicable laws and guidance.

The CPIC is a structured, integrated approach to managing IT investments. It
ensures that all IT investments align with the DOI mission and support busi-
ness needs while minimizing risks and maximizing returns throughout the
investment’s lifecycle. The CPIC relies on a systematic pre-selection,
selection, control, and on-going evaluation process to ensure each
investment’s objectives support the business and mission needs of the
Department (see Figure 1-2).

Through sound management of these investments, the Investment Review
Board (IRB) makes recommendations regarding the IT direction for DOI, and
ensures that bureaus and offices manage IT investments with the objective of
maximizing return to the Department and achieving business goals.

1.2 Legislative Background and Associated Guidance

Seven statutes require Federal agencies to revise their operational and
management practices to achieve greater mission efficiency and
effectiveness. Include these laws:

e  The Chief Financial Officer (CFO) Act of 1990

o The Government Performance and Results Act of 1993 (GPRA)
e The Federal Acquisition Streamlining Act of 1994 (FASA)

e The Paperwork Reduction Act of 1995 (PRA)

e The Clinger-Cohen Act of 1996 (CCA)

¢ The Government Paperwork Elimination Act of 1998 (GPEA)

e The Federal Information Security Management Act (FISMA)

e E-Gov Act of 2002

Introduction
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Figure 1-2. CPIC Information and Process Flow

This CPIC Guide is based upon the IT aspects of these laws, and focuses
specifically on the Clinger Cohen Act (CCA) requirements. The CCA’s
objective is that senior managers use a CPIC process to systemically
maximize the benefits of IT investments. The CCA further describes CPIC as
follows:

“The Head of each executive agency shall design and implement in the
executive agency a process for maximizing the value and assessing and
managing the risk of the information technology acquisitions of the
executive agency,” and

“The process shall:

1. Provide for the selection of information technology investments to be
made by the executive agency, the management of such investments,
and the evaluation of the results of such investments;

2. Be integrated with the processes for making budget, financial, and
program management decisions within the executive agency;

3. Include minimum criteria to be applied in considering whether to
undertake a particular investment in information systems, criteria
related to the quantitatively expressed projected net risk-adjusted
return on investment and specific quantitative and qualitative criteria
for comparing and prioritizing alternative investments;
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4. Provide for identifying information systems investments that would
result in shared benefits or costs for other Federal agencies of State or
local governments;

5. Require identification of quantifiable measurements for determining
the net benefits and risks of a proposal investment; and

6. Provide the means for senior management to obtain timely informa-
tion regarding the progress of an investment, including a system of
milestones for measuring progress, on an independently verifiable
basis, in terms of cost, capability of the system to meet specified
requirements, timeliness, and quality.”

Beyond the legislative background, there is extensive guidance from the
Federal Chief Information Officer (CIO) Council, the Office of Management
and Budget (OMB), the Government Accountability Office (GAO), and
others in the area of IT investment management. A list of investment
management reference guides and memoranda is identified in Appendix Q.
The policy and processes described in this Guide are consistent with this
guidance.

1.3 Point of Contact

The CPIC process is primarily supported and maintained by the DOI Office
of the Chief Information Officer (OCIO). For further information about this
Guide or the CPIC process, please contact the Chief, Portfolio Management
Division (PMD) in the OCIO at either (202) 208-4109 or OCIO CPIC Working
Team at OS_PIO_CPIC@ios.doi.gov.

1.4 Scope of CPIC

All Departmental IT system development, maintenance efforts, and
infrastructure computing resources at all levels of sensitivity, whether
owned and operated by DOI, or operated on behalf of DOI must comply
with this CPIC guidance.

Al IT investments must be reviewed and approved by the DOI IRB. It is
expected that each individual DOI Bureau will have a similar CPIC process,
manage its own portfolio, and create associated criteria. At a minimum, each
Bureau is expected to use the CPIC process to manage its IT investments.

The criteria for an investment to be considered “major” are described in the
following section.

Investments that are not considered “major” are classified as “non-major”
and must have an Exhibit 300-1 business case submitted.

Introduction
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1.5 Criteria for Major IT Investments

Major IT systems meet at least one of the following criteria:

¢ Any investment that was reported to OMB the previous year as a major
investment.

e  $5M annual cost or > $35M lifecycle cost

e Importance to the mission or its significant role in administration of
programs, finances, property, or other resources

¢ Isanintegral part of the Department’s modernization blueprint (EA)

¢ Mandated by legislation or executive order, or identified by the Secretary
as critical

e All financial systems with an annual cost greater than $500,000.
e High risk as determined by OMB, GAO, Congress and or the CIO.

e Directly Supports the President’s Management Agenda Items of “high
executive visibility”

e E-Government, Departmental, cross-cutting (across more than one office or
Bureau)

e Links to the first two layers of the FEA. (This is meant to imply the first
two layers of the BRM: Services to Citizens and Mode of Delivery)

e These investments are considered to be strategic for the Department and
have a greater documentation burden. Each is individually reported to
OMB as an Exhibit 300 business case. These investments form part of the
DOI IRB IT portfolio together with smaller investments from DOI
Bureaus.

1.6 Roles and Responsibilities

The following decision-making bodies and personnel have been established.

Investment Review Board (IRB): The governing and approval bodies
responsible for ensuring that proposed investments meet DOI strategic,
business, and technical objectives and manages the overall IT portfolio.
The IRB reviews, recommends decisions and issues guidance on the
implementation of recommendations contained in Modernization
Blueprints for information technology (IT) lines of business.

Budget Analyst: Official responsible for serving as the primary interface
between the investment and the Budget Office.
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Bureau or Office Chief Information Officer: Responsible for implementing
Departmental policy, reviewing Bureau specific investments, and making
recommendations to the Bureau or office IRB.

Capital Planning Coordinator: Official responsible for serving as the primary
interface for capital planning between the investment and CIO is also a
member of the Capital Planning Working Team (CPWT) that helps to
shape and refine DOI’s CPIC process.

Capital Planning Working Team: The mission of the CPWT is to enable and
assist Bureaus and offices in IT capital planning and investment
management. The mission is cooperative, inclusive of architecture, budget,
security, financial, and other high priority DOI efforts.

Contracting Officer: Official responsible for serving as the primary acquisition
support for the investment and interface between the investment and the
Office of Acquisition and Property Management.

CPIC Sponsor: Responsible official for providing executive sponsorship of the
investment; should be a senior level executive within the applicable
mission area or office or Bureau.

DOI Chief Information Officer (CIO): Responsible for setting Departmental
IT policy, reviewing all IT investments; and, as the chair of the IRB and
Secretary’s designated Information Technology (IT) manager makes final
decisions regarding DOI IT investments.

DOI Office or Bureau Head: Responsible official for approving CPIC
documentation before submission to OCIO.

Executive Working Group(s) (EWG): Responsible for assessing how well
potential major investments meet a predetermined set of capital planning
decision criteria and providing recommendations to the IRB. The IRB
appoints Executive Working Groups as needed. (Examples; Architecture
Review Board (ARB) or e-Gov team)

Project Manager: Trained or experienced official responsible for management
and completion of one or more IT investment projects. (Reference DOI
OCIO Directive 2004-019)

Project Sponsor or Functional Manager: Business official responsible for the
strategic business processes under development or enhancement and for
ensuring their integrity; also serves as the primary user interface to the
CIO, EWG, and IRB.

Proponent: Individual or organization that proposes an IT investment to meet
a mission or business need.

System Owner: Responsible for ensuring that the system is evaluated on an
annual basis and receives an appropriate level of funding for the
operations and maintenance of the system.

Introduction
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1.7 Process Overview

The CPIC is a structured process in which proposed and ongoing IT invest-
ments are continually monitored throughout their lifecycle. Successful
investments and those that are terminated or delayed are evaluated both to
assess the impact on future proposals and to benefit from any lessons
learned. The CPIC contains five phases (Pre-Select, Select, Control, Evaluate,
and Steady State). As detailed in this document, each phase contains the
following common elements:

Purpose: Describes the objective of the phase;

Entry Criteria: Describes the phase requirements, and thresholds for entering
the phase;

Process: Describes the type of justification, planning, and review that will
occur in the phase; and

Exit Criteria: Describes the action necessary for proceeding to the next phase.

Completing one phase is necessary before beginning a subsequent phase.
Each phase is overseen by the IRB, which ultimately approves or rejects an
investment’s advancement to the next phase. This ensures that each
investment receives the appropriate level of managerial review and that
coordination and accountability exist.

DOI Bureaus and staff offices that have new IT investments meeting the
“major” IT investment criteria should prepare an Exhibit 300 business case
according to the guidelines provided in this document. Each Exhibit 300
business case is analyzed by OCIO for quality and conformance to policies
and guidelines and reviewed against the applicable strategic investment
criteria. OCIO analyses and scores the investment initiative. A
recommendation is then prepared and forwarded to the DOI IRB for
approval or disapproval. Approval, if granted, is an approval of concept for
the pre-select phase, indicating that the office or Bureau has done the
preparatory work necessary to fully justify the investment, and has the
mechanisms in place to manage the investment through the CPIC phases.
The investment must still compete for funding through DOI’s budget
process. The Exhibit 300 business case is further refined and submitted for
DOI IRB approval at each subsequent phase.

Al IT investments must conform to any guidance issued by the IRB in
conjunction with the Modernization Blueprints for key lines of business.

1.8 Process Coordination

Approved investments must move through the CPIC processes to obtain
investment funding. They must conform to any guidance issued by the IRB.
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The Department is responsible for preparation of budget and or Working
Capital Fund requests for its investment submissions.

1.9 Document Structure

This document is divided into six chapters and 15 appendices as described
below:

Chapter 1: Introduction. Describes the CPIC purpose, scope, thresholds, roles,
process, and documents the structure.

Chapter 2: Pre-Select Phase. Provides a process and mechanism, to assess an
investment’s support of the Department’s strategic and mission needs

Chapter 3: Select Phase. Provides tools to ensure that IT investments are
chosen that best support the department’s mission and that support DOI's
approach to enterprise architecture

Chapter 4: Control Phase. Provides guidance to ensure that IT investment
initiatives are conducted in a disciplined, well-managed, and consistent
manner, which promote the delivery of quality products and result in
initiatives that are completed within scope, on time, and within budget

Chapter 5: Evaluate Phase. Provides guidance on comparing actual to
expected results once a project has been fully implemented

Chapter 6: Steady State Phase. Provides a means to assess mature systems to
ascertain their continued effectiveness in supporting mission requirements
and to evaluate the cost of continued support or potential retirement and
replacement

Chapter 7: Portfolio Management. Provides steps in the portfolio management
process for selecting, funding, and managing IT investment portfolios

Appendices:

A: CPIC Process Checklist. Provides a checklist of the process steps
investments must complete for each CPIC phase

B: Mission Needs Statement. Provides a template for evaluating the mission
need(s) for a new IT investment

C: Operational Analysis. Provides a template for evaluating investments in
the Steady State Phase

D: Cost-Benefit Analysis. Provides guidance on completing a Cost-Benefit

Analysis (CBA)

E: Risk Management. Provides guidance on conducting a risk identification,
qualification, response development, and response control for IT capital
planning

F: Performance Measurement. Provides guidance on developing performance
measures for IT investments
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19



January 2005

Version 2.0 IT Capital Planning and Investment Control Guide

G: Project Management. Provides guidance on managing IT investments

H: Earned Value Analysis. Provides guidance on conducting earned value
analysis

I: Post-Implementation Reviews. Provides guidance on conducting a Post-

Implementation Review (PIR)

J: IT Investment Rating and Ranking Criteria. Provides the scoring criteria
used by an EWG and the IRB during the annual investment review

K: Security Infrastructure Guide. Provides guidance concerning cyber security
information to support the investment

L: eCPIC Requirements by Phase. Provides a summary of the data required
in the Information Technology Investment Portfolio System (eCPIC) for
each CPIC phase

M: Monthly and Quarterly Scorecards and Corrective Actions Report (CAR).
Lists the critical areas the Control Review Team discusses during each
Quarterly or Monthly Milestone Review

N: CPIC Process Assessment. Provides and overview of the CPIC Process,
using the GAO’s ITIM framework

O: Glossary of Terms and Acronyms. Provides definitions for terms and
acronyms used throughout this document

P: References. Provides a list of references used to develop this document

20
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2 Pre-Select Phase

2.1 Purpose

The Pre-Select Phase provides a process to assess a proposed investment’s
support of the Department’s strategic plan and mission. It is during this
phase that the business or mission need is identified and relationships to the
Department strategic planning efforts are established. The Phase allows
project teams to begin the process of defining business requirements and
associated system performance metrics, performance measures, benefits, and
costs, as well as subsequent completion of an Exhibit 300 business case and
initial project planning efforts in preparation for inclusion in the
Department’s IT portfolio.

2.2 Entry Criteria

Prior to entering the Pre-Select Phase, investments must have a concept to
address the mission need that is anticipated to include an IT component.

2.3 Process

During the Pre-Select Phase, mission analysis results in the identification of a
mission need necessitating consideration of an IT alternative. The mission
analysis and corresponding development of the Mission Needs Statement
(MNS) (see Appendix B: Mission Needs Statement) are closely linked to the
strategic planning process of the DOI. Following mission analysis, the Project
Sponsor, or Functional Manager first checks to see if the requirement may be
addressed in an investment identified in a Modernization Blueprint. If not,
he or she further develops the proposed solution’s concept. A 300-1 business
case with budget estimates and associated CBA are completed. The level of
detail required varies and should be commensurate with the size,
complexity, and cost of the proposed investment.

Figure 2-1 provides a summary of the Pre-Select Phase process, as well as the
individual(s) and or group(s) responsible for completing each process step.
Each step is detailed in the following the diagram:

Pre-Select Phase
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Pre-Select Phase Process Steps
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Figure 2-1 Pre-Select Phase Process Steps

2.3.1

Identify Project

Sponsor

The DOI or Bureau Sponsor identifies a Project Sponsor for each accepted pro-
posal who is the proponent for the investment. The Project Sponsor will
normally be the same person as the Functional Manager but if the investment
is crosscutting, strategic, or high visibility, the Project Sponsor may be differ-
ent from the Functional Manager. A crosscutting investment spans multiple
Bureaus. The Project Sponsor should be a senior individual in the
organization with requisite management, technical, and business skills to lead
the investment or supervise a designated Project Manager.

The Project Sponsor is the business leader responsible to the IRB for the
investment as it continues through the CPIC process. Commercial and
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government best practices show that IT investments championed by a
business leader have the best chance for successful deployment. This
commitment by the Project Sponsor to the IRB represents accountability for
the investment.

2.3.2
Conduct Mission
Analysis

Mission analysis is a strong, forward-looking, and continuous analytical
activity that evaluates the capacity of the Department’s assets to satisfy
existing and emerging demands for services. Mission analysis enables the
Department to determine and prioritize the most critical capability shortfalls
and best technology opportunities for improving the DOI's overall security,
capacity, efficiency, and effectiveness in providing services to customers.

Mission analysis is conducted within the framework of the Department’s
enterprise architecture and long-range strategic goals. In turn, mission
analysis contributes strongly to the evolution of strategic planning and DOI
IT architecture development. (See Appendix B: Mission Needs Statement
for a template on how to conduct mission analysis.)

Consequently, mission analysis yields the identification of critical needs the
Department should address. It estimates the resources the Department will
likely be able to commit to each mission need, in competition with other
needs, within the constraint of a realistic projection of future department
budget authority. More accurate resources quantification is conducted
during the investment analysis if the investment is selected as part of the
Department’s portfolio. The resource estimate is a function of the benefit to
the department and the mission area, the cost of not addressing the need
(e.g., poor customer responsiveness, increased maintenance cost, lost
productivity, etc.), and the likely extent of required changes to the
Department’s infrastructure.

If the mission analysis reveals a non-IT solution (e.g., a rulemaking or policy
change, operational procedural change, or transfer of systems between sites)
that can satisfy a capability shortfall and can be achieved within approved
budgets, it can be implemented without proceeding further in the CPIC
process as a non-IT initiative.

A mission analysis should identify the business drivers (e.g., Department
mission, vision, goals, objectives, and tactical plans.) Business drivers often
involve the need to assist customers in a particular service area such as
recreation on public lands and in national parks.

Once the key business drivers have been identified, a business requirements
analysis is conducted. The business requirements analysis identifies how
personnel conduct business activities in order to fulfill mission requirements,
meet objectives and perform their tactical plans.

All Mission Needs Statements will emerge from a structured mission
analysis. However, any individual or organization may propose a mission
need based on a perceived capability shortfall or technological opportunity.

Pre-Select Phase
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Examples of potentially valid needs that could originate outside DOI lines of
business include those related to socioeconomic and demographic trends, the
environment, statutory requirements, or an industry-developed techno-
logical opportunity. These shortfalls and opportunities should be identified
to the appropriate Project Sponsor or Functional Manager who will
determine how mission analysis should be conducted to validate, quantify,
and prioritize the proposed need.

DOI lines of business conduct mission analysis within their areas of responsi-
bility. The mission analysis consists of these principal activities:

Identify and quantify projected demand for services based on input from
diverse sources; architecture and strategic planners for services needed in
the future; and integrated project teams (IPTs) in the form of performance
and supportability trends of fielded systems. Identify and quantify
projected technological opportunities that will enable the DOI to perform
its mission more efficiently and effectively.

Identify and quantify existing and projected services based on information
from field organizations, the enterprise architecture, and IT asset inventory
that defines what is in place and what is approved for implementation.
Special attention should be paid to IT Modernization Blueprints, to
determine whether investments identified may meet or might efficiently be
extended to meet the newly identified requirement.

Identify, analyze, and quantify capability shortfalls (e.g., the difference
between demand and supply) and technological opportunities to increase
quality of service, efficiency, and effectiveness.

Identify the user and customer base affected.

Prepare a Mission Needs Statement that summarizes the mission analysis for
inclusion with the Exhibit 300 or 300-1 business case.

When mission analysis identifies a capability shortfall or technological
opportunity, the results are summarized in a Mission Needs Statement. The
Mission Needs Statement must clearly describe the capability shortfall and
the impact of not satisfying the shortfall, or the technological opportunity
and the increase in efficiency it will achieve. The Mission Needs Statement
also must assess the criticality and timeframe of the need, and roughly
estimate the resources the Department should commit to resolving it based
on worth, criticality, and the scope of likely changes to the Department’s IT
asset base. This information forms the basis for establishing the priority of
this need in competition with all other Department needs.
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2.3.3
Develop Concept

Concept development provides the opportunity for further examination of a
proposed solution. It focuses on an analysis of alternatives to meet the mission
need and initial planning for entering into the Select Phase. Key components
include analysis of alternatives and an examination and redesign of business
practices.

The following activities are conducted during concept development:
Assess Mission Needs Statement.

Identify business objectives based on mission analysis and Mission Needs
Statement.

Discuss the proposed investment in relation to the OMB’s three “Pesky
Questions”:

1. Does the investment in major capital asset support core or priority
mission functions that need to be performed by the Federal
Government?

2. Does it have to be undertaken by the requesting department
because no alternative private sector or government source can
more efficiently support the function?

3. Does the investment support work processes that have been
simplified or otherwise redesigned to reduce costs, improve
effectiveness, and make maximum use of commercial-off-the-shelf
(COTS) technology?

Identify high-level performance measures. (Additional detailed performance
measures will be developed as part of the Select Phase.)

Determine key selection criteria to evaluate concept alternatives that support
high-level performance measures and business objectives.

Ensure solution aligns with Department standards for Security and Privacy,
Enterprise Architecture and e-Government Planning.

Identify alternatives that will be analyzed to support mission need and
business objectives.

Determine whether the investment may incorporate components applicable to
other mission needs and, if so, whether it may be appropriate to identify it
as a key “line of business” for the development of a Modernization
Blueprint. If not, special care should be taken to determine and justify how
the investment is truly unique and entails components that cannot be
shared and reused for other purposes.

Conduct preliminary planning and develop a Concept Management Plan
addressing Select Phase preparation, alternative analysis approach, and
business redesign or reengineering. (Departmental policy requires that before
new systems are fielded the business process owners must simplify or other-
wise redesign their existing processes before they invest in new IT to support

Pre-Select Phase
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the process.) Plans for redesign or business process reengineering (BPR) should
be presented as part of the Exhibit 300 or 300-1 business case.

234
Develop 300-1
Business Case

The 300-1 business case provides the necessary information to build support
and make funding decisions for an investment. While the primary emphasis of
the Pre-Select Phase is on mission and strategic needs analysis, it also requires
the Project Sponsor or Functional Manager to begin identifying alternative
solutions and developing an order of magnitude estimate of costs and benefits
(both quantitative and qualitative) that may be realized by a given investment.
300-1 business case development activities include a preliminary budget
estimate and preliminary CBA, as discussed below.

Prepare preliminary budget estimate. The preliminary budget estimate should
provide an estimate of costs necessary to support more detailed planning and
concept development prior to investment selection, and provide an order of
magnitude estimate of budget requirements to support a five-year budget plan
and lifecycle costing.

As part of the preliminary budget estimate, a preliminary security analysis
should be performed to determine estimated baseline costs. This information
should be included with the investment’s preliminary budget estimate.
Detailed information concerning the preparation of a security analysis can be
found in Appendix K: Security Infrastructure Guide.

Prepare Preliminary CBA. The preliminary CBA will provide initially antici-
pated costs and benefits of the proposed investment. Costs should be the
same as those identified in the budget estimate and benefits should be
aligned with the investment objectives and high-level performance
measures. The level of detail required varies and should be commensurate
with the size, complexity, and cost of the proposed investment.

The Project Manager, Project Sponsor or Functional Manager, and Bureau
Sponsor prepare the Exhibit 300-1 business case in preparation for DOI's
investment reviews.

2.3.5

Review or Approve
Investment
Submission

The Bureau Head reviews the investment submission and requests the Project
Sponsor or Functional Manager and or Bureau Sponsor to update the 300-1
business case, or make changes as needed. The Bureau Head then approves
the investment submission and forwards it to the CIO.

26

Pre-Select Phase



IT Capital Planning and Investment Control Guide

Version 2.0 January 2005

2.3.6

Review Initiative and

The CIO reviews the 300-1 business case and provides any comments and or
questions to the Bureau. The Bureau addresses the issues and sends an

Recommend updated 300-1 business case to the CIO. The CIO forwards the updated 300-1

Appropria te Action business case with its assessment to the Bureau IRB for review. The Bureau
IRB assesses the investment with an emphasis on mission alignment,
conformance to any applicable IT Modernization Blueprints, and the
proposed concept management plan. This information is then linked to future
portfolio selection decisions. The Bureau IRB forwards their investment
recommendations to the DOI IRB for the final decision.

2.3.7 The DOI IRB reviews the Bureau’s IRB recommendation and makes the final

Make Final investment decisions. If the DOI IRB approves the Bureau’s IRB

Investment recommendation, the investment moves forward into the Select Phase.

Decisions

2.4 Exit Criteria

Prior to exiting the Pre-Select Phase, investments must obtain IRB approval
for the mission need and concept.

Table 2-1 provides a summary of the documents generated during the Pre-
Select Phase process, as well as the whether the document requires approval
or whether the document is required only for the file for recordkeeping
purposes.

Document Required For File Required For
Approval
Mission Needs
Statement X X
Concept X X
Exhibit 300-1 X X

Table 2-1 Summary of documents generated during the Pre-Select Phase.

Pre-Select Phase
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3 Select Phase

3.1 Purpose

In the Select Phase, DOI ensures the IT investments that best support the
mission and DOI’s approach to enterprise architecture are chosen and
prepared for success (e.g.,, have a trained or experienced project manager,
risk management, etc.). Investments are also reviewed to ensure no
duplication of E-government initiative or existing DOI system application.
Individual investments are evaluated in terms of technical alignment with
other IT systems and projected performance as measured by Cost, Schedule,
Benefit, and Risk (CSBR). Milestones and review schedules as part of a work
breakdown structure (see Appendix G: Project Management) are also
established for each investment during the Select Phase.

In this phase, DOI prioritizes each investment and decides which
investments will be included in the portfolio. Exhibit 300-1 or 300 business
case submissions are assessed against a uniform set of evaluation criteria and
thresholds, as identified in OMB Circular A-11, Part 7—Planning, Budgeting,
Acquisition, and Management of Capital Assets. The investment’s CSBR are
then systematically scored using objective criteria and the investment is
ranked and compared to other investments. Finally, the DOI IRB selects
which investments will be included in the Department’s portfolio.

3.2 Entry Criteria

Prior to entering the Select Phase, investments must have obtained IRB
approval for the mission need and concept.

3.3 Process

The Select Phase begins with an investment concept (approved during the
Pre-Select Phase) and moves through the development of the Exhibit 300-1 or
300 business cases, acquisition plan, risk management plan, performance
measures, and a project plan. These plans lay a foundation for success in
subsequent phases. The Select Phase culminates in a decision whether to
proceed with the investment.

Figure 3-1 provides a summary of the Select Phase process, as well as the
individual(s) and or group(s) responsible for completing each process step.
Each step is detailed in the following the diagram:

Select Phase
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Select Phase Process Steps
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Charter Source and Obtain
DOI/Bureau
Approvals
Review and Review Exhibit

Recommend or
Reject Project

Approve Integrated
Project Team

Approve Exhibit 300

300 Business | Business Case and

Case and Project

Office or
Bureau
IRB

Charter Membership Plan Project Plan
RReView al:jd Review Initiative and
Reject Project proprite Act

Appropriate Action

Charter ppropt I
RReview ar;d Make Final
Rejoct Project ‘Dovisions.

Cnarta: Demflons

Make Final
Investment
Approve or Reject Decisions on the
Project Charter 300-1 Business Case
for recommendation
to the secretary.

Figure 3-1Select Phase Process Steps

3.3.1

Review the Mission
Needs Statement

and Update
Needed

if

3.3.2 Create the
Project Charter

The Project Sponsor or Functional Manager, and Proponent review the
Mission Needs Statement and other documentation completed during the Pre-
Select Phase and makes any necessary changes. Next, the Project Sponsor or
Functional Manager develops quantifiable performance measures that focus
on outcomes where possible (see Appendix F: Performance Measurement).
These performance measures will form a basis for judging investment success.

The Project Sponsor creates the Project Charter and sends it to the Bureau
Head for review. The Bureau Head then reviews it and makes a
recommendation to the Bureau OCIO, who reviews it and sends it to the
Bureau IRB and either recommend or reject the charter to the DOIIRB. The
DOI IRB makes the final decision.
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3.3.3 The Bureau Head approves the selection of the IPT members that will assist
Approve Integrated the Project Sponsor and Project Manager in the initiative’s development. The
Project Team IPT brings together expertise from functional areas as required by the
Membershi specifics of the initiative. A capital planning analyst from the CIO will work
P with and provide guidance to the IPT throughout the process.

The IPT should consider the need for expertise in these areas:

¢ Functional Manager

e IT Manager

e Security Specialist

e Department Budget Analyst

e Contracting Specialist

e Additional team members may be added from other functional areas
3.34 The Project Sponsor identifies a potential funding source for the IRB to
Identify Funding continue investment support. The Project Sponsor then gets approval from the
Source and Obtain appropriate management office.
Department
Approvals
3.3.5 The Project Sponsor ensures, that for each investment, the following studies
Develop Exhibit 300 are completed and the results are submitted to the CIO:
Business Case Business Profile:
SuPporting Exhibit 300 business case with Performance Measures (see Appendix F:
Materials Performance Measurement) and mission needs statement

Business Process Reengineering Studies
Concept of Operations Plan
Stakeholder Identification and Requirements
Functional Requirements
Feasibility Study
Risk Profile:
Risk Management Plan (see Appendix E: Risk Management)

Financial Profile:

Select Phase
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Return on Investment (ROI) and CBA (see Appendix D: Cost-Benefit
Analysis)

Update lifecycle cost projections

Alternatives Analysis

Funding Source Identification
Technological Profile:

Technical Requirements

Security Plan (see Appendix K: Security Infrastructure Guide)

IT Capital Planning and Investment Control Guide

Enterprise Architecture Plan (see http://www.doi.gov/OCIO/architecture)

Relationship to Existing Systems (dependencies)
Prototype or Pilot Plans

Project Management and Planning Profile
Project Plan, including a list of team members

Acquisition Plan and strategy

3.3.6
Prepare Exhibit 300
Business Case

The Project Manager prepares the Exhibit 300 business case.

3.3.7

Review or Approve
Exhibit 300
Business Case

The Bureau Head reviews the Exhibit 300-1 or 300 business cases and requests
the Project Sponsor or Functional Manager, and or Bureau Sponsor to update
the package or make changes as needed. The Bureau Head then approves the

submission and sends it to the Bureau CIO.

3.3.8

Review Initiative
and Recommend
Appropriate Action

The Bureau CIO reviews the investment based on the established criteria, and

develops findings and recommendations. The Bureau CIO forwards the

package to the Bureau IRB for review. The Bureau IRB reviews the investment
for compliance with Departmental strategic, legislative, and budgetary goals.

The Bureau IRB uses standard criteria to objectively compare investments
based on the data presented, and scores projects using the criteria listed in
Appendix J: IT Investment Rating and Ranking Criteria. The Bureau IRB
forwards its findings and recommendations to the DOI IRB for the final
decision.

32

Select Phase



IT Capital Planning and Investment Control Guide Version 2.0 January 2005

3.3.9 The DOI IRB reviews the Bureau’s IRB recommendation and makes the final
Make Final investment decisions. If the IRB approves the Bureau’s IRB recommendation,
Investment then the decision is implemented and a review schedule for the Control Phase

is established in concert with the CIO and Bureau IRB. The initiative then
moves to the Control Phase.

Decisions

3.4 Exit Criteria

Prior to exiting the Select Phase, investments must have executed the

following activities:

Established performance goals and quantifiable performance
measures.

Developed a project plan which details quantifiable objectives
including an acquisition schedule, project deliverables, and
projected and actual costs.

Identified costs, schedule, benefits, and risks.

Established security, Section 508 (IT accessibility), Privacy Act
assessment, data, and architecture goals and measures.

Established an EWG and IRB investment review schedule for the
Control Phase.

Determined whether another key line of business should be
identified for recommendations to the IRB for the preparation of a
comprehensive IT Modernization Blueprint.

Obtained IRB approval to enter the Control Phase.

Select Phase
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Table 3-2 provides a summary of the documents generated during the Select
Phase process, as well as the whether the document requires approval or
whether the document is required only for the file for recordkeeping

purposes.

Document

Required For File

Required For
Approval

Mission Needs Statement

X

Collection Plan

Business Process Reengineering
Studies

Concept of Operations Plan

E-Government Plan

Stakeholder Identification and
Requirements

Functional Requirements

Feasibility Study

Risk Management Plan

Return on Investment (ROI) and CBA

Updated lifecycle cost projections

Alternatives Analysis

Technical Requirements

Security Plan

Enterprise Architecture Plan

Prototype or Pilot Plans

Project Plan

Acquisition Plan and strategy

Control Phase Investment Review
Schedule

XX XXX [X[X[X|X[X[X|X[|X]| X [X[X]| X

Exhibit 300

X

Table 3-2 Summary of documents generated during the Select Phase.
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4 Control Phase

4.1 Purpose

The objective of the Control Phase is to ensure, through timely oversight,
quality control, and executive review, that IT initiatives are conducted in a
disciplined, well-managed, and consistent manner. Investments should be
closely tracked against the various components identified in the Risk Manage-
ment Plan developed in the Select Phase. This phase also promotes the
delivery of quality products and results in initiatives that are completed
within scope, on time, and within budget. During this process, senior
managers regularly monitor the progress or performance of ongoing IT
investments against projected cost, schedule, performance, and delivered
benefits. The DOI IRB has the ultimate responsibility for project oversight.

Control Phase activities require the continuous monitoring of ongoing IT
initiatives through the development or acquisition lifecycle. Quarterly or
monthly or milestone control reviews (see Appendix M: ) are conducted, as
identified in the project plan.

Based on the quarterly or monthly or milestone control reviews, the DOI IRB
will determine if a project is continued, modified, or terminated. The reviews
focus on ensuring that projected benefits are being realized; cost, schedule and
performance goals are being met; risks are minimized and managed; and the
investment continues to meet strategic needs. Depending on the review’s
outcome, decisions may be made to suspend funding or make future funding
releases conditional on corrective actions.

4.2 Entry Criteria

Prior to entering the Control Phase, investments must have executed the
following activities:

e Established performance goals and quantifiable performance measures

e Developed a project plan which details quantifiable objectives,
including an acquisition schedule, project deliverables, and projected
and actual costs

e Identified costs, schedule, benefits, and risks

e Established security, Section 508 (IT accessibility), Privacy Act
assessment, data, and architecture goals and measures

e Established an EWG and IRB investment review schedule for the
Control Phase

e Obtained IRB approval to enter the Control Phase

Control Phase
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4.3 Process

During the Control Phase, an investment progresses from requirements
definition to implementation. Throughout the Phase, Bureau CIO’s provide
the OCIO and the EWG with investment reviews to assist them in monitoring
all investments in the portfolio. They also ensure that all planned investments
do not duplicate any E-Government initiatives or any existing DOI system
applications. Investment reviews provide an opportunity for Project
Managers to raise issues concerning the IT developmental process, including
security, telecommunications, enterprise architecture alignment, E-
Government, GPEA compliance, Section 508 concerns, etc.

The project manager uses a performance based management system to
evaluate project performance and report variance.

The DOI IRB review project performance, and take corrective action if the
project performance variance exceeds 5 percent from the project’s established
baseline.

The DOI IRB reviews are based on factors including the strategic alignment,
criticality, scope, cost, and risk associated with all initiatives. The Project
Sponsor establishes milestones as part of the investment baseline against which
performance will be measured throughout the Control Phase. Agencies are
expected to uphold these milestones; OMB will hold agencies responsible for
meeting milestones as originally indicated in the baseline. After establishing
the milestones, the Project Sponsor revises the project plan as required to meet
the approved milestones.

Figure 4-1 provides a summary of the Control Phase process, as well as the
individual(s) and or group(s) responsible for completing each process step.
Each step is detailed in the following diagram:
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Control Phase Process Steps

Project
Sponsor/
Functional
Manager/
Project
Manager

Office or
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Documents Documents
—
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y

Review Control
Documents and
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|
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- -1

Make Final control
review
recommendations to
the secretary.

Figure 4-1 Control Phase Process Steps
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4.3.1

Establish and
Maintain Project
Costs, Schedule, and
Technical Baselines

The Project Manager maintains the project management and executive plans
that were established in the Select phase; as well as the procedures, and
practices to support initiative monitoring activities. The Project Manager
directs the IPT to identify any new or existing internal risks based upon
review of the work breakdown structure (WBS), project plan, risk checklist,
and stakeholder interviews. The Project Manager monitors financial, technical,
operational, schedule, legal and contractual, and organizational risks. The
Project Manager ensures that all budget documents remain current and final
decisions are vetted through the PMD. The Project Manager provides
periodic updates to the CIO and or EWG on the investment’s status and
security costs, schedule, and technical baselines. The Project Manager ensures
that the project has been planned realistically.

4.3.2

Maintain Current
Project Cost,
Schedule, Technical,
and General Status
Information

The Project Manager collects actual information on the resources allocated
and expended throughout the Control Phase. The Project Sponsor ensures that
the investment still aligns with the Department mission, strategic plan,
enterprise architecture, and E-Government. The Project Manager compares
the actual information collected to the estimated baselines developed during
the Select Phase and identifies root causes for any differences. The Project
Manager reviews the security and infrastructure analyses for accuracy. The
Project Manager maintains a record of changes to the initiative’s technical
components including hardware, software, security, and communications
equipment. Technical component changes may trigger a new architecture
review.

4.3.3

Assess Project
Progress against
Performance
Measures

As part of the periodic milestone reviews during the Control Phase, the
Project Sponsor determines whether to continue the project. The Project
Sponsor determines if the project manager is managing investment cost and
schedule variance, mitigating risks, and providing projections for future
performance based upon work accomplished to date. The Project Sponsor
determines whether current cost and schedule projections align with
investment implementation (e.g., based upon an assumption of baseline actual
costs 10 percent greater than actual, what are the expectations of future
performance).

The Bureau Sponsor and Project Sponsor apply control screening criteria (see
Appendix J: IT Investment Rating and Ranking Criteria).

Using the control screening criteria to answer the questions on whether the
project has met expectations will support the decision to continue with the
investment, and identify any deficiencies and corrective actions needed.
Updated investment information is submitted to the OCIO and the
investment undergoes a control review by the DOI IRB. The results of these
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reviews are used by the DOI IRB for management of the IT investment

portfolio.
4.3.4 The Project Manager updates the Exhibit 300 business case on the planning
Prepare Quarterly or and risk information and project performance. This includes updating the
Milestone Control performance based management system metrics in Part I, Section I.H. in the
. Exhibit 300 business case.
Review
4.3.5 The Bureau CIO evaluates the quarterly or milestone control review

Evaluate Quarteﬂy or documents for project performance. The Bureau CIO and E-Gov team member

Milestone Control endorses the investment and forwards the documentation to the OCIO.

Review
4.3.6 The CIO prepares findings and recommendations, and forwards the updated
Review Control package to the Bureau IRB for review. The Bureau IRB reviews the investment

Documents and and determines whether to provide continued support to the investment and
Recommend forwards its recommendations to the DOI IRB for the final decision (see

) . Appendix M: Monthly and Quarterly Scorecards, and Corrective Actions
Appropriate Action  geort (CAR)).

437 The DOI IRB issues a decision, based upon the recommendations received
Make Final Control from the Bureau IRB. The decision is sent to the Project Sponsor and Project
Review Decisions Manager.

4.3.8 The Project Sponsor acknowledges and implements any corrective action
Project Sponsor and recommended by the IRB.

Project Manager Prior to the next scheduled review date, the Project Sponsor and Project
Implement Manager update the investment information and initiate another preliminary

assessment. This formal monitoring of investment progress, and the

Decisions
determination of risks and returns, continues throughout the Control Phase.

4.4 Exit Criteria

Prior to exiting the Control Phase, investments must execute the following
activities:

e Complete investment development, production deployment and or
implementation.

e Confirm the PIR schedule
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e Demonstrate to the IRB conformance with any applicable guidance
issued pursuant to an IT Modernization Blueprint.

e Obtain DOI IRB approval to enter the Evaluate Phase.

Table 4-1 provides a summary of the documents generated during the
Control Phase process, as well as the whether the document requires

approval or whether the document is required only for the file for
recordkeeping purposes.

Required For

Document Required For File A
pproval

Project Management Plan X X
Project Status Reports X

Quarterly or Monthly X X
Reports

PIR Schedule X

Exhibit 300 X

Table 4-1 Summary of documents generated during the Control Phase.
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5 Evaluate Phase

5.1 Purpose

The purpose of the Evaluate Phase is to compare actual to expected results
after an investment is fully implemented. This is done to assess the invest-
ment’s impact on mission performance, identify any investment changes or
modifications that may be needed, and revise the investment management
process based on lessons learned. As noted in GAO’s Assessing Risks and
Returns: A Guide for Evaluating Federal Agencies’ IT Investment Decision-
Making, “the Evaluation Phase ‘closes the loop” of the IT investment manage-
ment process by comparing actual against estimates in order to assess the
performance and identify areas where decision-making can be improved.”

The Evaluate Phase focuses on outcomes:

e Determines whether the IT investment met its performance, cost, and
schedule objectives.

e Determines the extent to which the IT capital investment management
process improved the outcome of the IT investment.

The outcomes are measured by collecting performance data, comparing
actual to projected performance and conducting a Post Implementation
Review (PIR) to determine the system’s efficiency and effectiveness in
meeting performance and financial objectives. The PIR includes a methodical
assessment of the investment’s costs, performance, benefits, documentation,
mission, and level of stakeholder and customer satisfaction. The PIR is
conducted by the Department, and results are reported to the CIO, EWG,
and IRB to provide a better understanding of initiative performance and
assist the Project Sponsor in directing any necessary initiative adjustments.
Additionally, results from the Evaluate Phase are fed back to the Pre-Select,
Select, and Control Phases as lessons learned.

5.2 Entry Criteria

The Evaluate Phase begins once a system has been implemented and the
system becomes operational or goes into production. Any investment
cancelled prior to going into operation must also be evaluated. Prior to
entering the Evaluate Phase, investments must have executed the following
activities:

e Complete investment development, production deployment and or
implementation

e Confirm the Post Implementation Review (PIR) schedule

e Obtain DOI IRB approval to enter the Evaluate Phase

Steady-State Phase
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5.3 Process

In the Evaluate Phase, investments move from implementation or
termination to a PIR and the IRB’s approval or disapproval to continue the
investment (with or without modifications). From the time of
implementation, the system is continually monitored for performance,
maintenance activities, costs, resource allocation, defects, problems, and
system changes. System stability is also periodically evaluated. During the
PIR, actual performance measures are compared to performance projections
made during the Select Phase. Then lessons learned for both the investment
and the CPIC process are collected and fed back to prior CPIC phases.

Figure 5-1 provides a summary of the Evaluate Phase process, as well as the
individual(s) and or group(s) responsible for completing each process step.
Each step is detailed in the following diagram on the next page.

5.3.1
Conduct PIR and
Present Results

The PIR’s timing is usually determined during the Control Phase. The PIR for a
newly deployed initiative generally should take place approximately six to
twelve months after the system is operational. In the case of a terminated
system, it should take place immediately because the review will help to define
any “lessons learned” that can be factored into future IT investment decisions
and activities. In either case, before starting the PIR, the Project Sponsor
develops a PIR plan that details the roles, responsibilities, and investment start
and end dates for all PIR tasks.

At the heart of the PIR is the IT investment evaluation in which the Project
Sponsor looks at the impact the system has had on customers, business
processes, the mission and program, and the technical capability. As a result
of the PIR, the Project Sponsor provides an IT Initiative Evaluation Data
Sheet to the CIO, as presented in Table-1Appendix O.

The IT investment evaluation focuses on three areas:

Impact to stakeholders: The Project Sponsor typically measures the impact the
system has on stakeholders through user surveys (formal or informal),
interviews, and feedback studies. The evaluation data sheet highlights
results.

Ability to deliver the IT performance measures (quantitative and
qualitative). The system’s impact to mission and program should be
carefully evaluated to determine whether the system delivered expected
results. This information should be compared to the investment’s original
performance goals. This evaluation and comparison should also include a
review of the investment’s security and data performance measures.

Ability to meet baseline goals: To determine whether the investment is
meeting its baseline goals the project manager should review the following
areas:
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Cost: Present actual lifecycle costs to date
Return: Present actual lifecycle returns to date

Funding Sources: Present actual funds received from planned funding
sources

Schedule: Provide original baseline and actual initiative schedule

Enterprise Architectural Analysis: Determine whether the initiative
supports the Department’s approach to enterprise architecture
standards or what modifications are required to ensure initiative
compliance outside the original architectural baseline

IT Accessibility Analysis: Determine whether the initiative addresses
accessibility for persons with disabilities, how the requirements were
managed, and impact on the architecture

Risk Analysis: Identify initiative risks and how they were managed or
mitigated, as well as their effects, if any (see Appendix E: Risk
Management)

Systems Security Analysis: Identify initiative security risks and how they
were managed or mitigated as well as security performance measures
(for more information, see Appendix K: Security Infrastructure
Guide).

After the PIR has been completed and reviewed, the Project Sponsor
prepares and makes a formal PIR presentation to the Bureau CIO. The
presentation should summarize the initiative evaluation and provide a
summary of recommendations for presentation to an EWG and the DOI IRB.

Steady State Phase
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Evaluate Phase Process Steps

Project

Sponsor/

Functional Conduct PIR and
Manager/ Present Results

Project

Prepare
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Business Case

Manager

Office or
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Review Update
Exhibit 300  — Exhibit 300
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Office or
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Head

Bureau
Clo

Evaluate IT
Capital ]
v —»  Investment
- - Management
Review Investment’s Process

PIR Results and
Recommend
Appropriate Action

Office or
Bureau
IRB

Y

Make Final
Investment r—
Decisions

 J

Y
Make Final
Investment
Decisions on the
300-1 Business Case
for recommendation
to the secretary.

Figure 5-1 Evaluate Phase Process Steps

5.3.2
Prepare Exhibit 300
business case

Each investment in the Evaluate Phase will be assessed during the investment
review. To prepare for the investment reviews, the Project Sponsor develops a
package of materials that address the PIR strategic investment criteria. The

format for submitting the investment package is the Exhibit 300 business case.

5.3.3

Review or Approve
Exhibit 300 Business
Case

The Bureau Sponsor reviews the Exhibit 300 business case and PIR results, and
forwards them to the Bureau CIO.
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5.3.4 The Bureau CIO reviews the Exhibit 300 business case and PIR results. The
Review Exhibit 300 Bureau CIO prepares findings and recommendations, and forwards the
. updated package to a Bureau IRB for review. The Bureau IRB reviews the
Business Case and . . . o
investment and makes a recommendation that the investment’s Project
PIR Results and Sponsor take one of the following actions:
Recommend . .
. . Continue the investment as planned
Appropriate Action
Modify the investment as recommended
Terminate the investment
5.3.5 The DOI IRB reviews the Bureau IRB recommendation and makes the final
Make Final investment decision.

Investment Decisions

5.3.6

Evaluate IT Capital
Investment
Management
Process

An EWG may also recommend that the CIO revise the CPIC process based on
PIR results. The CIO then presents a summary of the PIR activities and lessons
learned to the EWG and DOI IRB.

Following the completion of this, the CIO and Bureaus document the strengths
and weaknesses of the CPIC and IT Modernization Blueprint analyses
processes. The information gathered in this evaluation is used to improve both
the CPIC and IT Modernization Blueprint processes, by maintaining and
improving the factors associated with improved initiative success rates and
revising or removing the non-value added steps. These process improvements
are discussed as a regular agenda item for the DOI IRB.

Bureaus can use Table O-2 in Appendix O: Post Implementation Review
(PIR) to record observations and forward them to the CIO as necessary.
Bureaus can add appropriate comments as deemed necessary. The following
are examples of things Bureaus may consider when addressing each phase:

Initiative Development

Documentation set

General or descriptive information
Financial information

Security or ISTA models

Screen

Viability criteria
Viability considerations
Initiative designation

Score

Mission criteria
Risk

Steady State Phase
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ROI
Pre-Select

Bureau process
CIO or EWG review
IRB endorsement

Select

Bureau process

CIO or EWG review
IRB endorsement
Security review

Control

Milestone review format
CIO or EWG or corrective actions
Security analysis

Evaluate

PIR content

PIR execution

PIR recommendations
Security performance

To capture lessons learned, the Project Sponsor develops a management
report and submits it to the Bureau CIO. All failures and successes are
collected and shared to ensure that future initiatives learn from past
experiences. A high-level assessment of management techniques, including
organizational approaches, budgeting, and acquisition and contracting
strategies, tools and techniques, and testing methodologies, is essential to
establish realistic baselines and to ensure the future success of other IT
initiatives. The investment management report, including lessons learned,
follows the outline provided in Appendix O: Post Implementation Review
PIR).

The DOI CIO schedules formal and informal sessions to review the manage-
ment report and collect additional information about the overall effective-
ness of the process. The DOI and Bureau CIOs work with the Project
Sponsor, Bureau Portfolio Managers, and an EWG to conduct trend analyses
of the process, validate findings, and adjust the process accordingly. The DOI
CIO also sponsors workshops and discussion groups to improve the CPIC
process and ensure lessons learned are applied throughout the Department.
The DOI CIO then works with the Bureau to develop, recommend, and
implement modifications to improve the process.
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5.4 Exit Criteria

Prior to exiting the Evaluate Phase, investments must have completed the following
activities:

e Conducted a PIR — which may include one or all of these documents:
o Initiative Evaluation Sheet
o Investment Management Report
o IT Process Evaluation Data Sheet

e [Established an Operations and Maintenance (O&M) and operational performance review
schedule

e Obtained IRB approval to enter the Steady State Phase

Table 5-1 provides a summary of the documents generated during the
Evaluate Phase process, as well as the whether the document requires
approval or whether the document is required only for the file for
recordkeeping purposes.

Required For

Document Required For File Approval
PIR Plan X
IT Initiative Evaluation Data Sheet X

IT Process Evaluation Data Sheet

PIR Presentation X
Exhibit 300 X
Investment Management Report X
Operations and Maintenance (O&M)

and operational performance review X

schedule

Table 5-1 Summary of documents generated during the Evaluate Phase.
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6 Steady State Phase

6.1 Purpose

The Steady State Phase provides the means to assess mature investments, deter-
mine their continued effectiveness in supporting mission requirements, evaluate
the cost of continued maintenance support, assess technology opportunities,
and consider potential retirement or replacement of the investment.

6.2 Entry Criteria

Prior to entering the Steady State Phase, investments must have executed the
following activities:

e Conducted a PIR
e Established an (O&M) and operational performance review schedule

e Obtained IRB approval to enter the Steady State Phase

6.3 Process

During the Steady State Phase, analysis is used to determine whether mature
systems are continuing to support mission and business requirements.
Appendix C: Operational Analysis provides a template for conducting Steady
State investment reviews.

Figure 6-1 provides a summary of the Steady State Phase process, as well as
the individual(s) and or group(s) responsible for completing each process
step. Each step is detailed in the following diagram.

48

Steady-State Phase



IT Capital Planning and Investment Control Guide Version 2.0 January 2005

Steady-State Phase Process Steps

Project
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Project
Manager

Office or
Bureau
Sponsor

Office or
Bureau
Head
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Make Final
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Make Final Investment
Decisions on the
300-1 Business Case
for recommendation to
the secretary.

Figure 6-1 Steady State Process Steps

6.3.1
Analyze Mission

The Project Sponsor and Bureau Sponsor conduct an analysis to determine if
the system is continuing to meet mission requirements and needs and supports
the DOI’s evolving strategic direction. The mission analysis process identified
in the Pre-Select Phase and the Mission Needs Statement provide a framework
to assist in the mission analysis for the Steady State Phase. This includes an
analysis of performance measures accomplishment.

Steady State Phase
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6.3.2 The Project Sponsor evaluates user and customer satisfaction, acceptance, and

Assess User or support for the existing system. This information should be used to assess and

Customer update the investment’s performance measures.

Satisfaction

6.3.3 The Project Manager and Project Architect assesses the technology and

Assess Technology determines potential opportunities to improve performance, reduce costs,
support the DOI enterprise architecture, meet security requirements, and to
ensure alignment with DOI’s strategic direction. The Project Architect
monitors and maintains the existing technology and determines technology
refresh schedules, factoring into account not only existing IT Modernization
blueprints but also the need and potential to identify new key lines of business
based upon new mission needs and or innovative technology. The Project
Architect informs the Project Sponsor of his or her findings.

6.3.4 The Project Sponsor and Bureau Sponsor along with the Project Manager

Review O&M conduct an O&M review to assess the cost and extent of continued
maintenance and upgrades. The O&M review should include a trend analysis
of O&M costs and a quantification of maintenance releases. Costs for
government staff workforce employees as well as any customer costs should
be included in all cost estimates and analysis.

6.3.5 The Project Sponsor updates actual costs and benefits for the investment. The

Prepare Exhibit 300 or format for submission is the Exhibit 300 or 300-1 business case.

300-1 Business Case

6.3.6

Review or Approve
Exhibit 300
Business Case

The Bureau Sponsor reviews the Exhibit 300 or 300-1. The Bureau Sponsor
approves the investment submission and forwards it to the Bureau CIO.
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6.3.7 The Bureau CIO reviews the Exhibit 300 or 300-1 business case and prepares
Review Exhibit 300 or findings and recommendations. The CIO forwards it to the Bureau IRB for
review. The Bureau IRB reviews the investment to determine whether it
continues to support mission or user requirements and the Department’s
strategic direction. The Bureau IRB determines whether the investment should

300-1 Business Case
and Recommend

Appropriate Action  ,ntinye in the Steady State Phase, return to a previous phase due to the extent
of system modifications, be replaced, be incorporated into a key line of
business investment through a Modernization blueprint, or retired. The
Bureau IRB then forwards its recommendations to the DOI IRB.

6.3.8 The DOI IRB approves or disapproves the Bureau IRB recommendation and

Make Final directs the Project Sponsor how to proceed.

Investment

Decisions

6.4 Exit Criteria

The investment remains in the Steady State Phase until a decision is made by
the DOI IRB to modify, replace, or retire the system. All major enhancements
to Steady State systems are required to complete an MNS and start at the
Pre-Select Phase. A major enhancement can be defined as, new architecture,
or new functionality.

Table 6-1 provides a summary of the documents generated during the
Steady State Phase process, as well as the whether the document requires
approval or whether the document is required only for the file for
recordkeeping purposes.

. . Required For
Document Required For File Approval
Exhibit 300 or 300-1 X X
Operational Analysis X

Table 6-1 Summary of documents generated during the Steady State Phase.
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/7 Portfolio Management

7.1 Purpose

The purpose of IT Portfolio Management is to ensure that an optimal IT
investment portfolio with manageable risk and returns is selected and
funded. Portfolio Management includes the following steps:

e Defining portfolio goals and objectives

e Understanding, accepting and making tradeoffs

e Identifying, eliminating, and minimizing risks

e Monitoring portfolio performance

¢ Determining whether desired goals and objectives have been obtained

e Determining how each portfolio fits into the overarching architecture
for the Department as a whole, including, IT Modernization Blueprints
for key lines of business.

e  The benefits of IT Portfolio Management are that it:

o Encompasses the entire investment management process (pre-
select, select, control, evaluate and steady state)

o Aids investment management decision-making by providing
the necessary information

o Provides the information necessary for monitoring cost and
performance

o Helps determine whether an investment should be continued,
modified, integrated with others, or terminated

7.2 Entrance Criteria

In order to perform the activities associated with selecting, funding and
managing an optimal IT investment portfolio, adequate resources must be
provided for executing the process.

IRB members must exhibit core competencies in portfolio management.

All investments within the portfolio have been analyzed and prioritized
based on each investments, cost, benefit, schedule and risks, throughout their
life-cycle, and that the Department has defined its common portfolio
categories.
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7.3 Process

The portfolio management process ensures that each IT investment board
collectively analyzes and compares all investments and proposals to select
those that best fit with the strategic business direction, needs, and priorities
of the Department. In addition, DOI will have fiscal and workforce
constraints that have to be weighed against the risks and the long term
return on investments for items that are within the portfolio. When making
portfolio decisions, executive must consider use of IT resources, along with
work force, and contracting options to meet mission objectives,

To address these practical limits, portfolio management uses categories to
aid in investment comparability and cost, schedule, benefit and risk (CSBR)
oversight. Once all investments within the portfolio are categorized,
investments and proposals can be compared to one another within and
across portfolio categories, and the best overall portfolio can be selected and
funded.

Portfolio Management is an integral component of the CPIC process;
however, IT Portfolio Management cannot be accomplished without first
establishing an IT investment foundation.

Building an IT investment foundation, using GAO’s IT Investment
Management maturity model as described in GAO/AIMD-10.1.23, requires
that DOI first establish IT investment management processes to ensure the
following activities:

¢ T investment is selected based on established selection criteria
¢ An Investment proposal is business driven

¢ IRB establishes and maintains an asset inventory of current IT
investments

e IRB oversees these investments

With maturity and experience in establishing an IT investment foundation,
DOI can move forward with developing a complete investment portfolio.
Based on the GAO model cited above, portfolio management maturity efforts
to develop the DOILIT portfolio are based on the following principles:

¢ Ensuring the alignment of the various IRBs

e Developing portfolio selection rating, and ranking criteria that
supports DOI mission and strategic goals

¢ Conducting continuous analysis of each investment at every phase of
it’s life-cycle

e Developing IT portfolio performance measures
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7.4 Demonstration Criteria

To demonstrate that portfolio management is occurring, there must be
physical, documentary and testimonial evidence of portfolio management
activities.

Required For

Document Required For File
Approval

Bureau IRB Meeting Minutes
for decisions made

DOI IRB Meeting Minutes for
decisions made

X

x

Quarterly Reports

x

Operational Analysis

ITIM Self Assessments
CPIC Guide

IRB Charter

ITMC Charter

ARB Charter

E-Gov Charter

Investment Rating and
Ranking Summary

XX XXX X[X|X|X]| X

XXX ]| X | X
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Appendix A: CPIC Process Checklist

A.1 Pre-Select Phase

What are the o
business needs for
the investments?

The Project Sponsor in coordination with Bureau management identifies a need.

The Project Sponsor along with both the Functional and Project Managers conduct a
mission analysis and create a Mission Needs Statement.

The Project Sponsor along with both the Functional and Project Managers develop
the investment’s concept.

The Project Sponsor along with both the Functional and Project Managers prepare
the preliminary Exhibit 300-1 business case.

The Project Sponsor along with both the Functional and Project Managers prepare
the Exhibit 300-1 business case.

The Office or Bureau Head reviews and approves the Exhibit 300-1 business case.

The Bureau CIO confirm that new investments do not duplicate E-Government
initiatives,

The Bureau CIO reviews the initiative and recommends an appropriate action to the
Office or Bureau IRB.

The Departmental DOI IRB makes the final investment decisions.

A.2 Select Phase

How do you know =
you have selected the
best investments? o

The Project Sponsor along with both the Functional and Project Managers
review and updates the Mission Needs Statement.

The Project Sponsor approves IPT membership.

The Office or Bureau Sponsor identifies the funding source(s) and obtains
Department approvals.

The Project Sponsor along with both the Functional and Project Managers
develop supporting materials for major investments.

The Bureau CIO confirms that new investments do not duplicate E-Government
initiatives.

The Project Sponsor along with both the Functional and Project Managers
prepare the investment review submission.

The Office or Bureau Head reviews and approves the investment submission.

The Bureau CIO reviews the initiative and recommends an appropriate action to
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the Bureau IRB.

Q The Departmental DOl IRB makes the final investment Select decisions.

A.3 Control Phase

What are you doing Q The Project Manager maintains initiative and security costs, schedule, and

to ensure that the technical baselines.

investments will Q The Project Manager maintains current initiative and security costs, schedule,
deliver the benefits and technical and general status information.

projected? Q The Project Manager, IPT, and Bureau Sponsor assess the initiative’s progress

against performance measures.

Q The Project Manager prepares the quarterly or milestone control reviews, annual
investment review submission package. The Project sponsor evaluates quarterly
or milestone control review documents.

Q The Bureau CIO reviews the initiative and recommends an appropriate action to
the Bureau IRB. The Bureau IRB sends recommendations to the DOI IRB.

Q The Departmental DOI IRB makes final investment Control decisions.

Q The Bureau CIO works with the Project Sponsor and Project Manager to develop
solutions to identified issues.

A.4 Evaluate Phase

Based on your Q The Project Sponsor along with both the Functional and Project Managers
: : conduct a PIR, prepare and Exhibit 300 or 300-1 if necessary and presents

.evaluatlon’ did t.he results to the Bureau CIO, EWG, and Bureau IRB.

investments deliver

what you expected? Q The Office or Bureau Sponsor reviews the Exhibit 300 and makes updates if
necessary.

Q The Bureau CIO reviews and approves the PIR results and recommends the
appropriate action.

Q The Bureau IRB makes final investment recommendations to the DOI IRB
Q The DOI IRB makes the final investment decisions.

Q The Bureau CIO, CPWT member and Bureau IRB evaluate the IT capital
investment management process. The DOI IRB will make the updates to the
CPIC process improvement.
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A.5 Steady State Phase

Do the investments 0

still cost-effectively

support

requirements? =
u]
u]
u]
u]
u]
u]

The Project Sponsor along with both the Functional and Project Managers
determine if the investment is still effective and supports the mission
requirements.

The Project Sponsor along with both the Functional and Project Managers
assess user and customer satisfaction.

The Project Architect along with both the Functional and Project Managers
conduct a technology assessment.

The Project Sponsor along with both the Functional and Project Managers and
the Bureau Sponsor review O&M costs.

The Project Sponsor along with both the Functional and Project Managers
updates the Exhibit 300 or 300-1.

The Bureau Head reviews and approves the updated Exhibit 300 or 300-1.

The Bureau CIO reviews the initiative and recommends an appropriate action to
the Bureau IRB. The Bureau IRB sends their recommendation to the DOI IRB.

The Departmental DOI IRB makes final investment decisions.

A.6 Process Improvement

Is the current CPIC o
process progressing
through the stagesof
ITIM maturity?

The Bureau CPIC Coordinator performs an annual self-assessment using the
ITIM self Assessment Tool found in Appendix N: CPIC Process Assessment

The Bureau CPIC Coordinator provides the analysis to the DOI CPIC
Coordinator for inclusion in the Department’s process inventory and also
forwards on any process improvements to the DOI CPIC Coordinator.

Q The DOI CPIC Coordinator provides recommendations and supports the Bureau
CPIC Coordinator to help the Bureau achieve the next stage.

Q The Bureau CIO reviews the changes and recommends an appropriate action to
the Bureau IRB. The Bureau IRB sends their recommendation to the DOI IRB.

Q The Departmental DOI IRB makes final process change decisions.

In Addition:

Q Atany time, the Bureau CPIC Coordinator, or Project Manager or Project
Sponsor can make a recommendation for process improvement. These should
be sent to the DOI CPIC Coordinator.

Q Quarterly, the CPIC coordinator monitors quarterly reports and corrective action
plans and provides any necessary guidance and direction.

Q Semi-annually, the CPWT meets to conduct process review workshops.

Appendix A

59



January 2005 Version 2.0 IT Capital Planning and Investment Control Guide

60 Appendix A



IT Capital Planning and Investment Control Guide Version 2.0 January 2005

Appendix B: Mission Needs Statement

B.1 Purpose

The Mission Needs Statement (MNS) is completed during the Pre-Select
Phase. It is a summary document that describes the operational problem and
presents the major decision factors that an EWG and IRB should evaluate in
considering the need and proposed investment.

The following section provides a template for preparing the Mission Need
Statement. Detailed quantitative and analytical information should be
included as attachments.

B.2 Mission Need Statement Template

General Instructions  The Mission Need Statement is created during the Pre-Select Phase (see page
for Completing the 21) and must analytically justify:

Mission Need (1) the need for action to resolve a shortfall in the Department’s ability to
Statement provide the services needed by its users or customers, or

(2) the need to explore a technological opportunity for performing Department
missions more effectively.

The Mission Needs Statement must be derived from rigorous mission analysis
(e.g.,, continuous analysis of current and forecasted mission capabilities in
relationship to projected demand for services) and must contain sufficient
quantitative information to establish and justify the need and decision.
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MISSION NEEDS STATEMENT

MNS 1. Administrative Information

Template Name

eCPIC Field — Lists template under which process was
created.

Investment Name

From Exhibit 300

Point of Contact

eCPIC field — normally the CPIC Coordinator.

(MNS) Originator

Individual, who is entering or submitting the MNS, could
be the sponsor or project manager. Form assumes that
someone other than the sponsor will enter the form —
thus the originator field.

(MNS) Originator Organization

(MNS) Originator Phone

Program Activity

From the Exhibit 300

(MNS) Investment Category

E-Gov, Cross-Cutting, or Bureau Specific

Is there a sponsor or owner for this investment?

From the Exhibit 300

If so, identify the sponsor or process owner by name.

From the Exhibit 300

If so, provide the sponsor or process contact information.

From the Exhibit 300

(MNS) Has the Sponsor reviewed and approved the submission of
this Mission Needs Statement?

Indicate whether sponsor is aware of the MNS being
submitted.

(MNS) Submission Date

Date MNS was originally submitted.

(MNS) Revision Number

Revision field available to differentiate from older
versions. Can also use the overall version field that
eCPIC provides.

(MNS) Revision Date

Revision Date — if used.
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MNS 2. Impact on DOI Mission Areas
How does this investment support your agency's mission and strategic goals and objectives?

Field reused from Exhibit 300.

Briefly describe the impact of the capability shortfall or technological opportunity with respect to performance
metrics, goals, or standards in DOI mission areas. Performance goals are delineated in the DOI and Bureau
strategic plan, business plans, and annual performance plan prepared in compliance with GPRA (Public Law 103-
62). This should be linked directly to the DOI strategic plan, the Bureau strategic plan and the E-Gov Strategy.

MNS 3. Needed Capability
(MNS) Needed Capability

Describe the functional capability needed or technological opportunity. Describe needed capability in terms of
functions to be performed or services to be provided. Cite any Congressional, Secretary, or other high-level
direction, such as international agreements, to support the needed capability. Cite any statutory or regulatory
authority for the need. Provide validated growth projections based on operational analysis.

This is not a description of an acquisition program (e.g., this is not the details of a particular hardware or software
solution). Do not describe needed capability in terms of a system or solution but rather focus on the business or
mission aspects.

MNS 4. Current and Planned Capability

(MNS) Current and Planned Capability

Describe quantitatively the capability of systems, facilities, equipment, or other assets currently deployed or
presently planned and funded to meet the mission need. Where applicable, use tables to present the information. If
this Mission Need Statement proposes to replace an existing investment, provide existing system name and OMB
number. References should be made to the existing architecture and asset inventory. Provide back up data in
attachments.
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MNS 5. Capability Shortfall

(MNS) Capability Shortfall

Describe the capability shortfall and explain the performance analysis that was used to identify and quantify the
extent of the shortfall over time. Define the ability of the current technology to meet the business requirements in
support of the mission. Identify changes between current state and future state of technology, and provide
recommendations for closing gaps between the two. Define, in detail, the specific limitations of current facilities,
equipment, or service to meet projected demand and the needed capability. Explain the criteria used to measure
performance. Include appropriate graphs, tables, and formulas to define the extent of the shortfall. Identify
databases and other data sources upon which the analysis is based. Identify models and methodologies used to
quantify the shortfall.

Alternately, describe the technological opportunity in terms of improved DOI productivity, facility availability,
operational effectiveness, or improved efficiency. In attachments, explain the analysis used to quantify the
magnitude of the opportunity, and identify and describe databases, models, and methodologies used to support the
analysis.

Provide specific operational and performance analyses, quantitative projections, maintenance indicators, reports,
recommendations, or other supporting data, as attachments.

MNS 6. Impact of Not Approving Mission Need

(MNS) Impact of Not Approving the Mission Need

Describe the impact if this capability shortfall is not resolved relative to the DOI’s ability to perform mission
responsibilities. Define the expected change in mission performance indicators if the capability shortfall is not
resolved.

Include as attachments appropriate graphs, tables, and formulas used to quantify the impact on performance.
Identify databases, other sources of data, models, and methodologies used to support the impact analysis. Explain
performance analyses used to quantify the impact of not implementing the opportunity, and identify the external
factors (such as validated growth projections) used to support the analysis.

MNS 7. Benefits

(MNS) Benefits

How will this investment reduce costs or improve efficiencies?

Field reused from the Exhibit 300.

Summarize the mission analysis determination of benefits. Describe the benefits accrued by the needed capability
or technological opportunity. Benefits may accrue from more efficient operations, improved responsiveness to
customers, lower operational costs, or other savings.

The summary of accrued benefits should describe ground rules and assumptions, benefits, estimating methods,
sources, and models. Include as attachments appropriate graphs, tables, and formulas used to quantify the
benefits.
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MNS 8. Timeframe

(MNS) Timeframe

Identify when the capability shortfall will seriously affect the Department’s ability to perform its mission if no action
is taken. Establish when action must be taken to avoid the adverse impact on services that will result. Explain the
performance analysis used to quantify the extent of the impact over time. Discuss the linkage to budget decisions.
Explain how long it will take to study, develop, and implement the investment. In general terms, discuss not just
when it is needed, but when it can get done.

MNS 9. Criticality

(MNS) Criticality

State the priority of this mission need relative to other Departmental needs. First, define the priority of this need
relative to other needs within the mission area, and then define the priority relative to needs across all mission
areas. Characterize whether the mission need identifies internal DOI capability shortfalls or mainly shortfalls in
servicing the customer community.

MNS 10. Long Range Resource Planning Estimate

(MNS) Long Range Resource Planning Estimate

Provide a rough estimate of the resources that will likely be committed to this mission need in competition with all
others, within the constraint of realistic projections of future budget authority.

MNS Bureau IRB Decision

(MNS) Bureau IRB Decision Bureau IRB Disposition

(MNS) Bureau IRB Comments

(MNS) Bureau IRB Decision Date |

MNS DOI IRB Decision

(MNS) DOI IRB Decision | Departmental IRB Disposition

(MNS) DOI IRB Comments

(MNS) DOI IRB Decision Date
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Appendix C: Operational Analysis

C.1 Purpose

This document provides guidance for conducting an Operational Analysis
review for Information Technology (IT) investments. OMB requires that all
Steady State projects must be reviewed at least annually to document the
continued effectiveness in supporting mission requirements and minimize
the cost of asset ownership.( The cost of asset ownership is defined as the total of
all costs incurred by the owners and users to obtain the benefits of a given project or
investment.) The intent, in part, is to reduce the number of stove-piped legacy
systems that are expensive to maintain. Operational Analysis results are
reported to OMB each year in the Exhibit 300's Project (Investment) and
Funding Plan section. A project manager may choose to perform an
Operational Analysis more frequently.

The annual Operational Analysis is a key practice within the Government
Accountability Office's (GAO) Information Technology Investment Manage-
ment (ITIM) Stage 2 maturity model.

Using verifiable data, each investment board must regularly review the
performance of IT projects and systems against stated expectations.
Investment boards use of the Steady State project's Operational Analysis
support ITIM Stage 2.

C.2 Management Objectives

Ownership costs such as: operations, maintenance, service contracts, and
disposition, can easily consume as much as 80% of the total life-cycle costs.
Operations are a critical area where improved effectiveness and productivity
can have the greatest net measurable benefit in cost, performance, and
mission accomplishment.

The Operational Analysis formally assesses how well an investment is
meeting program objectives, customer needs, and is performing within
baseline cost, schedule, and performance goals. The results may signal to
management the need to redesign an asset if undetected faults in the design,
construction, or installation are discovered during the course of operations.
Two examples may be: if Operation and Maintenance (O&M) costs are
higher than anticipated; or, if the asset fails to meet program requirements.
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C.3 Roles and Responsibilities

Project Sponsor or System Owner: Coordinates with the Project Manager to
schedule the Operational Analysis and provides guidance to the Project
Manager.

Project Manager: Prepares the Operational Analysis.
OCIO: Receives and analyzes the Operational Analysis report.

Investment Review Board: Reviews the Operational Analysis report and
makes recommendations for disposition of the investment.

C.4 Process

The Project Sponsor must establish a schedule (annually, semi-annual or
quarterly) to conduct an operational analysis. The Project Sponsor must
establish a strategy to solicit user or customer input. This strategy can be a
survey, focus groups or regular user group meetings. The Project Sponsor
must document the schedule and strategy, and notify all users or customers
of this formal and regular schedule.

Based on projected project or investment costs and benefits (e.g., cost,
schedule and performance), the survey, focus group or regular user group
results will determine whether the Steady State project is meeting its original
or revised objectives. The results are documented in the Operational
Analysis template.

Enhancements outside of the existing project scope are considered a new
investment. To fund an enhancement, the Project Sponsor must enter the
Pre-Select CPIC processes where alternatives to close the gap are identified,
and their costs and benefits estimated.

The general OA methodology is summarized below and the actions
documented in the Operational Analysis Template.
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m Perform Mission Analysis

-Link to Bureau and Dept.’s Mission
and Strategic Goals
-Perform E-Gov Strategy Review

v

m Perform Customer Assessment

-Establish Customer Data Collection Strategy
-Establish Data Collection Frequency
-Collect and Summarize Data

v

Step 3 Perform Gap Analysis

-Document and Assess Performance Goals, Measures
- Document and Assess Earned Value Variances
-Compare Actual to Customer Required Performance
-Identify new functionality or performance

requirements

Perform Operational Assessment

-EA Compliant Technology
-Process Reengineering
-Collaboration

Step 1: Perform Mission Analysis. Describe how the investment supports
the Bureau's and the Departments Mission, Goals, and Objectives. Establish
the level of functionality and performance provided by the existing

investment.

Describe also how the investment supports the DOI E-Government Strategy
and the E-Government Goals, Objectives and Strategies. These are
documented in the Department's E-Government Strategy 2004-2008.

Step 2: Perform Customer Assessment. Establish a strategy to document
customer or user requirements. Periodic surveys, focus groups, or user

group meetings are often assessed. Also examine usage trends, system
reports, and change order requests — these can give insight into emerging
requirements. Summarize and categorize the information into either

performance needs or new functional requirements.

Step 3: Perform Gap Analysis. Report Performance and Earned Value
variances based on information provided in the OMB Exhibit 300 or 300-1.
Based on the Customer and User Requirements, Performance and Earned
Value Variance analyses, discuss the root cause of any gap. Identify what, if

any additional functionality or performance is required.
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The following table summarizes example topics for consideration:

Cause of Gap or Problem

Limited interoperability within Bureau,
Department or Federal Government

Required Functionality or
Performance

Scalable platform to support EA
compliant IT infrastructure

Non-compliance with EA

System consistent with EA

Poor data sharing and data integrity

Enterprise-based interoperable systems
with shared data standards,
descriptions, and relationships

Poor reliability

Modernized workstations and frequent
technology refresh to maximize system
reliability

Cannot meet growing demand or
transaction volume

Increased capacity to meet processing,
service, and mission demands

Inadequate information and computer
security

Enterprise-based security authentication
and or control, and strengthened IT and
information security

Poor customer service

Electronic application submission and
processing to improve customer service

Technical architecture not scalable

Fewer operational disruptions, reduced
O&M costs

Limited legislative and regulatory

compliance

Meets Congressional mandates and
GAO oversight concerns

Step 4: Perform Operational Assessment. Identify solutions that can
provide the needed functionality or performance. This may include
designing new processes, implementing technologies compliant with the
Department's Enterprise Architecture, or collaborating with other initiatives
within the federal government. The system may have been targeted for
replacement by our modernization blueprinting efforts.

Recommend if the existing system should be a) continued with no additional
investment, b) enhanced, or c) terminated d) migrated to a similar system

and retired.
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OPERATIONAL REVIEW TEMPLATE

1. Administrative Information

Investment Title

Office

Date of Operational Analysis

System Manager

System Owner

Submission Date

Revision Number

Revision Date

System Owner Signature & Date

2. Project Description

Provide a brief summary describing the asset and a description of the business processes that the investment
supports.

3. Mission Analysis

3. a. For each Bureau and Departmental mission or strategic goal that the investment supports, explain how the
investment is continuing to meet Bureau and Department mission or strategic goals.
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3. b. Describe how the project supports the Department’s E-Government Strategy.

4. User or Customer Assessment

Briefly describe the investment's users and the process (e.g., surveys, user group meetings, customer focus
groups, etc.) used to assess user or customer satisfaction. Summarize the results of surveys or other user or

customer inputs, and usage trends. Is the existing system providing customers the needed functionality and
performance?
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5. Gap Analysis

Identify the need for additional functionality and performance. Examine gaps in supporting the Bureau and
Department’s Mission and Strategic Goals, Technical Performance as measured by Earned Value, and results from
the User or Customer Survey.

a. Performance Variance

For the prior and current fiscal year, provide the OMB Exhibit 300 Performance Goals and Measures (Section 1,
Part C) table(s) with prior year actual results and current year interim results, if known. Complete Tables 1 and or
Table 2 below. If the project collects, manages or reports to other performance goals and measures, add rows to
record those goals and measures.

Table 1

Planned Actual
Existing Performance Performance
Baseline Improvement Improvement
Goal Results

Planned Actual
Performance Performance
Metric Metric Results

Strategic
Goal(s)
Supported

Fiscal
Year

2004

2004

2005

2005

Table 2

Planned
Baseline Improvements
to the Baseline

Actual
Results

Fiscal Measurement Measurement Measurement
Year Area Category Indicator

2004

2004

2004

2004

2005

2005

2005

2005

b. User or Customer Analysis

Based on your user or customer inputs, is actual performance consistent with user or customer expectations, or do
the current performance goals reflect current user or customer functional or performance requirements? Has the
investment exceeded expectations, and the performance measures need to be re-baselined? Discuss how your
project addresses the following operational indicators:

1) efficiency

2) effectiveness
3) maintainability
4) productivity
5) security

6) availability

7) reliability

8) energy usage
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c. Earned Value Analysis

OMB-Approved Baseline

Actual Outcome

Description of
Milestone

Schedule
Start End | Duration
Date Date | (in days)

Planned
Cost

Funding
Agency

Schedule

Start
Date

End
Date

Percent
Complete

Actual
Cost

Completion date: OMB-approved baseline:

Estimated completion date:

Total cost: OMB-approved baseline:

Estimate at completion:

Earned Value Variance
Provide the following cumulative earned value data.

Cost Variance = (BCWP-ACWP) =

Cost Variance % = (CV/BCWP) x 100% =

Schedule Variance = (BCWP-BCWS) =

Schedule Variance % = (SV/BCWS) x 100% =

c.1. Earned Value Variance Analysis
If cost or schedule variances are a negative 5% or more, explain the reason for the variance. Discuss the actions
that will be taken to correct the variances, the risk associated with the actions, and how close the planned actions
will bring the investment to the original baseline.

c.2. Technical Performance Variance Analysis
If the performance variances are a negative 5% or more, explain the reason for the variance. Discuss the actions
that will be taken to correct the variances, the risk associated with the actions, and how close the planned actions
will bring the investment to the original planned improvement.
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d. Gap Analyses

Based on the Customer and User Requirements, Performance Analysis, and Earned Value Variance analyses,
discuss the root cause of a gap, and what, if any, additional functionality or performance is required.
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6. Operational Assessment

a. Opportunities

Based on the Gap Analysis, identify opportunities to improve functionality, performance (effectiveness and or
efficiency). These opportunities may include investing in technology compliant with the Departmental EA; business
process reengineering; and or collaborating with another project. Discuss whether E-Gov initiatives can be
leveraged. Describe how the project could deliver services more efficiently in a web-based environment.

b. Project Manager Recommendations

Justify if the existing system should continue in operation as is, be enhanced, or terminated. If the system is to be
enhanced or terminated, summarize the actions to be taken this fiscal year.

Bureau IRB Recommendation:

DOI IRB Decision:
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Appendix D: Cost-Benefit Analysis

D.1 Purpose

Current laws and regulations require agencies to conduct a CBA prior to
deciding whether to initiate, continue, or modify an IT investment. The level
of detail required varies and should be commensurate with the size,
complexity, and cost of the proposed investment.

The CBA exams the business processes that the investment will change and
presents a quantifiable picture of those changed business processes. Simply
put, if the changes in business operational costs and any new benefits are
greater than the project costs, the investment provides a positive return on
investment (ROI). The benefit to cost ratio is express as:

A = Current Costs of Business
B = Future Costs of Business
C = New Benefits

D =Project Costs

A-B+C
D

More information is presented later in this appendix on ROI, but at the Pre-
Select Phase, a simple analysis and estimate of the potential ROI may suffice
for the CBA. If the ratio is greater than 1, the investment has a positive ROL.

This appendix provides a layout of a CBA for a very large, complex, and
costly IT investment. A scaled down version is appropriate for a smaller, less
costly investment.

The CBA supports decision-making and helps ensure resources are
effectively allocated to support mission requirements. The CBA should
demonstrate that at least three alternatives were considered and the chosen
alternative is the most cost-effective, within the context of fiscal and practical
considerations. Possible alternatives include the following choices:

¢ In-house development

e Contractor development

e In-house operation

¢ Contractor operation

¢ Commercial-off-the-shelf (COTS) system

e Government-off-the-shelf (GOTS) system

e Current operational procedures (status quo)

e New operational procedures
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e Alterative technical approaches

A CBA is performed for each investment alternative to enable the uniform
evaluation and comparison of all alternatives.

The CBA should include comprehensive estimates of the projected benefits
and costs for each alternative. Costs, tangible benefits, and intangible
benefits (benefits which cannot be valued in dollars) should be included.
Intangible benefits should be evaluated and assigned relative numeric values
for comparison purposes. Sunk costs (costs incurred in the past) and realized
benefits (savings or efficiencies already achieved) should not be considered
since past experience is relevant only in helping estimate future benefits and
costs. Investments should be initiated or continued only if the projected
benefits exceed the projected costs. However, some mandatory systems will
not provide net benefits to the government. A “least cost” analysis is
performed to choose the “best” alternative from a series of solutions. In such
cases, the lowest cost alternative should be selected. If functions are to be
added to a mandatory system, though, the additional functions should
provide benefits to the government.

D.2 Process

A CBA is completed or updated at the following lifecycle milestones:
e Proposal initiation (Pre-Select Phase)
¢ IRB proposal consideration (Select Phase)
¢ IRB initiative review (at least annually during the Control Phase)
e Initial implement (Control Phase)
e Post-Implementation Review (Evaluation Phase)
e Operations and Maintenance review (Steady State Phase)
¢ Annually for “major system” CPIC review.

The Project Sponsor ensures the CBA is done. The Project Sponsor can obtain
expertise from the IPT in systems development and operation, budget,
finance, statistics, procurement, architecture, and work processes, as needed.

The CBA process can be broken down into the following steps:
1. Determine and define objectives for the investment.
2. Document current business process
3. Estimate future business requirements
4. Collect cost data for alternatives
5

Choose at least three alternatives
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Document CBA assumptions
Estimate costs

Estimate benefits

v N o

Discount costs and benefits
10. Evaluate alternatives

11. Perform sensitivity analysis
12. Compare investments.

Each of these steps is detailed in the following sections. The numerical
examples provided are from a variety of sources and do not relate to one
specific investment.

D.2.1. Determine or  The CBA should include a problem definition; pertinent background

Define Obj ectives information such as staffing, system history, and customer satisfaction data;
and a list of investment objectives that identify how the system will improve
the work process and support the mission.

D.2.2. The current business process should be documented and address these areas:

Document Current Existing System —Current business processes are performed by manual and

Business Process or automated systems. Proposed investments should be based on re-
engineered and or improved business processes. A complete understanding
of the existing system and its costs to the government are required to
complete a CBA.

Customer Service—Each customer’s role and services required should be
clearly documented and quantified, if possible (e.g., in an average month, a
customer inputs two megabytes (MB) of data and spends 10 hours on
database maintenance).

System Capabilities —Resources required for peak demand should be listed.
For Example: 100 MBs of disk storage space and personnel to support 50
users.

System Architecture —The hardware, software, and physical facilities that will
be required should be documented, including information necessary for
determining system costs, expected future utility of items, and the item
owner (e.g., government or contractor). Table F-1-displays the
information desired.
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Hardware Software Physical Facilities
Manufacturer Manufacturer Location
Make or Model Year Name Size
Cost Version number Capacity

Power requirements
Expected life

Maintenance
requirements

Operating characteristics
(e.g., size, speed,
capacity, etc.)

Operating systems
supported

Year acquired

License term

Hardware requirements
Cost (annual or purchase)

Structure type
Availability
Annual cost

Table F-1 System Architecture Information Requirements

System Costs —Current costs provide the CBA baseline. Figure F-2-Cost
Elements for Systems addresses the cost elements for most systems.
However, a particular system may not include all elements identified
within a category and may include some activities not shown.

Cost Category

Cost Elements

Equipment,
Leased or Purchased

Supercomputers, mainframes, minicomputers, microcomputers, disk drives,
tape drives, printers, telecommunications, voice and data networks, terminals,
modems, data encryption devices, and facsimile equipment.

Software,
Leased or Purchased

Operating systems, utility programs, diagnostic programs, application
programs, and commercial-off-the-shelf (COTS) software.

Commercial Services

Commercially-provided services, such as teleprocessing, local batch
processing, on-line processing, Internet access, electronic mail, voice mail,
Centrex, cellular telephone, facsimile, and packet switching.

Support services
(Contractor Personnel)

Commercially-provided services to support equipment, software, or services,
such as maintenance, source data entry, training, planning, studies, facilities
management, software development, system analysis and design, computer
performance evaluation, and capacity management.

Supplies

Any consumable item designed specifically for use with equipment, software,
services, or support services identified above.

Personnel (compensation and
benefits)

Includes the salary (compensation) and benefits for government personnel
who perform IT functions. Functions include but are not limited to program
management, policy, IT management, systems development, operations,
telecommunications, computer security, contracting, and secretarial support.
Personnel who simply use IT assets incidental to the performance of their
primary functions are not included.

Intra-governmental services

All IT services within agencies, and between executive branch agencies,
judicial and legislative branches, and State and local governments.

Table F-2 Cost Elements for Systems
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D.2.3. Future customer requirements determine the system capabilities and
Estimate Future architecture, and ultimately affect system costs and benefits. These customer
Business requirements provide the insight needed to estimate the future costs of

. business.
Requirements

Future System —Re-engineered and or improved business processes will be
performed by manual or automated systems in the future. A complete
understanding of the requirements allows the project manager to estimate
new business processes and their costs to the government. These future costs
of business are necessary to complete a CBA. Each alternative may affect
business processes and associated costs differently.

Items to consider include:

Lifecycle Time —Determine the system lifecycle, or when the system is
terminated and replaced by a system with significant changes in
processing, operational capabilities, resource requirements, or system
outputs. Large, complex systems should have a lifecycle of at least five
years, and no more than ten to 12 years.

Lifecycle Demands—Identify the most appropriate demand measures and use
the measures to determine previous year demands, calculate the change in
demand from year to year, average the demand change, and use the
average to make predictions; or use expert judgment if deemed the most
appropriate choice. In a complex situation, more sophisticated tools, such
as time-series and regression analysis, may be needed to forecast the

future.
D.2.4. Data can be collected, from the following sources, to estimate the costs of each
Collect Cost Data investment alternative:

Historical Organization Data—If contracts were used to provide system
support in the past, they can provide the estimated future cost of leasing and
purchasing hardware and hourly rates for contractor personnel. Contracts for
other system support services can provide comparable cost data for the
development and operation of a new system.

Current System Costs—Current system costs can be used to price similar
alternatives.

Market Research —Quotes from multiple sources, such as vendors, Gartner
Group, IDC Government, and government-wide agency contracts
(GWACS), can provide an average, realistic price.

Publications —Trade journals usually conduct annual surveys that provide
general cost data for IT personnel. Government cost sources include the
General Services Administration (GSA) pricing schedule and the OMB
Circular A-76, “Performance of Commercial Activities” supplemental
listing of inflation and tax rates.
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Analyst Judgment—If data is not available to provide an adequate cost
estimate, the CBA team members can use judgment and experience to
estimate costs. To provide a check against the estimates, discuss estimated
costs with other IT professionals.

Special Studies—Special studies can be conducted to collect cost data for large
IT investments. For example, the Federal Aviation Administration (FAA)
used three different in-house studies to provide costs for software
conversion, internal operations, and potential benefits. These data sources
became the foundation for a CBA.

D.2.5.
Choose at Least Three
Alternatives

A CBA should present at least three viable alternatives; Each viable approach
should be included as an alternative. However, the number of technical
approaches may be limited if only one or two are compatible with the
architecture or if some approaches are not feasible for reasons other than costs
and benefits. Consider non-IT alternative to mission accomplishment.

D.2.6.
Document CBA
Assumptions

Document assumptions and justify them. This is an opportunity to explain
why some alternatives are not included. If an alternative is eliminated
because it is not feasible, the assumption should be clearly explained and
justified.

D.2.7.
Estimate Costs

Many factors should be considered during the process of estimating costs for
alternatives. Full lifecycle costs for each competing alternative should be
included, and the following factors should be addressed:

Activities and Resources—Identify and estimate the costs associated with the
initiation, design, development, operation, and maintenance of the IT
system.

Cost Categories —Identify costs in a way that relates to the budget and
accounting processes. The cost categories should follow current DOI object
class codes.

Personnel Costs —Personnel costs are based on the guidance in OMB Circular
A-76, “Supplemental Handbook, PART II-Preparing the Cost Comparison
Estimates.” Government personnel costs include current salary by location
and grade, fringe benefit factors, indirect or overhead costs, and General
and Administrative costs.

Depreciation—The cost of each tangible capital asset should be spread over
the asset’s useful life (e.g., the number of years it will function as
designed). OMB prefers that straight-line depreciation be used for capital
assets.

Annual Costs— All cost elements should be identified and estimated for each
year of the system lifecycle. This is necessary for planning and budget
considerations Table D-3 —illustrates the cost estimates for an investment
initiation activity.
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Hardware
Software
Services
Support 10,000 4,000 1,000 6,000 3,000 24,000
Services
Supplies 100 100 0 100 100 400
Personnel 5,000 10,000 6,000 500 5,000 8,000 34,500
Inter-Agency
Services
Total 5,000 20,100 10,100 1,500 11,100 11,100 58,900
Table D-3 Sample Cost Estimates for an Investment Activity
The costs for each year can be added to provide the estimated annual costs
over the investment’s life. For example, Table D-4-Sample System Lifecycle
Cost Estimates provides the total estimated costs for a 10-year investment. In
the first year, in-house staff and contractors define the problem, evaluate the
work process, define processing requirements, prepare the CBA, develop a
request for proposals (RFP), and issue a contract for the system development.
In the second year, a contractor designs and implements the system. The next
eight years reflect operational and maintenance costs for equipment,
software, in-house personnel, and contractor personnel. Years five and six
also reflect in-house acquisition costs for establishing a new five-year
contract for system maintenance and help desk support.
Year Startup Acquisition Development Operation Maintenance Total
100,000 100,000 200,000
2 800,000 800,000
3 200,000 80,000 280,000
4 200,000 60,000 260,000
5 50,000 200,000 50,000 300,000
6 50,000 200,000 50,000 300,000
7 200,000 40,000 240,000
8 200,000 30,000 230,000
9 200,000 30,000 230,000
10 200,000 30,000 230,000
Total 100,000 200,000 800,000 1,600,000 370,000 3,070,000

Table D-4 Sample System Lifecycle Cost Estimates

Appendix D

83




January 2005

Version 2.0 IT Capital Planning and Investment Control Guide

D.2.8.
Estimate Benefits

The following six activities are completed to identify and estimate the value of
benefits:

Define Benefits —Benefits are the services, capabilities, and qualities of each
alternative, and can be viewed as the return from an investment. Benefits are
based on the changed business processes. The following questions will help
define benefits for IT systems and enable alternative comparisons:

Accuracy—Will the system improve accuracy by reducing data entry errors?
Awailability —How long will it take to develop and implement the system?

Compatibility—How compatible is the proposed alternative with existing
procedures?

Efficiency—Will one alternative provide faster or more accurate processing?
Maintainability— Will one alternative have lower maintenance costs?
Modularity— Will one alternative have more modular software components?

Reliability—Does one alternative provide greater hardware or software
reliability?

Security—Does one alternative provide better security to prevent fraud, waste,
or abuse?

Workforce— Will the system reduce the number of employees performing the
business process, or allow the same employees to do work more
efficiently?

Identify Benefits —Every proposed IT system should have identifiable
benefits for both the organization and its customers. Organizational benefits
could include flexibility, organizational strategy, risk management,
organizational changes, and staffing impacts. Customer benefits could
include improvements to the current IT services and the addition of new
services. Customers should help identify and determine how to measure and
evaluate the benefits.

Establish Measurement Criteria— Establishing measurement criteria for
benefits is crucial because the Government Performance and Results Act
(GPRA) and the Clinger-Cohen Act (CCA) emphasize tangible measures of
success (benefits) related to the organization’s overall mission and goals. See
Appendix G-Performance Measurement for guidance on how to develop
performance measures.

Classify Benefits —Benefits that are capable of being appraised at an actual
or approximate value are called tangible benefits. Benefits that cannot be
assigned a dollar value are called intangible benefits.

Estimate Tangible Benefits —The dollar value of benefits can be estimated
by determining the fair market value of the benefits. An important economic
principle used in estimating public benefits is the market value concept.
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Market value is the price that a private sector organization would pay to
purchase a product or service

Quantify Intangible Benefits —Intangible benefits can be quantified using a
subjective, qualitative rating system. As an example, a qualitative rating
system might evaluate potential benefits against the following;:

e Provides Maximum Benefits (2 points)

e Provides Some Benefits (1 point)

e Provides No Benefits (0 points)

e Provides Some Negative Benefits (-1 point)

e Provides Maximum Negative Benefits (-2 points)

Once the rating system is selected, each benefit is evaluated for each
alternative. This should be done by a group of three to five individuals
familiar with the current IT system and the alternatives being evaluated. The
numerical values assigned to the ratings then can be summed and averaged
to obtain a score for each benefit. Table D-5—shows the scores for benefits A
to D from four reviewers using a scale of 1 to 5.

. Reviewer 1 Reviewer 2 Reviewer 3 Reviewer 4 Reviewer
Benefit
Score Score Score Score Average Score
A 5 4 3 5 4.25
B 4 2 3 4 3.25
C 3 2 5 4 3.50
D 4 3 2 2 2.75

Table D-5 Sample Reviewer Scores for Intangible Benefits

An option that can be used in a qualitative assessment is to “weight” each
benefit criteria with regard to importance. The more important the benefit, the
higher the weight it carries. The advantage of weighting is the more impor-
tant benefits have a greater influence on the benefit analysis outcome. The
weighting scale can vary between any two predetermined high and low
weights. An example of calculating a weighted score is provided in Table F-6
—and demonstrates using weighting factors makes Alternative 1 the clear
winner.

Appendix D

85



January 2005

Version 2.0

IT Capital Planning and Investment Control Guide

Benefit Alternative 1 Alternative 2 Weighting Alternative 1 Alternative 2
Raw Score Raw Score Factor Weighted Score | Weighted Score
A 4 2 10 40 20
B 3 2 9 27 18
Cc 4 3 8 32 24
D 2 3 6 12 18
E 3 4 5 15 20
Total 16 14 38 126 100
Table D-6 Sample Weighted Benefits Score
D.2.9. After costs and benefits for each system lifecycle year have been identified,

Discount Costs and

Benefits

convert them to a common measurement unit by discounting future dollar
values and transforming future benefits and costs to their “present value.”
Present values are calculated by multiplying the future value times the

discount factors published in the OMB Circular A-94.

Table D-7—shows annual costs and benefits for a system lifecycle, along
with the discount factor, the discounted costs and benefits (present values),
and the Net Present Value present value [NPV]. The discounted costs and
benefits are computed by multiplying costs and benefits by the discount
factor. The net benefit without discounting is $380,000 ($3,200,000 minus
$2,820,000) while the discounted NPV is less than $60,000 because the biggest
costs are incurred in the first two years, while the benefits are not accrued
until the third year. When evaluating costs and benefits, you should be
cautious of returns that accrue late in the investment’s lifecycle. Due to
discounting, benefits that accrue in later years do not offset costs as much as
earlier-year benefits. Also, these later-year benefits are less certain. Both the
business and IT environments may experience significant changes before
these later-year benefits are realized.

Year

Annual Cost
(AC)

Annual
Benefit (AB)

Discount
Factor (DF)

Discounted
Cost (DC)
ACxDF

Discounted
Benefit (DB)
ABxDF

Discounted
Net (NPV)
DB -DC

150,000

0.9667

145,005

(145,005)

600,000

0.9035

542,100

(542,100)

280,000

400,000

0.8444

236,432

337,760

101,328

260,000

400,000

0.7891

205,166

315,640

110,474

Q| IN| =

300,000

400,000

0.7375

221,250

295,000

73,750
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6 300,000 400,000 0.6893 206,790 275,720 68,930
7 240,000 400,000 0.6442 154,608 257,680 103,072
8 230,000 400,000 0.6020 138,460 240,800 102,340
9 230,000 400,000 0.5626 129,398 225,040 95,642
10 230,000 400,000 0.5258 120,934 210,320 89,386
Total 2,820,000 3,200,000 2,100,143 2,157,960 57,817

Table D-7 Sample Discounted Lifecycle Costs and Benefits
D.2.10. Many benefits cannot easily be quantified in dollar terms. As a result,

Evaluate Alternatives

evaluating alternatives cannot always be done using present values, but valid

evaluations can be made using a combination of dollar values and quantified

relative values (values that are numeric, but do not represent dollar values).

Evaluate All Dollar Values—Once all the costs and benefits for each
competing alternative have been assigned dollar values and discounted, the
NPV of the alternatives should be compared and ranked. When the
alternative with the lowest discounted cost provides the highest discounted

benefit, it is the clear winner, as shown in Table D-8—.

Alternative Discounted Cost | Discounted Benefit | Net Present Value | Benefit-Cost Ratio
(DC) (DB) (NPV) (DB - DC) (DB/DC)

1 1,800,000 2,200,000 400,000 1.22

2 1,850,000 1,750,000 (-100,000) 0.95

3 2,000,000 2,000,000 0 1.00

4 2,200,000 2,100,000 (-100,000) 0.95

Table D-8 Sample Investment Comparison (Lowest Cost System Provides Highest Benefit)

Net Present Value —There will probably be very few cases where the
alternative with the lowest discounted cost provides the highest discounted
benefit. The next number to consider is the Net Present Value (Discounted
Benefit minus Discounted Cost). If one alternative clearly has the highest Net
Present Value, it is considered the best alternative; however, it is usually

advisable to look at other factors.

Benefit-Cost Ratio— When the alternative with the highest Net Present
Value present value is not a clear winner, the benefit-cost ratio or BCR
(discounted benefit divided by discounted cost) may be used to differentiate
between alternatives with very similar or equal Nets. In Table D-9—
Alternative 4 would be the winner because it has a higher BCR than
Alternative 5. Alternatives 4 and 5 are clearly superior to other alternatives
because they have the highest Net Present Value.

Evaluate With Intangible Benefits —When all the benefits are intangible,

evaluation will be based on quantifying relative benefits.
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Alternative Discounted Cost | Discounted Benefit | Net Present Value | Benefit-Cost Ratio
(DC) (DB) (DB-DC) (DB/DC)
1 1,500,000 1,600,000 100,000 1.07
2 1,600,000 1,750,000 150,000 1.09
3 1,900,000 2,000,000 100,000 1.05
4 2,000,000 2,450,000 450,000 1.23
5 3,000,000 3,450,000 450,000 1.15

Table D-9 Sample Investment Comparison (Other Than Lowest Cost System Provides Highest Benefit)

D.2.11. Sensitivity analysis tests the sensitivity of input parameters and the reliability
Perform Sensitivity of the CBA result. Sensitivity analysis should assure reviewers the CBA
provides a sound basis for decisions. The sensitivity analysis process requires

Analysis
the following;:

Identify Input Parameters —The assumptions documented earlier in the CBA
are used to identify the model inputs to test for sensitivity. Good inputs to test
are those that have significant (large) cost factors and a wide range of maxi-
mum and minimum estimated values. Listed below are some common
parameters:

e System requirement definition costs

e System development costs

e System operation costs

e Transition costs, especially software conversion
e System lifecycle

e Peak system demands.

Repeat the Cost Analysis—For each parameter identified, determine the
minimum and maximum values. Then, choose either the minimum or
maximum value as the new parameter value (the number selected should be
the one that most differs from the value used in the original analysis). Repeat
the CBA with the new parameter value and document the results. Prepare a
table like Table D-10—to summarize the different outcomes and enable the
results to be quickly evaluated.

Parameter Best
Value Alternative

1,500,000
2,000,000
2,500,000

100,000
200,000

Parameter

Development
Cost ($)

>>|m>>

Transition Costs ($)
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System 5 A
Lifecycle (Years) 10 B
15 Cc
1,500,000 A
Benefits ($) 2,250,000 A
3,000,000 B

Table D-10 Sample Sensitivity Analysis

Evaluate Results—Compare the original set of inputs and the resulting
outcomes to the outcomes obtained by varying the input parameters. In the
previous table, the original values are the first value listed for each
parameter. Sensitivity is measured by how much change in a parameter is
required to change the alternative selected in the original analysis. The
sensitivity guidelines include the following:

e A parameter is not considered sensitive if it requires a decrease of 50
percent or an increase of 100 percent to cause a change in the selected
alternative.

e A parameter is considered sensitive if a change between 10 and 50
percent causes a change in the selected alternative.

e A parameter is considered very sensitive if a change of 10 percent or
less causes a change in the selected alternative.

In the previous example, the analysis would appear to be somewhat
sensitive to the development costs, but not sensitive to the transition costs
and benefits.

D.2.12. Even if the CBA shows that benefits will outweigh costs, using Payback
Compare Period and Return on Investment (ROI) analysis help demonstrate an
Investments investment is a better utilization of funds than other proposed investments.
Table D-11—illustrates that the money invested in the system’s development,
installation, and operation is not offset by the benefits until the 10th year. In
other words, the payback period for the system is 10 years, which is generally
unacceptable, making it difficult for this investment to obtain funding.
Annual Annual Discount Discounted Discm‘mted Cumulative
Year | Cost Benefit Factor Cost (DC) EEHER I AR |
(AC) (AB) (DF) ACXDF (DB) Value Present
ABXDF DB -DC Value
1 150,000 0.9667 145,010 0 (145,010) (145,010)
2 600,000 0.9035 542,095 0 (542,095) (687,106)
3 280,000 400,000 0.8444 236,428 337,754 101,326 (585,779)
4 260,000 400,000 0.7891 205,178 315,658 110,480 (475,299)
5 300,000 400,000 0.7375 221,256 295,007 73,751 (401,547)
6 300,000 400,000 0.6893 206,781 275,708 68,927 (332,620)
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240,000 400,000 0.6442 154,603 257,671 103,068 (229,552)
230,000 400,000 0.6020 138,468 240,814 102,346 (127,206)
230,000 400,000 0.5626 129,409 225,060 95,651 (31,556)
10 230,000 400,000 0.5258 120,943 210,336 89,393 57,837
Total 2,820,000 3,200,000 2,100,171 2,158,008 57,837

Table D-11 Sample Payback Period

Return on Investment —ROl is often used when comparing proposed
investments. Total Net Present Value (Total Discounted Benefits minus the
Total Discounted Costs) is often referred to as the return or profit from an
investment. ROl is calculated by dividing the Total Net Present Value by the
Total Discounted Cost. In the figure above, ROl is the Total Net Present
Value ($57,837) divided by Total Discounted Costs ($2,100,171) and equals
0.0275. Since ROl is often cited as a percentage, multiplying by 100 converts
the decimal rate to 2.75.

The RO is really just another way to express the BCR. In the example above,
the BCR is the Total Discounted Benefit ($2,158,008) divided by the Total
Discounted Costs ($2,100,171) and equals 1.0275. The 1.0275 can also be
expressed as 102.75 percent. This means that the benefits are 2.75 percent
greater than the costs. Compute the ROI by subtracting 1 from the BCR.

The ROI must also be adjusted for risk. To adjust ROI for risk, use the
process described for calculating the risk factor described in Appendix G.2.
The “risk factor” for all risks should be totaled and added to the investment
cost. Adjusting the ROI for risk will aid in comparing alternatives with
different potential risk levels and will help ensure that returns for
investments with higher risk potential are fully understood. (See Appendix
E: Risk Management for a more detailed discussion on risk analysis.)
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Appendix E: Risk Management

E.1 Purpose

A risk is an uncertain event of condition that, if it occurs, has a positive or
negative affect on a project objective. Risk, is one of those words that
immediately conjure up an image of something bad, but it is important to
remember that risk can also provide positive benefits as well as negative ones.

Risk management is the systematic process of identifying, analyzing and
responding to project risk. We want to maximize the probability and impact
of any positive risk factors and minimize the probability and impact of those
that might negatively affect the project.

The need to manage risk increases with the complexity of the investment. It is
an ongoing process that requires continuous risk identification, assessment,
planning, and monitoring.

E.2 Process

The Risk Management process includes two phases:
Risk assessment involves identifying, analyzing and prioritizing risks; and

Risk response involves developing and planning risk response strategies,
executing those plans, evaluating the results of the responses and
documenting the results.

There are several ways that a Project Manager may choose to manage or
respond to a specific risk. These options can be categorized into three broad
areas:

Avoid the specific threat, usually by eliminating the cause. (e.g.; conduct a
study or develop a prototype)

Mitigate the specific threat by reducing the expected monetary or schedule
impact of the risk, or by reducing the probability of its occurrence.

Manage (accept) the consequences of the risk.

Risk management activities need to be balanced. The magnitude of the effort
required to identify, assess, manage, and monitor risks, must be
commensurate with the magnitude of the potential impact to the project.
Making informed decisions by consciously assessing what could go wrong, as
well as the likelihood and the severity of the impact is at the heart of risk
management.

1. Risk Assessment
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It is the responsibility of everyone associated with an investment to identify
and document risks. A risk identification process should be identified,
communicated and supported.

Table E-1 provides a means by which risk identification can be easily
captured, documented, and analyzed.

Risk
Priority

Risk
Category

Date Risk Overall Risk Rating
Identified Description (h-m-I)

Risk
Response Status
Strategy

Table E-1 Example of Risk Management Table

Each risk must be:
e Described as completely as possible

¢ Identified by phase or stage, along with who identified the risk, the date
it was identified, and who was assigned as the primary point of contact

e Analyzed for its probability of occurrence (high, medium, low)
e Analyzed in terms of impact to the project schedule and budget
¢ Given an overall risk (severity) rating (high, medium, low);

e Categorized within the mandatory and optional areas of risk as
identified by OMB

e Prioritized among all identified risks.
2. Risk Response Development and Control

After all risks have been identified, rated and categorized, each risk is then
prioritized. Not all risks identified will be carried into the risk plan fo