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Attached is the Department’s new limited use policy concerning personal use of office equipment
and library collections. This policy provides employees with the opportunity to use Government
office equipment and library collections for some personal purposes during non-duty time,
Employees continue to have a duty to protect and conserve Government property and shall not
use such property, or allow its use, for other than authorized purposes. Limited personal use of
certain office equipment (described in the policy) is authorized as long as it occurs on non-duty
time, does not interfere with official business, is not a commercial gain activity or otherwise
prohibited, is of negligible expense, and is used in compliance with the attached policy. These
limited personal uses, as set out in this policy, are “authorized uses” of Government property
under 5 CFR 2635 101(b)(9} and 2635.704(a), and will be included in Chapter 410 of the
Departmental Manual

FROM: John Berry

SUBJECT. POLICIES O

This policy:

. mcorporates the principles of the Department’s current Internet Acceptable Use policy,
which allows employees to use the Internet during non-duty time to develop or enhance
search and retrieval skills if the use of the Internet will not cost the Government an
additional fee, will not strain resources or reduce productivity, and will not bring discredit
on the Department of the Interior, See the Internet Acceptable Use Policy (IRM Bulletin
1997-00, available on DOT home page, hitp /www doi gov/oirm/bulleting).

allows limited point-to-point (not broadcast transmissions or mass mailings) e-mail
transmissions during non-duty time for personal use. Broadcast transmissions and mass
mailings are generally prohibited because they can result in decreased storage space and
other system problems that can increase the cost of operating the Government system.



Managers can place additiond restrictions on the use of Government property for persona purposes
only for instances of abuse of this policy or in order to meet management needs and mission objectives.
Managers should gtrive to apply this policy consigently and fairly among al employees and should
make any limits on the gpplication of this policy clear to their employees.

The Department is responsible for fostering high ethica standards for employees, and for strengthening
the public-s confidence that the Government:s business is conducted with impartidity and integrity.
Therefore, employees are to use this limited authorization judicioudy and gppropriately and should
check with their supervisorsif they have any questions about the gpplication of this policy.

Welivein an eraof rgpidly changing technology. It ismy hope that this policy will assst employeesto
improve their skillsin our ever-changing work environment. | trust this new flexibility will help our
employees to be more productive and enhance the qudity of their workplace.

Also atached is the Department:=s Teephone Use Palicy, which will be issued as an Informetion
Resources Management Bulletin. This policy alows employees to use Government- provided
communications equipment and services for officia business, and for persona cdls during duty hours
that are necessary and in the interest of the Government. Persona calls made during duty hours must
not adversdy affect the performance of an employee's officid duties or the organization's work
performance, and must be of reasonable duration and frequency.

Pendlties for misuse or abuse related to these policies will be in accordance with the U.S. Department of
the Interior Handbook on Charges and Penalty Selection for Disciplinary and Adverse Actions.
Sdlection of the pendty should be the least severe pendty necessary to correct misconduct and to
discourage repetition. However, it isimportant to note that the supervisor retains full authority to set
pendlties as he/she deems appropriate based on the particular circumstances of the offense. Corrective
action covers afull range of remedies which may include ora and/or written warnings or reprimands,
suspension without pay, or remova from Federa service. In the case of a serious offense where a
forma action may be taken, supervisors should consult with their Human Resources office immediately.

If you should have any questions or need darification of this policy, your saff may contact the Office of
Acquistion and Property Management, Terri Barry on (202) 208-4328, e-mail a
teresa_barry@os.doi.gov, or Chris MacArthur on (202) 208-6649, e-mail a&
chris_macarthur@os.doi.gov. If you should have questions or need clarification on the application of
this policy, please contact Departmenta Ethics Office, TJ Sullivan on

(202) 208-7960, e-mall a tj_sullivan@ios.doi.gov.

Attachments
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Department of the Interior (DOI) Policy on
Limited Personal Use of Gover nment Office Equipment

1. D€finitions:

Broadcast Transmission isamessage or e-mail note sent at once from asingle user to many
users and/or Sites.

Commercial gain activity is defined as any activity involving or relaing to buying, sdlling,
advertising, leasing, or exchanging products or services for anyoness persond profit or gain. It
includes day trading and buying or sdlling red estate for commercia purposes.

Limited personal use means activity that is conducted for purposes other than accomplishing
officid or otherwise authorized activities, and that does not adversdly affect the employees job
performance and is further defined for each kind of equipment in section 2a thru section 2e.

Negligible isan amount sufficiently smal that the quantity or cost may be disregarded.

Non-duty time istime when the employee is not expected to be performing officid business.
To the extent permitted by this policy, employees may, for example, use Government office
equipment during their own off-duty hours such as before or after aworkday (subject to loca
office hours), lunch periods, authorized breaks, weekends or holidays (if their duty station is
normaly avalable to them at such times).

2. Limited Personal Use of Gover nment Office Equipment: Employees may use Government
office equipment only for officia business or as otherwise authorized by the Government. This policy
authorizes limited persona use of certain Government property aslong asit occurs on non-duty time,
does not interfere with officid business, is not acommercid gain activity or is otherwise prohibited, and
the expense to the Government is negligible.

Managers may place additiona restrictions on the use of Government property for persona purposes
only for instances of abuse of this policy or in order to meet management needs and mission objectives.
Prior to adopting and/or implementing this policy, local management must fulfill its labor-management
obligations with their employees exclusive bargaining representative(s) as appropriate, paying particular
atention to any applicable collective bargaining agreement containing language on the use of equipment
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and technology. Such language prevails over this policy until such time as the contract provides thet this
policy applies or other language concerning these issues is agreed to by the parties.

E-mail messages (and other eectronic information) are Government resources that may be covered by
the Federal Records Act and/or Freedom of Information/Privacy Acts. Employees

have no expectation of privacy in these communications resources (e.g., e-mail, faxes, Internet, cdl
phones, or computers). By use of Government resources for persond purposes, employee consent to
monitoring and recording with or without cause isimplied.

The following limited persond uses of Government office and library collections are hereby authorized
for dl employees. Supervisors should be consulted prior to any persond use of government office
equipment if thereis any question whether such useis appropriate under the terms of this palicy.

a. Office Equipment: Employees on non-duty time are dlowed limited use of office
equipment for personal uses that involve only negligible expense to the Government (such as
electricity, sheets of paper, ink, and ordinary wear and tear) and do not interfere with officia
business. For purposes of this policy, office equipment includes copy machines, computers,
printers, and fax machines. Copy machines, fax machines, and printers are for officia business;
however, persona use of less than ten pages per week is permissible on occasion. See section
6 for equipment prohibited from persond use by this palicy.

Loading persondly-owned software (such as tax preparation programs, computer games, etc.)
on Government machinesis prohibited. Color copiers and color printers when used to print in
color, are excluded from this policy at this time due to high associated costs. Employees may
not use officia stationery, envelopes, or postage for personal purposes under any
circumstances.

b. Telephones, including Cellular Phones. This policy does not gpply to persond use of
telephones. Such useis covered by the DOI Telephone Use Palicy.

c. Internet: Employeeson non-duty time are alowed to use the Internet for persond use
as s forth in and in accordance with the Internet Acceptable Use Policy (IRM Bulletin 1997-
001, available on DOI home page, http://Amww.doi.gov/orimvbulleting). Except as prohibited by
this policy, employees are dlowed to make some persond purchases through the Internet, but
only during non-duty time. When making such purchases, however, employees must have the
purchases sent to a non-Government address. Purchasing activities that are prohibited, and
restrictions on Apushil technology and using the Internet as aradio or music player, arelisted in
the section of this policy entitled Improper Use of Government Office Equipment (Section 3).

d. E-mail: Employeeson non-duty time are allowed to use Government e-mall sysems and
computers for limited personad use with the following restrictions:

June 14, 2000



(1) The cogt to the Government for the persond use of e-mail must be negligible.
Persond use of e-mail dso must not cause congestion, delay or disruption of serviceto
any Government system or equipment; e.g., by tranamitting large attachments.
Employees must follow guidance provided by their Bureau or Office Systems
Adminigrator.

(2) Employees may use e-mall for persona point-to-point eectronic transmissons or
personal transmissions not to exceed 5 addressees per e-mail both as employee-
generated personal messages and in response to personal messages received by the
employee. Broadcagt transmissions, mass mailings or bulletin boards for persond use
are prohibited unless specificdly authorized by the Bureau or Office Systems
Adminigrator.

(3) Employeesusing e-mail for persond purposes must not represent themselves as
acting in an officia capacity.

(4) Employees are reminded to use caution when giving out their Government e-mal
address for persona purposes, particularly when Aregisteringil at various Internet Sites.
Regigering may result in the employee recelving unwanted e-mail which in turn could
gtrain the DOI network resources with increased e-mail traffic.

e. Library collections: Employees on nortduty time are dlowed to use DOI library
collections, such as books, microfiche, newspapers and other materias, for personal purposes.

3. Improper Use of Government Office Equipment: Unauthorized or improper use of
Government office equipment could result in disciplinary or adverse personnel action, as described in
the DOI Personnd Handbook on Charges and Pendty Selection for Disciplinary and Adverse Actions,
or loss of use or limitation on use of equipment, crimind pendties, and/or employees being held
financidly liable for the cogt of improper use.

a Employees are prohibited from usng government office equipment and e-mail for persond
uses except as authorized by this palicy.

b. Employees are prohibited from using Government office equipment, at any time, for
activitiesthat areillegd; e. g., gambling (5 CFR 735.201), or that are ingppropriate or offensve
to co-workers or the public, such asthe use of sexudly explicit materid or materid or remarks
that ridicule others on the basis of race, creed, religion, color, sex, disability, age, nationa origin
or sexud orientation.

c. Employees are prohibited from using Government office equipment at any time for any
outsde fund-raising activity, endorsing any product or service, participating in any lobbying
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activity, or engaging in politica activities Note: Different rulesfor lobbying and politica activity
apply to employees appointed by the President and confirmed by the Senate. Those employees
should consult the DOI Ethics webdte for guidance.

d. Employees are prohibited from using Government office equipment at any time to make
purchases for personal commercid gain activity. See definition of commerad gain activity.

e. Employees are not authorized to remove Government property from the office for persona
use.

f. Employees are prohibited from using Government- provided access to the Internet to present
their persond viewsin away that would lead the public to interpret it as an officid Government
position. Thisincludes pogting to externd news groups, bulletin boards, or other public forums.

0. Employees are prohibited a any time from using the Internet as aradio or music player.
Such live stream use of the Internet could strain the DOI network and significantly dow
communications, inhibiting DOI employees from conducting officia business.

h. Employees are prohibited at any time from using Apushi technology on the Internet or other
continuous data streams, unless they are directly associated with the employeessjob. Push
technology from the Internet means daily, hourly or continuous updates viathe Internet; eg.,
news, stock quotes, weeather, and smilar information. Continuous data streams could degrade
the performance of the entire network.

4. Motor Vehicles/Aircraft/Boats: This policy does not apply to the use of Government motor
vehicles or aircraft (31 U.S.C. 1349(b)), boats, or other means of transportation.

5. Government Charge Cards: Government charge cards absolutely are not to be used for persona
usein any circumstances. (See DOI Integrated Charge Card Guidelines and Bureau Supplements).

6. Government Equipment Not Covered by This Palicy: Government equipment excluded from
this Limited Persond Use Policy includes, but is not limited to, the following equipment: color copy
machines; color printers when used for color printing, scientific equipment; heavy equipment;
photographic equipment; computer projector equipment (i.e., LCD projectors); scanners; dide
projectors; overhead projectors, TVs, VCRs, specidized testing, measuring or engineering equipment;
meachine shop tools and equipment; firearms, map reproduction machines, lavn mowers, chainsaws, and
any other amilar equipmen.

7. Penalties: Distiplinary actions for non-compliance with this policy will be handled in accordance
with Departmenta personnd policies and the DOI=s Personnd Handbook on Charges and Pendlty
Sdection for Disciplinary and Adverse Actions. Sdlection of the penalty should be the least severe
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penaty necessary to correct misconduct and to discourage repetition. However, it isimportant to note
that the supervisor retains full authority to set penaties as he/she deems gppropriate based on the
particular circumstances and specifications of the offense. Corrective action covers afull range of
remedies which may include ord and/or written warnings or reprimands, suspension without pay, or
remova from Federd service. In the case of a serious offense where a formal action may be taken,
supervisors should consult with their Human Resources office immediately.

8. Statutesand Regulations: This policy does not override any statutes or regulations governing the
use of specific Government property.

9. Conservation of Government Property: Inusng Government property, employees should be
mindful of their respongibility to protect and conserve such property, and to use officid time in an honest
effort to perform official duties. See 5 CFR 2635.101(b)(9), 2635.704(a) and 2635.705(a).

10. Related Authorities:

5 CFR 2635 - Standards of Ethical Conduct for Employees of the Executive Branch

Part 1 of Executive Order 12674 - Implementing Standards of Ethica Conduct for
Employees of the Executive Branch

5 CFR 301 - Departmenta Regulations - authority to establish regulations for
management of the Department

41 CFR 101-35.201 - Telecommunications Management Policy

IRM Bulletin 1997-001 - Internet Acceptable Use Policy
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U.S. Department of the Interior
Telephone Use Policy

Purpose

This palicy provides guidance on the use of Government-owned, -leased, and -managed
telecommunications systems, cellular telephones, Federa Calling Cards, and pre-paid caling cards. It
addresses cost recovery procedures and other management considerations.

Scope

This policy appliesto al Department of the Interior (DOI) employees and covers DOI contractors
unlessthey are pecificaly excluded under the terms of their contract.

Background

Regulatory changesin the telecommunications industry have resulted in increased competition and rapid
technologica developments. Many telecommunications services and products have improved and are
now available at low costs. These changes have improved adminidrative efficiency, effectiveness, and
ability to meet misson requirements in remarkable ways.

Lower per-minute codts for traditiond long-distance services have influenced the relaxation of Federa
regulations. The Information Technology Management Reform Act (ITMRA) and the Government
Performance and Results Act (GPRA) have changed the Government:=s perspective on Information
Technology (IT) Management. DOI Telecommunications management policy, as published in the
Departmenta Manud, 377 DM 1, Telecommunications Management, will be updated to include this
telephone use policy.

General Principles

Telecommunications services are used to support the misson of the Department. When acquiring
telecommuni cations resources, managers must consder dl viable aternatives and the need and
opportunity for inter-operation and compatibility with public and Government te ecommunications
systems and services. When it is cost effective, bureaus shdl share telecommunications systems,
services, and facilities with other bureaus and agencies to the maximum extent practicdl.
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Telecommunications support and services shdl be provided a aminimum total cost consstent with
requirements for capacity, inter-operability, and rdiability. Teecommunications services and systems
are Government resources, and as such, are to be managed in the most cost- effective manner possible
and in the interest of the Government. DOI managers have flexibility in determining how this objective
can be achieved and may accommodate employee personad needs to the extent they are not incons stent
with agency needs. Reasonableness and common sense shdl be the guiding principlesin dl situations.

Responsibilities

The Office of Information Resource Management (PIR) is responsible for overseeing and providing
guidance for the acquigition, development, management, and use of information resources Department
wide. The PIR Teecommunications Systems Division develops and implements Department wide
telecommunications policies, sandards, and guidelines, and provides ass stance to bureaus and officesin
the acquisition, operation, and use of telecommunications facilities and services.

Telecommunications managers and employee supervisors are respong ble for reasonable review of
telecommunications bills, billing exception reports, financia system cogt data, and other smilar
information. To accomplish this, managers and supervisors must define office practices condgstent with
this guidance, develop techniques to determine whether telecommunications bills are reasonable and
within expected thresholds, and investigate irregularities when it makes good business and economic
senseto do so. Given thereatively low cost of modern telecommunications services, DOl managers
need not perform detailed reviews of bills aslong as the criteria or dollar thresholds are defined where
closer scrutiny will occur. The servicing Human Resources Office should be contacted for assstancein
notifying loca union representatives of plansto establish loca policies and practices, and for fulfilling any
labor relations obligations.

Guiddines

Usng Government- Provided Telecommunications Resources:

Employees shdl use Government- provided communications equipment and sarvicesfor officiad
business, but may make and receive persond cals during duty hours that are necessary and in
the interest of the Government. Examples of persond cdlsthat arein the interest of the
Government are: callsto aert household members about working late or other schedule
changes, cdlsto make dternative child care arrangements; callsto talk with doctors, hospital
gaff, or day care providers, calsto determine the safety of family or household members,
particularly in an emergency; cdlsto make funerd arrangements; calls to reach businesses or
Government agencies that can only be contacted during work hours; and callsto arrange
emergency repairs to vehicles or residences.
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Persond cals made from Government tel ephones must not adversdly affect the performance of
employees officid duties or the organizatiorrs work performance; must be of reasonable
duration and frequency; and could not reasonably have been made during non-duty hours.

Employees may make and receive alimited number of purely persond cdls during duty hours
(purely persond cdls are those determined not to be necessary in the interest of the
Government) from Government telephones when those cals do not incur additiona chargesto
the Government. In making purely persond calls, employees shall ensurethat: dl long-distance
cdls are made at their own expense; e.g., charged to persond calling or credit cards, home
telephones, or other non-Government telephone numbers; the cals do not adversdy affect the
performance of officid duties or the organizatiorrs work performance; and the cals are of
reasonable duration and frequency.

Employees may not make purely persond long-distance cals expecting to reimburse the
Government leter.

Reasonableness Determinations for Telephone Cdl Duration and Frequency:

Supervisors and managers shall determine whether brief persond telephone calls are of
reasonable length, and in the interest of the Government, based on employees: work schedule,
co-worker needs, office work demands, length of work day, etc. Persond cdlsin excess of
three times a day, and longer than 10 minutes each are normaly to be consdered unreasonable.

Using Government Telecommunications Resources when Traveing:

Officia Business Cadls. Employees are expected to use Federa Calling Cards or pre-paid
caling cards for long-distance cdls while on officid travel. Use of cdlular telephonesis
dlowable to conduct Government businesswhile on travel. Supervisors should ensure that
Federal Calling Cards or pre-paid caling cards are provided personnel who travel.

CdlsHome Employees on officid overnight travel status are alowed to make a brief daily
persond call but they should do so using least- cost- to- the- Government methods, such as, by
using available Government telephones, Federal Calling Cards, or pre-paid calling cards.
Employees may be rembursed on travel vouchersfor daily persona calls charged to hotel
rooms but these calls should not normally be made in this manner because of their high cogts.

Cdls To Other than to Home: Other necessary long-distance calls may be made using
Government-provided calling cards. These are cals that must be made before employees
return from travel. In most cases, these calls would have been made from home or office
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phonesif the employees were not in travel status (see examples cited in first paragraph under
Guiddines).

Cdling Home using Cdlular Telephones. Except in unusua circumstances, wireless services
shal not be used to telephone home, or to make cdls listed in the first paragraph under
AGuiddinesi a Government expense, when on officid trave.

Cdlsfrom Commercid Airplanes. Cdlsfrom commercid arcraft must be gpproved prior to
travel on the employeestravd authorization. If specificadly authorized to do so for business

purposes, employees should make domestic airborne cals usng Government travel cards or
Federd Cdling Cards.

Cost Recovery for Unauthorized Telephone Calls and Disciplinary Action:

When telecommuni cations abuse occurs, there are two concurrent considerations: the recovery
of DOI:=s charges and adminidrative codts to rectify tedecommunications management program
abuses; and disciplinary action for misconduct in accordance with applicable regulations and the
DOI:=s Personnel Handbook on Charges and Pendty Sdlection for Disciplinary and Adverse
Actions.

Employees making unauthorized long distance or cdlular tlephone cals may be charged for the
cost of the call, rounded to the nearest dollar, plus associated administrative recovery costsif
the calls are determined to be egregious. DOI managers and supervisors should consult with
their servicing Human Resources Office to make these determinations. Reimbursements shdl be
made by persond check or money order, payable to the DOI, and forwarded to the
Bureau/Office finance office for deposit. Include with any deposit amemorandum indicating

that payment is for rembursement of persond use of telecommunications chargeable resources
and associated adminidtrative codts, if gpplicable.

Disciplinary action for misconduct may be pursued, up to and including remova from office.
Supervisors should consult with their serving Human Resources Office to determine appropriate
corrective action.

Federal Calling Cards/Pre-Paid Cdling Cards:

Employees who frequently travel must obtain and use a Federd Cdling Card to make
authorized cdls. Federd Cdling Cards can only be ordered by bureau/office FTS2001
ordering agents who are DOI Designated Agency Representatives (DAR). For network
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security reasons, Federd Cdling Cards should be in the individual-s name, and should not be
shared. Typicdly, this precludes assigning cards by specific office, postion, or other designated
title. Officesmugt track al Federd Cdling Cards and cancel them when employees terminate.
Regaining physica possesson of the card isinsufficient control.  In addition to the Federa
Cdling Card, pre-paid Caling Cards may aso be obtained for this purpose.

If aFedera cdling card islogt, stolen, or otherwise compromised, employees must promptly
report the incident to the vendor using the toll-free number on the reverse of the card, or to the
provider-stoll-free number obtained from directory assistance. In addition, the ordering DAR
must be notified. Employees will not be held liable for unauthorized calls made by unknown
third partiesif the lost or stolen cards are reported promptly.

Cdlular Telephones and Wirdless Telecommunications Services:

Wirdess sarvices, such asintdligent pagers, satellite phones, cdlular, and Persond
Communications Systems (PCS) technology, shal be used and managed asa
telecommunications service and a DOI resource. Wirdess equipment and services shdl

be ordered when there is a business need for calls to be made or received while the employeeis
away from ther office. Wirdesstechnologies may aso offer affordable emergency backup
telephone services. When ordering wireless services, care must be taken to analyze al billing
options to ensure the most economicd hilling plan is selected and based on business use of the
sarvice. Periodicdly, hilling plans shal be reviewed and compared to newer and usualy more
economical plans. Applicable roaming charges need to be consdered and factored as part of
the andyss.

Employees shdl be particularly diligent and use wirdess services only when required to do so
for officid busness or when the cadls are in the interest of the Government. Employees should
use non-wirdess sarvices if they are readily avallable.

Employees should not expect reimbursement when using persona wireless services for
Government business without prior gpprova of managers and supervisors. If an offices
employees have recurring needs for wireless services and if cost-benefit reviews support the
requirement, the office should congder acquiring Government-owned wirel ess technol ogies that
can be checked out or assigned employees on an as-needed basis.

Collect Cdlls:

Employees shdl not normally accept collect cals for business or personal purposes unless the
cdler indicatesit is an emergency cal or there are other extenuating circumstances.
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900 Numbers:

Employees shdl not make calls at Government expense to 900 numbers. Many Government
and commercia systems block outgoing calls to 900 numbers. In instances where technical
assganceis only available usng 900 numbers, DOI offices shal specify and use lines where
900 numbers have not been blocked to place these cdlls.

Directory Assstance Cdlls:

Employees are encouraged to use telephone directories or Internet directory web stesto
determine business-related tel gphone numbers rather than routingly caling fee-based directory
assistance operators.

Internationd Cdls:

DO offices shdl use cost-effective telecommunications services to contact locations outside the
contiguous United States and oversess. Accessto international telephone services should be
restricted to only those employees who require such services as part of their officid duties.

Telephonesin Homes:

Government regulations generdly do not alow ingtalation of telephone services or equipment,
including datalines, in private residences a Government expense unless employees are working
under approved Flexiplace or Work-at-Home Agreements.

Ligening-1n On or Recording Telephone Cdlls:

Employees are prohibited from listening-in or recording telephone conversations except under
limited circumstances. Listening-in or recording telephone conversationsis permissible only in
accordance with the Departmental Manua (See 377 DM 1; 377 DM 2 (Telephone Systems
Handbook, Chapter 8)) or otherwise in accordance with law. When speaker-phones or other
audio teleconference equipment are used, al parties must be informed of the names or number
of personslisening-in.

Employment Changes.
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When DOI employees |leave Government service or transfer to other agencies, they must return
Federal Calling Cards, pre-paid cdling cards, wirdess devices, and dl other Government issued
equipment.

Privacy Act:

DOl has established a Privacy Act System of Records on Telephone Call Detail Records,
INTERIOR/DOI-36. It coverstelephone cal detail records that specify calling and caled
telephone numbers, telephone numbers identified by employee name(s) and equipment
locations, including personnel and administrative actions that result from telephone abuse. Al
Privacy Act procedures and safeguards must be followed in handling telephone call detail
records. Specificaly, the records must be secured, and restricted to DOl manegers and
personnel who have aneed for the records in the performance of their duties. Managers and
personnd who handle these records must maintain a.copy of INTERIOR/DOI-36 and be
familiar with its content.

Billing Reviews

Tdecommunications managers shdl identify reasonable dollar thresholds, sampling

methodology, screening techniques, or some other method for determining when
telecommunications billswill be reviewed more closdly. Problem indicators typicdly include
widdy varying monthly bill totals, large numbers of non-Government cals, long or repeated calls
made before and after work hours, and large numbers of directory assistance calls. Long hold
time cdls (calerseft on hold for extended periods) should aso be reviewed to determineif they
are transmissons that could be aggregated or redirected to reduce costs. Managers must
investigate and resolve hilling irregularities which exceed established thresholds.

Tdecommunications Use and Electronic Commerce and Administrative Support Systems:
Whenever possible, DOI offices shdl use ectronic ordering and billing practices for procuring
telecommuni cations services and products, and consolidate telecommunications bills. These
practices support DOI=s eectronic commerce gods and improve adminidrative efficiency.

Refer ences

Public Law 104-106, The Information Technology Management Reform Act (ITMRA), Divison E,
effective February 10, 1996.

Public Law 103-62, the Government Performance and Results Act (GPRA) of 1993.
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Title 31 United States Code, Section 1348 (1/05/99), Telephone Instalation and Charges.

Generd Services Adminidratiorss Federa Property Management Regulations ( FPMR), part 101- 35 of
title 41 of the Code of Federad Regulations (41 CFR 101- 35), Tdlecommunications Management
Policy.

DOI Departmenta Manual 377 DM 1, Telecommunications Management, dated October 3, 1991.
DOl Departmental Manua 377 DM 2, Telephone Systems Handbook, dated January 4, 1985.

Privacy Act of 1974, as amended (5 U.S.C. 552a). Privacy Act System of Records on Telephone Cal
Detail Records, INTERIOR/DOI-36.
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