
U.S. Department of Justice 

Justice Management Division 

Management and Planning Staff 

Washington, D.C. 20530 

March 18, 2008 

MEMORANDUM FOR BUREAU PROCUREMENT CHIEFS 

FROM: H.B. Myers (Signature of H.B. Myers) 
Assistant Director 
Procurement Policy and Review Group 

SUBJECT: Procurement Guidance Document (PGP) 08-03, Contractor Code of Business 
Ethics and Conduct 

Federal Acquisition Circular (FAC) 2005-22 was published in the Federal Register on November 
23, 2007. One of the two final rules included in the FAC entitled "Contractor Code of Business 
Ethics and Conduct" addresses the requirements for a contractor code of business ethics and 
conduct and the display of Federal agency Office of the Inspector General (OIG) Fraud Hotline 
Posters. 

To insert these requirements into applicable contracts, two clauses are provided. The first one at 
FAR 52.203-13 requires the contractor to develop a code of business ethics and conduct for 
contracts described in Section 3.1004 as those over $5 million, except for the acquisition of 
commercial items under FAR part 12 or for work performed entirely outside the United States. 

The clause requires contractors with covered contracts to have a written code of business ethics 
and conduct, an employee business ethics and compliance training program, and an internal 
control program that facilitates timely discovery and disclosure of improper conduct in 
connection with Government contracts and ensures corrective measures are promptly instituted 
and carried out. Small businesses do not have to comply with the clause requirements for a 
formal compliance awareness program and internal control system. 

The second clause at 52.304-14 requires the contractor to display the agencies Hotline Posters 
and to place an electronic copy on their website. The OIG has created a multi-color hotline 
poster which the contractor may order by writing to the following address. 

Office of the Inspector General 
Fraud Detection Office 
Attn: Poster Request 
1300 N. 17th Street 
Suite 3200 
Arlington, VA 22209 



Each request for posters must state the contract number and awarding component/bureau, provide 
a point of contact (with telephone number), mailing and/or FedEx address, and the quantity of 
posters requested. This information and the above address are to be inserted in paragraph 
(b)(3) of the poster clause 52.304-14. The Hotline clause mentions the use of the Department of 
Homeland Security (DHS) posters. Always use the attached DOJ poster developed by our OIG. 

FAR looseleaf copies of the two clauses are attached. If you have any questions on the use of 
this requirement please call Larry Silvis on (202) 616-3754. 

cc: Elise Chawaga 
Office of the Inspector General 
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SUBPART 52.2—TEXT OF PROVISIONS AND CLAUSES 52.203-14 

(c) and (d) of the provision at FAR 52.203-11, Certification 
and Disclosure Regarding Payments to Influence Certain Fed-
eral Transactions, from each person requesting or receiving a 
subcontract exceeding $ 100,000 under this contract The Con
tractor or subcontractor that awards the subcontract shall 
retain the declaration. 

(2) A copy of each subcontractor disclosure form (but 
not certifications) shall be forwarded from tier to tier until 
received by the prime Contractor. The prime Contractor shall, 
at the end of the calendar quarter in which the disclosure form 
is submitted by the subcontractor, submit to the Contracting 
Officer within 30 days a copy of all disclosures. Each subcon
tractor certification shall be retained in the subcontract file of 
the awarding Contractor. 

(3) The Contractor shall include the substance of this 
clause, including this paragraph (g), in any subcontract 
exeeding $100,000. 

(End of clause) 

52.203-13 Contractor Code of Business Ethics and 
Conduct. 

As prescribed in 3.1004(a), insert the following clause: 

CONTRACTOR CODE OF BUSINESS ETHICS AND CONDUCT 

(DEC 2007) 

(a) Definition. 

"United States," as used in this clause, means the 50 States, 
the District of Columbia, and outlying areas. 

(b) Code of business ethics and conduct. (1) Within 30 
days after contract award, unless the Contracting Officer 
establishes a longer time period, the Contractor shall— 

(i) Have a written code of business ethics and con
duct; and 

(ii) Provide a copy of the code to each employee 
engaged in performance of the contract. 

(2) The Contractor shall promote compliance with its 
code of business ethics and conduct. 

(c) Awareness program and internal control system for 
other than small businesses. This paragraph (c) does not 
apply if the Contractor has represented itself as a small busi
ness concern pursuant to the award of this contract. The Con
tractor shall establish within 90 days after contract award, 
unless the Contracting Officer establishes a longer time 
period— 

(1) An ongoing business ethics and business conduct 
awareness program; and 

(2) An internal control system. 

(i) The Contractor's internal control system shall— 

(A) Facilitate timely discovery of improper con
duct in connection with Government contracts; and 

(B) Ensure corrective measures are promptly 
instituted and carried out. 

(ii) For example, the Contractor's internal control 
system should provide for— 

(A) Periodic reviews of company business prac
tices, procedures, policies, and internal controls for compli
ance with the Contractor's code of business ethics and 
conduct and the special requirements of Government con
tracting; 

(B) An internal reporting mechanism, such as a 
hotline, by which employees may report suspected instances 
of improper conduct, and instructions that encourage employ
ees to make such reports; 

(C) Internal and/or external audits, as appropriate; 
and 

(D) Disciplinary action for improper conduct. 

(d) Subcontracts. The Contractor shall include the sub
stance of this clause, including this paragraph (d), in subcon
tracts that have a value in excess of $5,000,000 and a 
performance period of more than 120 days, except when the 
subcontract— 

(1) Is for the acquisition of a commercial item; or 

(2) Is performed entirely outside the United States. 

(End of clause) 

52.203-14 Display of Hotline Poster(s). 

As prescribed in 3.1004(b), insert the following clause: 

DISPLAY OF HOTLINE POSTER(S) (DEC 2007) 

(a) Definition. 

"United States," as used in this clause, means the 50 States, 
the District of Columbia, and outlying areas. 

(b) Display of fraud hotline poster(s). Except as provided 
in paragraph (c)— 

(1) During contract performance in the United States, 
the Contractor shall prominently display in common work 
areas within business segments performing work under this 
contract and at contract work sites— 

(i) Any agency fraud hotline poster or Department of 
Homeland Security (DHS) fraud hotline poster identified in 
paragraph (b)(3) of this clause; and 

(ii) Any DHS fraud hotline poster subsequently iden
tified by the Contracting Officer. 

(2) Additionally, if the Contractor maintains a company 
website as a method of providing information to employees, 
the Contractor shall display an electronic version of the 
poster(s) at the website. 
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52.204-1 FEDERAL ACQUISITION REGULATION 

(3) Any required posters may be obtained as follows: 

Poster(s) Obtain from 

(Contracting Officer shall insert— (i) Appropriate agency 
name(s) and/or title of applicable Department of Homeland 
Security fraud hotline poster); and 

(ii) The website(s) or other contact information for 
obtaining the poster(s).) 

(c) If the Contractor has implemented a business ethics and 
conduct awareness program, including a reporting mecha
nism, such as a hotline poster, then the Contractor need not 
display any agency fraud hotline posters as required in para
graph (b) of this clause, other than any required D H S posters. 

(d) Subcontracts. The Contractor shall include the sub
stance of this clause, including this paragraph (d), in all sub
contracts that exceed $5,000,000, except when the 
subcontract— 

(1) Is for the acquisition of a commercial item; or 

(2) Is performed entirely outside the United States. 

(End of clause) 

52.204-1 Approva l of C o n t r a c t . 

As prescribed in 4.103, insert the following clause: 

A P P R O V A L OF C O N T R A C T ( D E C 1989) 

This contract is subject to the written approval of [identify 

title of designated agency official here] and shall not b o u n d 

ing until so approved. 

(End of clause) 

52.204-2 Secur i ty R e q u i r e m e n t s . 

As prescribed in 4.404(a), insert the following clause: 

S E C U R I T Y R E Q U I R E M E N T S ( A U G 1996) 

(a) This clause applies to the extent that this contract 
involves access to in format ion classified "Confidential," 
"Secret," or "Top Secret." 

(b) The Contractor shall comply with— 

(1) The Security Agreement ( D P Form 441), including 
the National Industrial Security Program Operating Manual 

(DoD 5220.22-M);and 

(2) Any revisions to that manual, notice of which has 
been furnished to the Contractor. 

(c) If, subsequent to the date of this contract, the security 
classification or security requirements under this contract are 
changed by the Government and if the changes cause an 
increase or decrease in security costs or otherwise affect any 
other term o r condition of this contract, the contract shall be 
subject to an equitable adjustment as if the changes were 
directed under the Changes clause of this contract. 

(d) The Contractor agrees to insert terms that conform i 
stantially to the language of this clause, including: this 
paragraph (d) but excluding any reference to the Changes 
clause of this contract, in all subcontracts under this contract 
that involve access to classified information. 

(End of clause) 

Alternate I (Apr 1984). If a cost c o n t a c t for research and 
development with an educational institution is contemplated, 
add the following paragraphs (e), (f), and (g) to the basic 
clause: 

(c) If a change in security requirements, as provided in 
paragraphs (b) and (c), results (1) in a change in the security 
classification of this contract or any of its elements from an 
unclassified status or a lower classification to a higher classifi
cation, or (2) in more restrictive area controls than previously 
required, the Contractor shall exert every reasonable effort com
patible with the Contractor's established policies to continue the 
performance or work under the contract in compliance with the 
change in security classification or requirements. If, despite rea 
sonable efforts, the Contractor determines that the continuation 
of work under this contract is not practicable because of the 
change in security classification or requirements, the Contractor 
shall notify the Contracting Officer in writing. Until resolution 
of the problem is made by the Contracting Officer the Contrac
tor shall continue safeguarding all classified material as 
required by this contract. 

(0 After receiving the written notification, the Contracting 
Officer shall explore the circumstances surrounding the pro
posed change in security classification or requirements, and 
shall endeavor to work out a mutually satisfactory method 
whereby the Contractor can continue performance of the work 
under this contract. 

(g) If, 15 days after receipt by the Contracting Officer of 
the notification of the Contractor's stated inability to proceed, 
(1) the application to this contract of the change in security clas
sification or requirements has not been withdrawn, or (2) a 
mutually satisfactory method for continuing performance of 
work under this contract has not been agreed upon, the Contrac
tor may request the Contracting Officer to terminate the contract 
in whole of in part. The Contracting Officer shall terminate the 
contract in whole or in part, as may be appropriate, and the ter
mination shall be deemed a termination under the terms of the 
Termination for the Convenience of the Government clause. 

'Alternate II (Apr 1984). If employee identification is 
required for security or other reasons in a construction con
tract or architect-engineer contract, add the following 
paragraph (e) to the basic clause: 

(e) The Contractor shall be responsible for furnishing to 
each employee and for requiring each employee engaged on the 
work to display such identification as may be approved and 
directed by the Contracting Officer. All prescribed identifica
tion shall immediately be delivered to the Contracting Officer, 
for cancellation upon the release of any employee. When 
required by the Contracting Officer, the Contractor shall obtain 
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Recognize and Report 
Fraud Related to 

U.S. Department of Justice 
Contracts 

Call or visit our website to obtain information 

on how to report fraud, waste, and abuse. 
800-869-4499 

www.usdoj.gov/oig 

U.S. Department of Justice 
Office of the Inspector General 


