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System Description: T l ~ e  JUSTLcnm Learning Management System ("JIJSTLearri') is 
a web-bascd computer syste~n used to track training provided by the O f i c e  of Legal 
EducatiodNational Advocacy Center (OLE/NAC). The mission of thc NAC: is to 
provide legal education and training lo fedcral, state, and local prosecutors, litigators, and 
sl~pport scafT. with an avcmge of 14.000 individuals receiving training annually. .l'lie 
NAC is operated by OLE and is located at 1620 Pendieton Strcct Columbia. SC 291-01. 
on the campus of tlie ilniversi~y of Sotlth C:arolina. Addi~ional informnlion about 
01,ElWhC can he found on the DO.1 web site (http:;:w~vw.usdoj&usaoIcous~&). 

'[he JIISTLeern system is operational. but i~ i s  accessible only to authorized users 

System Purpose: .IlJS'lLeam allows OLEINAC to  rack training courses alitl repoll lo 
tlir Ofice  of Persounel Management (OPM) in accordance with 5 C.F.R. 41 0.701. which 
stales in pertinent part as follows: 

(a) Each agency shall maintain records of training plans, expenditures. and 
activities in such fonn and manner as necessary to submit the rccordcd data to the 
Office of Personnel Management (OPM) through the OI'M Governmentwide 
Klectronic Ilala Collection System. 

ih) Beginning Dccernber 31.2006, each agency shall repoa the training data fbr 
its employees' training and development at such times and in such form as 
required for thc OPM Governme~ltwide Electronic Ilata Collection Systen~, which 
is explained in the Guide to I'ersonnel Recordkeeping and the Guide to fluman 
Ilesources Reporting. 
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Assessment: 

I .  What inI'(>r~~~p1;mois to be collected? 

The typeiquantity of data collected are trainee contact inlb (e.p., address. phone. 
enlail. supervisor) and pcrsonal identifiers (c.g., nnmc, title. SSN (last 4 digits)). 

2. Why is tlie ini 'ormati~~~beintr  collectcd~ 

'I'lie inlbrmation is collected in order to track (31 I:/NAC training courses arid 
report to OPM pursiiant to 5 C.T'.R 41 0.701 

1. %'hat is the intendeduse of the  infbnnationJ 

'The intended usc of the infi)rmation is to l'acilitate the presentation and evaluation 
ofO1,EINAC training courses and report to 01'M pursu;lnt Lo 5 C.F.K. 410.701 
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4. With whom will the infirn~ation be shared? 

Thc information will only he shared with authorized users who have a lcyittmate 
need to know and \kith OPM, a, pursuant to 5 C.F.IZ 41 0.701. 

5. What opnortunitv will individuals have to decline to prov~de information or to 
consent to particular uses of the information. and how individuals can grant 
consent? 

As this inlbrmatioo is required for the provision oSO1.EINAC training and for 
OI'M reporting purposes, individuals have no opportunity to ciecline to provide or 
consent to particular uses of thc infonnarion. 

6. Wow is the inforn~ation beinr secured:' 

Thc information is secured with management, operational and technical controls 
as delineated by NIS'T Special I'uhlication 800-53, Rrcumnreiidn~f.Tccuri/y 
( . , ' o n f r ~ ~ l . ~ , / ~ r  Fi?dcrul Infi)rnrufion LS~Y~tcrns. Thc applied system category control 
set is moderate as dctined by NIST Special Puhlicetion 800-60. (irriclq/i~r 
.24[rly?inp 7j;pes c(/'Infirmcrrion unri Injbrmatior~ Sy.~rcnl.s rn Securi!,, Ckrirgorirs. 
This system is certified and accredited for control compliance as well as 
adherence to industry security hest practices and mitigation-of-risk due to 
[cchriical vulnerabilities. 

T'hc potential risk for ~mauthorized disclosure for personal infomiation is 
mitigated by: 

i limiting the number of authorized users and the data they may access: 
r providing initial and annual system security training: 
'k limiting physical access to the systcrn; and 
i monitoring nctwork activity with a continuol~sly monitoring intrusion 

detectioll systern. 

7. Is the svslem of records beinn created under tlie Privacv Act, 5 [J.S.C. 6 5521'' 

?he infbmation collccfcd and maintained is covered hy published systems-or- 
records under rlie Priv:~cy Act as follows: 0PMICiOVT'-1. "General Persoonel 
Records." 71 Fcd. Reg. 35392 (June 19,2006). 'l'hc information may be disclosed 
without the individual's consent. hut only as permitted hy tlie Privacy Acl. the 
Freedom of Information Act, and related agency regulations and procedures. 


