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Foreword

As a nation, we can be proud of the thousands of victim assistance programs that have been
edtablished to assg the tens of millions of persons living in America who fdl victim to crimina
acts each year.  Given the limited funding to hire staff to address the emotiond, physical, and
financid consequences of crimeto dl of its victims, it is undersandable that the vast mgority of
program dollars have been dedicated primarily to asssting persons victimized by violent crime.
However, each year, more than 24 million persons become victims of more than 38 million
fraud crimes and attempted fraud crimes.*  Victims suffer very red emotiona trauma and finan-
ciad devadation as areault of these acts. Therefore, the crimind justice system, and the federd
crimind justice system in particular, can no longer ignore fraud victims need for support and
informationd sarvices.

Currently, victim assstance professonds have a their disposd little information about the emo-
tiond and financid needs of fraud victims and few practica resources to help them develop
comprehensive assstance programs and services for fraud victims. Recognizing the need for the
development of these critical resources, the U.S. Department of Jugtice, Office for Victims of
Crime (OVC), and the Police Executive Research Forum (PERF) have worked collaboratively
to produce a comprehensive resource package to enhance services to fraud victims in the fed-
erd crimind justice system.

The resource kit, titled Providing Services to Victims of Fraud: Resources for Vic-
tim/Witness Coordinators, conssts of a brochure, handbook, video, and guidebook. We are
confident that the kit will give federd personnel who work with victims of fraud the resources
they need to build effective, sengtive, and fraud-specific victim assstance programs and serv-
ices.

Kathryn M. Turman Chuck Wexler
Acting Director Executive Director
Officefor Victims of Crime Police Executive Research Forum

! Ted R. Miller, Mark A. Cohen, and Brian Wiersema, Victim Costs and Consequences: A New Look, Na-
tional Institute of Justice Research Report, U.S. Department of Justice, Office of Justice Programs, February
1996, p.7.
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Contents of the Resource Kit

Providing Services to Victims of Fraud: Resources for Victim/Witness Coordinators con-
tains a variety of informational materids for both the victims of fraud and federd personnd who
assist them throughout the federd justice process. The resource kit has been developed primar-
ily for victim/witness coordinators housed in U.S. Attorneys offices. However, the resources
are dso suitable for use by other federal personnel mandated to provide services to victims of
federd fraud crimes.

Two of the kit's resources are designed for distribution to the victims of fraud. The remaining
two are designed to help dl federd crimind justice personnd, especidly victim/witness coordi-
nators, understand of the emotiond, financia, and informationa needs of fraud victims.

Specificaly, the resource kit includes the following:

For victims and witnesses, a pamphlet titled Information for Victims and Wit-
nesses Who Report Fraud Crimes. The pamphlet, desgned for digtribution by fed-
erd invedigative agencies, provides victims with

- gened information about their right to receive information about the satus of their
case,

- adescription of common emotional responses experienced by fraud victims,

- answersto questions most often asked at this stage of a complaint, including how to
address credit problems and document financid losses, and

- alig of agency referrds for additional assistance and support, including credit re-
porting agencies, counseling services, and hotlines for reporting fraudulent practices.

For victims and witnesses, a handbook titled Rights, Roles and Responsibili-
ties: A Handbook for Fraud Victims Participating in the Federal Criminal
Justice System. The handbook expands on the information contained in the pamphlet,
covering

victims' roles, rights, and responsibilities during the crimina prosecution of a case;
- thefederd justice process,

- support services available to fraud victims in the federd justice system;

- theemotiond impact of fraud victimization;

- frequently asked questions about the process;

- nationd organizations and government agencies that provide services regarding
fraud crime;
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- suggestions on how to address credit problems;
- aglossay of legd terms;

- case contact information; and

- guiddinesfor documenting financid losses.

For federal criminal justice personnel, an educational video titled Victims of
Fraud: Beyond the Financial Loss. The video focuses on the emotiond and finan-
cid impact of fraud crimes and emphasizes fraud victims need for access to the crimina
judtice system.

For federal criminal justice personnel, a comprehensive guidebook titled Pro-
viding Services to Victims of Fraud: Resources for Victim/Witness Coordina-
tors. The guidebook contains a variety of effective program service strategies, ugges-
tions to enhance services by federd personnd to victims of fraud, and referrds to
outside agencies and programs that provide fraud victims with services or information.
Many of the suggestions contained in the guidebook are dready in practice in some
U.S. Attorneys offices; other suggested services will be new to victim/witness coordi-
nators.

Both the pamphlet and the handbook are provided as master print copies in the resource kit.
Any locd printer or busness copy center should be able to customize the documents with
agency logos, contact information, or artwork.
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|. Fraud Crime: Costs, Perpetrators, and
Victims

Fraud is an ingdious crime. Commonly defined, fraud is an act in which atempts are made to
deceive with promises of goods, services, or financid benefits that do not exist, were never in-
tended to be provided, or were misrepresented. And each year, tens of millions of people fall
prey to fraudulent schemes and practices. It is estimated that as little as 15 percent of al fraud
crimes are reported to law enforcement authorities”

The financia cost of fraud crime, to both its victims and the American public, is astronomica.
Losses for telemarketing and direct personal marketing fraud schemes alone are estimated to be
more than $40 billion annualy. Check fraud accounts for additiond yearly losses of at least
$815 million, more than 12 times the $65 million taken in bank robberies annudly—and these
represent only two examples of common fraud schemes?

A. Emotional Consequences of Fraud

The emotiond ramifications of fraud crime can be even more codtly. Fraud victims often suffer
Sdf-blame,
Shame,
Guilt,

Societal condemnation and indifference (the attitude that victims of fraud deserve what
they get asaresult of their own greed and stupidity), and

Isolation (when victims suffer ther losses in slence rather than risking dienation and
blame from family members, friends, and colleagues).

B. Who Are the Victims of Fraud?

Not al fraud victims are greedy, risk-taking, self-deceptive individuas looking to make a quick
dollar. Nor are dl fraud victims naive, uneducated, or ederly. Victims of fraud come from a
variety of racid, age, gender, religious, socioeconomic, and educationd backgrounds. And
smart perpetrators prey on those differences. For example fraudulent telemarketers often target
the elderly as potentid victims, not because they are greedy, but because they are more likely to

Have money, property, savings, and investments;
Be home to receive phone solicitations, and

21bid, p. 12.
% Ibid, p. 13.

PROVIDING SERVICES TO VICTIMS OF FRAUD (7/98) -1



Remain on the phone longer to hear fraudulent sales pitches (due to londliness).

Y ounger, educated adults may be targeted because of a
Lack of maturity and experience that would help them recognize fraudulent pitches,
Desreto increase their standard of living quickly, and
Lack of information about financid investments or purchases.
Other victims are targeted because of certain persondity or character traits that may increase
their risk for fraud victimization. Theseinclude
Compassion,
Respect for authority figures, and

Unsuspicious natures.

C. Who Are the Perpetrators of Fraud?

Fraud perpetrators vary as much as the victims they target. Like ther victims, fraud perpetra
tors come from every educational, geographica, racid, rdigious, gender, and socioeconomic
background.

Contrary to popular belief, most fraud perpetrators are not dinky, shady characters who per-
petrate their crimes under the cover of night. Today’s fraud perpetrators are often trained pro-
fessonals who are good a what they do—stealing money and assets from people. Fraud
criminds often do their homework by

Joining professond organizations,

Participating in community events (to legitimize their schemes and deveop trust with
potentia victims),

Keeping abreast of current events (to appear knowledgeable about cutting-edge tech
nologies, legitimate financid investments, and business practices), and

Assuming an “afinity” with their victims (empheszing their common age, culture, educa-
tion, race, or financid or socia status).

Their wegpon of choice is not agun or aknife, but dick publications, marketing materids, pro-
gpectuses, computer and communications technology, and well-rehearsed sdes pitches. Many
fraud perpetrators use their community and professond credibility and respectability to con,
swindle, and deceive family members, friends, business colleagues, and other members of the
community with whom they have formed ardationship.
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D. Types of Fraud

Long druggles to repair damaged credit reports and repay staggering debts can begin with
something as smple as a fraudulent phone cal offering pre-gpproved credit cards, free mer-
chandise, vacations, or credit for persons with less-than-perfect credit histories.

Crimes of fraud vary. Mog of us are familiar with crimes involving bogus vacation opportunities
or fly-by-night home repair companies. However, these highly publicized fraudulent acts repre-
sent only a small fraction of fraudulent practices. The creation of new fraud schemes is limited
only by the creativity of perpetrators, and Internet access has exacerbated the proliferation of
fraud schemes by expanding the potentia fraud audience.

Not dl fraud crimes involve the direct sdlling of goods to cusomers. The following are some
examples of common fraudulent practices:

Advance fee schemes

Mail fraud

Computer fraud

Hedth care

Insurance fraud

Penson and trust fund fraud

Credit card fraud

Check fraud

Charity fraud

Home repair schemes

| dentity theft

Land schemes

Embezzlement

Securities and investment fraud (including commodities fraud)

Tdemarketing fraud

Reverse mortgage fraud

E. The Hidden Cost of Fraud

The ravages of fraud crimes are clearly documented. At best, fraud crimes and fraud perpe-
trators leave people distrustful of legitimate business opportunities and investments. At worg,
fraud crimes destroy the financid and emotiond lives of victims. But steps can be taken to re-
duce the risk of fraud victimization and to address the needs of fraud victims
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Consumers can better educate themsaves about responsble business practices, in
creasing their ability to make sound purchasing and investing decisions.

The crimind and civil judtice systems can levy harsh punishments and financid pendties
againgt perpetrators, sending a clear message to other fraud perpetrators that these
crimeswill not be tolerated.

Society can look more favorably on victims of fraud to reduce the shame and guilt vic-
tims often fed. Society can dso provide responsive and supportive services as victims
seek to retain or regain their financid dability.
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1. The Critical Role of Victim/Witness
Coordinators in Providing Criminal
Justice-based Services to Fraud Victims

Victim/witness coordinators play a critica role in reducing the fear, stress, anxiety, and frustra-
tion that are often experienced by fraud victims whose cases are gpproved for prosecution.
One €ffective method is to provide information about the justice system and offer case status
updates. Another method is to provide fraud victims with referrals to governmental and com-
munity-based victim ass stance programs that provide additiona emotiona support and, in some
cases, financid assstance.

Some victims experience little anxiety about participating in the crimina justice syssem and do
not suffer substantia financia loss or emotiond trauma as aresult of afraud crime. Such victims
may need only minima services from the victim/witness coordinator. However, other fraud vic-
tims suffer such severe financid and emationd devadtation that a full range of victim-related
support and information services is required. This guidebook has been developed to provide
victim/witness coordinators with suggestions and recommendations to better meet the needs of
those victims. Therefore, where appropriate and alowed, victim/witness coordinators may wish
to congder providing the following crimind justice-rdated support and informationd services to
fraud victims

Notification of case status (confidentidity permitting), induding arrest; subsegquent bail
determination; dates, times, and locations of court proceedings; and information about
the conviction, sentencing, imprisonment, and release of the offender

Referras to agencies or organizations that provide menta hedth, financid, or socid
sarvices

Referrds to address credit repair, including creditor/landlord intervention where appro-
priate

Assgtance in making gppointments to speek with the Assstant U.S. Attorney handling
the case, where necessary and practica

Information about court gppearances (including the process for testifying, who will have
an opportunity to question the victim or witness, whether the defendant will be in the
courtroom, the likelihood of numerous continuances, etc.)

Courtroom tour, where practica
Information about being placed “on cal” for court attendance
Court accompaniment, where practical

Assgance in arranging travel to court for victims who live out-of-state or who, because
of age or disahility, require additiond transportation assstance
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Assistance, where practicd, in arranging child care or respite care (of a dependent
adult) to enable victims to attend court

Information on reimbursement for food, lodging, and trave-reated expenses (if these
costs are not paid directly by the government)

Information about submitting written victim impact statements and, where permissible,
ordly addressing the court at sentencing

Information about how to request and recaive reditution, including determining eligible
losses, submitting alowable losses to the court, amending redtitution ordered by the
court, and enforcing restitution orders

Information about enralling in the Bureau of Prisons Victim Natification Program, where
appropriate

Additiondly, fraud victims should recaive information about the federd crimind judtice system
and victims rightsin the justice process, as found under 42 U.S.C. 10606. Specificdly, victims
of afederd crime havetheright to

11-2

Be treated with fairness and with respect for their dignity and privecy;
Be reasonably protected from the accused;

Be notified of court dates, unless there are materia reasons why they should not be pre-
sent;

Be present a court hearings, unless their presence will materidly affect proceedings,
Speak with the government’ s attorney;

Learn of the offender’ s conviction, sentence, imprisonment, and release; and

Seek redtitution.
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l1l. Services for Fraud Victims

A. Emotional Support and Referrals

The tangible cost of fraud crime is eadly trandated into dollar amounts. Less easly measured,
and perhaps the most exacting cost of dl, isthe severe emotiond impact of fraud crime on many
of itsvictims. Such emationa harm can be caused by the victim's loss of the following:

Financid security

Family home

Busness

Inheritance

Children’s educationd funds

Professional or persona credibility
Crimes of fraud are persond violations and often evoke the following fedlings or emotiona re-
actions among their victims

Salf-doubt

Betrayd

Shock

Anger

Embarrassment

Dishdief

Blame
Additionaly, some victims experience such high degrees of shame, or fear about the loss of per-
sona and professond respect and credibility, that they choose not to disclose their victimization
to family members, friends, or professona colleagues. In someinstances, an elderly or disabled
victim’'s very independence is jeopardized, particularly if family members react to the loss by
having the victim declared legdly incompetent to handle his or her own financid &affars. Also,
victims family members and business associaes may be financidly exploited in a “domino ef-

fect” of fraudulent acts, resulting in increased fedings of guilt and blame for many fraud victims.
Clearly, the impact of financia crimes goes deeper than the loss of just money.
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1. Indicators of Emotional Trauma

Traditiondly, victim service providers and mental hedth practitioners have focused on the dev-
adating effects of violent crime. The long-term emotiona trauma of fraud crimesis not as eeslly
seen and measured as that of a physical injury, violent encounter, or continued fear for one's
persond safety. However, some of the same physiologica and emotiona effects experienced
by victims of violent crimes are also experienced by fraud victims. These are some of those
long-term effects”

Fedling of terror or helplessness
Rapid heart rate

Hyperventilation

Panic

Inability to eat or deep

Loss of enjoyment of dally activities

Depression

Short-term effects on victims include these:

Preoccupation with the crime (thinking about it a great ded, taking about it constantly,
replaying the crime, wondering what they could have done differently, etc.)

Inability to concentrate or perform smple menta tasks

Concern that other people will blame them for what has happened

Increased strain on persond relationships (even to the extent of divorce or withdrawal
of support)

In the extreme, fraud crimes have led some victims to attempt or succeed in committing suicide.

2. Services and Support That May Reduce Victims’ Stress and Anxiety

The following services and support strategies are not intended for dl victims, nor is it expected
that victim/witness coordinators will be sufficiently trained or experienced to determine the ap-
propriateness of, or to provide, direct counsding. Counsdling should be provided only by
mental hedth professonds. Thisinformation is provided, however, to dert victim/witness coor-
dinators to some of the possible emotiona service or referrd needs of fraud victims.

These are some of the genera, non-thergpeutic services that victim/witness coordinators can
provide to lessen or acknowledge the emotiond distress of fraud victims:

Expressing sorrow that the crime happened and asking how they can help

* Kilpatrick, Veronen, and Resick, 1979; Kilpatrick, Resick, and Veronen, 1981; Norris and Kaniasty, 1994.
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Paying close atention to Sgns of psychologica trauma, including words, statements, or
physica descriptors that imply hopelessness or depression, and, where appropriate,
providing referrds to menta hedth providers, spiritud counsdors, other human service
agencies, or support groups, epecialy those sensitive to the needs of fraud victims

Determining victims emergency housing, food, and financid needs and providing refer-
ralsto governmenta agencies or community programs that can help

Providing referras (including agency brochures and resources) to service programs that
can address the specid communication needs of victims who have diminished hearing,
sight, or menta capacity or who do not speak English

Inquiring about any specific fears or concerns victims may have about participation in
the justice process, paying specid attention to victims who are especidly fearful that
crimind judtice participation may result in the disclosure of the crime to family, friends,
professond colleagues, clients, or employers

Supplying information about credit counsding services, which help victims address
credit problems and formulate repayment plans and strategies

Providing information to reduce victims chances of revictimization

3. Identifying Appropriate Mental Health and Community Referrals

Victim sarvice professonds have long recognized the value of providing victims of violent crime
with appropriate referras for support and services outsde the scope of crimind justice-based
programs and services. Victims of violence realize numerous benefits from those referrds. Vic-
tim/witness coordinators must not overlook the vaue of amilar referras for victims of fraud.

Much of victim/witness coordinators work to establish a comprehensve referral base for vic-
tims of fraud can be drawn from referrd sources dready identified for victims of other crimes.
Egtablished referral bases should include basic governmenta and community-based programs,
agencies, and other entities that provide genera services and assstance to crime victims. Addi-
tiondly, a comprehensve referrd base should include contact information that provides the
agency name, address, phone number, contact person, hours of operation, fees (if applicable),
client digibility, list of program services, etc. Categories of referrds include these:

Mentd hedth counsding services (especidly on afree or reduced fee basis)

Emergency financia assstance for food, shdlter, medicd attention, utilities, and other
necessitates

Support groups

When seeking to identify appropriate menta hedth and financid assgtance referrds, vic-
tim/witness coordinators should consider the following agencies:
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Governmentd agencies, such as gate or locdly funded menta hedlth clinics and hedth
and housing agencies, that protect and serve aged or physicaly or mentdly disabled

persons,
Areaagencies on aging

Nonprofit victim advocacy groups, lega clinics, or volunteer programs (such as those
directed at the elderly)

Nonprofit mental hedlth agencies
Churches, community food banks, etc.

Utility companies (which may defer payments, consent to payment plans on ddinquent
accounts, or enroll qudified fraud victimsin “ utility-share” programs)

4. Determining Appropriate Referrals

Before referring fraud victims to a menta hedth agency or nonprofit support program, vic-
tim/witness coordinators may want to determine first that the agency

Undergands the emationd ramifications of fraud crimes (which may differ from the
emoationd ramifications of violent crime);

Provides services to victims of financid crimes (many nonprofits limit their services to
victims of violence); and

Where possible, provides speciaized programs that specifically address the needs of
fraud victims (such as support groups).

Ingppropriate referrds can sgnificantly heighten fraud victims' frustration and anxiety.

5. Additional Referral Needs

Some fraud victims have additiona referrd needs. For instance, some victims have limited ac-
cess to trangportation due to physica or financid restraints and will need trangportation asss-
tance to mentd hedth or financid assstance appointments. Victim/witness coordinators will find
it helpful to compile a ligt of volunteer agencies, cab companies, or community transportation
sarvices that provide door-to-door pickup for disabled victims or have reduced fees for indigent
victims.

Victim/witness coordinators dso play a vita role in the establishment of linkages between ed-
erly victims and loca governmenta and nonprofit agency programs and sarvices. The smple
act of linking service to victim can do much to improve the emotiond welfare of an dderly fraud
victim and could reduce the chance for fraudulent revictimization in the future.  Victimwitness
coordinators might wish to establish links with the following types of agencies:

Adult day centers

Area agencies on aging
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Home nursing providers
Volunteer programs that pair senior volunteers with senior clients

Adult protective service agencies

6. Locating Appropriate Referrals
Additiona sourcesfor gathering victim-reated referrds include these:

Locd prosecutors victim assistance units (many will have dready compiled an ex-
tensve referrd directory)

Victim assgance units of state attor neys general (some have funds tha provide vic-
tims of certain fraud crimes with financid assstance; for example, Maryland' s Office of
the Attorney Generd has afund for ederly victims of home repair schemes)

Local, sate, and nationd victim assistance networ ks

Locd, date, and nationa volunteer agencies, such as the American Association of
Retired Persons or loca senior volunteer centers

Interfaith administrative offices (which often maintain a regisry of loca churches,
synagogues, and other religious entities that maintain charitable funds to asss commu-
nity resdents)

Local and state professional licensing associations, such as the state association of
licensed thergpidts, physiologists, or psychiatrists, which may be able to name members
who sometimes provide counseling services free or a areduced cost

Hospital social workers, who often maintain databases of both governmenta and
nonprofit agencies tha provide housing, medical, and financid assistance to indigent or
other qudified citizens

State victim compensation programs
Loca and state law enfor cement agencies

County, state, and federal governmental agencies, such as the Socid Security
Adminigration and departments of socid services, human resources, housing, and
trangportation, which maintain registries of programs and services (for example, the
U.S. Department of Housing and Urban Development provides housing assistance to
elderly victims of certain fraud crimes)

Local sheriffs and police chiefs, who may be members of the TRIAD program, in
which the loca sheriff, police chief, and leaders of the older or retired community work
together to reduce the crimind victimization of older people

In fraud cases involving numerous victims in different jurisdictions throughout the nation, vic-
tim/witness coordinators should consider contacting the prosecutor-based victim assstance
programsin those jurisdictions to learn of loca programs and services.
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7. Assessing and Updating Referrals

The importance of gathering feedback on service referras must not be overlooked. Vic-
tim/witness coordinators should learn which agencies are best able to meet fraud victims' needs.
Some programs gather referral feedback by

Teephoning victims and asking about their satisfaction with the referrd,

Disseminating written surveys to victims to learn about their satisfaction with the referrd
agency, or

Disseminating written surveys to referral agencies to learn about their services, location,
and service population.

8. Establishing a Support Group/Counseling Program

In the past few decades, support groups addressing societal problems (gambling and acohol
and substance abuse), hedlth issues, and crime-related needs have proven to be invaluable for
dispensing emotiona support, sharing information, and seeking solutions to address various
problems. In the victim arena, homicide, rape, child sexud abuse, and domestic violence sup-
port groups have provided family members and victims with a forum in which to share common
experiences, fears, and concerns, heping to diminate fedings of londliness, shame, and fear.

Fraud strikes victims of al age groups and characterigtics. Victims are often linked by common
experiences and reactions basaed on their victimization. An effective srategy for addressng the
specid needs of fraud victims may be to establish a support group.

One way of reaching out to fraud victims is to increase opportunities that dlow them to help
themsdves. Unfortunately, many victims are too embarrassed to acknowledge their victimiza-
tion in a group setting.  Victim/witness coordinators may find it helpful to tak with support
groups such as Gamblers Anonymous and Alcoholics Anonymous to learn of their Strategies.

Egtablishing a fraud victim support group does not have to be time-intensive for victim/witness
coordinators, especidly if they bring loca menta health practitioners and prosecutor-based vic-
tim assistance providers together to set up the group. One reason for involving local prosecu
tor-based victim advocates is that many fraud crimes are prosecuted at the loca level, and many
local prosecutor-based programs provide services only to victims of violence. Support gleaned
from participation in a support group may be the only assstance loca fraud victims receive.
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9. Expanding the Support Group to Include Family Members

Congderation should be given to including family members and friends of fraud victims in sup-
port groups, asthey may have experienced emotiona trauma at the victimization of aloved one.
Additiondly, their participation may increase

Fraud victim participation,

Their understanding of the emotiona impact of fraud so they can better support the
fraud victim, and

Overdl community awareness of fraud.

10. Conducting the Support Group

A trained counsdlor should facilitate support group discussions. Counsdors should be familiar
with loca resources for assigting fraud victims. 1ssues which might be addressed in the sesson
can range from preventing revictimization to discussng fedings such as sdf-blame and a loss of
trust in others. In addition to counsdlors experiences, supportive listening from other fraud vic-
tims can help hed victims' psychologica wounds and rebuild confidence and self-esteem.

There are anumber of practica issuesto consider before establishing a fraud support group:
Finding ameseting Site (centraly located and easily accessible by public transportation)
Determining transportation needs (especidly of disabled or derly victims)

Naming the support group (for example, “Fight Againgt Fraud,” to remove some of the
stigma attached to support groups)

Identifying discussion topics and appropriate speskers (for example, addressing credit
problems, tax-related consequences of fraud, or participation in the crimina or civil jus-
tice process)

Developing a media dtrategy to publicize the support group (airing meeting dates, times,
and locations through locd radio, televison, and newspaper community calendars or
other public venues, or mailing promationa flyers to loca organizations, such as legd
ad clinics, chambers of commerce, churches, or other community gethering places)

Additiondly, victim/witness coordinators, law enforcement personne who investigate fraud
crimes, prosecutors, consumer protection agencies, nonprofit victim advocacy organizations,
and other appropriate persons should be included in the support sessions to provide the follow-
ing:
Training for group leaders on victim participation in the crimind jugtice process and
support services available from crimina justice personnel

Information about the investigation and prosecution of fraud cases, including redigtic
expectations for restitution and other avenues of financid recovery and the difficulty of
investigating and prosecuting mass victim cases
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Referrd information for emergency financid and emotiond support
Consumer protection tips and suggestions to reduce the likelihood of revictimization

Congderation should aso be given to including victims who have completed their participation
in the crimind justice process. No one knows better the emotiond and financid toll of fraud
crimes than those who have been victims in the past; however, care should be given to the se-
lection of appropriate victims who can serve in that capacity.

11. Locating Support Group Sponsorship

There are severd avenues that victim/witness coordinators can take in developing fraud support
groups. They may wish to work with agencies that aready facilitate support groups. Agencies
to consider include loca menta hedlth service agencies and nonprofit advocacy organizations.

Victim/witness coordinators may aso want to solicit sponsorship of fraud support groups from
sources not typicaly consdered. These sources might include the following:

Departments of psychology or schools of socid work in universities or colleges, where
graduate students may be willing to trade time for experience

Volunteer programs that focus on certain populations of citizens (for example, senior
Citizen centers or action organizations)

Consumer protection agencies, which may be willing to replicate the support group in
cities where they have affiliate chapters or offices

Professond associaions and licensing and regulatory agencies, which may be willing to
sponsor the support group to offset any reputation for fraud that their business or pro-
fesson may have

Many of these agencies adready produce vauable consumer protection training materials and
fraud derts and may be willing to make such resources available in mass quantities for inexpen
sve or free digtribution to support group participants.

B. Restitution

The payment of regtitution by perpetrators can mark the end of a financid nightmare for fraud
victims. To mogt victims, and fraud victims in particular, restitution not only serves to right a
wrong, it often dlows victims to return to whatever level of financid security they enjoyed be-
forethe crime.

However, in redlity, very few fraud perpetrators actualy pay restitution. Many perpetrators will
have spent the money and have no discernible resources with which to repay victims. In other
cases, perpetrators will have placed assets in the names of others or hidden money in offshore
accounts. Even if the court orders full redtitution to victims, the collection and distribution of
payments is often difficult, especidly if perpetrators are sentenced to long periods of incarcera

111-8 PROVIDING SERVICES TO VICTIMS OF FRAUD (7/98)



tion. Additiondly, victims not included in formd indictments are indligible to recaive any restitu-
tion unless their repayment is part of a plea negotiation.

1. Provisions Under the Mandatory Victims’ Restitution Act

Redtitution is commonly defined as the court-ordered repayment of victims' financid losses by
convicted defendants. The Mandatory Victims Redtitution Act (MVRA), enacted on April 24,
1996, as part of the Antiterrorism and Effective Death Pendty Act, reforms federd regtitution
and its enforcement. The Act’s purpose is “to ensure that the offender realizes the damage
caused by the offense and pays the debt owed to the victim as wdll asto society.” Severd pro-
vigons of the law represent sgnificant changes affecting fraud victims.

In federd crimes, such as mail or wire fraud, committed after the Act's enactment, the court
must order regtitution to each victim in the full amount of each victim’s losses, regardless of the
defendant’ s ability to pay. The only exceptions to this requirement occur if

The court makes a finding that the number of identifiable victims is too large, making
restitution impracticable, or

Determining complex issues of fact related to victims losses would complicate or pro-
long the sentencing process to a degree thet it outweighs the need to provide restitution.

2. Determining Restitution Awards

Mog fraud cases meet the requirements for mandatory redtitution. Moreover, under the
MVRA, very little of a crimind defendant’s property is exempt from seizure for retitution.
However, the following types of property are exempted:

Wearing apparel and school books

Fud, provisons, furniture, and persona effects up to $1,650
Books and tools of atrade, business, or profession up to $1,100
Unemployment benefits

Unddivered mall

Certain annuity and penson payments

Workers compensation

Judgments for support of minor children

Certain service-connected disability payments

Stipends earned under the Federa Job Training Partnership Act

3. Determining Victims’ Losses

Losses for which courts can order retitution ordinarily include these:
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Money logt directly in the fraudulent act

Expenses for travel to and from court proceedings (except where expenses were reim:
bursed by the government)

Child care
Lost wages
Payments for medica or menta health trestment for conditions caused by the crime

Victims of fraud crimes often incur additional expenses, outside of those listed above. How-
ever, the court is regtricted in the types of losses it can include in redtitution orders. Financid
losses that usudly cannot be included in the retitution order include these:

State or federd taxes, including interest, pendties, or fines
Unpaid or promised interest
Expenses for private legd representation

Feesfor tax advisors, accountants, or other professonas

4. Delaying Final Orders of Restitution

In rare ingtances, an identified victim can request that the Assstant U.S. Attorney or U.S. Pro-
bation Office inform the court that dl of his or her losses cannot be verified within 10 days of
sentencing and request that the issuance of the fina order of restitution be delayed. However,
victim/witness coordinators should not provide victims with this option routingly, as its gpplica-
tion can affect the appedls process and delay the start of the sentence.  Victim/witness coordi-
nators should consult, and receive approva from, the Assstant U.S. Attorney before they notify
victims of thisoption. Victims should be advised that courts grants these delays only in the most
extreme cases.

5. Amending Orders of Restitution

Some losses may become known well after sentencing. Identified victims can petition the court
for an amended redtitution order within 60 days of learning of additiond, qudified financid
losses. An amended regtitution order may be granted only upon a showing of good cause for
faling to incdlude the losses in the victims' initid dam for redtitution. Victims should be advised
to contact an attorney, the probation officer, Assstant U.S. Attorney, or victim/witness coordi-
nator to learn of the procedures necessary to file such a petition. Victim/witness coordinators
should first contact the Financid Litigation Unit, EOUSA, or other appropriate agency before
advising a victim about requesting an amendment. For example, in cases where provisons un-
der newly enacted laws affect the standing restitution order, victim/witness coordinators should
advise victims to seek private counsel before proceeding with arequest for amendment.

6. Collecting Information on Victims’ Financial Losses
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Upon the request of a probation officer, but no later than 60 days from the date initidly set for
sentencing, attorneys for the government (most often Assistant U.S. Attorneys) provide proba
tion officers with aligt of victims financid losses. These losses are indluded in probation offi-
cers pre-sentence investigative reports, which are presented to the court for review prior to
sentencing. A pre-sentence investigative report provides the court with information about a de-
fendant’s persond, educationa, and crimina background, as well as specific information about
the current crime, including the physicd, emationd, and financid impact on the victim.

Before submitting pre-sentence investigative reports to the court, probation officers are re-
quired, to the extent practicable, to provide dl identified victims with this information:
Conviction of the offender, including charges
Amounts subject to retitution, according to the U.S. Attorney
Scheduled date, time, and place of the sentencing hearing

Opportunity for the victim to submit information about his or her financid losses
(through avictim impact statement)

Avallability of alien infavor of thevictim

Opportunity to file, with the probetion officer or the court, a separate affidavit relaing to
the amount of the victim’s losses subject to restitution

7. Restitution Payment Plans and Options
After reviewing the pre-sentence report and victims' reported losses, the court determines the
amount of redtitution owed to each victim and establishes how restitution will be paid. The court
congders the total amount of restitution, number of victims, and defendant’ s assets when deter-
mining how regtitution should be paid.
Under the new MVRA, the court may order payment in these forms

Single, lump-sum payments

Partid payments at specified intervals

In-kind payments (return of property; replacement of property; or, with victims ap-
prova, services rendered to the victims or another person or organization)

Combinations of payments a specified intervas

The datute seems to prefer immediate payment. If the court finds that the interests of justice
require other than immediate payment, the payment schedule shal be the shortest time in which
full payment can reasonably be made.

8. Restitution Based on Victims’ Financial Needs
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If more than one victim sugtains a loss requiring restitution by a defendant, the court may con-
Sder the economic circumstances of each victim when setting the order and method of payment.
Victim/witness coordinators play a criticd role in derting probation officers and attorneysto the
direfinancid circumstances of avictim so the court can consider ordering payment to him or her
first. If more than one defendant is convicted and contributed to victims' losses, the court may
make each defendant ligble for the full payment or may apportion liability to reflect each defen
dant’ s economic circumstances and level of contribution to the crime.

Additiondly, the MVRA requires that direct victims of the fraud receive redtitution before the
government (where it is dso a victim) or any source of collaterd payment, such as insurance
companies or reparation boards.

9. Effects of Other Financial Recovery on Court-Ordered Restitution

A redtitution award must be reduced by any amount the victim later receives as compensation
for the samelossin afederd or Sate civil proceeding.

10. Changes in Defendants’ Economic Circumstances

After sentencing, if a materid change in the defendant’s economic circumstances affects his or
her ability to meet redtitution obligations, the court can modify the payment provisons of the
regtitution order. Changes in a defendant’s economic circumstances can be brought to the
court’ s attertion in these ways.

By the defendant, who is required to notify both the court and the U.S. Attorney’s Of-
fice

By the government

By thevictim

After the court has been notified of a defendant’s changed economic circumstances, the Attor-
ney Generd must notify victims of those changes. Therefore, victim/witness coordinators should
advise victims to tell them of any address changes so the coordinators can notify the Financia
Litigation Unit and the Clerk of Court. A defendant’s liability to pay redtitution lasts for 20
years from the date of the judgment or, if adefendant goesto jall, for 20 years after he or sheis
released. However, the lidbility also terminates on the death of the defendant. The government
is responsible for monitoring and enforcing the restitution order until the defendant’ s liahility ter-
minates.

Victims should be advised that if they learn of any changes in defendants economic circum-
stances, they should notify the U.S. Attorney’ s Office that handled the prosecution of the case.

11. Distribution of Restitution
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For crimes occurring after April 24, 1996, the U.S. Clerk of Court is charged with the collec-
tion and digtribution of redtitution. It isimportant that victim/witness coordinators advise victims
of their responghbility to notify the Clerk of Court or U.S. Atttorney’s Office, depending on loca
practice, of any change in their mailing address while restitution is till owed to them, pursuant to
18 U.S.C. § 3612 (b)(1)(6). Victim/witness coordinators should provide victims with the cor-
rect change-of-address forms or tell them how to request such forms.

12. Damage Awards Made to Prisoners

Victim/witness coordinators should be aware of a statute that may provide an additiond avenue
for the collection of court-ordered redtitution for some victims. Specificdly, the law dates,
“Any compensatory damages awarded to a prisoner in connection with a civil action brought
agang any Federd, State, or locd jall, prison, or correctiona facility or againg any officid or
agent of such jail, prison, or correctiond facility, shall be paid directly to satisfy any outstanding
restitution orders pending againg the prisoner. The remainder of any such award after full pay-
ment of al pending regtitution orders shal be forwarded to the prisoner.” Pub. L. 104-134,
Titlel, 8101, 110 Stat. 1321-77, codified as a note under 18 U.S.C. § 3626.

13. Nonpayment of Restitution

Severa sanctions can be imposed if the defendant does not comply with the retitution order. It
may comfort the victim to know that the court may take these steps:

Revoke the defendant’ s probation or other supervised release.
Modify the terms of the defendant’ s probation or supervised release.
Re-sentence the defendant.

Hold the defendant in contempt of court.

Enter arestraining order or injunction.

Order the sdle of the defendant’ s property.

Accept a performance bond.

Adjust the defendant’ s payment schedule.

14. Suggested Victim Service Strategies

Victimwitness coordinators may wish to consider taking the following steps to help victims with
redtitution:

Inform victims of the need to collect documents that subgtantiate their financia losses.
These are some of the types of relevant documentation:

- Receiptsfor cash, stocks, bonds, €tc.
- Bank and investment statements
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- Insurance and mortgage premiums

- Money orders

- Cashier’schecks

- Canceled checks

- Trave-rdated billsfor court gppearances (if not paid by the government)
- Statement of lost wages from employers

- Billsfor medicd services and counsding

- Other written correspondence from the defendant that would verify the scheme or
loss

Help victims complete restitution worksheets, where practical.

Consult with prosecutors and probation officers to ensure that dl identified victims are
listed in restitution paperwork and that the full amount of restitution is ordered.

In cases where a plea agreement will be accepted, work with prosecutors to ensure al
identified victims (and where gppropriate, unidentified victims) are listed in the agree-
ment, dong with provisons for the payment of full regtitution to victims.

Work with prosecutors to develop protocols by which to identify victims who have the
greatest financia need so defendants can be ordered to pay redtitution to those victims
fird.

Provide victims with an impact Satement, explain how it will be used and presented to
the court, and inform victims of their right to attend and to request to spesk a sentenc-
ing events.

Inform victims that al changes in address should be directed to the victim/witness coor-
dinator, who will forward them to the Financid Litigation Unit and the Clerk of Court.
Liens attached to the defendant’s property may be used to satisfy the regtitution debt,
and these liens are enforcegble for 20 years from the time an offender is released from
prison.

Provide victims with information about the procedures required to amend restitution or-
dersin the event they discover financid losses after the determination of the origina res-
titution order.
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Promising Practices in Restitution Recovery and Perpetrator Asset
Identification

The Office for Victims of Crimeis currently funding a demongtration project, through
a cooperative agreement with the Executive Office for United States Attorneys and
the U.S. Attorney’s Office, Northern Didtrict of Cdifornia, to provide innovative
sarvices to victims of fraud crimes. This project is expected to enhance prosecuto-
rid effortsin the early identification of defendants assets and the return of these as-
ssto victims. Enhanced services to victims of fraud include these:

Hiring an assat investigative advocate to asss in the recovery of assets So-
len by fraud defendants and to help with other forms of financid recovery

Hiring a support advocate to help the victim/witness coordinator provide in
formation and notification services on case Satus

Developing an informationd brochure for fraud victims that explains, in de-
tall, the process of federd redtitution, including the collection process, aswell
asvictims rightsin the restitution process

Deveoping atraining manud for federal prosecutors regarding the identifica-
tion, location, and preservation of defendants assets on behdf of fraud vic-
tims

Deveoping internd guidedines for providing comprehensve sarvices for vic-
tims of financid fraud

The demongtration project was designed to alow for easy replication in both state
and federd prosecutors officers. Project-related resources will be made available
by the Office for Victims of Crime. For additiona information about the project or
the projected date of resource distribution, please contact Laura Federline in the
Federd Divison, Office for Victims of Crime.

Remind victims of their right to request that the Clerk of Court issue an abdract of
judgment certifying that a judgment has been entered in favor of the victim in the amount
specified in the restitution order. This abstract of judgment can be registered, recorded,
docketed, or indexed according to the rules and requirements of the state where the
digrict court is located. This abstract of judgment then becomes a lien on the defen-
dant’s property in the state where the digtrict court is located to the same extent as a
judgment of a Sate court in that Sate.

C. Asset Forfeiture

Federd forfeiture laws dlow the government to forfeit property involved in certain federd
cimes. In the case of fraud offenses, crimind forfeiture is governed by federd RICO and
money-laundering datutes, and civil forfeture is governed by money-laundering statutes. The
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laws dso permit the Attorney Generd, through a designated officid, to pardon (forgive) the
property after it is forfeited and direct it to victims. Victims of federd fraud crimes may have a
legitimate clam to this pardoned property. Due to recent changes in Department of Justice for-
feiture regulaions, victims can petition the Attorney Generd, FBI, DEA, INS, or the agency
inititing the saizure to recover some or al of their financia losses caused by the fraud. Crimind
investigations often include efforts to identify and seize property for forfeture.

The federa government attempits to notify victims of thar right to petition for the forfeited prop-
erty, but because of the nature of the crime, some victims cannot be identified and contacted.
Victims who learn of the forfeiture through other sources, such as the media, can gtill petition for
return of their loss. Because the petition must be filed prior to the disposd of the forfeited
property, the victim should contact and submit a petition to the agency managing the forfeiture
as soon as possible after receiving notice of the forfeiture.

By petitioning, the victim (or “petitioner™) is asking the government to return the money lost asa
result of the fraud crime. Returning the full amount is called remission of the loss, while returning
some is a mitigation of the loss To remit, the government officid must find that the petitioner
did not contribute to, participate in, benefit from, or act in a willfully blind manner toward the
commission of thefraud crime. Even petitioners not meeting these criteriawill be consdered for
mitigation. Victims should be aware, however, that there is no absolute legd right to participate
in the digtribution of the forfeited assets. When the losses of victims are greater than the vaue of
the forfeited property, the victims will receive a pro rata amount of the totd.

A pdtition for remission or mitigation of forfeiture often incdludes the following items of informa-
tion:

Amount of money lost and copies of documentation to support the loss

Detalls about the crime and how the petitioner was a victim of the crime

Statement explaining that the petitioner played no part in the commission of the crime

Statement that the petitioner does not have insurance or other means to recover the
amount of the loss sought

Precise description of the forfeited property

The petitioner should contact the federd seizing agency that investigated the violation or the
U.S. Attorney prosecuting the case to obtain information about the forfeited property, such as
when and where it was seized and the statute alowing the government to forfeit it. If the pro-
ceedings were held in court, the federd court and docket number should aso be obtained. A
sample petition form is included in Appendix B. Where appropriate, victim/witness coordina
tors should hdp victims fill out the form. References to forfeture regulations that permit victims
to file a petition are dso included in Appendix B.

1. Case Studies
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Although forfeiture can be a dow and frudtrating experience for victims, it isworking in a grow-
ing number of cases. Congder these two examples:

On December 20, 1990, Aaron Keith Lovett was convicted in the Western District of
Oklahoma of interstate transportation of fraudulently obtained funds, money laundering,
and monetary transactions in property derived from unlawful activity. Mr. Lovett took
money from the bank accounts of Rubylea Hall, his nearly blind and sickly 82-year-old
grandmother, by withdrawing money personally and by utilizing letters signed by Mrs.
Hall directing the banks to close her accounts and release the money to Lovett. Mrs. Hall
denies signing the documents allowing the transfer of funds. With these funds, Lovett
purchased a house and several vehicles. Mrs. Hall filed a claim to the property bought
with the fraudulently acquired funds. The court awarded Mrs. Hall $76,031.89, which
was forfeited from the bank account of Mr. Lovett; a 1990 GMC pickup truck valued at
$15,000; a GMC Suburban valued at $17,000; and real property appraised at $118,000.

On February 18, 1992, John G. Westine, Jr., was convicted in the Southern District of
Onhio of wire fraud, mail fraud, money laundering, and inter state transportation of goods
acquired by fraud. Mr. Westine, through a telemarketing scheme that sold shares of non-
existent oil and gas interests, defrauded numerous individuals out of approximately $3.2
million. He purchased several assets with the proceeds of hisillegal activities, including a
parcel of real estate in Malibu, California. These assets were seized in the criminal case,
under criminal forfeiture provisions, and subsequently were forfeited. Approximately 90
victims of the fraud filed petitions in the ancillary forfeiture proceeding. The final order
of forfeiture ordered a sale of the forfeited assets and pro rata distribution to the 90
claimants.

The following table summarizes other recent examples of successfully forfeited assets returned
to fraud victims. These cases, retrieved from the files of the Department of Justice, may provide
further ingght into the amount of money victims can recover through forfeiture. In these exam-
ples, the mechanisms used to return funds to the victims varied, and included dtipulations, plea
agreements, and the petition for remisson or mitigation process.
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Examples of Forfeited Assets Returned to Fraud Victims

Type of Scam

Number of Victims

Amount Recovered and
Returned to Victims

money fraudulently withdrawn one $226,031.89 in funds and

from bank accounts property

“full coverage’ insurance which 2,500 $600,000 digtributed in

coa miners did not receive varying amounts

telemarketing scheme that sold 90 $3.2 million divided pro rata

shares of nonexistent oil and gas among the 90

companies

sdle of cars with rolled-back 20 $23,425 plusvaue of a

odometers house distributed in varying
amounts

purported purchase of luxury not available in excess of $2,790,000

automobiles, never ddlivered to

customers

office supply fraud not available $3.5 million divided among
victims

loans never received in fraudulent 440 $250 returned to each

brokering services ($120,090 tota)

consumer fraud scheme 1,300 $745,034.74 divided among
victims

bank fraud in 72 countries thousands $600 million seized to date,
to be digtributed to victimsin
varying amounts

fraudulent billing practicesin 26 $75,710.90 to be distributed

trucking companies

in varying amounts

2.

Suggested Victim Service Strategies

Victim/witness coordinators may wish to help victims gether informetion for incluson on the pe-
tition for remission or mitigation of forfeiture. Needed information may be gathered from court
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documents, especidly information that may not be known to victims, such as details of the crime
and information on the forfeited property. Victim/witness coordinators should provide asss-
tance in the completion of the petition for remisson or mitigation of forfeiture, where practicd.
A sample petition can be found in Appendix B.

D. Civil Actions®

Victim/witness coordinators, within the bounds of office or agency policy, are idedly suited to
build bridges of information, knowledge, and understanding between crime victims and the jus-
tice process. By establishing rgpport with victims, coordinators play a critica role in encourag-
ing them to seek information about important crimina judtice-related subjects, rights, and reme-
dies. However, many jurisdictions, and prosecutors officesin particular, prohibit victim/witness
coordinators from providing victims with information about their right to pursue avenues of civil
recovery.

Prosecutors reluctance to incorporate civil recovery information in their victim assistance policy
may come from a feding tha civil litigation is outdde their expertise. That is understandable.
However, smply providing information that in no way promises or implies a successful outcome,
refers lega representation, offers legd advice, or judges the appropriateness of a case should
not compromise the integrity of prosecutors offices or victim assistance personnel.

While this section advocates sharing information on the civil justice process with gppropriate
victims, its does not suggest that victim/witness coordinators provide lega advice or act inde-
pendently in determining the gppropriateness of such areferra. Rather, victim/witness coordi-
nators should act in tandem with Assstant U.S. Attorneys in determining if cases may in fact be
gopropriate for civil litigation, epecidly in cases where no crimina action will be taken.

Additiondly, the information contained in this section is limited to civil actions initiated due to
fraudulent acts.  This information is not intended to be a comprehensive overview of the civil
process, rether, it is intended to inform the reader of other options available to fraud victims in
the recovery of financid losses.

1. Civil Recovery: An Important Tool in the Recovery of Financial Losses

Today, civil courts are more digposed than ever to extend favorable consideration to victims
remedies againgt perpetrators or againgt third parties whose negligence caused or exacerbated
their victimization. Many of the legd issues involved in civil litigation remain somewhat a mys-
tery, amply because the law tends to be technical and difficult for the average person to under-
gand. Asaresult, while many victims have a generd feding thet the legd system provides them
with various rights and remedies, they may not understand those rights.

® Portions of this chapter have been adapted from OVC's National Victim Assistance Training Academy
Manual, developed by the Victims' Assistance Legal Organization, National Crime Victims Research and
Treatment Center, Medical University of South Carolina, and California State University—Fresno, 1996.
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Knowing of their options and rights to pursue civil recovery is criticd for fraud victims for a
number of reasons:

In cases where victims will not be listed on crimind indictments, their ability to recover
lossesin the crimind justice processis limited at best. Civil recovery may be their only
option for financid recovery. This is especidly important in fraud crimes where hun-
dreds or thousands of victims may be affected.

In cases where the U.S. Attorney’s Office declines the prosecution of a case, civil re-
covery may bethe only legd avenue avictim hasto pursue financia recovery.

Thereis no certainty that dl financid losses will be known & the time crimina cases are
settled and redtitution is ordered. Nor is it certain that judges will agree to amend
ganding restitution orders.  Civil recovery may provide victims with an additiond legd
avenue to collect full financia losses.

Under the Mandatory Victims Redtitution Act of 1996, only certain losses can be
compensated. Civil recovery may provide victims an opportunity to collect losses not
congdered in crimina cases, such as interest; pendties; fines, or fees for tax advisors,
accountants, or other professiond services.

Victims who have suffered great emotiond trauma can seek additiond financid remu-
neration through awards of punitive damages, which are not dlowed in the crimind jus-
tice process.

Because the investigation of fraud crimes can be complex and lengthy (especidly in
cases of mass victimization or where defendants have holdings offshore), victims who
wish to pursue civil recovery may be excluded from doing so due to statutes of limita-
tions. Armed with information about their option for civil recovery, victims can move to
initiste civil actions in atimely manner or petition the court to toll or stop the Satute of
limitations.

Victims can consult with avil atorneysto learn if they have legd standing to initiate civil
actions againgt individuds or entities (third parties to a civil action) in addition to defen-
dants (firgt parties) in an effort to pursue full or additiond financia recovery.

2. Overview of the Civil Process

There are saverd basic differences between crimina and civil actions. One differenceisthat in
cimind proceedings, the date is the plantiff because criminad defendants violate date laws
when they injure their victims.  Private citizens do not prosecute crimina actions. However, in
civil matters, victims are required to initiate the actions, and such actions must be filed within a
specified time frame (datute of limitations). Civil actions do not result in the incarceration of
defendants but are limited to ng monetary damages.

Pre-trial Proceedings. To initiate a civil action, plantiffs file a complaint in avil court dleging

they were injured by the wrongful, unlawful conduct of the defendant. Defendants must respond
to the alegations within a certain time or default judgments are entered againg them. While the
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complaint need not be formd or daborate, it must set forth enough information about the alega
tions that defendants can properly prepare a defense.

Once a defendant has answered a complaint, the defendant may file a responsive pleading,
asking the court to dismiss the case because of procedurd deficiencies in plaintiffs pleadings.
A lack of jurisdiction, improper service of process, statutes of limitations, or subgtantive legd
defenses would be examples of responsive pleadings. Other examples include pleadings that no
duty was owed to plaintiffs or that the victims' losses are not the legd liahility of the defendant.

Defendants can file other motions that may result in the dismissal of the case before trid. For
example, the defendant could argue that even if plaintiffs alegations are taken astrue, the law is
such that defendants cannot be held liable. These types of motions (caled demurrers) ask the
court to digmiss the charge through summary judgment. If the court grants such motions, the
plaintiffs lose the opportunity to continue the case or to present evidence. Jugt as in crimind
actions, the court’ s rulings are dmost always apped able.

After the civil court has ruled on prdiminary motions, and if the plaintiff’s case has not been
dismissed due to various legd motions, pretrid preparations begin. Those preparations include
performing legd research, investigating the facts and circumstances of the case, interviewing wit-
nesses, obtaining relevant documents, and taking depostions from dl parties to the civil action,
where appropriate.

Civil Trials. Once the case has been thoroughly researched, and if it has not been settled, it
goesto trid before ajudge or jury. At the trid, witnesses are called, and both the plaintiff and
defendant introduce evidence. Often, evidence that is not admissible in crimind actions (such as
illegdly seized evidence) may be admitted in acivil action.

Another difference between crimind and civil actionsis thet in a civil action, a judge or jury is
only required to find the defendant responsible “by a preponderance of evidence” or 51 percent
of the evidence presented. In crimind actions, the judge or jury’s burden of proof is “beyond a
reasonable doubt.”

If the defendant prevails, the matter is over unless the plaintiff gopeds. If the plaintiff prevals,
the judge or jury may award damages and the matter is over unless the defendant appedls.
Judges and juries hearing civil actions have extremdy far-ranging discretion in assessng dam:
ages and avards. Asin acriminal action, the judge or jury can award compensatory damages
to remburse plaintiffs for ther actud losses (akin to regtitution). Unlike a crimind action, civil
suits can go farther, as judges or juries can punish defendants by ng punitive damages for
the harm they have caused plaintiffs.

Civil Judgments. Judgments are the forma recordings of verdicts and awards in civil actions.
They are usudly enforceable in the courts of other states through the “full faith and credit” clause
of the U.S Condtitution. (To ensure enforcement in other states, where alowed, victims are re-
quired to register abdtracts of judgment in the counties in which they beieve defendants have
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red propety or holdings) Judgments for willful and maicious acts, like mogt judgments
awarded to violent crime victims, cannot be discharged (or removed) through bankruptcy.®
However, thisisacomplex subject, and expert lega opinion should be sought if the issue arises.

3. Other Civil Recovery Options

Third-Party Civil Actions. In some cases, victims can file additiond civil complaints aganst
individuas or entities that may have legd culpability for the unlawful actions of the defendarnt.
Such civil actions are commonly caled third-party suits. Most often third-party suits originate
when victims file a complaint that the third-party litigant is jointly or soldy responsible for the
defendant’s ability to gain access to them through willful negligence or other conduct that as-
gded or faclitated the victimization. Examples of third-party litigants may include banks or
mortgage and insurance companies.

Small-Claims Court. In cases where the amount of financid loss fdls below a certain dollar
amount, victims can file suit for remuneration in small-clams court. Because each Sate sets dif-
ferent limits on smdl clam actions, victims should seek legd counsd or contact the Clerk of
Court in the jurisdiction in which the action will be filed to learn of actud dollar limits. Some
jurisdictions set amounts as low as $500, while others set limits as high as $5,000. In many ju-
risdictions, plaintiffs need not be represented by legal counsel and can conduct the proceedings
themsdves. Ladly, in most smdl-clams courts, filing fees are waived if plantiffs can show
proof of indigence. Once again, victims should be advised to check with the Clerk of Court to
determine specific requirements.

4. Sources for Collection of Civil Judgments

Winning the civil suit is only haf the bettle. The other haf conssts of collecting court-ordered
judgments from defendants. The scope of sources for the collection of civil judgments is as
broad as the ingenuity of those who are assisting the victim, mogt often attorneys specidizing in
cvil actions. The following are some examples of sources of judgment collection; however, this
is not an exhaudtive list. Please note that many of these sources can aso be pursued in collect-
ing court-ordered restitution as well.

Income. Depending on individud State laws, victims and their atorneys can look & defen
dants sources of income for possible collection of judgments. The following sources should be
considered:

Wages

Benefits (penson payment, annuities)
Unearned income (dividends, interest, gifts)
Dishursas from trust funds

® Carrington and Rapp, Victims' Rights, pp. 5-22.
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Tax refunds

Government entitlements

Payouts from life insurance policies
Property and Holdings. Victims and their atorneys will want to examine defendants prop-
erty and holdings when attempting to collect civil judgments. These assets may include the fol-
lowing:

Persona property (cars, boats, jewdry, furnishings)

Redl property (home, land, rentals)

Future interest in readl and persond property through wills, trusts, etc.

Interests in partnerships (especialy doctors and lawyers)

Bank accounts

Financid holdings (stock, bonds, mortgages)

All other debts owed the perpetrator
Windfall Assets. When attempting to collect civil judgments, victims and their atorneys

should be mindful of unusud Stuations whereby defendants come into sums of money that no
one could have anticipated. Examples of windfals include these:

Lottery, sweepstakes, or other winnings
Sudden, unexpected inheritances
Vduable inventions or patent royalties

Family Wealth. Some defendants, while not especidly wdl off at the time of the litigation, may
receive money in the future because they come from wedthy families. An example of future
judgment collectibility might involve an established trust from which a defendant stands to benefit
in the future.

Insured Defendants. A dgnificant but often overlooked option for judgment collection in-
volves insured defendants. persons who are covered by insurance policies that may, in certain
indances, provide funds from defendants insurance carriers with which to satisfy civil judg-
ments. Insured defendants often include physcians, attorneys, investment bankers, registered
security and commodity traders, red estate and land agents, financia advisors, accountants, in-
Surance agents, etc. Three conditions must be met in order to collect from insurance carriers:

Defendants must be insured.
Thelr policies must provide coverage for whatever they did to the plaintiffivictim.

The insured defendant must have been found to be liable to the plaintiff, or at leadt, the
insurer must decide that settling the case will be in the company’ s best interest.
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Insurance carriers have no desire to protect insured clients from their own willful, crimind be-
havior. Consequently, dmogt dl policies contain exclusons for wrongs that are expected or
intended by the insured. The insured's policy must be reviewed carefully by an atorney well
versed in avil litigation of insured defendants.

E. Reparation Boards and Administrative Action Review
Committees

In certain ingtances, victims (known as complainants) may be digible to seek financid recovery
by filing a complaint with governmental or state agencies that regulate the actions of licensed
professonds. Consumer complaints for losses caused, in the opinion of the victim, by improper
actions or conduct on the part of the licensed or regulated professond can be filed for consd-
eration of financid remuneration. Consumer complaints or disputes may be reviewed, investi-
gated, and resolved by a reparation board or through an adminigtrative action review commit-
tee. The purpose of reparation boards and administrative action review committees is to
resolve consumer complaints in an inexpensve, expeditious, far, and impartia forum. Such
complaints may result in the following:

Findings of no responsibility on the part of the licensed professiona

Recovery of financia losses by the complaining consumer

Revocation, suspension, or other sanctions againgt the professiona’ s license

1. Filing a Complaint or Claim for Reparation or Administrative Action

Thefiling requirements for a complaint or clam vary for each regulatory agency. At aminimum,
cdams mugt normaly show the following:

The individua (known as the respondent) against whom the recovery is sought was
registered with the regulatory agency at the time the dleged violation occurred.

The complaint was filed within a specified period.
Respondents are not in bankruptcy or receivership proceedings.
Financial losses do not exceed the cap on reparations or administrative actions.

The clam (or complaint) is not being considered in arbitration or acivil court.

2. Legal Representation

The need to hire an attorney varies with each case. Many reparation boards or adminidrative
action review committees alow victims to represent their own interests throughout the entire
process, especidly if the financid lossis low and the facts of the clam are sraightforward. In
other cases, the reparation board or adminigtrative action review committee will advise victims
to hire legd representation. Many reparation boards and adminigirative action review commit-
tees provide legd counsd to explain complaint procedures and hearing proceedings.
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3. Costs Associated with Filing Complaints or Actions

Once again, the fees and costs vary with each reparation board or adminigrative action review
committee, but there is normdly a nomind filing fee to initite complaints or actions. This
amount can be a set fee or can be pro-rated based on the amount of damages or financid re-
covery sought. Filing fees are normdly awarded as costs if the outcome favors the victim.
Sometimes awards include victims' legal costs and travel-related costs, but not normally.

4. Reparation or Administrative Action Process

The process of adjudicating complaints filed with reparation boards or adminidtrative action re-
view committees is Smilar to that of civil court proceedings, but it is often more informd. After
acomplaint isfiled, it is sent to the respondent for an answer. Upon receipt of the respondent’s
answer, a screening committee reviews the daim to verify that dl digibility requirements are met.
The case is then referred to ether a judgment officer (who usudly hears cases with smdl finan+
cid losses or undisputed daims) or an adminigrative law judge (who usudly hears complicated
cases or those that may result in large awards).

Each party is responsible for gathering evidence to support his or her own case and for re-
gponding to discovery requests.  After discovery is completed, written facts are reviewed to
determine if an ord hearing iswarranted. If the complaint is sraightforward or if the respondent
fals to answer the complaint, the judgment officer may issue a summary judgment (in favor of
ether party), and the case is settled.  In more complicated cases, a formd hearing (normally
conducted as a public hearing) is st before an adminidtrative law judge, and dl facts surround-
ing the complaint are reviewed. At the conclusion of the presentation of evidence, both parties
have an opportunity to file post-hearing comments and to reply to the other’s comments.  After
review of these filings, the adminigrative law judge renders his or her decison in writing. Deci-
sgons of the adminidrative law judge are gppedable if the complaint is heard in aformd hearing.
Appeals can be heard within the reparation board or forwarded to the U.S. Court of Appeals.

5. Length of Time for Resolution

Jug asin the arimind and aivil judtice system, the time from the filing of a complaint to forma
dispogtion can vary. Cases are, however, normaly disposed of sooner than those in the justice
process.

6. Distribution of Financial Awards

If the findings of the reparation board or adminidrative action review committee go againg the
respondent and he or she is assessed monetary pendties, the respondent will have a specified
time in which to pay the complainant, unless the finding is appeded. If the respondent hasfailed
to pay the victim by the required settlement date, his or her license may be suspended until
payment is made. Awards by reparation boards and administrative action review committees
are enforceable as liens in the Didrict Court where the respondent lives or has a principal place
of business.
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7. Counter-suits

Respondents are alowed to counter-sue consumers, but only based upon the facts of the com+
plaint.

8. Identifying Reparation Boards and Administrative Action Review
Committees

Victim/witness coordinators should consder making contact with state and federd regulatory
agencies that oversee professiona licensng and review to determine the existence of reparation
or adminigrative action review committees, dong with information about digibility requirements
and filing procedures. Victim/witness coordinators may wish to include agencies such as these:

Federd securities and commodity trading commissions, such as the Commodity Futures
Trading Commission, which has a reparation board for handling and resolving consumer
complaints (Three Lafayette Centre, 1155 21st Street, N.W., Washington, DC,
20581; 202-418-5250)

State agencies regulating the licenses of building contractors, insurance agents, red es-
tate agents, accountants, tax advisors, investment bankers, financia planners, etc.

The U.S. Attorney Generd’s Divison of Fraud and Consumer Protection, which has
information on dtate recovery funds, such as the Cdifornia Department of Red Edtate
Recovery Fund (919-227-9789)

Nationa and dtate Better Business Bureaus (Nationa Council of Better Business Bu-
reaus, Inc., 4200 Wilson Blvd., Suite 800, Arlington, VA 22203-1838; 703-276-
0100)

Federal Trade Commisson

Victim/witness coordinators may aso wish to cdl the Federd Government Information Center
(800-688-9889) for assistance in obtaining appropriate government agency phone numbers.

Additiondly, victim/witness coordinators may wish to share with each other the contact infor-
mation they collect concerning reparation and adminidtrative actions. This practice will help to
ensure that victims who reside in one part of the country but have cases originating in other parts
of the country are well served.
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V. Support Services to Address Credit
Problems and Prevent Revictimization

Asadirect result of fraud crimes, many victims face additiond financid burdens as they druggle
to pay not only their own debts, but debts incurred, indirectly or directly, by perpetrators of
fraudulent acts. Thus, many victims experience credit problems and, consequently, damaged
credit ratings.  In some ingtances, fraud victims are forced to declare bankruptcy to relieve
themsalves of fraudulent debts.

Victim/witness coordinators play a pivotd role in relaying information to victims on a variety of
victim-related support services. Victims' need to receive information about available options for
addressing credit problems is perhaps the second mogt critically needed victim assistance serv-
ice, and it is usudly needed as soon as the crime has been detected. The need for emergency
financid referras was discussed in Section 111 of thisguide. The present section focuses only on
service drategies and support services that address credit problems arising from crimina vic-
timizations. The following information will provide victim/witness coordinators with an overview
of severd options that can help victims begin to address credit problems.

Victim/witness coordinators should adso be aware that VOCA funds now can be used to pay
for the development of fraud victim support programs and services. In some cases, VOCA
funds can be spent on emergency financia assstance relaing to consumer credit counsding and
on other forms of assistance on behaf of the victim with creditors and employers. (Please see
Appendix A of this guidebook for additiona information.)

A. Addressing Credit Problems—Strategies for Victim/Witness
Coordinators

While victim/witness coordinators are not expected to perform credit repair tasks that are the
responsibility of victims, coordinators can nonetheless give specid assgtance to victims in dire
financid circumgances. Victim/witness coordinators may wish to asss victims by taking these
Steps.
Providing them with information about credit repair options, including contact informa-
tion for nationa credit reporting agencies and Consumer Credit Counsdling Services (a
free credit counsding service)

Providing victims with a letter verifying they are innocent victims of afinancid crime (for
inclusonin the victim’s credit file, where appropriate)

Contacting employers to minimize the loss of pay or benefits due to victims participa-
tion in crimind justice-related hearings and proceedings (see sample letter in Appendix
B)
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Contacting creditors and landlords to verify that victims have in fact been crimindly vic-
timized and asking that creditors and landlords work with victims to defer or modify
payments (see sample letter in Appendix B)

Providing victims with sample letters for notifying creditors and credit bureaus of their
victimization

Egtablishing a contact a each of the three nationa credit bureaus—Experian, Equifax,
and TransUnion—to learn of dl available services for victims (knowing a specific per-
son for the victim to contact at these agencies may make it easer to report cases of

credit fraud and provide a smooth trangtion while the victim'’s credit problems are being
addressed)

Providing victims with copies of certified redtitution orders, liens, or judgments for inclu-
soninther credit files

B. Addressing Credit Problems—Strategies for Victims
Victims can take severd steps to addressthelir credit problems:

1. Contact Creditors Directly

In many ingtances, if victims contact creditors (and in some cases collection agencies) immedi-
ately upon learning of a change in their ability to pay debts, the result may be a reduction, modi-
fication, or deferra of credit card or loan payments.

2. Consult with a Credit Counseling Service
Services provided by credit counsding services typicaly include these:

Negotiating with creditors to consolidate or reduce payments or interest, especidly on
unsecured debts such as credit cards and persona loans

Deveoping payment plans based on victims' ability to pay

Providing advice about other options for repairing credit, such as documenting fraud
victimizations in national and locd credit reports

Some credit counseling services provide their services for free, while others may charge hefty
fees Consumer Credit Counsding Service (CCCYS), the nation’s largest (and no-cost) nor-
profit credit counsding service, has branch offices located in most metropolitan aress. Victims
should conault their loca telephone directories for the nearest CCCS office or cdl the nationd
toll-free number, (800) 388-CCCS, to learn the location of the nearest office.

Loca Better Business Bureaus and local credit reporting agencies are dso good sources for
consumer counsding referrals.
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3. Work with Credit Reporting Agencies

Being a victim of crime normally does not relieve a person of the obligation to pay both legiti-
meate debts and the debts caused by fraudulent acts. Victims should obtain copies of their credit
reports, from both nationa and locd reporting agencies, for severa reasons.

To learn whether negative ratings appear on credit reports. If so, victims can filea
written explanation of the crime, or payment difficulty, for inclusion in the report. While
explanations will not result in the removd of negative credit raings, they do provide
creditors with information for future credit decisons.  Victims should submit written
gatements to both locad and nationa credit reporting agencies, as many do not share
credit information.

To learn whether continuing debt is being incurred as a result of fraud. It is not
uncommon in credit card fraud for perpetrators to use victims' persond information to
secure additiond credit in victims names over along period, especidly if they have not
been identified or arrested. Nor is it uncommon for fraud perpetrators to sdll victims
persond information to other criminds. By reviewing credit reports routingly, victims
will be able to uncover additiona fraudulent acts without long delays.

In cases where a perpetrator has been identified and convicted, victims should submit copies of
restitution orders, liens, or other orders of judgment againgt the perpetrator for their credit files.
Copies of these orders will add legitimacy to victims written explanaions of payment difficul-
ties.

Victims should be warned of companies that clam the ability to remove negative ratings from
credit reports. These companies normaly charge high fees for their services, which basicaly
amount to making a payment on the debt, with little or no impact on the credit rating. Nothing
(except errors by creditors or credit bureaus) erases negative ratings from a credit report but
the timely repayment of dett.

4. Assistance from Credit Card Fraud Units Housed in National Credit
Reporting Agencies

Each of the three most frequently used nationa credit reporting agencies has a credit card fraud
unit. Ther contact information is as follows:

Equifax Experian Trans Union Corporation
P.O. Box 740256 P.O. Box 949 P.O. Box 6790

Atlanta, GA 30374 Allen, TX 75013 Fullerton, CA 92834
Fraud Assstance Unit: Consumer Fraud Assistance Unit: Fraud Assstance Unit:
(800) 525-6285 (800) 682-7654 (800) 680-7289
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The most common service offered by these fraud units is placing a “block” on a victim's credit
files so that when new applications for credit cards are received, they are rgjected until the vic-
tim is contacted to verify that he or she actualy applied for the cards.

Requesting a block on one's credit file is not redtricted to credit reporting agencies. Victims of
credit card theft, credit card fraud, or persond identity fraud should contact individua credit
card companies where they have exigting accounts and request that smilar flags be placed on
their account records.

In addition to blocking new credit gpplications, victims can request to be notified if charges to
their credit cards exceed usud spending patterns.  American Express does this as a matter of
course. Other companies require awritten request to provide such notification.

Victims should request the names of those individuas or companies that have asked for a copy
of their credit report in the last Sx months to determine the legitimacy of the request. Victims
should also ask credit reporting agencies how long a credit file block is left in place and what
procedures must be followed to extend it.

Depending on the nature of the fraud, victims may not be held financidly ligble for the debts in-
curred as a result of the fraudulent act.  Victims should contact fraud assistance units, credit
card companies, lending inditutions, or an attorney to determine if they are in fact exempt from
the debt.

C. Strategies to Help Prevent Revictimization

Fraud criminds rdentledy target and retarget ther most vulnerable victims, often sdling
“sucker” ligts to other perpetrators. It may be difficult to understand how someone could re-
peetedly give money to con artists, but for some victims, responding to fraudulent offers or in-
vestments is a reptitive form of behavior—much like an addiction. For others, such as londly
elders, the only form of socid contact they have may be with fraudulent telemarketers, and ex-
perienced con artigs target them for just that reason. These individuas need help to break the
continuing cycle of victimization.

To reduce fraud victims chances of being targeted and defrauded by criminds again, vic-
tim/witness coordinators can suggest severd drategies. In addition to those dready mentioned,
the following Strategies may help:

1. Remove Victims’ Names from National Mailing, Marketing, and Phone
Lists

Victims should be advised to send a written request to have their names removed from nationa
mailing and phone ligs. Written requests should be mailed to the following:

Mail Preference Service Telephone Preference Service
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Direct Marketing Association Direct Marketing Association
P.O. Box 9014 P.O. Box 9008
Farmington, NY 11735 Farmington, NY 11735

Requests may take severd months to process. A sample letter requesting the remova of vic-
tims names from mailing or phoneligsisincuded in Appendix B.

Victims wishing to remove their names from marketing and pre-gpproved credit card offer lists
maintained by Equifax, Experian, and TransUnion should be advised to mail their written request
to the following:

Equifax Experian TransUnion Corporation
P.O. Box 740256 P.O. Box 949 P.O. Box 6790
Atlanta, GA 30374 Allen, TX 75013 Fullerton, CA 92834

2. Change Phone Numbers

Sometimes a fraud victim, especidly avictim of tedemarketing fraud, may want to change his or
her telephone number or get an unlisted number. To change a telephone number, the fraud vic-
tim should cal a cusomer sarvice representative a the locad phone company, explain the cir-
cumstances, and ask that the number be changed. Teephone companies usudly change the
number once a no charge for fraud victims and may charge $20 or more to change the number
a subsequent time. The change usudly becomes effective within 24 hours. The victims should
aso ask the phone company about other options, such as how to trace cdls from persstent
telemarketers. When appropriate, victim/witness coordinators should write letters on behaf of
victimsto verify that they arein fact victims of fraud crime.

3. Contact Creditors to Close Accounts

When an account has been used fraudulently, the victim should contact the creditor immedi-
atedy—first by phone, then in writing—to request that the account be closed and that a flag of
“closed by consumer request” be placed on it. Replacement cards with new account numbers
should be requested at that time.

4. Changing Personal Identifiers

Victims can request that fraud assistance units in nationa credit reporting agencies, as well as
individua credit card companies that maintain their own credit accounts, change their persond
identifiers or add additiond persond identifiers, such as a name other than the victim’'s mother’s
maiden name. That way, if old persond identifiers are used, fraud assstance unit personne will
automatically be aerted to fraud.
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Additiondly, victims should be advised not to release socid security numbers, credit card num-
bers, or bank account numbers without firgt verifying the legitimacy of the requesting individua

or agency.

5. Restrict Address Changes

Victims can a0 request that national and loca credit reporting agencies make no address
changes to credit files without first contacting the victims to confirm the requested changes. It is
not uncommon for identity thieves to submit new credit gpplications with a different address. In
doing so, they are able to redirect billing notices and pre-gpproved credit card offers, increasing
the likelihood that victims will remain unaware of new credit accounts until the perpetrators have
amassed staggering debts and new identities.

6. Routinely Review Credit Files

Victims should review loca and nationd credit files routindy so that crimes of identity fraud can
be spotted quickly. Victims who have been denied credit are entitled to receive a free copy of
their credit report. Victims may be assessed a fee for additiona reports. Beginning October
1997, victims of identity theft are entitled by law to receive an annud credit report free of
charge.

7. Maintain Files of All Financial Transactions

Victims should keep files of dl financid transactions, including dl credit applications, requests
for credit file blocks, and changes of persond identifiers.

8. Notify Banks and Other Lending/Investment Institutions

Victims should cancel checking, savings, and investment accounts and obtain new account num
bers. They should ask that their new persond identifiers be used to verify al transactions.
Stop-payments should be placed on any outstanding checks or payments, and creditors should
be notified of the reissuance of payments. Victims should not forget to cance ATM cards and
request new ones with new identifiers.

9. Report the Fraudulent Use of Checks to National Check Verification
Companies

Victims should report the fraudulent use or theft of checks, dong with the closed account num-
ber, to companies that contract with retail establishments to verify checks. Such companies in-
clude these:

CheckRite: (800) 766-2748
Chexsystems: (800) 428-9623
Equifax: (800) 437-5120

V-6 PROVIDING SERVICES TO VICTIMS OF FRAUD (7/98)



Nationa Processing Company: (800) 526-5380
SCAN: (800) 262-7771
Telecheck: (800) 710-9898

10. Reject and Report “Recovery Room” and Other Financial Recovery
Schemes

Previoudy victimized persons should be warned about “recovery room” schemes, which falsdly
offer victims a way to recover their losses from fraudulent acts—for afee. Victims should be
indructed that if contacted by an individua claming he or she can help recover their losses, e-
ther with or without a request for payment, victims should immediately notify their case agent,
the prosecutor handling their case, or the victim/witness coordinator. Federd and State justice
agencies do not charge fees to recover victims losses. Most often the person contacting the
victim is a confederate of the origind crimind. It is not uncommon for fraud criminas to pass
dong their lig of fraud targets to other criminals.

Occasondly, victims may be contacted legitimately by a representative of a reparations board
or Sate agency that helps victims recover their money, but normdly such contact is initiated by
victims. Victims should be warned to contact their case agent, prosecutor, victim/witness coor-
dinator, or the state agency being represented to determine the legitimacy of the representative.
Many fraud criminas operate in organizations with names that sound like those of government
agencies.

11. Use Consumer Protection Agency “Fraud Alerts”

Victimwitness coordinators should provide victims with contact information to receive fraud
derts and other fraud-related promotional materias from consumer protection groups, such as
the National Fraud Information Center of the Nationa Consumer’s League (800-876-7060).
Through consumer protection agencies, victims can find out about current scams and tips and
report fraudulent activities. (Contact information is found in Appendix C.)

12. Change Social Security Number

This action should be used only in extreme cases of identify theft, where victims credit is so
badly associated with bad checks and credit that repair is unlikely no matter what. Victims
should contact the Socid Security Adminigiration to request a new number. Victim/witness co-
ordinators should advise victims to provide their new number to dl credit grantors, credit re-
porting agencies, insurance carriers, employers, state and federd taxing agencies, and depart-
ments of public safety (if the socid security number is used as the driver’s license number).
Afterwards, victims should review their socid security benefits annudly to ensure that they have
been properly credited with benefits transferred from their old accounts to their new ones. Vic-
tims should request such statements from their local office of the Socid Security Administration.
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V. Managing Mass Victim Cases

Perhaps a victim/witness coordinator's most challenging responsbility is the coordination of
meass victim cases. Such cases are common in fraud crimes and can involve hundreds or even
thousands of victims. Noatification challenges are heightened when victims are spread over the
entire country. Additiondly, many fraud investigations involve multiple jurisdictions and investi-
gative agencies, compounding the difficulty of obtaining victims contact information. It is not
aurprising that the ddivery of even the most basic victim services in such cases can be over-
wheming.

Severd drategies have proven successful for victim/witness coordinators who must manage
mass victim cases.  Some drategies require the purchase of equipment or the contracting of
services to sreamline the notification process. Others Smply involve old-fashioned ingenuity.

A. Automated Victim Notification

Automated victim notification programs enable registered victims to access court-related infor-
mation 24 hours a day, seven days a week, with a smple phone cdl to a nationa cal center
established by the vendor. Such programs work by establishing interfaces with existing case
documentation systems located in prosecutors offices, court clerks offices, and detention fa
cilities and then downloading the information into databases housed in the vendors' cal center.

Automated victim natification systems dlow severd options. They can rdate the offender’s
custody status (and even warn of an offender’s escape from custody) and provide court dates,
times, locations, cancdllations, and postponements. They can impart that information via an out-
going phone cdl or by producing and digtributing notification letters to registered victims. (See
sample letters and forms in Appendix B.) In addition, victims can usudly cdl the sysem on a
toll-free number. Information is normaly provided in a number of languages.

An added benefit of automated programs is that they eiminate the redundant entering of case
information by multiple agencies. Victims can be entered into the system as early as their of-
fender’s arrest, and they can update their persona contact information—by phone—throughout
the progress of the case, including prosecution and incarceration.

B. Coordination Between Probation and U.S. Attorneys

Provisons under the Mandatory Victims Redtitution Act require the U.S. Probation Depart-
ment to notify victims of the following:

Defendants  convictions

Victims right to submit financid loss statements for restitution consderation, including
the probation officers forma requests for these losses
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Thetime, date, and location of sentencing
Other information pertaining to restitution and sentencing

To reduce the duplication of work, victim/witness coordinators may wish to consder working
with probation officers to determine the appropriateness and feasbility of including other infor-
mation in notification correspondence to satisfy both the agencies mandates for notification and
victims need for comprehensive case-relaed information.

C. Use of Provisions Found Under 18 U.S.C. 3555, Order of
Notice to Victims

Provisons of this Satute provide that the court, when imposing a sentence on a defendant who
has been found guilty of an offense involving fraud or other intentionaly deceptive practices,
may order (in addition to the sentence) that the defendant give reasonable notice and explana
tion of the conviction, in such aform as the court may approve, to the victims of the offense, not
to exceed a cost to the defendant of $20,000. The notice may be ordered to given by mail, by
advertising in designated areas or media, or by other appropriate means.

Recently, the U.S. Attorney’s Office, Northern Didtrict of Cdifornia, used this provison to re-
quire the defendant in a telemarketing/direct mail scheme to provide case settlement notification
to hisvictims as part of the plea agreement.

D. Toll-Free Numbers

Some victim/witness coordinators have found it helpful to obtain atoll free (800 or 8388) tele-
phone number that allows victims to access pre-recorded information about scheduled court
proceedings, cancellations, and postponements. The use of a toll-free number requires that the
recording be continuoudy updated by program gtaff, but it can be an effective tool when indi-
vidud cdls to victims are not possble. Notice of the number should be included in any initid
victim contact correspondence.  Victim/witness coordinators who wish further information
should contact the Executive Office for United States Attorneys (EOUSA).

E. Equipment Designed for Mass Mailings

Direct-mail advertisers use machines to fold, staple, and process thousands of |etters per hour.
Machines are avallable that can fold, insert, label, and sort bulk mail. Similar equipment could
be purchased for use in mass victim notification. Victim/witness coordinators may wish to con
tact direct mail advertisers or the U.S. Postd Service to learn about mass mailing equipment and
obtain vendor contact information.
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F. Sharing of Computerized Victim Contact Data

Victim/witness coordinators should consder asking case agents to place the names, addresses,
phone numbers, and amounts of financid losses (and ages if victims are ederly due to specid
sentencing enhancements, where appropriate) of al victims and witnesses on computer as they
are identified. The computer file should be shared with everyone in the system, including the
Financid Litigation Unit, Clerk of Court, and Probation Department.  Files should be updated
and digtributed when there is new victim contact information or when new victims are identified.

G. Generalized Notification Materials

Some victim/witness coordinators have found postcards useful for sharing court-related infor-
mation with large numbers of victims. Postcards diminate the need to stuff envelopes, reduce
the cost of postage, and are easily duplicated at locd copy centers. Computer-generated ad-
dress labels addressed to “Victim/Witness,” rather than to the individuad, may aso speed the
notification process.

H. Private Sector Contracts

Some victim/witness coordinators have contracted out notification tasks to private sector mailing
sarvices After Sgning awaiver dating that dl information will be kept confidentid, the mailing
service should be given a computer file containing victims names and addresses, dong with the
information to be ddlivered, and should print out a hard copy for the victim/witness coordinator.
Victim/witness coordinators should, however, check their individud office' s policy before em-
barking on a private contract. Such contracts may not be alowed.

If contracting out natification tasks is dlowed, victim/witness coordinators may wish to consder
contracting with loca senior citizen centers or programs for the disabled (Goodwill, for exam:
ple). These programs often fold, stuff, labd, and affix postage &t competitive prices.

. Other

In some jurisdictions, victim/witness coordinators provide court notification and case Satus up-
dates through newdetters written and distributed by victims. Others seek donated newspaper
gpace to print hearing dates and case outcomes (especialy if the scam was origindly advertised

in the newspaper).

Victim/witness coordinators might want to explore using the World Wide Web or eemall to en
hance victim natification. Using this technology, case information can be placed on specidly
designed websites so victims with computer capabilities can access court status information.

Other victim/witness coordinators have redized successful results from sdecting one victim to
represent a large number of victims, in order to reduce the numbers of victims spesking at sen
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tencing events, especidly when the mgority of victims are confined to one geographicd jurisdic-
tion.
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VI. Networking for Effective Service
Delivery

In generd, victim/witness coordinators are severely burdened with growing caseloads, a lack of
program or adminigtrative staff, and numerous job-related duties. Such congraints leave vic-
tim/witness coordinators little time to establish programs and services to meet the growing needs
of fraud victims. Cases involving fraud make victim/witness coordinators  jobs even more diffi-
cult, especidly when those cases involve thousands of victims.

Victim/witness coordinators can employ severd effective strategies to enhance their services to
fraud victims. Coordinators can network with members of the community and dlied professon-
dsto learn of appropriate referras, and they can establish loca or regiond task forces to ad-
dress voids in victim assstance programs and services. This section provides effective drate-
giesto do both.

A. Benefits of Networking

Networking dlows victim service providers and, in particular, victim/witness coordinators to
take advantage of opportunities to meet and work with a variety of professona and community
colleagues, dgnificantly enhancing their &bility to do the following:

Learn of new or enhanced victim-related referrals.
Learn of underserved populations or changing victim needs.

Address voids in fraud victim assstance services through partnerships with community-
based victim service programs and government agencies.

Provide training to dlied crimind justice professionas, community-based service pro-
viders, medica and mentd hedlth practitioners, community resdents, and others about
the financid and other needs of fraud victims,

Increase their exposure to modd programs and services.

Gain accessto avariety of victim-related resources, publications, and service drategies.

B. Establishing Networking Connections
There are numerous ways to hook into established networks. Suggested avenues include these:

Attending a monthly meetings of locd civic organizations, chambers of commerce, and
professona associations

Joining state and nationa victim assstance professond organizations
Serving on the boards of community-based service programs
Volunteering
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Serving on crime-related task forces
Attending crimina justice-rdated meetings and training events
Joining speskers bureaus

Attending locd, dtate, regiond, and nationa victim assstance conferences, seminars,
and workshops addressing a variety of victim-related topics and populations, such as
elderly, disabled, or other vulnerable victims

Networking provides victim/witness coordinators with other opportunities as well:

Increased underdanding of the nature of crimind victimization (genera or crime-
gpecific) by dlowing for interactions with a variety of professond disciplines, philoso-
phies, and work experiences

Professond growth through attendance at training conferences

Sharing of work-rdated experiences through membership in state and nationd victim
assstance professiond organizations

C. Using Network Connections to Enhance Services to Fraud
Victims
If networking efforts are successful, victim/witness coordinators will have created vauable new

contacts to draw upon to enhance program servicesto victims of fraud. Examples of usng net-
work contacts to enhance fraud victim servicesinclude these:

Asking accountants, credit counsdors, and others identified through networking efforts
to spesk at informationa workshops, addressing fraud victims most common concerns,
such as “How to Address Credit Problems’ or “Fraud Victims State and Federd Tax
Lighilities’

Identifying programs and services through volunteer agencies that provide “companion
services’ and other servicesto ederly crime victims

Learning of job training programs for displaced homemakers or retired seniors who
must re-enter the job market due to their victimization

D. Establishing a Fraud Victim Task Force

Without a coordinated community gpproach to serving the informationa, emotiona, and finan-
cia needs of fraud victims, a fragmented gpproach to service ddivery islikely to occur. Thisis
unfortunate because fragmented approaches often dlow for the duplication of some services,
while dlowing other victim-related service needs to go unmet. The establishment of community
or regiona fraud task forces is one way to achieve comprehensive victim-related services and
reduce the chances of a fragmented service approach.
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Task forces can be developed by bringing together representatives of interested groups in area
wide meetings to explore new ways to work for fraud victims. An added benefit is that the en-
tire workload does not fal on any one person.

1. Task Force Goals

Ovedl gods can vary from group to group. However, meeting the needs of fraud victims
should be one of the primary gods. Task force gods relating to victim service needs should be
fourfold:

Assess the emotiond, financid, and informationd sarvice needs of fraud victims.

Assesslocd, gate, and regiond governmenta and nonprofit agencies and programs that
currently provide services or support to fraud victims.

|dentify gaps in current programs and services.
Determine how best to address those gaps.

2. Task Force Membership

A fraud victim task force should include a mix of governmenta and community-based profes-
sonds and officias, community leaders, members of the public, and victim representatives o
that a variety of expertise and experience can be drawvn upon. Members might include the fol-
lowing:

Prosecutors (county and federd)

Law enforcement officers (city, county, and especidly those who work with ederly vic-
tims through such programs as TRIAD)

Federd case agents

Prosecutor-based victim assstance professionds (county and federal)

Police chiefs

Sheriffs

Probation and parole officers (county, state, and federal)

Judges (county and federd, representing both criminal and civil courts)

Elected officids (mayor, county commissioner, county executive, city council members)
Representative of the State attorney generd’ s division of economic or consumer fraud
Community-based victim assstance representatives

Consumer protection agency representatives

Better Business Bureau representatives

Aging and adult protective service representatives
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Consumer credit counseling representatives
Media representatives
Senior citizen organization representetives

Loca business leaders (especialy those in businesses affected by fraud crimes, or those
who can provide free or reduced services such as printing)

Nonprofit organizations (epecidly those that ded with consumer fraud and eder
abuse)

Rdigious leaders

Fraud victims

3. Task Force Organizational Structure

Some task forces serve as one body to address al issues surrounding the primary subject area.
Others create subcommittees to look at particular issues or concerns in depth and then report
back to the full task force with findings or aplan of action. Task force structuring that dlows for
subcommittees lets members select issues related to their area of expertise or interest and make
subgtantia contributions quickly.

Specific subcommittees for afraud task force might include the following:

Vi-4

Public Awareness and Education Committee—develops public awvareness and edu-
cation campaigns to prevent fraud. The committee aso works to raise understanding,
among other victim service agencies and the generd public, of fraud crimes and the
emotiond and financid impact to victims and the larger community. Public awareness
and education campaigns can dso be useful in reducing the socid sigma that many
fraud victims experience.

Legidlative Committee—tracks state and federal Satutes pertaining to fraud crimes to
dert interested parties of changes that may affect mandated programs and services.

Prevention Committee—creates opportunities, usng promotional materias, to reduce
the prevdence of fraud victimization. Opportunities include hosting community or re-
giond citizen forums, digtributing fraud derts to target victim populaions, and arranging
agpeskers seriesto address topics relevant to fraud crimes.

Victim Assistance Committee—tracks emerging trends in the delivery of services to
fraud victims, assesses current victim assstance programs, and develops and imple-
ments service programs to meet new or emerging victim assistance needs.

Training Committee—devel ops strategies to train community service providers and a-
lied crimind justice professonds (judges, probation and parole officers, prosecutors,
case agents, and others) about the effects of fraud victimization. Additionally, the com-
mittee develops and implements locd, state, or regiona fraud-related training confer-
ences.
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Financial Remuneration Committee—seeks model program services to increase vic-
tims opportunities for financia recovery.

4. Additional Task Force Benefits

Task forces can aso help raise public awareness about the overdl issue of fraud and, in par-
ticular, its devastating financia and emotiond impact on victims. Task forces can do so by re-
leasing their findings and recommendations to locd, state, and regiona media, such as newspa-
pers and televison news programs. Task force findings should also be distributed to at least the
fallowing:

Locd, date, and regiond dected officids
Professiona associations
State bar associations

Medica, insurance, red edtate, contracting, investment, and other locd and date li-
censing boards

Credit reporting agencies
Allied crimind judtice professonds

Governmenta agencies with mandates to serve specific populations, such as the dderly
or disabled

Nonprofits and other community-based programs that provide direct services to crime
victims
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Appendix A
How Victims of Crime Act (VOCA)
Funds May Be Used to Assist Victims of
Financial Fraud

The Victims of Crime Act (VOCA) authorizes the Office for Victims of Crime (OVC) of the
U.S. Department of Justice to administer grants to the states for victim services and victim com+
pensation. Although VOCA funds may not be used to compensate victims of fraud for their
financia or property losses, VOCA funds may be used to provide such victims with services to
help them obtain justice and hedling. VOCA defines“ services’ as effortsthat

Respond to the emotional and physical needs of crime victims,
Assist victimsof crimein stabilizing their lives after a victimization,
Help victims understand and participatein the criminal justice system, and

Provide victims of crimewith a measure of safety and security.

OVC dlows each date grantee the latitude to determine how VOCA victim assstance grant
funds can be used most effectively. The digibility requirements for organizations receiving
VOCA funds may be found in sections 1V.B and 1V.C of the 1997 VOCA Victim Assistance
Final Program Guidelines.

In response to comments from VOCA victim assistance and victim compensation program ad-
minigtrators, victim service providers, representatives of nationa victim organizations, elder
sarvices agencies, and other victim advocates, the revised Guidelines, published in April 1997,
encourage states to fund new or expanded services for victims of fraud and economic exploita
tion. Theamended language of the Guidelines does the following:

Expands the definition of “ victim” to include victims of financial crimes. In Sec-
tion |, Background, the definition of “crime victim” has been modified to “a person who
has suffered physica, sexud, financia, or emotional harm as a result of the commission
of acrime” Although VOCA-funded programs cannot be used to restore the financia
losses suffered by victims of fraud, victims are digible for the counsding, crimind justice
advocacy, and other support services offered by VOCA-funded victim assistance pro-
grams.

Expands the definition of “elder abuse” to include economic exploitation and
fraud. In the Program Requirements section of the Find Guiddines (IV.A.4.) describ-
ing grantee digibility requirements, the definition of “abuse of vulnerable adults’ now in-
cludes the mistrestment of older persons through economic exploitation and fraud.

Expands the definition of “ previously underserved” priority areas to include vic-
tims of fraud crimes. The Program Requirements section (1V.A.4.) also states that an
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additional 10 percent of each VOCA grant will be dlocated to crime victims who were
“previoudy underserved.” These underserved victims may include victims of economic
exploitation and fraud.

A. Direct Services
VOCA grant funds may support direct services for fraud victims, such as the following:

1. Immediate Health and Safety

Services that respond to the immediate emotiond and physica needs of crime victims (excluding
medica care) are digible for support with VOCA victim assistance grant funds. Examples in-
clude criss intervention; hotline counsdling; and providing emergency food, clothing, transporta-
tion, and shdlter (section IV.E.1.a).

2. Mental Health Assistance/Support Groups

Counsding, on ether an individud or group bass, may help some fraud victims and their family
members understand their victimization and stabilize their lives after the experience. Grant funds
may be used to pay for individuad counsding, fraud support groups, and therapy (section
IV.E.1b.).

3. Respite Care and Serving Victims with Disabilities

Assgtance with participation in crimind justice proceedings can be paid for with VOCA funds.
These may include the cost of caring for a child or a dependent adult so that a victim can attend
court. Funds may be used to purchase items such as Braille equipment for the blind or
TTY/TTD meachines for the desf, or to make minor building improvements that make services
more accessible to victims with disabilities (section IV.E.1.c. and IV .E.2.d.).

4. Credit Counseling Advocacy or Other Special Services

VOCA funds may be used to help crime victims manage the practica problems created by vic-
timization. One example would be acting on behdf of the victim with other service providers,
creditors, or employers (section IV.E.1f.).

5. Restitution Advocacy

Redtitution advocacy on behdf of specific crime victims is now an dlowable activity under
VOCA grants. Redtitution advocacy can include the cost of purchasing, developing, printing,
and digtributing regtitution information for victims.  Victim/witness coordinators may prefer to
hold a meeting with a group of fraud victims or develop aforma program to discuss the restitu-
tion process, such as a one-day restitution clinic or workshop (section IV.E.1.c.).

6. Public Presentations
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Grant funds can be used to support presentations that are made in community centers, nursing
homes, and other public forums and that are designed to identify fraud victims and provide or
refer them to needed services. Specificdly, grant funds can be used to cover presentation ma-
terids, brochures, and newspaper notices about the event (section IV.E.2.k.).

7. Advanced Technologies

The use of computers and automated victim notification systlems can draméticaly improve the
ability to reach and serve fraud victims (section 1V.E.2f.). In purchasng these technologies
with grant funds, gpplicants should describe the following:

How the computer equipment will enhance servicesto fraud victims
How it will beintegrated into or enhance the exidting system

Cogt of ingalation

Cod of training aff to use the computer equipment

Ongoing operationd codts, such as maintenance agreements and supplies, and how
these additiona costs will be supported (property insurance is an alowable expense, as
long as VOCA funds support a prorated share of the cost of the insurance payments)

B. Assistance
VOCA grant adminigrative funds may asss fraud victims through the following:

1. Training

VOCA funds can be used for training direct service providers, such as socid service workers,
adult protective service providers, and menta health and medical professionds about the nature
of financid fraud and the needs of itsvictims.

2. Publications

VOCA funds can be used to purchase, print, or develop publications such as brochures, train-
ing manuds for service providers, or victim services directories. For example, VOCA funds
could be used to trandate and print informational brochures to assst non-English spesking vic-
tims of finandid fraud.
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Appendix B

Sample Letters

The following pages contain sample letters for use by fraud victims and victim/witness coordi-
nators. The first eght letters are for use by victims” The next 13 letters are models that vic-
tim/witness coordinators can follow.

A.

E A

© N o O

=

Letters for Use by Victims

Request to Be Removed from Mailing Lists
Request to Be Removed from Phone Lists
Letter to Credit Reporting Agencies (Initial Letter)

Letter to Credit Grantors (Including Creditors, Banks, Department Stores,
Utility Companies, and Investment Firms)

Letter to Collection Agencies

Notification to General Creditors to Flag Account
Bureau of Prisons Notification Request

Petition for Remission or Mitigation of Forfeiture

Letters and Forms for Use by Victim/Witness Coordinators

Post-Sentencing Disposition Letter to Victims with Findings of Guilt

Guilty Verdict/Victim Impact Statement/Sentencing Notice to Witnesses and
Other Interested Parties

Notification to BOP of Victim Request

Confirmation to Victim of Receipt and Forwarding of BOP Notification
Request

Request for Inmate Status—State Custody
Not-Guilty Verdict Letter

Notice of Arrest

Notice of Indictment

Notice of Arraignment

Notice of Trial

. Letter to Employer on Behalf of Victim or Witness for Any Scheduled Court

Event
Abstract of Judgment
Petition for Remission or Mitigation (Cover Letter to Non-Owner Victims)

" Some of these letters were adapted from the book From Victimto Victor: A Step-By-Step Guide for Ending
the Nightmare of I dentity Theft by Mari J. Frank (Laguna Niguel, CA: Porpoise Press, 1998).
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A. Letters for Use by Victims

1. Requestto Be Removed from Mailing Lists

[Date]

Mail Preference Service
Direct Marketing Association
P.O. Box 9014

Farmington, NY 11735

Dear Sir/Madam:;

| am writing to request that my name be removed from any and dl mailing lists for unsolicited
malil, effectiveimmediatdly. | am currently recaiving unsolicited mail at:

[Name]

[Address|

[City, State and ZIP code]

Other persons living & this address who aso request that their names be removed immediately
from any and dl malling ligs are [Names of family memberg]. If this request is not sufficient for
removing my name or those of my listed family members, please notify me promptly of any other
procedures | need to follow. | can be reached at the address listed above. Thank you for your
attention to this matter.

Sincerdly,

[Signature of victim|

[Printed name]
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2. Request to Be Removed from Phone Lists

[Date]

Telephone Preference Service
Direct Marketing Association
P.O. Box 9008

Farmington, NY 11735

Dear Sir/Madam:

| am writing to request that my name be removed from any and dl phone ligs for unsolicited
telemarketing phone cdls, effective immediately. | am currently receiving unsolicited telephone
cals at [Area code and phone number].

Other persons living at this address who dso request that their names be removed immediatey
from any and dl phone ligts are [Names of family memberg]. If this request is not sufficient for
removing my name or those of my listed family members, please notify me promptly of any other
procedures | need to follow. Thank you for your attention to this matter.

Sincerdly,

[Signature of victim]

[Printed name]

[Street address]
[City, State and ZIP code]
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3. Letter to Credit Reporting Agencies (Initial Letter)

[Date]

Equifax Information Service Center
Customer Service/Fraud Assistance Unit
P.O. Box 740256

Atlanta, GA 30374

Experian

Consumer Fraud Assistance Unit
P.O. Box 949

Allen, TX 75013

TrandUnion

Fraud Victim Ass stance Department
P.O. Box 6790

Fullerton, CA 92834

Or Locd Credit Reporting Bureaus

Re  [Vicim'sname]
Socia Security Number:
Date of Birth:
Subject: Case of Fraud

Dear Sr/Madam:

This letter isto serve as written follow-up to my phone cdl to your office on [Date]. As| dated
in my cal to your representative [Name], | am the victim of identity fraud. | became aware of
the theft of my identity on [Date] and in the following manner: [Brief description of crime].

Thus, | request certain items and assstance from your office. Specificdly, please

Provide me with the name of an individud in your office to whom | should address all
future correspondence about my credit file and the theft of my identity.

Pace a fraud dert on my credit file, noting that | am the victim of identity theft and that
no credit is to be issued without my permisson.

Send a complete copy of my credit report to my home address, which islisted below. |
undergtand that because | am afraud victim, there is no charge for this report.
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Remove my name from any client list you may provide to other credit grantors or direct
marketers.

Notify dl credit grantors or other agencies that have received my credit report within the
last year that there has been a fraud committed against me. Please send me a copy of
all such correspondence.

Send me alig of dl credit grantors (with phone number and address) to whom you are
sending thisinformation.

Notify al companies that have inquired in the last 12 months about my credit that a
fraud has occurred against me.

Send me any booklets or handouts as to my legd rights and obligations, along with any
additiond information your agency may have to help me ded with thisidentity theft.

Do not release my credit report without my permission.

Do not change my address without my gpprova.

Pace thisletter in my credit file.
| am attaching a copy of my last utility payment and driver’s license to verify my identity. | have
filed a complaint with the [Name of police department] concerning this crime. The police report

number is[Number]. You may contact [Name of investigator or case agent] at [Phone number]
to verify that this crime was reported.

Thank you very much for your immediate attention to this matter. | look forward to receiving
the information | have requested, along with a copy of my credit report. Should you need me to
supply with any additiona information, please notify me as soon as possble. My address is
[Home address], and | can be reached during the day at [Phone number] and during the evening
at [Phone number].

Sincerdy,
[Signature]
[Name]

[Address]
[City, State and ZIP code]
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4. Letter to Credit Grantors (Including Creditors, Banks, Department Stores,
Utility Companies, Investment Firms)

[Name of Supervisor of Fraud Department]
[Creditor]

[Address|

[City, State, ZIP code]

Re: ldentity Fraud
Account:

Dear [Name of Supervisor of Fraud Department]:

On [Date], | contacted your office by phone to dert your company thet | am the victim of iden-
tity fraud and that the account opened under my name, with your agency, was done so fraudu-
lently. This letter should serve as written verification of the crime. Please note that | phoned
your office immediatdly upon learning of the fraud, and thus | shal not be responsible for any
charges or debits resulting from this crime.

| was informed by [Name of company representetive] that you opened an account in my name
and that [Information, statements, credit cards, etc.] were mailed to the following address. [Ad-
dress]. That isnot my address. My address is [Address] and has been for the past [Number
of months or years]. | have enclosed a copy of my current utility statement and driver’s license
to verify my identity.

| will be happy to complete any paperwork your company may require in conjunction with this
report or Sgn any affidavits required of me. Please close this account immediately and send to
my dtention the following:

[As applicable]
The address, phone number, and password for the fraudulent account/credit card
The origind gpplication and/or forged signature

Copies of dl hilling statements, dong with any other correspondence in regard to this
account

Copies of notices you send to any credit reporting agencies or other credit grantors
about this account

| reported this crime to the police on [Date]. The police report number is [Number]. You may
contact [Investigator or case agent] for additional information or verification of the reporting of
thiscrime. [He/she] can be reached at [Phone number].
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Additiondly, please do not sell my name, address, or phone number to anyone a anytime for
promotiond purposes. Please do not make any address changes or issue any new credit in my
name without first persondly contacting me to verify the request’ s legitimacy.

| look forward to receiving the information | have requested without delay. If you should need
to reach me by phone, | can be reached at [Phone number] during the day and [Phone number]
in the evening.

Sincerdy,

[Signature]

[Printed name]
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5. Letter to Collection Agencies

[Date]

[Supervisor's namej
[Address]
[City, State and ZIP code]

Re: Account Number:

Dear [Supervisor's name):

This letter is to serve as written notification thet | am a victim of a fraud crime. The account
currently in your office for collection does not belong to me—it was opened fraudulently. | re-
ported this crime to [Name of police department] on [Date]. The police report number is
[Number]. The [Investigator/case agent] handling my caseis[Name]. [He/she] can be reached
at [Phone number].

Pease provide me with dl documentation of the origind fraudulent account. Additiondly,
please send me whatever forms are necessary for me to sign o that this account can be re-
moved from my credit report. Do not send me any further threstening letters and do not call
me, my employer, or anyone else about this. If you should need any additional documentation
concerning this crime, please contact me at [mailing address]. | request written confirmation
that this account has been removed from my credit history.

Thank you very much for your assstance in this métter.

Sincerdly,

[Sgnature of victim]

[Name]
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6. Notification to General Creditors to Flag Account

[Date]

[Agency representative]
[Address]
[City, State and ZIP code]

Name of Account:
Account Number:

Dear [Agency representetivel:

This letter isto serve as written verification that | am avictim of identity fraud. While it does not
gppear that any fraudulent activity has occurred in the account listed above, 1 would like a
credit/fraud dert placed on my file that notes that prior to making any changes in my account |
am notified for gpprova. Thisincludes changes to my address. | have enclosed a copy of my
current utility statement and driver’s license to verify my identity and the correct address.

Do not close the account. Once again, no fraudulent activity has occurred a thistime. This no-
tice is only an dert that fraudulent activity has occurred in other accounts under my name.
Please send me written verification that the requested credit/fraud dert has been placed in my
file. If you should require anything else from me, | can be reached at [Phone number] during the
day or [Phone number] during the evening.

Thank you for your assstance in this matter.

Sincerdly,

[Signature]

[Name]

[Address|
[City, State and ZIP code]
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7. Bureau of Prisons Notification Request

[Date]

[Victim/witness coordinator]
[Address]
[City, State and ZIP code]

Re: United States v. [ Defendant’ s name)
Bureau of Prisons Natification

Thisisto serve as notice that | wish to be notified of any and dl releases or related proceedings
involving the above-named defendant. This information includes notice of furloughs, transfers,
death, and find release, as well as any escape or recgpture. | understand this request will be
forwarded to the Bureau of Prisons, which will kegp me informed of al changes.

[Signature] [Date]

My contact information is [Print or type):

Name

Address:

Home phone: ( )

Work phone: ( )

| undergtand that the respongbility for notifying the Bureau of Prisons of any change in my ad-
dress or phone number ismine. Thank you for your assstance.
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8. Petition for Remission or Mitigation of Forfeiture

MODEL PETITION TO THE ATTORNEY GENERAL FOR REMISSION OR
MITIGATION OF CRIMINAL FORFEITURE, OR CIVIL FORFEITURE PURSUANT
TO 18 U.S.C. §981(e)(6), BY A NON-OWNER VICTIM OF THE UNDERLYING OR

RELATED OFFENSE

TO: THE ATTORNEY GENERAL OF THE UNITED STATES
C/O U.S. ATTORNEY FOR THE DISTRICT OF [Digtrict where forfeiture
took place]
[Address of U.S. Attorney’s Office]

[Send copy to the seizing agency in the digtrict where the saizure took place or,
in the case of the DEA, at the address set forth in 28 C.F.R. § 9.4(e).]

FROM: [Name, address, socid security or other taxpayer identification number, and
daytime tdlephone number]

1. I, [Name of petitioner], assert that | am avictim of the offense committed by defen
dant(s), [Name of defendant(s)], who [was/were] convicted in [Full name and number of case,
with date of conviction, or of arelated offense], having lost the following property to the defen
dant(s) as a direct result of that offense or related offense, without having any knowledge that
defendant(s) [was'were] engaged in illegd activity: [Describe: the property in detall, including
serid numbers, legd descriptions, etc. as gppropriate; any evidence of the fair market vaue of
the property on the date of the loss, any information concerning the present whereabouts of the
property; and any information concerning the agency that seized the property, the asset identifier
number, and the date and place of seizure].

2. The circumstances thet led to my being a victim are as follows. [Describe in detall
how you were victimized, providing names of witnesses, dates, and locations, attaching copies
of rlevant documents, and, if you turned over property to the defendant(s), explaining how you
were induced to do so and what, if any, direct or indirect benefits you received].

3. | have made the following efforts to recelve compensation for my losses: [Describe
in detail al attempts to be reimbursed and the outcome or present status of those efforts]. | am
unaware of any other assats of the defendant(s) against which | might have recourse, except the
following: [State any information you have suggesting the defendant(s) has’have any other as-
Setg.
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4. | dfirm that if | receive any compensation for my losses, | will immediately notify the
officia who grantsthis petition (if it is granted) of that fact.

5. | undergand that this petition will be governed by the regulations, including defini-
tions of terms such as “victim” and “related offense,” set forthin 28 CF.R. 8 9.1 et seq.

DECLARATION

State of ;

County of:

| hereby declare under pendty of perjury that the foregoing petition, including any at-
tachments thereto, is true and correct in every respect.

Executed:

[Date signed] [Signature of petitioner]
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[IF REPRESENTED BY AN ATTORNEY]

DECLARATION OF REPRESENTED PETITIONER

State of ;

County of:

| hereby declare under pendty of perjury that | have authorized [Name of attorney],
[Address of atorney], to represent me in this proceeding, that | have fully reviewed the petition,
including any attachments thereto, and that the petition and any such attachments are true and

correct in every respect.

Executed:
[Date signed] [Signature of petitioner]
DECLARATION OF ATTORNEY REPRESENTING PETITIONER
Sate of:
County of:

| hereby declare under pendty of perjury that upon information and belief the foregoing
petition, including any attachments thereto, is true and correct in every respect.

Executed:

[Date signed] [Signature of attorney]
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B. Letters for Use by Victim/Witness Coordinators

1. Post-Sentencing Disposition Letter to Victims with Findings of Guilt

[Date]

[Name of victim]
[Address|
[City, State and ZIP code]

Re: United States v. [Defendant’ s name]
Case #:

Dear [Victim]:

This letter is to inform you that on [Date], [Defendant] [pleaded or was found] guilty of the
charges of [Name of charges] in the U.S. Federal Court. As aresult, [his’her] conviction, [De-
fendant] was sentenced to [ Sentence] on [Day, Date], before Judge [Name].

[Add if sentenced to a prison term:] More specificaly, [Defendant] will be required to serve
[Amount of time] in federd custody. Upon [hishher] release from custody, [Defendant] will be
placed on supervised release for a period of [Length of term]. [His/her] supervision will be
monitored by [Name of supervising agency].

[Add if appropriate] Conditions of [his’her] supervised release will include [conditions].

[Add if appropriate] As a part of [hisher] sentence, [Defendant] was ordered to pay you a
sum of [Amount] as redtitution for your financid losses. The U.S. Probation Department will
arrange a payment schedule for your repayment.  You will receive information from the U.S.
Probation Department in the near future concerning these payments.

Asthe victim of this crime and under federd law, you are entitled to receive certain informeation
about this defendant while [he/she] is in federd custody, if you S0 request. This information in-
cludes notice of furloughs, trandfers, death, and find relesse, as well as any escape. If you
would like to receive this information, please complete and return the enclosed form. Y our
completed form should be returned to [ Contact name and address].
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| would like to take this opportunity to thank you for your patience and cooperation throughout
the prosecution of this case. It is only when citizens come forward to participate in crimind
proceedings that our justice system works most efficiently.

If you should have any additiona questions about your right to receive information about the
supervison of this defendant while [he/she] is under the supervision of the federd correctiond
sysem, or if you need assstance in completing the enclosed form, please contact [Contact
name] at [Phone number]. [He/she/l] will be happy to assst you in any manner possible.
Sincerdy,

[Signature]

[Name]
Victim/Witness Coordinator
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2. Guilty Verdict/Victim Impact Statement/Sentencing Notice to Witnesses
and Other Interested Parties

[Date]

[Name of victim, witness, or other party]
[Address|
[City, State and ZIP code]

Re: United States v. [Defendant’ s name]
Case#:

Dear [Victim, witness, or other party]:

This letter isto inform you that on [Date], [Defendant] was of convicted in [Name of court] of
[Type of crime]. The defendant will be sentenced on [Day, Date] a [Time] before Judge
[Name]. The sentencing hearing will take place at the [Location] in Courtroom [Number]. You
are encouraged to attend the sentencing; however, you are not required to attend. 1f you would
like to attend, please call our office a [Number] the day before the scheduled hearing to deter-
mine if there have been any changes in the date, time, and location of the hearing.

[If writing to awitness, add:] Our nation’s crimina justice system cannot work efficiently with-
out the cooperation of dl of its citizens. Your participation helped to ensure this conviction. We
thank you.

If you should need any further assistance or information concerning this case, please fed free to
contact [Name]. [He/she] can be reached at [Number].

Sincerdly,
[Signature]

[Name]
Victim/\Witness Coordinator
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3. Notification to BOP of Victim Request

[Date]

[Name], Chief

Victim/Witness Coordinator

Office of Victim Assgtance
Federd Bureau of Prisons

320 First Street, N.W., Room 531
Washington, DC 20534

Re: United States v. [Defendant]

U.S. Marshd #:

Docket #:

Date of Sentencing:

Dear [Name]:

The following individua(s) have requested to be notified of dl release and release-rdated pro-
ceedings pertaining to the defendant named above. This information includes naotice of fur-
loughs, transfers, degth, and final release, as well as any escape.

Requestor 1.

Name:

Address:

Home Phone: ( )
Work Phone: ( )

Requestor 2.

Name

Address:

Home Phone: ( )
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Work Phone: ( )

Thank you for your assstance in this matter. If you have any questions please fed free to con
tact me at [Phone number].

Sincerdly,
[Signature]

[Name]
Victim/Witness Coordinator
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4. Confirmation to Victim of Receipt and Forwarding of BOP Notification
Request

[Date]

[Victim]

[Address|

[City, State and ZIP code]

Re: United States v. [Defendant]

Information Request Verification

Dear [Victim]:

Your request to be notified of dl release-rdated information concerning [Defendant] has been
forwarded to the Bureau of Prisons Office of Victim Assstance. This information includes no-
tice of furloughs, transfers, deeth, and find release, as wdll as any escape and recapture.

| have enclosed information about the Bureau of Prisons Victim/Witness Notification Program,
aong with the various types of noatifications you may dect to receive. You should begin to re-
ceive correspondence from the correctiond facility where [Defendant] is confined in the near
future.

Please remember to advise the Bureau of Prisons or this office of any changes in your contact
information so that your information will remain current. Should you have any questions or con-
cerns, please fed free to contact me or the Bureau of Prisons victim/witness coordinator. | can
be reached at [Number]. The Bureau of Prisons victim/witness coordinator can be reached at
(800) 359-3267.

Sincerdly,

[Signature]

[Name]
Victim/\Witness Coordinator
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5. Request for Inmate Status—State Custody

[Date]

[State agency representative]
[State agency]

[Address|

[City, State and ZIP code]

Re: United States v. [ Defendant]
Case#:

Dear [Representetive):
This letter is to inform your agency that the victim in the above-named case has requested to be
notified of the escape, parole digibility date, parole hearing date, and release or transfer of the

defendant(s) from prison.

Victim's Name:
Address:

Defendant’s Name;

U.S. Marshd #:

State|.D. #:

Date Sentenced:

Federd Sentencing Court and Jurisdiction:

Federd Sentence:

Federd Term of Probation:

The Federd Bureau of Prisons in Washington, D.C., has requested that it be placed in your
date notification system because [Defendant] has been sentenced to serve federd time [con+
currently/consecutively] with state time.  Notification information should be addressed as fol-
lows
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[Name], Chief

Victim/Witness Coordinator

Federd Bureau of Prisons, Office of Victim Assstance
320 First Street, N.W., Room 531

Washington, DC 20534

Y our cooperation in notifying the victim of these eventsis greetly gppreciated. | have given the
victim a copy of this letter with ingructions to notify your office of any changes in address and
phone number. If you have any questions, please cal me a [Number]. Thank you for your co-
operation.

Sincerdy,

[Signature]

[Name]

Victim/Witness Coordinator

cc. [Name], Parole Commissioner, Parole Commission
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6. Not-Guilty Verdict Letter

[Date]

[Victim]
[Address]
[City, State and ZIP code]

Re: United States v. [Defendant]
Case #

Dea [Victim]:

This letter is to advise you that [Defendant] was found to be not guilty of the charge of
[Charge]. A not guilty finding means that the case is over and [Defendant] will not be prose-
cuted further in this metter.

Please do not fed that this verdict means that the [Judge/jury] felt [Defendant] did not commit
this crime. 1t only means that the evidence available to our office did not prove [Hisher] guilt
“beyond a reasonable doubt.” Learning of this decison, no doubt, must be most upsetting for
you.

Your paticipation in the prosecution of this case fulfilled a very vitd and necessary role in our
crimina justice system. Without your cooperation and assistance, we would not have been aole
to move forward in our attempts to prosecute [Defendant]. On behaf of my office, | thank you
for your efforts.

If | can answer any questions you may have, or assst you in any other way, please fed free to
contact me. | can be reached at [Number].

Sincerdly,
[Signature]

[Name]
Victim/Witness Coordinator
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7. Notice of Arrest

[Date]

[Victim]
[Address]
[City, State and ZIP code]

Re: United States v. [Defendant]
Case #

Dear [Victim]:

This letter is to inform you that [Defendant] has been arrested and [is’has been| [taken into
custody or released on bail, bond, or his’/her own recognizance].

The next step in the crimina justice process will be to present the case to a federd grand jury.
A grand jury isapand of private citizens who hear and review the evidence collected in a case
and then determine if the federa prosecutor has enough evidence to warrant sending the [De-
fendant] to trid. If your appearance is required, a subpoena will be issued and ether mailed or
served to you by the U.S. Marshals Service. 'Y ou will be compensated for your time according
to government regulations.  You will aso recaive additiond information from this office about
the grand jury process.

Grand jury hearings are not open to the public. If your gppearance is not required, you will be
informed by this office of the grand jury’s decison. If you should have any questions about this
information, please call me a [Number]. Please fed free to cdl collect if you live outsde the
locd diding area. Thank you for your continued cooperation.

Sincerdly,

[Signature]

[Name]
Victim/Witness Coordinator
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8. Notice of Indictment

[Date]

[Victim]
[Address]
[City, State and ZIP code]

Re: United States v. [Defendant]

Case#:

Dear [Victim]:

This letter is to inform you that a federd grand jury returned an indictment against [Defendant]
for the crime of [Type of crime]. The next sep in the crimind justice process will be to formdly
aragn [Defendant]. At an arraignment hearing, a defendant formally pleads guilty or not guilty
to the offense with which [he/she] is charged. Although you are permitted to attend the ar-
raignment, your presence is not required. Y ou will be notified as soon as the arraignment date is

scheduled.

If you have any questions about thisinformation, please cal me a [Number]. Pleasefed freeto
cdl collect if you live outsde the locd diding area. Thank you for your continued cooperation.

Sincerdly,
[Signature]

[Name]
Victim/Witness Coordinator
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9. Notice of Arraignment

[Date]

[Victim]
[Address]
[City, State and ZIP code]

Re: United States v. [Defendant]
Case #

Dear [Victim]:

This letter is to inform you that [Defendant] has been scheduled for arraignment a [Time] on
[Date] before [Magistrate/dudge] [Name]. The arraignment will take place in Room [Number]
a [Location]. An araignment hearing is one in which the defendant formdly pleads guilty or not
guilty to the offense with which [he/she] is charged. Although you are permitted to attend the
arragnment, your presence is not required.

If [Defendant] does not plead quilty at the arraignment, a trid date will be set and you will be
notified of the date, time, and location and notified whether your appearance isrequired. If your
appearance is required, a subpoena will be issued and ether mailed or served to you by the
U.S. Marshds Service. If you are required to attend the tria, you will be compensated for your
time according to government regulations. If a plea agreement is consdered in lieu of trid, you
will be notified before it is accepted and will be informed as to whether your attendance will be
required at the arraignment. Mogt often it is not.

If you have any questions about this information, please cal me a [Number]. Pleasefed freeto
cdl collect if you live outsde the locd diding area. Thank you for your continued cooperation.

Sincerdly,
[Signature]

[Name]
Victim/Witness Coordinator
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10. Notice of Trial

[Date]

[Victim]
[Address]
[City, State and ZIP code]

Re: United States v. [Defendant]
Case #

Dea [Victim]:

Thisisto inform you that atrid date has been set in your case. Thetrid is scheduled for [Date]
in U.S. Federd Court and will be held a [Location]. The trid will begin a [Time]. It is poss-
ble, however, that this date may change. Some cases are resolved after they have been sched-
uled for trid. If this should occur in your case, you will be notified in advance that the Assstant
U.S. Attorney is consdering a plea settlement with the defendant.  Other trids are postponed
for anumber of lega reasons. | will make every attempt to inform you in advance of changesin
thetrial date.

If you are required to attend the tria, you will recelve a subpoena, either by mail or through the
U.S. Marshas Service. As a government witness, you are entitled to be reimbursed for certain
fees and travel-related expenses associated with your appearance. The enclosed government
travel information will provide you with the necessary reimbursement information. If we require
your gppearance in court, you will be notified.

The U.S. Marshals Service has taken certain precautions to make the courthouse safe and se-
cure. All vigtors entering the building must pass through a metd detector. This procedure ex-
ists to ensure the safety of everyone. On the day of the trid, you should report to [Location],
unless you have been ingtructed by the Assstant U.S. Attorney to report elsawhere.

Prior to the trid, the Assstant U.S. Attorney or alaw enforcement officer may need to contact
you by phone or consult with you in person about certain aspects of the case. If someone ap-
proaches you, other than the Assstant U.S. Attorney or alaw enforcement officer, you are un-
der no obligation to speak with him or her about your case. You may, however, spesk with
them if you choose. If you are contacted by persons other than those listed above, please call
me and let me know who contacted you and whether you spoke with or are planning to spesk
with them.
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Asthetrid date gpproaches, | will contact you again to assst you with any travel arrangements
that may be necessary for your gppearance. Additiondly, | will be available to provide any as-
gstance you might need while working with your employer to schedule time away from work. If
you have any questions or concerns, please fed free to cal me a [Number].

Sincerdly,

[Signature]

[Name]
Victim/Witness Coordinator
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11. Letter to Employer on Behalf of a Victim or Witness for Any Scheduled
Court Event

[Date]

[Employer]
[Address|
[City, State and ZIP code]

Dear [Employer]:

| am contacting you on behdf of the United States Attorney’ s Office for the Didtrict of [Digtrict].
This letter isto inform you that [Victim or witness] will be required to attend a court hearing set
for [Date] a [Time]. [Victim or witness] has received a subpoena for this appearance and can
provide you a copy if you wish.

[Victim or witness| has expressed concern over losing wages for time away from work while
participating in the proceedings. It has been our experience that most companies have a per-
sonne policy that alows for paid leave for employees summoned to jury duty or participation at
court proceeding, as such participation is seen as every citizen's civic responshility. Hopefully,
your company aready has a smilar policy. If not, we ask that you extend dl consderation of
payment for time away from the job for [Victim].

We understand that your business may be burdened by your employee’ stime away from work.
We will make every reasonable attempt to minimize the time [he/she] is needed away from the
job. If you have any questions regarding this matter, please fed free to contact me. | can be
reached a [Number]. Y our cooperation in this matter is greeily gppreciated.

Sincerdly,

[Signature]

[Name]
Victim/\Witness Coordinator
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12. Abstract of Judgment

ABSTRACT OF JUDGMENT

Pursuant to Title 28, United States Code, Section 3201, this judgment, upon the filing of this
abgtract in the manner in which a notice of tax lien would be filed under paragraphs (1) and (2)
of 26 U.S.C. § 6323(f), creates a lien on al real property of the defendant(s) and has priority
over al other liens or encumbrances which are perfected later in time. The lien created by this
section is effective, unless stisfied, for a period of 20 years and may be renewed by filing ano-
tice of renewd. If such notice of renewd is filed before the expiration of the 20-year period to
prevent the expiration of the lien and the court approves the renewal, the lien shal relate back to
the date the judgment isfiled.

Names and Address of Parties Against Whom
Judgments Have Been Obtained

Names of Parties in Whose Favor Judgments
Have Been Obtained

[Debtor Name] UNITED STATES OF AMERICA
[Address Line 1]

[AddressLine 2]

Amount of Judgment Names of Creditors Attor- When Docketed
neys
[Judgment Amount] U.S. ATTORNEY’S OFFICE | [Date]
FINANCIAL LITIGATION U.S. DISTRICT COUT
PLUS interest accruing at the | UNIT DISTRICT OF[...]
rate of [percentage], costsand | [Office Address] [...] Court No.[...]
surcharge. [City, State ZIP]

UNITED STATES OF AMERICA, U.S. CLERK OF COURTS, U.S. DISTRICT COURT
FOR THE DISTRICT OF [Didtrict].

| CERTIFY, That the foregoing is a correct Abstract of the Judgment entered or registered by

this Couirt.

Dated at [City, State],
[Month Day], [Year]

[Clerk’s Name], CLERK OF COURTS
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By , Deputy Clerk
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13. Petition for Remission or Mitigation (Cover Letter to Non-Owner Victims)

Dear [Victim]:

Re: Petitions for Remisson or Mitigation of Non-Owner Victims, 28 CF.R. 88
9.1 et seq. (copy attached for your information)

It has come to our attention that you may be a victim of the crime for which [Defendant(s)]
was/were convicted in case number on [Date], that is a violation of [Specify crime(s) of
conviction], or of a*“reated offense” [Describe the rdated offense, if gppropriate].

| have attached a modd petition for your use, should you believe you are entitled to file a peti-
tion as a non-owner victim pursuant to the atached regulations.

[The following statements may or may not be gppropriate, depending on the victim/witness
corrdinator’s knowledge of the circumstances of the potentid petitioner and the facts of the
case]

For your information, | am providing the following information about certain property seized by
the United States. [Date and location of seizure, saizing agency, and asset identifier number of
property that victim lost.]

Also, for your information, the following documents are aready in the possesson of the U.S.
Attorney’s Office and need not be provided as part of any petition you might file: [Documents

that arein the USAO's possession, that are necessary to the potentia petitioner’s case, and that
the potentid petitioner islikely to have trouble producing on hisgher own.]

Sincerdly,
[Signature]

[Name]
Victim/Witness Coordinator

Enclosure: 28 CF.R. §8§9.1t09.9
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Appendix C
Additional Victim Assistance Resources

Many organizations provide assstance and support to fraud victims. Victims should be advised
of these options, including the telephone number, Internet address, and a description of the
services they can expect to recelve from the organization.

A. Licensing, Reporting, and Investigation

Commodity Futures Trading Commission (202) 418-5000

3 Lafayette Center

1155 21st St., N.W.

Washington, DC 20581

http:/AMww.cftc.gov
Describes conduct that violates federal commodities law and offers a questionnaire form for
reporting possible violations.

Council of Better Business Bureaus, Inc. (703) 276-0100
4200 Wilson Blvd., Suite 800
Arlington, VA 22203-1838
http://mww.bbb.org/about/aboutCouncil .html
Provides referrals to loca Better Business Bureaus and information on services available.

Federa Trade Commission (202) 326-2222
Public Reference Section
Divison of Marketing Practices
600 Pennsylvania Ave., N.W., Suite 130
Washington, DC 20580
http:/Amww.ftc.gov
Provides information on ways to avoid consumer fraud.

Nationd Hedlth Care Anti-Fraud Association (NHCAA) (202) 659-5955

1255 23rd Street, N.W.

Washington, DC 20037-1174

http://mww.nhcaa.org
Provides an information-sharing network to ad in the investigation of hedlth care fraud; as-
gds law enforcement agencies in ther investigation and prosecution of hedth care fraud
(primarily fraud committed by heslth care providers); conducts national seminars to educate
the public and private sectors on effective methods of combating hedlth care fraud; and ex-
pands the invedtigative capahilities of heath care rembursement organizations (private and
governmentd) through education in the detection, investigation, prosecution, and prevention
of hedlth care fraud.

PROVIDING SERVICES TO VICTIMS OF FRAUD (7/98) C-1



Securities and Exchange Commission (202) 942-7040

Public Information Office

450 Fifth St., N.W.

Washington, DC 20549

http://mww.sec.gov
Offers “Investor Alerts’ announcing SEC enforcement actions and warnings about wide-
spread fraud schemes.

U.S. Pogtal Ingpection Service (312) 983-7900

Fraud Complaints Section

433 West Harrison St

Chicago, IL 60669-2201

http:/Aww.usps.gov/fyi/wel comehtm
Provides consumer protection information, files and investigates crimes involving the use of
postd services, and provides information on mail-related complaints filed againgt businesses
and individuds. The Internet Ste offers excellent descriptions of different types of fraud.

B. National Hotlines

Consumer Credit Counsdling Service (800) 388-CCCSor

http:/Aww.imon.com/cccs (202) 682-1500
Offersfree and confidential budget and debt counseling and debt management plans.

Federd Government Information Center (800) 688-9889
Provides ass stance in obtaining government agency phone numbers.

Nationd Fraud Information Center (800) 876-7060

http://mwww.fraud.org

E-mall: fraudinfo@psinet.com
Takes consumers  reports of telemarketing and Internet fraud and relays them to a variety
of law enforcement agencies, and provides consumers with advice on how to identify and
avoid telemarketing and Internet fraud. Professona counsdors are available to spesk to
victimsin English or Spanish. Information and gatistics from the database can be requested
by victim/witness coordinators and other law enforcement personndl.

Nationd Futures Association (800) 676-4632
http://Amww.nfafutures.org
Maintains the regisry of professonds regisered with the Commodity Futures Trading
Commission, serves as a clearinghouse for consumer complaints and federa regulatory ac-
tion, and provides information about investing.

Nationa Insurance Crime Bureau (800) TEL-NICB
http:/Aww.nich.org
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Takes and investigates complaints of insurance fraud (excluding Medicare and Medicaid),
including medicad and vehicular. Also provides consumer protection information.

Online Public Education Network Project (Project OPEN) (800) 466-OPEN
http://www.isa.net/project-opervpriv-broch.html
Offers the free brochure “Protecting Your Privacy When You Go Onlineg” for consumers
concerned about privacy in cyberspace.

Securities and Exchange Commisson Consumer Hotline (800) SEC-0330
http://mww.fedworld.gov
Maintains aregistry of professonas registered with the SEC, provides information on com-
plaints filed againg investment firms and individuas and on federd regulatory actions, and
provides consumer investment informeation.

Socid Security Adminidration Fraud Hotline (800) 269-0271
Takes reports of socid security number misuse, epecidly incidents relating to fraud.

U.S. Department of Hedlth and Human Services (800) HHS- TIPS

Office of the Inspector Generd

Fraud Divison

http://mww.os.dhhs.gov

Takes and investigates reports involving Medicaid, Medicare, Socid Security, home hedlth
care, Food and Drug Adminigration, wefare, food stamps, and other programs adminis-
tered by HHS.

U.S. Pogtd Service Crime Hotline (800) 654-8896
Takes reports of and investigates crimes that involve the U.S. Pogta Service, including mail
fraud, pornography, and drug transactions by mail, and aso provides information on com+
plaintsfiled by consumers againgt businesses or individuds.

C. Victim Assistance

The following national victim advocacy organizations provide referrds to federd, sate, and locd
victim assstance services and programs.

Community Elder Care Locator (800) 677-1116
Provides community resourcesto assst elderly persons.

Nationd Organization for Victim Assgtance (800) TRY-NOVA
1757 Park Road, N.W.
Washington, DC 20010
http://www.aoa.dhhs.gov/aoaldir/184.html
Maintains a database of victim-relaed programs and services around the nation for victim
referrd.
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Nationa Victim Center (800) FYI-CALL

2111 Wilson Blvd., Suite 300

Arlington, VA 22201

http:/Mmww.nvc.org
Maintains a database of victim-relaed programs and services around the nation for victim
referral.  In addition to providing programs and services, the Nationa Victim Center aso
houses the Center’s Victims' Litigation Project (CVLP), which helps crime victims find re-
dorative justice through the civil judtice process. Victims can be referred to legd counsd
through the CVLFP's nationwide network of atorneys and civil experts—the Codition of
Victim Attorneys and Consultants (COVAC). The CVLP aso seeksto inform and educate
attorneys, prosecutors, legd experts, victim service providers, victims, and others about is-
sues surrounding civil litigation.

D. Additional Resources

American Association of Retired Persons (202) 424-3410
National Office

601 E St., N.W.

Washington, DC 20049

http://www.aarp.org

Regional Offices

AARP Northeast Region Consumer Representative Phone (617) 723-7600
(CT, DE, ME, MA, NH, NJ, NY, PA, RI, VT) Fax (617) 305-0444
One Boston Place, Suite 1900

Boston, MA 02108

AARP Southeast Region Consumer Representative Phone (404) 888-0077
(AL, DC, FL, GA, KY, MD, MS, NC, PR, SC, TN, WV, VA, VI) Fax (404) 8388-0902
999 Peachtree Street, N.E., Suite 1650

Atlanta, GA 30309
AARP Midwest Region Consumer Representative Phone (773) 714-9800
(A, IL, IN, MI, MN, OH, ND, NE, SD, WI) Fax (773-714-9927

8750 W. Bryn Mawr Avenue, Suite 600
Chicago, IL 60631

AARP Southwest Region Consumer Representative Phone (214) 265-4060
(AZ, AR, CO, KS, LA, MO, NM, OK, TX, UT) Fax (214) 265-4061
8144 Wanut Hill Lane, Suite 700 LB-39

Ddlas, TX 72531-4316

AARP West Region Consumer Representative Phone (206) 526-7918
(AK, CA, GU, HI, ID, MT, NV, OR, WA, WY) Fax (206) 526-7918
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9750 Third Avenue, N.E., Suite 400

Seettle, WA 98115
Serves as an advocate for the rights of the elderly and provides numerous services, including
financid information programs and consumer tip sheets.

Malil Preference Service Telephone Preference Service
Direct Marketing Association Direct Marketing Association
P.O. Box 9008 P.O. Box 9014

Farmingdale, NY 11735 Farmingdale, NY 11735

Removes names from most nationa mailing and phone ligts if requested in writing. See
sample letter provided in Appendix B.

Nationd Charities Information Bureau (212) 929-6300

19 Union Square West

New York, NY 10003
Provides verification of registered charities and takes complaints of fraudulent charity solici-
tations.

National White Collar Crime Center (800) 221-4424

1001 Boulders Parkway, Suite 450

Richmond, VA 23225
Through funding from the U.S. Department of Justice, Bureau of Justice Assstance, the
Nationa White Collar Crime Center provides nationa support for the prevention, investiga-
tion, and prosecution of white-collar and economic crimes.  Services include sharing infor-
mation on cases, on investigations, and on organizations suspected of involvement in eco-
nomic crimes; limited financid assgtance to sdected multijurisdictiond member agency
investigations, training and research; and partnership development.

Privacy Rights Clearinghouse (619) 298-3396

5384 Linda Vista Rd., #306

San Diego, CA 92110

http:/AMww.privacyrights.org
Provides information and referrds for technology-related privacy issues. Also offers a se-
ries of publications (in English and Spanish) on telemarketing, identity theft, and other con-
sumer fraud issues. Publications may be downloaded from its Internet site or requested by
mal.

E. State and Local Governmental Agencies, Consumer
Protection Agencies, and Professional Associations

State attorneys general dso provide consumer information about fraudulent practices and, in
some cases, work cooperatively to investigate complaints of fraudulent acts with federd investi-
gative and prosecutorid agencies.  Some offices of dtate attorneys generd have victim asss-
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tance units or specidized fraud units and may be able to provide locd assstance to address
some federa victims need for Sate- or community-based financid and emotiona support.

State and local consumer protection agencies are a good source of information regarding
loca fraud schemes, providing printed consumer tips (often printed in severa languages and
avalable free or a a reduced charge) to avoid initid victimization. They dso conduct work-
shops and public awareness events for professionas who work with fraud victims and for po-
tentid or dready defrauded victims.

Somelocal and state bar associations have volunteer legd programs to assst low-income or
elderly victims with lega matters. Many such associaions conduct free workshops and semi-
nars on bankruptcy and other lega matters.

State and local professional associations often provide services and conduct informational
seminars about fraudulent practices or consumer protection at no cost or for a reduced fee.
Professiond associations include those established for accountants, physicians, investment bro-
kers, bankers, financial advisors, and red estate and insurance agents.
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Appendix D
Common Fraud Crimes and Tips for
Reducing Revictimization®

The term “fraud” does not describe just one crime. 1t is, rather, a catch-al phrase used to de-
scribe any number of crimind acts designed to deliberately decelve consumers with promises of
goods, services, or other financial benefits that do not exist, were never intended to be pro-
vided, or were misrepresented. The number of fraudulent schemes (and their variations) islim+
ited only by the imagination of fraud perpetrators. This gppendix is designed to provide vic-
tim/witness coordinators with a generd overview of the most commonly perpetrated fraudulent
schemes and practices. Thislig is not intended to include dl fraud crimes, but it will dert vic-
tim/witness coordinators to some of the crimes encountered by the victims they serve.

Each fraud crime overview is followed by information to help victim/witness coordinators under-
gtand who the targeted victims are, dong with some smple consumer protection tips and sug-
gestions that coordinators may wish to relay to victims to help decrease the risk of repest vic-
timization.
Overviews are provided for the following fraud crimes:

Advance fee schemes

Bank examiner schemes

Computer and Internet fraud

Credit card fraud

Fnancid planning fraud

Hedlth care fraud

Home repair fraud

|dentity fraud

Insurance fraud

Investment fraud (including securities fraud)

Mail fraud

Planned bankruptcy schemes

Ponzi schemes

8 Portions of this appendix were adapted from Jane Y. Kusic, White-Collar Crime 101: Prevention Hand-
book (Vienna, Virginia White-Collar Crime 101); Focus on Fraud Fact Sheet (Washington: U.S. Office of
Consumer Affairs); and Identity Theft: A Guide for Victims (San Diego: Privacy Rights Clearinghouse).
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Pyramid schemes
Red edtate fraud
Tdemarketing fraud

Shorter overviews are provided for the following fraud schemes:

Art fraud

Bank-draft scams

Car-related fraud

Diplomafraud

Employment agency fraud

Home equity scams

Phony inheritance scams

Work-at-home fraud
Additiondly, at the concluson of the gppendix, a lig of consumer protection agencies, their
contact numbers, and samples of fraud-related resources are provided. Victim/witness coordi-
nators may wish to contact the listed agencies to order free publications and fraud derts that can

be used in public awareness campaigns, didtributed to fraud victims, and handed out at crimind
justice-based and community-oriented training events.

A. Most Common Forms of Fraud

1. Advance Fee Schemes

The common definition of an advance fee scheme is one where a fee is secured in advance for
products or services that will be provided a alater date but that, in fact, the fraud crimina does
not intend to provide. These are some of the more common advance fee schemes:.

Promising to locate buyers, sdlers, or investors for busnesses, property, securities,
collections, or other assets owned by the consumer

Charging a fee to locate and secure sources of credit or capital for new business ven
tures or people who are unable to obtain new or additiona credit because of low or
damaged credit ratings

Requiring consumers to pay a fee before taking possesson of a product or service
which does not exist, such as free or reduced vacation travel packages, time- shares,
and lifetime memberships in hedth and fitness clubs, dancing clubs, etc.
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Commonly Targeted Victims

Investors, owners, or sallers who are trying to sdll businesses, red edtate located in less
than desirable locations, or collections (art, jewdry, coins, precious metds, or gems,
etc.) for which the market may be lean or limited

People who have limited access to credit and need to finance the purchase of property
or automobiles or need investment capita

Victims who livein areas hard hit by naturd disaster. For example, a con artist chooses
an area hit by floods and sets up an office under the pretense that he is acting as the
agent for a large financid organization, insurance company, or disaster relief program
that helps victims rebuild their homes and businesses. For providing this link to credit,
the con artist may charge anywhere from 10 percent to 25 percent of the financing
sought as his fee for helping the client obtain financing that will never materidize.

Once the advance scheme operator has bilked dl the consumers he can in one location, he
picks up his mobile shop and moves on to the next location.

Consumer Protection Tips

Verify the legitimacy of any individud cdaming to act as an agent of a company, dong
with the company the individud claims he or she represents, through county, state, or
federd licensing or regulatory agencies and with the Better Business Bureau. Where
possible and practica, check with local, state, and federal Clerks of Court (in the juris-
diction where the company is licensed) to determine what, if any, civil action has been
taken againgt the company or organization asking the consumer to pay an advance fee.

Be wary of free introductory lessons, memberships, and classes, which often serve asa
hook to get consumers contact information for additiona solicitation.

Do not pay advance fees unless absolutely necessary, and if requested, pay only the
minimum amount possble

Charge advance fees to credit cards so that if the service or product is never ddlivered,
the charge can be disputed, canceled, or reversed.

Demand that dl correspondence and contracts be in writing, and have al paperwork
reviewed by an attorney.

Choose to make weekly or monthly payments directly to the spa, gym, hedth club, or
other such business.

Refuse lifetime memberships since there is no guarantee how long the business or com+
pany will remain in busness

PROVIDING SERVICES TO VICTIMS OF FRAUD (7/98) D-3



2. Bank Examiner Schemes

The perpetrator of a bank examiner scheme pretends to be a bank examiner or law enforce-
ment officer (often producing fraudulent documentation to support his or her clam). The per-
petrator contacts victims, normally by phone, and asks that they aid the bank or law enforce-
ment agency in an internd investigation to catch a dishonest bank employee. The targeted
victim is then asked to withdraw money from his or her bank account (so as not to raise the
suspicions of the dishonest bank employee) and to give the money to the perpetrator, who will
record the money’ s serial numbers or mark it so that when it is spent by the dishonest bank em+
ployee, it can be traced easly. Once the perpetrator receives the money, he or she is never
seen again.

Commonly Targeted Victims

Typicdly the perpetrator obtains information about bank customers by gpproaching them di-
rectly or by observing written documents in the customers possession, such as bank statements
or check imprints. Sometimes the information comes from a confederate working in the bank.

Consumer Protection Tip

Banks and law enforcement officers do not enlist the help of customers or private citizens to
caich embezzlers or thieves. They have internd security staff to handle such matters. Report
any solicitation to the bank in question and to locd law enforcement officias immediately.

3. Computer and Internet Fraud

This type of fraud ison therise. As consumers and business owners become more dependent
on computers to assst with running businesses and persond lives, the potentid for computer
fraud rises dramaticaly. Through the use of computers, fraud perpetrators can sted classified
information, funds, client ligts, copyrighted programs, consumers persona information, and
other valuable data. These criminals often sabotage computer systems by destroying data, en
tering inaccurate data, or planting a computer virus. With the increasing use of the Internet,
fraud artists have yet one more means of contacting and defrauding consumers by selling nor-
exigent or shoddy merchandise and accessing persona information to perpetrate other crimes,
such asidentify theft and credit card fraud.

Commonly Targeted Victims
Potentialy, anyone whose name or businessis maintained in a computer database

Individua consumers who purchase goods or services through the Internet

Consumer Protection Tips

Make sure datais housed or trangmitted in encrypted files to limit fraudulent access.
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Do not provide any persond information—such as socia security number, credit card
number, date of birth, or address—until you have thoroughly checked out the individua
or business.

4. Credit Card Fraud

Credit card fraud occurs when an unauthorized individud stedls or otherwise obtains a con-
sumer’s credit cards or credit card information to obtain replacement or new credit cards.
Once in possession of the new cards, thieves run up massive debt before leaving town to avoid
detection. Here are some of the ways perpetrators obtain credit card information:

Picking discarded receipts or carbons out of trash cans to obtain the card number and
expiration date, then contacting the credit card company to ask that a replacement be
sent to a specified address because the card was damaged or mutilated

Making extraimprints of cards for persona use or to sl

Cdling consumers announcing they have won or been sdected to receive free or unbe-
lievably low-priced merchandise or travel packages, then requiring a credit card number
“for identification purposes only”

Removing credit card offers or billing statements from a consumer’s mailbox to obtain
new credit cards under the consumer’s name or to get the account information neces-
sary to request the replacement of lost or damaged cards

Commonly Targeted Victims
Individua consumers

Smdl businesses

Consumer Protection Tips

Read credit card company disclamers to fully undergand dl legd liabilities in the event
a credit card is lost or stolen, along with procedures to report the loss or theft of the
card.

Demand copies of all carbons used in credit card transactions. Destroy carbons by
tearing them into smal pieces.

Refuse to give out credit card information if required in order to receive free or low-cost
promotiona prizes.

Save dl credit card receipts and compare them to billing statements as soon as they ar-
rive to detect any unauthorized activity in the account. Report any such activity immedi-
ately to the credit card company by phone. Follow up with written notification.

Remove mail from home and business mail receptacles as soon asthe mail is delivered.

Tear dl hilling statements and related account correspondence into smal pieces before
discarding.
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Report lost or stolen cards immediatdly upon learning of their loss.

Sign new credit cards as soon as they are received. If the credit card company offers
to place the cardholder’ s picture on the credit card, take advantage of this service.

Carry credit cards separately from checks or billfolds.

Avoid sgning a blank receipt. Draw a line through any blank spaces on the receipt
above the purchase tota before signing.

Notify credit card companies of a change in addresswell in advance.

In cases of credit card theft or unauthorized credit card use, ingtruct credit reporting
agencies to flag the file with a warning to contact the victim directly before processing
any new requests for credit or changes of address. Ask the credit card company to as-
sgn new persond identifiers and to issue credit cards with new numbers to replace lost
or stolen ones.

5. Financial Planning Fraud

Changes in tax laws and a desire to plan ahead for retirement has caused more people to use
the sarvices of financid planners. However, the financid planning indudtry is virtudly unregu-
lated, thus creating a favorable climate for untrained, unlicensed, and unscrupulous fraud artist to
st up shop and offer financid planning advice. At its best, financid planning fraud can position
victims holdings in unsuitable investments, resulting in substantid financid losses. At its worg,
the money is collected but never invested. Once the perpetrator has collected enough money
for his or her purposes or fears detection, he or she closes up shop and moves to another city
or town or declares bankruptcy.

Commonly Targeted Victims

Fraudulent planners tend to target individua consumers looking for investment opportunities to
increase thair financia security—often younger consumers who are beginning to establish fami-
lies and experience professona growth or older consumers concerned about retirement in-
COMes.

Consumer Protection Tips

Request and check severd references, even if the referrd is made by a friend, family
member, or business associate.

Conduct a persond interview with the potentid financid planner. Interview and check
the references of severd financid planners before making a find decison. Ask for the
names of severd clients, and ask them about their experience with the financia planner.

Ask to see sample financid plans.

Find out the cost of the service. If a commission is involved, carefully monitor invest-
ment Satements to ensure that “churning” (excessve, unauthorized activity) has not
taken place to increase commissions to the financid planner.
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Check out degree and licenang requirements (and determine whether the financid plan-
ner has a Certified Financid Planner designation, which indicates some degree of pro-
fessond training) with licensng and regulatory agencies to ensure thet the financid plan-
ner isin compliance with dl county, state, and federd licenang requirements. Ak if any
disciplinary action has been taken againg the person by the licenang or regulatory
agency.

Determine whether the financiad planner is a member of any professond associations,
and check out his or her character and reputation with the association. Also, contact
the school from which the financid planner clams to hold a degree to ensure that he or
sheisin fact degreed in the specidty claimed.

6. Health Care Fraud

The Nationd Hedlth Care Anti-Fraud Association defines hedlth care fraud as intentiond de-
ception or misrepresentation designed to result in an unauthorized payment of hedth benefits to
an individud, entity, or third party. The most common forms of hedlth care fraud involve the
filing of abill for (1) hedth-related services or supplies that were provided only in part or not at
al, (2) superior medical supplies when substandard supplies were used, or (3) unnecessary tests
and procedures. Hedth care fraud crimes dso include ingtitutiond fraud, which is committed by
certain hospitals, laboratories, and clinics, dl or part of whose basic business operation revolves
around fraudulent acts.

Hedth care fraud dso includes the sdlling of bogus health care products and trestmentsto con-
sumers through direct mall and tdlemarketing venues.  These bogus products and treatments
may include medications, tonics, vitamins, or other gimmicks that guarantee the loss of weight,
the growth of hair, loss of cellulite, or cures for such illnesses as cancer, arthritis, or AIDS.

Commonly Targeted Victims

Insurers—both private sector and government-sponsored headlth care payment pro-
grams, such as Medicare, Medicaid, CHAMPUS, and Tricare

Sdf-insured companies

Individua patients, who may be required by insurers to pay al or part of fees for (1)
sarvices and diagnogtic testing that were not required or compatible with the reported
diagnosis and (2) services and diagnogtic testing procedures that were never provided
or for which exorbitant fees were charged

According to the National Hedlth Care Anti-Fraud Association, hedlth care fraud places some
patients at an increased risk for physicd and emotiond danger if the scheme involves using sub-
standard medica products but billing for better, more expensive products. Examples of this
may include using defective pacemakers or catheters during heart surgery, which can result in
patient death, additional surgeries to replace defective or substandard products, and unneces-
sary tests and procedures that may increase fragile patients' risk of injury or desth.
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Consumer Protection Tip

Review dl billsfor hedth-related care to identify services that were not rendered or ap-
pear to be unnecessary (such as an eye exam if the consumer’s complaint was arthritis)
and charges for supplies never received. Be aware of double-billing for the same serv-
ice or product. Report dl disputed charges, in writing, to the physician or entity pro-
viding the service or supplies.

7. Home Repair Fraud

Fraudulent home repair contractors use a variety of ploys to deceive homeowners into paying
subgtantiad amounts of money for work that may never be performed, is not needed, or, if per-
formed, involves the use of inferior products (billed at the price for superior products). Most
home repair con artigts are likely not to be registered in the county or state in which they oper-
ate their scheme, making it hard for law enforcement officias to track and arrest them. They
often avoid detection by remaining mobile and changing the name of their business and the na-
ture of their repair as they travel from one location to another. These are some common home
repair frauds:

Soliciting homeowners through door-to-door sales pitches to repair driveways, roofs,
or 9ding or to paint ahome s exterior or interior, making promises of deeply discounted
work or materials due to the possession of excess building materids from previous jobs

Preying on the trust of homeowners by learning and using the names of neighbors as
satisfied customers (most often, such work was never solicited or performed)

Using substandard building materids and supplies while billing for products that are of a
superior quality or were not purchased at al

Posing as date or county ingpectors to conduct fraudulent home inspections in which
damage or the need for repair is sure to be found, then continuing the scheme by pro-
viding areferra to arepair service contractor who is a confederate of the con artist

Requiring a down payment prior to the Start of the job

Quoting a low price for the work to be done, but then, when the work is completed,
presenting a much higher bill covering work that was alegedly needed and completed,
though without the homeowner’ s consent

Offering a degply discounted price on the condition that the mgority of homeownersin
the neighborhood take advantage of the offer. The con artist then pressures neighbors
into signing up for the service so that other interested neighbors do not lose the oppor-
tunity to have the work done a a discount. This “sdl” is often accompanied by are-
quest for asizable down payment

Home repair fraud perpetrators often prey on the victims of natura disasters, who are desperate
to repair severely damaged homes and businesses. Perpetrators of this type of scam sometimes
promise targeted victims that they will be placed in a priority Satus for repair if they pay a de-
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posit, on the spot, to hold the repair company’ stime. The perpetrators may say they have been
approved by the victim’'s insurance carrier to do the work and that other estimates are not
needed. Additiondly, senior citizens are often targeted for home repair schemes because they
may have ready cash with which to pay for repairs or to make the required down payment, of-
ten live done, and are socidly or geographicaly isolated from family members. Those condi-
tions reduce con artigts risk of detection and make it unlikely thet their references will be veri-
fied.

Consumer Protection Tips
Get detailed estimates from other repair or contracting companiesin the area.

Require references, check them out, and where possible, ingpect other work the con
tractor clamsto have completed.

Verify that the contractor isinsured. Ask to see the palicy, or ask for the phone num:
ber of the insurance company.

Check with city, county, state, and other licensng agencies to learn of licenang, insur-
ance, and bond requirements, and ask if the contractor is in compliance with those re-
quirements.

Do not be pressured by door-to-door or telephone sales pitches that require you to
commit to a contract on the same day in order to take advantage of a specified offer.
Legitimate businesses will dlow consumers time to check references and licensing, in-
surance, and bond compliance.

Ask the contractor what states his or her company is licensed to work in. Check with
local gtate and federa Clerks of Court in those jurisdictions to determineif liens or other
civil actions are currently pending or previoudy registered againgt the company or indi-
vidua contractor.

Check with loca chapters of the Better Business Bureau or local consumer protection
agencies to determineif they have received any complaints againgt the company.

Insst on a complete, written contract that specifies the work to be performed, the ma-
terids to be used, and any procedures for amending the contract to authorize other re-
pair work that may be needed to complete the origindly contracted job.

Learn about cancdlation rights contained in the contract, normally three business days
after the Sgning of the contract. These rights can be verified with local consumer pro-
tection or licensng agencies.

Arrange to pay for the work in increments that coincide with the stages of repair or con-
gruction (caled condruction draws). Arrange for the find payment of work to be
made only after the work is completed and inspected. Do not pay a deposit unless
necessary, and then only advance enough money to alow for the purchase of initid sup-
plies
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Review dl hills, and where necessary, cdl the supplier to ensure that prices have not
been inflated.

Visudly ingpect materids to ensure that the materids billed for have in fact been pur-
chased.

8. Identity Fraud

Identity theft is on the rise. Using a variety of methods, criminas stedl credit card, driver’s li-
cense, socid security, checking account, savings account, and investment account numbers,
ATM, credit, debit, check, and telephone caling cards; and other key pieces of an individud’s
identity. The thieves use the information to impersonate ther victims, spending as much money
and accumulating as much debt as they can before being detected. They then move on to their
next victim. Even though victims are not normaly saddled with paying their impogters hills, they
are often left with a bad credit report and must spend months and even years regaining thelr fi-
nancid hedth. In the meantime, they experience trouble writing checks, securing loans, renting
gpartments, and even getting jobs.

Commonly Targeted Victims

Any consumer can become a victim of identity fraud if persond and financid informetion is ob-
tained by fraudulent perpetrators. The risk of victimization is often increased by the following:

Tdemarketers or mail fraud artists who secure the credit card numbers or other forms
of persond identification from victims directly

Payment envelopes that list credit card account numbers on the outside

Consumers who dlow persons to “shoulder surf” (look over their shoulders) as they
gand in line a banks and ATM machines, increasing the opportunity for fraudulent per-
petrators to learn persond identification numbers (PINS) or account numbers

Consumers who use the goods and services of a legitimate company that sdls ther
identity on the open market

Consumer Protection Tips

Have on€'s name removed from national mailing, marketing, and phone lists. Written
requests should be mailed to: Mail Preference Service, Direct Marketing Association,
P.O. Box 9014, Farmington, NY 11735, or Teephone Preference Service, Direct
Marketing Association, P.O. Box 9008, Farmington, NY 11735. (See sample letters
in Appendix B.)

Never give out persond or financid information unless a previous, satisfactory relation-
ship has been established with an individud or business.

Contact creditors to close savings, checking, charge, and other accounts where fraud
activity has occurred. Request that new checks, credit cards, ATM cards, and debt
cards be issued.
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Ask nationd and locd credit reporting agencies to flag the credit file with a block that
prevents any new credit applications from being approved without the consumer’s ap-
proval.

Reguest that nationd and locd credit reporting agencies not enter changes of address
without first verifying that the consumer made the request.

Request that nationd and loca credit reporting agencies place a letter in the credit file
dtating that the account or file has been subject to fraudulent acts.

If identify theft has occurred, change persona identifiers on credit card accounts and
credit files so that when a fraudulent gpplication for credit or request for authorization
for purchase is received, fraudulent activity will be easily traced.

Routindy review credit files, checking, savings, and investment statements so that any
fraudulent activity can be seen immediately or as soon as possible after it takes place.

9. Insurance Fraud

Claming afilition with legitimate insurance companies, fraudulent operators sdll bogus insur-
ance policies to targeted victims. Bogus policies may be purchased for benefits reating to
hedlth care, fire, mortgage, flood, life, disability, funerd, automobile, and other Stuations. Insur-
ance premiums and clams for reimbursement are paid or presented directly to a fraudulent
agent. Premium payments are not paid to the carrier, and claims for payment are not forwarded
for processng. Rather the “agent” pays cams with the money he collects from premiums—
much like a Ponzi scheme.  Insurance fraud such as this can run successfully for a long time
before the fraud is detected. This normally occurs when claims exceed the premiums collected,
the perpetrator disappears, and the consumer files a claim with the company, only to learn that
no such policy isin effect or that for the particular illness is not covered under the terms of the

policy.
Commonly Targeted Victims

Individuds identified through door-to-door solicitations, especidly ederly, low-income,
or non-English speaking consumers

Individuas named in client lists of legitimate insurance carriers
Individuas who respond to direct mail or televison advertisements

Consumer Protection Tips

Learn as much as you can about the company, as opposed to the agent. Contact the
insurance commission in the sate where the company’s home office is located, as well
as the insurance commisson in the state where the palicy is being sold, to determine if
the company is licensed (or admitted) to sl insurance and whether any consumer com
plaints or sate disciplinary actions are pending againd it.
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Pay attention to the premium cost quoted and what is covered under the terms of the
policy. Be sure you understand what terms like “deductibles,” “copayments,” and
“contributory negligence’ mean in the particular policy under consderation. Make sure
cancellation provisons pertaining to both the insurer and policyholder are fully under-
stood.

Look carefully a policies providing specidized insurance; hidden clauses may redtrict
payment. For example, no benefits may be payable during the first sx months of cover-
age, or only certain medica services may be rembursable.

Don't sgn anything until the detalls of the contract, terms of payment, and covered
benefits are fully understood.

If it is difficult to obtain payment of a claim, contact the state insurance commisson for
review or intervention.

Make payments and file dlams for reimbursement directly with the company—not with
the agent.

10. Investment Fraud (Including Securities Fraud)

Each year, thousands of consumers put money into investments. Of these invesments, the
North American Securities Adminigtrators Association estimates that over $10 million is logt to
fraud. Investment swindles include land saes, time-shares, securities (stocks and bonds), com-
modities, futures, gems, precious and drategic metds, franchises and distributorships, oil and
gas leases, art, rare coins, and financid planning services.

Investment scams are sometimes sold by direct mail and print and television ads but mostly by
phone. Investment fraud perpetrators work from customer lists obtained from lega and illega
sources, or they contact victims who have responded to ads and are requesting additiona in-
formation. Investment schemes frequently target victims of other fraudulent scams as well—of-
ten identified on lists perpetrators sall to each other.

Investment con artists stay aoreast of current news and technology trends as they plan their
schemes. The key to a successful scam is to make it difficult for the consumer to evaduate in-
flated clams. For example, the con artist might offer the victim an opportunity to own part of a
gold mine. With the price of gold sdling for double what it will cost the victim to mine, the profit
potentid for the victim will be astronomical, the con artist may say. To increase the gppearance
of legitimacy, he or she may even go o far asto register aclam on an old, abandoned mine and
gather an old assay from atime when the mine was profitable. Once the invesment is made, the
perpetrator absconds with the money or, after hiding the money in an offshore account, declares
bankruptcy.
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Commonly Targeted Victims

Thereis no common victim profile. Individuas from dl waks of life can be targeted for invest-
ment fraud.

Consumer Protection Tips
Sugpect any unsolicited cdls about investments.

Invest only in businesses or investment opportunities of which you have some knowl-
edge.

Avoid any business you know nothing about, no matter how enticing the sales pitch.

Beware of testimonids for quick or large profits. These are often manufactured by the
fraud perpetrator.

Be wary of promises of above-average interest rates on tax-free bonds or penny
stocks. Watch out for high-pressure saes pitches for other securities or commodities,
especidly if not given time to recelve a prospectus or to check out the individua, com+
pany, or investment thoroughly.

If the investment is for gold, gems, or rare commodities, have a licensed professond
(such as a geologist) review al investment documents pertaining to descriptions, loca
tions, or sample products before investing any money.

Do not be pressured by “you must act today” sdes pitches. If a company or individud
will not give consumers time to check out the investment, it isdmaost aways a scam.

Have an atorney who is well versed in laws pertaining to invesments review dl con
tacts before sgning.

Check out the company or the individud thoroughly before investing any money.
Check with the appropriate licensng and regulatory agencies, such as the Securities and
Exchange Commission, state red estate commission, fraud units of Sate attorneys gen-
erd, professond associations the company or individud clams to be a member of,
Better Business Bureaus and consumer protection agencies, etc.

11. Mail Fraud

Direct mail marketing has been a highly successful and profitable tool for legitimate companiesin
every conceivable industry and market. The fraudulent perpetrator, however, has copied these
direct mail pieces so closdly that is often difficult to distinguish the legitimate company from the
scam operation. Mail fraud runs the gamut from bogus sweepstakes and free vacations and
merchandise to investment opportunities for precious metas. Fraud pieces arrive in the mailbox
in al shapes and szes. postcards, envelopes with officia-looking seals, color brochures, letters
of endorsement, etc. In anewer mail scam, consumers receive what looks like an invoice for a
product or service they have not ordered or received. Fraudulent mail perpetrators hope that
targeted victims will not question the “bill” and will mail a payment as directed.
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Commonly Targeted Victims

All consumers are a risk for mail fraud.

Consumer Protection Tips

D-14

Always be suspicious of unsolicited offers.

Read the promotiond literature carefully for hidden costs or obligations required to pur-
chase merchandise or claim prizes.

If the price sounds too good to be true, it probably is. Offers for cars, boats, and other
expengve items offered at unredligtic prices may result in victims actudly recelving a car
or a boat—but the car will be atoy and the boat an inflatable raft.

Never provide persond information or credit card numbers to claim promotiona prizes.
A legitimate company will not require you to send money or supply a credit card num-
ber to enter sweepstakes or contests. If a direct mail promotion does not state “Does
Not Require a Purchase to Win,” it isamost sure to be mail fraud.

Remember that mail fraud con artigs often use names smilar to legitimate, well-known
companies, organizations, or charities. Be sure to ask for materids in writing before
mailing any payments or contributions. If in doubt over an offer’s legitimacy or a char-
ity’ s authenticity, check it out by contacting the Better Business Bureau, consumer pro-
tection agencies, or the U.S. Postal Service' s Mail Fraud Unit.

Do not respond to promotions that require you to act before the individua or company
can be thoroughly investigated.

Never send payments to post office boxes.

Make payments for mail order merchandise with a credit card. The Fair Credit Billing
Act alows consumers to withhold payment from the credit card issuer, bank, or other
financid services inditution if a “good faith effort” to resolve hilling issues has been un-
successful.

Review the promotiona materids to determine where the company’s home office is lo-
cated. Check with licensng and regulatory agencies, the state’'s attorney’s office, and
other gppropriate sourcesin that Sate to verify the legitimacy of theindividua or organi-
zdion or to learn of prior or pending legd or disciplinary action.

Contact Mail Preference Service, Direct Marketing Association, P.O. Box 9014,
Farmington, NY 11735, to have consumer names removed from nationd direct mar-
keting mailing ligts
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13. Planned Bankruptcy Schemes

A planned bankruptcy scheme is bascally a merchandisng swindle based on the abuse of
credit. In thistype of scheme, credit that has been legitimately obtained is used to purchase in-
ventory to sdll or otherwise dispose of. Meanwhile, the perpetrator plans to defraud creditors
by not paying the hill, loan, or other form of credit, eventudly filing for bankruptcy, ether vol-
untarily or involuntarily.

In atypica planned bankruptcy scheme, the perpetrator creates a new business, opens a bank
account, and leases operating space to create a front of legitimacy. Operators then begin to
order merchandise.  The hills for initid purchases are pad promptly to establish a favorable
credit rating. Then the operators begin to purchase additional merchandise from new suppliers,
while beginning to dow payment to old suppliers.  Eventudly, increesngly large orders are
placed with dl suppliers. The increased inventory is then sold below cost, and the profits are
conceded. Once the perpetrator receives payment for the merchandise, he or she either ab-
sconds with the profits or files for bankruptcy.

In some cases, a planned bankruptcy operator will smply purchase an existing busness with a
favorable credit rating, thereby eliminating the need to establish a credible business front.

Commonly Targeted Victims

Merchandisers, lenders, and others who extend credit for the purchase of goods and
sarvices (such as print and ad vendors, office equipment suppliers, etc.)

Business ownerswho sl their businesses (and good credit rating) to con artists

Consumer Prevention Tips

Check with the U.S. Clerk of Court to determine if an individua agent of the company
or the company itsdf hasfiled for bankruptcy in the past.

Check with established credit lenders and other vendors to determine how long the
business has been in existence.

12. Ponzi Schemes

Named after Carl Ponzi, who is thought to have invented the scheme, Ponzi schemes are basi-
cdly invesment frauds where investors are enticed into a business venture with the promise of
extremely high returns or dividends in a very short period. The investment is never made, but
the Ponzi operator actudly pays dividends to initia investors (by returning some of the investors
own money) to make the investment gppear credible. The payment of the so-cdled dividends
induces investors to put up additiond funds or to bring friends, family members, or busness
colleagues into the scheme. Once the Ponzi operator has collected sufficient funds for his or her
purposes, or fears possble detection, he or she flees the area with investors money or files for
bankruptcy after safely hiding the money. Ponzi schemes can be gpplied to dmost any business
or investment.
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Commonly Targeted Victims

Clients who have been involved in other, legitimate busness activities with their ac-
countant, financid planner, investment banker, broker, etc.

Friends, family members, and business associates of targeted victims

Consumer Protection Tips

Contact loca chapters of the Better Business Bureau or loca consumer protection
agency to determine if consumer complaints have been filed againgt the invesment so-
licitor or his or her company.

Contact state and federd licensng and regulatory agencies to determine if disciplinary
actions have been taken or are pending againgt him or her.

Review dl prospectuses and other related investment literature, and consult with an in-
dependent broker, investment firm, or another financiad planner to determine the appro-
priateness of the investment.

Contact the company or investment brokerage firm directly to ensure that the investment
solicitor hasin fact made the investment he promised.

14. Pyramid Schemes

Pyramid schemes may occur when an individud is offered a ditributorship or franchise to mar-
ket aparticular product. The investment contract aso authorizes the individud to sall additiona
franchises. Promoters of pyramid schemes dress the sdling of additiond franchises for a
quicker return on the investment to potentia investors. Investors, therefore, expend their ener-
gies sling franchises rather than the product. At some point, the supply of potentid investorsis
exhausted, leading to the inevitable collapse of the pyramid. The sde of the actua product often
falsbecause it isoverpriced or no rea market exigsfor it.

Commonly Targeted Victims

Individuas who have little experience in direct sdes, ditributorships, or franchise enter-
prises or who have limited money or credit with which to establish their own businesses

Friends, family members, and business associates of the targeted victim

Consumer Protection Tips

Prior to making a down payment or Sgning any contract, ask for alist of investors and
check the company’s or individual’ s references with investors who were late in joining
the venture. Determine thelr rate of return or successin the sde of the product. Relying
on references from investors who invested early on in the scheme may not yield accu
rate results, as those who inves firg normdly redize a profit from the sdling of dis-
tributorships and franchises before the market is saturated with investors.
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Check with competing vendors to determine the market demand for the product or
service being offered in the distributorship or franchise.

Contact local or national consumer protection agencies and Better Business Bureaus to
determine if any forma complaints, disciplinary actions, or civil actions have been taken
againg the soliciting individua or company.

Check the credit higtory of the soliciting individua and the company he or she dlamsto
represent.

Have the contract reviewed by an attorney well-versed in distributorship and franchise
law.

15. Real Estate Fraud

Red edate frauds are often earmarked by high-pressure sdes tactics that include haf-truths,
lies, and misrepresentations.  Prospective targets receive false information regarding land, loca
tions, vaue, profitability, vaidity of title, or the scope, nature, or qudity of needed improve-
ments. In warmer climates, red estate frauds are frequently targeted at individuals looking for
vacation and retirement properties—though those properties may be underwater or isolated in
rural areas without ready access to water and power. In other real estate frauds, potential in-
vestors are hooked by clams of vauable mining and minerd rights that do not exist. Red edtate
investors are also defrauded when they enter into resdential and commercid development proj-
ects. Money is put up, but the development is never built or goes belly up as the fraud artist
walks away with investors money.

A common ploy used by some red edtate fraud perpetrators is to sdll bogus time-shares,
whereby fraudulent operators place entry blanks and boxes in stores or restaurants offering
customers a chance to win a free weekend getaway. After filling out the entry form, the pro-
Spective target receives a phone cdl to schedule an appointment for a high-pressure “sdes
presentation” or is asked to send in a depogit to hold his scheduled weekend.  The deposit is
guaranteed to be returned when the targeted victim checks in. Mot often, when money is re-
quired as part of the free package, the fraud perpetrator absconds with the money, and when
the victim shows up for his or her free weekend, the real edtate representative pretends to know
nothing of the victim's reservation. In other cases, the purchase of a time-share does in fact
provide the victim with opportunities to use the property; however, numerous restrictions make
it dmogt impossible to use the time-share as anticipated. For example, the time-share property
may be available to the victim only during the off-season.

Today, red edtate fraud is big business, and projects of al descriptions and sizes have sprung
up throughout the nation.

Commonly Targeted Victims

Retirees looking for retirement or second home stes, and middle-class families seeking
vacation homes or time-share properties
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Individuals or businesses |ooking to purchase commercid red estate

Individuas or businesses looking for income from investments in residentia or commer-
cid development projects

Consumer Protection Tips

No matter how dick and glossy the brochures and videos are, never invest in property
sght unseen. Ind<t on visgting the site persondly.

Get as much information and documentation as possible, including surveys, ingpection
certificates, etc. Before signing any contract, the customer should have the materias re-
viewed by his or her own attorney, preferably one who iswell versed in red edtate law.

Complete an extensve background check on the company and the principas offering
the property or red estate investment opportunity. Check with the red estate commis-
son in the company’s home sate and the state where the property is being offered to
determine whether the company meets dl licensang requirements and whether there are

any pending disciplinary or civil actions againg the company or any of its principals.

After verifying the company and its principals, require that al down payments and other
transaction-related funds be placed in an escrow account prior to closing.

Ask for acomplete list of investors or clients. Contact severd of them to obtain refer-
ences.

Find out about the contract cancellation laws of the state where the property is located.
Most states require the seller to release the purchaser from a contract within a specified
period after the signing of a contract—normaly, anywhere from three to 15 days.

16. Telemarketing Fraud

Like direct mall marketing, tdemarketing has been a highly successful and profitable tool for
legitimate companies to sel products in every conceivable industry and market. The fraudulent
telemarketer, like the fraudulent mail marketer, has copied methods and tactics from legitimate
companies 0 dosdy that it is often difficult to digtinguish the legitimate company from the scam
operation. Telemarketing scams are often perpetrated in “boiler rooms’—rooms where hun-
dreds of workers call consumers throughout the day to sdll fraudulent products, prizes, and in-
vestments. They read from high-pressure, carefully worded scripts. Victims may be chosen at
random or from carefully compiled lists based on age, geographica location, interests, business
or occupation, etc. Operations are mobile to avoid detection or flee prosecution. The following
are examples of fraudulent telemarketing schemes:

Cdlers ask consumers for their credit card numbers because their “marketing company”
has a“freg’ gift for credit card holders, and if they can just verify the credit card num-
ber, the “gift will be on itsway.”

A postcard or letter arrives in the mail, announcing that the consumer has won a free
prize and that to clam the prize, the consumer should cal ether a 900 number or an
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800 number that then asks the consumer to cdl a 900 number. The consumer pays for
the cal but receives nothing.

A letter announces that the consumer has won a free stereo system and that to claim it,
he or she must pay a $50 shipping and handling charge. What arrives in the mall is a
plagtic tranggtor radio. If acash prize was promised, it turns out to be a certificate that
cannot be redeemed unless the consumer buy hundreds of dollars worth of overpriced,
substandard merchandise.

Cdlers congratulate a consumer on the free trip or vacation he or she has won, but a
“handling feg’” or “membership feg’ anywhere from $50 to hundreds of dollars is re-
quired. Inasmilar scheme, to get the free trip or vacation, the customer must purchase
a second ticket with a credit card.

Cdlers offer “free” “prepaid,” or “specid” deds on magazine subscriptions. The tota
cogt is never mentioned, merely that the consumer will get the magazines for just pennies
per week. If the consumer bites, he or she pays hundreds of dollars for subscriptions
that normdly sdll for much less

Cdlers solicit a contribution or attempt to sell products that will benefit a charity or a
specified population, such as firefighters, police, or disabled or disadvantaged children.
These products often include light bulbs, vitamins, trash bags, or other household or
hedth ads that are sold for up to 20 times their vdue—al in the name of charity.
Fraudulent telemarketers claim to represent charitable organizations, often using names
gmilar to well-known, legitimate charities. For example, they may cdl themsdves the
American Kidney Foundation ingteed of the legitimate Nationd Kidney Foundation, or
the American Cancer Center instead of the legitimate American Cancer Society.

Cdlers dert consumers of investment opportunities of various kinds, including stocks
and bonds, real estate, etc.

Commonly Targeted Victims

Any consumer is at risk for becoming avictim, but a ahigher risk are those who

Respond to advertisements by asking for more information,
Fill out sweepstakes, contest, or “free promation” entry forms,
Have been victimized in the pagt, or

Aredderly.

Consumer Protection Tips

Always request written materias about the company, product, or charity. If they won't
send any or say that no materias exist, do not buy or donate.
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Check the telephone directory or cdl directory assstance to find out if the company is
liged. Often, con artists won't have a listing since they move in and out of locations
quickly to avoid detection.

If a charitable contribution is solicited, make sure the charity is registered with the
date' s charitable solicitations office, or contact the Better Business Bureau or loca con+
sumer protection agency.

Never be rushed into buying any product over the phone. If the product, service, or
offer of free merchandise has to be purchased or acted upon immediately, decline the
offer and hang up.

Be wary of these phrases or words:. free, salected, chosen, entitled, risk-freg, life-time
membership, gpproved, ingtant winner, offer for a limited time only, low-risk, specid,
bonus, sweepstakes, money-back guarantee, etc.

A consumer should never give out persond or financid information over the phone un-
less he or she has done business with the company in the past and was satisfied, the
consumer initiated the call to order something, or the company has been checked
through State or local consumer affairs offices, the office of the State attorney generd, or
the Better Business Bureaul.

B. Other Examples of Fraud

1. Art Fraud

Fraudulent operators exploit the growing trend to purchase works of art as status symbols and
investments. The inexperienced victim purchases what he or she believes to be an origind art-
work without having the piece appraised or its authenticity verified. The victim often pays an
exorbitant amount of money for afake or for artwork that will never gppreciatein value.

2. Bank-Draft Scams

A fraud artist offers atargeted victim anything to get his or her checking account number. Using
the checking account number, the fraud artist prints an unauthorized demand draft (used by in-
surance and other legitimate companies to collect ongoing payments from therr customers di-
rectly through their checking accounts), and deposgits it in the bank. This demand draft dlows
the fraud artist to directly withdraw money from the victin's checking account. By the time the
victim sees his or her next satement, the fraud artist may have depleted the account. Unauthor-
ized bank drafts are very difficult to detect and combat. Because check-processing operations
are highly automated, it is nearly impossible for a bank to catch a questionable demand draft.

3. Car-Related Fraud

Con artigts in these schemes prey upon consumers who have credit problems and do not qualify
for car loans under conventiond terms. A typica scheme includes the use of a “ credit broker,”

D-20 PROVIDING SERVICES TO VICTIMS OF FRAUD (7/98)



who charges an advance fee to line up credit for the consumer but instead takes the fee and
flees or refers the consumer to a high-interest loan company. Similar schemes involve a “sub-
lease broker,” who promises, in exchange for a fee, to arrange for the consumer to “sublet” or
“take over payment” on someone ese's car loan. Since these types of transactions areillegd in
mogt states and usudly violate the origind loan or lease, the bank can repossess the car even if
the consumer has made dl the payments.

4. Diploma Fraud

Career advancement in many indtances is tied to educationd or degree credentias. Fraudulent
operators seize opportunities such as these and open study-at-home courses or set up schools
that are not accredited. The operator will claim that his or her schoal is accredited and that the
degrees or certificates are bona fide and ask students to pay tuition in advance. In some cases,
the classes provide poor resources and opportunities for study, while in other frauds, the op-
erator takes the advance tuition payment and flees without opening a schoal at dl.

5. Employment Agency Fraud

In this scheme, fraud perpetrators usudly advertise in the newspaper and claim to have an out-
ganding success rate in placing candidates in well-paying, secure jobs—for an advance fee.
Oncethefeeis paid, the fraud perpetrator provides the client with the names of some corpora
tions, which usualy have not contracted with or heard of the fraud artist, or provides the client
with a ligt of possble employment opportunities that the fraud perpetrator has compiled from
various newspapers “help wanted” ads.

6. Home Equity Scams

Congress and many states have passed home equity converson laws that make it easer for
older, low-income homeowners to cash in the equity of their homes to increase retirement in-
come or pay off debt. Unfortunately, home equity scams have become one of the fastest-
growing frauds. Fraudulent perpetrators refinance mortgages by charging exorbitant interest
rates and fees, thus depleting the homeowners equity. Some consumers cannot make the
higher, new payments on their homes and are forced to continue to refinance their homes to
meet current payments. Eventually, a homeowner may be unable to keep up with the payments,
and the home is logt through foreclosure. Elderly persons are primary candidates for this
scheme since their homes have often accumulated high amounts of equity.

7. Phony Inheritance Scams

Thousands of consumers are targeted each year by fraud artists who cal themselves research
specidigts and notify targeted victims that inheritance funds have been located in their names.
Victims are then lured into mailing a fee to secure a copy of a fraudulent “estate report,” which
supposedly explains where the inheritance is located and how it can be clamed. The fraud artist
then offersto help the victim file his or her claim to the inheritance for an additiona fee. Usudly,
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no inheritance exids, or if one does, the amount is o negligible that it is not worth the fee
charged.

8. Work-at-Home Fraud

A victim is lured into this type of fraud by the promise of high pay earned while working in the
comfort of hisor her home. The victim may aso be required to purchase materias and equip-
ment—at high prices—from the fraud perpetrator in order to assemble work products. The
typicad scam goes like this: A victim purchases the materids needed to complete the job on a
promise from the fraud perpetrator that once the product is assembled, he or she will buy it
back from the victim and sdl it to a well-known retail chain. The victim invests, but the fraud
perpetrator never buys the product back from the victim, often closing shop and moving to a
new location. The victim is left with products for which there is no market and little opportunity
to recoup his or her investment. Work-at-home jobs sometimes involve assembling fiberglass
hoods for cars, making aprons, dollhouses, or plastic Sgns; or suffing envelopes.

C. Help from Consumer Protection Agencies to Reduce
Revictimization

Many consumer protection agencies offer consumer protection tips, fraud fact sheets, and ad-
vance warnings of newly identified fraud schemes and practices (“fraud derts’), which are de-
sggned for mass didribution a community awareness events and forums at little or no cost.
Many of these resources are printed in both English and other languages and can be found on
the Internet.

Victim/witness coordinators may wish to contact the agencies listed below to determine what
resources are available and order samples that can be shared with victims, law enforcement
personnd, task force members, networking contacts, fraud support group participants, state
governmenta agencies with mandates to protect the elderly or disabled, and community action
groups that have an interest in working with specific populations of potentid victims, such asthe
ederly.

On receiving the resources, victim/witness coordinators may want to consder distributing the
materials though a series of community awareness campagns to address fraud crimes with pro-
fessonds and community citizens. Locd colleges, law enforcement agencies, and ate and lo-
cal consumer protection agencies may wish to co-host such events.

Bdow is alig of agencies that victim/witness coordinators may wish to contact for resources,
pamphlets, public awareness campaigns, newdetters, and other fraud-related resources. Cop-
ies of some fraud-related resources are provided at the end of this appendix.

American Association of Retired Persons (202) 424-3410
Nationd Office
601 E St., N.W.
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Washington, DC 20049

http://www.aarp.org
Produces a variety of free or low-cost fraud-rlated materids to reduce the incidence of
fraud crime againg senior citizens.  Publications include fraud derts, newdetters (Senior
Consumer Alert), fraud-specific brochures, and a “ Stop Telemarketing Fraud” program
kit, which provides information and training agendas for community public awareness cam
paigns and events.

Cdl For Action (301) 657-8260
5272 River Road, Suite 300
Bethesda, MD 20816

Provides free written information on avoiding the latest scams and cons.

Consumer Action (415) 777-9648
717 Market St., Suite 310
San Francisco, CA 94103

Federa Trade Commission (202) 326-2222

Bureau of Consumer Protection

Office of Consumer and Business Education

600 Pennsylvania Ave., N.W., Suite 130

Washington, DC 20580

http:/AMww ftc.gov
Produces a free educationa campaign cdled “ Spread the Word . . . About Telemarketing
Fraud,” which includes resources for use in public avareness campaigns. Those resources
include fact sheets, public service announcements; press releases, suggested activities for
multi-agency, multi-community plans of action; and order forms for additiond fraud-related
resources addressing a variety of fraud schemes and practices. Topics include “ Automatic
Debit Scams,” “900 Numbers” “Tedephone Investments,” “Art Fraud,” “Dirt-Pile Scams,”
and more.

MasterCard International Incorpororated (800) MASTERCARD
2000 Purchase Street
Purchase, New Y ork 10577-2509

Nationad Consumers League (202) 835-3323

1701 K Street, N.W., Suite 1200

Washington, DC 20006
Provides some of its informationd, fraud-related consumer brochures free to consumers,
such as “They Can't Hang Up—Help for Elderly People Targeted by Fraud,” but also, for
afee, produces and disseminates educational resources (videos, reports, etc.) to consumers
and professionals who work with fraud victims. For example, NCL has produced a 20-
minute video containing persond stories told by fraud victims and helpful advice for seniors
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and their families, which is available for $20. NCL dso runs the Nationd Fraud Information
Center (contact information and services listed below).

Nationd Fraud Information Center (800) 876-7060
http://www.fraud.org
A hotline operated by the National Consumers League which consumers across the nation
can call to receive advice and tips on how to spot possible fraud and to report it. Prepares
and makes available numerous free publications and resources related to fraudulent schemes
and practices.

Nationd Futures Association (800) 621-3570

200 West Madison Street, Suite 1600

Chicago, Illinois 60606-3447
Provides free brochures addressing investment fraud, such as the “Investors Bill of Rights’
and “Investment Swindles How They Work and How to Avoid Them.”

North American Securities Administrators Association (202) 737-0900

555 New Jersey Avenue, N.W., Suite 750

Washington, DC 20001
Provides free brochures to consumers about good investing strategies. Also produces in-
formationd brochures highlighting investment schemes and practices.

Securities and Exchange Commission (202) 942-7040

Public Information Office

450 Fifth ., N.W.

Washington, DC 20549

http://mww.sec.gov
Provides free “Investor Alerts’ announcing SEC enforcement actions and warnings about
widespread fraud schemes.

U.S. Office of Consumer Affairs (202) 634-4329

1620 L Street, N.W.

Washington, DC 20036-5605
Provides free fact sheets on a variety of fraud-related topics. Also hosts “Nationd Con-
sumers Week” to empower consumers through education and information.

U.S. Postal Service (202) 268-4267

I nspection Services Department

475 L’ Enfant Plaza, SW.

Washington, DC 20260-2100
Provides free tip sheets that highlight current fraud schemes, consumer protection tips, and
contact informetion for verifying the legitimacy of offers, merchandise, or practices with li-
cendng and regulatory agencies. Additiondly, the tip sheets provide information about the
procedures for filing consumer complaints. The U.S. Postd Service dso produces the
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“Take aBite Out of Crime” educationd and public awareness campaign featuring “McGruff
the Crime Dog” and provides these materias free.

D. Additional Resources to Consider

1. National
Credit card companies that participate in fraud awareness campaigns

Professiona associations, which often print brochures describing licensing and consumer
protection tips and suggestions

Nationd credit reporting agencies
Postal inspectors

2. State Resources
Departments of consumer affairs
Offices of atorneys generd
Contractor licensing boards
I nsurance commissoners
Red estate commissioners

Departments of headlth and human services or other state agencies mandated to protect
the elderly, disabled, or persons living on low incomes

Licenang and regulatory agencies
Professiona associations of accountants, investment bankers, financia planners, etc.
Better Business Bureau

Consumer protection agencies

3. Local Resources

Locd sheriffs departments that participate in TRIAD programs (partnerships between
agencies, advocacy groups, and sheriffs to address the problems of the elderly)

Prosecutors offices
Chapters of the Better Business Bureau
Credit reporting agencies

Consumer protection agencies
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E. Samples of Fraud-Related Resources

On the following pages are samples of fraud-related resources. Contact information for the
providing organizaionsin listed in Section C, above.
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1. American Association of Retired Persons

The American Association of Retired Persons has produced a package cdled the “Stop Tele-
marketing Fraud Program Kit.” The 80+ page document contains information to help facilita-
tors conduct anti-fraud training. Included are sample agendas, advice on setting dates, times,
and locations, materids for didribution; promotiona guidance; generd talking points, and much
more. AARP aso produces various fraud derts and consumer references. Contact AARP at
601 E St., N.W., Washington, DC 20049. (202) 424-3410.
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2. Call For Action

Consumers Need
1o Know About

Pebit Cards

10 Important
Dialing Tips
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Consumer Action

3.
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4. FBIl Law Enforcement Bulletin
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Hidden Faces

Combating

Telemarketing Fraud

By KEITH SLOTTER, CPA
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B

"dnd the grand prize is...
F25,000 in cold... hard...
cash! Thare are only five
people left n our holiday
bonus honanza, and it
loaks to me fike you're on
topi [ hope you can afford
A addilion {0 Four ong-car
garage, because you're
gaing to maed it

ow many Limes does the
phone ring al dinpertime
with claims Iike this from

oversealous telemarketers trying to
lure & purchase m cxchange for
promised riches and award win-
nings? Waorse, how many people do
Yo know who have been taken in
by these schemes?
“Telemarketing” was a term
cnined by telephone companies in
the mid-1970: indicating a wa
promole sales through phos

ALY
soligi-
tation. Con artists guickly leamed

that selling and promoting over the
phone offered 4 new wrinkle on
age-old customer swindle schemes
By promising cash, cars, jewelry,
and other prizes, unscrupulons
lelemarketers have flecced millions
of people out of their hard-carned
savings. Many victims are the eld-
erly—folks who normally close
ieals on a handshake, but have been
conned out of their retirement nest
ezas inexchange for cheap tnnkets,

Hlegal telemuarketing schemizs

have ong common clement

— March 1998/ 9
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Whether the products offered for
sitle are pens, vitamins, water puri-
fiers, lottery winnings, or invest-
ments, illegal telemarketers prosper
by promising customers an array of
valuable prizes—big rewands that
TEVEr COMmE,

Owertime, illegal telemarketing
has become an international prob-
lem, with new and varied operations
springing up throughout the United
States, Canada, and Europe, To put
today’s problem into perspective,
one must examine how illegal
telemarketing operations, called
“boiler rooms,” operate and how
they developed.

INSIDE THE
BOILER ROOM BUSINESS

To wace the inner workings of
an illegal telemarketing operation,
one must understand the fanguege,
as well as exactly how and why
business is conducted the way it 15
Most boiler rooms operate in six

stages—solicitation, sales, verifica-
tiom, collection, shipping, and cus-
tomer service, Each stage depends
on the others for success.
Solicitation

No boiler room can prosper
without a core base of victims and
confinuous new prospects, Tele-
marketers solicit potential custom-
ers in wo ways—either imbound or
outhound. Inbound systems usually
invalve a bulk mailer of some sor,
often a card or certificate, notify-
ing prospects that they have won a
prize or business opportundity and
requesting that they call the com-
pany within the next 24 or 48 hours.
This deadline crestes a sense of
urgency that a big award might be
missed if the offer 15 not acted
upon immediately, Matlers resalt in
about a 5 to 7 percent response
rate for most boiler rooms. Oul-
bound systems use the cold-calling
approach—telemarketers get on

10 / FB1 Law Enforcement Bulletin

the phone and piich their promeo-
fions through unsolicited imitial
Contacl

Repardless of which system is
used, all telemarketers rely on
leads, These phone professionals do
not pick names out of the phone
bk they operate from lead lists-
hundreds of names and telephone
numbers that bodles foom owners
purchase from lead brokers. wsuatly
on & weekly basis. Lead lists iden-
tify likely prospects, often those
whao have been victimized recently
by other telemarketers. A boiler
room owner might pay anywhere
from 5 cents to 5 dollars per name,
depending on the likelthood of a
sale. Most boiler rooms exclasively
solicit out-of-state victims in order
to avaid the risk of personal ¢on-
fromtation in the fumre,
Sales

As the heart and soul of any
boiler room, sales personnel do not
all do the same job. They are ko
cated in various rooms inside the
company depending on their func-
tien., Many salespeople at all levels
operate using a wrilten pitch, usu-
ally drafied by the owner or room
manager. However, most phone
n:pn:sx:n!ali'.'r_'s. are given wide lati-
de in price negotiztions and what
they can say and promise a victim

Frowet Revomi

The front room is where the
new, less experienced sulespeople,
sometimes called “fronters,” work.
They generally contact new pros-
pects from their lead lists and offer
the customers produects and awards
with relatively low prices, usually
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between $299 and 5599, They arc
managed separately and segregated
[rom the more advanced operators.

No Sale Room

This room houses salespeople
wihio refuse o take 0o for an answer
Onee the fronter has failed in a
sale, the lead is forwarded 1o the Mo
Sale Rommn, where a more exper-
enced telemarketer takes & second
crack al it. This telemarketer feigns
misunderstanding and incredulity
that the customer is noi taking ad-
vantage of the opportunity being of
fered and wsually says something
like: this:

“Frankly Mr. Jones, my

associates and 1 are completely

confused, and we e nol sure
what to dv abowt it. What
you're telling us is that you
don't wani your prize—that

we should just forget ahout it

and send it off to some other

lucky customer? I don't think
you realize what you have
coming to you,”

Sometimes these salespeople,
ar “no salers,” iry o explain away
the cost of an awand or product by
claiming that the fee simply covers
the costs associated with the prize,
such as shipping, insurance, and
1axes,

Feload Room

A boiler room lives or dies
through the success of its reload
room, the established phone
professional’s turf. These sales-
people, called “reloaders.” use
high-pressure factics and an asson-
ment of Bogus promises to convinee
past viclims that they should buy

agamn, [ronically, these victims are
the easiest to pitch hecause they
temd 1o spend more and miore money
in hopes of eventually winning that
big prize or at least breaking even,
Reloaders fuel those hopes with lies
and unkept promises about grander
promotions and newfound nches if
the victim will just play along one
e e,

Reload orders often total thou
sands of dollars apiece and repre-
senl the bulk of the company's il-
licit income. Seasoned reloaders
commonly earm well over 100,000
in commissions annually.

Verification

Werifiers récontact customers
shortly attcr a sale has been com-
pleted. They review the promotion,
awards, and price with the custom
ers. More important, they attemgpt o
diffuse the misrepresentations
inade by the sales representatives.
Verifiers also secure Arangements
for the victims 1o pay for the bogus
products,

Collection

To circumvent the problem of
buyers’ remorse, lelemarketers
need io ensure that cosiomers pay
them as quickly as possible, The
o most common metheds of pay-
ment are checks sent via overnight
delivery and demamd drafi authori-
zations. The verifier secures the
customer’s address and arranges for
the overnight courier to pick up the
check as spon as possible, with all
charges W be paid by (he boiler
room, By using check dehits or de-
mand drafis, telemarketers also can
arrange for the direct electronic
tronsfer of funds from o victim's
hank sccount,

Because of the instability and
illegality of most boiler room op-
crations, lelemarketers generally
cannot obiain bank merchant ac
counts for credit card zales. Some
owners misrepresent the nature of
their husinesses (o secure such ac-
counts, but cnce banks determine
that the companies” profils are gen
erated exchisively through phone

March 1988 ¢ 11
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sales, they quickly shut down the
BCCOUNTS.

Shipping

Also known as the “back end,”
most tebemarketers initally get into
trouble at this paint It is one thing
to e over the phone 1 induce a
sale; it is another thing 1o lie over
the phone and then mot ship the cus-
tomer anything, nof even the least
valuable award, Many fnancially
strapped owners, o their detriment,
resort (o nonshipment when buosi-
ness gets hectic. Relinbie shipping
minimizes customer complaints,
which, i turn, reduces the threat of
law enforcement intervention.

Incidentally. most illegal prize
rommns aperate on i 10w 1 prne
cipte; that is, they awward u prize
costing one-tenth of the amount
paid. There even have been cases in
which boiler rooms awarded vic-
tims vacation packagss thul con-
sisted of nothing more than travel
centificates the boiler room boughi
m bulk for pennies apiece.'

Costomer Servics

This task requires a special fal-
ent and also might be called cus-
tomer harassment oF customer in-
nmidation. Once victims realize
they have been duped, the customes
service representative {CSR) musi
climinate the prollem using any
tactics necessary. The CSR usually
is an old-time elemarketer who ei-
ther belittles and berates customers
imto submission or, through an end-
less series of delay ractics and
cmpy promises, wears the come
pluinants down ungil they eventa-
ally give up. Only the most persis-
tent customers of the threar of law

12 { FBI Law Enforcemant Bulletin

enforcement action actually elicits a
refund.

HISTORY OF
TELEMARKETING

The first megor illegal telemar-
keting company was Fifty Sttes
Dristributors, This company began
operations in 1975 in Las Vepgas amd
eventually spread ool across the
west, Fifty States sold advertising

Secrecy is
the key to
illegal
telemarketing
success.

))

specialty products or “ad specs”—
usually pens, key-chains, or refrig-
erator magnets with a company’s
embossed pame and logo—io busi-
nessis throughout the comntry, The
owner of Fifty States, Barry
Schrader, soon learned that his
phone representatives could sell
mire products by offering custom-
ers a watch or other jewelry mnket
glong with their orders.® This
simple gesture eventually evolved
into the 1-in-5 scheme. which has
become a staple of illegal prize
EHHTL Operations.

In the 1-in-3 scam, telemarket-
ers guaraniee that customers will
receive one of five prizes—with the
top award being an sutomaobile or
other lucrative item, all the way
down to the least valuable prize,
often represented o be a television,

VCR, or stereo, In fact. the least
valuable award is buried some-
where in the muddle, and, though
represented po be valuable, it wso-
ally consists of waorthless jewelry,
artwork, or costly and restocted va-
cation packages. Everyone pets this
award—excepl for the few custom-
ers who have spent thousands and
thousands of doliars chasing
dreams concocted through crafly
salesmanship. OF course, before be-
coming ehigible for an award, the
victim must purchase something,
oftien a product with a true value
difficull for amateurs o determine.
The first rule of illegal telemarket-
ing is that no one gets more than
they pay for.

Fifty States, which employed
mose than 30 salespeople at its
peak, eventually was rasded and
shut down n 1979, Unforunately,
former mamagers and salespeople
spread across the country o start
their own scum operations, such as
Cypress Creek Promotions in Fort
Lauderdale, Flonda, Nationwide
Marketing in San Diego, Califorma,
andd Pioneer Enlerprses in Las Ve-
gas, Nevada, which at one time was
the lergest boiler room in the Umited
States,

EARLY LAW
ENFORCEMENT EFFORTS
Secrecy 15 he key o illegal
telemarketing success. Telemarke-
Leers, by mature, shun owtsiders. They
feel secure in defrauding people
throughoul the country with the
comfortable detochment of never
having to meet their victims {ace 10
face. Telemarketing companies are
equally wary of law enforcement.
and their operations are primed for
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guick relocation, as reguired. A
boiler room owner easily can set up
an office without any overhead con-
cerns, needing only office space,
desks, and phones, all under the
cover of an innocuous name, often
with the words “marketing” oF “pro-
motions” in the dile.

Further complicating law
enforcement’s efforts al invesngat-
ifeg holler room OpeTions, moslem
pliyees, from the owner to the low-
esl level salespeople, use aliases, or
“phone names,” to insulate them-
selves from suspicion. Tracing an
alias involves extensive police sur-
veillance and cumbersome records
review, often without success.

Prior 1o 1990, most law en-
forcement investigations were his
torical in matre, Federal agents and
local detectives were challenged to
pore over thousands of documents,
including sales orders, payroll
records, shipping receipts, purchase
orders, welephone toll records, and
hank account information, 10 recon
struct company operations. Adddi-
ticnally, cases only could be selved
by contacting and interviewing hun-
dreds of victims actoss the country,
making successful telemarketing
investigations ai all levels of law
enfurcement very rare

Boiler room operaiors simply
can pack up and move to another
county or town, leaving pursuers
perplexed. Part of the problem is
that the boiler room commumnity has
ita own langnage and way of doing
busimess. Investigalors attempting
to thwart botler room operators
gquickly learned that withowot thor-
ough knowledge of boiler room
lingo and hehavior, their limited un-
derstanding of such operations im-
mediately would compromise their

proactive investigative efforis.
Many of these barmers oltimately
teppled in the early 19905 with the
FBI's Operation Disconnect, which
gave law enforcement one of its
first real glimpses mside the boiler
rooims of America,

OPERATION DISCONNECT

Afer the FBL, staie attomeys
general throughout the country,
and innumerable police depart-
ments suffered vears of investiga
tive frustration, the FBI solicied
the services of a former boiler room
manager, who guided agents
through this intricate and secretive
world, With this intelligence, the
FBI's Salt Lake City office initiated
undercover operation Bo Deal,
which subsequently evolved into

Disconnect, undercover agents
posed as distribotors of a computer-
ized lead service, promising con arn
ists profits far beyond what they
were raking in already. This tech-
nigue enabled agents to gain first-
person admissions of illicit sales
tactics and to understand boiler
room machinations fully, During
this undercover operation, investi-
gators developed so-called hot tests
in which agenis, posing as custom-
ers, purchased products and re-
corded the frawdulent pitches and
unkept promises of telemarketers
throughout the country,

Many federal and local law
enforcement agencies, along with
18 FBI feld offices, participated
in the March 1993 takedown,
resulting in raids of 79 boiler

national Operation Disconnect. In - rooms and the arrest of 300
Telemarketing Fraud Victim Profile
Lower  UMeTROKEd vl Pubiic
fnooma 30.0%
Singla i 0%
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Qufagr 3.0%:
305
Cranc] LA
Hakders
707G
invasiors

gmall Busimass

March 1888 7 13

D-36

PROVIDING SERVICES TO VICTIMS OF FRAUD (7/98)




subjects nationwide.” Although
Disconnect was a one-time opera-
tion, the methodology used in
thiz investigation established a
solid foundation for law enforce-
ment to combat illegal boiler
rooms in an effective, proactive
IMULATET,

PROACTIVE
TELEMARKETING
ENFORCEMENT

In the wake of Disconnect,
many telemarketers became: even
miore secretive and suspicious in
their business dealings, Law en-
forcement guickly leamed, how-
ever, that the bonds of secrecy and
distance. so implicitly cherished by
boiler poom operators, could be of-
fectively used against them. Whle
phone professionals depend on de-
ception and inckery for success,
they never can be completely sure
i wham they are speaking on the
ciher end of the line. The challenge
for law enforcement is to explaoit
this vulnerability and put investiga-
tors intn the position of customers
without arousing suspIcion.

Operation Disconnect’'s suc-
cess led the FBI's Miami division
and the Fort Lauderdale Police De-
partment o combine forces in 19494
in Operation Sunstroke.. Topether,
they developed a strategy 1o place
agents and detectives consistently
in the role of victims, allowing for
direct evidence of illegal sales
tactics. Owver time, a twofold sys-
tem involving cooperating wit-
nesses (CWsp and fictitious leads
has developed.

First, cooperating wilnesses
with previous boiler room experi-
ence are sent inio suspected illegal

14 / FBI Laow Enforcoment Bullalin

telemarketing companics 10 scck
employment. The CWs typically
are trained by boiler room person-
ncl in all phases of the operation
and usually st in on calls made by
other emplovees, All activity in the
boiber pocan 15 recorded, and the law
enforcement agency reimburses
victims upon takedown for any
actual sales made by the CW. The
evidence associated with this part of
thie investigation can be obtaimed in
a matter of days.

1]

The key to combating
telemarketing crimes
is communication—
both among law
enforcement agencies
and within
communities.

)

Second, fictitious leads are cre-
ated and inserted into the boiler
roorn, Telemarketers maintain an
uniquenchable thirst for new leads
or “fresh paids,” victims who have
purchased from other telemarketers
and likely will buy agsin. Leads,
take many forms, oflen consisting
of index cards, computer sheets,
and previous sale orders, By creat-
ing their own leads, usually in the
form of supposedly old sale ordess,
law enforcement officials can place
themselves in the victim's hot
seat. Standard sale order forms can
be purchased from a business
supply store or duplicated from
previous searches and seizures.
Chee the form is completed with the

fictitions information and subma-
tizcl to the boiller room, investigatons
can expect a call in a matter of days.

The next investipative step is to
overcome the interstate aspects of
telemarketing and create the illu-
ston that the law enforcement vic-
tim actually is located in a farawny
state. One way 10 sel the stage is to
work in tandem with another law
enforcement agency out of state,
For a relatively low cost, each
arency can establish one or more
telephones in its office space with
calls forwarded permanently to the
other agency. For instance, in Mi-
ami, the FBI and the Fort Lauder-
dale Police Department set up five
telephones with recording equip-
memt, Through cooperative cffons
with ether FBI and law entorcement
offices, the phones in Flonda wers
connecied o phones in Atlanta,
Dallas, Los Angeles, New York,
and Chicage, Those phones were
placed in permaneat call forward
status so that if, say, a telemarketer
i Miami called a lead in Atlanta,
the call sutomatically bounced o
the phone bank in Fort Laoderdale.
By replicating this steategy, law en-
forcement agencies can make phone
solicitors believe they are conduct-
ing interstate sales when the investi-
srutors might be hiterally right next
door,

To complete the scenurio suc-
cessfully, all law enforcement per-
sonnel involved in the investigation
need 1o be briefed on case objec-
tives, phone personas, how (o clicit
morimimating information, and the
mechanics of arranging for the
purchase and receipt of products
and prizes—usually through a
mail-drop arrangement, Once law
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enforcement personnel make a
purchase, the phone tvpically con-
tinues to nng with reloaders solicit-
ing more money and, eventually,
with other boiler rooms that have
purchased the leads from: the initial
LArgeL

Followmg Miami's success, the
FBI in San Diego coordinated na-
tiosal Operation Senior Sentinel. In
addition 1o investigators from mul
tiple agencies, this initiative also
solicited the services of retired law
enforcement personnel and mem-
bers of the American Association of
Retired Persons (AARP) to pose as

victims. To date, Senior Sentinel ef-
forts have led to the amests of
over 1,000 boiler room subjects
nationwide*

CRIMIMNAL INNOVATIONS
Even with the successes of Dis-
conmect, Senior Sentinel, and hun-
dreds of similar local law enforce-
ment operations, telemarketing
continues to thrive. Canadian au-
thorities, in particular, have wil-
nessed explosive growth in illegal
telemarketing during the past 3
years. In addition, new vanations
on these schemes continue o anse,

=

e st

Some of the most popular include
recovery schemes, so-called rip-
and-tear operations, and investiment
schemes.”

Since operation Disconnect,
telemarketers have discovercd a
more insidious way of defrauding
customers, Phone professionals,
posing as recovery and liquidation
s—pe.-cin]isls, pmmi_l;c customers a
retumn of their lost monies in ex-
change for an sdditional fee tha
supposedly covers court costs and
other legal expenses. These con arl-
ists often claim (o be working hand-
in-hand with law enforcement

TR e et T T

Drapping Mail: The process of bulk-
it hing promotional materials (usually award
natification letters or cards), enticing potential
customers to call the boiler room to claim their
prize.

Lay Down: An easy sale. A customer who
is &0 excited about the promaotion, hefshe is an
casy target for the salesperson.

Catalog Rebuttal: A phony catalog. Many
telemarketers instruct customers (o send in
photographs of themselves with their awards
Customers are told the pictures will be pub-
lished in the telemarketing company s catalog,
This rehuttal lends an air of legitimacy o the
deal even though no such catalog is ever
published.

In the Etlier: When a salesperson is able o
excite a potential customer about the swards or
prizes they may have won, the customer is said
to be “in the ether.” The customer is then
hrought “out of the ether™ upon hearing the

Common Terms Used in the Telemarketing Trade

actual terms and conditions associsted with
the winnings.

Gimme Gifi: The trinket or low-value
prize that all customers peceive, regardless of
the extravagant prizes that wers promised,
Typical “gimme gifis” include cheap jewelry,
travel certificates, and phony artwaork.,

Misreps: Misrepresentations, lies, and
exaggerated statements made by the salesper-
5o [0 close the sale.

Mooch: A sucker, In short, the ideal
Cusbomer,

Spiff: An incentive or bonos given by the
company o a salesperson who has had an
especially successful day on the phone.

Takeover (T When one salesperson
passes a customer on (o another sales repre-
sentative to iry to wear the buyer down and i
close the deal. The second seller is usually By
fresher and ofien will try a different tact 1o s
elicit a sale, !

March 1998/ 15
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Sowie: Nalfonal Frawd infarpation Cenfar

Top Ten Telemarketing Company
Locations in 1996

California
Florida

Texas

Mew York
Mewvada

Georgia

inois

Britizh Columibia
Quebec
Missouri

authorities and prey on the victims'
ultimate desire to recoup the losses
they incurred, perhaps from the
very felemarketers now promising
tox help.

To help avoid detection, an
other setof lelemarketers, known as

rip-and-tear operators, often work
oul of a basement or office facility
with a month-to-month lease
arrangement. Their goal is o de-
fraod as many customers in as short
i time as possible with 0o mtention
of fulfilling customer orders or
awnrding prizes. They just take the
money and run

16 FBI Law Enforcement Bulletin

A new wave of sophisticated
telemarketing has emerged in the
fravd arena. These phone profes:
sionals claim to be investment spe-
cialists, often referring o them
selves as brokers or investors and
their busingsses as independent
sales offices, or 1805, rather than
boiler rooms. They offer high-
priced investinents in stocks, bonds,
and new business Opporiunities
and might go so far as 1w [urmish
prozpective victims with phony
registration and prospecius papers.
[Despite their air of profession
alism, their schemes are no maore

legitimate than the rip-and-tear op-
crutors” ploys.

CONCLUSION

e key to combating telemar-
keting crimes 15 communication
both among law enforcement agen-
cigs and within communities. By
sharing investigative and intelli
pence information, law enforce-
ment at all levels can defy the inter
state aspects of these crimes. For
example, the Boiler Room lask
Force in San Diego maintains a
comprehensive tape library conzisi-
ing of thoosands of recorded
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telemarketing conversations that
are available for law enforcement
use. Mearly 200 recorded victim
conversations are added to this col-
lection weekly. Additonally, Fed-
eral Express, headguartered in
Memphis, Tennessee, has eslab-
lished its own initiative against
boeiler rooms that use their delivery
services. The cooperation and testi-
mony of Federal Express officials
in these matters has proven invalu-
able in bringing many of these
criminals o justice.,

Finally, the public, particularly
the elderly population, depends on
law enforcement (o educate them
about the pitfalls of dealing with

boiler rooms and the common
schemes w0 which they might be-
come susceptible. Most of Amer-
ica’s elderly population grew up in
an era when trustworthiness was
the norm and a person’s word was
his bond. They find it hard to com-
prehend that salespeople could lie
in such a sraightforward and outra-
geous fashion, and they ane so em-
barrassed by their losses they find it
difficult to report these cnmes,
With the impact of proactive
hoiler room investigations and
other intensified law enforcement
efforts, former telemarketing hot-
beds like Las Vegas, Texas, south
Florida, and southern California,

have seen significantly reduced ille-
gal telemarketing activity. With co-
operative efforts and a commitment
to addressing the problem, law en-
forcement can confinue (o expose
the hidden faces of illegal telemar-
keters arcund the world.

Endmaies

! Operatian Samstroke, FEL, Miami
Drivasiom, 19K,

! 'Warren Rupg. former manager, Filty
Lmies Dhstrbulors, mierview By aothod

¥ Boomomis Crirmes Unit, Financial Crimes
Section, FBI Hesdguarters, Washingoon, DC

! Do,

i Maticeal Fromd Informmion Cemer, &
Progect of the Natissal Cossumer’s Lengoe,
Washington, DU, 11M6G
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5. Federal Trade Commission

Facts 3

for Consumers

Health & Famess

Fraudulent
Health Claims:
Don't Be Fooled

M=

Curs Al

A7 0 Bureau of Consumer Protection
e iz Office of Consumer & Business Education

A (202) 326-3650 :i.an.__g_
-] March 1996

Produced in cooperation with the
U.5. Food and Drug Admsdnistraticn
S6-1249

illions of consumer dollars are

wasted on unproven. fraudulently
marketed, and sometimes useless health
care products and treatments. In addition
o wasting their money, consumers with
serious medical problems may be wast-
ing valuable time before they seek proper
reatment. Even worse, some products
may cause serious hamm and endanger
lives,

Fortunately, there are ways to tell
which health-related claims are likely to
be legitimate, This brochure will help
you spod false and unsubstaniated
claims. Tt deseribes some typical areas
where frapd flourishes and suggests how
you can protect yourself,

' How to Spot
== [Ealse Claims
A

=  Kemember the first rule of
thismb for evaluating health claims: 1 it
sounds oo good to be true, it probably
is. Also, learn to recognize the typical
phrases and marketing techniques used
to deceive consumers:

# The product is advertized as a quick
and effective cure-all for a wide range
of ailments or for an ondiagnosed
pain

# The promoters use key words, such
as scienrific breakthrough, miracu-
lows cure, exclusive product, secret
ingredient or ancient remedy.

# The promoter claims the medical
profession or research scientists have
conspired 1o suppress the product,

# The advertisement includes undocu-
mented case histories claiming amaz-
ing resulis,

# The product is advertised as available
from only one source, and payment in
advance is required

In addition, health care climics that
require patients to travel away from
home 1o receive treatment may be sus-
pecl. While many elinics offer effective
treatments, some prescribe untested,
unapproved, ineffective, and possibly
dangerous “cures.” Moreover, physi-
cians who work in such clinics may be
unlicensed or lack appropnate specializa-
tion. For these reasons, you should
contact state or local health authorities
where the clinic is located before you
arrange o go.

Finally, don't rely on promises of a
“money-back guarantee.” Be aware that
many fly-by-night operators will not be
around to respond o a refund reguest,

2
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1 Why Health Fraud
ﬁ a| SchemesWork _____

o Health fraud is a business that
= sells false hope. It preys on

peaple who are victims of diseases that
have no medical cures, such as AIDS,
arthritis, multiple sclerosis, and certain
forms of cancer. It also thrives on the
wishful thinking of those who want
short-cuts to weight loss or improve-
ments to personal appearance. [t makes
enormous profits becawse it promises
quick cures and easy solutions to better
health or personal atiractiveness.

Some Medical Problems

Cancer

A diagnosis of cancer can bring feelings
of fear and hopelessness, Many people
may be lempted 10 tum o unproven
remedies or clinics that promise a cure.
Although some cancer patients have been
helped by parnticipating in legitimate
clinical trials of experimental therapies,
many others have wasted time and
money on fravdulently marketed, inef-
fective treatments,

When you are evaluating cancer-cure
claims, keep in mind that no single
3

device or remedy is capable of weating
all types of cancer. Cancer is a name
given (o a wide range of diseases that
require different forms of treatment best
determined by a medical doctor,

For more information about cancer,
contact the American Cancer Society
office listed in your yellow pages. To
order free publications on cancer re-
search and treatment, call the Mational
Cancer Institute’s Cancer Information
Service: 1-B00-422-6237.

AIDS and HIV

People diagnosed with AIDS and HIV
infection also may feel pressured 1o ry
uvntested Yexperimental” drugs or treat-
ments. Although there are legitimate
treatments that can extend life and im-
prove the quality of life for AIDS pa-
tients, there is, so far, no cure for AIDS,
Trying unproven products or treatments
can be dangerous, and may delay proper
medical care, It also can be expensive
and wsually is not covered by insurance.

Don’t be pressured into making an
immediate decision about trying an
untested product. Ask for time to get
more information from a knowledgeable
physician or health care professional.
Legitimate health care providers will not
object to your seeking additional infor-
mation. The U. 5. Government has
established a wll-free HIV-AIDS Treat-

4

ment Information Service, 1-B00-HIV-
0440. This information help line is
staffed by health information specialists
who are fluent in English and Spanish.

Arthritis

If you are among the estimated 37 mil-
lion Americans who suffer from one of
the many forms of arthritis, be aware that
this disease invites a flood of fraudulent
products and services. This is becanse
medical science has not yet found a cure
for arthritis. The Arthritis Foundation
advises that symptoms should be moni-
tored by a doctor becavse the condition
can worsen if it is not properly meated.

An estimated $2 billion is spent
annually on unproven arthritis remedies,
Thousands of dietary and natural “cures™
are sold for arthritis — mussel extract,
vitamin pills, desiccated liver pills, and
honey and vinegar mixtures. Many
scientists believe there is insufficient
medical evidence to suggest that a lack
of vitamins or minerals causes arthritis or
that taking dietary supplements can give
relief. For a free brochure about un-
proven remedies, call the Arthritis Foun-
dation, toll-free, 1-B00-283-7800 (9:00
am.-7:00 p.m., Eastern Time, Monday-
Friday), or write: Arthritis Foundation,
P.O. Box 19000, Atlanta, Georgia
30326.
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._pM_.ul Precautions for Taking

-, Dietary Supplements

Em.“

There are thousands of dietary
supplements on the market. Many con-
tain vitamins and minerals to supplement
the amounis of these nutrients thal
people get from the food they eat. There
also are many products on the market
that contain substances such as high-
potency free amino acids, botanicals,
enzymes, herbs, animal extracts, and
bioflavanoids.

Some dietary supplements have
documented benefits: the advantages of
others are unproven and clams about
those products may be false or mislead-
ing. For example, claims that you can
eat all you want and lose weight effort-
lessly are not true, To lose weight, you
must lower your calorie intake or in-
crease your calorie use through exercise,
Most experts recommend doing both,
Similarly, no body building product can
“tone you up” effortlessly or build
muscle mass without exercise, Claims 1o
the contrary are false, Other question-
able claims may involve products adver-
tised as effective in curing insomnia,
reversing hair loss, relieving siress,
curing impolency, improving memaory or
eyesight, and slowing the aging process.

In addition 1o lacking documented
effectiveness, some dietary supplements
may be harmful under some conditions
of use. Reports of adverse reactions to
dietary supplements are monitored by the
LL.5. Food and Drug Administration to
identify emerging safety issues.

According to the FDA, the following
substances in dietary supplements are
among those that raise serious safety
issues at certain concentrations: chapar-
ral, comfrey, yohimbe, lobelia, german-
der, willow bark, guar gum, jin bu hoan,
ma huang, L-tryptophan, phenvlalanine,
and germanium. In addition, some
vitamins and minerals can cause prob-
lems for some people when taken in
excessive doses. These include vitamin
A, niacin, vitamin B, vitamin D, iron,
and folic acid. And remember, a label of
“natural” is no guarantee of a product’s
safety or effectiveness.

Consumers who use dietary supple-
ments should always read product labels
to determine the % daily value for vari-
ous nutrients contained in the product,
Also, it's a good idea to seck advice
from a health professional before taking
dietary supplements, panticularly for
children, adalescents, older or chroni-
cally ill persons, and women who are
pregnant or breast-feeding.

7

o)
For More Information or

Jo ReportaProblem
F&r_

+ To determine the value of a
health care product or treatment,
consult a phammacist, doctor, or other
health professional.

# To report a company vou believe may
be making false advertising claims,
write to: Consumer Response Center,
Federal Trade Commission,
Washington, DC 20580,

# To report a company for falsely
labeling its products or o report a
serious adverse effect associated with
the use of a dietary supplement, call
your local Food and Drug Adminis-
tration office.

# For information about a particular
hospital, clinic, or (reatment center,
contact state or local health authori-
ties where the facility is located. If it
is in a foreign country, contact that
government's health authority to see
that the facility is properly licensed
and equipped to handle the proce-
dures involved. For information
about facilities in Mexico, contact the
Secretary of Health (Secretaria De
Salud) in the Mexican state where the
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facility is located. Here is a list of
phone numbers for Mexican states
that border the U.S.:

Baja California (112) 201-38
Sonora (62 13-42-81
Chihuahua (41) 13-38-05
Coahuila (84) 15-57-33
Nuevo Leon (%) 343-31-37
Tamaulipas (130) 222-93

# In addition, you may wish o contact
your state Attomey General's office
or a local consumer agency to get
more information or to report prob-
lems. These offices are listed in your
telephone directory,

_iﬂu__ VTS SAWeTe,
Washingion, [».C. 20580
(2023 3262222

TOD (202) 1262502

FTICR [
e S, B 152
6l Forsyth Streer, 5. W,
Athunia, Georgia 20303

{404 656-1399

iliding

101 Merritac Streel, Suite 810
Boston, Massachuseiis 02114-4719
(617 4245560

55 East Monroe Sireet, Swuiie 1860
Chicago, llinos 60603
(312) 9605633

1111 Superior Avenue, Suie 200
Cleveland, Ohie 44114
(206} 2633410

190 Bryan Street, Suite 2150
Dallas, Texas 75201
(214 979-0213

1961 Stout Street, Suite 1523
Denver, Colorado 802494
{303) B44-2271

10877 Wilshire Boulevard, Suite 700
Los Amgeles, Californis 244341
(310 E24-4300

150 William Street, Swibe 13000
New York, New York 10038
(212) 264-1207

S Markes Sereet, Suite 570
San Francisco, Califomds 94103
(415) 356-5270

915 Second Avenue, Swie 289
Seattle, Washingon 98174
{203) 2206363
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[Press Release]
(Retype this press release on your organization’s letterhead. Be sure to double-space it
(bulleted items can be single spaced), and print it single-sided. If the release runs onto more

than two pages, consider using a smaller type face, line-and-one-half spacing, or judiciously
edit the text. Refer to “Suggested Activities” for distribution suggestions.)

SPREAD THE WORD...
About Telemarketing Fraud

FOR IMMEDIATE RELEASE: CONTACT:
[Insert date] [Insert name and telephone number]

[NAME OF YOUR ORGANIZATION] AND
THE FEDERAL TRADE COMMISSION LAUNCH
TELEMARKETING FRAUD AWARENESS CAMPAIGN

On the first anniversary of federal rules designed to pull the plug on telemarketing fraud,
[name of your organization], the Federal Trade Commission (FTC), and dozens of corporate and
civic partners today launched a nationwide consumer education campaign to “Spread the Word
About Telemarketing Fraud.”

During the year since the FTC’s Telemarketing Sales Rule went into effect, complaints
about telephone sales scams have declined significantly. According to the National Association
of Attorneys General, telephone marketing frauds dropped from the top consumer complaint in
1995 to tenth place in 1996. In that one year, law enforcement organizations have closed down
more than 100 illegal telemarketing operations.

Despite the improvement, telephone con artists continue to bilk consumers out of an
estimated $40 billion a year. To help stem these massive losses, the FTC’s Partnership for Con-
sumer Education is launching this major campaign.

“Educated consumers can outsmart telephone swindlers,” said [name of head of your
organization]. “We just need to better arm consumers with the facts about their rights and tell
them where to turn for help should they become victimized.” According to [last name, head of
your organization] and the FTC, here’s how consumers can reduce their risk of becoming victims
of telemarketing fraud:

. Be skeptical of “too good to be true” telephone offers.

+  Resist pressure for an immediate decision and ask for written follow-up materials that
explain the offer.

. Agree to pay no more than the price of a postage stamp when notified about “winning” a
sweepstakes. All legitimate sweepstakes must allow a “no purchase necessary” way to play
the game and collect the prize.

Federal Trade Commission [l Bureau of Consumer Protection [l Office of Consumer and Business Education
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. Never provide your credit card or checking account numbers to a caller from an unfamiliar
company without first checking the company out with the local Better Business Bureau or
state Attorney General.

. Ask to be placed on the company’s “do not call” list to reduce the number of unwanted
telephone solicitations you receive.

This year’s most common types of scams include prize offers, where hundreds of
dollars are requested in advance for shipping, taxes, or other products sold in conjunction
with the offer, and pager scams, which induce unsuspecting consumers to call long
distance numbers with foreign area codes and subject the caller to exorbitant undisclosed
charges.

The FTC began enforcing the Telemarketing Sales Rule on December 31, 1995, in an
effort to curb telemarketing fraud. Among the key provisions of the rule are:

. Telemarketers must disclose at the beginning of a call their identity, the nature of
the call (sales) and the goods offered, and that no purchase is necessary if a prize is
being offered.

. Telemarketers must disclose that cancellations and returns are not permitted if that
is the case.

. No money can be collected in advance for credit repair services or recovery
schemes that promise to return monies lost on previous scams, or for services that
guarantee the extension of credit or a loan.

e Telemarketers may only call consumers at home between 8 a.m. and 9 p.m.

« Itisillegal for telemarketers to call consumers who had previously asked to be
placed on the company’s “do not call” list. '

Consumers who have received illegal telemarketing solicitations or who have lost money

in a scam should report the problem to their state Attorney General or the National Fraud

Information Center, a project of the National Consumers League, at 1-800-876-7060.
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6. MasterCard

DEFENDING
YOURSELF AGAINST
CREDIT CARD

USEFUL TIPS ON MONEY MATTERS
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*Keep card account

numbers in 4 sCparate,
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receive them.

» Destroy carbon copies of receipts,
copies of ufine tckers, ravel inner-
aries, ar anything else that displays
vour card number — and discard them

yorself,
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Clontact vour card issuer immediately if
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machine (ATM) mansactions, or keep

ace from vour card.
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* [an't use an obviows PIMN, such as
vour birth date, your wlephone exten-

slomn, OF consceuive numbers.

* When using vour credit or cash card at
an ATM, supermarket, unartended
m.u.._u:::. —..__._:;.f Ot h.__T.z_.._"._._u-_n.. alse, e
sure vou take your receipt with you,
Mever theow it away at the site of the
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REVIEW YOUR
STATEMENT CAREFULLY

Make sure all charges are accurate,

n”_"._:.;._b_.n. dates and amounts te .,.4._.__..“_..

_.|.-n“_.__|.q_n _._n.:n._.J_.

If you don't keep wour monchly state-
ments, destroy them carefully
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RREORS, TOSS,
OR THEFT IMMEDIATELY
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cumstances, there 15 no hability for
unauthorized vse if you promptly

report vour cand missing,
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horeed charge™ was w

stand that vou are

issuer will on
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Fair Credit Billing Act awdye if you repont

an error in wWrikng.

o Call vour card issuer if 3 new or reis-

sued card does not arrive when

expected
h; = Wirite Vouir card issuer if vou discover

ErTOTS Il ._ ur stabaTrent,

s Puy at least the minimum on all undis-
puted charges. You need noc pay for
any charges under dispute unnl the
card 1ssuer has attempted o resolve the

dispure.

45 1 Krer yoUR PERSONAL
INFORMATION PRIVATE
+ When making a purchase in persosn (a5
opposed to ordering over the tele-
phone), refuse merchant requests for

personal mforrmaton. Your address and

_4__._.u_.._...____" number, _. I CXil v.__..... are

.ﬁwﬂ not required as 4 condinon of purchase

with a credt card,

« Do not provide your account number
«w over the phone unless you can venify

¢ the call is legidmate. The number

can be used g0 generate 4 new cand or
maks unauthorized purchases on your
aceaunt, Telemarketers _.u__._.._..:.__._." _._._ﬂ.._+._
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rece ot document. Many
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REPORT SUSPICIOUS
SOLICITATIONS

If you receive a suspicious sohcimnon by
phone or mail from
sommeone who regpLests

vour credit card murnbser

{ar if yiouw =] o have

baen a wvictim of
frawud}, vou should immme-
repart it 1o the Matonal

| Itormation Center’s fraud hot-

line ar 1-BO0-A76-T004, 9:00 a.m. w

scate and local law entorce agencies

to eliminate such opemnons.
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National Consumers League

7.

THEY CAN’'T

HANG UP

help for elderly people
targeted by fraud
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education program
___copies, consumer brochure® ___ copies, executive summary brochure® copies, full report _ copies, video, 520
Your Name: Organization: -
Address: — City: State; — Zip Code:

*| understand that individual copies of the brochure are free, but I will have to pay a small fee for shipping and handling for
FOR BULK REQUESTS CALL (202) B35-3323.

bulk requests

1 will pay by:

Card .J.E_._.__u...ﬁ”
* Sigmature:

American Express

Mast

erlard Viza

Check, payable to NCL

Expiration Date: —

Mail or fax form to the National Consumers League, 1701 K Street, N.W., Suite 1200, Washington, D.C. 20006, -
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Individual copies of NCL's consumer
education brochure, " They Can’t Hang
Up." are available for free. Bulk rnpiﬂ
can be shipped for a small fee.

NCL also offers a 20-minute video
(for $20 each) with personal stories
told by fraud victims and helpful
advice for seniors and their families.
NCL has also produced a 28-page
report (for $10 cach) outlining the
problem of telemarketing fraud against
older people and strategies for
empowering them to fight back.
| To order these materials please see
I the back of this brochure, or for more
l information, call or write to the
| National Consumers Lea at 1701
K= Street, N.W., Suite 1200,
\ﬁ;uhngmn D.C. 20006. (202) 835-
3323

The MNational Consumers League, founded in
1899, is America's pioneer consumer
organization. NCL is a private, nonprofit
membership organization dedicated to
representing consumers on Issues of concern
such as frauds health care, fair labor standards,
food and drug safety, and telecommunications,
MCL's three-pronged approach of research,
education and a:iuni:a-::}r has made it an effective
advocate and source of information for
consumers and workers. For more information,
call NCL at (202) 835-3323.

NCL runs the National Fraud Information
Center, which was created in 1992, NCL staff
members answer the NFIC 800 hotline, which
consumers from across the United States can
call to receive advice and tips on how to spot
possible fraud and to rgport it. To reach NCL's
National Fraud Information Center, call (800}
B76-Tiad),

= llegal telemarketers prey upon senior
& | citizens, and it has become a serious

0 social proeblem. It causes distress, family
conflict, anguish, poverty, sickness, and in some

" cases premature death, To cambat the problem,

focused intervention by the private and public
sectors is critical.

The National Consumers League, with funding
from the American Express Company, has
launched a project to restore personal dignity
and financial independence to older Americans
who are targeted for fraud. The Aspen
Conference, convened by NCL, marked the start
of the project, using experts, survey data, and
current research to develop new messages for the
elde rt:,?and a new strategy to empower them and
their families 1o combat telemarketing fraud.

Messages used in the past to advise the elderly
haven't worked as expected, especially among
some segments, The weakness of many
initiatives often lics in a reliance on facts and
data, with little knowledge of the targeted

population
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g g " understanding of the consumer is
1 crucial. The diversity of serriors, their
el H values and attitudes about money, the
influences that trigger their behaviors, and their
family interactions are important factors which
must be explored in order to develop messages
that they will heed.

The American Association of Retired Persons
made great strides with its surveys and focus
groups in defining the population of older fraud
victims, the scope of the problem, and the
“triggers,” “behaviors,” and “attitudes” which
propel seniors into accepting fraud and make it
so difficult for them to aveid it. The research
also shows that older Americans’ experjences
with telephone solicitations are numerous.
Many seniors find it difficult or are
overconfident in their abilities to spot fraud,
Many admit they are unwilling to report raud,
due in part to a “kindly perception™ of the
telemarketer.

Elder fraud victims are not isolated, lonely,
and out-of-touch people. This description may
represent some victims, but it does not describe
the entire or even a majority of the targeted
pupu!utn;n. AARP has classified five types of
senior victims: - Open to Anything; You Can’t
Fool Me; Polite and Vulnerable; Likes to Buy;
and Naive. Mo one person fits exactly into a
type, but may instead be a composite. The
designations provide insight into the variety of
motivations and personalities at work in a

fraudulent telemarketing encounter.

AARDP's classifications confirm that one
message canmot, and will not, be successful with
all senior citizens. After reviewing the research
and focus group findings, the Aspen Conference
participants designated the “Open to Anything”
and "Polite and Yulnerable” populations as the
target audiences for the new messages.  These
two groups represent high percentages of the
elderly population and are considered most

reachable,

3 ; CLs Aspen Conference used social
!l_‘|! marketing principles to develop a
-Z'EW_‘.;H message strategy relevant o seniors,
In crafting the message, the Aspgn participants
used a consumer-based communication model,
amechanism to view the world through the eyes
of the consumer. The model’s uniquencss is the
equal weight assigned between the scientific-
research, which recommends new behavior, and
the consumer research, which identifies

consumer reality.
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The Aspen focus groups established the
framework for messages based on the targer
population’s traits and reality. The new message
strategy is not one of victimization, but of
empowerment, There are three key components
to the new strategy, which can be summed up
under the heading: FRAUDULENT
TELEMARKETERS ARE CRIMINALS.

lina

AARP research and the experience of NCL's
Mational Fraud Information Center counselors
show that messages will not work with seniors
until they believe that the activity 15 a crime,
and the fraudulent telemarketers are crooks.
Cnly after they are convinced that fraud is a
crime, and they blame the criminal, not
themselves, will semiors change their behavior

i

Seniors should not be app roached as victims,
but as active participants in stopping erime. The
senior must be enabled to get control of the
conversation with a fraudulent telemarketer by
ending the call and reporting it to NCL's
National Fraud Information Center at (800)
876-7060.

Victims resist when confronted, criticized, or
humiliated for being "gullible,” and then are
unlikely to change their behavior  Therefore,
family and friends need to be better educated
and understand the problem. Their approach
should emphasize the criminal’s behavior and
craftiness, not the senior’s behavior or pullibility,

NCL and AARP developed new messages

- aimed at seniors, especially those described as

“Open to Anything” and “Polite and
Vulnerable.” The medsage strategy attempis to
encourage a new behavior that tells seniors how
to respond to fraudulent telemarketing schemes,
In r"l.pirll. Mi{_l’ tested five print advertising and
three television concepts with its members and
former fraud victims, The two most favorably

received print ads were the following

“Your friendly telemarketer could be your
* friendly thief.” :

SUBHEAD: "Don’t fall for a telephone
line.”

"ACTION: Call the (NCL) National Fraud_
Information Center at (800) 876-7060.

“Don't let a thief into your house.”
SUBHEAD: “Don’t fall for a tele

line.” :
ACTION: Call the (NCL) Mational Fraud  «
Infarmation Center at (800) ??ﬁ-?ﬂﬁﬂ.

The success of the new message strategy will
rely on building cooperation among the various
agencics, urg;mir.miml}i, andupmgmmﬁ. The
Aspen Conference participants stressed the
importance of communication and coordination
among the different groups tha wark to end
telemarketing fraud and protect senior citizens,

—hg e
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8. National Fraud Information Center

NATIONAL

FRAUD

INFORMATION CENTER

A project of the MNational Consumers
Lasgue. NCL is a private, nonprofit
membership organization dedicated to
repragenting ConNSUMers on ISsues of
concern inchading fraud, health care, fair
labor standards, food and drug safety, amd
telecommunications. Contast us at (2020
B35-3323

Consumer Assistance (BD0] B76-7060

Facsimile |202] B3S-07ET

TDD |202) B35-0778

Electronic Mail fraudinfe@psinet.cam

World Wide Web it oo fraud. org
PO BOX 65868

o' Washington, DC 20035 e -

Mational Fraud Information Center
BE SMART

Know the company you plan to do
business with.

A reputable company will be pleased to send
vou information. A fraudulent promotion
reguires an immediate response.

Never reveal account numbars, partial
account numbars, or any other paersonal
identification to strangers, especially over
the phone.

A crook who knows the name of your bank has
enough information o claan out your accourit,
An expiration date (s aff that is needed fo charge
hundreds of dollars on your credit card,

Mevar send cash by private carrier.

AReguired overnight delivery of checks or money
orders is an indication of frauvd. Frauds which
use the maid are investigated by federal agents.

Mever pay up-front fees for services
which normally operate on a commission
basis or charge interast.

Employment agencias, real estate agents, and
travef agents generally aperate on & Commission
basis. Lenders charge inferesr rates.

When anyone tells you that you have
won a prize, hold on 1o your money.

Any time you are told you have won a prize and
have to pay money, refuse the prize.

For further information call
1-800-876-7060

D-54

PROVIDING SERVICES TO VICTIMS OF FRAUD (7/98)




9.

North American Securities Administrators Association, Inc.

—
NORTH AMERICAN SECURITIES ADMINISTRATORS ASSOCIATION, INC.
555 New Jersey Avenue, N.W._. Suite 750
Washington. D.C. 20001
202:737-0900
Telecopier: 202 783-3571

NASAA

PYRAMID SCHEME FRAUDS
July, 1986

The pyramid scheme, in which promoters lure the unwary by extravagant promises of profit which
are tied to an ever-expanding class of new participants, is back on the American scene. State securities
regulators and the Council of Better Business Bureaus warn that this circle get-rich-quick con game has
returned in new and sometimes more sophisticated guises, leaving thousands of defrauded investors in
its wake.

The recent renewed national interest in entrepreneurship has provided the cover for a new
generation of unscrupulous pyramid scheme operators who combine a money-making variation of the age -
old chain letter game with modern high pressure sales techniques. While the new pyramid often employ
the use of a “product” to enhance the appearance of legitimacy, the bottom line is that the profits always
come out of the next investor’s pocket.

A recent survey by the North American Securities Administrators Association (NASAA) and the
Council of Better Business Bureaus (CBBB) revealed a myriad of pyramids operating throughout the U.S.
and Canada:

o Over twenty states have issued Cease and Desist Ordérs against the principals of a
company which used a pyramid sales scheme to promote sales of "lactic activator” kits.
The kits contained a substance which purchasers would combine the milk to produce a
type of mold culture which an affiliated company would allegedly repurchase for use in the
manufacture of new cosmetic product. The company selling the kits has filed for
bankruptcy, claiming 27,000 creditors. Investors throughout the U.S. lost $6 million.
Investigators discovered that the vast majority of cultures were simply being ground up and
recycled into new activator kits and that each kit's value was a fraction of the price being
charged to investors.

® Two smaller versions of the lactic culture schemes have resulted in both civil and criminal
actions against operators in Canada and Oklahoma. The latest schemes combine alleged
new uses for the same old mold with a religious approach to investors.

[ In a number of states, the latest fad is the pyramid party, in which the product is dispensed
with altogether. A player puts up $1,000 to enter the bottom of the pyramid and then must
recruit two more players to recoup his or her original investment. Heavy peer group
pressure is employed in hopes that each new players will recruit enough others to produce
a 64-person pyramid that puts the original player on top with $16,000. An operator running
a similar scheme in lllinois was ordered to repay thousands to losers after the pyramid’s
inevitable collapse.

] At least twelve states, including Tennessee, Texas and Minnesota, have acted to halt sales
of a pyramid scheme disguised as a "self-motivation" program. Participants, who pay up

President: Lewis W, Brothers, Jr. (Virginia) « President Elect: Barry C. Guthary (Massachusetts) » Secretary: Wade Nesmith (British Columbia)
Treasurer: Ellyn L. Brown (Maryland) « Directors: Stephen L. [‘amand (Maine), Philip A. Feigin (Colorado). Ralph A. Lambiase (Connecticut)
I P AP D,

Dinkacd M T asham (Tavast and Taba D Dackion (AMianmci) -
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to $6,000 each to attend self-improvement and nutritional seminars, are then motivated to
recoup their investment by introducing the program to new investors and receiving a
commission on the fee. State actions followed numerous complaints that the seminars
were difficult to sell and that the materials were not worth the price charged.

L] The U.S. Postal Service obtained a consent order in late 1985 from an Arizona company
it had alleged was falsely advertising large earnings from a multi-level credit card sales
scheme in which participants could supposedly build up huge credit lines and never have
to pay the balance due. The State of New Mexico also obtained a consent agreement with
the company after charging it with violating the state Pyramid Sales law.

Other questionable schemes that have come to the attention of securities regulators and Better
Business Bureaus in recent months have included plans for multi-level sales of investment newsletters. One
such program promises to provide new subscribers with part ownership in investment portfolios if they
recruit new subscribers. Another offers commissions for new subscriber sales in the form of silver bullion,
as well as cash.

WHAT IS A PYRAMID SALES SCHEME?

In its purest form, a pyramid sales scheme involves the collection of money from individuals on the
bottom to pay other individuals further up the pyramid. The program appeals simply to the greed of
individuals and their willingness to take the risk that the pyramid will last until they get to the top.

Many pyramids attempt to prove their legitimacy by the use of a product. The reason is that most
state laws prohibit a program where the profit potential comes not primarily from the sales of products to
consumers, but from the inducement of other investors to join the scheme. The Federal Trade Commission
states that such pyramids display two essential elements: the payment of money for the right to sell the
product and the payment for the right to recruit others into the program for rewards that are unrelated to
sales of the product to uitimate users. T

The classic model for such pyramid scams originated in the late 1960’s with Koscot Interplanetary,
Inc., Glen Turner and Dare to be Great. Investors purchased individual distributorship for up to $5,000 which
enabled them to sell mink oil cosmetics to the public or to participate in a self motivation course. At revival-
type meetings, investors were dazzled by Turner’s quasi-religious pitch and promises of enormous wealith.

However, the company provided limited advertising and product distribution, thus encouraging most
investors to try to recoup their looses by selling distributorship to new investors. The scheme ultimately
collapsed after thousands of people lost over forty million dollars. Turner was prosecuted and sued by
investors, but the model was set and other schemes quickly followed.

In contrast, a legitimate multilevel marketing business emphasizes solid product or service.
Success is based on two factors, product quality and hard work based on the ability to sell the product.
Recruiting new distributors is secondary.

FRAUDULENT TECHNIQUES-NO ROOM AT THE TOP

Unlike most economic activity, no new money is created in a pyramid sales scheme; those who get
in on the ground floor take money from those who come later. Thus, for everyone who makes money, some
other person must lose money.

Programs always produce promoters at the top of the pyramid who wave in front of prospects
checks for thousands of dollars they claim to have received from pyramid payments. As more people come
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in, new levels of pyramid are created with the initials promoter and a few early participants on the top levels.
Later recruits are on the bottom with little chances of getting the riches promised by the promoters.

Pyramid schemes are doomed from their inception. Like insatiable monsters, they demand more
and more players to stay alive. A successful pyramid would eventually involve more people than live In the
North America. This is why pyramid schemes always collapse.

Furthermore, program operators often target closely-knit groups to increase peer-group pressure
to participate. Such groups may be as diverse as religious and soclal organizations, football teams and
college students. A prospect is led to believe that if a program does not use the mails or is being promoted
by a religious group, it must be legitimate and safe.

HOW TO AVOID BEING SWINDLED

The one sure way to avoid losing money in a pyramid is not to play the game. Pyramids are illegal
are thus not registered by any federal or state agency. However, in addition to securities laws many states
do have business opportunity laws which may apply to any given promotional scheme. Prospective
participants should check with their state securities regulator to see what kind of laws may apply to their
situation. Here are some basic rules to follow in steering clear of pyramid schemes:

[ Watch out if the start-up cost for the investment is substantial. Pyramid schemes pressure
you to pay a large amount to become a "distributor.” Profits and are thus based on the
signing up of new recruits. Beware of promises of quick, easy and unreasonably high
profits.

L) Must you buy a product in order to become a distributor? Find out if the company will buy
back inventory ... you could get stuck with unsold products. Remember that legitimate
companies should offer and stick to inventory buybacks for at least 80 to 90 percent of
what you paid.

L What is the consumer market for the products? If the promoters seem to be making most
of their money through sale of distributorships or through volume sales to new recruits, stay
away.

) If the distributorship is providing a product for use in making a final product, make sure that
whatever you are required to produce under the investment program is actually reaching
the final manufacturer.

] Get all the facts about the company, its officers, and its products. Get written copies of the
company’s marketing plan, sales literature, etc. Avoid promoters who fail to provide clear
and detailed explanations of their plans.

° Resist the temptation to invest just because the person selling you the program is a friend
or its part of your religious or social organization. Remember, that person may have been
misled into belleving he/she can make large amounts of money in a short time. Also
remember that your participation in such a cash pyramid scheme may result in closer IRS
scrutiny of your tax return.

FOR MORE INFORMATION

The securities administrator in your state, province or territory is responsible for the protection of
investors insuring that complete information is available for many types of investments. If you have
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questions about possible pyramid sales schemes, contact the securities administrator listed in this alert.
Your prompt action could save you money. ’

The Council of Better Business Bureaus and the Better Business Bureaus (BBB) of the U.S. and
Canada answer inquiries on companies located in areas they serve. Before putting your money in an

investment plan, it is a good idea to contact your local BBB for a reliability report on the company you
intend to deal with. For more information, contact the BBB.
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10. TRIAD

They Wamnt to Take
Your Money

Dooro-p or Shams

Direc{Mal Schem® -
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How to Avoid
Scams & Frauds

A Consumer Reference Guide for Seniors
A TRIAD publication
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TRIAD
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Introduction

You probably have heard it said many times: “If it sounds too good
to be true, it probably is.”

Not bad advice, but how can you tell the difference between an
offer that’s genuine and has your best interest in mind, and a trap
set by a con artist looking for ways to get your money or a business
that wants you to spend more money than you need to?

This resource covers a number of scams, frauds and other consumer
issues that could affect you and offers information, tips, and tele-
phone numbers that will help you avoid falling prey to con artists
or being talked into decisions that turn out to be unnecessarily
expensive.

The FRAUDS AND SCAMS resource packet is camera ready, intended to
be duplicated. Topics are indicated by letter. For example, Topic A, How to
Spot a Scam, is a two-page handout which can be copied on one sheet of paper
and distributed to reinforce a crime prevention presentation.

The topics should probably be addressed separately, on the theory that we
learn best with simple, useful, to-the-point presentations and a handout to
reinforce the topic. The choice of topics will depend on current crime problems
in a community.

At the end of each topic is a telephone and space to add local contact numbers.
Here you may add the telephone number of a law enforcement agency or some
other local or state agency.

Only on rare occasions would a presenter hand out all of the topics at once;
probably picking and choosing your community’s “hot topics” will be most
effective.
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Sy Worldwide Web of
L Cheaters, Liars &
Thieves

" Internet access offers crooks
new routes to your money

Bill was excited about learning to use the Internet on his com-

puter. While “surfing the net” one day, Bill came across what looked
like a fabulous business opportunity to use his PC to make money at home.
When he sent for more information about the business, he was surprised to
discover that the required initial investment of money was far greater than
was advertised on the net.

The so-called Information Superhighway, or Cyberspace is the newest
area being used by con artists. As the number of seniors using the Internet
grows, and as more and more seniors become computer literate, the chances of
becoming a victim of an on-line scam increase. Many scam artists using the
telephone and mail to trick consumers are now using the Internet and on-line
services. Some of the favorite techniques are:

* Classified advertising that promises much more than can be
delivered, such as quick-and-easy weight-loss products.

* Business opportunities, especially work-at-home schemes in-
volving the use of a personal computer to make money.

* Use of “900” telephone pay-per-call services, which promise
high profits for a small investment.

* “Disguised advertising” on the Internet and on-line service
bulletin boards, chat rooms or chat forums that may actually
be sales pitches for products.

Topic]-1
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Here are some warning signs and tips to avoid being taken by an on-line
scam.

* Overstated claims of product effectiveness. .

¢ Frequent use of the word “hot” to describe proposed invest-
ment opportunities.

* Exaggerated claims of potential earnings.
* Claims of “inside” information.
* Promotions of cheap stocks promising high returns.

» Promotions for exotic investments such as gold mining,
ostrich farming, etc.

* Never provide your credit card number in any on-line trans-
action. :

« ANY information of personal nature, once on-line, becomes
EVERYBODY'’S business.

For additional information on on-line scams contact the
National Fraud Information Center, Consumer Assistance Service
at 800-876-7060 or http://www.fraud.org on the World Wide Web.

J-2
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11. U.S. Postal Inspection Service

TIP SHEET

LUMTED STATES POSTAL INSFECTION SEAWICE

FREE PRIZE SCHEHE

It happens every day; thousands of people receive mailings stating they have won a fres
prize. Msually, ite a postcard-type notice which says your prize will be one of four
or five "waluable" items listed om the card, such as a new car, a one-week vacation, &
eolor television, or a 51,000 savings bond. Hajor companiee gometimes give away
expensive items in speclal promotions, but not by mailing notlces such as these.
Typically, these notices are mailed by con artiete whose purpose is to rip you off.

If you econtsct the company by phone, as the postecard will tell you to do, your "free"
prize could end up costing you hundreds of dollare., The following examples illustrate
the point. A man in San Mates, California, paid 5398 for "shipping charges™ to receive
a "free® 1988 Pontiac automobile; needless to say, he got nothing. A Bergen County,
Hew Jersey, resident pald a $69 "shipping and handling charge" to get his "free"™ $1,000
savings bond {with & maturity of some 30 years); ke could have bought the game bond
from the U.5. Government for anljr 550.

Often wou never get & prize. If you do get ome, it typically is an inferior,
overpriced, or grossly misrepresented plece of merchandise. For example, an "all
terrain vehicle" turmed out to be a lawn chair wich wheels. A "Winnibag-0" was a
cotton sleeping bag, and a "gesuine fur coat" was & dyad rabbit pelt worth about $30.
Beware if the notice liste nice-gounding prizes like "designer® or "dismond" watchea.
They are likely to be cheap or practically warthless junk.

Further, you must actually pay to get your "free" item, either by ordering and paying
for certain other merchandise items you will be required te purchasse in order to claim
your prize, by paying shipping and/or handling charges, or by paying a processing Faa.
You can almost be certain that the fees required to get the prize will exmceed the true
monetary value of the prize itself. And the merchendise you are required to buy will
be grosely overpriced, ss hes besn the case with the water filters and purifiers and
the vitamins that are often marketed to the lucky "winners.®

Every day, consusera throuwghout America lose many rthousands of dellars teo these
unscrupulous free prize promoters. Thedr operations, known as boller rooms, are
staffed by high pressure sales people armed with scphisticated selling techniques
daalxnad to get you tao send them money. Don't be nrl.jred l:y their sales pitc'h.n‘_-a and
pressure tactice. Even better, atm yourself in the best possible way againet falling
vicrim teo thepe kinda of fraude--by knowing how these con men operste and being
prepared to ignore thedr come-ons.

If you receive a mailing promising you a free prize, or if you have been wictimized in
a free prize prometicn through the mail, contact your local postmaster or the nearest
poatal inspector 8o we can stop the promotion before more pecple are victimized.
Complaints may slsc be sent to the U. 5. Postal Isspection Serviece, Operations Suppert
Group-Chicago, Artan: Freud Complainte Section, 433 West Van Buren Street, 7th Floor,
Chicago, LL 60607-5&01.
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Appendix E
Designing Victim Impact Statements for
Fraud Victims®

Due to various policy and jurisdictiond issues surrounding the submission of victim impact
gatements (V1Ss), this gppendix does not provide victim/witness coordinators with a sample of
afraud victim impact satement. It does, however, provide information and recommendations
to condder when developing or modifying VISs to meet the specific needs of fraud victims.
Victim/witness coordinators who wish to design a fraud-specific impact statement should work
with their U.S. Attorney, probation department, court representative, and EOUSA.

A VISis perhaps one of the most powerful vehides victims have for becoming actively involved
in the disposition of crimind cases. As early as 1981, researchers, mental hedth practitioners,
and crimind justice professonals recognized that victims who receive information about their
crimina case and are dlowed to have input into the justice process experience a higher degree
of satisfaction with the justice process.™® One way victims can increase their participation in the
justice process is through the submisson of written VISs. Although al states and the federd
government have granted victims the right to submit written VISs, many victims fail to exercise
thisright due to severd factors.

Fear of defendant retdiation
Belief that prosecutors and judges will not take the impact statement serioudy
Ignorance of ther right to submit awritten impact statement

Ignorance of the importance of aVIS

Additiond factorsfor victims reuctance to submit VISsinclude these:

Indifferent forms that use cold and insengitive language or are written above the victims
reeding level

Multiple forms that must be completed separatdy and submitted to numerous crimind
justice agencies

Form formats that redtrict victims' ability to fully recount the emotiond, physicd, and fi-
nancid impact of the crime (for example, providing only two or three lines in which to

® Portions of this appendix have been adapted from Impact Statements: A Victim's Right to Speak—A Na-
tion’s Responsibility to Listen by E. K. Alexander and J. Harris Lord (Arlington, Virginia: National Victim
Center, 1994).

Kidd and Cajet, “Why Do Victims Fail to Report? The Psychology of Criminal Victimization,” 40 Journal of
Social Issues 34-50 (1984).

PROVIDING SERVICES TO VICTIMS OF FRAUD (7/98) E-1



write about the impact of the crime, or asking closed-ended questions to extract infor-
meation)

Use of VISs primarily as restitution documents

Limited explanation of how to complete and submit VISs and how they will be used in
the justice process (including who will have access to them)

Ultimatdy, a VIS should address the agenda of both the victim and the crimind justice system.
For avictim, the VIS should serve asameansto

Describe how the crime harmed the victim and his or her family members emationaly
and physically,

Provide information on the victim’sfinancid losses as adirect result of the crime, and
Promote psychologica hedling, if possble.

It is important to note that victims of fraud typicaly do not experience direct physica harm as a
result of the crime (the most notable exception being cases of Medicare fraud where victims
hedlth was put at risk or compromised). Therefore, questions related to physica harm in fraud
crimes might be tailored to extract more information about physicd impact. For example, the
form could ask, “Has this crime affected your overdl physcd wel-being? If so, please ex-
plan.”

For the justice system, a VIS should
Aid judges in determining fair redtitution orders,
Badance the information the court receives about the defendant’ s background, and

Provide information about the victim's need for additiond or continuing justice-related
support services and referras.

A. Important Considerations in Developing a VIS

When developing a modd VIS form and accompanying resources (such as cover |etters), vic-
tim/witness coordinators, in cooperation with their U.S. Attorney, representatives of  the court,
U.S. Probation Department, and EOUSA, should consder the following recommendations to
increase victims understanding of VI1Ss, thereby increasing their submission to the court:

1. Form Design

Research has shown that one of the primary reasons victims fal to submit a VIS is poor form
desgn. Many forms provide limited space for victims to respond or ask narrowly focused,
closed-ended questions.  Such a format often conveys to victims that those who work in the
justice system redlly are not interested in what they have to say. A modd form design is one
that
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Is easy to read and understand,
Uses clear, concise language in both its ingtructions and questions,

Is at a reading level appropriate to its audience (best not to exceed the ninth-grade
grade reading level, and sixth grade is preferable),

Avoids the use of impersond language,
Extracts information using open-ended questions, and
Provides adequate space for responses.

2. Introduction of the Victim Impact Statement

A mode VIS contains an opening paragraph that explains why the victim has been asked to
complete the form.  This is important Snce many victims are not familiar with aVIS or its uses.
The following information should be noted on the form itsdf or in accompanying materiads

The purpose and importance of the VIS
The gtatement’ s use in the justice process

The statement’ s confidentiaity (and who will have access to the statement, such as court
personnel, the defendant, defense attorney, etc.)

Victims right to submit aVIS

Other dlowable formats for submitting a satement (such as video or audio formats, or a
letter as opposed to aform)

Additiondly, victim/witness coordinators should provide victims with information, where gppro-
priate, on their ability to attend and present ord impact statements to the court at the time of
sentencing, ether in addition to or in place of the written statement. Victims should aso be told
how to request the opportunity to present ora VISs.

3. Instructions for the Completion and Submission of a VIS

Victims may be rdluctant to submit a VIS if they do not have clear, concise ingructions on how
the form (or other dlowable format) should be completed and to whom it should be submitted.
Ingructions may appear on the form itsdf or in an introductory letter. A modd VIS includes an
indruction section that does the following:

Informs victims who is alowed to complete and submit a VIS (victim only, family mem:
bers, etc.)

Ingtructs victims as to where a VIS should be submitted (court, victim/witness coordi-
nator, probation department)

Specifies atime frame for submisson
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Provides cues or prompts regarding what materid might be included in the statement
(for example, opened-ended questions, such as “How has this crime affected you, your
family, or your rdaionship with others?’ or “How has this crime affected your ability to
earn aliving?’)

Provides a contact name and phone number to cdl if assstance is needed in completing
the form or if victims have questions

4. Order of Questions
A modd VIS should seek information from the victim on anumber of aspects of the victim'slife
Emotiond date
Socid, work, and family relaionships
Physcd injury
Crime-related costs

Each statement should begin with a question about the victim's emotiond state or emotiond
harm to convey a sense of caring by those who work in the justice process.

5. Other Considerations

Some victims will not submit a VIS if they are required to ligt their persona contact information
on the form itsdf, out of fear of retaiation by the defendant. Where possible, victims should not
be required to place persond contact information on the form itsdlf, but rather on a separate
cover sheet that can be removed (with the court’s permission) before ditribution to the defen-
dant and his or her attorney. If this procedure is dlowed, victims should be told early on.

Additiondly, V1Ss should be reproduced in large print for ederly or sght-impaired victims and,
where practical and necessary, in languages other than English.
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B. Sample Cover Letter to Accompany a VIS

[Date]
Dear [Victim]:

Although many crime victims experience Smilar fedings, questions, and concerns as a result of
crime, no two victims experience the same emotiond, physicd, and financid impact. Only you
can tell those of us involved in your case how you or those close to you have been affected by
this crime. One way to do this is to prepare a victim impact satement. Not dl victims are
comfortable putting their thoughts on paper, and while you have the opportunity to complete an
impact statement, you are under no obligation to do so.

If you would like to submit an impact statement for the court’s review, a form is attached for
your use. The enclosed form may gppear to be impersond, but when it is completed in your
own words, it will help to persondize the impact this crime has had on you and those close to
you. To further assst you, | an enclosing a suggestion sheet that may help as you complete
your impact statement.

Upon receipt of your completed victim impact statement, | will forward it to the U.S. Probation
Department. The Probation Department may use information gathered from your impact state-
ment to help prepare a pre-sentence investigative report for the judge hearing your case.
Someone from the probation office may contact you for additional information. If a probation
officer does contact you, please respond promptly.

The victim impact statement also provides you with an opportunity to present the court with in-
formation about the financid costs you may have incurred as aresult of this crime. Please com-
plete the enclosed financid worksheet and return it with your completed impact statement, along
with any copies of documentation you may have to verify your losses. Your completed form
should be returned to my office a [Mailing address] no later than [Date].

[Add if gpplicable] You dso have the right to attend the sentencing hearing and request to
Speak to the judge a the time of sentencing. If you would like to do so, please contact me as
S00N as you receive this correspondence and | will assist you in making your request to speak
to the judge at the sentencing hearing.

If you have any questions concerning how to complete the victim impact satement or how it will
be used in the crimind justice system, please call me a [Number]. No one knows better than
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you how this crime may have changed your life. Thank you for taking the time to provide us
with this important informeation.

Sincerdly,
[Signature]
[Name]

Enclosure
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Suggestions for Completing Your Victim Impact Statement

The following suggestions are offered only as a guide to help you to complete your writ-
ten victim impact statement. Please answer as many questions as you wish. If you need
additional space, please use additional pages and simply attach them to the form when
you returniit.

Only you know how best to describe the effects this crime has had on you and those close to
you. Weredlize it may be difficult for you to put this impact into words. However, those of us
involved in the justice process believe that it is very important for the judge in your case to un-
dergand al the ways this crime has affected you and those close to you. However, you are
under no obligation to complete the statement if you do not wish to or fed uncomfortable in do-

ing sO.

Y ou should aso be advised that once you submit your statement, it becomes part of the defen+
dant’s permanent file. The judge, prosecutor, and probation officer will read your statement,
and the defendant and his or her attorney will also receive a copy of it. [Add, where appropri-
ate] However, your persona contact information will be removed before the defendant or his
or her attorney has a chance to review your statement.

Many victims find it hepful to organize their Satement by the emotiond, physicd, and financid
impact of the crime. Others find it helpful to write a rough draft of their statement before com:
pleting the find verdon.

If you would like to tell the court about the emotiona impact of this crime, you may wish to con-
Sder the following:

Has the crime affected your lifestyle or the lifestyle of those close to you?

Have your fedings about yoursdlf or your life changed since the crime?

Has your ability to relate to others changed?
If you or your family members have suffered any physicd impact as a result of the crime, you
may wish to describe the following:

Changesin your generd, physicd well-being

How long these physical symptoms lasted or how long they are expected to last

Any medica treatment you have received or expect to receive in the future
If you would like to tell the court how this crime has affected your ahility to earn a living and

how it has affected you financidly, please complete the financid impact section of the Statement.
When writing about the financid impact of this crime, you may wish to consder the following:

Has the crime affected your ability to continue your norma work?

Has the crime affected your membership in or license from any professona organiza
tions or date or federd regulatory agencies?
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A financid worksheet atached to the victim impact form dlows you to lig financid losses that
have resulted directly from the crime. It is important to be as complete as possible when de-
scribing your financid losses. The judge will use this information to determine whether it is a-
lowable and appropriate for the defendant to be required to repay you for your losses. If or-
dered, this repayment of lossesis cdlled restitution.

Thank you very much for completing this important statement. If you need help or have ques-
tions, please contact [Name and phone number]. Y our completed statement should be returned
to [Agency name, contact, and address| no later than [Date].
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Appendix F
Glossary

This glossary defines the terms most frequently used in connection with restitution and asset
forfeture in the federd crimind judtice system, as well as generd terms used in the civil judtice
gystem. Itisnot an exhaudivelis.

Abscond. To go in a secretive manner out of the jurisdiction of the courts or to lie concealed,
in order to avoid their processes.

Abstract of Judgment. A legd document completed by the U.S. Clerk of Court thet, in sum+
mary form, certifies that a judgment has been entered in the victim's favor, including the amount
of the judgment. The victim then regigters the document in the counties or sates in which the
defendant is believed to have assets. Upon regigtration, the judgment becomes a lien againgt
any property the defendant may own or have a legd interest in (both current and future, until
such alienis satisfied or removed by the issuing court), or any future inheritance of property the
defendant may receive that could be applied towards the satisfaction of the judgment/lien.

Action. The case, cause, or controversy before a court.

Adminigtrative Cap. Satutory limit that dlows an investigative bureau to forfeit administra-
tively most property whose vaue does not exceed a certain amount, along with illegdly im-
ported merchandise, facilitating conveyances, and monetary instruments, regardless of their
vaue. (Refer to 19 U.S.C. 1607, “Conveyance,” “Investigative Bureau,” and “Monetary In-
struments.”)

Adminigtrative Forfeiture. Process by which property may be forfeited, without judicid in-
volvement, to the United States by the investigative agency or bureau that seized it.

Adoptive Seizure. Federd adoption and forfeiture of property seized exclusvey through the
efforts of state or loca agencies. Invedtigative bureaus authorized by statute or regulation may
adopt such seized property for forfeiture where the conduct giving rise to the seizure isin viola
tion of federa law. Department of Judtice policy generdly requires a Sate or loca agency to
request federal adoption within 15 working days. (See“Fifteen Day Rule.”)

Affidavit. A written statement of facts made under oath before a notary or court officer having
the authority to administer oaths.

AK.A, Alias. “Also known as” aformer or fictitious name.

Answer. 1. A forma written statement by a defendant that responds to each dlegation in a
complaint. 2. The defendant’s statement of the facts and objections to the plaintiff’s brief.
(Rule 12, Federd Rules of Civil Procedure.)
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Appraised Value. Egimated fair market vaue of the subject property at the time of seizure.
Arrest of Property. Actud seizure of property.
Asset. Any property capable of being seized and forfeited.

Assets Forfeiture Fund. Specia fund within the Department of the Treasury, established by
28 U.S.C. 524(c), which is available to the Attorney Generd for the payment of expenses nec-
essary to effect the seizure, detention, inventory, safeguarding, maintaining, advertisng or sdling
of property under seizure, detention, or forfeiture pursuant to any law enforced or administered
by the Department of Justice. Also known as“AFF’ and “the Fund.”

Assignment. The transfer to another of red or persona property in possession, or of any right
or interest therein.

Assumption of Risk. A legd doctrine that may rdieve perpetrators of ligbility for injuries to
victimsif the victim voluntarily entered into a Stuation knowing thet there was arisk of injury.

Assignee. One to whom the subject property was assigned and who has standing as a claim-
ant in aforfeiture action, provided he or she can show that the assgnor had a legitimate owner-
ship interest in the property when it was assigned and that the assgnment was legaly vdid.

Assignor. One who makes an assignment of a property interest.

Attachment. Act or process of taking, gpprehending, or seizing persons or property by virtue
of awrit, summons, or other judicia order and bringing the same into custody of the court for
the purpose of securing satisfaction of the judgment ultimately to be entered in the action.

Bankrupt. A person or business that, voluntarily or at the request of the creditors, is declared
unable to sufficiently pay debts. The debtor’s assets, as of the date bankruptcy is filed with the
court, may be liquidated and divided among the creditors under bankruptcy law. Thisis done
as quickly as possible so the debtor can pay creditors and start anew or reorganize. Debtor
reorganization is designed to alow the debtor to pay his debts.

Liquidation. In generd, converting assets to a cash form.  Straight bankruptcy
(Chapter 7 of the Bankruptcy Code) isin the nature of a liquidation proceeding and in-
volves the collection and digtribution to the creditors of al the bankrupt’s non-exempt
property by the trustee in the manner provided by the Bankruptcy Act.

Reorganization. In reorganization (Chapters 11, 12, and 13 of the Bankruptcy
Code), liquidation may be avoided and the debtor may continue to function, pay credi-
tors, and carry on business by rehabilitation and redistribution of the rights, interests,
and implied ownership of the various security owners.

Bankruptcy. Properly defined as insolvency, that is, the inability of the debtor to pay his debts
as they become due. However, it is technicdly a legd process under the Bankruptcy Reform

F-2 PROVIDING SERVICES TO VICTIMS OF FRAUD (7/98)



Act of 1978 (See 11 U.S.C., Bankruptcy Code, effective October 1, 1979, and Bankruptcy
Rules, effective August 1, 1983.)

Bankruptcy Court. A didrict court established for the administration of the bankruptcy laws
and presided over by a bankruptcy judge.

Bond. Caertificate or evidence of a debt; written commitment to pay a certain sum if particular
conditions are not met.

Breach of Duty. Conduct that exposes others to unreasonable risk or harm.

Burden of Proof. The amount of evidence that one party must present in order to win his or
her case. In crimina cases, the burden of proof is very high: “beyond a reasonable doubt” or
nearly 100 percent of the evidence. In civil cases, however, the burden of proof on the victim
or plaintiff is*“a preponderance,” or more than 50 percent of the evidence.

Calero-Toledo Defense.  An affirmative defense whereby the damant/owner must establish
that he or she was neither involved in nor aware of the unlawful conduct giving rise to forfeiture,
that he or she did not consent to the unlawful conduct or the involvement of the property in it,
and that he or she took al reasonable steps to prevent the proscribed use of his property. Also
known as the “ Pear son-Yacht Defense”

Cash. Currency, negotiable instruments, or securities.
Causes of Action. Thelegd basisfor acivil suit brought by avictim againgt a perpetrator.
Chattel. An article of persona property, as opposed to rea property.

Choate Lien. A lien that is perfected so that nothing else is necessary to make it enforcesble.
(Identity of the lien, property subject to lien, and the amount of the lien have been established.)

Civil Action. A lawauit filed by a victim to enforce private rights, most often to recover mone-
tarily from injuries sustained or damage incurred as aresult of the perpetrator’s crime.

Civil Conspiracy. Tort in which one or more persons actualy commit the physica acts con
dituting the crime while others, dthough not physicaly participating, agree to and assigt the ac-
tual perpetrators (civil conspirators).

Civil Divison. Thedivision of the Department of Justice or court that oversees the conduct of
cvil (rather than crimind) litigation.

Civil Forfeiture. In certain crimes, the means used to trangport or to conduct illegd activity
can be ordered forfeited to the United States (or the victims of certain offenses). Items such as
cars, boats, houses, etc. can be subject to forfeiture or an in rem proceeding, which is brought
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agang the property rather than the wrongdoer based on the legal fiction that the property itself
isquilty.

Claim and Cost Bond. The clam is a satement of the cdlamant’s interest in the seized prop-
erty. The cost bond is a check or surety in the amount of $5,000 or 10 percent of the vaue of
the property, whichever is lower, but not less than $250. (See 19 U.S.C. 1608.) Both claim
and cost bonds must be submitted to the seizing agency by a party asserting an interest in the
subject property within 20 days of the initid publication of notice. The filing of a dam and
posting of a cost bond stops adminidrative forfeiture proceedings. Theredfter, the saizing
agency refers the case to the gppropriate U.S. Attorney’s office for judicid forfeiture proceed-
ings

Cognovit. Written authority of the debtor for entry of judgment against him.

Claimant. One who assartsaright to, or an interest in, property.

Collateral Estoppel. A legd doctrine which provides thet, in some cases, the crimind convic-
tion of perpetrators will be consdered proof of those perpetrators legd liability in civil actions
brought by the perpetrators' victims.

Collectibility. A generd term meaning the extent to which defendants/perpetrators have the
financia means to pay judgments from assets on hand, assets reasonably to be expected in the
future, or financia assistance from such sources as insurance coverage.

Comparative Negligence. A legd doctrine, adopted in mogt jurisdictions, which modifies the
grict rules of contributory negligence by dlowing negligent plaintiffsivictims to recover damages
from defendants/perpetrators by reducing the amounts of damages by the gpplicable percentage
of the plaintiff’ shvictim’s negligence. (See dso: Contributory Negligence.)

Compensation. Monetary reparations made to crime victims by a state or other governmentd
entity to recover “out-of-pocket” expenses incurred as aresult of acrime.

Compensatory Damages. Damages pad to compensate victims for losses caused by the
torts of the perpetrator. Such losses often include out-of-pocket expenses; loss of income, in
cluding savings, investment, and earnings, expenses such as medicd hills, therapy, etc.; loss of
present and future earning capacity; pain and suffering; financia support; etc.

Contributory Negligence. A legd doctrine, now modified in most jurisdictions, that any negli-
gence on the part of the plaintiff/victim will bar civil lawsuits againgt defendant/perpetrators.

Consent Decreefor Forfeiture. An agreement between the United States and the defendant
in which the defendant reinquishes his or her interest in a particular assets and which Sates that
the property is subject to forfeiture because it congtitutes or was derived from proceeds of ille-
gd activity or was used or intended to be used to facilitate illegd activity. Also known as a
“consent decree.”
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Cost Bond. A bond given by a clamant to contest an adminigtrative forfeiture action. The
bond is deposited into the U.S. Marshads Genera Deposit Fund.  (See “Clam and Cost
Bond.”)

Creditor. Onewho voluntarily trusts or gives credit to another for money or other property.

Criminal Forfeiture. Anin personam proceeding indituted only in conjunction with a crimina
charge againg a particular defendant. (See “In Personam” and “ Civil Forfeiture.”)

Damages. Amounts of money awarded to winning partiesin civil suits.

Debtor. One who owes another something or is under obligation arisng from express agree-
ment or implication of law to pay a sum of money.

Declaration of Forfeiture. Equivdent to ajudicid order of forfeiture but issued by the seizing
agency that adminigratively forfeited the property, rather than the court. Also known as a
“declaration.” (See“Order of Forfeiture.”)

Deed. A legd ingtrument in writing which, when executed and delivered, conveys an estate or
interest in red estate. (See “Generd Warranty Deed,” “ Special Warranty Deed,” and “U.S.
Marshal’s Deed.”)

Deed of Trust. An insrument used in some gates, taking the place and serving the uses of a
mortgage, by which the legd title to red property is placed in one or more trustees to secure the
repayment of a sum of money or the performance of other conditions. Though differing in form
from amortgage, it is essentidly a security.

Default Judgment. The judgment entered againgt a defendant for failure to plead (answer) or
otherwise defend.

Defendants. Parties against whom civil actions are brought.

Delayed Discovery Rule. A legd doctrine that suspends the running of statutes of limitations
during periods of time in which the victim did not discover, or by the exercise of reasonable dili-
gence could not have discovered, the injuries that would lead to his or her causes of action
againg the defendant/perpetrator.

Demurrer. Mation by the defendant for the civil court to dismiss a motion for summary judg-
ment. If granted, the plaintiffs loses the right to proceed with the civil action.

Deposition. Pretrid proceeding in which attorneys for partiesin a civil case have the opportu-
nity to examine, under oath, the opposing parties and potentia witnesses in the case. Deposi-
tions are sworn and reduced to writing. The transcripts of such proceedings may be admissible
in evidence a trids if the witnesses are no longer available or for purposes of impeachment.
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Determining Official. The officid who has the authority to grant or deny petitions for remis-
son or mitigation of forfeture, as follows: (1) for petitions in adminidrative forfetures, the heed
of the saizing investigative bureau; (2) for petitions in judicid forfatures, the Director, Asset
Forfeture Office, Crimind Divison.

Discharged in Bankruptcy. The release of the bankrupt from al his or her provable debts,
but not a release againgt such debts that are specifically non-dischargesble by the Bankruptcy
Code. Court-ordered restitution is one such debt.

Encumbrance (Also Incumbrance). Legd liability on red property that does not prevent the
passing of title but diminishesits vaue, such as amortgage, judgment, or lien.

Entry of Judgment. Recording into the docket book a statement of the fina judgment and
entering copies thereof in the record of the case and the judgment box.

Equitable Sharing. The transfer of federdly forfeited property to a requesting stete or locdl
law enforcement agency, reflecting the agency’ s participation in or other contribution to the sa-
zure or forfeiture of the property.

Exculpatory. Evidence favorable to aparty on the issue of guilt.

Federal Rules of Civil Procedure. Body of procedurd rules that govern al civil actions in
U.S. Didrict Courts and after which most of the states have modeled their own rules of civil
procedure.

Federal Rulesof Criminal Procedure. Procedurd rules that govern al crimind proceedings
in U.S. Digrict Courts and, where specified, before U.S. magistrates.

Fifteen-Day Rule. Department of Justice policy that a state or local seizing agency should file
arequest for federa adoption within 15 business days of the state or loca seizure. Intended to
avoid Stuations where seized properties are held for interminable periods prior to commence-
ment of federd forfeiture proceedings.

Finance Litigation Unit. The section of the civil section in the U.S. Attorney’ s office respon-
shlefor the collection of fines and restitution.

FIRREA. Fnancd Inditution Reform, Recovery and Enforcement Act of 1989. This legida-
tion pertains to federaly insured financid inditutions. Forfeiture provisons are contained a 18
U.S.C. 981-2.

First Party Action. Lawsuits brought by victims directly againgt their perpetrators.

Foreclosure. Procedure by which property is sold on default of the mortgagor in satisfaction
of amortgage debt.
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Forfeiture. Lossof property without compensation when it is used in a manner contrary to the
laws of the sovereign. A forfeiture may be either adminidrative or judicid. (See “Administra
tive Forfeiture’ and “ Judicia Forfeiture.”)

Fraud. Intentiond deception resulting in injury to another. Usualy conssts of a misrepresenta-
tion, concedlment, or nondisclosure of a materid fact, or at least mideading conduct, devices, or
contrivance.

Fraudulent Conveyance. The trander of property, the purpose of which is to defraud a
creditor by hindering him by putting such property beyond his reach. Courts will set aside such
conveyances. (See “Action to Set Asde Complaint,” Federal Rules of Civil Procedure, Form
13,28 U.S.C. 2410.)

Fund. The Depatment of Justice Assets Forfeiture Fund as established by 28 U.S.C.
524(c)(1). Also known asthe Assets Forfeiture Fund.

Garnishee. A person who recelves notice to retain custody of assets in his control that are
owed to or belong to another. In a statutory garnishment proceeding, the garnishee may be di-
rected to pay over to the creditor a portion of the debtor’s property, such as wages, funds in
bank accounts, etc.

Garnishment. A gtatutory procedure in which money or goods that are placed in the hands of
athird party and that are due a debtor are attached by the creditor. (Rule 64, Federa Rules of
Civil Procedure, 28 U.S.C. 2405).

General Creditor. One whose claim or debt is not secured by a specific right to obtain satis-
faction againg the particular property subject to forfeiture. Also known as *unsecured credi-
tor.”

General Warranty Deed. Deed that assures a purchaser that title to the property is free and
clear of liens, encumbrances, and covenants and insures the purchaser againgt any future clams

againg the property.

Homestead Laws. Laws that except certain property of a debtor from execution and forced
sale by creditors. Devised to protect the property aslong asit is occupied and used as aprin-
cipa residence.

In Forma Pauperis. Latin for “in the manner of a pauper.” The permission given to a person
with no money to sue without payment of court fees or payment for representation. (Rule 24,
Federd Rules of Civil Procedure, 28 U.S.C. 1915.)

Inmate Financial Responsbility Program. A joint project between the Bureau of Prisons
and the Department of Justice for the collection of fines and redtitution, in which an inmate' s a-
titude toward meeting court-imposed obligations is measured when consdering inmate satus
and benefits.
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Innocent Owner. Bona fide purchaser for value who was reasonably without cause to believe
the property was subject to forfeiture when acquired, or alega owner (lienholder or mortgagee)
of property subject to forfeiture, who has a vested interest superior to the clamant or defendant
a the time of the acts giving rise to the forfeiture and who had no knowledge of or involvement
in the offense.

In Personam. Means “againg the person.” Action seeking judgment againgt a person involv-
ing his persond rights and based on the jurisdiction over his person, as disinguished from a

judgment againgt property.

In Rem. Action brought “againgt the thing” (the subject property) without regard to its owner,
as distinguished from an action brought in per sonam.

Insolvent. Financid condition in which one is unable to meet his or her obligations as they be-
come due or in which on€'s liahility exceeds on€' s assets a any given time.

Interlocutory Sale. Sde of property before issuance of the final order of forfeiture. The origi-
nal property may be sold and the proceeds of that sale treated as substitute property where the
originaly seized property is liable to perish, waste, or greatly depreciate in vaue during the pen-
dency of the forfeiture proceeding, or if the expenses of keeping it are excessve. In ajudicid
forfeiture, the sdleis conducted pursuant to a court order. (See“ Stipulated Sale” and “Wasting
Ast.”)

I nvestigative Bureau. Department of Justice component agency authorized by federd Statute
to investigate and enforce forfeiture datutes. These agencies are the Drug Enforcement Admini-
dration (DEA), Federal Bureau of Investigation (FBI), Immigration and Naturdization Service
(INS), and United States Marshals Service (USMS). With the exception of the USMS, de-
posits resulting from forfeitures by these agencies are made to the Fund. Federal agency inves-
tigative units outside the Department of Justice whose forfeitures result in depodts into the Fund
are the U.S. Pogtd Service, the Internd Revenue Service (IRS), and the Bureau of Alcohal,
Tobacco and Firearms (ATF).

Joint Investigation. Investigation in which one or more foreign, sate, or locd agencies par-
ticipate with afedera law enforcement agency empowered to forfeit property.

Judgment. 1. Thefind decision or order of the court resolving the dispute and determining the
rights and obligations of the parties. 2. An obligation, especiadly a debt arisng out of a judicia
decison. (Rule 54, Federd Rules of Civil Procedure, et seq.)

Judgment, Amended. Upon motion of a party or the court itsdlf made no later than 10 days
after entry of judgment, the court may amend its findings and amend the judgment accordingly.

Judgment Lien. A lienimposed by statute for the benefit of a creditor. There must be avadid,
final judgment for a definite amount of money. In many jurisdictions, it must dso be recorded
(docketed) to protect the creditor. It is a generd lien that affects al of the debtor’s property
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that is not exempt. Often the lien of the U.S. Didtrict Court is referred to as a “judgment lien”
snce dtate law providesthat alien is perfected or brought into existence by recording a copy of
the federal digtrict court judgment in the office of the county clerk (28 U.S.C. 1962).

Judgment Vacated. Theorigina order is reversed and no longer applies.

Judicial Forfeiture. Either acivil forfeiture or a crimind forfeture that results in ajudicd or-
der of forfeture.

Jurisdiction. Power or legal authority of a court to hear and decide a case.

LisPendens. A pending suit. Jurisdiction, power, or control that a court acquires over prop-
erty in asuit pending action until find judgment. (See“Noatice of Lis Pendens.”)

Lien. A clam or charge put on red or persond property for payment of adebt or performance
of an obligation or duty. Used to help insure the payment of a debt.

Lienee. Onewhose property is subject to alien.

Lienholder. A creditor whose claim or debt is secured by a specific right to obtain satisfaction
againg the particular property subject to forfeiture, liquidation, or hold.

Litigant. A party to alawsuit.

Litigation. A case, controversy, or lawsuit. The effort made by the attorneys in court towards
alegd end.

Magistrate Judge. Judge of the lower courts. U.S. magistrate judges may conduct prelimi-
nary and pretrid proceedings in minor offenses and in some district court proceedings.

Magistrate’'s Court. Court with jurisdiction redtricted to handling minor offenses, smal
cams, or prliminary hearings. In federd district courts, magistrate judges may conduct many
of the preliminary or pretria proceedingsin civil and crimina cases.

Marshal Sale. A sdehddby aU.S. Marshd to dispose of foreclosed or forfeited property in
order to regain money owed to alender or to liquidate the asset.

Money Laundering. The conversion of illegaly earned or otherwise tainted cash to an dter-
native form that concedls its origin, or ownership, often accomplished through steps taken to
hide direct linksto illegd activity and to dlow the use of proceeds of illegd activity.

Monetary Instruments. Currency; traveler's checks, negotiable instruments (including per-
sonad checks, business checks, officid bank checks, cashier's checks, third-party checks,
promissory notes, and money orders) that are in bearer form, endorsed without restriction,
made out to afictitious payee, or otherwise in such a form that title thereto passes upon deliv-
ery; incomplete instruments (including persond checks, business checks, officia bank checks,
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cashier’s checks, third-party checks, promissory notes, and money orders) signed but with the
payee’ s name omitted; and securities or stock in bearer form or otherwise in such a form that
title thereto passes upon ddivery.

Mortgage. An interest in land crested by a written instrument providing security for the per-
formance of a duty or the payment of a debt.

Mortgagee. The lender; the party who advances the funds for a mortgage loan and in whose
favor the property serving as security is mortgaged.

Mortgagor. The borrower; one who has dl or sometitle to property and pledgesit by written
instrument as security for a debt.

Moation. A written gpplication to the court requesting an order or ruling in favor of the appli-
cant. Motions are generaly made in reference to a pending action.

Motion Hearing. A legd proceeding held in response to a motion made by the defendant’s or
plantiff’s atorney.

Negligence. A legd doctrine providing that one may be ligble to another if the following four
conditions are met: one person owes alegd duty to another, he or she materidly breaches that
duty, the breach is the proximate cause of the other’s injury, and the other person suffers dam:

ages.

Net Proceeds. Forfeited cash or gross receipts from the sale of forfeited property less alow-
able asset management and case-related expenses, third-party interests, and any award based
on the vaue of the forfeiture.

Notice of Lis Pendens. Notice filed on public record for the purpose of warning al persons
that the title to certain property isin litigation and that they are in danger of being bound by an
adverse judgment.

Occupancy and Indemnity Agreement. Agreement between the U.S. Marshal and a res-
dent of red property subject to forfeiture, which alows that resdent to continue occupying the
property subject to certain terms and conditions pending concluson of the forfeiture action.
Also known as “ occupancy agreement.”

Official Use. Utilization of forfeited property by alaw enforcement agency in the direct per-
formance of law enforcement activities.

Order of Forfeiture. A judgment of a court, entered in writing, which declares that the subject
property has been forfeited to the United States and will be disposed of in accordance with law.
In a crimina forfeiture, a “prdiminary” order of forfeture is entered after a defendant is con-
victed and upon the return of a specid verdict finding that a defendant’ s property is subject to
forfeiture. A “find” order of forfeture is entered after publication if no clam isfiled. If aclam
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isfiled, the find order is entered after the concluson of an ancillary hearing. (See “Dedlaration
of Forfeiture.”)

Owner. One having a legd and possessory interest in property seized for forfeiture. (See
“Straw Owner.”)

Perpetrators. Personswho have crimindly injured victims.

Plaintiff. One who brings a suit asking for the enforcement of a right or the recovery of relief
from awrong.

Professonal Liability Insurance. Insurance coverage issued to “professond” persons.
doctors, dentists, investment bankers and counsglors, accountants, etc., to cover any losses
covered by malpractice in the course of their professond services.

Paralld Proceedings. Civil and crimind proceedings involving the same property and the
same underlying criminal conduct thet are investigated, ingtituted, and pursued concurrently.

Person. Anindividud, partnership, corporation, joint busness enterprise, or other entity capa-
ble of owning property.

Personal Notice. Procedure by which notice of the pending forfeiture action is persondly
served upon al persons, including lienholders, whose identities and addresses are reasonably
ascertainable and whose rights and interests in the property will be affected by the action.

Personal Property. Tangible and intangible property, including rights, privileges, interes,
clams, and securities.

Proximate Cause. The “cause in fact” of injury to victims, a “causg’ without which the vic-
tim’ sinjuries would not have occurred.

Proceeds. Property (including persona property, red property, and attorney’s fees) acquired
by, or exchanged with other property acquired by, unlawful activity. (See“Tracing.”)

Process. Any means used by a court to acquire or exercise its jurisdiction over a person or
specific property. For example, in acivil judicid forfeiture case, process conddts of the verified
complaint and the summons.

Property. Property of any kind capable of being owned or possessed. May include a con
trolled substance, raw materia, product, container, equipment, money, rea property, vessd,
vehicle, or arcraft. In the context of equitable sharing, tangible persond and red property other
than cash.

Publication. Requirement that notice of a forfeiture action be published for three successve
weeksin a newspaper of generd circulation in the district where the action was filed.
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Punitive Damages. Damages awarded to victims against perpetrators, over and above com+
pensatory damages, in order to punish or make an example of the perpetrator.

Quick Release. Process by which a saizing agency returns property to a party who has a
good faith interest in the property and no reason to know of itsillega use or the wrongdoer's
crimina record or reputation. Generdly dependent on the recipient’s execution of an agreement
to hold the government harmless and to pay the costs incurred by the seizing agency.

Quit Claim Deed. Deed of conveyance operating by way of release. Intended to pass any
title, interest, or clam which the grantor may have in the premises, but not professing that such
titleisvalid, nor containing any warranty or covenants of title.

Realty. Red property as distinguished from persona property. Land and whatever is erected,
growing on, or affixed to land.

Relation Back Doctrine. Provides that dl right, title, and interest to forfeitable property, in-
cluding proceeds tracegble to unlawful activity, vests in the government a the moment the un-
lawful activity occurs.

Res. Persond or red property subject to forfeiture.

Respondent. A party who answers. Respondents generdly are answering parties to petitions,
summons enforcement, and forfeiture actions.

Responsive Pleading. Forma request of the defendant in civil court to dismiss the case
againgt him or her because of procedurd issues, such as lack of jurisdiction, improper service of
process, datutes of limitations, etc.

Restitution. The act of making good or giving the equivdent for any loss, damage, or injury.
Redtitution may be ordered paid to the government for transmittal to the victims or directly to
victims of the crime. Redtitution is generdly limited to the loss described in the counts of con-
viction, athough the defendant can agree to pay other victims as part of a plea negatiation.

Search Warrant. A document designed to be used to search for forfeitable assets (bank rec-
ords, purchase receipts/orders, rea estate records, insurance appraisas, loan applications, fi-
nancid statements, wills, etc.), in addition to documentary evidence of crimina activity.

Secured Creditor. One whaose clam or debt is secured by a specific right to obtain satisfac-
tion againgt the particular property subject to forfeiture.

Security Interest. Form of interest in property that provides that the property may be sold on
default in order to satisfy the obligation for which the security interest is given.

Seized Asset Deposit Fund. The holding account administered by the U.S. Marshas Service
for seized cash pending the resolution of forfeiture cases. Also known asthe SADF.
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Seizing Agency. Federal agency that has seized the property or adopted the seizure of an-
other agency and has the respongbility for administratively forfeiting the property.

Seizure. Thetaking possession of a person or property by lega process.

Settlement. Agreement among the parties to a lawsuit to end the suit without trid; usudly the
plaintiff agreesto drop the lawsuit for afixed sum of monetary damages paid by the defendant.

Service of Process. The deivery of writs, summonses, subpoenas, or rules to the party to
whom they are addressed. Service of process must be carried out by a process server in order
to bevdid.

Sharing. The trandfer of cash, property, or proceeds redized through federa forfeitures pursu-
ant to the Attorney General’s Guidelines on Seized and Forfeited Property. (See “Equita
ble Sharing.”)

Smurfing. The practice of dividing financid transactions into amounts less than $10,000 to
avoid triggering bank reporting requirements.  Often, a number of persons (smurfs) are em:
ployed by the offender to carry out the transactions.

Special Warranty Deed. Deed that assures a grantee (purchaser) that the current grantor
(seller) has done nothing to encumber the property while it wasin hisor her possession.

Standing. The ability of a person to assart an interest in seized or forfeited property. A legd
concept that a person has an ownership or possessory interest in property so as to exercise
dominion and control over it. A person with standing may contest a forfeiture action.

Statute of Limitations. A period of time, set by law, after which a civil action cannot be
brought.

Stay of Civil Forfeiture Proceedings. The suspension of a civil forfeiture action pending the
concluson of arelated criminal investigation or action. Title 21 U.S.C. 881(1) provides thet the
government may move to stay a civil forfeiture action upon a showing of good cause when an
indictment or information has been filed in ardated crimind proceeding.

Stipulated Sale. A sde of seized property, prior to the final order of forfeiture, by agreement
of dl the parties to a forfeiture who assert an interest in the property. (See “Interlocutory
Sde”)

Stipulation for Compromise Settlement. The resolution of a civil forfeiture action by the
U.S. Attorney, or by the U.S. Attorney in consultation with the Asset Forfeiture Office, Crimind
Divison, and the Deputy Attorney Generd, that forgoes the need for trid.

Straw Owner. A “front man” who holds minimd title to the subject property but lacks domin-
ion and control over it. Such aparty lacks standing as a clamant to contest a forfeiture action.
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Subrogation. The subgtitution of one person in the place of another with reference to a lawful
claim, demand, or right, so that he or she who is substituted succeeds to the rights of the other in
relation to a debt or clam and itsrights as a remedly.

Subsequent Purchaser. Party who purchases the subject property after commission of the
underlying offense or after seizure. Such a party may have standing to contest a forfeiture ac-
tion.

Substitution of Assets. Procedure by which the court, in a crimind forfeiture action, may or-
der forfeiture of other property belonging to the defendant where the origind property subject to
forfetture is unavailable upon conviction. See 21 U.S.C. 853(p).

Summary Judgment. Judgment given on the basis of pleadings, affidavits, and exhibits pre-
sented for the record without any need for atrid. It is used when there is no dispute as to the
facts of the case and one party is entitled to judgment as a matter of law. (See Federa Rule of
Civil Procedure 56.)

Temporary Restraining Order (TRO). An order of the court prohibiting the performance of
an activity likely to result in irreparable harm. In a crimind forfeiture case, the issuance of a
TRO redtrains, prohibits, and enjoins a person from attempting or completing any action that
would affect the marketability or vaue of the property, such as trandferring or sdling it. A TRO
is of short duration, usudly lasting only 10 days, unless extended by the court. (See 21 U.S.C.
853 and Federad Rule of Civil Procedure 65.)

Third-Party Actions. Lawsuits brought againgt persons whose negligence or gross negligence
has facilitated the commission of atort by a defendant.

Third-Party Interest. Interest of athird party in a matter between two parties (primary par-
ties). For example, in aforfaiture action, alienholder has athird party interest.

Title. Evidence of an ownership interest in property.
Talling of Statute of Limitations. Suspenson of the running of a satute of limitations.

Tort. A civil wrong (as opposed to crimind offense) committed by a perpetrator againgt avic-
tim. A defendant/perpetrator can be subject to both crimina and civil charges for his or her ac-
tions.

Tracing. Process of identifying property that was purchased or acquired with money derived
from unlawful activity.

Trier of Fact. In civil cases, evidence is heard as to the facts, and the facts must be gpplied in
the context of the gpplicable law. The entity that decides which facts are true is cdled the “trier
of fact.” Thisisusudly ajury, but in non-jury cases, thetrier of factisajudge.
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U.S. Marshal’s Deed. Deed that conveys to a grantee (purchaser) only such interest in the
property as a grantor (seller) may have. The grantee assumes respongbility for any clams
brought againgt the property. Same asa quit clam deed.

Unsecured Creditor. One who has a clam againg the wrongdoer but no specific clam
againg the property subject to forfeiture. Such a party lacks standing to contest a forfeiture ac-
tion. Also known asagenera creditor.

Verified Complaint. A complant that is sworn as correct upon an affidavit or oath.

Verified Complaint of Forfeiture. A complaint in a civil forfeiture action must be “verified’
S0 as to cause an authorized government officia to be satisfied that the allegations in the com:
plaint are true, based ether on persond knowledge or on information and belief.

Violator. Person whose use of the property in violation of the law subjected such property to
forfeiture.

Waiver of Bond. In an adminigrative forfeiture, the procedure in which the bond requirement
is waved for a person claming an interest in the seized property, upon showing satisfactory
proof of financid inability to post bond. (See*“In Forma Pauperis.”)

Warrant of Arrest In Rem. Form of process filed with or after the filing of a verified com:
plant. Gives the court jurisdiction over the property to be seized. Usudly must be served
within the didrict of issue. Higtoricdly, it has not included a finding of probable cause.

Warrant of Seizure. Form of process that secures ajudiciad determination of probable cause
but does not confer jurisdiction upon the court issuing the warrant.

Wasting Asset. Property whose vaue may diminish after the time of its seizure so that an in-
terlocutory sale may be judtified, or that has so diminished in vaue that forfeiture is no longer
practicable. For example, redty in generd; livestock; a business operating under state or locdl
licensing requirements where seizure may result in sugpenson or revocation of the license; and
cars, planes, or boats that are expensive to maintain. (See “Interlocutory Sale.”)

White-Collar Crime. A nonviolent crimina act involving deceit, concedlment, subterfuge, or
other fraudulent activity.

Writ of Entry for Inspection. Order of the court that dlows the U.S. Marsha (or his or her
deputies) to conduct a reasonable and necessary structural and physical inspection.
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