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Unit Objectives

Explain database install process, if not already installed

Identify where to save photos, maps, drawings, plans, etc. to
Interface with database

Explain information required for database to function within each
screen, how to move between screens, and switch between
assessment tool operating mode and master database operating
mode

Explain benefit and approaches to setting priorities on identified
vulnerabilities

Explain how to use database to produce standard reports and
search database for specific information
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FEMA 452: Risk Assessment

FEMA 452: Risk Assessment Database v.3.0
Assessment Tool

Farility General Information ‘
” iContinmity of Operations !
Facily Assesaments ‘ L. Assessment (COOF) ‘

Empty the Database

Switch to Master Database
Opetating Mode

o |

This pro gram was developed &y and for FEMA and the Department af Vetevans
AfFRirs, purspont to o contract with the Nofional Bistitute of Building Sciences.

For Help. Press the F1 Key
©NpHonal histitere of Baildin g Scienees 2002

FEMA 452: Risk Assessment Database v.3.0
Master Database

Vulnerability & COCP Assessments:

Vulnerability Assessment Checklist

Bwitch to Assessment Tool
Operating Mode

Change Password

Administrative Functions

Exit

This program was developed by and for FEMA and the Department of Veterans
Affairs, pursuant fo a confract with the Nafional Instifute of Building Sciences.

For Help. Press the F1 Key
E Mational mshitufe of Building Stiences 2004

Assessment Tool Mode
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Database Structure

Conduct Assessment Manage Program

S —
—
Import
Assessments
[T ot mas oo By emid for FFAGH e S r-pw:g:muu i

Assessment Tool Mode Master Database Mode

Exchange
Files, E Lead Assessor

Pictures,

Data / ﬁ \

| L Store /
_— e\ — = Anal
Structural Phy. Sec. Cost Infrastructure nalyze
Engineer SME Engineer  Engineer Data
NS
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Open Database

. Internet ') My Documents
Mozilla Firefox ’

B b My Recent Documents F
E-mail
i Ft Cuklook, ;
ress HHeE ﬂ My Pictures

- :

é ESRI's W'y Home Page =/ My Music

g‘ My Computer

2 | Microsoft Escel
@ Aukodesk:
Adobe Acrobak 5.0 @

E MapInfo
@ Microsoft Photo Editar @ ISCPRO 2.1
[ oyl |

@ iGoogle Earth
) Gmail Natifier

) MEA 4.2

Mozilla Firefox
E\ FEMA Master Assessment Database V3 I

@ AutoCaD 2004

E

I all Programs DI

@| Log Off |§| Shuk Dawn

‘ 'd start "® Inbox - Micrasoft Out.. & E155-1G_LInit0s:
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L_ogin to Database

Mame:

‘Assessur

Password:

o

Q% FEMA
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Assessment Operating Mode

&7/ FEMA * Create and name
assessment

FEMA 452: Risk Assessment Database v.3.0

Assessment Tool

F sy ol e e Enter the Facility or
e COOP assessment forms

i Assessment (COOR

11t
Empty the Databage

Swritch to Master Database

 Empty database

= Switch to Mast
_J * SWILCh 1O Viaster
This propram was Jeveloped by and for FEMA and the Deyorbuent of Veberans For Help, Press the F1 Key D t b M d

Affadys, pursuant to a contract with the National Bistitute af Building Sciences. © National Bstitute of Building Sciemces 200 g a a, ase O e
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Facility Information

Facility Hame™: ]CI-BC Default Facility Image: J ;J =)

Org. Hame: ] Facility Descriptive Text:
Addresz1: |
Address2: ]

City: |

Zip: [

Azzezsment Location™: |C|-BC Entered By

Azzezzsment Date™: | 2/2/2007 Enter Date |Date Created
—| -
Assessment Type™: | I;JI Modified By
Assessment Folder Hame: | ﬂ Modify Date

Mo Image Awvailable

st =]

New Facility | : uz Facil | t Facility | * Required Field(s) For Help, Press the F1 Key Cloze —

Record: 4 | H 1 | M1 [p#] of 1
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Facility Information

Create Assessment Facility Record

Facility Hame™: ]EI-EE Default Facility Image: ] ;] *
Org. Hame: ] Facility Descriptive Text

Addreszsl: Mo Image Available

|
Addrezs?: ]
City: |
Zip:

Azsezements l Buildings ]

Azzezsment Location™: |EI-BE Entered By

Aszzeszment Date™: | 20202007 Enter Date Date Created
Azsezssment Type™: | ;J Modified By
Facility Tier 1

Azsessment Folder Name: | Faqiity Tier 2 ﬂ Modify Date

Mew Facility | f I izl | Facility | * Required Field(s] For Help. Press the F1 Key Cloze

Record: 14 1 k(M |kE|of 1
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Facility Information

Facility Hame™: JEI-BE Default Facility Image: J .LJ =
Org. Hame: J Facility Descriptive Text:
Address1- J Mo Image Available
Address?: J
City: | St ] ;J

£ip: li

Azseszments ] Buildings] E zzential Funn:ticnns] Deployment F'Ianning] COOp Fan:ilit_l,l]

Azzeszsment Location™: |CI-B( Microsoft Access E'

Azsessment Date™:

- This Facility Assessment will be stored in folder:
)
Azsezsment Type™: m

C:\Program Files\FEMA Master Assessment Database V3VCI-BC\Assessment_2007-02-024
Assessment Folder Name: Photos will need to be placed in the Photos subfolder

GIS Portfolio images wil need to be placed in the YGIS_Portfolio subfolder
Miscellaneous files will need to be placed in the YWMiscellaneous subfolder

| * HRequired Field(s) For Help. Press the F1 Key I Cloze || —

Mew Facility | Freviol

Record: 14| < |] 1 k| pl]e#|of 1
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Facility Information

FEMA 452: Risk Assessment Database v.3.0
Assessment Tool

{Facility General Information’

- Cﬂﬂﬁ-.tllﬁt}r of meﬁﬂﬂs
Facility A i
acility Aszessments Aszessment (COOF)
Empty the Database

Switch to Master Database
Operating Mode

|

This program was deveisped v and for FEMA and the Department af Feterans For Help. Press the F1 Key
Affairs, purswant to @ contract with the Natisnal Festituee of Building Scisnces. 8 National Tastitute of Building Scisnces 2004

FEMA
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Facility Information

Facility Hame™: ]EI-BE Default Facility Image: | ;] 1=
Org. Hame: | Facility Dezcriptive Text:
Address1- | Mo lmage Available
Addresz2: ]
City: ] 5t ] ;J
Zip:
Azzessments l Euildingsl! E zzential Functionz ]lDepIu:u_l,lment F'Ianning] COap Fau:ilit_u]
Assessment Location™: |EI-EE Entered By  |&zsessor
Azzessment Date™: | 20202007 Enter Date [Date Created
Aszsessment Type™: |I:I:IEIF' Facility ;J Modified By  |Aszesszor
Aszsessment Folder Hame: |.ﬁ.ssessment_EDI]?-DE-D2'x ﬂ Modify Date |Date Created
MHew Facility | £--Previous Facility | Mext Faciliby--> | * Required Field(s) For Help, Press the F1 Key Cloze j
Record: 14 | H i | 4 ] ] of 1

Unit VI-C-13
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Facility Information

Facility MName=: |CI-BC Default Facility Image: | ] =1
Org. Hame: | Facility Dezcnplive Text:
Address1: | Ma Image Available
Addreszs2: ]
City: ] Gt ] ;]

Zip: ]7

Azzezsments ] Buildings Esszential FUHC“D”SIJ Deployment Planning 1' COOP Facility

Heq Ho. Heq Ho. Req Ho. Cell Phone

) ) of 0f Computer of Coverage Additional
Priority  Ezzential Function Personnel Terminals Telephones Required B equirement
p[ E-T] | | | W

Record: 14 1 k| M k¥ of 1 1 | | ﬂ
Hew Facility | <--Frevious Facility | MHext Faciliby--» | * Required Field(s] For Help. Press the F1 Key Cloze —

Record: 4 | H 1 | M1 |p4] of 1
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Facility Information

Create Assessment Facility Record

Facility Mame=: [CI-BC Default Facility Image: | ] 1=
Org. Mame: | Facility Dezcriptive Text:
Addreszz1: | Mo Image &vailable
Addresz2: J
City: J Gt I ;J

Zip:
.ﬁ.ssessments] Buildings_] Eszential Functions  Deployment Flanning l COapP Fau:ility]

Minimum Distance to COOP Facility (miles): | |
-
-
-

Requires Access To Private Vehicle:
Requires Access To Agency Transportation:
Requires Access To Mass Transik:

Mew Facility | <~-Frevious Facility | Hext Facility--» | * Required Field(z] For Help. Press the F1 Key Cloze —

B2
Record: I | H—l » e ]| of 1
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Facility Information

Create Assessment Facility Record

Facility Hame™: ]EI-BE Default Facility Image: | ;]
Org. Hame: | Facility Dezcriptive Text:
Adidiessd: | Mo lmage Available
Addresz2: ]
City: ] 5t ] ;J

Zip: ]7

.ﬁ.ssessments] Euildings_] E zzential Funu:tiu:uns] Deployment Planning  COOP Faciliy

How soon after decision to deploy must facility be available (hours)? | 5
Number of Persons to be supported overall (all shifts)
When activated, how many HOURS per DAY will it operate (1-24)?

When activated, how many DAYS per WEEK will it operate (1-7)7 o
If people must stay overnight at the facility, indicate the total billet requirement.
If necessary, the number of meals served on facility per day.

Facility reguirements for awxilliary power sources (generators). ]

—

rF

MHew Facility | £--Previous Facility | Mext Faciliby--> | * Required Field(s) For Help, Press the F1 Key Cloze

Record: 14 | H i | 4 ] ] of 1
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Facility Information

Create Assessment Facility Record

Facility Hame™: ]EI-EE Default Facility Image: | | el
Org. Hame: | Facility Descriptive Text:
Addresz1: | Mo Image Available
Address2: |
City: ] St I ;J

Zip: ]7

Assessments | Buidings | Essential Functions | Deployment Planning  COOP Facilty

When activated, how many DAYS per WEEK will it operate (1-7)? | [ :]
If people must stay overnight at the facility, indicate the total billet requirement.
If necessary, the number of meals served on facility per day.

Facility requirements for auwxilliary power sources (generators). ]
Auxiliary power fuel requirement in gallons per hour.
Parking requirement (Unsecured).

Parking requirement (Secured).
SR T SR S AN [ T S T D 25

Mew Facility | <~-Frevious Facility | Mext Facility--» | * Required Field(s] For Help. Press the F1 Key Cloze —r

Record: 14 | H 1 | M1 b4] of 1
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Facility Information

Create Assessment Facility Record

Facility Hame™: |EI-EE Default Facility Image: ;]
Org. Hame: | Facility Dezcriptive Text:
Addiasst: | Mo Image dwvailable
Addressz2: |
City: | St ] ;J

Zip: I—

.ﬁ.ssessments] Buildings | Essential Functions | Deployment Plarring  COOP Facility

Parking reguirement (Secured). :]
Vehicle fuel requirement (gallons per day).

Water requirement (gallons per day).
Radio requirement (description). |

Satellite Communications requirement (description). ]

I Required size of space, according to the scope of the staffing plan {dﬁcﬁpﬁun}.lj

Additional information, as reguired (description). ] E

MHew Facility | <--Previous Faciliby | Mest Facility--» | * Required Field(z] For Help. Press the F1 Key I Cloze I

Record: H] ] 1 |H | ']cf 1
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Facility Information

E FEMA 452; Assess

FEMA 452: Risk Assessment Database v.3.0
Assessment Tool

Assessment (COOP)

Empty the Database

Switch to Master Database
Cperating Mode

ﬂ

Tt o was diroeispes by andfor FEMA ond e Dypor tmwet of Fitrans For Help, Press the F1 Key
AL FUriam B oanirad wilh D Vanoe Serrenane o Bulidng K & Narisma! Juittuty of Buildeg Semces 200

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-19



_oad Information

. Address |[L3) C:\Program Files\FEMA Master Assessment Database V3\CI-BC\Assessment_2007-02-02\GIS_Portfolio

Folders X | Mame
@Desktnp

= [D My Docurments
@ My Music Fle Edit Wiew Favorites Tools Help

@ My Pictures 3 | (
: Back - j’ }:'Seard1 | = Folders B [ )( " "
|01 Snaglt Catalog . O 2 E—

= Eﬂ My Cornmputer : Address |[EJ C:\temp\CI-BC \Assessment_2007-02-02\GIS_Portfolio

L) C:\temp\Cl-BC\Assessment_2007-02-02%GIS_Portfolio

314 Floppy (6] Folders X Mame =
[= “e* Local Disk (iZ:) {3 ScriptLogic ~ \E| Local_Imagery.mxd.jpg
Prograrn Files -1 sePa [Eisite1 Irpg
|7 30 Object Converter 3.0 @& Superwaba
) 7-Zip =-C3 c18c
I Adaobe =) Assessment_2007-02-02
=J-{{7) FEMA Master Assessment Database V3 @
{3 Miscellaneous
{7 Photos

Open a second window with existing data
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_oad Information

. Address |[L3) C:\Program Files\FEMA Master Assessment Database V3\CI-BC\Assessment_2007-02-02\GIS_Portfolio

Folders

X | Mame -~

@ Deskkop
= [D My Docurments
@ My [Music
@ My Pickures
|01 Snaglt Catalog
= {i My Compuker
\_ﬂ; 314 Floppy (8]
[= “e* Local Disk (iZ:)
= |23 Program Files
|7 30 Object Converter 3.0
I 7-Zip
I Adaobe
EI{E,'] FEMA Master Assessment Database V3
= c18c
=) Assessment_2007-02-02

{-3 GIS_Portfolio

----- L) Miscellaneous

L) C:\temp\Cl-BC\Assessment_2007-02-02%GIS_Portfolio

File Edit \View

. Qbak - O

Favorites Tools Help

¥ O search |lI:i",:I Folders

& B X )| -

: Address |[ﬁ] C:\temp\CI-BC \Assessment_2007-02-024GI5_Portfolio

Folders X

{3 ScriptLogic .
{2 SEPA

Open a second window with existing data
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. Address

Folders

_oad Information

o C:\Program Files\FEMA Master Assessment Database VW 3VWCI-BC \Assessment_2007-02-02GIS_Portfolio

@ Deskkop
= [E:l My Docurments
@ My [Music
@ My Pickures
|01 Snaglt Catalog
= {i My Compuker
\ﬂ; 314 Floppy (8]
[= “e* Local Disk (iZ:)

= |23 Program Files

|7 30 Object Converter 3.0
I 7-Zip
I Adaobe

Eliﬁ FEMA Master Assessment Database V3
=3 CI-BC
=-{7) Assessment_2007-02-02

{2 GIS_Portfolio

= | Miscellaneous

X | Mame -~

& C:\temp\Cl-BC\Assessment_2007-02-02\Miscellaneous

File Edit View Favorites Tools Help

()Back Y ? 2 search |lE,-Foiders.| & B X9 [

| Address |23 C:\temp\CI-BC\Assessment_2007-02-02\Miscellaneous

Folders X Mame =
) SeriptLogic A L-_E;I Emergency Plan.doc
i) SEPA . SiteAlpha. xls
i) superWaba
B temp
8- CI1-8C

=) Assessment_2007-02-02
i) GIS_Portfolio

o] iscelaneous

i) Photos
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_oad Information

. Address |[L3) C:\Program Files\FEMA Master Assessment Database V3\CI-BC\Assessment_2007-02-02\GIS_Portfolio

Folders x | Mame =~
@Desktnp

= L) My Documents &% C:\temp\Cl-BC\Assessment_2007-02-02\Photos
@ My Music Eile Edit View Favorites Tools Help
@ My Pickures : ) 5 — || ~
) Snaqlt Catalag E JBack -~ ) T O search ‘IE"; Folders | [ (3 X ) [T]-
= 'j My Compuker . Address |E] C:\temp\CI-BC\Assessment_2007-02-02\Photos
‘_'% ERE FlDF'pI:"' (A:) Folders x Mame =
= % Local Disk (C:) {23 SeriptLogic ~ ™~ Tairintake1.jpg
= |23 Program Files {3 SEPA [ cctv.ipg
5 30 Cbject Converter 3.0 {22 SuperWaba [ INatGasFeed. PG
IE:I 7-Zip Elﬁ temp h’ansﬁ:nrmer 1.jpg
I Adobe =3 crec
: =-{C5) Assessment_2007-02-02
EHE,'] FEMA Master Assessment Database V3 El GIS_Portfolio
El{ﬁ CI-BC {E:] Miscellaneous
=-7) Assessment_2007-02-02 =] Photos |
-{3) GIS_Portfolio

----- i) Miscellaneous
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B ibtional hsttute af Buildin g Scences 2009
(4
&=y ):/
& 0%:-‘(

Assessment Tool

Restore from tray at bottom of screen

FEMA 452: Risk Assessment Database v.3.0

Assessment Tool

Facility General Information ‘

Facility Azzessments ‘

Continuity of Operations
| Assessment (COOP)

Empty the Database

SAwritch to M aster Database
Operating Mode

na |

TRis propram was developed by and for FEMA and the Deportment af Vetevans
Affairs, pursvantto a contract with the Notional Bsfitute of Building Scences.

For Help. Press the F1 Key
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Assessment Tool

E=| Main Menu for, Assessors

FEMA 452: Risk Assessment Datahase v.3.0 Asseamnent Tool

Facility || DI AssessmentDate: |  AssessmentType: |
Facility and Team Information Checklists Executive Summary/Vulnerability
General Facility Information | 1- Site Checlklist Facility Exemative Sunumary |
Bssessment Team | 2 - Architectural Facility WValnerabilities |
Farility Points of Contact | 3 - Structural
4 - Building Envelope

5 - Utihty Systems

& -Mechanical Systems

8 - Electrical Swstems

9 - Fire Alarm Systems Import Checklist

10 - Comnmmnications and IT Systems

|
|
|
|
|
|
7 - Phamhing and Gas |
|
|
|
|
|
|

Threat Matrices
11- Equpment Operations and Mantenance
Crtical Funetion Mat: | 12 - Semunty
Critical Infrastructure Matrizx | 13- Security Master Plan Clase

14-CO0F Facility: &dditional ©
le For Help, Press the F1 Key
This pro gram was developed dp and for FEMA and the Department af

Affadys, pursuant to o contract with the National Bstitute of Building Scdemces. ©Natigpal Bishivle of PuildipplSaeicas 3009
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Assessment Tool

B Main Menu for Assessors

Assessment Tool

Chelists Executive Summary/Vulnerability

Gensral Facility Information J 1- Site Chaclclist I Facility Executive Summary l
Aszessment Team ] 2 - Architectural ‘ Facility Vulnarabilities I
Facility Points of Contact J 3 - Btroetvral I
4 - Buildinz Envelops ‘
3 - Utality Systems I
& -Machanical Svstems ‘
7 - Plombing and Gas I
8 - Electrical Systems ‘
8 - Firs Alarm Svstems I Import Chaclelist
4 10 - Communications and IT Systems ‘
Threat Matrices
11- Eguipment Operations and Maintenanee I
Critical Function Matrix J 12 - B=curity I
Critical Infrastructurs Matrix I 13- Becurity Master Plan I Clos=
|

14-COOP Faeility: Additional Coneerns

For Help. Press the F1 Key

This program was develaped iy and for FEMA and the Department gf Feterans  Nationai Iustituse of Buiiding Sciences 2004

Affnirs, purswant br 2 contract with the Nationa! Iestitute of Building Scisnces.

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Azsezsment Date: Azzezzment Type: ]
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Assessment Tool

B Main Menu for Assessors

FEMA 452: Risk Aszeszment Database v.3.0 Assessment Toal

Facility: [SRa8 | Assessment Date:  |2/2/2007 Aszsezzment Type: [COOP Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
I General Facility Information 1- Bite Checlklist Farility Exscutive Summary |
Aszsszzment Team 2 - Architectural Faeility Vulnerabilities |

Facility Points of Contact 3 - Structural

4 - Building Envelope

3 - Utility Systems

6 -Mechanical Svstems

7 - Plumbing and Gas

5 - Fire Alarm Svystems Import Chaclclist
i 10 - Communications and IT Swstems
Threat Matrices
11- Eguipment Operations and Maintenancs
Critical Fonetion Matrix | 12 - Becurity
Critical Infrastructurs Matrix | 13- Becurity Master Plan Clos=

8 - Electrical Systems |
14-COO0P Facility: Additional Concerns ‘

For Help, Press the F1 Key
B Nationa! Iestitute of Building Sciences 2004

Thiz program was developed by and for FEMA and the Deparoment of Fetzrans
Affairs, pursuone ts a contract with the Nariona! Festituee of Buiiding Scisnces.
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Add Team Members

Assessment Main Page

» Facility Name: JCI-BC Default Image: ] ;J

Aszezzment Location: ]CI-BC

Assezzment Date: 222007 Type jcm}g Facility -

Mo Image Available

Exacutive Summary | Vulnerabilities | Points of Contact Asssssment Team ] A6 Photos | Photos | Add GI8 Portfolio Images | GIS Portfolio | Miscallansous Files

Team Member Titla Organization Work Phone Mobile Phone Email

Zzlect Team Member from List | I Add New Team Member |I

Record: 14| 4 |] ARNE 4 | 2

For Help, Press the F1 Key Close

Kl | »|

FEMA
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Add Team Members

Microsoft Access

) E Are you sure you want to add a new person to this team?
]

W= ‘ ‘ Mo \ Cancel ‘

STOARTATS
/o £
f'{g}
r-:}' =
‘\%’6‘ \)'Q‘aj
N IND s_g-&,f
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Add Team Members

Add a new person to this Team

Add New Person

First Name:
Last Name:

Title:

Work Phone:
Mobile Phons:
Enterad By:
Enter Date:
Modifiad By:

Medify Date:

For Help, Press the F1 Key Canesl

|Tohn

|3mith

|E-a-nim' Aszessor

»: |ABC Ine.

: [4321 Asset Bivd

#: |Cleveland

OH -

[54321-1102

|ismith@abe.com

|(123) 456-7880f
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Team Members

Assessment Main Page

» Facility Names [CIBC Default Image: | =]

Aszseszment Location: I'C I-BC

Azzezzment Date: 222007 Type [COOP Facility = ]

Mo Image Availabla

Executive Summary | Vulnerabilities | Points of Contact Assessment Team \ Add Photos | Photos | Add GIS Portfolio Images | GIS Portfolio | Miscellaneous Files |

Team Member Title Organization Work Phone Mobile Phone Email
B ||Emith, John _~ | [2enior Assessor |ABC Inc. Jc123) 456-73%0 ] Jismith@abe.com

Zelect Team Mamber from List i Add Mew Team Member!

Record: 14 | ¢ 1k [k k%]of 1 1 !l l
For Help, Press the F1 Key Clos=

< [ ]

%) FEMA
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Team Members

4 Facility Name: |CI-BC Default Image: || K

Aszzezzment Location: |'C I-BC

Azzezzment Date: 222007 Type i{j[}[}:—' Faeility =

Mo Imags Availabls

Exzcutive Summary ] i'ulﬂ.ara'b*il{t{ell Points of Cu-ntacl_ I-"“~35*‘3’5'51'11'1":lt Tzam l Add Photos ] Photos ] Add GIE Portfolio Images | GIS Portfolic | Miscellansous Filas

: Organization Work Phone Mobile Phone Email
P | Assessor |ABC Ine. [a23)456-7300 | jmith@abe.com

d New Team Member

Record: 4] 4 ”71 L of 1 iJ |>]

For Help. Press the F1 Key Clos=

<] | +]

ERARTASS,
Sl

%) FEMA

& i -C-
Sk g BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-32




Add Point of Contact

Assessment Main Page

Facility Name: |CT-BC Default Image: |

Azszezzment Location: ]C I-BC

Mo Image Available
Azzezzment Date: 222007  Type |COOP Facility -

Execstive Summary | Volnsrsbilitiss  Points of Contact | Assassment Team | Agd Photos | Photes | Adé GIS Portiolio lmagss | GIS Portotio | Miscellansous Files

Firzt Name  Laszt Name Title Organization Addrez= City State Zip

Delate this POC Add New POC and Duplicate ‘

4 | £

For Help. Press the F1 Key Clos=

| ]
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Add Point of Contact

Assessment Main Page

[ Facility Name: JC"I-B'C Default Image: J ;l
Azzeszment Location: [CI-BC

Aszzezzment Date: 222007 Type |COOP Facility -

Mo Imags Available

Exezcutive Summary 1 Vulnerabilitiss Points of Contact ]__'!LE-S-EE";‘ﬂl—l'D.t Taa ] Add Photos ] Photos ] Add GIR Portfolio Im,a:_fﬂ_-s ] GI8 Portfolio ] Miscellansous Files ]

First Name  Laszt Name Title Organization Addres= City State Zip
B [[ro= [smith Diractor |Cooperville Information-Busit |1234 USA Drive |cooparvitts [va  -]]i2345

Add New POC Delete POC: To= Emith Add New POC and Duplicate
Record: 14 ] ¢ 1EE J ML |F|of 1 1 ]
For Help. Press the F1 Key Clos=

| [ »]

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-34




Add Photos

Assessment Main Page

4 Facility Name: JGI-BC Default Image: ]I j

Asseszment Location: JCI-BC

Aszzezzment Date: 222007 Type |COOP Facility =

o Image Available

Executive Smma:._v 1 Vulnerabilities ]_Puiuts of Contact ] Assessment Team  Add Photos ] Photos ] Add GIS Portfolio Images | GIS Portfolio | Miscellansous Files

File Name Deszcription Comments

Microsoft Access r$_(|

L] "_.,‘ Added 4 photos to the Photos table (thiPhotos)
[ ]

Add Photos 7
Record: 14| 4 ]—_ [ [ e 4 ] _’J
For Help, Press the F1 Key Clos=
4| | »]

FEMA

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-35



Assessment Main Page

Add Photos

» Facility Name: I'CI—BC

Default Image: |

Assezzment Location: ICI-BC

Asszezzment Date: i 222007 Type IODDP Facility = I

Mo Imags Available

 Executive Sommary | Velnersbilitiss | Points of Contact | Asssssment Team  Add Photos | Bhiotos | Add GIS Portfolio Imagss | GIS Portfolio | Misesliansous Fies

File Name Deszcription Comments
b [|airintak=1 jpe |

cetvipg

- r |
MatGasFe=d JPG Microsoft Access |£|
transformer] jpz
) ': Attached 4 photos to this ASSESSMENT!

Add Photos 7

Record: HI 4 ” 10k Iblll-ﬂlnf-ﬂ‘ 1

For Help, Press the F1 Key

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T
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Add Photos

Assessment Main Page

» Facility Name: [C1-BC Default Image: =]
Aszzezzment Location: JCI-BC
Mo Image Awvailable
Azzezzment Date: 222007 Type 1{;[}0;! Facility = ]

Exezeutive Svmmary 1 Vulnerabilitizs ] Points of Contact ] Assessment Team  Add Photo Add GIS Portfolio Images | GIS Portfolio | Miscellanzous Files

File Name Deszcription
P ||zirintalez] jpe

Comments =

cetv.pE

|
|
MatGasFzed JPG |
|

transformerl jps

7 —
Record: 1| < [[T 1 _p M|t . [ B

For Help. Press the F1 Key Cloze
<

ERARTASS,
PN
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Add Photos

Assessment Main Page

4 Facility Name: I'UI-BC Default Image: ;J

Aszezzment Location: ICI-BC

Aszzezzment Date: 222007 Type |COOP Facility =

No Image Available

Exzeutive Svmmary ] Vulnerabilities ] Points of Contact l Aszszssment Tzam ] Add Photos FPhotos | Add GIS Portfolio Imazes | GIS Portfolio | Miscellansous Files

Image =: I = Imags = Tmage = Tmags #:
G| B | 4 images toa))
For Help. Press the F1 Key Clos=
4| |

%)) FEMA
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Add Photos

Assessment Main Page

» Facility Name: [C1-BC Default Image: | ]

Aszezzment Location: JC'I-BC

Azzezzment Date: 222007 Type ]cm}_ﬂ Facility =

Mo Image Availabla

Executive Summary ] Vulnerabilitiss ] Points of Contact 1 Aszzezzment Tzam i Add Photos Photos ] Add GIS Portfolio Images 1 GIS Portfolio | Miscallaneous Filas

Images: 2 Image#: 3 Images: 4 Imags #:
cetv.jpg MatGasFzed JPG transformerl jpe

{4 image= total)

For Help. Press the F1 Key Clos=

| [ »]
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Add Photos

Photo Zoom

Description;  |nfa Phato Comments: |rnda

] {Zoom (Stretch Proportionally’ Clip (Actual size without scroll bars) Wigws with IE (Actual size with scroll bars) l ‘

FEMA
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Add GIS Images

Assessment Main Page

» Facility Name: [C1-BC Default Image: | ]

Aszezzment Location: JC'I-BC

Azzezzment Date: 222007 Type ]cm}_ﬂ Facility =

Mo Image Availabla

Executive Summary ] Vulnerabilitiss ] Points of Contact 1 Aszzezzment Tzam i Add Photos Phntmﬁ Add GIS Portfolio Images ﬂGIS Portfolio | Miscallaneous Filas

Image=: 3 Imagz= 4 Imag= =
MatGasFzed JPG transformerl jpe

Load Phota B ':':k' (4 images total)

For Help. Press the F1 Key Clos=

| [ »]
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Add GIS Images

Assessment Main Page

Facility Name: [CI.BC Default Image: |

Azzezzment Location: ]CI-B'C

No Imags Awvailable
Aszzezzment Date: 1 2722007 Type |COOP Facility =

Executive Summary ] Vulnerabilities ] Points of Contact ] Aszzzzzment Team ] Add Photos ] Photos Add GIS Portfolio Images l GIE Portfolio | Miscellaneous Files

File Name Dezcription Comments

Microsoft Access [')_<|

! "_q,, Added 2 Portfolio Images to the GIS Portfolio)

For Help, Press the F1 Key Closs

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-42



Add GIS Images

» Facility Name: iCI-BC Default Image: I ;I

Azzezzment Location: iCI-B‘C

Aszsezzment Date: 222007 Type |c(}0p Facility vl

No Image Available

Exacutive Summary I Vulnerabilities l Points of Contact I Aszzzzzment Team I Add Photos l Photos Add GIS Portfolic Images | GIS Portfolio | Miscellaneous Filss

File Name Dezeription Comments o
P [|[Local Imagery mxd jpe
Bitel_lrjpe
Microsoft Access r§|

' ‘: Attached 2 GIS Portfolio Images to this ASSESSMENT!

Add GIS Portfolio Tmagzes 7
Record: M| [ 1 k|M]ri]ofz <| |

il
For Help. Press the F1 Key Closs |
|+
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Add GIS Images

Assessment Main Page

4 Facility Name: [C1-BC Default Image: | ]

Aszeszment Location: JCI-BC

Azzeszment Date: 222007 Type 1{:{}0}' Facility -

No Image Available

Exzcutive Jummary l Vulnerabilities ] Points of Contact ] Asszzzment Team ] Add Photos | Photos  Add GIE Portfolio Im-'l_ﬁﬁll GIE Portfolio ﬂh-ﬁscaﬂulen‘ﬁe Filas

File Name Description Comments

b [|Local Imagery mxd jps
Sitel_lrjpe

A BT B il Thazas 7

Record: HJ 1 kM :---‘-]nf 2 4 I »

For Help. Press the F1 Key Clos=

i
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Add GIS Images

Assessment Main Page

» Facility Name: [CIBC Dafault Image: |

Aszzezzment Location: IC"I-BE

Aszsezzment Date: 222007 Type |COOP Facility =

Mo Image Available

Ex?r.uti\'e Summary ] 'L'ﬂnaj:abilities ] Points of Contact ] Azzeszment Team ] _AM Photos ] Photos 1 Adt_i GIS Portfolio Images  GIS Portfolic | Miscellaneous Files

Load GIS : p 1 images total)

For Help. Press the F1 Key Clos=

| [ ]

%)) FEMA
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Add GIS Images

Assessment Main Page

Facility Name: [CI-BC

Aszezzment Location: ]CI-BC

Azzezzment Date: 222007 Type 1{:00:—' Facility =~

Mo Image Available

Executive Summary ] Vulnerabilities ] Points of Contact ] Aszzzzament Tzam ] Add Photos ] Photos ] Add GIS Portfolio Images OIS Portfoly

Imases: 1 Image#: 2 Imags =: Imape = Imagz =
Local Imagery.mxd. jpe Sitel_lrjps

'4‘ 4‘ J (2 images total)

For Help. Press the F1 Key Clos=

i
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Add Miscellaneous Files

Assessment Main Page

4

Facility Name: |C1-BC Default Image: | ]

Assezzment Loeation: JCI-BC

Aszzezzment Date: 22007 Type |COOP Facility =

No Image Available

Executive Svmmary ] Vulnerabilities ]_Fu-iﬂti of Contact ] Azzzzament Team 1 Add Photos ].?hutu's 1 Add GIS Portfolio Images ] GIS Portfolio  Miscellanzous Files ‘ i

Folder Type File Namea File Dezcription File Size File Date Enter Date

d J ] I ] ]

Orginal files; 0
! Files Loaded Mow: 1

Total files for this Assessment: 1

i Add Miscellaneous Files! ? ### Dpuble click "File Name" of dezired file to open, *#%

Record: 14| 4 { 1 F [ HL{F¥E]of 1

For Help. Press the F1 Key Close

) * Same as photos and GIS images
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Add Miscellaneous Files

Assessment Main Page

H—-

Help for Adding Miscellaneous files

Y

in the following folder:

Clicking the [Add Miscellaneous Files] button will make the program look on your hard drive

C:'\Program Files\FEMA Master Assessment Database V3IWCI-BC\Assessment_2007-02-024G15_Portfoliod

for files of the following types:

* doc, *.dwf, *.dwg, *.dxf, *.pdf, = tt, *.ppt

for this assessment and will add them to the database, if they have not already been added.

OK. ||

Add Miscellaneous Filas #2% Dguble click "File Name" of dezired file to open, #3% J
-
Record: 14| ¢ 1 kM P-:'IE] of1

For Help, Press the F1 Key Clos=

d

%)) FEMA
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Threat Matrices

B Main Menu for Assessors

FEMA 452: Rizk Assessment Database v.3.0 Assessment Tool

Facility: |CI—BC j Azzezzment Date:  |2/2/2007 Azzezzment Type: |CDCE‘ Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Facility Information ‘ 1- Bite Checklist | Facility Executive Ssmmary ‘
Azszzzment Team ‘ 2 - Architectural | Facility Vuolnarabilities ‘
ity Brints of Contart | 3 - Stroctural |
4 - Building Envelope |
5 - Utility Swstems |
& -Machanical Svstems |
7 - Plumbing and Gas |
8 - Electrical Svstems |
O - Fire Alarm Svstems | Import Chacklist
. 10 - Communications and IT Swstems |
Threat Matrices
11- Equipment Operations and Maintenance |
Critical Fenction Matrix 2 - Becurity |
Critical Infrastructurs Matrix 13- Becvrity Master Plan | Closs
|

14-CO0P Facility: Additional Concerns

For Help. Press the F1 Key
This program was developed by and for FEMA and the Department of Vaterans PAENE o e
Affirs, pursuont to @ cortract with the National Bustituts af Building Scisnces. ExNatignad Tnsols o PoaldingsRAIEES 200
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Critical Functions Matrix

Threats

Facility Name: |C|-BC Aszessment Date: [02/02/2007 Assessment Type: [COOF Facility N Lo Rk (1-60] )
: Medium Fisk (61-175)
s -
- . Inmprovized Arzon [
VE: Wulnerahility Rating  pyplo5ive Device Chemical Incendiary Armed Biological
{Bomh} Agent Attack Attack Agent Cyherterrorism Agriterrorism
Mo, Critical Function TE AW VR Eisk TE 4% VE Risk TE 4V VE Rk TE AV WE Risk TE 4W VE Rik TE 4% VE Rk TE 4V VE Risk No. Critical Funci
3 u & dministration gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 1 [ladriristration
FunCtionS 2 | |[Engineering gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 2 ||[Engineering

3 ||[Warehousing gl ol o u] ol of o 0] gl ol o u] gl ol o u] o) ol o u] ol of o 0] al ol o u] 3 ||[Warehousing

4 [[Data Center gl ol o u] ol of o 0] gl ol o u] gl ol o u] o) ol o u] ol of o 0] al ol o u] 4 |[Data Center

5 ||Food Service aj af o 1] ol of o 1] aj af o 1] ol ol o 1] a) af o u] ol of o 1] ay ol o 1] 5 ||Food Service

& ||Security aj af o 1] ol of o 1] aj af o 1] ol ol o 1] a) af o u] ol of o 1] ay ol o 1] & |[Security

7 | |Housekeeping ol ol o u] ol ol o ] ol ol o u] ol ol o u] o] ol o u] gl ol o ] ol ol o u] 7 |Housekeeping

3 | [Day Care ol ol o u] ol ol o ] ol ol o u] ol ol o u] o] ol o u] gl ol o ] ol ol o u] 2 ||Day Care

9 [|[Other CF-1 gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 9 |Other CF-1

10 fOther CF-2 gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 10 [[rther CF-2

11 fjOother CF-3 gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 11 [[Orther CF-3

12 {{Other CF-4 gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 12 [[Other CF-4

15 [|Other CF-5 gl ol o u] ol of o 0] gl ol o u] gl ol o u] o) ol o u] ol of o 0] al ol o u] 15 [[Other CF-5

14 fOther CF-8 gl ol o u] ol of o 0] gl ol o u] gl ol o u] o) ol o u] ol of o 0] al ol o u] 14 [Other CF-8

15 [[Dther CF-7 aj af o 1] ol of o 1] aj af o 1] ol ol o 1] a) af o u] ol of o 1] ay ol o 1] 15 [[Other CF-7

16 [[Dther CF-8 aj af o 1] ol of o 1] aj af o 1] ol ol o 1] a) af o u] ol of o 1] ay ol o 1] 15 [[Dther CF-B

17 {|Other CF-2 ol ol o u] ol ol o ] ol ol o u] ol ol o u] o] ol o u] gl ol o ] ol ol o u] 17 [[Other CF-2

15 [|Other CF-10 ol ol o u] ol ol o ] ol ol o u] ol ol o u] o] ol o u] gl ol o ] ol ol o u] 15 [[Other CF-10

|
| Page 2 | Pagze 3 |I Ealhp For Help. Press the F1 Key Clase %]

Recard: (4] 4] 1k J[M]F of 18 >

Threat Rating 1- 10 B | ow risk (1-60)

Asset Value 1-10 1 Medium risk (61-175)
Vulnerability Rating 1- 10 B High risk (> 175)

9) FEMA

q—
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Critical Functions Matrix

rmcal Funciions matnx -- Fage
Facility Name: |C|—BC Assessment Date: (02/02/2007 Aszessment Type: [COOP Facility - Laoer Risk (1-60) -

TE: Threat Rating Mednum Risk (£1-175)

AV Asset Vahe . I i Rick (-175)
VR Vulnershility Rati Improvised Arson
- rability Rating Explosive Device Chemical Incendiary Armed Biological
{Bomb} Agent Attack Attack Agent Cyherterrorism Agriterrorism

No. Critical Funciion TE &4V ¥R Risk TR AV VE Eisk TE. AY VE Eik TE 4V VE Risk TE AV VE Fisk TE 4% ¥E Fisk TR AV VE Risk MNe. Critical Funci

1 [|Advumistration 3 8] 8] 144 4] &l 2 5 5 &l 3 L] 5 & B 20 a1 7 84 al &l 4 aj o 0o 0 1 IlAd.meristration
. 2 ||Engineermg 3 6] 8] 144 4] af 2 50 a|l 5 1=0 2l 8l 7 84 2l 8l 7 84 5 Al 4| 10 aj o o 0 2 IlEngi.meri.ng
FunCt|0nS 5 |[Warehousing 3| 2 3! 4l 2| 9] T2 g 2] 3 2| 2 7 2| 2 7 2| 2| o[ of o] of| 3[warehousing
4 [|Data Center 3 6] 8] 144 4] af 5| 120 2| 8l 2 2 8l 3 2l 8l 7 84 al a8l 4 aj o o 0 4 IlData Center
5 ||Foiod Service 3 3| 8 T2 4] 3| 9| 1o 5| 31 & 5 &l 31 7| 128 20 31 7 20 31 4 aj o 0o 0 5 IlFood Service
& llsecity IR E R EEE ! NIEE AE 2| s| 7] 70 AE IEEE
7 ||Housekeeping 3| 2] = 4l 2| 9] T2 gl 2] 2 2| 2| 2| 2 7 2| 2| o[ of o] 0 7|[Housekeeping
2 [|Day Care 31 3| 8 T2 4] 3| 9| 108 5| 31 2 2031 7 2031 7 2 31 4 aj o o 0 3 IlDay Care
p| 9 |Other CF-1 af o) o 1] o] of o ] oy al o 1] aj o 0o 0 ajp o 7 0 aj o 0o 0 a @ a 0 9 IlOther CF-1
10 [ [Dther CF-2 af o] o 0 ol af o 0 ol ala 0 aj o o 0 aj o o 0 aj o o 0 aj o o 0 10 IlOther CF-2
11 [[Dther CF-3 af o) o 1] o] of o ] oy al o 1] aj o 0o 0 aj o 0o 0 aj o 0o 0 aj o 0o 0 11 IlOther CF-3
12 [[Dther CF-4 af o] o 0 ol af o 0 ol ala 0 aj o o 0 aj o o 0 aj o o 0 aj o o 0 12 IlOther CF-4
13 [[Dther CF-5 af o) o 1] o] of o ] oy al o 1] aj o 0o 0 aj o 0o 0 aj o 0o 0 aj o 0o 0 13 IlOther CF-5
14 [[Dther CF-6 af o] o 0 ol af o 0 ol ala 0 aj o o 0 aj o o 0 aj o o 0 aj o o 0 14 IlOther CF-§
15 [[Dther CF-7 af o) o 1] o] of o ] oy al o 1] aj o 0o 0 aj o 0o 0 aj o 0o 0 aj o 0o 0 15 IlOther CF-7
18 [[Dther CF-2 af o] o 0 ol af o 0 ol ala 0 aj o o 0 aj o o 0 aj o o 0 aj o o 0 1A IlOther CF-8
17 [[Dther CF-9 af o) o 1] o] of o ] oy al o 1] aj o 0o 0 aj o 0o 0 aj o 0o 0 aj o 0o 0 17 IlOther CF-9
18 [[Other CF-10 af o] o 0 ol af o 0 ol ala 0 aj o o 0 aj o o 0 aj o o 0 aj o o 0 12 f|other CF-10
‘ Page 2 ‘ Page 3 | Falhp For Help, Press the F1 Key ;
Record: (AT 1 o [» I[#1] of 16 < | =

Threat Rating 1- 10 B | ow risk (1-60)
Asset Value 1- 10 Medium risk (61-175)
Vulnerability Rating 1- 10 High risk (> 175)

RT,

&) FEMA
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Threat Matrices

B Main Menu for Assessors

FEMA 452: Rizk Assessment Database v.3.0 Assessment Tool

Faeility: |CI—BC j Azzezzment Date:  [2/2/2007 Aszzezzment Type: |CDCE‘ Facility

Facility and Team Information Checklists Executive Summary/Vulnerability

General Facility Information ‘ 1- Bite Checklist Facility Executive Ssmmary ‘

Azszzzment Team ‘ 2 - Architectural Facility Vuolnarabilities ‘

ity Brints of Contart | 3 - Stroctural

4 - Building Envelope

5 - Utility Swstems

& -Machanical Svstems

7 - Plumbing and Gas

O - Fire Alarm Svstems Import Chacklist

10 - Communications and IT Swstems

Threat Matrices
11- Equipment Operations and Maintenance

Critical Fenction Matrix | 2 - Becurity

I Critical Infrastructurs Matrix I 13- Becvrity Master Plan

14-CO0P Facility: Additional Concerns

Closs

8 - Electrical Svstems |

For Help. Press the F1 Key
This program was developed by and for FEMA and the Department of Vaterans PAENE o e
Affirs, pursuont to @ cortract with the National Bustituts af Building Scisnces. ExNatignad Tnsols o PoaldingsRAIEES 200
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Critical Infrastructure Matrix

Critical Infrastructure Matrix -- Page 1

Threats

Facility Name: {CI—BC Aszsessment Date: (02/02/2007 Asgessment Type: |COOP Facility I 1o Rick (1-80) ~
- Medium Risk (61-175)
E; E:::;:;mg B Hich Risk (=175
V. Valnershility Rating e . azonl) L
Explosive Device Chemical Incendiary Armed Biclogical
{Bombh} Agent Attack Attack Agent Cyherterrorism Agriterrorizm
Mo. Critical Infrastructure TR 4¥ VE Eisk TR 4V VE Rk TR AV VE Risk TR 4¥ ¥E Fisk TR 4¥ VE Eisk TR 4V VE Eisk TR 4V VE Fisk No. Critical Infrastructure
» Site o]l o] o 0 ofof o] © o] o] o 0 ofof o] o ofof o] o ofof o] © of of of of] 1]t
Infrastructure 2 |[Architectural o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of o] 2J[architectural

3 |[Structural Systems o]l o] o 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o of of of o] 3][stmctaral systems

4 |[Envelope Systems o]l o] o 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o of of of o 4][Envelope systems

5 |[Utility Systems o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of ol 5][Utiity Systems

& |[Mechanical Systems ol of o 0 ol of o] o o] of o i ol of o] o ol of o] o ol of o] o of af of o] &][Mechanical Systems

7 |[Phuvbing and Gas Systems| | 0] 0 0 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o of of of o] 7/[Prurbing and Gas Systems
8 |[Electrinal Systems o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of o] s][Elctrical systems

9 |[Fire Alarm Systems o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of o] 9[Fire dlarm Systems

10 |[[T/Comnumications syste | | 0] o] 0 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o o of of aof 10]iT/Commumications Syste:
11 |[Other CI-1 o] o] o 0 ofof o] o o] o] o 0 ofof o] o ofof o] o ofof o] © of of of of 11][otherci-1

12 |[Other C1-2 o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of o 12][otherc1-2

13 |[other CI-3 o] of o 0 ol of o] o o] of o i ol of o] o of of o] o of of o] o of of of o 13][otherci-3

14 |[Other CI-4 o]l o] o 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o o of of o 14][otherci4

15 |[Other CI-5 o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of o] 15][0therC1-s

16 |[Other CI-6 o] o] o 0 ol ol o] © o] o] o 0 ol o] o] © ol ol o] © ol of o] © o of of o 16]jothercrs

17 |[other CI-7 o]l o] o 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o o of of aoff 17][otherci-7

18 |[Other CI-8 o] o] o 0 ofof o] o o] o] o 0 ofof o] o ofof o] o ofof o] © of of of o 12][othercis

19 Hhey 1.9 ninoln Il ol ol 0 Il nl ol n Il ol ol 0 Il ol ol i I ol ol n Il nl nln Il 19 Hithey (1.9

Page 2 | Page 3 | Rolhp For Help. Press the F1 Key Clase 5
Record: E lil E]@ of 20

Threat Rating
Asset Value
Vulnerability Rating

1- 10
1- 10
1- 10

B | ow risk (1-60)

[ 1 Medium risk (61-175)
B Highrisk (>175)
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Critical Infrastructure Matrix

Threats

Critical Infrastructure Matrix -- Page 1

I o Rk (1-60) A
Mednm Risk (61-175)
I o Fisk (=175)

Facility Name: ICl-BC

Aszsessment Date: |02/02/2007 Assezsment Type: [COOP Facility

TE: Threat Rating
AW: Asset Vahie

VE: Wulnershility Rating EWBILZT D:sice Chemical ]'.n.cA:sn‘:l:laIry Armed Biological
(Bomb) Agant Atiack Attack Agent Cyb ; Agriterrorism
No. Critical Infrastruciure TR AV VE FRisk TE 4%¥ VE Risk TR AV VE Fisk TE AW VE Risk TR AY VE Fisk TR AV VE ERisk TR AV VE Risk Ne. Critical Infrasiructure
1 [[Site 3| 2] 2 4] 2 31 2] 8 51 2| 2 2 2 2 2 ol oy o a 1 |[5ite
I n f r as t r u C t u r e 2 ||Architectaral 31 2| 7 4] 2 51 2] 4 51 2| 2 2l 2 e ol oy o a 2 ||Architectural
3 [[Strachiral Systems 31 5] 7 4] 5 31 5] 3 51 5 2 a1 5 5 2 ol oy o a 3 I Stretural Systems
4 ||Envelope Systems 3| 5] 9 41 5 3] 5] 3 5] 5] 2 a5 5 2 ol of o o 4 I|Enwelope Systems
5 |[Ttility Systems 3| 5| @ i s 3 5| 7 B 2[ 5 5[ s o] 0] 0] 0] 5||Utlity Systems
& [[Mechanical Systems 31 5] 2 4] 5 31 5| 7 51 51 7 2l 5 5 5 ol oy o a [ I|Mechar|.i.cal Systems
7 |[Fhabing and Gas Systemms || 3] 5| & il s s[5 7 HIEE z[ s 5[ s o[ o] o 0] 7 ||Phurbing and Ges Systems
& [[Electrical Systems 31 5] 7 4] 5 31 5] 7 ] I a1 5 505 ol oy o a B8 I|E].ectrical Swstems
9 [|Fire Llarmm Systems 31 2] 5 4] 2 31 2] 2 5 2] 2 2 2 2l 2 ol oy o a 9 I|Fu'e Alarm Systemns
10 [[IT/Commmmications Syste 31 7| 5| loE 41 7 =1 I 51 7 & 21 7 7 & al o] o o[ 10 T Commmnications Sarsten
p| 11 ||COther CI-1 oy ol o 1] ol o ol ol o ol o] 0 a ol o 1] E 1] ol oy o o 11 [[rther CI-1
12 [iCther CI-2 gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o O 12 [[Other CI-2
15 [iOther CI-5 gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o O 13 [|[Other CI-3
14 fiCther CI-4 gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o O 14 [|Other CI-4
15 fiCther CI-5 gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o O 15 [|[Other CI-5
16 [[Cther CI-8 oy ol o 1] ol o ol ol o ol o] 0 a ol o ol o 1] ol oy o o 1& [|[Other CI-&
17 [i0ther CI-7 gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o o 17 [[Other CI-7
18 [[COther CI-B gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o O 18 [|Other CI-2
1o lNthey 1.0 ol ol o n ol n ol ol o ol ol al 0 ol n ol ol o ol ol ol ol 10l skeerto
Page 2 | Page 3 | Rolbap For Help. Press the F1 Key z
Record: E[I] ,711 E][E of 20

1-
1-
1-

B | ow risk (1-60)
[ 1 Medium risk (61-175)
B Highrisk (>175)

Threat Rating
Asset Value
Vulnerability Rating
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hecklists

B Main Menu for Assessors

FEMA 451: Risk Assessment Database v.3.0 Assessment Tool
Facility: ]CI-B'C __'_J Asseszment Date:  |2/272007 Azzezzment Type: |CDDE-‘ Farility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Faeility Information ] 1- Bite Cheellist Faeility Exzcutive Sommary ]
Aszzzzzment Tzam ] 2 - Architactural Facility Volnarabilitizs I

Facility Points of Contact ] 3 - Struetural

4 - Building Envelope

5 - Utility Svstems

& -Mechanical Svstems

7 - Plumbing and Gas

8 - Electrical Svstems

S - Fire Alarm Systems Impert Chacklist
g 10 - Communications and IT Systems
Threat Matrices
11- Equipment Operations and Maintenance
| e P ) | 1 ity
Critical Infrastroetura Matrix I 13- Bzcurity Mastar Plan Cloz=

14-COOP Facility: Additional Concerns

For Help. Press the F1 Key
B National nrtitute of Butlding Sciencer 2004

Thiz program was gnvsioped by and for FEMA and the Department of Peterans
Affairs, pursuant fo a contract with the National Dartitute of Building Scisnces.
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Observations and Recommendations/Remediations for Section Heading: Site

Site Checklist

:ility Name: CI-BC

i  Obzervation

Recommendation Remediation

View Facility Information

Record: A i kK of 25 (Filtered)

Type: COOP Facility -
Vuln? Vulnerability Aszzezzment Question CGuidance Additional R
What major structures surround the Critical infrastructure to consider FEC 65: Anne:
facility (site or building(s)}7 - What includes: - Telecommunications Alternate Opes
critical infrastructure, government, infrastrecturs - Facilities for broadeast Facilities, Plan
military, or recreation facilities are in TV, cabla TV; eallular networls; Considerations
the local area that impact newspaper offices, production, and
transportation, stilitizs, and eollateral distribution; radio stations; satzllite base
damage {attack at this facilitv impacting stations: telephone trunlcine and
Dioes the terrain place the building in a Diepressions or low areas can trap heavy FEC 65: Annes
lepression or low ar=a? wvapors, inhikit natvral decontamination Alternate Ope
by prevailing winds, and redves the Facilities, Plan
effectiveness of in-place sheltering. - Considerations
Faference: USAF Installation Force
Protection Guide
In dense, wrban arsas, does curb lane Where distance from the building to the FPC 65: Annes
parloing place vneontrolled parked nearest curb provides insufficient Alternate Ope
wehirles vnacceptably closs toa sathacl, restrict parking in the curb Facilities, Plan
building in public nghts-of-way? lane. For tyvpical city streets this may Considerations
raquire nazotiating to close the curb
lane. 3atbaclk is common terminolosy
for the distance betwsen a buildine and
For Help. Press the F1 Key Clos= -
| r

RRTIEN
/OURRIMEN

) FEMA
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Site Checklist

Observations and Recommendations/fRemediations for, Section Heading: Site

Site Name: C|-BC

Q# Ohservation

Recommendation/Remediation

Type: COOP L\\IS

Yuln? Vulnerability Aszessment Question

Guidance

|1-1 Twro Crtical Hazard Facilities within 2
mile and a dozen Tier [T HAZRMAT
Facilities within 3 miles. Major
interstate higlvaray within 104 mile. Tao
ralroads have tracks within 152 mmle
with no restrictions on materials carried.

Four nearbw buried lone-distance

Collateral effects of attacks or accidents
itmpact ciec sitmilar to CEE attacks. See
recorumendations for HVAC systems.

[ Tohat major strachires sauround the
facility (site or buldings1)? -- What
critical infrastructore, government,
nulitary, or recreation facilities are in
the local area that impact
transportation, utilities, and collateral

[1-2  [The site is shove the tank fanm and the
rear parking area slopes away from the
building to a stream, which allows wainds
to pass over the structure untundered.

Hone.

I Does the terrain place the building in a
deprassion or low area?

_|damase attack at this facilitv impactine

Critical infrastmeture to consider
inchides: - Telecommmrications
infrastructare - Facilities for broadeast
TV, cable TV, cellalar netarorks,
newrspaper offices, production, and
distribution; radio stations; satellite base
stations: telsohone trankine and
Dlepressions or lowr areas can trap heavy
vapors, inhibit natural decontamination
by prevailing winds, and reduce the
effectiveness of m-place sheltering. -
Feference: USAF Installation Force
Protaction Guide

|1-3 With a loading dock on the west side, it
is possible for velicles to park right
next to the balding. Normal parking
for employess 15 1n front; the closest
vonar 15 44 feat from the front door.

[nereased stand-off or increased access
control is needed to reduce nsk of
vehicle-borne improvised explosive
devize. Any action will require
coordination with Business Park

MM anazemant and other tenants due to
immpacts on the overall business park.

Iv n dense, whan areas, does ourh lane
parking place uncontrolled parked
vehicles unacceptably close to a
building i pablic rights-of-eray?

Where distance from the bulding to the
nearast ouh provides insufficient
setback, restrict parking in the oah
lane. For typical city streets this may
require negotiating to close the ourh
lane. Setback is comumon terminology

for the distance betaeen a buildine and

Fecord: 4| 4 a kM of 23 (Filkered)

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Unit VI-C-57



Site Checklist

Site Name: CI-BC

Q# Ohbservation

Recommendation/Remediation

Type: COOP

Yuln? Vulnerahility Aszezsment Question

Guidance

11-1 Toaro Cratical Hazard Facihities within 2
mile and a dozen Tier IT HAZMAT
Facilities within 3 miles. Major
mterstate higlvaray within 104 mile. Tharo
railroads have tracks within 152 mile
with no restrictions on materals carried.
Fonr nearbw buried lons-distance

Collateral effects of attacks or accidents
unpact ci-BC sitnilar to CEE attacks. See
recornumendations for HVAC systems.

I Tiwhat major stractures sanround the
facility (site or buldings))7 -- What
critical infrastracture, govermment,
military, or recreation facilitias ave in
the local avea that ismpact
transportation, utilities, and collateral
_|damase rattack at this facilitv impactine

Crtical infrastiucture to consider
inchides: - Telecommmmications
infrastmeture - Facilities for broadcast
TW, cable TV, celllar natworks;
newrspaper offices, production, and
distribution; radio stations; satellite base
stations: telephone trankine and

[1-2 |The site is shove the tank farm and the
rear parking area slopes awray from the
ilding to a strearm, which allooars winds
to pass over the struetore unbundered.

Hone.

Microsoft Access

I IDoes the terrain place the building in a
depression or lowr area?

]1-3 With a loading dock on the west side, it
15 possible for vehicles to park rizht
next to the building. HMommal parking
for employeas is in front; the closest
voowr 15 44 faet from the front door.

N

1oy

I

Copwing this Observation to the Mulnerabilities section. ..

Diepressions or lowr areas can trap heavy
vapors, intubit natural decontanunation
by prevailing winds, and reduce the
effectiveness of in-place sheltering. -
Feference: TSAF Installation Force
Protaction Guide

You MYILL still have to supply & Building Mumber and a Priority fne
con in the Yulnerabilities section,

vehl
de
oo

=

impacts on the overall business nark.

Where distance from the building to the
nearest muh provides insufficient
sethack, restrict parking in the onh
lane. For typical city straets this may
require negotiaps to close the muh
lane. Sethack is wonunon ternunology

for the distance between a bldine and

Record: 14| 4 3 k| Ml k| of 23 (Fitered)

Close
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Site Name: C|-BC

Q# Ohservation

Site Checklist

Observations and Recommendations/fRemediations for, Section Heading: Site

Recommendation/Remediation

Type: COOP %

Yuln? Vulnerability Aszessment Question

Guidance

|1-1 Twro Crtical Hazard Facilities within 2
mile and a dozen Tier [T HAZRMAT
Facilities within 3 miles. Major
interstate higlvaray within 104 mile. Tao
ralroads have tracks within 152 mmle
with no restrictions on materials carried.

Four nearbw buried lone-distance

Collateral effects of attacks or accidents
itmpact ciec sitmilar to CEE attacks. See
recorumendations for HVAC systems.

[ Tohat major strachires sauround the
facility (site or buldings1)? -- What
critical infrastructore, government,
nulitary, or recreation facilities are in
the local area that impact
transportation, utilities, and collateral

[1-2  [The site is shove the tank fanm and the
rear parking area slopes away from the
building to a stream, which allows wainds
to pass over the structure untundered.

Hone.

I Does the terrain place the building in a
deprassion or low area?

_|damase attack at this facilitv impactine

Critical infrastmeture to consider
inchides: - Telecommmrications
infrastructare - Facilities for broadeast
TV, cable TV, cellalar netarorks,
newrspaper offices, production, and
distribution; radio stations; satellite base
stations: telsohone trankine and
Dlepressions or lowr areas can trap heavy
vapors, inhibit natural decontamination
by prevailing winds, and reduce the
effectiveness of m-place sheltering. -
Feference: USAF Installation Force
Protaction Guide

|1-3 With a loading dock on the west side, it
is possible for velicles to park right
next to the balding. Normal parking
for employess 15 1n front; the closest
vonar 15 44 feat from the front door.

[nereased stand-off or increased access
control is needed to reduce nsk of
vehicle-borne improvised explosive
devize. Any action will require
coordination with Business Park

MM anazemant and other tenants due to
immpacts on the overall business park.

¥ in dense, uthan areas, does muh lane
parking place uncontrolled parked
vehicles unacceptably close to a
building i pablic rights-of-eray?

Fecord: 4| 4 a kM of 23 (Filkered)

Where distance from the bulding to the
nearast ouh provides insufficient
setback, restrict parking in the oah
lane. For typical city streets this may
require negotiating to close the ourh
lane. Setback is comumon terminology

for the distance betaeen a buildine and

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Unit VI-C-59




Checklists

B Main Menu for Assessors

Facility: |CI-BC |

Facility and Team Information

General Faeility Information ]

Assesement Team ]

Facility Points of Contact ]
Threat Matrices

| T T |

Critical Infrastrocture Matrix I

Thiz program was gnvsioped by and for FEMA and the Department of Peterans
Affairs, pursuant fo a contract with the National Dartitute of Building Scisnces.

FEMA 452: Risk Assessment Database v.3.0 Assessment Tool
Aszezzment Date:  |2/22007 Aszzezzment Type: |C OOP Faeility
Checklists

Executive Summary/Vulnerability

1- Bite Cheellist Faeility Exzcutive Sommary ]

2 - Architactural

All launch similar checklists
with places to enter
observations and
recommendations /
remediatons

3 - Struetural

4 - Building Envelope

5 - Utility Svstems

& -Mechanical Svstems

7 - Plumbing and Gas

8 - Electrical Svstems

S - Fire Alarm Systems

=

10 - Communications and IT Systems

11- Equipment Operations and Maintenance

12 - Szcurity

13- Bzcurity Mastar Plan

14-COOP Facility: Additional Concerns

For Help. Press the F1 Key
B National nrtitute of Butlding Sciencer 2004
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Executive Summary

B Main Menu for Assessors

= Amemeent T
Facility: [C1-EC | Assessment Type: |COOP Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Faeility Information ] 1- Bite Chacklist ‘ Faeility Exzestive Summary
Azzzszment Tzam ] 2 - Architectural ‘ Fagility Volnarabilitias
Facility Points of Contact ] 3 - Struetvral I
4 - Building Envelope ‘
5 - Utility Evstems I
6 -Machanical Svstems ‘
7 - Plumbing 2nd Gas ]
8 - Electrical Svstems l
S - Fire Alarm 3ystems I Import Chaclklist
g 10 - Communications and IT Systems I
Threat Matrices
11- Equipment Operations and Maintenance ]
| S LT e P | 12 i I
Critical Infrastrueturs Matrix ] 13- Bzcurity Mastar Plan I Cloz=
ol ] ) ) SOk T e Addieal foret I For Help. Press the F1 Key
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Executive Summary Tab

Assessment Main Page

» Facility Nama: iCI-BC Default Image: ] _,_J

Aszsezzment Location: JCI-BC

Azzezzment Data: 222007 Type [COOP Facility =

No Image Available

Exzcutive Sommary ] Vulnerabilities | Points of Contact | Assessment Team | Add Photos | Photos | Add GIS Portfolio Images | GIS Portfolio | Miscallansous Files

Introduction Ohbzervations Recommendationz Remediationz

Record: 14| ] i

For Help. Press the F1 Key Close

¥ FEMA

N2 5 : .
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Vulnerabilities

B Main Menu for Assessors

= Amemeent T
Facility: [C1-EC | Assessment Type: |COOP Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Faeility Information ] 1- Bite Chacklist ‘ Faeility Exzestive Summary j
Azzzszment Tzam ] 2 - Architectural ‘ I Fagility Volnarabilitias I
Facility Points of Contact ] 3 - Struetvral I
4 - Building Envelope ‘
5 - Utility Evstems I
6 -Machanical Svstems ‘
7 - Plumbing 2nd Gas ]
8 - Electrical Svstems l
S - Fire Alarm 3ystems I Import Chaclklist
g 10 - Communications and IT Systems I
Threat Matrices
11- Equipment Operations and Maintenance ]
| S LT e P | 12 i I
Critical Infrastrueturs Matrix ] 13- Bzcurity Mastar Plan I Cloz=
ol ] ) ) SOk T e Addieal foret I For Help. Press the F1 Key
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Vulnerabilities and Recommendations

Assessment Main Page

» Facility Name: |CI-BC Default Image: ] ;]
Azzezzment Location: ]CI-BC
Mo Image Availablze
Azzezzment Date: 222007 Type |COOP Facility =
Exacutive Summary  Vulnerabitities ]Pn-'mlsnf&:mtact] Assessment Team | Add Photos | Photos | Add GIS Portfolio Imagss | GIS Portfolio | Miscallansous Filss |
Vilnarability Status /| C I e
Building Name or Number  Valuerability Privrity Recommendatinn/Rameditinm 1 S Check
P— Dbzerva
_'_’I | ;J Update Remediation Details|
Record: 4| < L R 1 | N
For Help, Press the F1 Kep Clos=
‘J | »]
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Vulnerabilities and Recommendations

Building No Vulnerability Priority Recommendation Remediation
[cree =
Action Date Cost Comments
) [ $0
Planned 80
Underway 50
Complated =0
For Help. Press the F1 Keyp Clopse |

) FEMA
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Vulnerabilities and Recommendations

Assessment Main Page

Azzezzment Location: ]CI-B'C

Azzezzment Date: 222007 Type |COOP Facility =

» Facility Name: [C1EC Default Image: |

Exscutiva Summary  Volnerabilities ]Fn-intsnmelactJ Assessment Team | Add Photos | Photos | Add GIS Portfolio Imagss | GIS Portfolio | Miscaltansous Filss |

Mo Image Availablz

= _ Extractet

Building Name or Number  Volnerability Blinisly Kacummasdatisnitameliation || roonny s Cont | UChuk

4 ] | E] Update Remediation Details|
Record: 4] < 1 b [ prt]ofa 1| | |

For Help. Press the F1 Key I Clos= I

| ]
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Assessment Team Import Function

Lead Assessor e Establish alink to a team
member’s database
—  Open the remote database
/ I \ « Import Observation,
Recommendation/Remediation,
vuln/Rec Checkilst Checkist or Vulnerability entries

Assessment Team

The assessment team members to combine their data into one database
file on one computer at the end of the assessment.
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Import Assessments

B Main Menu for Assessors

= Amemeent T
Facility: [C1-EC | Assessment Type: |COOP Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Faeility Information ] 1- Bite Chacklist ‘ Faeility Exzestive Summary j
Azzzszment Tzam ] 2 - Architectural ‘ Fagility Volnarabilitias J
Facility Points of Contact ] 3 - Struetvral I
4 - Building Envelope ‘
5 - Utility Evstems I
6 -Machanical Svstems ‘
7 - Plumbing 2nd Gas ]
8 - Electrical Svstems l
S - Fire Alarm 3ystems I I Import Chaclklist I
g 10 - Communications and IT Systems I
Threat Matrices
11- Equipment Operations and Maintenance ]
| S LT e P | 12 i I
Critical Infrastrueturs Matrix ] 13- Bzcurity Mastar Plan I Cloz=
ol ] ) ) SOk T e Addieal foret I For Help. Press the F1 Key
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Import Assessments

B3 Main Menu for Assessors

FEMA 452: Risk Assessment Database v.3.0 Assessment Toal
Facility: ICI-BC _;I Azzezzment Date: II."J.-'EGG? Aszzezzment Type: ICOOP Faeility ‘

Facilitypishshebass
Select File

Import Checklist information from (CD, thumb, folder on hard drive):

-

& -Machanical Svstems

7 - Plumbing and Gas

8 - Elzctrical Bvstems

0L Fire AL Byaern | Tenprrt Checklist |
Threat Matrices
11- Eguipment Operations and Maintenance
Critical Funetion Matrix | 12 - Becority
Critical Infrastrueturs Matrix | 13- Becurity Master Plan Cloz=

14-COOP Facility: Acditional Concerns

This program was deveioped by and for FEMA and the Deparoment of Fetsrans
Affairs, pursuant to 4 conract With the Nationa! Iestituee of Building Scisnces.

1
10 - Communications and IT Systems |

For Help, Press the F1 Key
B Natisna! Tnstitues of Building Seciencer 2004

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-69



Import Assessments

=23

File Edit View Favorites Tools Help ',

& C:\Temp\Cl-BC\Assessment_2007-02-02 [

P Back -~ ) ¥ O search [ Folders | [

- Address |23 C:\Temp\CI-BC\Assessment_2007-02-02 Go

IC)Miscellaneous
[Z)Photos S— :
28 MasterDBY3.mde (CGIS_Portfolio;

L4

File name: |*_* Open

Files of type: |Data|:nase files (“mdb. *mde, *mda) j Cancsl

| Open as read-only
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Import Assessments

2 Main Menu for Assessors

FEMA 452: Risk Assessment Database v.3.0 Assessment Tool
Facility: IC:['BC _'j Azzezzment Date: Ila'l.-'lﬂ{f? Azzezzment Type: ICOOP Facility |

||
L

6 Mechanieal Bwstams

7 - Plembing and Gas

% - Elzctrical Systems

G - Fire Alurm Systerms | Tengorrt Chieck st |
Threat Matrices
11- Eguipment Operations and Maintenance
Critical Funetion Matrix | 12 - Szcurity
Critical Infrastructure Matrix | 13- Becurity Master Plan Cloz=

14-COOP Facility: Additional Concerns

This program was dsvelaped by and for FEMA and the Department of Faterans
Affairs, pursuant to @ contract with the Natisnal Tnstitute of Building Scisnces.

1
10 - Communications and IT Sxstems |

For Help. Press the F1 Key
B Mational festitute of Butiding Scignces 2004

perability
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Import Assessments

Microsoft Access

1 J Ready for import...Click OK to continue.

‘ QK \
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Import Assessments

&= frmSiteAssessments_Remote }E

A
Assessments Available for Import From: IC:\Temp\CI-BC\Assessment_2007-02-02
Assessment
Site Name Address 1 City Assessment Location Date Type

Cl-BC Cl-BC 2/2/2007 |COOP Facility

Example site 2 Site 2 24272006 |Tier 2

Example site 3 Site 3 B/6/2006 |Tier 3

I Select Assessment Il Cancel |

| W
Record: [14 ] « | 10 Upllrs of 3

) FEMA

‘\’fﬂ-‘—‘_i[l_i‘-&&’j BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-73



Import Assessments

Microsoft Access

Connection made.

254 Checklist records
1 Vulnerability records
4 Cost records

available for Viewing/Copying.

‘ QK \
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Assessment Team Import Function

B Main Menu for Assessors 4

FEMA 452: Risk Assessment Database v.3.0 Assessment Tool

Facility: ]CI-B'C __"_J Aszezzment Date: (27272007 Aszzezzment Type: |CDCE-‘ Farility

Facility and Team Information Checklists Executive Summary/Vulnerability

General Faeility Information ] 1- Bite Chacklist Faeility Exzestive Summary j

Azzzszment Tzam ] 2 - Architectural Fagility Volnarabilitias J

Facility Points of Contact ] 3 - Struetvral

4 - Building Envelope

5 - Utility Evstems

6 -Machanical Svstems

7 - Plumbing and Gas

8 - Electrical Svstems

10 - Communications and IT Systems

Threat Matrices

11- Equipment Operations and Maintenance

| S LT e P | 12 i

Critical Infrastrueturs Matrix ] 13- Bzcurity Mastar Plan

I
|
|
|
|
|
9 - Fira Alarm Systems ] Import Chacklist
|
|
|
|
14-COOP Facility: Additional Conearns I

For Help. Press the F1 Key
B National Durtituts of Butiding Sciencer 2004

This program was developsd by and for FEMA ang the Department of Veterans
Affairs, pursuant to a contract with the National Iestitute of Building Scisnces.

\g{”ﬁj';_

N, 5 i -C-
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Assessment Team Import Function

Observations and Recommendations/Remediations for Section Heading: Site

Facility Name: CI-BC

Open Remote Data

Type: COOP Facility

IC: Temp CI-BC Assessment 2007-02-02' Mast=rDBEV3 mde

Q# Obzervation

RecommendationRemediation

Vuln? Vulnerability Azsezzment Question

CGuidance

[ 2 |1-1 rs What major structurss surround the Critical infrastructurs to consider
= facility (site or building(s))7 - What includes: - Telecommunications
- critical infrastructurs, government, infrastructurs - Facilities for broadeast
military, or recreation facilities are in TV, cable TV; cellular networks;
the local arza that impact newspaper offices, production, and
transportation, vtilitizs, and collateral distribution; radio stations; satellite base
b’ _|damare (attack at this facilitv impactine stations: telephons trunkine and
1-2 I |Doss the terrain place the building in a Dieprassions or low areas can trap heavy
deprassion or low ar=a? vapors, inhibit natvral decontamination
bv prevailing winds, and redues the
sffzctivensss of in-place sheltering. -
Faferance: USAF Installation Force
Protaction Guids
1-3 [ in dense, vrban arsas, does corb lans Where distance from the building to the

parking place vneontrolled parked
wvehicles vnaceeptably closz to a
building in public rights-of-way?

nearsst curb provides insufficient
setback, restrict parking in the curb
lan=. For tvpical city streets this may
require negotiating to closs the curb
lanes. Satback iz common terminology
for the distance between a buildine and

Record: 14 1 kM of 25 (Filtered) 1

View Facility Information |

For Help, Presz the F1 Key

Closze

o

ERARTASS,
Sl

O 24

%) FEMA
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Assessment Team Import Function

Observations Details from the REMOTE DATABASE

Site Name: CI-BC 1

Copy
Record Q%  Obzervation Recommendation Remediation Vuln?
p[ I] M [Two Critical Hazard Facilities within 2 Collatersl affacts of attacks or accidents |

mile and a dozen Tisr II HAZMAT
Facilities within 3 miles. Major
interstate highway within 1/4 mila. Two
railroads have tracks within 12 mile
with no restrictions on materials carried.
Four nearber buried lone-distance

1-2 The site 15 above the tank farm and the None.
rear parking arza slopes away from the
building to a stream, which allows winds
to pass over the structure vnhindered.

impact CI-BC sitnilar to CBR attacles. S==
recommendations for HVAC svstems.

With a loading dock on the west sida, it
iz possible for vehicles to park right
next to the building. Normal parking

Inereaszed stand-off or inersased access
control is nesdad to reduce risk of
wvehicle-borne improvised explosive

device. Any action will raquire
coordination with Business Park
hlanagement and other tenants due to

343 rark

[ Copy and OVERWRITE
[Osa

¥ Copy and APPEND

for emplovess 15 in front; the closest
row 15 44 feet from the front door.

I Update Local Copv m

Select Al

Record: A i k| M of 23 (Filtered)

[

FRARTAL S,
SN

MR
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Close Assessment Tool

B Main Menu for Assessors

= Amemeent T
Facility: [C1-EC | Assessment Type: |COOP Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Faeility Information ] 1- Bite Chacklist ‘ Faeility Exzestive Summary j
Azzzszment Tzam ] 2 - Architectural ‘ Fagility Volnarabilitias J
Facility Points of Contact ] 3 - Struetvral I
4 - Building Envelope ‘
5 - Utility Evstems I
6 -Machanical Svstems ‘
7 - Plumbing 2nd Gas ]
8 - Electrical Svstems l
S - Fire Alarm 3ystems I Import Chaclklist
g 10 - Communications and IT Systems I
Threat Matrices
11- Equipment Operations and Maintenance ]
| S LT e P | 12 i I
Critical Infrastrueturs Matrix ] 13- Bzcurity Mastar Plan I Cloz=
ol ] ) ) SOk T e Addieal foret I For Help. Press the F1 Key
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Empty Database

FEMA 452: Risk Assessment Database v.3.0

Assessment Tool

Facilitsy General Information ‘

i Continuity of Operations
Facility A t
ALy AssEsSMEnLs ‘ Assessment (COOF) ‘
| Emipty the Databaze |
Switeh to Master Databasze
Cperating M ode

This propram was developed dy and for FEMA and the Department af Veterans For H Elp, Fress the F1 KE—"'
Affadrs, purseant to o contract with the NMationpal Bistitute of Building Scences.

B hptional Battute of Building Scences 2004
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y
&

B hptional Battute of Building Scences 2004

Switch to Master Database

FEMA 452: Risk Assessment Database v.3.0

Assessment Tool

Farility General Information ‘

i Continuity of Operations
Facility & t
ACCUY A ssessments ‘ A sgessment (COOF ‘
Emptyr the Database ‘

Switch to Master Database
Cperating M ode

This program was developed dy and for FEMA and the Depaytment of Veterans For Help. Press the F1 Key
Affadrs, purseant to o contract with the NMationpal Bistitute of Building Scences.
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Switch to Master Database

Microsoft Access

The system is currently operating in ASSESSOR. TOOL mode.

Would you like to switch Modes to the MASTER. DATABASE mode?

‘ fes Mo Cancel

\’fﬂ-‘—‘i[l_i‘-&g’j BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-81



Switch to Master Database

Microsoft Access

1 } Restarting now in MASTER. DATABASE mode,

‘ QK \
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Master Database Mode

FENMA 452: Risk Assessment Database v.3.0
Master Database

Wulnerahility & COOP Assessments!

Vulnerability A szessment Checlklist

Bwitch to Assessment Tool
Operating Mode

Change Password

A dmindstrative Funictions

|

This propram was developed by and for FEMA and the Department of Veterans ForH Elp, Press the F1 KE}'
Affadys, purssant to o contract with the National Rstitute of Building Sdences. B National Rstitute of Building Sdences 2004
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View Checklists

Aszegsment Azzegzment %
DR shses el iy Srmicabiy e AssessmentDate  Type Assessment Folder Name
— — sec || e
A. @ 1Ha.zardv1]le Information Co Hazardwille Information Co 25202007 |Facility Tier 1 A& ssessment A007-02-024
I I 27 CI-BC CI-BC 2/2/2007 |ZOOP Facility Assessment_2007-02-02\
Exeoutive Surmmary ‘ Vilnerabilities Pomnts of Contact Assessment Team Photos 518 Portfoho Miscellaneous Files
| bssessment Chackhist | Critical Funetion Critical Infrastractore Facility Information bssessment Eeports Other Eeports Help Close =
W
Record: E 1 ] 1 E][E k| of 2
AR
s =
&) FEMA
\S /5]
e 74 .
Nvp 2o/ Unit VI-C-84
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View Checklists

Assessment Checklists

b

Facility Name: [CI-BC

Azzezzment Location: J'C 1-BC
Azzezzment Date: 2722007 Type: ]EDD’E‘ Facility

 Architectural | Structural | Building | Utility | Mechanical | Plumbing/Gas | Electrical | Fire Alarm | Comm/IT | Equipment O&M | Security | Security Master Plan | COOP ]I

-
Q%  Obzervation Recommendation /| Remediation Vulnerability? Vulnerability Azzezzment Checkli=t Quaa:lim_._
p([1-1 I What major strectures surround the facility (site or build:
1.2 | Doss the terrain place the building in a depression or low
1-3 I In dense, vrban arsaz doss curb lane parking placs vneon
14 I Iz a perimeter fence or other tvpes of barrier controls in
1-5 I What ars the site access points to the site or building?
1-6 I Iz wehicle traffic separated from pedastrian traffic on ths
1-7 I Iz thers vehicls and pedestrian acesss control at the paris
1-8 | Iz thers space for inspection at the curb line or outsida th
1.9 I Iz there any potential access to the site or bulding throw
1-10 | What arz the existing tvpes of vehicle anti-ram devices |
1-11 I What is the anti-ram buffer zons stand-off distancs from
1-12 I Are perimster barriers capable of stopping vehicles? - W
Record: 4 [ 1 »|M]rt]of2s 4| ] _r_lJ

View All [Bate] Observations View All [Bite] Volnerabality Asseszment Questions For Help, Presz F1 I Clos= I

*I ]

FRARTAL S,
SN

T 40
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Reports

Aszegsment Azzegzment %
DR shses el iy Srmicabiy e AssessmentDate  Type Assessment Folder Name
— — sec || e
[ 2 @ 1Ha.zardv1]le Information Co Hazardwille Information Co 25202007 |Facility Tier 1 A& ssessment A007-02-024
27 CI-BC CI-BC 2/2/2007 |ZOOP Facility Assessment_2007-02-02\
Exeoutive Surmmary Vilnerabilities Pomnts of Contact Assessment Team ‘ Photos 518 Portfoho Miscellaneous Files
bssessment Chackhist Critical Funetion Critical Infrastractore Facility Information I bssessment Eeports Other Eeports Help Close =
- W
Record: E 1 ] 1 E][E k| of 2
4

7) FEMA

\Z 7 ; .
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Reports

List of Assessments
D  Aszzezzment Locatios Organization Name
b Assessment Reports Menn Assessment 2007-02-02)
6§ |CI-BC2 Asseszment 2007-02-02
Facility: [CL-BC
| Vilnerabilities |
Threat Matrix
Facility Aszsessment Team Facility Poants of Contact
Facility Informati
5 2 Comments
For Help. Press the F1 Key Close |
Execotive Szmmary Volnaratia T e T wewlort folic Mizcellaneous Filas
Assessment Checlelist Critical Function | Critical Infrastroeture | Facility Information | Aszeszment Reports Other Reports Help Clos= 1
-

Record: HI 1 !I 105K IHIH&-I of 2
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Help

Vulnerabilities and Recommendations

Friority  Building Nunber
1 CI-BC

Reports

Vulnerability
Allwindows are in the ofi

RecommendationRemediation

of the building (311 e Font and half of
omzzids) In thet zrez the Ereskrztion
is prcbebly mogs then 40% The

i i sendard izl
instaliztion znd thus, the glas, framing,
and nchozge 202 expectad o be
inmificiznt for e design tesistheat

With z loeding dock on the west side. it
is possibile for vehicles to perk right
fnExt o the building. Normal parking
for emgplopess is in front; e closst
705 i3 44 Feet from the front door.

The losding dock connec s dirsctlyink
critical functions, and

the intsrior pace,
infrasructirs

Fog balanrad the nchorage of the windows should be improved
for the tlzstcapebility of the Fame and slicons sslant and fragmenttion
retention fitn should be zdded to fs glas

Increzsed stand-off or increzsed sooess control is nesded to reduce rigoof
wehick-borne improvised explosive device. Ay action will require
coordination with Business Park Manzgsment and ofisr Enant due o impack
on fhe overzll business perk For example, increzse distenc e o first parking
spece o B0 feat by closing off nearby parking, control accessto rear of uikling,
of ua reserved parking paces i front of udlding anywhers within B feet of
building

Thers is litl2 that czn be done for the loeding dock direcly Acces control
already raquired for other vulnerabilitizs willbe bensficiz] in tesping threats
awayirom the loeding dock and reducing risk

Type a guestion for help

.8 X
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Reports

List of Assessments
D  Aszzezzment Locatios Organization Name
b Assessment Reports Menn Assessment 2007-02-02)
6§ |CI-BC2 Asseszment 2007-02-02
Facility: [CL-BC
Vilnerabilities
Threat Matrix
Facility Aszsessment Team Facility Poants of Contact
Facility Informati
5 2 Comments
For Help. Press the F1 Key Close |
Execotive Szmmary Volnaratia T e T wewlort folic Mizcellaneous Filas
Assessment Checlelist Critical Function | Critical Infrastroeture | Facility Information | Aszeszment Reports Other Reports Help Clos= 1
-

Record: HI 1 !I 105K IHIH&-I of 2
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Reports

FEMA 452: Assessment Database v3.0 - [Executive Summary Report]

Type a question for help

Close this Report

Executive Summary

Introduction

Cooperville Information Co. (CI-BC) is 4 state-cf-the-ut information echrology ([T) sexvioss company
Iocted ina major metropolitan cityin a typical subub anbusiness office park. The companys mission s o
‘movide infommation technclogy and services support fo inchude hosting servers, databases, applications, and
other bardware and scftwar; develop, nstall, and maintain softrare applications; provide field support IT
techuieiars , and provide 24-hour help desk support

I-BCkas over 2) cherts and supports approimately 1000 sers and 100 applizatiors s a primary data center
and as a disas ter recavery site. C8C eliants inchude oeal and mgioral government offices and conarercial
extities alomg vrith large prine deferse contractors and Federal govenment agencies. C1-6C handles
mnelassified and elassfied drfommation

Ohservations

Diue to stardard business office park coms truetion 805 vulrerable to fenorist attacks ard techrological
aceidents both 2 e targeted facility and as collsteral danuge. There are limited procedunal changes
available 1o provide potection. Each attack poss bility bus a set of mestures that ean be prioritized and
applied to witigate hat attack and rednce the risk from other attacks as well

Recommendations / Remediations

‘The cumer hias sggeed to warkwith a recommended set of designbasis threats (DBT) and comider G54 ad
DD fazility levels of otection cifetia, Asesss contrcl of vekicles would be fhe primary deferentfor
izl cute fugovised sxplasive devicas. Whils Chemical, Biclogical, Radiclagical (CBR) sttacks s st
s isk level o consides, proimity o fawportstion, storage, snd other HAZMAT sites indicstes tht CER
considarstions would s provide protection sgsinst scciderts, Thers e al totahe
Sroma COOD (Cortiruity of Operations Plase) pess pctive a5 ths i & bachup facility for cther dats centers

Page: 14| 4] PR 2N |

Ready Y

MA
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Reports

List of Assessments
D  Aszzezzment Locatios Organization Name
[ 2 Assessment_2007-02-02
6§ |CI-BC2 Asseszment 2007-02-02
Facility: [CL-BC
Vilnerabilities
Threat Matrix
Facility Aszsessment Team Facility Poants of Contact
Facility Informati
5 2 Comments
For Help. Press the F1 Key Close |
Execotive Szmmary Volnaratia T e T wewlort folic Mizcellaneous Filas
Assessment Checlelist Critical Function | Critical Infrastroeture | Facility Information | Aszeszment Reports Other Reports Help Clos= 1
-

Record: HI 1 !I 105K IHIH&-I of 2
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Reports

Microsoft Access

This will build a stoplight spreadsheet in Excel,

Are you sure you want to continue?

‘ Mo \ Cancel
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Threat Matrix

) FEMA

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

L34 - fe
A E C ] E F G H I J 3 e

10 A 5 10
11 | Facility
12 Improvised Chemical Arson { Incendiary Armed Biological Cyberterrorism =~ Agriterrorism | Radiological
13 | Core ProcessiFunction Ezplosive Device Agent Attack Attack Agent Agnet
14
15 | Administration [ ] 128 ] 36 =z [ ] 128
18 Threat Rating E 4 1} 3 4 B 1} 4
17 Azzet Walue 4 4 1} 4 4 4 1} 4
12 Wulnerability Rating g g 1} g g g 1} g
19| Engineering [ 1] 160 ] 120 160 ] 160
20 Threat Rating E 4 1} 3 4 5 1} 4
21 Bsset Walue I I 1] I |} ] 1] ]
22 Wulnerability Rating 2 g 1} 2 ] g 1} g
23 | Warshousing [ 16101 o S 10 o 150
24 Threat Rating E 4 0 3 4 3 0 4
20 Bsset Value i i 1] i 5 ] 1] ]
26 Wulnerability Fating g g 1] 3 g 2 1] 2
27 | Data Center R T 1 o o o I
28 Threat Rating E 4 1} 3 4 q 1} 4
29 Azzet Walue 10 10 0 10 L] 10 0 10
a0 Wulnerability Rating g g 1} 3 ] a 1} g
3 |Food Service 1] 1] 1] 1] 0 1] 1] 1]
az Threat Rating 1} 1} 1} 1} 1] 1} 1} 1}
a3 Asset Value 1] 1] 1] 1] 0 1] 1] 1]
24 Wulnerability Rating 0 0 0 0 0 1} 0 0
36 | Secury [ -~ ) o e [ 105 o I
36 Threat Rating E 4 1] 3 4 ] 1] 4
ar Azzet Walue T T 1} T T T 1} T
a8 Wulnerability Rating g g 1} 3 g 3 1} g
35 | Housekesping " S o I o I
40 Threat Rating E 4 1} 3 4 2 1} 4
H Aszet Value 1 1 0 1 1 1 0 1
4z Wulnerability Rating 2 2 1} 1 ] 1 1} 8
43 | Day Care 0 0 1} 0 1] 1} 1} 1}
44 Threat Rating 0 0 0 0 1] 0 0 0
45 Bsset Value 1] 1] 1] 1] 0 1] 1] 1]
15 ulnerability Rating 0 0 0 0 0 0 0 0
4 o wm e i e o I

i hreat Rating E 4 1} 3 4 5 1} 4
44 Azzet Walue 2 2 1} 2 2 2 1} 2
a0 Wulnerability Rating g g 1} 3 ] g 1} g
51 | Other 2 0 0 0 0 1] 0 0 0
52 Threat Rating 1} 1} 1} 1} 1] 1} 1} 1}
53 Asset Value 1] 1] 1] 1] 0 1] 1] 1
54 | Yulner ability Fiating 0 D 0 0 0 0 o

M 4 » M[\ Function ‘Julnerabilib.r;{l Infrastructure Vulnerahility ;’I | <]

Unit VI-C-93



Threat Matrix

K7 - fe
A E G u] E G H | il K
11 | Facility
12 Improvised Chemical Arson ! Incendiary Armed | Biological | Cyberterrorism | Agriterrorism | Radiological | N
12 | Critical Infrastructure Ezplosive Device Agent Attack Agent Agnet C
4
15 Gite M 160 o 120 te0 s o 1610
1& Threat Rating E 4 0 3 4 1 0 4
17 Aszset Value 5 5 0 b 5 b 1} b
12 “Wulnerability Rating 2 g 0 g g 3 0 S
19| Architectural T a g0 i 120 g0 0 80
20 Threat Rating E 4 0 3 4 1 0 4
21 Aszset Value 5 5 0 b 5 b 1} b
22 “Wulnerability Rating 2 4 0 g 4 3 0 4
23 | tructural Systems E @ o el o I
24 Threat Rating E 4 0 3 4 1 0 4
25 Aszset Value 5 5 0 b 5 b 1} b
26 “Wulnerability Rating 2 3 0 g 3 3 0 3
27 | Envelope Systems E @ o el o I
28 Threat Rating E 4 0 3 4 1 0 4
29 Aszset Value 5 5 0 b 5 b 1} b
30 “Wulnerability Rating 2 3 0 g 3 3 0 3
31| Uty Systems e e o 175 7 o I
32 Threat Rating E 4 0 |3 4 3 0 4
) Aszset Value 5 5 0 b 5 b 1} b
34 “Wulnerability Rating E 3 0 T 3 I3 0 3
36 | Meshanical Systems S = m woooMs e 105 o R
36 Threat Rating 4 4 0 |3 4 3 0 4
37 Aszset Value ¥ ¥ 0 T ¥ T 1} T
38 “Wulnerability Rating g ¥ 0 T ¥ 5 0 T
28 | Plumbing and Gias Systems 160 100 i 120 o [ 0 100
40 Threat Rating 4 4 0 2 4 2 1} 4
4 Azzet Value B B 0 3 B 3 0 L3
42 ‘Wulner ability Fating 2 B 0 g B 3 0 L3
43 | Electrical Systems s 140 i 147 140 105 1 140
44 Threat Rating 4 4 0 3 4 3 0 4
45 Azzet Value T T 0 T T T 0 T
45 ‘Wulner ability Fating 2 B 0 T B 5 0 [}
47 | Fire Alarm Systems 10 [ oo 48 e 3 o
48 Threat Rating 4 4 0 3 4 2 0 4
448 Azzet Value B B 0 3 B 3 0 L3
a0 ‘Wulner ability Fating 2 3 0 2 3 2 0 2
51 _|IT and Communication Systems [ - ] noo om0 om0 1000 o
52 Threat Rating 4 4 0 3 4 0 0 4
53 Asgzet Value 0 10 1] 1 10 1 1] n
A4 ‘Wulner ability Fating 2 E 0 g E 0 0 E
55 | Otherd 1] 1] 1] 1] 1] 1] 1] 1]
M 4 » M\ Function Vulnerability % Infrastructure Vulnerability / |4] |
) FEEMA
J
Unit VI-C-94
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Other Reports

List of Assessments
D  Aszzezzment Locatios Organization Name
[ 2 Assessment_2007-02-02
6§ |CI-BC2 Asseszment 2007-02-02
Facility: [CL-BC
Vilnerabilities
Exacutive Summary Threat Matrix
Facility Aszsessment Team Facility Poants of Contact
Facility Informati
5 2 Comments
For Help. Press the F1 Key Close |
Execotive Szmmary Volnaratia T e T wewlort folic Mizcellaneous Filas
Assessment Checlelist Critical Function | Critical Infrastroeture | Facility Information | Aszeszment Reports Other Reports Help Clos= 1
-

Record: HI 1 !I 105K IHIH&-I of 2
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List of Assessments

Other Reports

TARTAS,
Hf,

) FEMA

Aszegsment Azzegzment %
il e e s AssessmentDate  Type Assessment Folder Name
— — sec || e
[ 2 1Ha.zardv1]le Information Co Hazardwille Information Co 25202007 |Facility Tier 1 A& ssessment A007-02-024
27 CI-BC CI-BC 2/2/2007 |ZOOP Facility Assessment_2007-02-02\
Exeoutive Surmmary Vilnerabilities Pomnts of Contact Assessment Team Photos | 518 Portfoho ‘ Miscellaneous Files
bssessment Chackhist Critical Funetion Critical Infrastractore Facility Information bssessment Eeports I Other Eeports | Help Close =
W
records (10 [ 1 0J01)) -
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Other Reports

Search Reports Menu

search Reports Menn
Hote: These reports search the entire database

are
not hinuted to the Assessment you are mmwentlj.:-“%d:@.

seatrch Vulnerabihities and
Fecommendations/BEemediations

iZlose \

{)?.-‘; ARTA7

(RE

) FEMA
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Other Reports

Observations and Recommendations/Remediations for Assessment Checklist

Recommendation | Remediation

|cI-BC

|c1-Bc

|c1-EBC

|c1-Bc

|c1-Bc

NNp 57 BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T
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Other Reports

Search Reports Menu

search Reports Menn
Hote: These reports search the entire database

are
not hinuted to the Assessment you are mmwentlj.:-“%d:@.

seatrch Vulnerabihities and
Fecommendations/BEemediations

{)?.-‘; ARTA7

(RE

) FEMA
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Other Reports

Aszegsment Azzegzment %
DR shses el iy Srmicabiy e AssessmentDate  Type Assessment Folder Name
— — sec || e
[ 2 @ 1Ha.zardv1]le Information Co Hazardwille Information Co 25202007 |Facility Tier 1 A& ssessment A007-02-024
27 CI-BC CI-BC 2/2/2007 |ZOOP Facility Assessment_2007-02-02\
Exeoutive Surmmary Vilnerabilities Pomnts of Contact Assessment Team Photos 518 Portfoho Miscellaneous Files ‘
bssessment Chackhist Critical Funetion Critical Infrastractore Facility Information bssessment Eeports Other Eeports Help Close =
W
Record: E 1 ] 1 E][E k| of 2
4

7) FEMA

\&. 57 i -C-
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Master Database

Main Menu

FEMA 452: Risk Assessment Database v.3.0
Master Database

Vulnerahility & COOP Assessments!

Vulnerability A ssessment Checklist |

Swrtch to Assessment Toaol
Opetating Mode

Chatge Password

A dmindstrative Functions

s |

| This pro pram was developed by and for FEMA and the Department of Veterans For Help. Press the F1 Key
| Affairs, parsuant fo o contract with the Mationol estitute of Building Sciences. © National Rititute af Building Sciences 2009

FEMA
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Vulnerability Assessment
Checklist Search

Assessment Checklist Question Details

Header Question

Guidance

Additional Reference

‘What major structures sucrovnd the
facility (zste or building(z))7 -- What
critical infrastrocturs, government,
military, or recreation facilibies are in
the local arza that impact

transnortatinn nbilities and collateral

Critical infrastructurs to consider
incledes: - Telecommunications
infrastrocters - Facilities for broadeast
TV, cable TV, cellular natworles;
newspaper offices, production, and

distribmtion® radin stations: satallits hass

e — —— )

FPC 65: Annex E,
Alternate Operating
Facilitizs, Planning
Considerations, para 1

parking place vneontrolled parked
wvehicles vnacceptably closz to a
building in public rights-of-way?

nearast curb provides insufficient
setback, restrict parking in the curb
lanz. For typical city strests this may
require negotiating to closs the curb

lana Sathack is rommon terminoloes

Zite Dioes the terrain place the bulding in a Deprassions or low arsas can trap heavy FPC 65: Annex E,
deprassion or low arza’ wvapors, inhibit natural decontamination Alternates Operating
bt prevailing winds, and reduce the Facilitizz, Planning
effectivensss of in-place sheltering, - Considerations, para 1
Raference: USAF Installation Fores
Pratactinn Gnids
11-3 Stz In d=nse, urban arsas, does curb lane Whers distance from the bulding to the FPC 63: Annex E,

Alternate Operating
Facilitizs, Planning
Considerations, para 8

I View Questions'Observations |I

Record: j L ] 1k ]H ]’ of 254

For Help, Pressz the F1 Keyp

Close

b

o,gg\mll Tar N

&) FEMA

\
4\'[:- 5(‘“‘”

U -o

L’
N
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Vulnerability Assessment
Checklist Search

All Observations and Recommendations/Remediations for this Question

Azzezzment ! Section Header: |Sit 2

Question [What major structuras surround the facility (site or building(z))7 -- What critical infrastructurs, government, military, or recreation facilitiss are in the local arza
that impaet transportation, vtilities, and eollateral damage (attack at this facility impacting the other major structures or attack on the major strueturss
impacting this facility)7 -- What ars the adjacent land vses immediately ovtzids the perimeter of this facility (site or building(z))7 -- Do futvre development
plans change these land uses outside the facility (site or building (5)) perimeter? -- Although this question bridges threat and vulnerability, the threat is the man-
made hazard that can oceur (likelihood and impact) and the vulnerabilitv is the proximitv of the hazard to the butldine(s) beine assessed. Thos. a chemical olant

Guidance |Critical infrastructurs to constder ineluvdes: - Telecommunications infrastrueturs - Facilities for broadeast TV, cable TV, ecllular networks; newspaper offices,
production, and distribution; radio stations; satellits base stations; tslephone trenking and switching stations, including critical cable rovtes and major rights of
way - Eleetric power systems - Power plants, especially nuelsar facilitiss; transmission and distribustion system components; fuel distribution, delivery, and
storage - Gas and oil facilities - Hazardous material facilities, oil/zas pipelines and storage facilitizs - Banking and finanes institutions - Finaneial institutions
(banks. cradit vnions) and the business district: note schedule business/financial district mav follow: armored car services - Transoortation networks - Aircorts:

Additional Reference [FPC 65: Annex E, Alternate Operating Facilitizs, Planning Considerations, para 1

Y
Azzezzment
Site Name Date Type Obzervation Recommendation Remediation Vulnerability?
p [C1.EC | 2722007 [cooP Fae I
Hazardville Information Company | 2/2/2007 |Faci|ity Tier1
=
Record: 14 T Y N

View Observations For Help. Prezs the F1 Key Closz

Record: 4] 4 | 1 b | M| of 1 (Filtered)

%)) FEMA
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Vulnerability Assessment
Checklist Search

FEMA 452: Assessment Database v3.0 - [rptObservationsByQuestion]

Type a question for help

Close Report

Observations By Vulnerability Assessment Checklist Question
?’l}mir_\':!nu-ukudin#:: et
Quesion: Wh=msj=

i, ik S ey mpecs § e Eomriag o Eetia - Whatme
P S S N P ot § it =
Euiding (1)) pemaes? ~ Akazugh da S : & It mgac)
= i=n Emdx i fa) b B o bamad, Gty gl !
- - N - - - ;

smzmzd

s ugnind - x 3 =zmay
The Mz Frdaml Budiding s Oldakama Ciny e i Eythe oplesion of &z Ry "y
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Vulnerability Assessment
Checklist Search

All Observations and Recommendations/Remediations for this Question

Azzezzment ! Section Header: |Sit 2

Question [What major structuras surround the facility (site or building(z))7 -- What critical infrastructurs, government, military, or recreation facilitiss are in the local arza
that impaet transportation, vtilities, and eollateral damage (attack at this facility impacting the other major structures or attack on the major strueturss
impacting this facility)7 -- What ars the adjacent land vses immediately ovtzids the perimeter of this facility (site or building(z))7 -- Do futvre development
plans change these land uses outside the facility (site or building (5)) perimeter? -- Although this question bridges threat and vulnerability, the threat is the man-
made hazard that can oceur (likelihood and impact) and the vulnerabilitv is the proximitv of the hazard to the butldine(s) beine assessed. Thos. a chemical olant

Guidance |Critical infrastructurs to constder ineluvdes: - Telecommunications infrastrueturs - Facilities for broadeast TV, cable TV, ecllular networks; newspaper offices,
production, and distribution; radio stations; satellits base stations; tslephone trenking and switching stations, including critical cable rovtes and major rights of
way - Eleetric power systems - Power plants, especially nuelsar facilitiss; transmission and distribustion system components; fuel distribution, delivery, and
storage - Gas and oil facilities - Hazardous material facilities, oil/zas pipelines and storage facilitizs - Banking and finanes institutions - Finaneial institutions
(banks. cradit vnions) and the business district: note schedule business/financial district mav follow: armored car services - Transoortation networks - Aircorts:

Additional Reference [FPC 65: Annex E, Alternate Operating Facilitizs, Planning Considerations, para 1

Y
Azzezzment
Site Name Date Type Obzervation Recommendation Remediation Vulnerability?
p [C1.EC | 2722007 [cooP Fae I
Hazardville Information Company | 2/2/2007 |Faci|ity Tier1
=
Record: 14 1 kM of 2

View Observations For Help. Prezs the F1 Key Closz

Record: 4] 4 | 1 b | M| of 1 (Filtered)

%)) FEMA
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Checklist Search

A55955n1-ent C heckhst Question Details

Vulnerability Assessment

What major structures surrovnd the
facility (ste o building(z))7T -- What
critical infrastrocturs, sovernment,
military, or recreation facilitizs are in
the local arza that impact

transnortatinn ntilities and collateral

Critical infrastrocture to consider
incledes: - Telecommunications
infrastructurs - Facilities for broadeast
TV, cable TV; cellular natworles:
newspaper offices, production, and

diztribmtion® radin stations: satellits hass

FPC 65: Annax E,
Alternate Operating
Facilitizz, Planning
Considerations, para 1

parking place vneontrolled parked
wvehicles vnacceptably close to a

nearast corb providas insufficient
setback, restrict parking in the curb

11-2 Bite Dioes the terrain place the building in a Dieprassions or low areas can trap heavy FPC 65: Annex E,
deprassion or low arza’ wvapors, inhibit natural decontamination Altzrnats Operating
b prevailing winds, and reduce the Facilitizz, Planning
effectivensss of in-place sheltering, - Considerations, para 1
Raference: USAF Installation Fores
Protactinn Gauids
itz In dense, srban arsas, does curb lans Whers distance from the bulding to the FPC 63: Annex E,

Alternate Operating
Facilitizs, Planning

btuilding in public rights-of-way? lans. For twpical city strests this may Considerations, para 8
require negotiating to closz the curb
lana fathack is common terminnlosys
View Questions'Observations For Help. Press the F1 Kep Closz=

| Record: Hj 1 ] 1k ]H ]’ of 254
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Master Database

Main Menu

FEMA 452: Risk Assessment Database v.3.0
Master Database

Vulnerahility & COOP Assessments!

Vulnerability A ssessment Checklist

Swrtch to Assessment Toaol
Opetating Mode

Chatge Password

A dmindstrative Functions

s |

| This pro pram was developed by and for FEMA and the Department of Veterans For Help. Press the F1 Key
| Affairs, parsuant fo o contract with the Mationol estitute of Building Sciences. © National Rititute af Building Sciences 2009

FEMA
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Master Database

Change Password for a User Account

Change Password

User Name: |A55E55n:nr

0ld Password: |========

New Password: |=========
Verify: [

Set Password | \

** Passwords need to be at least 8 characters long,
and they must incude at least 3 of the 4 characters
from the following categories:

1. Lower case letters (a-z)

2. Upper case letters (A-Z)

3, Mumbers (0-9)

4, Spedial characters (" 1@#%,etc)
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Master Database

FELIA 452: Risk Assessment Database v.3.0
Master Diatabase

Wulnerability & COOP Aseessments!

Vulnerability A szessment Checklist

Switch to Azzessment Tool
Operating Mode

Change Password ‘

A dmindstrative Futictions

|

This propram was developed by and for FEMA ond the Deportment af Veterans For Help. Fress the F1 Key
Affeirs, purssont fo o coptract with the Natiopal Rssitute of Building Sdences. B National Rstitte of Building Sdences 2004
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Master Database: Erasing One or
All Assessments

Administrative Functions Menu

Administrative Functions Menu
Eisk Assessment Database

Empty the Databasze!

Dielete an & ssesstment

Import Assessor Database

Manage User &Accounts

Close

For Help. Preszs the F1 Key

&) FEMA
: 4 Unit VI-C-110
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Master Database: Erasing One or
All Assessments

List of Assessments

ID Azsezzment Locatior Organization Nam Azsezzment Date Azsezzment Type Assezzment Folder Nam:
5 |CI-BC 222007 COOP Facilil  |Asssssment 2007-02-021
[ 3 | & |CI-BC2 2122007 COOP Facilil  |Assessment 2007-02-02

I Delete this Asssssment |I For Help, Press the F1 Keyp Clos= e

Record: 14 | 4] T jH 4 xj of 2

N\ ) i -C-
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Master Database: Import Function

Administrative Functions Menu

Administrative Functions Menu
Eisk Assessment Database

Delete an Assessment

‘ Import Assessor Database ‘

Ilanagze User Accounts

Close \

For Help. Press the F1 Keyp
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Master Database: Import Function

Import Assessments

Select a database from which to import an Assessment. Then chick [Import].

Currently Linked to: iE: \WWTDMR_and_DY2007-01-14\MasterDB_IRandD.mdb

e BUILDING DESIGN FOR HOMELAND SECURITY coop T-tT  JnitVI-C-113



File Edit View Favorites Tools Help 'IF

JBack - ) T O search [ Folders

. Address || F:\CI-BC\Assessment_2007-02-02 |+ Go

Look in: | [C) Assessment_2007-02-02

ICGIS_Portfolio
ICMiscellaneous

2. {MasterDBV3.mde

File name: |MasterD BYV3mde Open

Files of type: |f-‘-ssessment Databases (" mdb. * mde) j Cancel

| Open as read-only
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Master Database: Import Function

Import Assessments

Select a database from which to import an Assessment. Then click [Import].

Link and Import from: jF:‘i,CI-EIE \Assessment_2007-02-02\MasterDBYV 3.mde

| Find 2 different Diatabase: Import 74 | Chose |

> i -C-
4&3&’! BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-115



Master Database: Import Function

Microsoft Access

,;:’..(’ Are you sure you want to connect to and import from: F:\CI-BC\Assessment_2007-02-02\MasterDEV3.mde?

Yes Mo Cancel

£ o . el
e BUILDING DESIGN FOR HOMELAND SECURITY coop T-+T ~ UnitVI-C-116



Master Database: Import Function

Microsoft Access

have been relinked to: F:\CI-BC\Assessment_2007-02-02\MasterDEV 3.mde

y All 18 tables that were linked to: E:\UTDVR_and _D\2007-01-14\MasterDBE_IRandD.mdb

‘ QK \

STOARTATS
/o £
f'{g}
r-:}' =
‘\%’6‘ \)'Q‘aj
N IND s_g-&,f
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Master Database: Import Function

B frmSiteAssessments_Remote

Azzezzmentsz Available for Import From: ]F:‘\CI-BI:‘-.ﬁ.ssessment_EDD?-DE-D?\MastEID B 3. mde

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Azzezzment
B T T Y ) g Site Folder Name Addreszz 1 City Aszzezzment Location Date Type Azzezzmar
SICI-BC I:I-BE\ CI-BC 2022007 [COOP Facility  |Aszessment_2007-00
s J'uI-BE2'\ Cl-BC2 20242007 [COOP Facility  |Aszessment_2007-00;
I Select Azsezsment I Cancel
Record: 14 ] 4 | 1 b |wi]rd]of2
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Master Database: Import Function

Microsoft Access

Attempt to move supporting files as well?

\Photos
\Miscellaneous

\GIS Portfolio

‘ Mo \ Cancel
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Master Database: Import Function

Microsoft Access

E) Attempt to write files now?

Mo \
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Master Database: Import Function

Import Assessments

Select a database from which to import an Assessment. Then click [Import].

Link and Import from: !F:‘i,CI-EIC \Assessment_2007-02-02\MasterDBYV 3. mde

‘ Show Detailed Results “ Find a different Databas= HTmport | T | Clos= |

D52 BUILDING DESIGN FOR HOMELAND SECURITY coop T-+T ~ UnitVI-C-121



I\/Iaster Database: Import Function
& impotpetieddiognosis X

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Import MumberOf MumberOf MumberOf :I
Order Importing RecordsBefore RecordsAttempted HRecordzsAfter Successful
b Sites 2 1 E v
& |Buildings [*handled differently) 1 30 a0 v
3 |People 0 0 I v
4 |Azzessments 2 1 3 v
5 |Obzervations A0g 2hd B2 v
E [Vulherabilities 1 1 2 v
7 |Ezecutive Summary 2 1 3 v
2 [Critical Infraztructure 40 20 &0 v
3 [Critical Functions 36 18 | v
10 |Azzezzment Personnel 1] 1] 0 v
11 |GIS images this aszeszment 2 2 4 v
12 |Phatos 0 0 I v
13 |Azzeszment Phatos 0 0 I v
14 |Mizcellaneaus files 1 1 2 v
15 |COOP Eszzential Functions 1] 1] 0 v
16 |COOP Deployment Planning 2 1 3 v
17 |COOP Alternate Facility 2 1 3 v
18 |Remediation Costs 4 44 g | LI
Record: 14 LR of 18
Unit VI-C-122



Master Database: Import Function

Import Assessments

Select a database from which to import an Assessment. Then click [Import]
Link and Import from: iF:‘i,CI-EIC'n,ﬁ.ssessment_EDEI?—DE—DE'I,I"-"IasterDEI'I.-'3 mde

Show Detatled Results

Find a different Diatabas=

2 | o]
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Master Database: Manage User
Accounts

Administrative Functions Menu

Administrative Functions Menu
Eisk Assessment Database

Empty the Databage!

Delete ath & ssessmetit

Impott &ssessor Database

‘ Ilanage User Accounts \

Claoze |

For Help. Prezs the F1 Key

\&, S ;
N> BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-124



Master Database: Manage User
Accounts

List of Users and the Group to which they belong

Uszer
1D User Name Group
1 Adrniniztrator Adrnins W
2 Agzezzor Adrnins W
3 Editar Full Data Uszers W
4 Reader Read-Only Uszers W

Adminiztrator, Assessor, Editor, and Reader passwords can be

changed
| Add Mew User || | | Cloze |.,E

Record: (14 ][ 4[] 4 [E af 4

%) FEMA
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Master Database: Manage User
Accounts

Add a New User Account

Add a new USER Account

Uzer Hame Group

Eancel‘
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Master Database: Manage User
Accounts

Add a New User Account

Add a new USER Account

Uzer Hame Group

“Hew U zer E

Read-Unly Uzers
Full Data Uzers
‘ Add User ‘ Sdrminz
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Master Database: Manage User

Accounts

List of Users and the Group to which they belong

User Hame Group
Adrmristrator Adminz
Azzessar Adrminz
Ediar Eul Data Users
Mew Uszer Full Drata Users

P eader =PEGEN bl Llzers

Administrator, Azseszor, Editor. and Reader passwords can be
changed.

Add Mew User I Delete User |

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T
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Summary

Installation, as appropriate, and opening of database

Filing of GIS Portfolio, Miscellaneous, and Photos to link with the
database and importing the database in the two operating modes

Moving about the database software and between the Assessment
Tool and the Master Database operating modes

Setting priorities on identified vulnerabilities and how the software
records this process

Production of standard reports and searching the database for
specific information

How to use administrative functions
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