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Purpose of Course and
FEMA 426 Manual

* Provide guidance to COOP Planners/Managers to perform an
assessment of their COOP sites

 Enable and encourage COOP Planners/Managers to apply
measures and technology available to reduce risk from terrorist

attack
Mitigation Information

= Not mandatory
= Not applicable to all buildings
= Not applicable when it interferes with other hazards

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit I-C-3




Course Goals

To enhance student
understanding of the
measures and technology
avalilable to reduce risk from
terrorist attack.

To enhance student abllity to
assess a site for COOP | i
requirements and natural and | e

man-made hazards hiv= $L00

FEMA
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Course Objectives

Students will be able to:

1. Explain the basic components of the
assessment methodology.

2. Appreciate the different assessment
methodology approaches that can be used.

3. Perform an assessment for a building by
identifying and prioritizing assets, threats, and
vulnerabilities and calculating relative risk.
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Course Objectives

4. ldentify available mitigation measures
applicable to the site and building envelope.

5. Understand the technology limitations and
application detalls of mitigation measures for
terrorist tactics and technological accidents.

6. Perform an assessment for a given building
by identifying vulnerabilities using the Building
Vulnerability Assessment Checklist in FEMA
426.
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Course Objectives

/. Select applicable mitigation measures and
prioritize them based upon the final
assessment risk values.

8. Appreciate that designing a building to
mitigate terrorist attacks can create conflicts
with other design requirements.

9. Understand interfaces between assessing a
facility for man-made and natural threats /
hazards and for use as a COOP facllity.
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Course Overview — Day 1

Unit | — Introduction and Course Overview

Unit Il — Asset Value Assessment

Unit Ill — Threat / Hazard Assessment

Unit IV — Vulnerability Assessment

Unit V — Risk Assessment / Risk Management
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Course Overview — Day 2

Unit VI — FEMA 452 Risk Assessment Database

Unit VII — Explosive Blast

Unit VIII — Chemical, Biological, and Radiological
(CBR) Measures

Unit IX — Site and Layout Design Guidance

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit 1-C-9



Course Overview — Day 3

Unit X — Building Design Guidance

Unit Xl — Electronic Security Systems

Unit XIl — Finalization of Case Study Results

Unit Xl — Train-the-Trainer

Unit XIV — Course Wrap-up
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Course Materials

Federal Preparedness Circular — 65

FEDERAL EXECUTIVE BRANCH CONTINUITY OF
OPERATIONS (COOP)

The June 15, 2004 version of FPC-65 has been integrated
Into this course from the building assessment standpoint

All Federal agencies, regardless of location, shall have in
place a viable COOP capability to ensure continued
performance of essential functions from alternate operating
sites during any emergency or situation that may disrupt
normal operations.
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Course Materials

Federal Preparedness Circular — 65

Alternate Facility Objective:

e Ensuring that agencies have alternate facilities from which
to continue to perform their essential functions during a
COOP event
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Course Materials

Federal Preparedness Circular — 65

Alternate Facility Requirements:

e Must be capable of implementation both with and without
warning

e Must be operational within a minimal acceptable period of
disruption for essential functions, but in all cases within 12
hours of COOP activation

* Must be capable of maintaining sustained operations until
normal business activities can be reconstituted, which may be
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Course Materials

Federal Preparedness Circular — 65

Alternate Facility Requirements (continued):

e Must provide for a regular risk analysis of current alternate
operating facility(ies)

* Must locate alternate operating facilities in areas where the
ability to initiate, maintain, and terminate continuity operations
IS maximized

« Should consider locating alternate operating facilities in areas
where power, telecommunications, and internet grids would
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Course Materials
Federal Preparedness Circular — 65

Alternate Facility Requirements (continued):

e Should take maximum advantage of existing agency field
Infrastructures and give consideration to other options, such
as telecommuting locations, work-at-home, virtual offices, and
joint or shared facilities

* Must consider the distance of alternate operating facilities
from the primary facility and from the threat of any other
facilities/locations (e.g., nuclear power plants or areas subject
to frequent natural disasters)
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Course Materials

FEMA Publication 426

Reference Manual
to Mitigate Potential Terrorist
Attacks Against Buildings

FEMA Publication 452

Risk Assessment: A How-To
Guide to Mitigate Potential
Terrorist Threats Against
Buildings

Risk Management Series

Reference Manual

to Mitigate Fotertial Terrorist Attacks Against Buildings
October 2003

8 reva
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Risk Management Series

Risk Assessment

A How-To Guide to Mitigate Potential Terrorist Attacks
Against Buildings

FEMA 452 / January 2005
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FEMA 426 Reference Manual

Chapter 1 — Asset Value, Threat/Hazard, g

Vulnerability, and Risk ﬁr
Chapter 2 — Site and Layout Design hi_m% /

Guidance

Risk M:tmgmﬂem Series
Reference Manual

Chapter 3 — Building Design Guidance s o ouse

Cetaber 1004

Chapter 4 — Explosive Blast e

Chapter 5 — CBR Measures
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FEMA 426 Reference Manual

Appendix A — Acronyms

Appendix B — General Glossary IM” e )
Appendix C — CBR Glossary ==V

Appendix D — Electronic Security Systems  Reference Manual

10 Mitigate Potential Tarrorist Attacks Agaiest Buidings
Ccteber 1001

Appendix E — Bibliography

Appendix F — Associations and i -

Organizations
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FEMA 426 — Chapter 1

» Asset Value Assessment

Asset Value :
Assessment
(Section 1.1)

and ultimately risk

Cost AI'IGIYSIS Analyze how mitigation
0000000000000 0006 options affect asset criticality
@

 Threat/Hazard Assessment

@
®
i'
e Vulnerability Assessment [ i | G [ i

(Section 1.4) (Chapters 2 and 3)

Lw’y Dedsion
(Risk Management)
(Section 1.5)

» Risk Assessment

Analyze how mitigation
options change vulnerability
and ultimately risk

Benefits Analysis

* Risk Management

 Building Vulnerability Assessment Checklist

FEMA 426, Figure 1-3: The Assessment Process Model, p. 1-5
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FEMA 426 — Chapter 2

Site and Layout Design  getdstbaie
 Layout Design '
e Siting

* Entry Control/Vehicle Access
e Sighage

e Parking

* Loading Docks

* Physical Security Lighting

» Site Utilities
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FEMA 426 — Chapter 3

Building Design Guidance

Architectural

Building Structural and
Nonstructural Considerations

Building Envelope considerations

Other Building Design Issues

Building Mitigation Measures

FEMA 426, Figure 1-10: Non-Redundant Critical Functions
Collocated Near Loading Dock, p. 1-41
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FEMA 426 — Chapter 4

Explosive Blast

Building Damage

Blast Effects and Predictions

Stand-off Distance

Progressive Collapse
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FEMA 426 — Chapter 5

CBR Measures e

o e
- Evacuation "

« Sheltering in Place ;
 Personal Protective Equipment
 Filtering and Pressurization :=

» Exhausting and Purging & ' ( sl /)

FEMA
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FEMA 452 Risk Assessment How-To

Step 1 — Threat Identification and Rating

Step 2 — Asset Value Assessment H‘P

Step 3 — Vulnerability Assessment

Risk Management Series

Step 4 — Risk Assessment Risk Assessrnent

A How-To Guide to Mitigate Potential Terrorist Attacks
Against Buildings

Step 5 — Consider Mitigation Options Aoy

¥ FEMA

& FEMA
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FEMA 452 Risk Assessment How-To

Appendix A — Building Vulnerability Assessment
Checklist

Appendix B1 — Risk Management Database v1.0:
Assessor's User Guide

Risk Management Series
Risk Assessment
-To Gui

ide to Mitigate Potential Terrorist Attacks

Appendix B2 — Risk Management Database v1.0:
Database Administrator's User
Guide

Appendix B3 — Risk Management Database v1.0:
Manager's User Guide

Appendix C — Acronyms and Abbreviations

%) FEMA
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Summary

FEMA 426 and 452 are intended for building sciences
professionals.

Manmade hazards risk assessments use a
“Design Basis Threat.”

Site and building systems and infrastructure protection
are provided by layers of defense.

Multiple mitigation options and techniques.

Use cost-effective multihazard analysis and design.
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Case Study Activities

In small group settings, apply concepts introduced in the
course.

Become conversant with contents and organization of
FEMA 426.

Risk Monagermenit Series
Reference Manual

w0 Mtigate Pobentind e ronst ATInCcs Agn nst Buicngs
Dletshes 3008

& reva
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COOPERVILLE INFORMATION/

BUSINESS CENTER (CI/BC)
Case Study

Small information technology company which also operates
a Business Center at same location

= Occupies portion of building rented in Suburban Office
Park

= Data center and communications for off-site clients

= Computer and office support for Business Center clients
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Cooperville Information / Bu

e

Cooperville Information / Business Center (CI/BC)
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Mission
Regional Computer / Business
Center
= Real-time IT support
= Backup services

= 24 X 7 operations
= Temp office / computer space

Customers

= Government and
commercial

= Some classified work

Layout

= Downstairs: Business Center, Computers, Communications, Loading
dock, Storage
= Upstairs: Executive offices, Staff

») FEMA
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Threat Analysis

Terrorist Threat

Intelligence Threat

Criminal Threat

FEMA 426, Figure 2-1: An Example of Using GIS to Identify

ALY FEMA Adjacent Hazards, p. 2-5
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Hazard Analysis

HazMat
= Faclilities
= Highway
= Rall |
Liquid Fuels e L

Air Traffic

Natural
Hazards
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Computerized Elevation Looking Northwest
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Computerized Elevation Looking Northeast
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Building Data
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Building Structure ~——
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Mechanical Systems

Loading Dock

s oo

Gas Meter - s o 3
/ - - | Gas Meter Under
: = Loading Dock Stairs

—
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Electrical Systems

From H.
- : I Electric Company
#2
}- } } } } i } i Chiller chter Fata Wat Liﬂt M.t
N Floor  Lighting ~ Classified e Heater

Center #1 & #2 Equipment & Equipment
Breakers #1, #2, #3 Alarms And Chiller #3
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Physical Security

FEMA
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I'T Systems
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Emergency Response

L

y Appliances Company
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Design Basis Threat

Explosive Blast: Car Bomb 250 Ib TNT equivalent. Truck
Bomb 5,000 Ib TNT equivalent (Murrah Federal Building class
weapon)

Chemical: Large quantity gasoline spill and toxic plume from the
adjacent tank farm, small quantity (tanker truck and rail car size)
spills of HazMat materials (chlorine)

Biological: Anthrax delivered by mail or in packages, smallpox
distributed by spray mechanism mounted on truck or aircraft in
metropolitan area

Radiological: Small “dirty” bomb detonation within the 10-mile
radius of the CI/BC building
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Design Basis Threat

Criminal Activity/Armed Attack: High powered rifle or

handgun exterior shooting (sniper attack or direct assault
on key staff, damage to infrastructure [e.g., transformers,
chillers, etc.])

Cyber Attack: Focus on IT and building systems
Infrastructure (SCADA, alarms, etc.) accessible via
Internet access

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit 1-C-43



|_evels of Protection and Layers of
Defense

Levels of Protection for Buildings

* |nteragency Security Committee (ISC) Level Il
Building
= DoD Low — Primary Gathering Building

Elements of the Layers of Defense Strategy

= Deter

= Detect
= Deny

= Devalue
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Infrastructure Cyber attack Armed Sl el CBR attack
(single gunman) bomb
128 144

Structural Systems
Asset Value 8 8 8 8
Threat Rating 3 4 3 2
Vulnerability Rating 2 4 8 9

Risk Factors Total l 1-60 ‘ 61-175 -

Risk = Asset Value x Threat Rating x Vulnerability Rating

Asset: You x Threat: Intruder x Vulnerability: Open Door
: FEMA 426, Adaptation of Table 1-21: Site Infrastructure Systems Pre-Assessment

) Screening Matrix, p. 1-39
FEMA FEMA 426, Table 1-19: Total Risk Color Code, p. 1-38
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Summary

FEMA Publication 426

Reference Manual
to Mitigate Potential Terrorist
Attacks Against Buildings

FEMA Publication 452

Risk Assessment: A How-To
Guide to Mitigate Potential
Terrorist Threats Against
Buildings

FEMA

Risk Monagement Serie

Reference Manual
o Wtigats Fotertinl Teror st ATtacks Against Buldngs
Gty 3000

S rema

Risk Management Series

Risk Assessment

A How-To Guide to Mitigate Potential Terrorist Attacks
Against Buildings

FEMA 452 / January 2005
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RMS Publications — 2003 - Present
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RMS Publications — In Development

FEMA 452 (enhanced) — A How-To Guide to Prepare
Multihazard Risk Assessments

FEMA 430 — Site and Urban Design for Security
FEMA 455 — Rapid Visual Screening for Building Security

FEMA 549 — Incremental Rehabilitation to Improve
Building Security

FEMA 582 — Design Guide to improve Commercial
Building Safety for Earthquake, Flood, and
Wind
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Unit | Case Study Activity

Introduction and Overview

Background
= Answers to FEMA 452 database COOP questions

applicable to Case Study found in student activity
= Note additional COOP information at end of activity

Requirements
As a team, determine If sufficient square footage Is
available for DAI essential functions
= Needed information contained in student activity
= Ask instructors any clarifying questions based upon
your experience
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Unit Objectives

Identify the assets of a building or site that can be
affected by a threat or hazard.

Explain the components used to determine the value of
an asset.

Determine the critical assets of a building or site.

Provide a numerical rating for the asset and justify the
basis for the rating.
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Assessment Flow Chart

Cost Analysis
Asset Value y Analyze how mitigation
Assessment 00000000000 0OCOCGO options affect asset criticality
(Section 1.1) and ultimately risk

Vulnerability Risk A | Identify Decision
Assessment B e Mitigation Options _ (Risk Management)
(Section 1.3) (Sedtion 1.4) (Chapters 2 and 3) (Section 1.5)

4] Analyze how mitigation

o
.. 000000000000 options change vulnerability

and ultimately risk

Threat /Hazard
Assessment
(Section 1.2)

Benefits Analysis

FEMA 426, Figure 1-3: The Assessment Process Model, p. 1-5

FEMA

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit 11-C-3



Definition of Risk

Risk Is a combination Mediom Risk | _ High Risk

of: Risk Factors Total - 61-175

» The probabmty that Risk = Asset Value x Threat Rating x Vulnerability Rating
an event will occur,

an d Replacement/Repuir People

Loss of Use

* The consequences
of its occurrence

Asset - A resource of value requiring protection. An asset
can be tangible, such as buildings, facilities, equipment,
activities, operations, and information; or intangible, such as
processes or a company’s information and reputation.

FEMA 426, Table 1-19: Total Risk Color Code, p. 1-38

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit 11-C-4



People and Asset Value

Asset Value - The degree of debilitating
iImpact that would be caused by the
Incapacity or destruction of an asset.
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|dentification of a Building’s Assets

Two Step Process

Step 1: Define and understand
a building’s core functions and
processes

Step 2: Identify site and building
Infrastructure and systems
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Asset Value

Core Functions
* Primary services or outputs
= Critical activities
* |dentify customers
* |nputs from external organizations
= Number of people affected

Critical Infrastructure
* |njuries or deaths related to lifelines
= Effect on core functions
= Availablility of replacements / Cost to replace
= Critical support lifelines
= Critical or sensitive information
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Asset Value Rating

Asset Valve

Very High — Loss or damage of the building’s assets would have exceptionally
Very High 10 | grave consequences, such as extensive loss of life, widespread severe injuries,
or total loss of primary services core processes, and functions.

High — Loss or damage of the building’s assets would have grave conse-
High 8-9 | quences, such as loss of life, severe injuries, loss primary services or major
loss of core processes and functions for an extended period of time.

N Medium High — Loss or damage of the building’s assets would have serious
Medium ngh / conse h Y M S f d
quences, such as serious |nJur|es or impairment of core processes an
functions for an extended period of time.

Key elements

Loss of assets and/or people would
have grave, serious, moderate, or
negligible consequences or impact

P
P ;“{)ﬁ.\'-“‘ﬁ T, ,1,,?\

a-\?}”’éjﬂj FEMA FEMA 426, Adaptation of Table 1-1: Asset Value Scale, p. 1-13

NNp 5vo” BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit 11-C-8

—

U

B

\

o
S



Asset Value Rating (continued)

Asset Value

Medium — Loss or damage of the building’s assets would have moderate to

Medium 5-6 | serious consequences, such as injuries or impairment of core functions and
processes.
i Medium Low — Loss or damage of the building’s assets would have moderate
Medium Low 4 consequences, such as minor injuries or minor impairment of core functions and
processes

Low — Loss or damage of the building’s assets would have minor consequences
Low 9-3 | orimpact, such as a slight impact on core functions and processes for a short
period of fime.

Very Low — Loss or damage of the building's assets would have negligible

Very Low I | consequences or impac.

Key elements

Loss of assets and/or people would
have grave, serious, moderate, or
negligible consequences or impact

o\ FEMA FEMA 426, Adaptation of Table 1-1. Asset Value Scale, p. 1-13
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Asset Value Notional Example
I S B T

Site Medium Low 4
Architectural Medium 5
Structural Systems High 8
Envelope Systems Medium High 7
Utility Systems Medium High 7
Mechanical Systems Medium High 7
Plumbing and Gas Systems Medium 5
Electrical Systems Medium High ]
Fire Alarm Systems High 9
IT/Communications Systems High 8

, FEMA FEMA 426, Table 1-2: Nominal Building Asset Value Assessment, p. 1-14
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Critical Functions

Administration

Asset Value 5 5 5 5

Threat Rating

Vulnerability Rating

Engineering

Asset Value 8 8 8 8

Threat Rating

Vulnerability Rating

FEMA 426, Adaptation of Table 1-20: Site Functional Pre-Assessment

G I FEMA Screening Matrix, p. 1-38

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit 11-C-11




Critical Infrastructure

Infrastructure Cyber attack Armed ARG VEIIEE CBR attack
(single gunman) bomb

Site

Asset Value 4 4 4 4

Threat Rating

Vulnerability Rating

Structural Systems

Asset Value 8 8 8 8

Threat Rating

Vulnerability Rating

FEMA 426, Adaptation of Table 1-21: Site Infrastructure Systems

G - FEMA Pre-Assessment Screening Matrix, p. 1-39
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Summary

Identify a building’s Critical
Functions and Critical
Infrastructure

2003/08/26

Assign a value to a building’s
assets or resources

Input values into Critical
Functions and Critical
Infrastructure areas of Threat
Matrix

) FEMA
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Asset Value Rating Considerations
*Go to Page SM [I-C-2 in your Student Manual*

Criticality to overall organization

Criticality to unit at location

Ease of replacement

Relative value ($, # personnel, # critical personnel)

o~ wWwbdhPE

Consequences of destruction, failure, or loss of function
In terms of casualties, property loss, and economic
Impacts

6. Likelihood of cascading or subsequent consequences
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Unit I Case Study Activity

Asset Value Ratings

Background

Asset value: degree of debilitating impact that would be
caused by the incapacity or destruction of a building’s assets

FEMA 426: Tables 1-1 and 1-2

Requirements

Refer to Case Study and answer worksheet questions:

= |dentify Core Functions
» |dentify Building Assets
= Quantify Asset Values
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Unit 111

Threat / Hazard
Assessment
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Unit Objectives

ldentify the threats and hazards that may impact a
building or site.

Define each threat and hazard using the FEMA 426
methodology.

Provide a numerical rating for the threat or hazard and
justify the basis for the rating.

Define the Design Basis Threat, Levels of Protection, and
Layers of Defense.
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Assessment Flow Chart

Asset Value
Assessment
(Section 1.1)

Vulnerability
Assessment
(Section 1.3)

Threat /Hazard

Assessment
(Section 1.2)

FEMA

(Section 1.4)

. Identi Decision
AR ' Hiﬂguﬂonltf)ypﬁons & (Risk Management)
(Chapters 2 and 3) (Section 1.5)

Cost Analysis

Analyze how mitigation
options affect asset criticality
and ultimately risk

4] Analyze how mitigation

o
.. 000000000000 options change vulnerability

and ultimately risk

Benefits Analysis

FEMA 426, Figure 1-3: The Assessment Process Model, p. 1-5
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Nature of the Threat

International Casualties by Region 1998-2003

E Note scale break
B 1998
I’ . 1999
[ 2000
[ 2001
I 2002
[ 2003

14,459

405

2 8

coo| [oo ]

Africa Asia Eurasia Latin Middle North Western
merica East America Europe

International Attacks by Region 1998-2003

o
&

Africa Asia Eurasia Latin Middle North Western
America East America Europe

,%»{g}% From Patterns of Global Terrorism 2003 Department of State April 2004
| ]
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Nature of the Threat

Region Latin America - 46
Eurasia - 1

Facilities Struck by International Attacks A
1998-2003

i

I 1998 Middle East - 11

Western Europe - 16

Total - 82

Type of Event
Kidnapping -

2
Firebombing - 2
Arson - 2

5

Armed Aftack -

Bombing - 71

Total - 82

Total US Targets Attacked

Business - 67

Other - 24

Military - 3
Governmen t-5

Diplomat - 5

Business Diplomat Government Military Other

Total - 104

N From Patterns of Global Terrorism 2003 Department of State April 2004
&) FEMA
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Nature of the Threat

TERRORISM

a1 In the

UNITED STATES
. 198o~2001

B TERRORIST INCIDENTS

P 18 L SUSPECTED TERRORIST IMNCIDEMTS
- EEE] TERRORIST PREVENTIONS
= B TOTAL 482
Z1
20
1k
13
10
| ]
L - & 5 n . 5 5 5 o
4 e | M 3 M b | L. 4 2
o e o 5 : L oe u

1981 1982 1963 L 1985 1986 |%87 1968 L 75 i 793 I':J M 1795 1996 |*-' (%38 1995 2000 2001

TS 30 44 5 3% 15 36 36 22 17 713 I 4 1l H 4 8 2 17 19 9 s

From Terrorism 2000/2001 FBI Publication #0308
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CBR Terrorist Incidents Since 1970

4TH GRADE -
GREENDR(E School |
FRankLin Park NT 08852 F""fl

Senaror PascuL e

309 Haal Senare Oreice
VIiLDiNG

Wag 1
es oINS TON DE. 2 0 we WP

1972
Typhoid

March 1995 Sarin

12 Dead, 5,500 Affected

1984

Salmonella

June 1994
Sarin

200 Injured

7 Dead,

200 Injured

1984

Botulinum

1985
Cyanide

1992 Cyanide

March 1995 Ricin

April 1995
Sarin

April-June 1995
Cyanide, Phosgene,
Pepper Spray

May 1995 || April 1997
Plague U235
|
February 1997
Chlorine March 1998
: Cesium-137
14 Injured,
500 Evacuated
T T
. *
00
June 1996 2001
Uranium Anthrax

Ricin

December 1995

November 1995
Radioactive Cesium
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Hazard

potentlal danger or
adverse condition.

= Natural Hazards
are naturally-
occurring events
such as floods, F %
earthquakes, tornadoes, ‘r.
tsunami, coastal storms, i‘ﬁ
landslides, hurricanes, i
and wildfires.

) FEMA

_\___. % oL b ! FEMA

FEMA
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Manmade Threats

Threats — Any indication, circumstance, or event with the
potential to cause loss of, or damage to an asset. They
can be technological accidents and terrorist attacks.

Terrorism act

<£4~ “f" BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit I11-C-9



Threat Overview

Any indication, circumstance, or event with the potential
to cause loss of, or damage to an asset

Involves two steps:

= Selection of primary threats:

tools and tactics as well as Weapons, tools, and tactics
le with intent to cause can change faster than a
EGOD building can be modified.
arm

= Determine the threat rating:
a parameter used to quantify
your losses

2 FEMA
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Threat Overview

* Improvised Explosive Device (Bomb)

Armed Attack

Chemical Agent

r Ak s

v

Biological Agent

Radiological Agent

Cyberterrorism
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Step 1:
Selection of
Primary
Threats

Criteria

Selected Threats
Cyber Attack
Armed Attack
Vehicle Bomb
CBR Attack

Scenario | Access to | Knowledge/ | History of Threats | Asset Asset Site Level of Defense
Agent Expertise (Building Functions/ | Visibility/ | Accessibility | Population/
Tenants) Symbolic Copadity
9-10 Readily Basic Local incident, occurred | Existence Open access, | > 5,000 Little to no defense
availoble | knowledge/ | recently, coused great | widely unrestricted ageinst threats,
opensource | domage; building known/ parking No security design
fundtions and fenants | iconic was faken into
were primary fargels consideration and no
mifigation measures
odopied.
6-8 Easy to Bachelor's Regional/State Existence Open access, | 1,001-5,000 | Minimal defense
produce | degree or incident, occurred o locally restricted aguinst threats.
technical few years ago, covsed | known/ parking Minimal security
sthool/open | substantial damage; landmark design was foken into
scientific or building functions and considerafion and
technical tenants were one of the minimal mitigation
literature primary fargets measures adopted.
35 Difficult to | Advanced National incident, Existence Controlled 251-1,000 | Significant defense
produce or | fraining/rare | occurred some time published/ | aceess, against threats.
acquire scientific or in the past, caused well-known | profected Significont security
dedossified | important domage; entry design was taken info
literature building functions and consideration and
tenants were one of the substantial mifigation
primary fargets measures adopted.
1-2 Very Advanced International incident, | Existence not | Remote 1-250 Extensive defense
difficlt to | degree or occurred many years | well-known/ | location, oguinst threats,
produce or | training/ ogo, cavsed localized | no symbolic | secure Extensive security
ncquire dlussified domage; building importance | perimeter, design was foken info
information functions and fenants armed consideration and
were not the primary guards, exiensive mitigation
fargets tighthy measures adopted.
controlled
aceess

FEMA 452, Table 1-4: Criteria to Select Primary Threats, p. 1-20
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Step 1: Selection of Primary Threats

Criteria

History of | Asset | Asset Sit Level of I
fo Expertise ﬁm Vi’;':illyf A:xssiblily I’o;.vluim/ Defense Ran kl n g
Agent ;lm/ Symbolic Copacity

Ul 5

Tenants)

1-Ib. Mail Bomb

5-Ib. Pipe Bomb 9 9 3 8 i 10
50-Ib. Satchel Bomb/Suicde | 8 8 6 8 3 10
Bomber
500-Ib. Car Bomb b 8 7 8 3 10 Criteria
5,000:1b. Truck Bomb i 8 5 B 3 10 Scenario Access | Knowledge/ | History of | Asset Asset Site Level of
20,000-1b. Truck Bomb 2 6 ] 8 3 10 1;..: Expertise {'Imh::s :isim/ Accessibility ::pimiuf Defense
ng ym pacity
Notural Gos 2 8 1 8 3 10 Functions/
Tenants)
Chlorine i 7 yi 8 Al 10 K 40
g Phosgene 3 10 il 8 Al 10 5 41
E Hydrogen 3 8 2 8 3 10 5 k]
Cyonide
5 Lewisite 3 b 2 8 d 10 5 kil
2
(-]
E Sarin 3 4 9 8 il 10 i 42
=

FEMA 452, Adaptation of Table 1-5: Nominal Example to Select Primary

FEMA Threats for a Specific Urban Multi-story Building, p. 1-21
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Step 2: Determine the Threat Rating

Threat Rating

Very High — The likelihood of a threat, weapon, and tactic being used
. against the site or building is imminent. Internal decision-makers and/
Very High 10 T , .
or external law enforcement and intelligence agencies determine the
threat is credible.

High — The likelihood of a threat, weapon, and tactic being used against
) the site or building is expected. Internal decision-makers and/or
High 8-9 s : !
external law enforcement and intelligence agencies determine the

threat is credible. Key elements

Medium High — The likelihood of a threat, weapon, and tactic being Likelihood of a threat
Medium Hiah 7 used against the site or building is probable. Internal decision-makers

0 and/or external law enforcement and intelligence agencies determine
the threat is credible.

(credible, verified,
exists, unlikely,
unknown)

If the use of the
weapon is considered
imminent, expected, or
probable

é:/é/gji FEMA FEMA 452 Table 1-6: Threat Rating, p. 1-24
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Step 2: Determine the Threat Rating

Threat Rating

(continued)

Medium 56
Medium Low 4
Low 2-3
Very Low |

Medium — The likelihood of a threat, weapon, and tactic being used
against the site or building is possible. Internal decision-makers and/or
external law enforcement and infelligence agencies determine the
threat is known, but is not verified.

Medium Low — The likelihood of a threat, weapon, and tactic being used
in the region is probable. Internal decision-makers and/or external law

enforcement and intelligence agencies determine the threat is known,
but is not likely.

Low — The likelihood of a threat, weapon, and tactic being used in

the region is possible. Internal decision-makers and/or external law
enforcement and intelligence agencies determine the threat exists, but
is not likely.

Very Low — The likelihood of a threat, weapon, and tadiic being used
in the region or against the site or building is very negligible. Internal
decision-makers and/or external law enforcement and intelligence
agencies determine the threat is non-existent or extremely unlikely.

) FEMA

Key elements

Likelihood of a threat
(credible, verified,
exists, unlikely,
unknown)

If the use of the
weapon is considered
imminent, expected, or
probable

FEMA 452 Table 1-6: Threat Rating, p. 1-24
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Critical Functions

Administration

Asset Value 5 5 5 5

Threat Rating 8 4 3 2

Vulnerability Rating

Engineering
Asset Value 8 8 8 8
Threat Rating 8 5 6 2

Vulnerability Rating

FEMA 426, Adaptation of Table 1-20: Site Functional Pre-Assessment

FEMA Screening Matrix, p. 1-38
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Critical Infrastructure

Infrastructure Cyber attack Armed ARG VEIIEE CBR attack
(single gunman) bomb

Site
Asset Value 4 4 4 4
Threat Rating 4 4 3 2

Vulnerability Rating

Structural Systems

Asset Value 8 8 8 8

Threat Rating 3 4 3 2

Vulnerability Rating

FEMA 426, Adaptation of Table 1-21: Site Infrastructure Systems

FEMA Pre-Assessment Screening Matrix, p. 1-39

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit 111-C-17




Threat Sources

Identify Threat Statements
ldentify Area Threats
ldentify Faclility-Specific Threats

Identify Potential Threat
Element Attributes

Seek information
from local law
enforcement, FBI,
U.S. Department of
Homeland Secuirity,
and Homeland
Security Offices at
the state level.

FEMA 426, p. 1-14 to 1-15
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Design Basis Threat

The threat against which assets within a building must be
protected and upon which the security engineering design
of the building is based.
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|_evels of Protection

Layers of Defense Elements

= Deter

= Detect

= Deny

= Devalue

The strategy of Layers of Defense uses the elements and
Levels of Protection to develop mitigation options to counter
or defeat the tactics, weapons, and effects of an attack
defined by the Design Basis Threat.

FEMA 426, p. 1-9
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|_evels of Protection

Deter: The process of making the target inaccessible or difficult to
defeat with the weapon or tactic selected. It is usually accomplished
at the site perimeter using highly visible electronic security systems,
fencing, barriers, lighting and security personnel; and in the building
by security access with locks and electronic monitoring devices.

Detect: The process of using intelligence sharing and security
services response to monitor and identify the threat before it
penetrates the site perimeter or building access points.

FEMA 426, p. 1-9
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|_evels of Protection

Deny: The process of minimizing or delaying the degree of site or
building infrastructure damage or loss of life or protecting assets by
designing or using infrastructure and equipment designed to
withstand blast and chemical, biological, or radiological effects.

Devalue: The process of making the site or building of little to no
value or consequence, from the terrorists’ perspective, such that an
attack on the facility would not yield their desired result.

FEMA 426, p. 1-9

ART,
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|_evels of Protection

Typical Location Examples of Tenant Agencies™* [bi:':: 11“;;2.]
I 10 Employees (Federal) Local Office High Security Locks
2,500 Square Feet District Office Intercom
Low Volume Public Contact Visitor Center Peep Hole (Wide View)
Small “Store Front” Type Operation USDA Office Lighting w/Emergency Backup Power
Ranger Station Controlled Utility Access
Commercial Falities Annual Employee Security Training
Industrial/Manufacturing
Health Care
Il 11 - 150 Employees (Federal) Public Officials Entry Control Package w/Closed Gircuit
2,500 - 80,000 Square Feet Park Headquarters Television (CCTV)
Moderate Volume Public Contact Regional/State Offices Visitor Control/Screening
Routine Operations Similar to Private Commercial Fadlifies Shipping/Receiving Procedures
Sector and/or Facility Shared with Private  |ndusirial Guard/Patrol Assessment
Sector Manufacturing Intrusion Detection w/Central Monitoring
Health Care CCTV Surveillance (Pan-Tilt, Zoom System)

Duress Alarm w/Central Monitoring

FEMA 426, Table 1-6

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T
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_evels of Protection (continued)

Typical Location ‘ Examples of Tenant Agencies*** ‘ “!.:I::':: ::Zu;: ?:.]
1] 151 - 450 Employees (Federal) Inspectors General Guard Patrol on Site
Mutti-Story Facility Criminal Investigations Visitor Control/Screening
80,000 - 150,000 Square Feet Regional/State Offices Shipping/Receiving Procedures
Moderate/High Volume Public Contact GSA Field Office Intrusion Detection w/Central Monitoring
Agency Mix: Local Schools (CV Surveillance (Pan-Tili/Zoom System)
Law Enforcement Operations Commercial Fadilities Duress Alarm w/Central Monitoring
Court Fundiions Industrial
Government Records Manufacturing
Health Care
'} >450 Employees (Federal) Significant Buildings and Some Extend Perimeter (Concrete/Steel
Multi-Story Facility Headquarters Barriers)
>150,000 Square Feet Federal Low Enforcement Agencies 24-Hour Guard Patrol
High Volume Public Contact Local Schools, Universities Adjacent Parking Control
High-Risk Law Enforcement/Intelligence = Commercial Fucilities Backup Power System
Agencies Health Care Hardened Porking Barriers
District Court
v Level IV Profile and Agency/Mission Principal Department Headquarters Agency-Spedfic
Critical to Notional Security

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T
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|_evels of Protection

DoD Minimum Antiterrorism (AT) Standards for New

Buildings

Level of ; Potential Door and Glazing P
Potential Structural Damage Potential Injury

Below AT
standards

Severely domaged. Frame collapse/
massive destruction. Little left
standing.

Doors and windows fail and result in
lethal hazards

Majority of personnel
suffer fatalities.

Very Low

Heavily damaged - onset of structural
collupse. Major deformation of
primary and secondary structural
members, but progressive collapse is
unlikely. Collapse of non-structural
elements.

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Glazing will break and is likely to be
propelled into the building, resulting
in serious glazing fragment injuries,
but fragments will be reduced.
Doors may be propelled into rooms,
presenting serious hazards.

Majority of personnel
suffer serious injuries.
There are likely to be

a limited number (10
percent to 25 percent) of
fatalifies.

FEMA 426, Table 4-1, p. 4-9
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L_evels of Protection (continued)

Damaged — unrepairable.

Major deformation of non-structural
elements and secondary structural
members, and minor deformation
of primary structural members, but
progressive collapse is unlikely.

Gluzing will break, but fall within
I meter of the wall or otherwise
not present a significant fragment
hazard. Doors may fail, but they
will rebound out of their frames,
presenting minimal hazards.

Majority of personnel

suffer significant injuries.

There may be o few
(<10 percent) fatalities.

Medivm Damaged — repairable. Gluzing will break, but will remainin | Some minor injuries, hut
. . the window frame. Doors will stayin | fatalities are unlikely.
Minor deformations of non-structural el o et
elements and secondary structural
members and no permanent
deformation in primary structural
members.

High Superficially damaged. Gluzing will not break. Doors will be Only superficial injuries
i reusable. are likely.
No permanent deformafion of
primary and secondary structural
members or non-structural elements.
";ﬁ\ Aﬁt;;?’

Level of Potential Door and Glazing

Minimum
Standards

FEMA 426, Table 4-1, p. 4-9
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|_evels of Protection

UFC 4-010-01 APPENDIX B

DoD MINIMUM ANTITERRORISM STANDARDS FOR NEW AND EXISTING BUILDINGS
Standard 1 Standoff Distances

Standard 2 Unobstructed Space

Standard 3 Drive-Up/Drop-Off Areas

Standard 4 Access Roads

Standard 5 Parking Beneath Buildings or on Rooftops
Standard 6 Progressive Collapse Avoidance
Standard 7 Structural Isolation

Standard 8 Building Overhangs

Standard 9 Exterior Masonry Walls

Standard 10 Windows and Skylights

Standard 11 Building Entrance Layout

Standard 12 Exterior Doors

%) FEMA
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|_evels of Protection

UFC 4-010-01 APPENDIX B
DoD MINIMUM ANTITERRORISM STANDARDS FOR NEW AND EXISTING BUILDINGS

Standard 13

Mail Rooms

Standard 14

Roof Access

Standard 15

Overhead Mounted Architectural Features

Standard 16

Air Intakes

Standard 17

Mail Room Ventilation

Standard 18

Emergency Air Distribution Shutoff

Standard 19

Utility Distribution and Installation

Standard 20

Equipment Bracing

Standard 21

Under Building Access

Standard 22

Mass Notification

%) FEMA
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Summary

Process

» |dentify each threat/hazard
= Define each threat/hazard
= Determine threat rating for each threat/hazard

Threat Assessment Specialists
Critical Infrastructure and Critical Function Matrix
Determine the “Design Basis Threat”

Select the “Level of Protection”
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Threat/Hazard Rating Considerations
*Go to Page SM III-C-2 in your Student Manual*

1. Asset visibility, proximity, or locality

2. Asset usefulness ($, goals, publicity)

3. Asset availability

4. Local incidents in past

5. Geographic area incidents in past

6. Potential for future incidents (# terrorist groups, # HAZMAT sites,
natural hazard history)

7. Accessibility to asset

8. Effectiveness of law enforcement

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit 111-C-30




Unit 11 Case Study Activity

Threat Ratings
Background

Hazards categories: natural and manmade

Case Study Threats: Cyber Attack, Armed Attack, Vehicle Bomb, and
CBR Attack (latter two are main focus of course)

Result of assessment. “Threat Rating,” a subjective judgment of threat
Requirements

Refer to Case Study data
Complete worksheet tables:

= Critical Function Threat Rating
= Critical Infrastructure Threat Rating
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Unit IV
Vulnerability Assessment




Vulnerability

Any weakness that can be exploited by an
aggressor or, in a non-terrorist threat

environment, make an asset susceptible to
hazard damage

APARTATS
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Unit Objectives

Explain what constitutes a vulnerability.

Identify vulnerabillities using the Building Vulnerability
Assessment Checklist.

Understand that an identified vulnerability may indicate that
an asset:

= |s vulnerable to more than one threat or hazard:

= and that mitigation measures may reduce vulnerability to one or
more threats or hazards.

Provide a numerical rating for the vulnerability and justify
the basis for the rating.
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Vulnerability Assessment

ldentify site and building systems design
ISsues

Evaluate design issues against type and
level of threat

Determine level of protection sought for
each mitigation measure against each

threat
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Assessment Flow Chart

Cost Analysis
Asset Valve Y Analyze how mitigation

Assessment 900000000000 Q0FOCKBOCOO options affect asset criticality
(Secfion 1.1) | and ultimately risk

Idnlify

Vulnerability Risk A | Dedision
Assessment Lol biih ol Mitigation Options _ (Risk Management)
(Section 1.3) ST (Chapters 2 and 3) (Section 1.5)

@ & Analyze how mitigation
.. 000000000000 options change vulnerability

and ultimately risk

Threat /Hazard

Assessment
(Section 1.2)

Benefits Analysis

FEMA 426, Figure 1-3: The Assessment Process Model, p. 1-5
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|dentifying Vulnerabilities
Multidisciplinary Team

= Engineers

= Architects

= Security specialists

= Subject matter experts

= Qutside experts If necessary
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Vulnerability Assessment Preparation
Coordinate with the building stakeholders:

= Site and Building Plans

= Utilities

= Emergency Plans (shelter, evacuation)
* Interview schedules

= Escorts for building access
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Assessment GIS Portfolio

Arlington County Assessments « ¢ Arington County

Arlington County - Virginia % == T— E— =
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Metro Center Imager

Metro Center Imagery x el
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Arlington County - Virginia : _ "
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Site Emergency Response
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Site Public and Government Buildings
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Site HazMat
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Site Local Tran | ortatlon Network
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Site Principal Buildings by Use

V7
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Site Imagery S
Arlington County - Virginia T [ offce compexperimeter [N\ o
Fest D Entry Point =
— o T 180 200 450
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Site Truck Bomb

- or Jefferson gy

!EF-I
I

Potential Blast Effects
Red Ring (100 ft) - Structural Collapse

Orange Ring (500 ft) - Probable Lethal Injuries
Yellow Ring (1000 ft) - Severe Injuries from Glass

Unit IV-C-18
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Site Car Bomb

Potential Blast Effects

Red Ring (20 ft) - Structural Collapse
Orange Ring (100 ft) - Probable Lethal Injuries
Yellow Ring (150 ft) - Severe Injuries from Glass
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Options to Reduce Vulnerability

1) Define Site Functions
Interviews with Site Personnel

2) ldentify Critical Systems I

3) Evaluate Facility System Interactions Review Prints and
Specs; Check with
4) Determine Common System Vulnerabilities Systems Experts

5) Physically Locate Components and Lines | On-site Inspections

Apply “Vulnerability

6) Identify Critical Components and Nodes Checklist”

7) Assess Critical Nodes vs. Threats | Threat Spectrum Evaluation

8) Determine Survivability Enhancements | Survivability Options

9) Document Entire Analysis Process | Records

2 FEMA
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Facility System Interactions

FACILITY SYSTEM INTERACTIONS

Delivery ' Weapons and
' Attacks

Protection Function
Penetration 3 al Function SECULEEEe Recovery (Interior

and Exterior)

Damage Effects

® Mission Defeat

e Downtime (ritical Function Failure
» Percent Degradation

FEMA 426, Figure 1-8: Facility System Interactions, p. 1-23
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Single-Point Vulnerabilities

COMMON SYSTEM VULNERABILITIES

Primary Backup
System System

Distribution
Junction

No Redundancy

Support H Core Function

Core Function

Core Function

Stored Consumables
(Fuel, Water, Air, efc.)

FEMA 426, Figure 1-9: Common System Vulnerabilities, p. 1-35
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Functional -

- Emergency Response [~ %
- - Evac Ru.u.h.a
A n a I yS I S - Potential Relecation ;
- Receiving/Storage
= Soadin OC
Potential Mail Rocom \_Mail Room

Standard 11 The loading dock and warehouse provide single point of entry to the interior
Stagrgic?rld713 The mailroom is located within the interior and not on exterior wall or separate HVAC system
Standard 1 The telecom switch and computer data center are adjacent to the warehouse
Standard 1

The trash dumpster and emergency generator are located adjacent to the loading dock

O\ FEMA 426, Figure 1-10: Non-Redundant Critical Functions
FEMA Collocated Near Loading Dock, p. 1-41
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Drive Through

Telecom Service

éﬁ?‘% FEMA FEMA 426, Figure 1-11: Vulnerability Examples, p. 1-42
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Building Vulnerability Assessment Checklist

Compiles best practices from many sources

Includes questions that determine if critical systems will
continue to function during an emergency or threat event

Organized into 13 sections
= Each section should be assigned to a
knowledgeable individual

» Results of all sections should be integrated into a
master vulnerability assessment

= Compatible with CSI Master Format standard to
facilitate cost estimates
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Building Vulnerability Assessment Checklist

Site Electrical Systems

Architectural Fire Alarm Systems

Structural Systems Communications and IT
Systems

Building Envelope
Utility Systems

Mechanical Systems
(HVAC and CBR)

Equipment Operations
and Maintenance

Security Systems
Security Master Plan

Plumbing and Gas
Systems
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Building Vulnerability Assessment Checklist

Vulnerability Question Guidance Observations

6 Mechanical Systems (HVAC and CBR)

Where are the air intakes Air intakes should be located on the roof or

and exhaust louvers for the as high as possible. Otherwise secure within

building? (low, high, or CPTED-compliant fencing or enclosure. The
6.1 : ; S .

midpoint of the building fencing or enclosure should have a sloped

structure) roof to prevent throwing anything into the

enclosure near the intakes.
Are the intakes and

exhausts accessible to the | Ref: CDC/NIOSH Pub 2002-139

public?
Is roof access limited to Roofs are like entrances to the building and
authorized personnel by are like mechanical rooms when HVAC is
6.2 means of locking installed. Adjacent structures or landscaping
mechanisms? should not allow access to the roof.
Is access to mechanical Ref: GSA PBS -P100, CDC/NIOSH Pub
areas similarly controlled? 2002-139, and LBNL Pub 51959

\ FEMA 426, Adapted from Table 1-22: Building Vulnerability Assessment

) EEM A Checklist, p. 1-46 t0 1-92
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Building

Vu I n e rab i I ity - EEEEOdEEENI EEERF . | m ISEEIEEEESEEENEEEEEE "

{ | e MR | | | | A2

Assessment | T

f m\:-qU;a.'!

Checklist [N aer

1.15 Is there minimum setback distance between the building and parked cars?

What is the designed or estimated protection level of the exterior walls against the postulated explosive

4.1 threat?

Is the window system design on the exterior facade balanced to mitigate the hazardous effects of flying
glazing following an explosive event? (glazing, frames, anchorage to supporting walls, etc.)?

4.2

FEMA 426, Adapted from Table 1-22: Building Vulnerability Assessment

¥/ FEMA Vulnerabiy Assessimen
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Building
Vulnerability
Assessment
Checklist

2.19

Are loading docks and receiving and shipping areas separated in any direction from utility rooms, utility
mains, and service entrances, including electrical, telephone/data, fire detection/alarm systems, fire
suppression water mains, cooling and heating mains, etc.?

1.16

Does adjacent surface parking on site maintain a minimum stand-off distance? For initial screening
consider using 25 meters (82 feet) as a minimum with more distance needed for unreinforced
masonry or wooden walls. Reference: GSA PBS-P100

FEMA 426, Adapted from Table 1-22: Building Vulnerability Assessment
FEMA_ Checklist, p. 1-46 to 1-92
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Building Vulnerability Assessment Checklist

Where are the air intakes and exhaust louvers for the building?
(low, high, or midpoint of the building structure)

6.1

Are the intakes and exhausts accessible to the public?

Is there any potential access to the site or building through utility
1.9 paths or water runoff? (Eliminate potential site access

through utility tunnels, corridors, manholes, storm water
runoff culverts, etc. Ensure covers to these access points
are secured.)

What type of construction?
3.1 | What type of concrete and reinforcing steel?
What type of steel?

What type of foundation?

FEMA 426, Adapted from Table 1-22: Building Vulnerability Assessment

FEMA Checklist, p. 1-46 to 1-92
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Building
Vulnerability
Assessment
Checklist

5.19 By what means does the main telephone and data communications interface the site or building?

5.20 Are there multiple or redundant locations for the telephone and communication service?

Does the fire alarm system require communication with external sources?
5.21 By what method is the alarm signal sent to the responding agency: telephone, radio, etc.?

Is there an intermediary alarm monitoring center?

FEMA 426, Adapted from Table 1-22: Building Vulnerability Assessment
FEM A Checklist, p. 1-46 to 1-92
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Vulnerability Rating

Very High — One or more major weaknesses have been identified that

make the asset extremely susceptible fo an aggressor or hazard. The

Very High 10 building lacks redundancies/physical protection and the entire building
would be only functional again after a very long period of ime after
the attack.

High — One or more major weaknesses have been identified that make
the asset highly susceptible to an aggressor or hazard. The building has

High 8-9 poor redundancies/physical protection and most parts of the building
would be only functional again after a long period of time after the Key elements
atiack. Number of weaknesses
Medium High — An important weakness has been identified that makes Aggressor potential
the asset very susceptible to an aggressor or hazard. The building has accessibility
Medium High 7 inadequate redundancies/physical protection and most crifical functions _
would be only operational again after a long period of fime after the Level_of redundanmes
attack. Iphysical protection
Time frame for building
to become operational
again
’Bﬁﬁ%‘x

(\ o\ FEMA 452, Table 3-4: Vulnerability Rating, p. 3-16
&Zs) FEMA

A S .
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Vulnerability Rating (continued)

Medium — A weakness has been identified that makes the asset fairly
Medium 56 susceptible to an aggressor or hazard. The building has insufficient
redundancies/physical protection and most part of the building would be
only functional again after a considerable period of fime after the attack.
Medium Low — A weakness has been identified that makes the asset
somewhat susceptible to an aggressor or hazard. The building has
Medium Low 4 incorporated a fair level of redundancies/physical protection and most
critical functions would be only operational again after a considerable
period of time after the attack. Key elements
Low — A minor weakness has been identified that slightly increases the Number of weaknesses
suscepfibility of the assef to an aggressor or hazard. The building has A ol
Low 2-3 incorporated a good level of redundancies/physical protection and the ggressor potentia
building would be operational within a short period of time after an accessibility
attack, Level of redundancies
Very Low — No weaknesses exist. The building has incorporated Iphysical protection
Very Low 1 excellent redundancies/physical protection and the building would be Time frame for building
operational immediately after an attack. to become operational
again

[@ FEM A FEMA 452, Table 3-4: Vulnerability Rating, p. 3-16
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Critical Functions

Administration
Asset Value 5 5 5 5
Threat Rating 8 4 3 2
Vulnerability Rating 7 7 9 9
Engineering
Asset Value 8 8 8 8
Threat Rating 8 5 6 2
Vulnerability Rating 2 4 8 9

FEMA 426, Adaptation of Table 1-20: Site Functional Pre-Assessment

FEMA Screening Matrix, p. 1-38
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Critical Infrastructure

Infrastructure Cyber attack Armed ARG VEIIEE CBR attack
(single gunman) bomb

Site
Asset Value 4 4 4 4
Threat Rating 4 4 3 2
Vulnerability Rating 1 7 9 9

Structural Systems

Asset Value 8 8 8 8
Threat Rating 3 4 3 2
Vulnerability Rating 1 1 8 1

FEMA 426, Adaptation of Table 1-21: Site Infrastructure Systems Pre-

FEMA Assessment Screening Matrix, p. 1-39
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Summary
Step-by-Step Analysis Process:

= Expertly performed by experienced personnel
*= Determines critical systems
= |dentifies vulnerabilities

» Focuses survivability mitigation measures on
critical areas

= Essential component of Critical Functions and
Critical Infrastructure Matrices

ART,
Oﬁ'? 5}:,).
= [
-l
)5 FEM
z S

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit IV-C-36



Vulnerability Rating Considerations
*Go to Page SM IV-C-2 In your Student Manual*

Effectiveness of threat tactic / hazard against asset
Redundancy

Layers of Defense and depth of layers
Cyber

A
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Unit IV Case Study Activity

Vulnerability Rating

Background

Vulnerability: any weakness that can be exploited by an aggressor or,
In a non-terrorist threat environment, make an asset susceptible to
hazard damage

Requirements: Vulnerability Rating Approach

Use rating scale of 1 (very low or no weakness) to
10 (one or major weaknesses)

Refer to Case Study and rate the vulnerability of asset-threat/hazard
pairs:

= Critical Functions
= Critical Infrastructure
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BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Unit V

Risk Assessment /
Risk Management
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Unit Objectives

Explain what constitutes risk.

Provide a numerical rating for risk and justify the basis for
the rating.

Evaluate risk using the Risk (Threat-Vulnerability) Matrix
to capture assessment information.

Identify top risks for asset-threat/hazard pairs that should
receive measures to mitigate vulnerabilities and reduce

risk.
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Risk Management

Risk management is the deliberate process of
understanding “risk” — the likelihood that a threat will

harm an asset with some severity of consequences — and
deciding on and implementing actions to reduce It.

GAO/NSIAD-98-74. Combating Terrorism — Threat and
Risk Assessments Can Help Prioritize and Target
Program Investments, April 1998
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Assessment Flow Chart

Cost Analysis
0000000000000000

Asset Value Analyze how mitigation
Assessment

(Section 1.1)

and ultimately risk

4] Analyze how mitigation

Threat /Hazard

Assessment
(Section 1.2)

Benefits Analysis

FEMA

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

options affect asset criticality

Vulnerability . Identify Decision
Assessment q b Risk Assessment . Mitigation Options 4 (Risk Management)
(Section 1.3) (Sedtion 1.4) (Chapters 2 and 3) (Section 1.5)

o
.. 000000000000 options change vulnerability

and ultimately risk

FEMA 426, Figure 1-3: The Assessment Process Model, p. 1-5
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Definition of Risk

Risk is a combination of:

= The probabillity that an event will occur, and
* The consequences of its occurrence

Risk = Asset Value x Threat Rating x Vulnerability Rating

FEMA 426, Table 1-19: Total Risk Color Code, p. 1-38
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Quantifying Risk
Risk Assessment

Determine Asset Value
Determine Threat Rating Value

Determine Vulnerability Rating Value

Determine relative risk for each threat against each asset

Select mitigation measures that have the greatest
benefit/cost for reducing risk

ART,
Oﬁ'? *-‘}:, \
“ ©
[~ =
B\ /3
& Sy
D 5%

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit V-C-6



An Approach to Quantifying Risk

Risk = Asset Value x
Threat Rating x
Vulnerability Rating

Table 1-18: Risk Factors Definitions

Very High

Medium High

Medium Low

Very Low

Table 1-19: Total Risk Color Code

8-9

5-6

2-3

Risk Factors Total

FEMA 426, p. 1-38
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Critical Functions

Function Cyber attack AIEE) ETEELS VRN CBR attack
(single gunman) bomb

Administration

Asset Value 5 5 5 5
Threat Rating 8 4 3 2
Vulnerability Rating 7 7 9 9
Engineering 128 160 144
Asset Value 8 8 8 8
Threat Rating 8 5 6 2
Vulnerability Rating 2 4 8 9

FEMA 426, Adaptation of Table 1-20: Site Functional Pre-Assessment

FEMA Screening Matrix, p. 1-38
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Critical Infrastructure

Infrastructure Cyber attack Armed ARG VEIIEE CBR attack
(single gunman) bomb
80 108 72

Site
Asset Value 4 4 4 4
Threat Rating 4 4 3 2
Vulnerability Rating 3 5 9 9

Structural Systems 128 144
Asset Value 8 8 8 8
Threat Rating 3 4 3 2
Vulnerability Rating 2 4 8 9

FEMA 426, Adaptation of Table 1-21: Site Infrastructure Systems Pre-

FEMA Assessment Screening Matrix, p. 1-39
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Function Cyber Attack {A.mli‘l Attack Vehicle Bomb CBR Attack
single gunman)

- Administratio .m0 140 135 90
Asset Value 5 5 5 5
R I S k Threat Rating 8 4 3 2
Vulnerability Rating 1 7 9 9 |
e n W
Asset Value 8 8 8 8
ssessment - a : ; z
Vulnerability Rating 1 4 B 9
Asset Value 3 3 3 3
esults e ; i i :
Vulnerability Rating 4 3 9 9
Asset Value 8 8 8 8
Threat Rating 9 4 3 i
Vulnerability Rating 5 4 9 9
Food Service [ T R
Asset Value yi 2 2 2
Threat Rating 1 4 3 2
Vulnerability Rating 1 4 8 9
Security om0 140 168 126
Asset Value 7 7 7 7
Threat Rating 8 4 3 2
Vulnerability Rating 5 5 8 9
Housekeeping 64
Asset Value i i 2 2
Threat Rating 8 4 3 2
Vulnerability Rating 1 8 8 9
Day Care BT TR TR
Asset Value 9 9 9 9
Threat Rating 3 4 3 2
Vulnerability Rating 2 9 9 9

* NOTIONAL DATA INSERTED FOR DEMONSTRATION PURPOSES.

FEMA 426, Table 1-20: Site Functional Pre-Assessment Screening Matrix,
p. 1-38
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Selecting Mitigation Measures
Three Options:

Risk Management Choices

Do nothing and accept
the risk.

> . No Cost
Greatest Risk

Perform a risk assessment
and manage the risk by
Installing reasonable
mitigation measures.

Some Cost

Reduced Risk

Greatest Cost
Lowest Risk

Harden the building against all
threats to achieve the least
amount of risk.

Harden Building

FEMA 426, Figure 1-13: Risk Management Choices, p. 1-44
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Mitigation Measures

A mitigation measure is an action, device, or system used
to reduce risk by affecting an asset, threat, or
vulnerabillity.

 Regulatory measures
 Rehabilitation of existing structures
» Protective and control structures
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Mitigation Measures

e Mitigation measures e Political Support
can be evaluated « Community Acceptance
against the following e Cost and Benefit
parameters  Financial Resources

e Legal Authority

 Adversely Affected Population
 Adverse Effects on Built Environment
 Environmental Impact

 Technical Capacity

 Maintenance and Operations

 Ease and Speed of Implementation
 Timeframe and Urgency

o Short-term and Long-Term Solutions
« Estimated Cost
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Achieving Building Security:
Planning Factors

Building security integrates multiple concepts
and practices.

Objective is to achieve a balanced approach
that combines aesthetics, enhanced security,
and use of non-structural measures.
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Process Review

Calculate the relative risk for each threat
against each asset

ldentify the high risk areas

Identify Mitigation Options to reduce risk
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Summary
Risk Definition

Critical Functions and Critical Infrastructure
Matrices

Numerical and color-coded risk scale

ldentify Mitigation Options
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Unit V Case Study Activity

Risk Rating

Background
Formula for determining a numeric value risk for each asset-
threat/hazard pair:

Risk = Asset Value x Threat Rating x Vulnerability Rating

Requirements: Vulnerability Rating Approach
Use worksheet tables / Risk Matrix poster to summarize Case Study
asset, threat, and vulnerability ratings determined in previous activities

Use the risk formula to determine the risk rating for each asset-
threat/hazard pair for:

= Critical Functions
= Critical Infrastructure

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit V-C-17
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Unit VI
FEMA 452

Risk Assessment Database




FEMA 452: Risk Assessment

: lm

! V)
~F

Risk Management Series

Risk Assessment

A How-To Guide to Mitigate Potential Terrorist Attacks
Against Buildings

FEMA 452 / January 2005

Available at: http://www.fema.gov/plan/prevent/rms/rmsp452.shtm
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Unit Objectives

Explain database install process, if not already installed

Identify where to save photos, maps, drawings, plans, etc. to
Interface with database

Explain information required for database to function within each
screen, how to move between screens, and switch between
assessment tool operating mode and master database operating
mode

Explain benefit and approaches to setting priorities on identified
vulnerabilities

Explain how to use database to produce standard reports and
search database for specific information
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FEMA 452: Risk Assessment

FEMA 452: Risk Assessment Database v.3.0
Assessment Tool

Farility General Information ‘
” iContinmity of Operations !
Facily Assesaments ‘ L. Assessment (COOF) ‘

Empty the Database

Switch to Master Database
Opetating Mode

o |

This pro gram was developed &y and for FEMA and the Department af Vetevans
AfFRirs, purspont to o contract with the Nofional Bistitute of Building Sciences.

For Help. Press the F1 Key
©NpHonal histitere of Baildin g Scienees 2002

FEMA 452: Risk Assessment Database v.3.0
Master Database

Vulnerability & COCP Assessments:

Vulnerability Assessment Checklist

Bwitch to Assessment Tool
Operating Mode

Change Password

Administrative Functions

Exit

This program was developed by and for FEMA and the Department of Veterans
Affairs, pursuant fo a confract with the Nafional Instifute of Building Sciences.

For Help. Press the F1 Key
E Mational mshitufe of Building Stiences 2004

Assessment Tool Mode

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Master Database Mode
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Database Structure

Conduct Assessment Manage Program

S —
—
Import
Assessments
[T ot mas oo By emid for FFAGH e S r-pw:g:muu i

Assessment Tool Mode Master Database Mode

Exchange
Files, E Lead Assessor

Pictures,

Data / ﬁ \

| L Store /
_— e\ — = Anal
Structural Phy. Sec. Cost Infrastructure nalyze
Engineer SME Engineer  Engineer Data
NS
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Open Database

. Internet ') My Documents
Mozilla Firefox ’

B b My Recent Documents F
E-mail
i Ft Cuklook, ;
ress HHeE ﬂ My Pictures

- :

é ESRI's W'y Home Page =/ My Music

g‘ My Computer

2 | Microsoft Escel
@ Aukodesk:
Adobe Acrobak 5.0 @

E MapInfo
@ Microsoft Photo Editar @ ISCPRO 2.1
[ oyl |

@ iGoogle Earth
) Gmail Natifier

) MEA 4.2

Mozilla Firefox
E\ FEMA Master Assessment Database V3 I

@ AutoCaD 2004

E

I all Programs DI

@| Log Off |§| Shuk Dawn

‘ 'd start "® Inbox - Micrasoft Out.. & E155-1G_LInit0s:
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L_ogin to Database

Mame:

‘Assessur

Password:

o

Q% FEMA
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Assessment Operating Mode

&7/ FEMA * Create and name
assessment

FEMA 452: Risk Assessment Database v.3.0

Assessment Tool

F sy ol e e Enter the Facility or
e COOP assessment forms

i Assessment (COOR

11t
Empty the Databage

Swritch to Master Database

 Empty database

= Switch to Mast
_J * SWILCh 1O Viaster
This propram was Jeveloped by and for FEMA and the Deyorbuent of Veberans For Help, Press the F1 Key D t b M d

Affadys, pursuant to a contract with the National Bistitute af Building Sciences. © National Bstitute of Building Sciemces 200 g a a, ase O e
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Facility Information

Facility Hame™: ]CI-BC Default Facility Image: J ;J =)

Org. Hame: ] Facility Descriptive Text:
Addresz1: |
Address2: ]

City: |

Zip: [

Azzezsment Location™: |C|-BC Entered By

Azzezzsment Date™: | 2/2/2007 Enter Date |Date Created
—| -
Assessment Type™: | I;JI Modified By
Assessment Folder Hame: | ﬂ Modify Date

Mo Image Awvailable

st =]

New Facility | : uz Facil | t Facility | * Required Field(s) For Help, Press the F1 Key Cloze —

Record: 4 | H 1 | M1 [p#] of 1
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Facility Information

Create Assessment Facility Record

Facility Hame™: ]EI-EE Default Facility Image: ] ;] *
Org. Hame: ] Facility Descriptive Text

Addreszsl: Mo Image Available

|
Addrezs?: ]
City: |
Zip:

Azsezements l Buildings ]

Azzezsment Location™: |EI-BE Entered By

Aszzeszment Date™: | 20202007 Enter Date Date Created
Azsezssment Type™: | ;J Modified By
Facility Tier 1

Azsessment Folder Name: | Faqiity Tier 2 ﬂ Modify Date

Mew Facility | f I izl | Facility | * Required Field(s] For Help. Press the F1 Key Cloze

Record: 14 1 k(M |kE|of 1
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Facility Information

Facility Hame™: JEI-BE Default Facility Image: J .LJ =
Org. Hame: J Facility Descriptive Text:
Address1- J Mo Image Available
Address?: J
City: | St ] ;J

£ip: li

Azseszments ] Buildings] E zzential Funn:ticnns] Deployment F'Ianning] COOp Fan:ilit_l,l]

Azzeszsment Location™: |CI-B( Microsoft Access E'

Azsessment Date™:

- This Facility Assessment will be stored in folder:
)
Azsezsment Type™: m

C:\Program Files\FEMA Master Assessment Database V3VCI-BC\Assessment_2007-02-024
Assessment Folder Name: Photos will need to be placed in the Photos subfolder

GIS Portfolio images wil need to be placed in the YGIS_Portfolio subfolder
Miscellaneous files will need to be placed in the YWMiscellaneous subfolder

| * HRequired Field(s) For Help. Press the F1 Key I Cloze || —

Mew Facility | Freviol

Record: 14| < |] 1 k| pl]e#|of 1
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Facility Information

FEMA 452: Risk Assessment Database v.3.0
Assessment Tool

{Facility General Information’

- Cﬂﬂﬁ-.tllﬁt}r of meﬁﬂﬂs
Facility A i
acility Aszessments Aszessment (COOF)
Empty the Database

Switch to Master Database
Operating Mode

|

This program was deveisped v and for FEMA and the Department af Feterans For Help. Press the F1 Key
Affairs, purswant to @ contract with the Natisnal Festituee of Building Scisnces. 8 National Tastitute of Building Scisnces 2004

FEMA
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Facility Information

Facility Hame™: ]EI-BE Default Facility Image: | ;] 1=
Org. Hame: | Facility Dezcriptive Text:
Address1- | Mo lmage Available
Addresz2: ]
City: ] 5t ] ;J
Zip:
Azzessments l Euildingsl! E zzential Functionz ]lDepIu:u_l,lment F'Ianning] COap Fau:ilit_u]
Assessment Location™: |EI-EE Entered By  |&zsessor
Azzessment Date™: | 20202007 Enter Date [Date Created
Aszsessment Type™: |I:I:IEIF' Facility ;J Modified By  |Aszesszor
Aszsessment Folder Hame: |.ﬁ.ssessment_EDI]?-DE-D2'x ﬂ Modify Date |Date Created
MHew Facility | £--Previous Facility | Mext Faciliby--> | * Required Field(s) For Help, Press the F1 Key Cloze j
Record: 14 | H i | 4 ] ] of 1

Unit VI-C-13
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Facility Information

Facility MName=: |CI-BC Default Facility Image: | ] =1
Org. Hame: | Facility Dezcnplive Text:
Address1: | Ma Image Available
Addreszs2: ]
City: ] Gt ] ;]

Zip: ]7

Azzezsments ] Buildings Esszential FUHC“D”SIJ Deployment Planning 1' COOP Facility

Heq Ho. Heq Ho. Req Ho. Cell Phone

) ) of 0f Computer of Coverage Additional
Priority  Ezzential Function Personnel Terminals Telephones Required B equirement
p[ E-T] | | | W

Record: 14 1 k| M k¥ of 1 1 | | ﬂ
Hew Facility | <--Frevious Facility | MHext Faciliby--» | * Required Field(s] For Help. Press the F1 Key Cloze —

Record: 4 | H 1 | M1 |p4] of 1
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Facility Information

Create Assessment Facility Record

Facility Mame=: [CI-BC Default Facility Image: | ] 1=
Org. Mame: | Facility Dezcriptive Text:
Addreszz1: | Mo Image &vailable
Addresz2: J
City: J Gt I ;J

Zip:
.ﬁ.ssessments] Buildings_] Eszential Functions  Deployment Flanning l COapP Fau:ility]

Minimum Distance to COOP Facility (miles): | |
-
-
-

Requires Access To Private Vehicle:
Requires Access To Agency Transportation:
Requires Access To Mass Transik:

Mew Facility | <~-Frevious Facility | Hext Facility--» | * Required Field(z] For Help. Press the F1 Key Cloze —

B2
Record: I | H—l » e ]| of 1
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Facility Information

Create Assessment Facility Record

Facility Hame™: ]EI-BE Default Facility Image: | ;]
Org. Hame: | Facility Dezcriptive Text:
Adidiessd: | Mo lmage Available
Addresz2: ]
City: ] 5t ] ;J

Zip: ]7

.ﬁ.ssessments] Euildings_] E zzential Funu:tiu:uns] Deployment Planning  COOP Faciliy

How soon after decision to deploy must facility be available (hours)? | 5
Number of Persons to be supported overall (all shifts)
When activated, how many HOURS per DAY will it operate (1-24)?

When activated, how many DAYS per WEEK will it operate (1-7)7 o
If people must stay overnight at the facility, indicate the total billet requirement.
If necessary, the number of meals served on facility per day.

Facility reguirements for awxilliary power sources (generators). ]

—

rF

MHew Facility | £--Previous Facility | Mext Faciliby--> | * Required Field(s) For Help, Press the F1 Key Cloze

Record: 14 | H i | 4 ] ] of 1
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Facility Information

Create Assessment Facility Record

Facility Hame™: ]EI-EE Default Facility Image: | | el
Org. Hame: | Facility Descriptive Text:
Addresz1: | Mo Image Available
Address2: |
City: ] St I ;J

Zip: ]7

Assessments | Buidings | Essential Functions | Deployment Planning  COOP Facilty

When activated, how many DAYS per WEEK will it operate (1-7)? | [ :]
If people must stay overnight at the facility, indicate the total billet requirement.
If necessary, the number of meals served on facility per day.

Facility requirements for auwxilliary power sources (generators). ]
Auxiliary power fuel requirement in gallons per hour.
Parking requirement (Unsecured).

Parking requirement (Secured).
SR T SR S AN [ T S T D 25

Mew Facility | <~-Frevious Facility | Mext Facility--» | * Required Field(s] For Help. Press the F1 Key Cloze —r

Record: 14 | H 1 | M1 b4] of 1

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-17



Facility Information

Create Assessment Facility Record

Facility Hame™: |EI-EE Default Facility Image: ;]
Org. Hame: | Facility Dezcriptive Text:
Addiasst: | Mo Image dwvailable
Addressz2: |
City: | St ] ;J

Zip: I—

.ﬁ.ssessments] Buildings | Essential Functions | Deployment Plarring  COOP Facility

Parking reguirement (Secured). :]
Vehicle fuel requirement (gallons per day).

Water requirement (gallons per day).
Radio requirement (description). |

Satellite Communications requirement (description). ]

I Required size of space, according to the scope of the staffing plan {dﬁcﬁpﬁun}.lj

Additional information, as reguired (description). ] E

MHew Facility | <--Previous Faciliby | Mest Facility--» | * Required Field(z] For Help. Press the F1 Key I Cloze I

Record: H] ] 1 |H | ']cf 1
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Facility Information

E FEMA 452; Assess

FEMA 452: Risk Assessment Database v.3.0
Assessment Tool

Assessment (COOP)

Empty the Database

Switch to Master Database
Cperating Mode

ﬂ

Tt o was diroeispes by andfor FEMA ond e Dypor tmwet of Fitrans For Help, Press the F1 Key
AL FUriam B oanirad wilh D Vanoe Serrenane o Bulidng K & Narisma! Juittuty of Buildeg Semces 200
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_oad Information

. Address |[L3) C:\Program Files\FEMA Master Assessment Database V3\CI-BC\Assessment_2007-02-02\GIS_Portfolio

Folders X | Mame
@Desktnp

= [D My Docurments
@ My Music Fle Edit Wiew Favorites Tools Help

@ My Pictures 3 | (
: Back - j’ }:'Seard1 | = Folders B [ )( " "
|01 Snaglt Catalog . O 2 E—

= Eﬂ My Cornmputer : Address |[EJ C:\temp\CI-BC \Assessment_2007-02-02\GIS_Portfolio

L) C:\temp\Cl-BC\Assessment_2007-02-02%GIS_Portfolio

314 Floppy (6] Folders X Mame =
[= “e* Local Disk (iZ:) {3 ScriptLogic ~ \E| Local_Imagery.mxd.jpg
Prograrn Files -1 sePa [Eisite1 Irpg
|7 30 Object Converter 3.0 @& Superwaba
) 7-Zip =-C3 c18c
I Adaobe =) Assessment_2007-02-02
=J-{{7) FEMA Master Assessment Database V3 @
{3 Miscellaneous
{7 Photos

Open a second window with existing data
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_oad Information

. Address |[L3) C:\Program Files\FEMA Master Assessment Database V3\CI-BC\Assessment_2007-02-02\GIS_Portfolio

Folders

X | Mame -~

@ Deskkop
= [D My Docurments
@ My [Music
@ My Pickures
|01 Snaglt Catalog
= {i My Compuker
\_ﬂ; 314 Floppy (8]
[= “e* Local Disk (iZ:)
= |23 Program Files
|7 30 Object Converter 3.0
I 7-Zip
I Adaobe
EI{E,'] FEMA Master Assessment Database V3
= c18c
=) Assessment_2007-02-02

{-3 GIS_Portfolio

----- L) Miscellaneous

L) C:\temp\Cl-BC\Assessment_2007-02-02%GIS_Portfolio

File Edit \View

. Qbak - O

Favorites Tools Help

¥ O search |lI:i",:I Folders

& B X )| -

: Address |[ﬁ] C:\temp\CI-BC \Assessment_2007-02-024GI5_Portfolio

Folders X

{3 ScriptLogic .
{2 SEPA

Open a second window with existing data

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Unit VI-C-21



. Address

Folders

_oad Information

o C:\Program Files\FEMA Master Assessment Database VW 3VWCI-BC \Assessment_2007-02-02GIS_Portfolio

@ Deskkop
= [E:l My Docurments
@ My [Music
@ My Pickures
|01 Snaglt Catalog
= {i My Compuker
\ﬂ; 314 Floppy (8]
[= “e* Local Disk (iZ:)

= |23 Program Files

|7 30 Object Converter 3.0
I 7-Zip
I Adaobe

Eliﬁ FEMA Master Assessment Database V3
=3 CI-BC
=-{7) Assessment_2007-02-02

{2 GIS_Portfolio

= | Miscellaneous

X | Mame -~

& C:\temp\Cl-BC\Assessment_2007-02-02\Miscellaneous

File Edit View Favorites Tools Help

()Back Y ? 2 search |lE,-Foiders.| & B X9 [

| Address |23 C:\temp\CI-BC\Assessment_2007-02-02\Miscellaneous

Folders X Mame =
) SeriptLogic A L-_E;I Emergency Plan.doc
i) SEPA . SiteAlpha. xls
i) superWaba
B temp
8- CI1-8C

=) Assessment_2007-02-02
i) GIS_Portfolio

o] iscelaneous

i) Photos
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_oad Information

. Address |[L3) C:\Program Files\FEMA Master Assessment Database V3\CI-BC\Assessment_2007-02-02\GIS_Portfolio

Folders x | Mame =~
@Desktnp

= L) My Documents &% C:\temp\Cl-BC\Assessment_2007-02-02\Photos
@ My Music Eile Edit View Favorites Tools Help
@ My Pickures : ) 5 — || ~
) Snaqlt Catalag E JBack -~ ) T O search ‘IE"; Folders | [ (3 X ) [T]-
= 'j My Compuker . Address |E] C:\temp\CI-BC\Assessment_2007-02-02\Photos
‘_'% ERE FlDF'pI:"' (A:) Folders x Mame =
= % Local Disk (C:) {23 SeriptLogic ~ ™~ Tairintake1.jpg
= |23 Program Files {3 SEPA [ cctv.ipg
5 30 Cbject Converter 3.0 {22 SuperWaba [ INatGasFeed. PG
IE:I 7-Zip Elﬁ temp h’ansﬁ:nrmer 1.jpg
I Adobe =3 crec
: =-{C5) Assessment_2007-02-02
EHE,'] FEMA Master Assessment Database V3 El GIS_Portfolio
El{ﬁ CI-BC {E:] Miscellaneous
=-7) Assessment_2007-02-02 =] Photos |
-{3) GIS_Portfolio

----- i) Miscellaneous
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B ibtional hsttute af Buildin g Scences 2009
(4
&=y ):/
& 0%:-‘(

Assessment Tool

Restore from tray at bottom of screen

FEMA 452: Risk Assessment Database v.3.0

Assessment Tool

Facility General Information ‘

Facility Azzessments ‘

Continuity of Operations
| Assessment (COOP)

Empty the Database

SAwritch to M aster Database
Operating Mode

na |

TRis propram was developed by and for FEMA and the Deportment af Vetevans
Affairs, pursvantto a contract with the Notional Bsfitute of Building Scences.

For Help. Press the F1 Key
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Assessment Tool

E=| Main Menu for, Assessors

FEMA 452: Risk Assessment Datahase v.3.0 Asseamnent Tool

Facility || DI AssessmentDate: |  AssessmentType: |
Facility and Team Information Checklists Executive Summary/Vulnerability
General Facility Information | 1- Site Checlklist Facility Exemative Sunumary |
Bssessment Team | 2 - Architectural Facility WValnerabilities |
Farility Points of Contact | 3 - Structural
4 - Building Envelope

5 - Utihty Systems

& -Mechanical Systems

8 - Electrical Swstems

9 - Fire Alarm Systems Import Checklist

10 - Comnmmnications and IT Systems

|
|
|
|
|
|
7 - Phamhing and Gas |
|
|
|
|
|
|

Threat Matrices
11- Equpment Operations and Mantenance
Crtical Funetion Mat: | 12 - Semunty
Critical Infrastructure Matrizx | 13- Security Master Plan Clase

14-CO0F Facility: &dditional ©
le For Help, Press the F1 Key
This pro gram was developed dp and for FEMA and the Department af

Affadys, pursuant to o contract with the National Bstitute of Building Scdemces. ©Natigpal Bishivle of PuildipplSaeicas 3009

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T
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Assessment Tool

B Main Menu for Assessors

Assessment Tool

Chelists Executive Summary/Vulnerability

Gensral Facility Information J 1- Site Chaclclist I Facility Executive Summary l
Aszessment Team ] 2 - Architectural ‘ Facility Vulnarabilities I
Facility Points of Contact J 3 - Btroetvral I
4 - Buildinz Envelops ‘
3 - Utality Systems I
& -Machanical Svstems ‘
7 - Plombing and Gas I
8 - Electrical Systems ‘
8 - Firs Alarm Svstems I Import Chaclelist
4 10 - Communications and IT Systems ‘
Threat Matrices
11- Eguipment Operations and Maintenanee I
Critical Function Matrix J 12 - B=curity I
Critical Infrastructurs Matrix I 13- Becurity Master Plan I Clos=
|

14-COOP Faeility: Additional Coneerns

For Help. Press the F1 Key

This program was develaped iy and for FEMA and the Department gf Feterans  Nationai Iustituse of Buiiding Sciences 2004

Affnirs, purswant br 2 contract with the Nationa! Iestitute of Building Scisnces.

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Azsezsment Date: Azzezzment Type: ]
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Assessment Tool

B Main Menu for Assessors

FEMA 452: Risk Aszeszment Database v.3.0 Assessment Toal

Facility: [SRa8 | Assessment Date:  |2/2/2007 Aszsezzment Type: [COOP Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
I General Facility Information 1- Bite Checlklist Farility Exscutive Summary |
Aszsszzment Team 2 - Architectural Faeility Vulnerabilities |

Facility Points of Contact 3 - Structural

4 - Building Envelope

3 - Utility Systems

6 -Mechanical Svstems

7 - Plumbing and Gas

5 - Fire Alarm Svystems Import Chaclclist
i 10 - Communications and IT Swstems
Threat Matrices
11- Eguipment Operations and Maintenancs
Critical Fonetion Matrix | 12 - Becurity
Critical Infrastructurs Matrix | 13- Becurity Master Plan Clos=

8 - Electrical Systems |
14-COO0P Facility: Additional Concerns ‘

For Help, Press the F1 Key
B Nationa! Iestitute of Building Sciences 2004

Thiz program was developed by and for FEMA and the Deparoment of Fetzrans
Affairs, pursuone ts a contract with the Nariona! Festituee of Buiiding Scisnces.

Ndmp e BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-27



Add Team Members

Assessment Main Page

» Facility Name: JCI-BC Default Image: ] ;J

Aszezzment Location: ]CI-BC

Assezzment Date: 222007 Type jcm}g Facility -

Mo Image Available

Exacutive Summary | Vulnerabilities | Points of Contact Asssssment Team ] A6 Photos | Photos | Add GI8 Portfolio Images | GIS Portfolio | Miscallansous Files

Team Member Titla Organization Work Phone Mobile Phone Email

Zzlect Team Member from List | I Add New Team Member |I

Record: 14| 4 |] ARNE 4 | 2

For Help, Press the F1 Key Close

Kl | »|

FEMA
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Add Team Members

Microsoft Access

) E Are you sure you want to add a new person to this team?
]

W= ‘ ‘ Mo \ Cancel ‘

STOARTATS
/o £
f'{g}
r-:}' =
‘\%’6‘ \)'Q‘aj
N IND s_g-&,f
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Add Team Members

Add a new person to this Team

Add New Person

First Name:
Last Name:

Title:

Work Phone:
Mobile Phons:
Enterad By:
Enter Date:
Modifiad By:

Medify Date:

For Help, Press the F1 Key Canesl

|Tohn

|3mith

|E-a-nim' Aszessor

»: |ABC Ine.

: [4321 Asset Bivd

#: |Cleveland

OH -

[54321-1102

|ismith@abe.com

|(123) 456-7880f

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T
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Team Members

Assessment Main Page

» Facility Names [CIBC Default Image: | =]

Aszseszment Location: I'C I-BC

Azzezzment Date: 222007 Type [COOP Facility = ]

Mo Image Availabla

Executive Summary | Vulnerabilities | Points of Contact Assessment Team \ Add Photos | Photos | Add GIS Portfolio Images | GIS Portfolio | Miscellaneous Files |

Team Member Title Organization Work Phone Mobile Phone Email
B ||Emith, John _~ | [2enior Assessor |ABC Inc. Jc123) 456-73%0 ] Jismith@abe.com

Zelect Team Mamber from List i Add Mew Team Member!

Record: 14 | ¢ 1k [k k%]of 1 1 !l l
For Help, Press the F1 Key Clos=

< [ ]

%) FEMA
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Team Members

4 Facility Name: |CI-BC Default Image: || K

Aszzezzment Location: |'C I-BC

Azzezzment Date: 222007 Type i{j[}[}:—' Faeility =

Mo Imags Availabls

Exzcutive Summary ] i'ulﬂ.ara'b*il{t{ell Points of Cu-ntacl_ I-"“~35*‘3’5'51'11'1":lt Tzam l Add Photos ] Photos ] Add GIE Portfolio Images | GIS Portfolic | Miscellansous Filas

: Organization Work Phone Mobile Phone Email
P | Assessor |ABC Ine. [a23)456-7300 | jmith@abe.com

d New Team Member

Record: 4] 4 ”71 L of 1 iJ |>]

For Help. Press the F1 Key Clos=

<] | +]

ERARTASS,
Sl

%) FEMA

& i -C-
Sk g BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-32




Add Point of Contact

Assessment Main Page

Facility Name: |CT-BC Default Image: |

Azszezzment Location: ]C I-BC

Mo Image Available
Azzezzment Date: 222007  Type |COOP Facility -

Execstive Summary | Volnsrsbilitiss  Points of Contact | Assassment Team | Agd Photos | Photes | Adé GIS Portiolio lmagss | GIS Portotio | Miscellansous Files

Firzt Name  Laszt Name Title Organization Addrez= City State Zip

Delate this POC Add New POC and Duplicate ‘

4 | £

For Help. Press the F1 Key Clos=

| ]
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Add Point of Contact

Assessment Main Page

[ Facility Name: JC"I-B'C Default Image: J ;l
Azzeszment Location: [CI-BC

Aszzezzment Date: 222007 Type |COOP Facility -

Mo Imags Available

Exezcutive Summary 1 Vulnerabilitiss Points of Contact ]__'!LE-S-EE";‘ﬂl—l'D.t Taa ] Add Photos ] Photos ] Add GIR Portfolio Im,a:_fﬂ_-s ] GI8 Portfolio ] Miscellansous Files ]

First Name  Laszt Name Title Organization Addres= City State Zip
B [[ro= [smith Diractor |Cooperville Information-Busit |1234 USA Drive |cooparvitts [va  -]]i2345

Add New POC Delete POC: To= Emith Add New POC and Duplicate
Record: 14 ] ¢ 1EE J ML |F|of 1 1 ]
For Help. Press the F1 Key Clos=

| [ »]
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Add Photos

Assessment Main Page

4 Facility Name: JGI-BC Default Image: ]I j

Asseszment Location: JCI-BC

Aszzezzment Date: 222007 Type |COOP Facility =

o Image Available

Executive Smma:._v 1 Vulnerabilities ]_Puiuts of Contact ] Assessment Team  Add Photos ] Photos ] Add GIS Portfolio Images | GIS Portfolio | Miscellansous Files

File Name Deszcription Comments

Microsoft Access r$_(|

L] "_.,‘ Added 4 photos to the Photos table (thiPhotos)
[ ]

Add Photos 7
Record: 14| 4 ]—_ [ [ e 4 ] _’J
For Help, Press the F1 Key Clos=
4| | »]

FEMA
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Assessment Main Page

Add Photos

» Facility Name: I'CI—BC

Default Image: |

Assezzment Location: ICI-BC

Asszezzment Date: i 222007 Type IODDP Facility = I

Mo Imags Available

 Executive Sommary | Velnersbilitiss | Points of Contact | Asssssment Team  Add Photos | Bhiotos | Add GIS Portfolio Imagss | GIS Portfolio | Misesliansous Fies

File Name Deszcription Comments
b [|airintak=1 jpe |

cetvipg

- r |
MatGasFe=d JPG Microsoft Access |£|
transformer] jpz
) ': Attached 4 photos to this ASSESSMENT!

Add Photos 7

Record: HI 4 ” 10k Iblll-ﬂlnf-ﬂ‘ 1

For Help, Press the F1 Key
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Add Photos

Assessment Main Page

» Facility Name: [C1-BC Default Image: =]
Aszzezzment Location: JCI-BC
Mo Image Awvailable
Azzezzment Date: 222007 Type 1{;[}0;! Facility = ]

Exezeutive Svmmary 1 Vulnerabilitizs ] Points of Contact ] Assessment Team  Add Photo Add GIS Portfolio Images | GIS Portfolio | Miscellanzous Files

File Name Deszcription
P ||zirintalez] jpe

Comments =

cetv.pE

|
|
MatGasFzed JPG |
|

transformerl jps

7 —
Record: 1| < [[T 1 _p M|t . [ B

For Help. Press the F1 Key Cloze
<

ERARTASS,
PN
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Add Photos

Assessment Main Page

4 Facility Name: I'UI-BC Default Image: ;J

Aszezzment Location: ICI-BC

Aszzezzment Date: 222007 Type |COOP Facility =

No Image Available

Exzeutive Svmmary ] Vulnerabilities ] Points of Contact l Aszszssment Tzam ] Add Photos FPhotos | Add GIS Portfolio Imazes | GIS Portfolio | Miscellansous Files

Image =: I = Imags = Tmage = Tmags #:
G| B | 4 images toa))
For Help. Press the F1 Key Clos=
4| |

%)) FEMA
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Add Photos

Assessment Main Page

» Facility Name: [C1-BC Default Image: | ]

Aszezzment Location: JC'I-BC

Azzezzment Date: 222007 Type ]cm}_ﬂ Facility =

Mo Image Availabla

Executive Summary ] Vulnerabilitiss ] Points of Contact 1 Aszzezzment Tzam i Add Photos Photos ] Add GIS Portfolio Images 1 GIS Portfolio | Miscallaneous Filas

Images: 2 Image#: 3 Images: 4 Imags #:
cetv.jpg MatGasFzed JPG transformerl jpe

{4 image= total)

For Help. Press the F1 Key Clos=

| [ »]
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Add Photos

Photo Zoom

Description;  |nfa Phato Comments: |rnda

] {Zoom (Stretch Proportionally’ Clip (Actual size without scroll bars) Wigws with IE (Actual size with scroll bars) l ‘

FEMA
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Add GIS Images

Assessment Main Page

» Facility Name: [C1-BC Default Image: | ]

Aszezzment Location: JC'I-BC

Azzezzment Date: 222007 Type ]cm}_ﬂ Facility =

Mo Image Availabla

Executive Summary ] Vulnerabilitiss ] Points of Contact 1 Aszzezzment Tzam i Add Photos Phntmﬁ Add GIS Portfolio Images ﬂGIS Portfolio | Miscallaneous Filas

Image=: 3 Imagz= 4 Imag= =
MatGasFzed JPG transformerl jpe

Load Phota B ':':k' (4 images total)

For Help. Press the F1 Key Clos=

| [ »]
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Add GIS Images

Assessment Main Page

Facility Name: [CI.BC Default Image: |

Azzezzment Location: ]CI-B'C

No Imags Awvailable
Aszzezzment Date: 1 2722007 Type |COOP Facility =

Executive Summary ] Vulnerabilities ] Points of Contact ] Aszzzzzment Team ] Add Photos ] Photos Add GIS Portfolio Images l GIE Portfolio | Miscellaneous Files

File Name Dezcription Comments

Microsoft Access [')_<|

! "_q,, Added 2 Portfolio Images to the GIS Portfolio)

For Help, Press the F1 Key Closs
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Add GIS Images

» Facility Name: iCI-BC Default Image: I ;I

Azzezzment Location: iCI-B‘C

Aszsezzment Date: 222007 Type |c(}0p Facility vl

No Image Available

Exacutive Summary I Vulnerabilities l Points of Contact I Aszzzzzment Team I Add Photos l Photos Add GIS Portfolic Images | GIS Portfolio | Miscellaneous Filss

File Name Dezeription Comments o
P [|[Local Imagery mxd jpe
Bitel_lrjpe
Microsoft Access r§|

' ‘: Attached 2 GIS Portfolio Images to this ASSESSMENT!

Add GIS Portfolio Tmagzes 7
Record: M| [ 1 k|M]ri]ofz <| |

il
For Help. Press the F1 Key Closs |
|+
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Add GIS Images

Assessment Main Page

4 Facility Name: [C1-BC Default Image: | ]

Aszeszment Location: JCI-BC

Azzeszment Date: 222007 Type 1{:{}0}' Facility -

No Image Available

Exzcutive Jummary l Vulnerabilities ] Points of Contact ] Asszzzment Team ] Add Photos | Photos  Add GIE Portfolio Im-'l_ﬁﬁll GIE Portfolio ﬂh-ﬁscaﬂulen‘ﬁe Filas

File Name Description Comments

b [|Local Imagery mxd jps
Sitel_lrjpe

A BT B il Thazas 7

Record: HJ 1 kM :---‘-]nf 2 4 I »

For Help. Press the F1 Key Clos=

i
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Add GIS Images

Assessment Main Page

» Facility Name: [CIBC Dafault Image: |

Aszzezzment Location: IC"I-BE

Aszsezzment Date: 222007 Type |COOP Facility =

Mo Image Available

Ex?r.uti\'e Summary ] 'L'ﬂnaj:abilities ] Points of Contact ] Azzeszment Team ] _AM Photos ] Photos 1 Adt_i GIS Portfolio Images  GIS Portfolic | Miscellaneous Files

Load GIS : p 1 images total)

For Help. Press the F1 Key Clos=

| [ ]

%)) FEMA
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Add GIS Images

Assessment Main Page

Facility Name: [CI-BC

Aszezzment Location: ]CI-BC

Azzezzment Date: 222007 Type 1{:00:—' Facility =~

Mo Image Available

Executive Summary ] Vulnerabilities ] Points of Contact ] Aszzzzament Tzam ] Add Photos ] Photos ] Add GIS Portfolio Images OIS Portfoly

Imases: 1 Image#: 2 Imags =: Imape = Imagz =
Local Imagery.mxd. jpe Sitel_lrjps

'4‘ 4‘ J (2 images total)

For Help. Press the F1 Key Clos=

i
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Add Miscellaneous Files

Assessment Main Page

4

Facility Name: |C1-BC Default Image: | ]

Assezzment Loeation: JCI-BC

Aszzezzment Date: 22007 Type |COOP Facility =

No Image Available

Executive Svmmary ] Vulnerabilities ]_Fu-iﬂti of Contact ] Azzzzament Team 1 Add Photos ].?hutu's 1 Add GIS Portfolio Images ] GIS Portfolio  Miscellanzous Files ‘ i

Folder Type File Namea File Dezcription File Size File Date Enter Date

d J ] I ] ]

Orginal files; 0
! Files Loaded Mow: 1

Total files for this Assessment: 1

i Add Miscellaneous Files! ? ### Dpuble click "File Name" of dezired file to open, *#%

Record: 14| 4 { 1 F [ HL{F¥E]of 1

For Help. Press the F1 Key Close

) * Same as photos and GIS images
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Add Miscellaneous Files

Assessment Main Page

H—-

Help for Adding Miscellaneous files

Y

in the following folder:

Clicking the [Add Miscellaneous Files] button will make the program look on your hard drive

C:'\Program Files\FEMA Master Assessment Database V3IWCI-BC\Assessment_2007-02-024G15_Portfoliod

for files of the following types:

* doc, *.dwf, *.dwg, *.dxf, *.pdf, = tt, *.ppt

for this assessment and will add them to the database, if they have not already been added.

OK. ||

Add Miscellaneous Filas #2% Dguble click "File Name" of dezired file to open, #3% J
-
Record: 14| ¢ 1 kM P-:'IE] of1

For Help, Press the F1 Key Clos=

d

%)) FEMA
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Threat Matrices

B Main Menu for Assessors

FEMA 452: Rizk Assessment Database v.3.0 Assessment Tool

Facility: |CI—BC j Azzezzment Date:  |2/2/2007 Azzezzment Type: |CDCE‘ Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Facility Information ‘ 1- Bite Checklist | Facility Executive Ssmmary ‘
Azszzzment Team ‘ 2 - Architectural | Facility Vuolnarabilities ‘
ity Brints of Contart | 3 - Stroctural |
4 - Building Envelope |
5 - Utility Swstems |
& -Machanical Svstems |
7 - Plumbing and Gas |
8 - Electrical Svstems |
O - Fire Alarm Svstems | Import Chacklist
. 10 - Communications and IT Swstems |
Threat Matrices
11- Equipment Operations and Maintenance |
Critical Fenction Matrix 2 - Becurity |
Critical Infrastructurs Matrix 13- Becvrity Master Plan | Closs
|

14-CO0P Facility: Additional Concerns

For Help. Press the F1 Key
This program was developed by and for FEMA and the Department of Vaterans PAENE o e
Affirs, pursuont to @ cortract with the National Bustituts af Building Scisnces. ExNatignad Tnsols o PoaldingsRAIEES 200
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Critical Functions Matrix

Threats

Facility Name: |C|-BC Aszessment Date: [02/02/2007 Assessment Type: [COOF Facility N Lo Rk (1-60] )
: Medium Fisk (61-175)
s -
- . Inmprovized Arzon [
VE: Wulnerahility Rating  pyplo5ive Device Chemical Incendiary Armed Biological
{Bomh} Agent Attack Attack Agent Cyherterrorism Agriterrorism
Mo, Critical Function TE AW VR Eisk TE 4% VE Risk TE 4V VE Rk TE AV WE Risk TE 4W VE Rik TE 4% VE Rk TE 4V VE Risk No. Critical Funci
3 u & dministration gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 1 [ladriristration
FunCtionS 2 | |[Engineering gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 2 ||[Engineering

3 ||[Warehousing gl ol o u] ol of o 0] gl ol o u] gl ol o u] o) ol o u] ol of o 0] al ol o u] 3 ||[Warehousing

4 [[Data Center gl ol o u] ol of o 0] gl ol o u] gl ol o u] o) ol o u] ol of o 0] al ol o u] 4 |[Data Center

5 ||Food Service aj af o 1] ol of o 1] aj af o 1] ol ol o 1] a) af o u] ol of o 1] ay ol o 1] 5 ||Food Service

& ||Security aj af o 1] ol of o 1] aj af o 1] ol ol o 1] a) af o u] ol of o 1] ay ol o 1] & |[Security

7 | |Housekeeping ol ol o u] ol ol o ] ol ol o u] ol ol o u] o] ol o u] gl ol o ] ol ol o u] 7 |Housekeeping

3 | [Day Care ol ol o u] ol ol o ] ol ol o u] ol ol o u] o] ol o u] gl ol o ] ol ol o u] 2 ||Day Care

9 [|[Other CF-1 gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 9 |Other CF-1

10 fOther CF-2 gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 10 [[rther CF-2

11 fjOother CF-3 gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 11 [[Orther CF-3

12 {{Other CF-4 gl ol o u] ol of o ] gl ol o u] ol ol o u] o) ol o u] ol of o ] al ol o u] 12 [[Other CF-4

15 [|Other CF-5 gl ol o u] ol of o 0] gl ol o u] gl ol o u] o) ol o u] ol of o 0] al ol o u] 15 [[Other CF-5

14 fOther CF-8 gl ol o u] ol of o 0] gl ol o u] gl ol o u] o) ol o u] ol of o 0] al ol o u] 14 [Other CF-8

15 [[Dther CF-7 aj af o 1] ol of o 1] aj af o 1] ol ol o 1] a) af o u] ol of o 1] ay ol o 1] 15 [[Other CF-7

16 [[Dther CF-8 aj af o 1] ol of o 1] aj af o 1] ol ol o 1] a) af o u] ol of o 1] ay ol o 1] 15 [[Dther CF-B

17 {|Other CF-2 ol ol o u] ol ol o ] ol ol o u] ol ol o u] o] ol o u] gl ol o ] ol ol o u] 17 [[Other CF-2

15 [|Other CF-10 ol ol o u] ol ol o ] ol ol o u] ol ol o u] o] ol o u] gl ol o ] ol ol o u] 15 [[Other CF-10

|
| Page 2 | Pagze 3 |I Ealhp For Help. Press the F1 Key Clase %]

Recard: (4] 4] 1k J[M]F of 18 >

Threat Rating 1- 10 B | ow risk (1-60)

Asset Value 1-10 1 Medium risk (61-175)
Vulnerability Rating 1- 10 B High risk (> 175)

9) FEMA

q—
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Critical Functions Matrix

rmcal Funciions matnx -- Fage
Facility Name: |C|—BC Assessment Date: (02/02/2007 Aszessment Type: [COOP Facility - Laoer Risk (1-60) -

TE: Threat Rating Mednum Risk (£1-175)

AV Asset Vahe . I i Rick (-175)
VR Vulnershility Rati Improvised Arson
- rability Rating Explosive Device Chemical Incendiary Armed Biological
{Bomb} Agent Attack Attack Agent Cyherterrorism Agriterrorism

No. Critical Funciion TE &4V ¥R Risk TR AV VE Eisk TE. AY VE Eik TE 4V VE Risk TE AV VE Fisk TE 4% ¥E Fisk TR AV VE Risk MNe. Critical Funci

1 [|Advumistration 3 8] 8] 144 4] &l 2 5 5 &l 3 L] 5 & B 20 a1 7 84 al &l 4 aj o 0o 0 1 IlAd.meristration
. 2 ||Engineermg 3 6] 8] 144 4] af 2 50 a|l 5 1=0 2l 8l 7 84 2l 8l 7 84 5 Al 4| 10 aj o o 0 2 IlEngi.meri.ng
FunCt|0nS 5 |[Warehousing 3| 2 3! 4l 2| 9] T2 g 2] 3 2| 2 7 2| 2 7 2| 2| o[ of o] of| 3[warehousing
4 [|Data Center 3 6] 8] 144 4] af 5| 120 2| 8l 2 2 8l 3 2l 8l 7 84 al a8l 4 aj o o 0 4 IlData Center
5 ||Foiod Service 3 3| 8 T2 4] 3| 9| 1o 5| 31 & 5 &l 31 7| 128 20 31 7 20 31 4 aj o 0o 0 5 IlFood Service
& llsecity IR E R EEE ! NIEE AE 2| s| 7] 70 AE IEEE
7 ||Housekeeping 3| 2] = 4l 2| 9] T2 gl 2] 2 2| 2| 2| 2 7 2| 2| o[ of o] 0 7|[Housekeeping
2 [|Day Care 31 3| 8 T2 4] 3| 9| 108 5| 31 2 2031 7 2031 7 2 31 4 aj o o 0 3 IlDay Care
p| 9 |Other CF-1 af o) o 1] o] of o ] oy al o 1] aj o 0o 0 ajp o 7 0 aj o 0o 0 a @ a 0 9 IlOther CF-1
10 [ [Dther CF-2 af o] o 0 ol af o 0 ol ala 0 aj o o 0 aj o o 0 aj o o 0 aj o o 0 10 IlOther CF-2
11 [[Dther CF-3 af o) o 1] o] of o ] oy al o 1] aj o 0o 0 aj o 0o 0 aj o 0o 0 aj o 0o 0 11 IlOther CF-3
12 [[Dther CF-4 af o] o 0 ol af o 0 ol ala 0 aj o o 0 aj o o 0 aj o o 0 aj o o 0 12 IlOther CF-4
13 [[Dther CF-5 af o) o 1] o] of o ] oy al o 1] aj o 0o 0 aj o 0o 0 aj o 0o 0 aj o 0o 0 13 IlOther CF-5
14 [[Dther CF-6 af o] o 0 ol af o 0 ol ala 0 aj o o 0 aj o o 0 aj o o 0 aj o o 0 14 IlOther CF-§
15 [[Dther CF-7 af o) o 1] o] of o ] oy al o 1] aj o 0o 0 aj o 0o 0 aj o 0o 0 aj o 0o 0 15 IlOther CF-7
18 [[Dther CF-2 af o] o 0 ol af o 0 ol ala 0 aj o o 0 aj o o 0 aj o o 0 aj o o 0 1A IlOther CF-8
17 [[Dther CF-9 af o) o 1] o] of o ] oy al o 1] aj o 0o 0 aj o 0o 0 aj o 0o 0 aj o 0o 0 17 IlOther CF-9
18 [[Other CF-10 af o] o 0 ol af o 0 ol ala 0 aj o o 0 aj o o 0 aj o o 0 aj o o 0 12 f|other CF-10
‘ Page 2 ‘ Page 3 | Falhp For Help, Press the F1 Key ;
Record: (AT 1 o [» I[#1] of 16 < | =

Threat Rating 1- 10 B | ow risk (1-60)
Asset Value 1- 10 Medium risk (61-175)
Vulnerability Rating 1- 10 High risk (> 175)

RT,

&) FEMA

il

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-51



Threat Matrices

B Main Menu for Assessors

FEMA 452: Rizk Assessment Database v.3.0 Assessment Tool

Faeility: |CI—BC j Azzezzment Date:  [2/2/2007 Aszzezzment Type: |CDCE‘ Facility

Facility and Team Information Checklists Executive Summary/Vulnerability

General Facility Information ‘ 1- Bite Checklist Facility Executive Ssmmary ‘

Azszzzment Team ‘ 2 - Architectural Facility Vuolnarabilities ‘

ity Brints of Contart | 3 - Stroctural

4 - Building Envelope

5 - Utility Swstems

& -Machanical Svstems

7 - Plumbing and Gas

O - Fire Alarm Svstems Import Chacklist

10 - Communications and IT Swstems

Threat Matrices
11- Equipment Operations and Maintenance

Critical Fenction Matrix | 2 - Becurity

I Critical Infrastructurs Matrix I 13- Becvrity Master Plan

14-CO0P Facility: Additional Concerns

Closs

8 - Electrical Svstems |

For Help. Press the F1 Key
This program was developed by and for FEMA and the Department of Vaterans PAENE o e
Affirs, pursuont to @ cortract with the National Bustituts af Building Scisnces. ExNatignad Tnsols o PoaldingsRAIEES 200
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Critical Infrastructure Matrix

Critical Infrastructure Matrix -- Page 1

Threats

Facility Name: {CI—BC Aszsessment Date: (02/02/2007 Asgessment Type: |COOP Facility I 1o Rick (1-80) ~
- Medium Risk (61-175)
E; E:::;:;mg B Hich Risk (=175
V. Valnershility Rating e . azonl) L
Explosive Device Chemical Incendiary Armed Biclogical
{Bombh} Agent Attack Attack Agent Cyherterrorism Agriterrorizm
Mo. Critical Infrastructure TR 4¥ VE Eisk TR 4V VE Rk TR AV VE Risk TR 4¥ ¥E Fisk TR 4¥ VE Eisk TR 4V VE Eisk TR 4V VE Fisk No. Critical Infrastructure
» Site o]l o] o 0 ofof o] © o] o] o 0 ofof o] o ofof o] o ofof o] © of of of of] 1]t
Infrastructure 2 |[Architectural o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of o] 2J[architectural

3 |[Structural Systems o]l o] o 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o of of of o] 3][stmctaral systems

4 |[Envelope Systems o]l o] o 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o of of of o 4][Envelope systems

5 |[Utility Systems o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of ol 5][Utiity Systems

& |[Mechanical Systems ol of o 0 ol of o] o o] of o i ol of o] o ol of o] o ol of o] o of af of o] &][Mechanical Systems

7 |[Phuvbing and Gas Systems| | 0] 0 0 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o of of of o] 7/[Prurbing and Gas Systems
8 |[Electrinal Systems o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of o] s][Elctrical systems

9 |[Fire Alarm Systems o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of o] 9[Fire dlarm Systems

10 |[[T/Comnumications syste | | 0] o] 0 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o o of of aof 10]iT/Commumications Syste:
11 |[Other CI-1 o] o] o 0 ofof o] o o] o] o 0 ofof o] o ofof o] o ofof o] © of of of of 11][otherci-1

12 |[Other C1-2 o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of o 12][otherc1-2

13 |[other CI-3 o] of o 0 ol of o] o o] of o i ol of o] o of of o] o of of o] o of of of o 13][otherci-3

14 |[Other CI-4 o]l o] o 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o o of of o 14][otherci4

15 |[Other CI-5 o]l o] o 0 ool o] o o] o] o 0 ool o] o ofof o] o ofof o] © of of of o] 15][0therC1-s

16 |[Other CI-6 o] o] o 0 ol ol o] © o] o] o 0 ol o] o] © ol ol o] © ol of o] © o of of o 16]jothercrs

17 |[other CI-7 o]l o] o 0 ofof o] o o] o] o 0 ool o] o ofofo] o ofof o] o o of of aoff 17][otherci-7

18 |[Other CI-8 o] o] o 0 ofof o] o o] o] o 0 ofof o] o ofof o] o ofof o] © of of of o 12][othercis

19 Hhey 1.9 ninoln Il ol ol 0 Il nl ol n Il ol ol 0 Il ol ol i I ol ol n Il nl nln Il 19 Hithey (1.9

Page 2 | Page 3 | Rolhp For Help. Press the F1 Key Clase 5
Record: E lil E]@ of 20

Threat Rating
Asset Value
Vulnerability Rating

1- 10
1- 10
1- 10

B | ow risk (1-60)

[ 1 Medium risk (61-175)
B Highrisk (>175)
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Critical Infrastructure Matrix

Threats

Critical Infrastructure Matrix -- Page 1

I o Rk (1-60) A
Mednm Risk (61-175)
I o Fisk (=175)

Facility Name: ICl-BC

Aszsessment Date: |02/02/2007 Assezsment Type: [COOP Facility

TE: Threat Rating
AW: Asset Vahie

VE: Wulnershility Rating EWBILZT D:sice Chemical ]'.n.cA:sn‘:l:laIry Armed Biological
(Bomb) Agant Atiack Attack Agent Cyb ; Agriterrorism
No. Critical Infrastruciure TR AV VE FRisk TE 4%¥ VE Risk TR AV VE Fisk TE AW VE Risk TR AY VE Fisk TR AV VE ERisk TR AV VE Risk Ne. Critical Infrasiructure
1 [[Site 3| 2] 2 4] 2 31 2] 8 51 2| 2 2 2 2 2 ol oy o a 1 |[5ite
I n f r as t r u C t u r e 2 ||Architectaral 31 2| 7 4] 2 51 2] 4 51 2| 2 2l 2 e ol oy o a 2 ||Architectural
3 [[Strachiral Systems 31 5] 7 4] 5 31 5] 3 51 5 2 a1 5 5 2 ol oy o a 3 I Stretural Systems
4 ||Envelope Systems 3| 5] 9 41 5 3] 5] 3 5] 5] 2 a5 5 2 ol of o o 4 I|Enwelope Systems
5 |[Ttility Systems 3| 5| @ i s 3 5| 7 B 2[ 5 5[ s o] 0] 0] 0] 5||Utlity Systems
& [[Mechanical Systems 31 5] 2 4] 5 31 5| 7 51 51 7 2l 5 5 5 ol oy o a [ I|Mechar|.i.cal Systems
7 |[Fhabing and Gas Systemms || 3] 5| & il s s[5 7 HIEE z[ s 5[ s o[ o] o 0] 7 ||Phurbing and Ges Systems
& [[Electrical Systems 31 5] 7 4] 5 31 5] 7 ] I a1 5 505 ol oy o a B8 I|E].ectrical Swstems
9 [|Fire Llarmm Systems 31 2] 5 4] 2 31 2] 2 5 2] 2 2 2 2l 2 ol oy o a 9 I|Fu'e Alarm Systemns
10 [[IT/Commmmications Syste 31 7| 5| loE 41 7 =1 I 51 7 & 21 7 7 & al o] o o[ 10 T Commmnications Sarsten
p| 11 ||COther CI-1 oy ol o 1] ol o ol ol o ol o] 0 a ol o 1] E 1] ol oy o o 11 [[rther CI-1
12 [iCther CI-2 gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o O 12 [[Other CI-2
15 [iOther CI-5 gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o O 13 [|[Other CI-3
14 fiCther CI-4 gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o O 14 [|Other CI-4
15 fiCther CI-5 gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o O 15 [|[Other CI-5
16 [[Cther CI-8 oy ol o 1] ol o ol ol o ol o] 0 a ol o ol o 1] ol oy o o 1& [|[Other CI-&
17 [i0ther CI-7 gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o o 17 [[Other CI-7
18 [[COther CI-B gy ol o 1] ol o gl ol 0o gl o] 0 a al o ol o 1] ol oy o O 18 [|Other CI-2
1o lNthey 1.0 ol ol o n ol n ol ol o ol ol al 0 ol n ol ol o ol ol ol ol 10l skeerto
Page 2 | Page 3 | Rolbap For Help. Press the F1 Key z
Record: E[I] ,711 E][E of 20

1-
1-
1-

B | ow risk (1-60)
[ 1 Medium risk (61-175)
B Highrisk (>175)

Threat Rating
Asset Value
Vulnerability Rating
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hecklists

B Main Menu for Assessors

FEMA 451: Risk Assessment Database v.3.0 Assessment Tool
Facility: ]CI-B'C __'_J Asseszment Date:  |2/272007 Azzezzment Type: |CDDE-‘ Farility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Faeility Information ] 1- Bite Cheellist Faeility Exzcutive Sommary ]
Aszzzzzment Tzam ] 2 - Architactural Facility Volnarabilitizs I

Facility Points of Contact ] 3 - Struetural

4 - Building Envelope

5 - Utility Svstems

& -Mechanical Svstems

7 - Plumbing and Gas

8 - Electrical Svstems

S - Fire Alarm Systems Impert Chacklist
g 10 - Communications and IT Systems
Threat Matrices
11- Equipment Operations and Maintenance
| e P ) | 1 ity
Critical Infrastroetura Matrix I 13- Bzcurity Mastar Plan Cloz=

14-COOP Facility: Additional Concerns

For Help. Press the F1 Key
B National nrtitute of Butlding Sciencer 2004

Thiz program was gnvsioped by and for FEMA and the Department of Peterans
Affairs, pursuant fo a contract with the National Dartitute of Building Scisnces.
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Observations and Recommendations/Remediations for Section Heading: Site

Site Checklist

:ility Name: CI-BC

i  Obzervation

Recommendation Remediation

View Facility Information

Record: A i kK of 25 (Filtered)

Type: COOP Facility -
Vuln? Vulnerability Aszzezzment Question CGuidance Additional R
What major structures surround the Critical infrastructure to consider FEC 65: Anne:
facility (site or building(s)}7 - What includes: - Telecommunications Alternate Opes
critical infrastructure, government, infrastrecturs - Facilities for broadeast Facilities, Plan
military, or recreation facilities are in TV, cabla TV; eallular networls; Considerations
the local area that impact newspaper offices, production, and
transportation, stilitizs, and eollateral distribution; radio stations; satzllite base
damage {attack at this facilitv impacting stations: telephone trunlcine and
Dioes the terrain place the building in a Diepressions or low areas can trap heavy FEC 65: Annes
lepression or low ar=a? wvapors, inhikit natvral decontamination Alternate Ope
by prevailing winds, and redves the Facilities, Plan
effectiveness of in-place sheltering. - Considerations
Faference: USAF Installation Force
Protection Guide
In dense, wrban arsas, does curb lane Where distance from the building to the FPC 65: Annes
parloing place vneontrolled parked nearest curb provides insufficient Alternate Ope
wehirles vnacceptably closs toa sathacl, restrict parking in the curb Facilities, Plan
building in public nghts-of-way? lane. For tyvpical city streets this may Considerations
raquire nazotiating to close the curb
lane. 3atbaclk is common terminolosy
for the distance betwsen a buildine and
For Help. Press the F1 Key Clos= -
| r

RRTIEN
/OURRIMEN

) FEMA
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Site Checklist

Observations and Recommendations/fRemediations for, Section Heading: Site

Site Name: C|-BC

Q# Ohservation

Recommendation/Remediation

Type: COOP L\\IS

Yuln? Vulnerability Aszessment Question

Guidance

|1-1 Twro Crtical Hazard Facilities within 2
mile and a dozen Tier [T HAZRMAT
Facilities within 3 miles. Major
interstate higlvaray within 104 mile. Tao
ralroads have tracks within 152 mmle
with no restrictions on materials carried.

Four nearbw buried lone-distance

Collateral effects of attacks or accidents
itmpact ciec sitmilar to CEE attacks. See
recorumendations for HVAC systems.

[ Tohat major strachires sauround the
facility (site or buldings1)? -- What
critical infrastructore, government,
nulitary, or recreation facilities are in
the local area that impact
transportation, utilities, and collateral

[1-2  [The site is shove the tank fanm and the
rear parking area slopes away from the
building to a stream, which allows wainds
to pass over the structure untundered.

Hone.

I Does the terrain place the building in a
deprassion or low area?

_|damase attack at this facilitv impactine

Critical infrastmeture to consider
inchides: - Telecommmrications
infrastructare - Facilities for broadeast
TV, cable TV, cellalar netarorks,
newrspaper offices, production, and
distribution; radio stations; satellite base
stations: telsohone trankine and
Dlepressions or lowr areas can trap heavy
vapors, inhibit natural decontamination
by prevailing winds, and reduce the
effectiveness of m-place sheltering. -
Feference: USAF Installation Force
Protaction Guide

|1-3 With a loading dock on the west side, it
is possible for velicles to park right
next to the balding. Normal parking
for employess 15 1n front; the closest
vonar 15 44 feat from the front door.

[nereased stand-off or increased access
control is needed to reduce nsk of
vehicle-borne improvised explosive
devize. Any action will require
coordination with Business Park

MM anazemant and other tenants due to
immpacts on the overall business park.

Iv n dense, whan areas, does ourh lane
parking place uncontrolled parked
vehicles unacceptably close to a
building i pablic rights-of-eray?

Where distance from the bulding to the
nearast ouh provides insufficient
setback, restrict parking in the oah
lane. For typical city streets this may
require negotiating to close the ourh
lane. Setback is comumon terminology

for the distance betaeen a buildine and

Fecord: 4| 4 a kM of 23 (Filkered)
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Site Checklist

Site Name: CI-BC

Q# Ohbservation

Recommendation/Remediation

Type: COOP

Yuln? Vulnerahility Aszezsment Question

Guidance

11-1 Toaro Cratical Hazard Facihities within 2
mile and a dozen Tier IT HAZMAT
Facilities within 3 miles. Major
mterstate higlvaray within 104 mile. Tharo
railroads have tracks within 152 mile
with no restrictions on materals carried.
Fonr nearbw buried lons-distance

Collateral effects of attacks or accidents
unpact ci-BC sitnilar to CEE attacks. See
recornumendations for HVAC systems.

I Tiwhat major stractures sanround the
facility (site or buldings))7 -- What
critical infrastracture, govermment,
military, or recreation facilitias ave in
the local avea that ismpact
transportation, utilities, and collateral
_|damase rattack at this facilitv impactine

Crtical infrastiucture to consider
inchides: - Telecommmmications
infrastmeture - Facilities for broadcast
TW, cable TV, celllar natworks;
newrspaper offices, production, and
distribution; radio stations; satellite base
stations: telephone trankine and

[1-2 |The site is shove the tank farm and the
rear parking area slopes awray from the
ilding to a strearm, which allooars winds
to pass over the struetore unbundered.

Hone.

Microsoft Access

I IDoes the terrain place the building in a
depression or lowr area?

]1-3 With a loading dock on the west side, it
15 possible for vehicles to park rizht
next to the building. HMommal parking
for employeas is in front; the closest
voowr 15 44 faet from the front door.

N

1oy

I

Copwing this Observation to the Mulnerabilities section. ..

Diepressions or lowr areas can trap heavy
vapors, intubit natural decontanunation
by prevailing winds, and reduce the
effectiveness of in-place sheltering. -
Feference: TSAF Installation Force
Protaction Guide

You MYILL still have to supply & Building Mumber and a Priority fne
con in the Yulnerabilities section,

vehl
de
oo

=

impacts on the overall business nark.

Where distance from the building to the
nearest muh provides insufficient
sethack, restrict parking in the onh
lane. For typical city straets this may
require negotiaps to close the muh
lane. Sethack is wonunon ternunology

for the distance between a bldine and

Record: 14| 4 3 k| Ml k| of 23 (Fitered)

Close
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Site Name: C|-BC

Q# Ohservation

Site Checklist

Observations and Recommendations/fRemediations for, Section Heading: Site

Recommendation/Remediation

Type: COOP %

Yuln? Vulnerability Aszessment Question

Guidance

|1-1 Twro Crtical Hazard Facilities within 2
mile and a dozen Tier [T HAZRMAT
Facilities within 3 miles. Major
interstate higlvaray within 104 mile. Tao
ralroads have tracks within 152 mmle
with no restrictions on materials carried.

Four nearbw buried lone-distance

Collateral effects of attacks or accidents
itmpact ciec sitmilar to CEE attacks. See
recorumendations for HVAC systems.

[ Tohat major strachires sauround the
facility (site or buldings1)? -- What
critical infrastructore, government,
nulitary, or recreation facilities are in
the local area that impact
transportation, utilities, and collateral

[1-2  [The site is shove the tank fanm and the
rear parking area slopes away from the
building to a stream, which allows wainds
to pass over the structure untundered.

Hone.

I Does the terrain place the building in a
deprassion or low area?

_|damase attack at this facilitv impactine

Critical infrastmeture to consider
inchides: - Telecommmrications
infrastructare - Facilities for broadeast
TV, cable TV, cellalar netarorks,
newrspaper offices, production, and
distribution; radio stations; satellite base
stations: telsohone trankine and
Dlepressions or lowr areas can trap heavy
vapors, inhibit natural decontamination
by prevailing winds, and reduce the
effectiveness of m-place sheltering. -
Feference: USAF Installation Force
Protaction Guide

|1-3 With a loading dock on the west side, it
is possible for velicles to park right
next to the balding. Normal parking
for employess 15 1n front; the closest
vonar 15 44 feat from the front door.

[nereased stand-off or increased access
control is needed to reduce nsk of
vehicle-borne improvised explosive
devize. Any action will require
coordination with Business Park

MM anazemant and other tenants due to
immpacts on the overall business park.

¥ in dense, uthan areas, does muh lane
parking place uncontrolled parked
vehicles unacceptably close to a
building i pablic rights-of-eray?

Fecord: 4| 4 a kM of 23 (Filkered)

Where distance from the bulding to the
nearast ouh provides insufficient
setback, restrict parking in the oah
lane. For typical city streets this may
require negotiating to close the ourh
lane. Setback is comumon terminology

for the distance betaeen a buildine and
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Checklists

B Main Menu for Assessors

Facility: |CI-BC |

Facility and Team Information

General Faeility Information ]

Assesement Team ]

Facility Points of Contact ]
Threat Matrices

| T T |

Critical Infrastrocture Matrix I

Thiz program was gnvsioped by and for FEMA and the Department of Peterans
Affairs, pursuant fo a contract with the National Dartitute of Building Scisnces.

FEMA 452: Risk Assessment Database v.3.0 Assessment Tool
Aszezzment Date:  |2/22007 Aszzezzment Type: |C OOP Faeility
Checklists

Executive Summary/Vulnerability

1- Bite Cheellist Faeility Exzcutive Sommary ]

2 - Architactural

All launch similar checklists
with places to enter
observations and
recommendations /
remediatons

3 - Struetural

4 - Building Envelope

5 - Utility Svstems

& -Mechanical Svstems

7 - Plumbing and Gas

8 - Electrical Svstems

S - Fire Alarm Systems

=

10 - Communications and IT Systems

11- Equipment Operations and Maintenance

12 - Szcurity

13- Bzcurity Mastar Plan

14-COOP Facility: Additional Concerns

For Help. Press the F1 Key
B National nrtitute of Butlding Sciencer 2004
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Executive Summary

B Main Menu for Assessors

= Amemeent T
Facility: [C1-EC | Assessment Type: |COOP Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Faeility Information ] 1- Bite Chacklist ‘ Faeility Exzestive Summary
Azzzszment Tzam ] 2 - Architectural ‘ Fagility Volnarabilitias
Facility Points of Contact ] 3 - Struetvral I
4 - Building Envelope ‘
5 - Utility Evstems I
6 -Machanical Svstems ‘
7 - Plumbing 2nd Gas ]
8 - Electrical Svstems l
S - Fire Alarm 3ystems I Import Chaclklist
g 10 - Communications and IT Systems I
Threat Matrices
11- Equipment Operations and Maintenance ]
| S LT e P | 12 i I
Critical Infrastrueturs Matrix ] 13- Bzcurity Mastar Plan I Cloz=
ol ] ) ) SOk T e Addieal foret I For Help. Press the F1 Key
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Executive Summary Tab

Assessment Main Page

» Facility Nama: iCI-BC Default Image: ] _,_J

Aszsezzment Location: JCI-BC

Azzezzment Data: 222007 Type [COOP Facility =

No Image Available

Exzcutive Sommary ] Vulnerabilities | Points of Contact | Assessment Team | Add Photos | Photos | Add GIS Portfolio Images | GIS Portfolio | Miscallansous Files

Introduction Ohbzervations Recommendationz Remediationz

Record: 14| ] i

For Help. Press the F1 Key Close

¥ FEMA

N2 5 : .
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Vulnerabilities

B Main Menu for Assessors

= Amemeent T
Facility: [C1-EC | Assessment Type: |COOP Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Faeility Information ] 1- Bite Chacklist ‘ Faeility Exzestive Summary j
Azzzszment Tzam ] 2 - Architectural ‘ I Fagility Volnarabilitias I
Facility Points of Contact ] 3 - Struetvral I
4 - Building Envelope ‘
5 - Utility Evstems I
6 -Machanical Svstems ‘
7 - Plumbing 2nd Gas ]
8 - Electrical Svstems l
S - Fire Alarm 3ystems I Import Chaclklist
g 10 - Communications and IT Systems I
Threat Matrices
11- Equipment Operations and Maintenance ]
| S LT e P | 12 i I
Critical Infrastrueturs Matrix ] 13- Bzcurity Mastar Plan I Cloz=
ol ] ) ) SOk T e Addieal foret I For Help. Press the F1 Key
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Vulnerabilities and Recommendations

Assessment Main Page

» Facility Name: |CI-BC Default Image: ] ;]
Azzezzment Location: ]CI-BC
Mo Image Availablze
Azzezzment Date: 222007 Type |COOP Facility =
Exacutive Summary  Vulnerabitities ]Pn-'mlsnf&:mtact] Assessment Team | Add Photos | Photos | Add GIS Portfolio Imagss | GIS Portfolio | Miscallansous Filss |
Vilnarability Status /| C I e
Building Name or Number  Valuerability Privrity Recommendatinn/Rameditinm 1 S Check
P— Dbzerva
_'_’I | ;J Update Remediation Details|
Record: 4| < L R 1 | N
For Help, Press the F1 Kep Clos=
‘J | »]
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Vulnerabilities and Recommendations

Building No Vulnerability Priority Recommendation Remediation
[cree =
Action Date Cost Comments
) [ $0
Planned 80
Underway 50
Complated =0
For Help. Press the F1 Keyp Clopse |

) FEMA
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Vulnerabilities and Recommendations

Assessment Main Page

Azzezzment Location: ]CI-B'C

Azzezzment Date: 222007 Type |COOP Facility =

» Facility Name: [C1EC Default Image: |

Exscutiva Summary  Volnerabilities ]Fn-intsnmelactJ Assessment Team | Add Photos | Photos | Add GIS Portfolio Imagss | GIS Portfolio | Miscaltansous Filss |

Mo Image Availablz

= _ Extractet

Building Name or Number  Volnerability Blinisly Kacummasdatisnitameliation || roonny s Cont | UChuk

4 ] | E] Update Remediation Details|
Record: 4] < 1 b [ prt]ofa 1| | |

For Help. Press the F1 Key I Clos= I

| ]
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Assessment Team Import Function

Lead Assessor e Establish alink to a team
member’s database
—  Open the remote database
/ I \ « Import Observation,
Recommendation/Remediation,
vuln/Rec Checkilst Checkist or Vulnerability entries

Assessment Team

The assessment team members to combine their data into one database
file on one computer at the end of the assessment.
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Import Assessments

B Main Menu for Assessors

= Amemeent T
Facility: [C1-EC | Assessment Type: |COOP Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Faeility Information ] 1- Bite Chacklist ‘ Faeility Exzestive Summary j
Azzzszment Tzam ] 2 - Architectural ‘ Fagility Volnarabilitias J
Facility Points of Contact ] 3 - Struetvral I
4 - Building Envelope ‘
5 - Utility Evstems I
6 -Machanical Svstems ‘
7 - Plumbing 2nd Gas ]
8 - Electrical Svstems l
S - Fire Alarm 3ystems I I Import Chaclklist I
g 10 - Communications and IT Systems I
Threat Matrices
11- Equipment Operations and Maintenance ]
| S LT e P | 12 i I
Critical Infrastrueturs Matrix ] 13- Bzcurity Mastar Plan I Cloz=
ol ] ) ) SOk T e Addieal foret I For Help. Press the F1 Key
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Import Assessments

B3 Main Menu for Assessors

FEMA 452: Risk Assessment Database v.3.0 Assessment Toal
Facility: ICI-BC _;I Azzezzment Date: II."J.-'EGG? Aszzezzment Type: ICOOP Faeility ‘

Facilitypishshebass
Select File

Import Checklist information from (CD, thumb, folder on hard drive):

-

& -Machanical Svstems

7 - Plumbing and Gas

8 - Elzctrical Bvstems

0L Fire AL Byaern | Tenprrt Checklist |
Threat Matrices
11- Eguipment Operations and Maintenance
Critical Funetion Matrix | 12 - Becority
Critical Infrastrueturs Matrix | 13- Becurity Master Plan Cloz=

14-COOP Facility: Acditional Concerns

This program was deveioped by and for FEMA and the Deparoment of Fetsrans
Affairs, pursuant to 4 conract With the Nationa! Iestituee of Building Scisnces.

1
10 - Communications and IT Systems |

For Help, Press the F1 Key
B Natisna! Tnstitues of Building Seciencer 2004
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Import Assessments

=23

File Edit View Favorites Tools Help ',

& C:\Temp\Cl-BC\Assessment_2007-02-02 [

P Back -~ ) ¥ O search [ Folders | [

- Address |23 C:\Temp\CI-BC\Assessment_2007-02-02 Go

IC)Miscellaneous
[Z)Photos S— :
28 MasterDBY3.mde (CGIS_Portfolio;

L4

File name: |*_* Open

Files of type: |Data|:nase files (“mdb. *mde, *mda) j Cancsl

| Open as read-only
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Import Assessments

2 Main Menu for Assessors

FEMA 452: Risk Assessment Database v.3.0 Assessment Tool
Facility: IC:['BC _'j Azzezzment Date: Ila'l.-'lﬂ{f? Azzezzment Type: ICOOP Facility |

||
L

6 Mechanieal Bwstams

7 - Plembing and Gas

% - Elzctrical Systems

G - Fire Alurm Systerms | Tengorrt Chieck st |
Threat Matrices
11- Eguipment Operations and Maintenance
Critical Funetion Matrix | 12 - Szcurity
Critical Infrastructure Matrix | 13- Becurity Master Plan Cloz=

14-COOP Facility: Additional Concerns

This program was dsvelaped by and for FEMA and the Department of Faterans
Affairs, pursuant to @ contract with the Natisnal Tnstitute of Building Scisnces.

1
10 - Communications and IT Sxstems |

For Help. Press the F1 Key
B Mational festitute of Butiding Scignces 2004

perability
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Import Assessments

Microsoft Access

1 J Ready for import...Click OK to continue.

‘ QK \
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Import Assessments

&= frmSiteAssessments_Remote }E

A
Assessments Available for Import From: IC:\Temp\CI-BC\Assessment_2007-02-02
Assessment
Site Name Address 1 City Assessment Location Date Type

Cl-BC Cl-BC 2/2/2007 |COOP Facility

Example site 2 Site 2 24272006 |Tier 2

Example site 3 Site 3 B/6/2006 |Tier 3

I Select Assessment Il Cancel |

| W
Record: [14 ] « | 10 Upllrs of 3

) FEMA
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Import Assessments

Microsoft Access

Connection made.

254 Checklist records
1 Vulnerability records
4 Cost records

available for Viewing/Copying.

‘ QK \
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Assessment Team Import Function

B Main Menu for Assessors 4

FEMA 452: Risk Assessment Database v.3.0 Assessment Tool

Facility: ]CI-B'C __"_J Aszezzment Date: (27272007 Aszzezzment Type: |CDCE-‘ Farility

Facility and Team Information Checklists Executive Summary/Vulnerability

General Faeility Information ] 1- Bite Chacklist Faeility Exzestive Summary j

Azzzszment Tzam ] 2 - Architectural Fagility Volnarabilitias J

Facility Points of Contact ] 3 - Struetvral

4 - Building Envelope

5 - Utility Evstems

6 -Machanical Svstems

7 - Plumbing and Gas

8 - Electrical Svstems

10 - Communications and IT Systems

Threat Matrices

11- Equipment Operations and Maintenance

| S LT e P | 12 i

Critical Infrastrueturs Matrix ] 13- Bzcurity Mastar Plan

I
|
|
|
|
|
9 - Fira Alarm Systems ] Import Chacklist
|
|
|
|
14-COOP Facility: Additional Conearns I

For Help. Press the F1 Key
B National Durtituts of Butiding Sciencer 2004

This program was developsd by and for FEMA ang the Department of Veterans
Affairs, pursuant to a contract with the National Iestitute of Building Scisnces.

\g{”ﬁj';_

N, 5 i -C-
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Assessment Team Import Function

Observations and Recommendations/Remediations for Section Heading: Site

Facility Name: CI-BC

Open Remote Data

Type: COOP Facility

IC: Temp CI-BC Assessment 2007-02-02' Mast=rDBEV3 mde

Q# Obzervation

RecommendationRemediation

Vuln? Vulnerability Azsezzment Question

CGuidance

[ 2 |1-1 rs What major structurss surround the Critical infrastructurs to consider
= facility (site or building(s))7 - What includes: - Telecommunications
- critical infrastructurs, government, infrastructurs - Facilities for broadeast
military, or recreation facilities are in TV, cable TV; cellular networks;
the local arza that impact newspaper offices, production, and
transportation, vtilitizs, and collateral distribution; radio stations; satellite base
b’ _|damare (attack at this facilitv impactine stations: telephons trunkine and
1-2 I |Doss the terrain place the building in a Dieprassions or low areas can trap heavy
deprassion or low ar=a? vapors, inhibit natvral decontamination
bv prevailing winds, and redues the
sffzctivensss of in-place sheltering. -
Faferance: USAF Installation Force
Protaction Guids
1-3 [ in dense, vrban arsas, does corb lans Where distance from the building to the

parking place vneontrolled parked
wvehicles vnaceeptably closz to a
building in public rights-of-way?

nearsst curb provides insufficient
setback, restrict parking in the curb
lan=. For tvpical city streets this may
require negotiating to closs the curb
lanes. Satback iz common terminology
for the distance between a buildine and

Record: 14 1 kM of 25 (Filtered) 1

View Facility Information |

For Help, Presz the F1 Key

Closze

o

ERARTASS,
Sl

O 24

%) FEMA
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Assessment Team Import Function

Observations Details from the REMOTE DATABASE

Site Name: CI-BC 1

Copy
Record Q%  Obzervation Recommendation Remediation Vuln?
p[ I] M [Two Critical Hazard Facilities within 2 Collatersl affacts of attacks or accidents |

mile and a dozen Tisr II HAZMAT
Facilities within 3 miles. Major
interstate highway within 1/4 mila. Two
railroads have tracks within 12 mile
with no restrictions on materials carried.
Four nearber buried lone-distance

1-2 The site 15 above the tank farm and the None.
rear parking arza slopes away from the
building to a stream, which allows winds
to pass over the structure vnhindered.

impact CI-BC sitnilar to CBR attacles. S==
recommendations for HVAC svstems.

With a loading dock on the west sida, it
iz possible for vehicles to park right
next to the building. Normal parking

Inereaszed stand-off or inersased access
control is nesdad to reduce risk of
wvehicle-borne improvised explosive

device. Any action will raquire
coordination with Business Park
hlanagement and other tenants due to

343 rark

[ Copy and OVERWRITE
[Osa

¥ Copy and APPEND

for emplovess 15 in front; the closest
row 15 44 feet from the front door.

I Update Local Copv m

Select Al

Record: A i k| M of 23 (Filtered)

[

FRARTAL S,
SN

MR
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Close Assessment Tool

B Main Menu for Assessors

= Amemeent T
Facility: [C1-EC | Assessment Type: |COOP Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Faeility Information ] 1- Bite Chacklist ‘ Faeility Exzestive Summary j
Azzzszment Tzam ] 2 - Architectural ‘ Fagility Volnarabilitias J
Facility Points of Contact ] 3 - Struetvral I
4 - Building Envelope ‘
5 - Utility Evstems I
6 -Machanical Svstems ‘
7 - Plumbing 2nd Gas ]
8 - Electrical Svstems l
S - Fire Alarm 3ystems I Import Chaclklist
g 10 - Communications and IT Systems I
Threat Matrices
11- Equipment Operations and Maintenance ]
| S LT e P | 12 i I
Critical Infrastrueturs Matrix ] 13- Bzcurity Mastar Plan I Cloz=
ol ] ) ) SOk T e Addieal foret I For Help. Press the F1 Key
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Empty Database

FEMA 452: Risk Assessment Database v.3.0

Assessment Tool

Facilitsy General Information ‘

i Continuity of Operations
Facility A t
ALy AssEsSMEnLs ‘ Assessment (COOF) ‘
| Emipty the Databaze |
Switeh to Master Databasze
Cperating M ode

This propram was developed dy and for FEMA and the Department af Veterans For H Elp, Fress the F1 KE—"'
Affadrs, purseant to o contract with the NMationpal Bistitute of Building Scences.

B hptional Battute of Building Scences 2004
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&

B hptional Battute of Building Scences 2004

Switch to Master Database

FEMA 452: Risk Assessment Database v.3.0

Assessment Tool

Farility General Information ‘

i Continuity of Operations
Facility & t
ACCUY A ssessments ‘ A sgessment (COOF ‘
Emptyr the Database ‘

Switch to Master Database
Cperating M ode

This program was developed dy and for FEMA and the Depaytment of Veterans For Help. Press the F1 Key
Affadrs, purseant to o contract with the NMationpal Bistitute of Building Scences.
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Switch to Master Database

Microsoft Access

The system is currently operating in ASSESSOR. TOOL mode.

Would you like to switch Modes to the MASTER. DATABASE mode?

‘ fes Mo Cancel
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Switch to Master Database

Microsoft Access

1 } Restarting now in MASTER. DATABASE mode,

‘ QK \
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Master Database Mode

FENMA 452: Risk Assessment Database v.3.0
Master Database

Wulnerahility & COOP Assessments!

Vulnerability A szessment Checlklist

Bwitch to Assessment Tool
Operating Mode

Change Password

A dmindstrative Funictions

|

This propram was developed by and for FEMA and the Department of Veterans ForH Elp, Press the F1 KE}'
Affadys, purssant to o contract with the National Rstitute of Building Sdences. B National Rstitute of Building Sdences 2004
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View Checklists

Aszegsment Azzegzment %
DR shses el iy Srmicabiy e AssessmentDate  Type Assessment Folder Name
— — sec || e
A. @ 1Ha.zardv1]le Information Co Hazardwille Information Co 25202007 |Facility Tier 1 A& ssessment A007-02-024
I I 27 CI-BC CI-BC 2/2/2007 |ZOOP Facility Assessment_2007-02-02\
Exeoutive Surmmary ‘ Vilnerabilities Pomnts of Contact Assessment Team Photos 518 Portfoho Miscellaneous Files
| bssessment Chackhist | Critical Funetion Critical Infrastractore Facility Information bssessment Eeports Other Eeports Help Close =
W
Record: E 1 ] 1 E][E k| of 2
AR
s =
&) FEMA
\S /5]
e 74 .
Nvp 2o/ Unit VI-C-84
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View Checklists

Assessment Checklists

b

Facility Name: [CI-BC

Azzezzment Location: J'C 1-BC
Azzezzment Date: 2722007 Type: ]EDD’E‘ Facility

 Architectural | Structural | Building | Utility | Mechanical | Plumbing/Gas | Electrical | Fire Alarm | Comm/IT | Equipment O&M | Security | Security Master Plan | COOP ]I

-
Q%  Obzervation Recommendation /| Remediation Vulnerability? Vulnerability Azzezzment Checkli=t Quaa:lim_._
p([1-1 I What major strectures surround the facility (site or build:
1.2 | Doss the terrain place the building in a depression or low
1-3 I In dense, vrban arsaz doss curb lane parking placs vneon
14 I Iz a perimeter fence or other tvpes of barrier controls in
1-5 I What ars the site access points to the site or building?
1-6 I Iz wehicle traffic separated from pedastrian traffic on ths
1-7 I Iz thers vehicls and pedestrian acesss control at the paris
1-8 | Iz thers space for inspection at the curb line or outsida th
1.9 I Iz there any potential access to the site or bulding throw
1-10 | What arz the existing tvpes of vehicle anti-ram devices |
1-11 I What is the anti-ram buffer zons stand-off distancs from
1-12 I Are perimster barriers capable of stopping vehicles? - W
Record: 4 [ 1 »|M]rt]of2s 4| ] _r_lJ

View All [Bate] Observations View All [Bite] Volnerabality Asseszment Questions For Help, Presz F1 I Clos= I
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Reports

Aszegsment Azzegzment %
DR shses el iy Srmicabiy e AssessmentDate  Type Assessment Folder Name
— — sec || e
[ 2 @ 1Ha.zardv1]le Information Co Hazardwille Information Co 25202007 |Facility Tier 1 A& ssessment A007-02-024
27 CI-BC CI-BC 2/2/2007 |ZOOP Facility Assessment_2007-02-02\
Exeoutive Surmmary Vilnerabilities Pomnts of Contact Assessment Team ‘ Photos 518 Portfoho Miscellaneous Files
bssessment Chackhist Critical Funetion Critical Infrastractore Facility Information I bssessment Eeports Other Eeports Help Close =
- W
Record: E 1 ] 1 E][E k| of 2
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Reports

List of Assessments
D  Aszzezzment Locatios Organization Name
b Assessment Reports Menn Assessment 2007-02-02)
6§ |CI-BC2 Asseszment 2007-02-02
Facility: [CL-BC
| Vilnerabilities |
Threat Matrix
Facility Aszsessment Team Facility Poants of Contact
Facility Informati
5 2 Comments
For Help. Press the F1 Key Close |
Execotive Szmmary Volnaratia T e T wewlort folic Mizcellaneous Filas
Assessment Checlelist Critical Function | Critical Infrastroeture | Facility Information | Aszeszment Reports Other Reports Help Clos= 1
-

Record: HI 1 !I 105K IHIH&-I of 2
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Help

Vulnerabilities and Recommendations

Friority  Building Nunber
1 CI-BC

Reports

Vulnerability
Allwindows are in the ofi

RecommendationRemediation

of the building (311 e Font and half of
omzzids) In thet zrez the Ereskrztion
is prcbebly mogs then 40% The

i i sendard izl
instaliztion znd thus, the glas, framing,
and nchozge 202 expectad o be
inmificiznt for e design tesistheat

With z loeding dock on the west side. it
is possibile for vehicles to perk right
fnExt o the building. Normal parking
for emgplopess is in front; e closst
705 i3 44 Feet from the front door.

The losding dock connec s dirsctlyink
critical functions, and

the intsrior pace,
infrasructirs

Fog balanrad the nchorage of the windows should be improved
for the tlzstcapebility of the Fame and slicons sslant and fragmenttion
retention fitn should be zdded to fs glas

Increzsed stand-off or increzsed sooess control is nesded to reduce rigoof
wehick-borne improvised explosive device. Ay action will require
coordination with Business Park Manzgsment and ofisr Enant due o impack
on fhe overzll business perk For example, increzse distenc e o first parking
spece o B0 feat by closing off nearby parking, control accessto rear of uikling,
of ua reserved parking paces i front of udlding anywhers within B feet of
building

Thers is litl2 that czn be done for the loeding dock direcly Acces control
already raquired for other vulnerabilitizs willbe bensficiz] in tesping threats
awayirom the loeding dock and reducing risk

Type a guestion for help

.8 X
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Reports

List of Assessments
D  Aszzezzment Locatios Organization Name
b Assessment Reports Menn Assessment 2007-02-02)
6§ |CI-BC2 Asseszment 2007-02-02
Facility: [CL-BC
Vilnerabilities
Threat Matrix
Facility Aszsessment Team Facility Poants of Contact
Facility Informati
5 2 Comments
For Help. Press the F1 Key Close |
Execotive Szmmary Volnaratia T e T wewlort folic Mizcellaneous Filas
Assessment Checlelist Critical Function | Critical Infrastroeture | Facility Information | Aszeszment Reports Other Reports Help Clos= 1
-

Record: HI 1 !I 105K IHIH&-I of 2

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-89



Reports

FEMA 452: Assessment Database v3.0 - [Executive Summary Report]

Type a question for help

Close this Report

Executive Summary

Introduction

Cooperville Information Co. (CI-BC) is 4 state-cf-the-ut information echrology ([T) sexvioss company
Iocted ina major metropolitan cityin a typical subub anbusiness office park. The companys mission s o
‘movide infommation technclogy and services support fo inchude hosting servers, databases, applications, and
other bardware and scftwar; develop, nstall, and maintain softrare applications; provide field support IT
techuieiars , and provide 24-hour help desk support

I-BCkas over 2) cherts and supports approimately 1000 sers and 100 applizatiors s a primary data center
and as a disas ter recavery site. C8C eliants inchude oeal and mgioral government offices and conarercial
extities alomg vrith large prine deferse contractors and Federal govenment agencies. C1-6C handles
mnelassified and elassfied drfommation

Ohservations

Diue to stardard business office park coms truetion 805 vulrerable to fenorist attacks ard techrological
aceidents both 2 e targeted facility and as collsteral danuge. There are limited procedunal changes
available 1o provide potection. Each attack poss bility bus a set of mestures that ean be prioritized and
applied to witigate hat attack and rednce the risk from other attacks as well

Recommendations / Remediations

‘The cumer hias sggeed to warkwith a recommended set of designbasis threats (DBT) and comider G54 ad
DD fazility levels of otection cifetia, Asesss contrcl of vekicles would be fhe primary deferentfor
izl cute fugovised sxplasive devicas. Whils Chemical, Biclogical, Radiclagical (CBR) sttacks s st
s isk level o consides, proimity o fawportstion, storage, snd other HAZMAT sites indicstes tht CER
considarstions would s provide protection sgsinst scciderts, Thers e al totahe
Sroma COOD (Cortiruity of Operations Plase) pess pctive a5 ths i & bachup facility for cther dats centers

Page: 14| 4] PR 2N |
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Reports

List of Assessments
D  Aszzezzment Locatios Organization Name
[ 2 Assessment_2007-02-02
6§ |CI-BC2 Asseszment 2007-02-02
Facility: [CL-BC
Vilnerabilities
Threat Matrix
Facility Aszsessment Team Facility Poants of Contact
Facility Informati
5 2 Comments
For Help. Press the F1 Key Close |
Execotive Szmmary Volnaratia T e T wewlort folic Mizcellaneous Filas
Assessment Checlelist Critical Function | Critical Infrastroeture | Facility Information | Aszeszment Reports Other Reports Help Clos= 1
-

Record: HI 1 !I 105K IHIH&-I of 2

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-91



Reports

Microsoft Access

This will build a stoplight spreadsheet in Excel,

Are you sure you want to continue?

‘ Mo \ Cancel
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Threat Matrix

) FEMA

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

L34 - fe
A E C ] E F G H I J 3 e

10 A 5 10
11 | Facility
12 Improvised Chemical Arson { Incendiary Armed Biological Cyberterrorism =~ Agriterrorism | Radiological
13 | Core ProcessiFunction Ezplosive Device Agent Attack Attack Agent Agnet
14
15 | Administration [ ] 128 ] 36 =z [ ] 128
18 Threat Rating E 4 1} 3 4 B 1} 4
17 Azzet Walue 4 4 1} 4 4 4 1} 4
12 Wulnerability Rating g g 1} g g g 1} g
19| Engineering [ 1] 160 ] 120 160 ] 160
20 Threat Rating E 4 1} 3 4 5 1} 4
21 Bsset Walue I I 1] I |} ] 1] ]
22 Wulnerability Rating 2 g 1} 2 ] g 1} g
23 | Warshousing [ 16101 o S 10 o 150
24 Threat Rating E 4 0 3 4 3 0 4
20 Bsset Value i i 1] i 5 ] 1] ]
26 Wulnerability Fating g g 1] 3 g 2 1] 2
27 | Data Center R T 1 o o o I
28 Threat Rating E 4 1} 3 4 q 1} 4
29 Azzet Walue 10 10 0 10 L] 10 0 10
a0 Wulnerability Rating g g 1} 3 ] a 1} g
3 |Food Service 1] 1] 1] 1] 0 1] 1] 1]
az Threat Rating 1} 1} 1} 1} 1] 1} 1} 1}
a3 Asset Value 1] 1] 1] 1] 0 1] 1] 1]
24 Wulnerability Rating 0 0 0 0 0 1} 0 0
36 | Secury [ -~ ) o e [ 105 o I
36 Threat Rating E 4 1] 3 4 ] 1] 4
ar Azzet Walue T T 1} T T T 1} T
a8 Wulnerability Rating g g 1} 3 g 3 1} g
35 | Housekesping " S o I o I
40 Threat Rating E 4 1} 3 4 2 1} 4
H Aszet Value 1 1 0 1 1 1 0 1
4z Wulnerability Rating 2 2 1} 1 ] 1 1} 8
43 | Day Care 0 0 1} 0 1] 1} 1} 1}
44 Threat Rating 0 0 0 0 1] 0 0 0
45 Bsset Value 1] 1] 1] 1] 0 1] 1] 1]
15 ulnerability Rating 0 0 0 0 0 0 0 0
4 o wm e i e o I

i hreat Rating E 4 1} 3 4 5 1} 4
44 Azzet Walue 2 2 1} 2 2 2 1} 2
a0 Wulnerability Rating g g 1} 3 ] g 1} g
51 | Other 2 0 0 0 0 1] 0 0 0
52 Threat Rating 1} 1} 1} 1} 1] 1} 1} 1}
53 Asset Value 1] 1] 1] 1] 0 1] 1] 1
54 | Yulner ability Fiating 0 D 0 0 0 0 o

M 4 » M[\ Function ‘Julnerabilib.r;{l Infrastructure Vulnerahility ;’I | <]
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Threat Matrix

K7 - fe
A E G u] E G H | il K
11 | Facility
12 Improvised Chemical Arson ! Incendiary Armed | Biological | Cyberterrorism | Agriterrorism | Radiological | N
12 | Critical Infrastructure Ezplosive Device Agent Attack Agent Agnet C
4
15 Gite M 160 o 120 te0 s o 1610
1& Threat Rating E 4 0 3 4 1 0 4
17 Aszset Value 5 5 0 b 5 b 1} b
12 “Wulnerability Rating 2 g 0 g g 3 0 S
19| Architectural T a g0 i 120 g0 0 80
20 Threat Rating E 4 0 3 4 1 0 4
21 Aszset Value 5 5 0 b 5 b 1} b
22 “Wulnerability Rating 2 4 0 g 4 3 0 4
23 | tructural Systems E @ o el o I
24 Threat Rating E 4 0 3 4 1 0 4
25 Aszset Value 5 5 0 b 5 b 1} b
26 “Wulnerability Rating 2 3 0 g 3 3 0 3
27 | Envelope Systems E @ o el o I
28 Threat Rating E 4 0 3 4 1 0 4
29 Aszset Value 5 5 0 b 5 b 1} b
30 “Wulnerability Rating 2 3 0 g 3 3 0 3
31| Uty Systems e e o 175 7 o I
32 Threat Rating E 4 0 |3 4 3 0 4
) Aszset Value 5 5 0 b 5 b 1} b
34 “Wulnerability Rating E 3 0 T 3 I3 0 3
36 | Meshanical Systems S = m woooMs e 105 o R
36 Threat Rating 4 4 0 |3 4 3 0 4
37 Aszset Value ¥ ¥ 0 T ¥ T 1} T
38 “Wulnerability Rating g ¥ 0 T ¥ 5 0 T
28 | Plumbing and Gias Systems 160 100 i 120 o [ 0 100
40 Threat Rating 4 4 0 2 4 2 1} 4
4 Azzet Value B B 0 3 B 3 0 L3
42 ‘Wulner ability Fating 2 B 0 g B 3 0 L3
43 | Electrical Systems s 140 i 147 140 105 1 140
44 Threat Rating 4 4 0 3 4 3 0 4
45 Azzet Value T T 0 T T T 0 T
45 ‘Wulner ability Fating 2 B 0 T B 5 0 [}
47 | Fire Alarm Systems 10 [ oo 48 e 3 o
48 Threat Rating 4 4 0 3 4 2 0 4
448 Azzet Value B B 0 3 B 3 0 L3
a0 ‘Wulner ability Fating 2 3 0 2 3 2 0 2
51 _|IT and Communication Systems [ - ] noo om0 om0 1000 o
52 Threat Rating 4 4 0 3 4 0 0 4
53 Asgzet Value 0 10 1] 1 10 1 1] n
A4 ‘Wulner ability Fating 2 E 0 g E 0 0 E
55 | Otherd 1] 1] 1] 1] 1] 1] 1] 1]
M 4 » M\ Function Vulnerability % Infrastructure Vulnerability / |4] |
) FEEMA
J
Unit VI-C-94
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Other Reports

List of Assessments
D  Aszzezzment Locatios Organization Name
[ 2 Assessment_2007-02-02
6§ |CI-BC2 Asseszment 2007-02-02
Facility: [CL-BC
Vilnerabilities
Exacutive Summary Threat Matrix
Facility Aszsessment Team Facility Poants of Contact
Facility Informati
5 2 Comments
For Help. Press the F1 Key Close |
Execotive Szmmary Volnaratia T e T wewlort folic Mizcellaneous Filas
Assessment Checlelist Critical Function | Critical Infrastroeture | Facility Information | Aszeszment Reports Other Reports Help Clos= 1
-

Record: HI 1 !I 105K IHIH&-I of 2
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List of Assessments

Other Reports

TARTAS,
Hf,

) FEMA

Aszegsment Azzegzment %
il e e s AssessmentDate  Type Assessment Folder Name
— — sec || e
[ 2 1Ha.zardv1]le Information Co Hazardwille Information Co 25202007 |Facility Tier 1 A& ssessment A007-02-024
27 CI-BC CI-BC 2/2/2007 |ZOOP Facility Assessment_2007-02-02\
Exeoutive Surmmary Vilnerabilities Pomnts of Contact Assessment Team Photos | 518 Portfoho ‘ Miscellaneous Files
bssessment Chackhist Critical Funetion Critical Infrastractore Facility Information bssessment Eeports I Other Eeports | Help Close =
W
records (10 [ 1 0J01)) -
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Other Reports

Search Reports Menu

search Reports Menn
Hote: These reports search the entire database

are
not hinuted to the Assessment you are mmwentlj.:-“%d:@.

seatrch Vulnerabihities and
Fecommendations/BEemediations

iZlose \

{)?.-‘; ARTA7

(RE

) FEMA
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Other Reports

Observations and Recommendations/Remediations for Assessment Checklist

Recommendation | Remediation

|cI-BC

|c1-Bc

|c1-EBC

|c1-Bc

|c1-Bc
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Other Reports

Search Reports Menu

search Reports Menn
Hote: These reports search the entire database

are
not hinuted to the Assessment you are mmwentlj.:-“%d:@.

seatrch Vulnerabihities and
Fecommendations/BEemediations

{)?.-‘; ARTA7
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Other Reports

Aszegsment Azzegzment %
DR shses el iy Srmicabiy e AssessmentDate  Type Assessment Folder Name
— — sec || e
[ 2 @ 1Ha.zardv1]le Information Co Hazardwille Information Co 25202007 |Facility Tier 1 A& ssessment A007-02-024
27 CI-BC CI-BC 2/2/2007 |ZOOP Facility Assessment_2007-02-02\
Exeoutive Surmmary Vilnerabilities Pomnts of Contact Assessment Team Photos 518 Portfoho Miscellaneous Files ‘
bssessment Chackhist Critical Funetion Critical Infrastractore Facility Information bssessment Eeports Other Eeports Help Close =
W
Record: E 1 ] 1 E][E k| of 2
4
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Master Database

Main Menu

FEMA 452: Risk Assessment Database v.3.0
Master Database

Vulnerahility & COOP Assessments!

Vulnerability A ssessment Checklist |

Swrtch to Assessment Toaol
Opetating Mode

Chatge Password

A dmindstrative Functions

s |

| This pro pram was developed by and for FEMA and the Department of Veterans For Help. Press the F1 Key
| Affairs, parsuant fo o contract with the Mationol estitute of Building Sciences. © National Rititute af Building Sciences 2009

FEMA
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Vulnerability Assessment
Checklist Search

Assessment Checklist Question Details

Header Question

Guidance

Additional Reference

‘What major structures sucrovnd the
facility (zste or building(z))7 -- What
critical infrastrocturs, government,
military, or recreation facilibies are in
the local arza that impact

transnortatinn nbilities and collateral

Critical infrastructurs to consider
incledes: - Telecommunications
infrastrocters - Facilities for broadeast
TV, cable TV, cellular natworles;
newspaper offices, production, and

distribmtion® radin stations: satallits hass

e — —— )

FPC 65: Annex E,
Alternate Operating
Facilitizs, Planning
Considerations, para 1

parking place vneontrolled parked
wvehicles vnacceptably closz to a
building in public rights-of-way?

nearast curb provides insufficient
setback, restrict parking in the curb
lanz. For typical city strests this may
require negotiating to closs the curb

lana Sathack is rommon terminoloes

Zite Dioes the terrain place the bulding in a Deprassions or low arsas can trap heavy FPC 65: Annex E,
deprassion or low arza’ wvapors, inhibit natural decontamination Alternates Operating
bt prevailing winds, and reduce the Facilitizz, Planning
effectivensss of in-place sheltering, - Considerations, para 1
Raference: USAF Installation Fores
Pratactinn Gnids
11-3 Stz In d=nse, urban arsas, does curb lane Whers distance from the bulding to the FPC 63: Annex E,

Alternate Operating
Facilitizs, Planning
Considerations, para 8

I View Questions'Observations |I

Record: j L ] 1k ]H ]’ of 254

For Help, Pressz the F1 Keyp

Close

b
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&) FEMA
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Vulnerability Assessment
Checklist Search

All Observations and Recommendations/Remediations for this Question

Azzezzment ! Section Header: |Sit 2

Question [What major structuras surround the facility (site or building(z))7 -- What critical infrastructurs, government, military, or recreation facilitiss are in the local arza
that impaet transportation, vtilities, and eollateral damage (attack at this facility impacting the other major structures or attack on the major strueturss
impacting this facility)7 -- What ars the adjacent land vses immediately ovtzids the perimeter of this facility (site or building(z))7 -- Do futvre development
plans change these land uses outside the facility (site or building (5)) perimeter? -- Although this question bridges threat and vulnerability, the threat is the man-
made hazard that can oceur (likelihood and impact) and the vulnerabilitv is the proximitv of the hazard to the butldine(s) beine assessed. Thos. a chemical olant

Guidance |Critical infrastructurs to constder ineluvdes: - Telecommunications infrastrueturs - Facilities for broadeast TV, cable TV, ecllular networks; newspaper offices,
production, and distribution; radio stations; satellits base stations; tslephone trenking and switching stations, including critical cable rovtes and major rights of
way - Eleetric power systems - Power plants, especially nuelsar facilitiss; transmission and distribustion system components; fuel distribution, delivery, and
storage - Gas and oil facilities - Hazardous material facilities, oil/zas pipelines and storage facilitizs - Banking and finanes institutions - Finaneial institutions
(banks. cradit vnions) and the business district: note schedule business/financial district mav follow: armored car services - Transoortation networks - Aircorts:

Additional Reference [FPC 65: Annex E, Alternate Operating Facilitizs, Planning Considerations, para 1

Y
Azzezzment
Site Name Date Type Obzervation Recommendation Remediation Vulnerability?
p [C1.EC | 2722007 [cooP Fae I
Hazardville Information Company | 2/2/2007 |Faci|ity Tier1
=
Record: 14 T Y N

View Observations For Help. Prezs the F1 Key Closz

Record: 4] 4 | 1 b | M| of 1 (Filtered)

%)) FEMA
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Vulnerability Assessment
Checklist Search

FEMA 452: Assessment Database v3.0 - [rptObservationsByQuestion]

Type a question for help

Close Report

Observations By Vulnerability Assessment Checklist Question
?’l}mir_\':!nu-ukudin#:: et
Quesion: Wh=msj=

i, ik S ey mpecs § e Eomriag o Eetia - Whatme
P S S N P ot § it =
Euiding (1)) pemaes? ~ Akazugh da S : & It mgac)
= i=n Emdx i fa) b B o bamad, Gty gl !
- - N - - - ;

smzmzd

s ugnind - x 3 =zmay
The Mz Frdaml Budiding s Oldakama Ciny e i Eythe oplesion of &z Ry "y
P —— . e P VTV peedusten, md
e ; Ryl = :

=i = = - [E—
apmaly oz, delivmry, md aswaps - Gmoamd o Sclitin - Hamedoun

= . = : : - Alperts camiom, fighe pates, and siges byt locsson of ==
e =, md piing =ma- By = or mih =d B yed, i Sy

mgefmrmgs mmina: = = 5
ofday md day of wezk - Teucking. s B B Gicx, muck semninady, weigh 1 Wazmema dem mmar boe
4 pom for dac a . femicm, ool SR : e 22 famd camge) - Wasm auggly mpatema - Pk

im, dema f - e - Fedeml 5o
A S— S = : e s - tar
o2 - Backup Bcitia, s e Comem (BOCa). fic

ymadi sz (EME) Eslma, =i
(B i caaide. - Agscukus faciecr chomicl
damieim, pmge =d = S e
Commemil 0 y 302 Exsemcly Hazwdoi

= romre - S : Sp== : e s, e
sy —— - = - - - P
mamthiey . o . - S

b 5 : § e e, Sy poem .
e y ' Cicua ai i peivas: madticns. ademic
em— SO —-— “aacherls - Rrmomo Boltn mdkcrim cmmn tmem il md e, puke

y N i — P e e -

fax abpping comtma - Refromes: FEMA 3367, FEMA 516 101, DOT NETaLa00

e és za g Faciinim, Fimaing Camidomsion, para b

!

AmezzmestDate
222007 Velembdin?  ¥=

Reomnmeadation/ Remediation:

Page: 14| | 1 »|m]

Ready /]
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Vulnerability Assessment
Checklist Search

All Observations and Recommendations/Remediations for this Question

Azzezzment ! Section Header: |Sit 2

Question [What major structuras surround the facility (site or building(z))7 -- What critical infrastructurs, government, military, or recreation facilitiss are in the local arza
that impaet transportation, vtilities, and eollateral damage (attack at this facility impacting the other major structures or attack on the major strueturss
impacting this facility)7 -- What ars the adjacent land vses immediately ovtzids the perimeter of this facility (site or building(z))7 -- Do futvre development
plans change these land uses outside the facility (site or building (5)) perimeter? -- Although this question bridges threat and vulnerability, the threat is the man-
made hazard that can oceur (likelihood and impact) and the vulnerabilitv is the proximitv of the hazard to the butldine(s) beine assessed. Thos. a chemical olant

Guidance |Critical infrastructurs to constder ineluvdes: - Telecommunications infrastrueturs - Facilities for broadeast TV, cable TV, ecllular networks; newspaper offices,
production, and distribution; radio stations; satellits base stations; tslephone trenking and switching stations, including critical cable rovtes and major rights of
way - Eleetric power systems - Power plants, especially nuelsar facilitiss; transmission and distribustion system components; fuel distribution, delivery, and
storage - Gas and oil facilities - Hazardous material facilities, oil/zas pipelines and storage facilitizs - Banking and finanes institutions - Finaneial institutions
(banks. cradit vnions) and the business district: note schedule business/financial district mav follow: armored car services - Transoortation networks - Aircorts:

Additional Reference [FPC 65: Annex E, Alternate Operating Facilitizs, Planning Considerations, para 1

Y
Azzezzment
Site Name Date Type Obzervation Recommendation Remediation Vulnerability?
p [C1.EC | 2722007 [cooP Fae I
Hazardville Information Company | 2/2/2007 |Faci|ity Tier1
=
Record: 14 1 kM of 2

View Observations For Help. Prezs the F1 Key Closz

Record: 4] 4 | 1 b | M| of 1 (Filtered)

%)) FEMA
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Checklist Search

A55955n1-ent C heckhst Question Details

Vulnerability Assessment

What major structures surrovnd the
facility (ste o building(z))7T -- What
critical infrastrocturs, sovernment,
military, or recreation facilitizs are in
the local arza that impact

transnortatinn ntilities and collateral

Critical infrastrocture to consider
incledes: - Telecommunications
infrastructurs - Facilities for broadeast
TV, cable TV; cellular natworles:
newspaper offices, production, and

diztribmtion® radin stations: satellits hass

FPC 65: Annax E,
Alternate Operating
Facilitizz, Planning
Considerations, para 1

parking place vneontrolled parked
wvehicles vnacceptably close to a

nearast corb providas insufficient
setback, restrict parking in the curb

11-2 Bite Dioes the terrain place the building in a Dieprassions or low areas can trap heavy FPC 65: Annex E,
deprassion or low arza’ wvapors, inhibit natural decontamination Altzrnats Operating
b prevailing winds, and reduce the Facilitizz, Planning
effectivensss of in-place sheltering, - Considerations, para 1
Raference: USAF Installation Fores
Protactinn Gauids
itz In dense, srban arsas, does curb lans Whers distance from the bulding to the FPC 63: Annex E,

Alternate Operating
Facilitizs, Planning

btuilding in public rights-of-way? lans. For twpical city strests this may Considerations, para 8
require negotiating to closz the curb
lana fathack is common terminnlosys
View Questions'Observations For Help. Press the F1 Kep Closz=

| Record: Hj 1 ] 1k ]H ]’ of 254
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Master Database

Main Menu

FEMA 452: Risk Assessment Database v.3.0
Master Database

Vulnerahility & COOP Assessments!

Vulnerability A ssessment Checklist

Swrtch to Assessment Toaol
Opetating Mode

Chatge Password

A dmindstrative Functions

s |

| This pro pram was developed by and for FEMA and the Department of Veterans For Help. Press the F1 Key
| Affairs, parsuant fo o contract with the Mationol estitute of Building Sciences. © National Rititute af Building Sciences 2009

FEMA
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Master Database

Change Password for a User Account

Change Password

User Name: |A55E55n:nr

0ld Password: |========

New Password: |=========
Verify: [

Set Password | \

** Passwords need to be at least 8 characters long,
and they must incude at least 3 of the 4 characters
from the following categories:

1. Lower case letters (a-z)

2. Upper case letters (A-Z)

3, Mumbers (0-9)

4, Spedial characters (" 1@#%,etc)
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Master Database

FELIA 452: Risk Assessment Database v.3.0
Master Diatabase

Wulnerability & COOP Aseessments!

Vulnerability A szessment Checklist

Switch to Azzessment Tool
Operating Mode

Change Password ‘

A dmindstrative Futictions

|

This propram was developed by and for FEMA ond the Deportment af Veterans For Help. Fress the F1 Key
Affeirs, purssont fo o coptract with the Natiopal Rssitute of Building Sdences. B National Rstitte of Building Sdences 2004
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Master Database: Erasing One or
All Assessments

Administrative Functions Menu

Administrative Functions Menu
Eisk Assessment Database

Empty the Databasze!

Dielete an & ssesstment

Import Assessor Database

Manage User &Accounts

Close

For Help. Preszs the F1 Key

&) FEMA
: 4 Unit VI-C-110
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Master Database: Erasing One or
All Assessments

List of Assessments

ID Azsezzment Locatior Organization Nam Azsezzment Date Azsezzment Type Assezzment Folder Nam:
5 |CI-BC 222007 COOP Facilil  |Asssssment 2007-02-021
[ 3 | & |CI-BC2 2122007 COOP Facilil  |Assessment 2007-02-02

I Delete this Asssssment |I For Help, Press the F1 Keyp Clos= e

Record: 14 | 4] T jH 4 xj of 2

N\ ) i -C-
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Master Database: Import Function

Administrative Functions Menu

Administrative Functions Menu
Eisk Assessment Database

Delete an Assessment

‘ Import Assessor Database ‘

Ilanagze User Accounts

Close \

For Help. Press the F1 Keyp
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Master Database: Import Function

Import Assessments

Select a database from which to import an Assessment. Then chick [Import].

Currently Linked to: iE: \WWTDMR_and_DY2007-01-14\MasterDB_IRandD.mdb
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File Edit View Favorites Tools Help 'IF

JBack - ) T O search [ Folders

. Address || F:\CI-BC\Assessment_2007-02-02 |+ Go

Look in: | [C) Assessment_2007-02-02

ICGIS_Portfolio
ICMiscellaneous

2. {MasterDBV3.mde

File name: |MasterD BYV3mde Open

Files of type: |f-‘-ssessment Databases (" mdb. * mde) j Cancel

| Open as read-only
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Master Database: Import Function

Import Assessments

Select a database from which to import an Assessment. Then click [Import].

Link and Import from: jF:‘i,CI-EIE \Assessment_2007-02-02\MasterDBYV 3.mde

| Find 2 different Diatabase: Import 74 | Chose |

> i -C-
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Master Database: Import Function

Microsoft Access

,;:’..(’ Are you sure you want to connect to and import from: F:\CI-BC\Assessment_2007-02-02\MasterDEV3.mde?

Yes Mo Cancel

£ o . el
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Master Database: Import Function

Microsoft Access

have been relinked to: F:\CI-BC\Assessment_2007-02-02\MasterDEV 3.mde

y All 18 tables that were linked to: E:\UTDVR_and _D\2007-01-14\MasterDBE_IRandD.mdb

‘ QK \

STOARTATS
/o £
f'{g}
r-:}' =
‘\%’6‘ \)'Q‘aj
N IND s_g-&,f

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VI-C-117



Master Database: Import Function

B frmSiteAssessments_Remote

Azzezzmentsz Available for Import From: ]F:‘\CI-BI:‘-.ﬁ.ssessment_EDD?-DE-D?\MastEID B 3. mde

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Azzezzment
B T T Y ) g Site Folder Name Addreszz 1 City Aszzezzment Location Date Type Azzezzmar
SICI-BC I:I-BE\ CI-BC 2022007 [COOP Facility  |Aszessment_2007-00
s J'uI-BE2'\ Cl-BC2 20242007 [COOP Facility  |Aszessment_2007-00;
I Select Azsezsment I Cancel
Record: 14 ] 4 | 1 b |wi]rd]of2
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Master Database: Import Function

Microsoft Access

Attempt to move supporting files as well?

\Photos
\Miscellaneous

\GIS Portfolio

‘ Mo \ Cancel
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Master Database: Import Function

Microsoft Access

E) Attempt to write files now?

Mo \
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Master Database: Import Function

Import Assessments

Select a database from which to import an Assessment. Then click [Import].

Link and Import from: !F:‘i,CI-EIC \Assessment_2007-02-02\MasterDBYV 3. mde

‘ Show Detailed Results “ Find a different Databas= HTmport | T | Clos= |

D52 BUILDING DESIGN FOR HOMELAND SECURITY coop T-+T ~ UnitVI-C-121



I\/Iaster Database: Import Function
& impotpetieddiognosis X

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Import MumberOf MumberOf MumberOf :I
Order Importing RecordsBefore RecordsAttempted HRecordzsAfter Successful
b Sites 2 1 E v
& |Buildings [*handled differently) 1 30 a0 v
3 |People 0 0 I v
4 |Azzessments 2 1 3 v
5 |Obzervations A0g 2hd B2 v
E [Vulherabilities 1 1 2 v
7 |Ezecutive Summary 2 1 3 v
2 [Critical Infraztructure 40 20 &0 v
3 [Critical Functions 36 18 | v
10 |Azzezzment Personnel 1] 1] 0 v
11 |GIS images this aszeszment 2 2 4 v
12 |Phatos 0 0 I v
13 |Azzeszment Phatos 0 0 I v
14 |Mizcellaneaus files 1 1 2 v
15 |COOP Eszzential Functions 1] 1] 0 v
16 |COOP Deployment Planning 2 1 3 v
17 |COOP Alternate Facility 2 1 3 v
18 |Remediation Costs 4 44 g | LI
Record: 14 LR of 18
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Master Database: Import Function

Import Assessments

Select a database from which to import an Assessment. Then click [Import]
Link and Import from: iF:‘i,CI-EIC'n,ﬁ.ssessment_EDEI?—DE—DE'I,I"-"IasterDEI'I.-'3 mde

Show Detatled Results

Find a different Diatabas=

2 | o]
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Master Database: Manage User
Accounts

Administrative Functions Menu

Administrative Functions Menu
Eisk Assessment Database

Empty the Databage!

Delete ath & ssessmetit

Impott &ssessor Database

‘ Ilanage User Accounts \

Claoze |

For Help. Prezs the F1 Key

\&, S ;
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Master Database: Manage User
Accounts

List of Users and the Group to which they belong

Uszer
1D User Name Group
1 Adrniniztrator Adrnins W
2 Agzezzor Adrnins W
3 Editar Full Data Uszers W
4 Reader Read-Only Uszers W

Adminiztrator, Assessor, Editor, and Reader passwords can be

changed
| Add Mew User || | | Cloze |.,E

Record: (14 ][ 4[] 4 [E af 4

%) FEMA
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Master Database: Manage User
Accounts

Add a New User Account

Add a new USER Account

Uzer Hame Group

Eancel‘
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Master Database: Manage User
Accounts

Add a New User Account

Add a new USER Account

Uzer Hame Group

“Hew U zer E

Read-Unly Uzers
Full Data Uzers
‘ Add User ‘ Sdrminz
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Master Database: Manage User

Accounts

List of Users and the Group to which they belong

User Hame Group
Adrmristrator Adminz
Azzessar Adrminz
Ediar Eul Data Users
Mew Uszer Full Drata Users

P eader =PEGEN bl Llzers

Administrator, Azseszor, Editor. and Reader passwords can be
changed.

Add Mew User I Delete User |

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Unit VI-C-128



Summary

Installation, as appropriate, and opening of database

Filing of GIS Portfolio, Miscellaneous, and Photos to link with the
database and importing the database in the two operating modes

Moving about the database software and between the Assessment
Tool and the Master Database operating modes

Setting priorities on identified vulnerabilities and how the software
records this process

Production of standard reports and searching the database for
specific information

How to use administrative functions
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Unit VII
Explosive Blast




Unit Objectives

Explain the basic physics involved during
an explosive blast event, whether by
terrorism or technological accident.

Explain building damage and personnel
Injury resulting from the blast effects upon a

building.

Perform an initial prediction of blast loading
and effects based upon incident pressure.
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Unit VII: Explosive Blast

Units I-VI covered the Risk Assessment
Process

Units VII and VIII explain Explosive Blast,
CBR Agents, and their effects

Units IX and X demonstrate techniques for
site layout and building design to counter
or mitigate manmade threats and similar
technological hazards
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Blast Loading
Factors

Explosive properties

= Type

= Energy output
(TNT equivalency)

= Quantity

=y  Owver Preszure

. Reflected Pressure

== Perimeter ProtecHon
|Feace, Guandls, BEarriers|

FEMA FEMA 427, Figure 2-1: Schematic of Vehicle Weapon Threat

Parameters and Definitions, p. 2-2
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Typical Incident Pressure Waveform

+ Pressure

Atmospheric
Pressure

-

Time of
Arrival

- Pressure v

FEMA 426, Figure 4-1: Typical Pressure-Time History, p. 4-2
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Incident and Reflected Pressure

Blast energy lost at rate of volume increase in X, Y, and Z
directions

Reflected
Pressure

Incident
Pressure

Equivalent pressure occurs at Scaled Distance =
Distance / (Net Explosive Weight, TNT equivalent) 1/3

ou—en
[
4

AR
\gr’”h )
QU% FEM A.
= -~ ol |
o i~
@W

£ 4

ND S
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Reflected Pressure/Angle of Incidence

1257 Peak Incident Pressure
5,000 psi
500 psi
10.0 + 100 psi
0.2 psi
o 75T 0° = Perpendicular to surface |
~ 90° = Parallel to surface
‘:;‘ = Coefficient of reflection
o 504
2591
0 | : I
0 30 60 Q0

Angle of Incidence, Degrees

FEMA 426, Figure 4-2: Reflected Pressure Coefficient vs.
Angle of Incidence, p. 4-3
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Typical Blast Impulse Waveform

+ Pressure

Atmospheric
Pressure

- Pressure

Phase

Peak Incident
Pressure

A

\
\
‘\
\ Impulse Waveform

Time of
Arrival

Negative Pressure Phase /

FEMA 426, Figure 4-3: Typical Impulse Waveform, p. 4-4
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Blast Loading Factors

Location of explosive
relative to structure

= Stand-off distance

= Reflections and
reflection angle

= Ground

* Buildings
» |dentify worst case
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Blast Compared to Natural Hazards

Higher incident pressures and relatively low impulse

= High explosive (C-4)

= |ow-order explosive
(ANFO)

= Aircraft or vehicle crash
combines kinetic energy
(velocity, mass), explosive
loads, and fuel/fire

= 200 mph hurricane generates only 0.8 psi, but with
very large impulse
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Blast Compared to Natural Hazards

Direct airblast causes more
localized damage
= Component breakage
= Penetration and shear
* Building’s other side farther away
» Reflections can increase damage
on any side

Greater mass historically used
for blast protection

= Greater mass usually detrimental
during earthquake due to resonance
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Types of Building Damage
Direct Air Blast

= Component failure
= Additional damage after breaching

Collapse

= |Localized
= Progressive
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Blast Pressure Effects

1. Blast wave breaks windows
Exterior walls blown in
Columns may be daomaged

FEMA 426, Figure 4-4: Blast Pressure Effects on a Structure, p. 4-7
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Blast Pressure Effects

2. Blast wave forces floors
upward

FEMA 426, Figure 4-4: Blast Pressure Effects on a Structure, p. 4-7
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Blast Pressure Effects

3. Blast wave surrounds structure
Downward pressure on roof
Inward pressure on all sides

FEMA 426, Figure 4-4: Blast Pressure Effects on a Structure, p. 4-7
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Causes of Blast Injuries

Overpressure

= Eardrum rupture
= Lung collapse/failure

Blast Wave

= Blunt trauma, lacerations, and
Impalement

R
0@?“ TMF(:’
o, 2
, X F E M A.
= - '
P L)
‘er L\.)%‘
D SE
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Causes of Blast Injuries

Fragmentation
Bomb or vehicle

Street furniture or jersey barriers

Building component failure

» Glass — predominant
= Walls
* Floors
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Murrah Federal Building, Oklahoma City

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VII-C-18



Murrah Federal Building, Oklahoma City

The majority of
deaths were due to
the collapsing
structure
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From Journal of American Medical Association, August 7, 1996
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I\/Iurrah Federal Bundlng Oklahoma City

Building Inspection Area

Legend

L]
jll@@@[ﬂ
@B%ﬂmﬂﬁﬂi
SWs Firy
L L Te

[ ] A.P.Murrah Federal Building

[ Collapsed Structure
I Structural Damage
I Broken Glass/Doors

S
WBE%QDW
i==SSEn

e S |
From FEMA Oklahoma City Bombing Report 9-0300 / FEMA 277,

ZSRARTAZS,
& FEMA
e = st"\)
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_evels of Protection

CONVENTIONAL CONSTRUCTION

Level Potential Potential Door and Potential
of Protection Structural Damage Glazing Hazards Injury

INCIDENT OVERPRESSURE

Severe damage. Progressive | Doors and windows will fall Majority of personnel in

Below AT collapse likely. Space in and | catastrophically and result collapse region suffer

standards around damaged area will be | in lethal hazards. (High fatalities. Potential
unusable. hazard rating) GSA 5 fatalities outside collapsed

area likely.
Very Low Heavily damaged - onset of Glazing will break and likely Majority of personnel in
_ structural collapse. Major Perglﬁ)ltteilaegdi%n;%rkijglljlglglgézing damaged area suffer serious

psi = 3.5 deformation of primary and fragment injuries, but injuries with potential for_
secondary structural fragments will be reduced. fatalities. Personnel outside
members, but progressive Doors may be propelled into  |damaged area will
collapse is unlikely. Collapse | rooms, presenting serious experience minor to
of non-structural elements. hazards. GSA 4 moderate injuries.

Low Moderate damage — Glazing will fracture, Majority of personnel in
Building damage will not be potentially come out of frame, |damaged area suffer minor
psi = 2.3 economically repairable. but at reduced velocity, does |to moderate injuries with
Progressive collapse will not present significant injury potential for a few serious
not occur. Space in and hazard. (Very low hazard injuries, but fatalities
around damaged area will rating) Doors may fail, but unlikely. Personnel outside
be unusable. will rebound out of frames, damaged areas will
presenting minimal hazards. potentially experience minor
GSA 3a to moderate injuries.

FEMA

EMA 426, Adapted from Table 4-1: DoD Minimum Antiterrorism Standards
for New Buildings, p. 4-9, updated with UFC 4-010-01, 22 Jan 2007
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Nominal Range-to-Effect Chart

10,000
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Glass — Minor Cuts
Glass — Severe Wounds

Glass with Fragment Retention
Film - Severe Wounds

Threshold Injuries - Open or Buildings
Potentially Lethal Injuries
Threshold, Concrete Columns Fail

Wall Fragment Injuries or Injuries to
Personnel in Open

FEMA 426, Figure 4-5: Explosive Environments — Blast

Range to Effects, p. 4-11
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Comparison of Stand-off

Murrah Federal Building Khobar Towers
YIELD (=TNT Equiv.) 4,000 Ib. YIELD (=TNT Equiv.)
Reflected PRESSURE 9,600 psi. Reflected PRESSURE
Stand-off 15 feet Stand-off

166 killed

) FEMA

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

20,000 Ib.
800 psi.
80 feet

19 killed
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Vulnerability Radii
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Blast Analysis

s Red Ring — Structural Domage
=== (range Ring — Probable Lethal Injuries
== Yellow Ring — Severe Injuries from Glass

[ Site Buildings
.+ Site Perimeter

FEMA 426, Figure 4-7: Blast Analysis of Building for Typical Large Truck

FEMA Bomb Detonated in Building’s Parking Log, p. 4-12
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Iso-Damage Contours

Stand-off required to
prevent lethal glass
Injury

Stand-off required to
prevent lethal wall
damage

Stand-off required to
prevent collapse

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VII-C-25



Cost Versus Stand-off

More Expensive

Cost to Provide
Force Protection

Less Stand-off Distance Between Threat and Asset Greater

FEMA 426, Figure 4-8: Relationship of Cost to Stand-off Distance,
p. 4-13
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Pressure

VEISUS ... o i
T 'éﬁﬁ"l?
- T Overpre
Distance 1 P!
._E.__. I,SGD_._ / ‘ /
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E I,DDD“ // | 7
E T / ‘ /120
2 f > d :
’ 500 1- /,...,-f-"'" // _,,r/ /|
L | [t e |
Sl ————] TTR—T ___._.‘.---*.'a'.'p
o 100 . 1,000 10,000 ‘ 100,000
Net E:pluiv; Weight (Ibs-TNT) | |

FEMA 426, Figure 4-10: Incident Overpressure Measured in Pounds Per

Sq. Inch, as a Function of Stand-Off Distance and Net Explosive

SERARTA S

&) FEMA Weigt p.4-17
% )
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Blast Damage Estimates

Incident

Pressure (psi)

Typical window glass breakage (1)

0.15-0.22

Minor damage to some buildings (1) 05-11
Panels of sheet metal buckled (1) 1.1-1.8
Failure of unreinforced concrete blocks walls (1) 1.8-2.9
Collapse of wood frame buildings (2) Over 5.0
Serious damage to steel framed buildings (1) 4-7

Severe damage to reinforced concrete structures (1) 6-9

10 -12

Probable total destruction of most buildings (1)

FEMA 426, Table 4-3: Damage Approximations,

p. 4-19

Level of Protection

Incident
Pressure (psi)

High 1.2
Medium 1.9
Low 2.3
Very Low 3.5
Below AT Standards >3.5
Unit VII-C-28
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Manchester Bombing

'.::r. ol
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Summary

Explosive blast physics

Blast damage to buildings

Injury to personnel

Prediction of loading, damage, and injury

» Range-to-effect chart
* |ncident pressure chart
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Unit VII Case Study Activity

Explosives Environment, Stand-off Distance,
and the Effects of Blast
Background

Purpose of activity: check on learning about
explosive blast

Requirements *] Lalf |
_|,+§~“Q$‘g ./ ; ﬁ
Refer to Case Study and FEMA 426 =
. Reference Manual
Answer worksheet questions S o b
& reva
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Unit VIII

Chemical, Biological, and
Radiological ?CBR)
Measures
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Unit Objectives

Explain the five possible protective actions
for a building and its occupants.

Compare filtration system efficacy relative
to the particles present in CBR agents.

Explain the key issues with CBR detection.

ldentify the indications of CBR
contamination.
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Unit VIII: CBR Measures

Units I-VI covered the Risk Assessment
Process

Units VII and VIII explain Explosive Blast,
CBR Agents, and their effects

Units IX and X demonstrate techniques for
site layout and building design to counter or
mitigate manmade threats and similar
technological hazards

S,
“.’" o
[~ =
BN /3 FEMA
) S
{AND 55C
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CBR Measures: An Overview

FEMA 426, Chapter 5 is based on best practices for
safeguarding building occupants from CBR threats. This
module is organized into four sections :

= Protective Actions for Buildings
and Occupants

= Air Filtration and Cleaning
Principles and Technology

= CBR Detection and Current
Technology

= Non-Technology CBR
__Contamination Indications

Ayt
FoERARTA N i
N =
%wg FEM A_ SOURCE: SENSIR TECHNOLOGIES
Q’L\' D t .
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CBR Terrorist Incidents Since 1970

4TH GRADE
L GREENDALE School |
Faankiin Purk NT 08852 F""fl

SENM’M{ DQSCHLE
209 Haat SE"‘rF Orrice
VIiLDiNG

Wag 1y
a1y el ’TIGEV?"; LG 20 5 dwr WP

1972
Typhoid

March 1995 Sarin

1984

Salmonella

June 1994
Sarin

200 Injured

7 Dead,
200 Injured

1984

Botulinum

1985
Cyanide

1992 Cyanide

March 1995 Ricin

April 1995
Sarin

May 1995 || April 1997
Plague U235
|
February 1997
Chlorine Mar_ch 1998
- Cesium-137
14 Injured,
500 Evacuated
1 1
. *
00
June 1996 2001
Uranium Anthrax

Ricin

December 1995

April-June 1995
Cyanide, Phosgene,
Pepper Spray

November 1995
Radioactive Cesium
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What Is the CBR Threat Today?

BIOLOGICAL
NUCLEAR AGENT
WEAPON
IMPROVISED
NUCLEAR
DEVICE o
’,7// RADIOACTIVE /]
’ MATERIAL
POTENTIAL
IMPACT
aw»
CHEMICAL AGENT
OR TOXIC
INDUSTRIAL
CHEMICAL
/SR

o PROBABILITY/LIKELIHOOD ‘
§ )\
%) FEMA
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Why Would Terrorists Use CBR?

= Available and relatively easy to manufacture
= Large amounts not needed in an enclosed space
» Easily spread over large areas

= Potential for mass casualties

= Strong psychological impact

= Overwhelms resources

= Difficult to recognize (contagious or spread by victims)
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CBR Sources

e Laboratory/commercial
 Industrial facilities

* Foreign military sources

= At least 26 countries possess
chemical agents or weapons

= 10 countries are suspected to
possess biological agents or
weapons

* Medical/university research facilities
* Nuclear facilities
 Home production
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Limitations of CBR Materials

 Targeted dissemination is difficult
- Delayed effects can detract from impact /\
o Counterproductive to terrorists’ support e

« Potentially hazardous to the terrorist

* Development and use require time
and expertise
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Chemical Agents:
Characteristics and Behavior

e Generally liquid (when containerized)
e Normally disseminated as aerosol or gas

e Present both a respiratory and skin contact hazard
 May be detectable by the senses (especially smell)

e Influenced by weather conditions

SPART,
4 Qﬁ'/? \MF@ Subway riders injured in Aum Shinrikyo sarin
5‘.”‘ [2) gas attack, Tokyo, March 20, 1995.
Ue\ E M A- prrm———
= ~= £
(=) ~
@W{c I
£ Ny
N4ND S
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Classes of Chemical Agents

Chemical Warfare Agents

Lethal

Industrial Chemicals

Choking Blood

Agents

Agents

Warfare Agents

Blis'ter Ne'rve
Agents Agents

_
I Incapacitating I
and
I Riot Control I
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Industrial Chemicals

Industrial chemicals N 1 Age
previously used as T o
chemical warfare agents

Physical
Appearance

Greenish-yellow vapor/
colorless vapor

Blood Agents
Hydrogen Cyanide/

Cyanogen
Chloride

Colorless vapor

Odor

Bleach/mown hay

Bitter almonds

Signs and
Symptoms

Coughing, choking,
tightness in chest

Gasping for air
Red eyes, lips, skin

Protection

Respiratory

Respiratory

Treatment

Aeration

Aeration, cyanide kit

Four industrial chemicals previously used as chemical warfare agents
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Comparative Toxicity

VX

Sarin

Mustard
Parathion
Hydrogen Cyanide
Phosgene

Chlorine

0 100 200 300 400 500 600
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How Much Sarin Does 1t Take?

Domed Stadium 107 kg (26 gals)
Movie Theater 1.2 kg (5 cups)
Auditorium 52 g (1/4 cup)
Conference Room 33 g (1 shot glass)
(50-100 seating)

LD., amounts for 1 minute
exposure to Sarin aerosol
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Chemical Agents Key Points

 Chemical agents are super toxic

e Relative toxicity: Industrial chemicals <
mustard < nerve

 Normal states are as a liquid or a vapor

 Inhalation hazard is of greatest concern
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Biological Warfare Agents
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Classes of Biological Agents

Bacteria
Viruses

Toxins

FEMA 426 - Appendix C contains a CBR glossary and
characteristics of biological agents

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VIII-C-17



Bacteria

i

Incubation 1to 6 days 2 to 3 days for pneumonic
Period 2 to 10 days for bubonic
Contagious NO YES (pneumonic)

NO (bubonic)
Signs and Chills, fever, nausea, Chills, high fever, headache,
Symptoms swollen lymph nodes spitting up blood, shortness

of breath

Protection Standard Precautions Standard Precautions

and Droplet Precautions

Treatment Antibiotics and vaccines Antibiotics and vaccines
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VIruses

Contagious

YES

Viral Hemorrhagic
Fevers

YES

Signs and
Symptoms

Fever, rigors, vomiting,
headache, pustules

Fever, vomiting, diarrhea,
mottled/blotchy skin

Protection

Standard Precautions +
Droplet + Airborne +
Contact Precautions

Standard Precautions +
Droplet + Airborne +
Contact Precautions

Treatment

Vaccine, supportive

therapy

Vaccines available for
some
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ToxXINS

aurota Cytotoxin
B0 (Ricin)
Onset of 1to 3 days 4-8 hours after ingestion
Symptoms 12-24 hours after inhalation
Contagious NO NO
Signs and Weakness, dizziness, dry | Chills, high fever, headache,
Symptoms mouth and throat, blurred spitting up blood, shortness
vision, paralysis of breath
Protection Standard Precautions Standard Precautions
Treatment Supportive care, Supportive oxygenation

antitoxins, and vaccines

and hydration

Note: There are numerous naturally-occurring toxins.
For our purposes, we will group them into two categories.
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Biological Agents Key Points

Onset of symptoms

Potentially contagious
Signs and symptoms

Protection

=T=1=0

Treatment
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Nuclear/Radiological Materials

Improvised Nuclear Devices n

A\
Nuclear Plants ‘ e
IIIi @
Radiological Dispersal Device U
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lonizing Radiation

Alpha particles
Beta particles
Gamma rays

Neutrons

There are also non-ionizing types of radiation — fluorescent lights, lasers, and microwaves. In

these examples, the radiation can cause burns, but it does not cause molecular change or
ionization
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Common Radiation Exposures

Average annual exposure
Chest x-ray

Flight

Smoking 1.5 packs per day

360 mrem per year Chronic

10 to 30 mrem h

0.5 mrem every hour

16,000 mrem per year

Mild radiation sickness*
Lethal dose*

* single acute exposure

200,000 mrem Acute

450,000 mrem h
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Health Hazards in an Incident

e EXposure to radiation source (external)
e Contamination (possible internal and/or external)

GPHS-RTG

FEMA
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Protection from Radiation Exposure

Time
Distance
Shielding Alpha - - =[-
Beta = = =|= =
Gamma — — —|- - 0
Neutron — — |- — —— - =

paper book lead water
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CBR Detection

Radiological -
Chemical v

. - ,) SOURCE: BAE SYSTEMS
Biological

SOURCE: BRUKER DALTRONICS
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CBR Incident Indicators

Indicator Chemical Biological Radiological

Dead Animals < ¥ 4
Lack of Insect life v

Physical Symptoms < < " 4
Mass Casualties ¥ 4 -/
Unusual Liquids Y

Unexplained Odors " 4

Unusual Metal Debris/Canisters Y Y Y
Heat Emitting or Glowing ¥ 4
Spray Mechanisms Y XV
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CBR Protection Strategies

Protective Actions:

e Evacuation

e Sheltering in Place

* Personal Protective Equipment

e AIr Filtration, Pressurization, and
Ultraviolet Light

e Exhausting and Purging
&) FEMA
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Evacuation

= Determine airborne hazard source -- internal or external
= Determine if evacuation will make things better or worse

= Assembly should be upwind, at least 1,000 feet away,
and three different locations (A, B, C plan)

* |[n most cases, existing plans for fire evacuation apply —
follow through - exercise

Building Inspection Area

Legend

[ A P Murah Federal Builing
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Sheltering In Place

A building can provide substantial protection against
agents released outside if uptake of contaminated air can
be halted or reduced and/or if uptake of fresh/filtered air
can be increased.

The amount of protection varies with:
= How tight the building is
= |evel of exposure (dose x time)
= Purging or period of occupancy

= Natural filtering
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Personal Protective Equipment

SOURCE: BROOKDALE INTERNATIONAL SYSTEMS INC (CANADA)
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http://store3.yimg.com/I/apsonline_1727_241117

Aftermath of Traglc Events -

911 Pictures
Sample Photo
(631) 324-2061 g

Assembly should be to the upwind side of the building at least 1,000 feet

away since any airborne hazard escaping the building during an internal
release will be carried downwind.

P ARH.;FK

&%) FEMA

"\541\'[) si"
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AIr Filtration and Pressurization

* Requires modifications to HVAC and electrical
systems — significant initial and life-cycle costs

 Introduces filtered air at a rate sufficient to produce
an overpressure and create an outward flow through
leaks and cracks

FEMA 426, Figures 5-5 and 5-12: Bag Filter and HEPA Filter; Commercial
Air Filtration Unit, p. 5-12 and 5-22
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Air Filtration and Cleaning

Two Types of Collection Systems:

« Particulate air filtration

* Principles of collection

» Types of particulate filters

= Filter testing and efficiency ratings
e Gas-phase air filtration

= Principles of collection

» Types of gas-phase filters

QQ'?ARTM T
o, 2
\ W A
4"2 L\}&-
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Alr Contaminant Sizes

FUMES DUSTS
SPORES
T_ TOBACCO SMOKE | B | '
| BACTERIA |
. VIRUSES | HUMAN HAR
" POLLEN

MOLECULES

0.01 0.1 1
Particle Size (micrometers)
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VaI'IOUS Fl Iter Types Pleated Panel Filters

HEPA Filters

. e ——
|
-
ot~ F
e o ' e =
4 r #
L =
/ .
v’ 4 .
: f
L: o
2
,

:,-"!. - SOURCE: FLANDERS CORPORATION
FEMA FEMA 426, Figure 5-9: Charcoal Filter Beds (center), p. 5-17
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ASHRAE Standards

ASHRAE 52.2 ASHRAE 52.1
Particle Size A
Particle Size Range Test Range, um | Applications
MERV
3tol0pum | 1to3um | .3tolpum | Arrestance Dust Spot
1 <20% - - <65% <20%
Residential,
2 < 20% : : 65-70% |  <20% fight, poller
> 10 dust mites
3 <20% - - 70 - 75% <20%
4 <20% - - > 75% <20%
5 20 - 35% - - 80 - 85% <20%
6 35 - 50% : : > 90% < 20% ndustrial
3.0-10 Dust, Molds,
8 > 70% - - > 95% 25 - 30%
RO FEMA 426, Table 5-1: Comparison of ASHRAE Standards 52.1 and 52.2,
\gf

&) FEMA e
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ASHRAE Standards

9 > 85% < 50% > 95% 40 - 45%
10 > 85% 50 - 65% > 95% 50 - 55% Industrial,
1.0-3.0 Legionella,
11 > 85% 65 - 80% > 08% 60 - 65% dust
12 > 90% > 80% > 98% 70 - 75%
13 > 90% > 90% <75% > 98% 80 - 90%
14 > 90% > 90% 75 - 85% > 98% 90 - 95% Hospitals,
0.3-1.0 Smoke removal,
15 > 90% > 90% 85 - 95% > 98% ~95% Bacteria
16 > 95% > 95% > 95% > 98% > 95%
17 >99.97%
18 > 99.99% Clean rooms,
<0.3 Surgery,
19 >99.999% Chembio,
Viruses
20 >99.9999%
g%‘““r“.?

6
4’

) FEMA

\‘41\'0 SE >/
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Inside VVersus Outside Releases
QOutside Release

« Keep people inside building
* Reduce indoor/outdoor air exchange — close dampers

e Shut off air handling systems and equipment that moves air
— HVAC, exhausts, combustion, computers, elevators

* Close all windows and doors
e Once the outdoor hazard has dissipated
* Open all doors and windows
= Turn on all fans, including purging systems

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VIII-C-40



Inside VVersus Outside Releases
Inside Release

o Turn off all air handling equipment if no special stand-
alone systems installed
o |f special systems installed, i.e. mailroom

= Place air handling system on full (or 100% outside air) to
pressurize the space around release room

= Turn off all air handling supplying release room

o Consider activating fire sprinklers in release room if
toxic chemicals involved

e Evaluate evacuation routes for contamination
e Evacuate building in accordance with emergency plan
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Exhausting and Purging

Basic Principles:

e Use ventilation and smoke/purge fans to remove airborne
hazards

= Use primarily after an external release plume has
passed

= Selectively use for internal release — may spread
contamination further

* Purging should be carefully applied
= Primarily when agent has spread throughout building
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HVAC System Upgrade Issues

 What is the threat? Toxic Industrial Chemicals,
particulate, gaseous, chemical, biological?

e How clean does the air need to be and what is the
associated cost?

 What is the current system capacity?

o |s there filter bypass and how significant is air infiltration
Into the building envelope?

o Will improved indoor air quality offset upgrade costs?

* |s system maintenance addressed?
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Economic Issues to Consider

Initial Costs
= Filters, housing, blowers

= Factors including flow rate, contaminant
concentration

Operating Costs

= Maintenance, replacement filters, utilities, waste
disposal

Replacement Costs

= Filter life (factors include continued concentration
and particle size distribution, flow rates, etc.)
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AcCCcess to
Outdoor Intakes

VULNERABLE

Air Handling Unit Air Handling Unit Air Handling Unit

FEMA 426, Figure 3-8, Example of Protecting Outdoor Air Intakes, p. 3-36 and

FEMA Figure 3-11, Example of Enclosing Existing Vulnerable Air Intake, p.3-38
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Ultraviolet Germicidal Irradiation

All viruses and almost all bacteria (excluding spores) are
vulnerable to moderate levels of UVGI exposure

UV lamps resemble ordinary fluorescent lamps, but are designed to emit
germicidal UV

FEMA 426, Figure 5-10: UVGI Array with Reflective Surfaces, p. 5-19

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit VIII-C-46



Infiltration and Bypass

Infiltration

* Building envelope
tightness and ventilation
control are critical

Bypass
= Filters should be airtight

= Check gaskets and
seals

= Periodically check
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Things Not to Do

e Outdoor air intakes should not be permanently
sealed.

« HVAC systems (includes filter upgrades) should
not be modified without understanding effects
on building systems or occupants.

 Fire protection and life safety systems should
only be modified after careful analysis and
review.
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Things to Do

e Have a current emergency plan that addresses
CBR concerns

= Exercise plan
= Revise plan based upon lessons learned
« Understand your HVAC building vulnerabilities

e Conduct periodic walk-through of system for
evidence of irregularities or tampering

* Recognize that there are fundamental
differences among various CBR events
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Summary

e CBR threats are real and growing.
 Industrial chemicals are readily available.
« Military chemicals require specialty expertise.

e Most buildings provide a reasonable level of
protection.

* Inside versus outside building release determines
evacuation and other reaction decisions.
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Unit VIII Case Study Activity

Chemical, Biological, and Radiological (CBR) Measures
Background

Purpose of activity: check on learning about the nature of
chemical, biological, and radiological agents

Requirements
 Refer to Case Study and FEMA 426
* Answer worksheet questions
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Unit Objectives

ldentify site planning concerns that can create,
reduce, or eliminate vulnerabillities and
understand the concept of “Layers of Defense.”

Recognize protective issues for suburban site
planning.

Compare the pros and cons of barrier mitigation
measures that increase stand-off or promote the
need for hardening of buildings at risks.

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit IX-C-2



Unit Objectives

Understand the following critical
ISSuUes:

* Need for keeping up with the
growing demand for security
design

» Benefits that can be derived
from appropriate security
design

References

FEMA Building
Vulnerability
Assessment Checklist,
Chapter 1, page 1-46,
FEMA 426

Site and Layout Design
Guidance,Chapter 2,
FEMA 426

FEMA 430, Site and
Urban Design for
Security, Guidance
Against Potential
Terrorist Attack
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Unit Objectives

Understand the following critical
Issues (continued):

= Benefits of adopting a creative
process to face current design
challenges

» Benefits of including aesthetic
elements compatible with
security and architectural
characteristics of building and
surrounding environment

References

FEMA Building
Vulnerability
Assessment Checkilist,
Chapter 1, page 1-46,
FEMA 426

Site and Layout Design
Guidance,Chapter 2,
FEMA 426

FEMA 430, Site and
Urban Design for
Security, Guidance
Against Potential

/G Terrorist Attack
2T
e FEMA
\k‘:é!’ e é‘:j}
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Layers of Defense

Entry Control Point

Perimeter (site property line
or fence)

@ First Layer of Defense |

(2 Second Layer of Defense I

FEMA 452, Figure 2-2: Layers of Defense, p. 2-3
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Layers of Defense

First Layer of Defense (Uncontrolled)
» Personnel Access Control
= Vehicle Access Control & Inspection
= Vehicle Stand-off

Second Layer of Defense (Controlled)
= Personnel Access Control
= Vehicle Access Control
= Vehicle Stand-off

High Security Building
Third, Second, and First Layers of Defense
(Controlled)
= Personnel Access Control
= Vehicle Access Control
= Hardening

) FEMA
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First Layer of Defense

Survey Surroundings / Data
Collection

» 360 degrees - all
directions

* Overhead and underground
utilities and structures

» Use GIS and local authorities §
to understand surroundings .
n Bu||d|ngs Local Imagery - HIC 2 %z;:::mmmm QH mm
= |nfrastructure

Hazardville Information Company —_— - e
= Geographic/topographic
elements

FEMA 426, Figure 2-1: Example of Using GIS to Identify

5) —I FEMA Adjacent Hazards, p. 2-5
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First Layer of Defense

Access Points

= Have commercial vehicle
gates If possible

* Provide traffic calming

= Avoid high speed approaches
= Control angles of approach

= Prevent unauthorized access
* Avoid traffic queuing

* Have equal security capacity
for exit
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First Layer of Defense

Access Points

* Reject vehicles
before final

barrier
_ 15 Checicares
" [nspection area | § (e )
bIaSt effeCtS gril::tm:;cial é:l:;r;s_\ ; . : — ;i::r!ier‘
= Pressure '“ ‘ 5 . '

" Fragments

Vehicle
Inspection

= Reaction time
to activate
barriers

FEMA 426, Figure 2-15: Combined Multi-User Gate, p. 2-37
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Second Layer of Defense

The following considerations can have an
Impact in the layout site design:

» Clustered versus dispersed facilities /
functions

= Orientation

= Siting and view relationships
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Second Layer of Defense

Layout/Site Considerations

Low Risk

o ...
. High Risk

Dispersed facilities

.' FEMA FEMA 426, Figure 2-2: Clustered versus Dispersed Site Layouts, p. 2-8
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Second Layer of Defense

Layout/Site Considerations
Orientation

 Significant impact on making
building visible or hidden to
aggressors

e Enhance surveillance

opportunities of approaches
and parking

e Minimize views into building

e Reduce blast effects

FEMA 426, Figure 2-3: Clustering to Enhance Surveillance Opportunities
While Minimizing Views into Buildings, p. 2-8
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Second Layer of Defense

Layout/Site Considerations

Obstruction Building (Asset)
Screen

Siting and View Relationships

FEMA 426, Figure 2-5: Blocking of Site Lines, p. 2-20
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Second Layer of Defense

Barriers/Bollards/Fencing

Entry Control Point

e ——

Concrete Planters

Install Barriers
Along Perimeter

Exclusive Stand-off

Lone
Fence
vivaku{&}
;@; FEMA FEMA 426, Figure 2-11: Application of Perimeter Barrier Elements, p. 2-28
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First/Second Layer of Defense

Barriers/Bollards/Fencing - Passive

Source: Yodock Wall Company

i

Source: Yodock Wall Company
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First/Second Layer of Defense

Barriers/Bollards/Fencing - Active

- a -
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First/Second Layer of Defense
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First/Second Layer of Defense

Barriers, Bollards, and Fencing

Department of State periodically issues list of manufacturers and
model numbers certified in meeting prescribed testing criteria

(March 2003)

Vehicle Weight

Vehicle Speed

Distance Past

Rating (Ibs.) (mph) Barrier (ft)
K4 15,000 30 <=3.3
K8 15,000 40 <=33
K12 15,000 50 <=33

Check site utilities, water runoff, and other subterranean
conditions when installing bollards and barriers
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First/Second Layer of Defense

Barriers, Bollards, and Fencing [

e Fixed bollards

 Retractable bollards

 Planters
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First/Second Layer of Defense

Barriers, Bollards, and Fencing

Retractable

! L
T
| yrm—
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First/Second Layer of Defense

Barriers, Bollards, and Fencing

Planters
 |f well designed, planters can be an element of beautification

* Ensure barriers are properly anchored to stop vehicles and
configured to reduce fragmentation
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First/Second Layer of Defense -

Barriers, Bollards, and Fencing

Avoid designing barriers
that impair access by first
responders:

* |ntersection with
driveways and gates

» Crossing of pedestrian
paths and
handicapped ramps

* Fire hydrants
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First/Second Layer of Defense

Barriers, Bollards, and Fencing

Long expanses of bollards should
be carefully designed and sited
to avoid monotony

_| Bollard spacing should
' ensure no vehicles can
get through
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First/Second Layer of Defense

Barriers, Bollards, and Fencing |_ .7
FenCIng g .. o

* Delineates layer of defense
 Demarcates stand-off required
e Provides access control

o Augments existing security

e Channels vehicle/pedestrian
traffic

 Enhances electronic security
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First/Second Layer of Defense

Gatehouses/Screening

Access control with
human intervention

 Hardened as
determined by threat [ RE Vo

e Protection from
elements

e Located to minimize
gueuing
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First/Second Layer of Defense

Sidewalks and Curbs

griqp j__ gﬁﬁ{l\ ,
= Creating stand-off in lieu of L
hardening is usually less 7R
expensive

= High curbs can keep vehicles
from departing roadway

= Do not remove curbside
parking unless additional
stand-off absolutely required
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First/Second Layer of Defense

Sidewalks and Curbs

An alternate to visible
barriers/bollards/fencing is
collapsible sidewalks using
low-strength concrete

A vehicle can be immobilized by the collapsible
material of the Tiger Trap™ system.
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First/Second Layer of Defense

Street Furniture

Streetscape can be used to
Increase security. Hardened
elements that become security
elements

= Parking meters

Streetlights

Benches

Planters

Trash receptacles

NCPC Streetscape Catalogue
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First/Second Layer of Defense

Street Furniture

Place streetscape security
components at least 24
Inches from edge of curb

= Allow for opening car o Wi w

g B IR -\_t\
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= Allow for pedestrian
movement from car to
sidewalk

Unit IX-C-30
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Second Layer of Defense

= Buildings with
front yards

» Buildings with
plazas
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Second Layer of Defense

Building Yard
_ I = Generally small

= Usually provided for
governmental & institutional
buildings

Narrow yard incorporating low
stone wall and metal fence

fos 7\
| ) I EMI \.
= e o
“\%W&
N 4
£
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Small yard with wide pavement that
provide some useful stand-off



Second Layer of Defense

Building Yard

I

3 =
— —, =
- «,#‘- - —
= -

Low planting makes a High stepped yard on sloping
moderate barrier site make a strong barrier

¥ FEMA
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Second Layer of Defense

Building Yard

Monumental yards make
excellent barriers and
elements of beautification
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Second Layer of Defense

Plaza
= An expanded building yard

= Moved out from the
controlled building access

= A developer provided
public space

= A well designed plaza can
provide visual interest at
same time providing good
stand-off

) FEMA
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Second Layer of Defense

Roadways

e Minimize
Interruption or
closure of street

e Ensure minimal
conflict between
pedestrian and
traffic flow
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Second Layer of Defense
Parking

= Restrict parking from
the interior of a group
of buildings and away
from restricted area

= |_ocate parking within
view of occupied
buildings

= |f possible, design the
parking lot with one- —
way circulation

Adapted from FEMA 452, Figure 2-4: Layers of Defense, p. 2-5
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Second Layer of Defens

Parking
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Second Layer of Defense

Parking

Oﬁ"m RT, T
o, 2
5 2
Y
¢y
0 S
23 =1

Restrict parking and access between buildings
Consider one-way circulation in parking lots
Locate parking within view of occupied buildings
Restrict parking underneath buildings

Well-lit, with security presence, emergency
communications, and/or CCTV

Apply progressive collapse hardening to columns
when parking garage is in the building
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Second Layer of Defense
Parking - Loading Docks

= Avoid trucks parking into or
underneath of the buildings

= Keep dumpsters away from
buildings

= Separate loading docks from
building critical functions

= Design to prevent progressive
collapse
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Second Layer of Defense

Parking - Loading Docks

* Ensure separation from critical
systems, functions, and utility
service entrances

* Provide sufficient area for
screening vehicles and
packages
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Second Layer of Defense

Signage

Unless required, do not identify sensitive areas
Minimize signs identifying critical utilities

Warnings signs limiting access to control areas should be
posted at all entrances

Signpost may be hardened and included as part of the
perimeter barrier

The lighting of signage should enhance nighttime safety

Warning signs should be posted in languages commonly
spoken
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First/Second Layer of Defense

Security Lighting
High-mast lighting at entry control points

Continuous lighting

= Glare projection
= Controlled lighting (avoid glare)
» Closed circuit television (CCTV) o

Standby lighting
Movable lighting

Emergency lighting
e T
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First Layer of Defense
Sensors / CCTV

* When stand-off and hardening are not
possible, security must rely upon sensors and
CCTV

» Look for suspicious vehicles and people,

especially those that seem to be profiling your
building

= Monitor access to utilities serving the building

= Currently high tech monitoring systems need
to be selected and placed by experts

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit IX-C-44


http://www.pelco.com/products/images/22478.jpg
http://www.surveillance-video.com/bulrescolcam.html

Second Layer of Defense
Site Utilities
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Second Layer of Defense
Site Utilities

= Concealed versus exposed

Underground versus overhead

Protect/secure versus accessible

Surveillance if possible
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Best Practices

Eliminate potential hiding places near

facility, provide an unobstructed view

Vv Locate facility
around facility

away from
natural or man-
made vantage
points

Eliminate parking o
beneath facilities al

Locate trash bins
as far from facility
as possible

\

Minimize exterior
signage or other
indications of asset

Secure access

locations to power/heat
plants, gas
mains, water
Locate parking to obtain / \ supplies, and
stand-off from facility electrical
llluminate building exteriors or Minimize Eliminate lines of service
sites where exposed assets are vehicle approach perpendicular
located access to the building
points
FEMA Figure 2-16, Summary of Site Mitigation Measures, p. 2-53
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Unit IX Case Study Activity

Site and Layout Design Guidance

Background

FEMA 426, Building Vulnerability Assessment Checklist:
screening tool for preliminary design vulnerability
assessment

Requirements: Vulnerability Rating Approach
Assign sections of the checklist to qualified group members

Refer to Case Study and answer worksheet guestions

Review results to identify site and layout vulnerabilities and
possible mitigation measures
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BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

Unit X
Building Design Guidance




Unit Objectives

Explain architectural
considerations to mitigate
Impacts from blast effects and
transmission of chemical,
biological, and radiological
agents from exterior and interior
iIncidents.

ldentify key elements of
building structural and non-
structural systems for mitigation
of blast effects.

/SUARTAN
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References

FEMA Building

Vulnerability Assessment
Checklist, Chapter 1,
page 1-46, FEMA 426

Building Design

Guidance, Chapter 3,

FEMA 426

FEMA 430, Site and

Urban Design for

Security, Guidance

Against Potential
Terrorist Attack
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Unit Objectives (cont.)

Compare and contrast the benefit of building
envelope, mechanical system, electrical
system, fire protection system, and
communication system mitigation measures,
iIncluding synergies and conflicts.

Apply these concepts to an existing building
or building conceptual design and identify
mitigation measures needed to reduce
vulnerabillities.
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Layers of Defense

Entry Control Point

Perimeter (site property line
or fence)

@ First Layer of Defense |

(2 Second Layer of Defense I

FEMA 452, Figure 2-2: Layers of Defense, p. 2-3

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit X-C-4



Third Layer of Defense

Stand-off Distance — primary impact on design and
construction of building envelope and structure
against design basis threat (explosives)

To protect against unauthorized vehicles
approaching target buildings

Asset
s‘u nd-nﬂ Glass - Minor Cuts
I = Glass - Severe Wound
£ e s L T | e ¢ I TPLT UL RIS Glass with Fragment Retention
= Film - Severe Wound
TI'IWI“ -E — Threshold Injuries - Open or Buildings
=
- ==t==s= Potentially Lethal Injuries
E Threshold, Concrete Columns Fail
g I Vol Fragment Injuries or Injuries fo
100 Personnel in Gpen

[

10 100 1,000 10,000 100,000

FEMA 426, Figure 2-8: Concept of stand-off distance, p. 2-22 (left)

FEMA 426, Figure 4-5: Explosive blast range to effects, p. 4-11 (right)
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Third Layer of Defense

Stand-off
Versus <4
Given =&}
Hardening

possible collapse

* Yellow — Very unrepairable
structural damage

e Green — Moderate repairable Detonation at

structural damage 400 feet
o *-.:";'
° FEMA 426, Figure 4-9: Stand-off distance versus blast impact
FEMA — Khobar Towers, p. 4-15
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Third Layer of Defense

T

Hardening

Less stand-off requires

= More mass

= More steel

= Thicker and
stronger glass

= Better door and
window frame
connection to
building/wall
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Third Layer of Defense
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Third Layer of Defense

When hardening a building, the following should be
considered:

* Progressive collapse

= Appropriate security systems

= Hardening the building envelope

= Appropriate HVAC systems to mitigate CBR
= Hardening the remaining structure

= Hardening and location of utilities
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Architecture — Building Configuration

Tall, Small Footprint
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Architecture — Building Configuration

Rectangular versus
HU”’ HL” Or “EH

Avold re-entrant corners

Re-entrant Corners

Flush face versus eaves Reiieg Ketockt
and overhangs

Re-entrant Corners in a Floor Plan

% f:{‘“
2
— — Shapes That
e Accentuate Blast
Plan FELL AT
Elevation

FEMA 426, Figure 3-2: Re-entrant corners in a floor plan, p. 3-6
FEMA 427, Figure 6-3: Effects of building shape vs. air blast, p. 6-9
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Architecture — Building Configuration
Hardening — Story height vs Stand-off

-

= Hardening of first three floors is
critical as these take brunt of blast

= At third through sixth floor, hardening
can be reduced due to reflection
angle

= Above the sixth floor, conventional
construction may be sufficient
depending upon design threat and
reflections off adjacent buildings
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Architecture — Building Configuration

Ground floor elevation 4 feet above grade

Orient glazing perpendicular to principal threat direction

Avoid exposed structural S
elements Eﬂiﬂiﬁ’,%ﬁ?&?:?&i‘:ﬁ::"“;’“’ ©
Pitched roofs and pitched
window sills
Building Interior L.
Primary Building Facade
(Street Side)

FEMA 426, Figure 3-1: Glazed areas perpendicularly oriented away

from streets, p. 3-5
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Architecture — Space Design

LANTeleCom
Mech Room

Telaphone Switch - MPO® UPs Data Center

Stairs - TedeCom
Emeargency Response Canter

LANTelaCom

mi—l_lt a : Mech Room - Emergency Responss

I o o
< MachiUtilities
‘ I oo sioe

L-'I Mech Room TaleCom/Data

LAN/Teke Com—="]

Mech Room=—|

S 1 B0 The loading dock and warehouse
LANTahsCom—="% = L . . .
e provide single point of entry to the
L Chillad Water interior.

Ti} 164 T 1 \uammmm The mailroom is located within the

munamc@m-/ k interior and not on exterior wall or
separate HVAC system.
Mech Room

Elevaiors i Room ot

The telecom switch and computer
data center are adjacent to the
warehouse.

The trash dumpster and
emergency generator are located
adjacent to the loading dock.

FEMA FEMA 426, Figure 1-10: Non-redundant critical functions collocated

$ near loading dock, p. 1-41
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Architecture — Space Design

Place unsecured or high risk
areas outside building
footprint

Street
Do not mix high risk and low »/ 77777777 —
risk tenants in same building

ORIGINAL LAYOUT

Locate critical assets into
Interior of building

Loading Dock

Lobby / Retail

Separate areas of high visitor
activity (unsecured) from 7Y
critical assets Garage

FEMA 427, Figure 6-4: Improving layout of adjacent unsecured and
secured areas, p. 6-10

Yorrrrr

Garage

IMPROVED LAYOUT
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Structural Systems
Progressive Collapse Design

GSA Progressive Collapse Analysis and Design Guidance
for New Federal Office Buildings and Major Modernization
Projects

DoD Unified Facilities Criteria - Minimum Antiterrorism
Standards for Buildings
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Structural Systems

Progressive Collapse Concept

Loss of column Loss of column
Loss of column \
O O O O
O O O O

Loss of interior column only if D/'D O

uncontrolled access occurs _—
below. O O O

(Hardening may be an
acceptable alternative)

ACOARTY,
oe—t&y

%) FEMA

BUILDING PLAN
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Structural Systems -- Loads and Stresses

Murrah Federal
Building,
Oklahoma City

Ronan Point,
London

Khobar Towers,
Dhahran

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit X-C-18



Structural Systems — Best Practices

Consider incorporating active or passive internal
damping into structural system (sway reduction in
high-rise)

Use symmetric reinforcement, recognizing
components might act in directions opposite to
original or standard design — flooring especially

Column spacing should be minimized (<=30 feet)
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Structural Systems — Best Practices (cont.)

Stagger lap splices and other discontinuities and
ensure full development of reinforcement capacity or
replace with more flexible connections — floors to
columns especially

Protect primary load carrying members with
architectural features that provide 6 inches minimum
of stand-off

Use ductile detailing requirements for seismic
design when possible

v
QH”’)-
“.’" o
[~ =
B\ /3 FEMA
‘fr& &
d"‘11'\.'[;;5'?—{"
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Building Envelope

During actual blast or CBR event, building envelope
provides some level of protection for people inside:

= Walls
= Windows
= Doors
= Roofs

Soil can be highly effective in reducing damage during an
explosive event

Minimize “ornamentation” that may become flying debris
In an explosion.
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Building Envelope — Best Wall Practices

Use symmetric reinforcement, recognizing that
components might act in directions opposite to
original or standard design

= | obbies and mailrooms

Use wire mesh in plaster — reduces spalling /
fragmentation

Floor to floor heights should be minimized (<=16
feet)
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Building Envelope — Best Wall Practices
(cont.)

Connect facade from floor slab to floor slab to avoid
attachments to columns (one-way wall elements)

= | Imits forces transferred to vertical structural
elements

No unreinforced CMU — use fully grouted and
reinforced construction
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Building Envelope — Windows
Balanced Window Design

Glass strength

Glass connection to window frame (bite)
Frame strength

Frame anchoring to building

Frame and building interaction
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Building Envelope — Windows

Glass (weakest to strongest)
= Annealed (shards)

= Heat Strengthened (shards) S s
* Fully Thermally Tempered Ry F’; i
(pellets) rei ) +
: i .. U e 't"*..-ﬂ
= Laminated (large pieces) Loy g
- POlycarbonate 0 30 Ugehipels B0 .‘:'T' 00 2 I‘ i
(bullet-resistant) - Wi il

e E . I L)

“Balanced
Design”
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Building Envelope — Windows

GSA Glazing Performance Conditions

Window

Explosion

“<33ft |

<10 |
FEMA 426, Figure 3-4: Side view of a test structure illustrating

-y 2 '_ FEMA performance conditions of Table 3-2, p. 3-22
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Building Envelope - Window Frames

Goal: transfer load from glass to frame and retain glass in

frame
Wet Glaze (silicon)

Bite: Y2 iInch minimum

Bite

Structural sealant:
Y4 inch bead or wet glaze

—

Frame \

“Balanced Design” /
Sealant Glazing Tape
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Building Envelope - Window Frames

Goal: transfer load to building structure

Balanced strength:
glass, frame,

and connection

of frame to wall

“Balanced Design

Glazing Tape
Removable
Stop

Sealant ‘ ‘ Glazing

Fastener -_

Frame

Anchor Bolt

- Edge Clearance Subifamsg

- Bite-edge Engagement
- Face Clearance
- Glazing Thickness

ooOow>»
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Building Envelope - Fragment Retention Film

FRF ~—
Sealant

116 inch —— ] Glazing
Tape

Frame

14" Glass

Silicen Seal | Frogment Retention
Window Film

WALL
“Daylight Application”

“Wet Glazing” (edge to edge)
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Building Envelope — Best Window Practices

No windows adjacent to doors

Minimize number and size of windows - watch
building code requirements

Laminated glass for high-occupancy buildings

Stationary, non-operating windows, but operable
window may be needed by building code

Steel versus aluminum window framing
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Building Envelope — Doors

Balanced strength
= Door

= Frame
= Anchorage to building

Hollow steel doors or steel-clad doors
Steel door frames

Blast-resistant doors available
= Generally heavy
= Generally expensive
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Building Envelope — Roofs

Preferred — poured in place reinforced concrete

Lower protection — steel framing with concrete and metal

deck slab

Sloped sacrificial
roof over
protected

roof/ceiling

Sandbags or dirt
layer

Restrict access to
roof

| / Sacrificial Roof
TSIund-off Distance

Protected Ceiling

Building Interior

FEMA 426, Figure 3-7: Sacrificial roof, p. 3-33
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Utility Systems
Building Service
= Electric — commercial and backup
= Domestic water
* Fire protection water
* Fuel — coal, oll, natural gas, or other
= Steam heat with or without condensate return
= Hot water heat
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Utility Systems
Building Service (cont)
= Sewer — piping and sewage lift stations
= Storm drainage
* Information
= Communications
= Fire alarm
= Security systems and alarms
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Utility Systems
Entrances
= Proximity to each other

= Aboveground or underground
= Accessible or secure

Delivery capacity
= Separate
= Aggregate
Storage capacity

= QOutage duration
= Planned or historical
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Mechanical & Electrlcal Systems

Functional layout — physical
separation or hardening

Structural layout — systems
Installation

Do not mount utility
equipment or fixtures on
exterior walls or mailrooms

Avoid hanging utility
equipment and fixtures from
roof slab or ceiling
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Mechanical & Electrical Systems

Distribution within building
= Looped or multiple radial versus single radial
» Pipe chases — horizontal and vertical — cross
impacts
Normal and emergency equipment locations

= Generators versus commercial switchboard or
transfer switch

= Electric fire pumps versus diesel fire pumps
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Mechanical & Electrical Systems

Restrict access - locks / alarms / survelillance
= Utility floors / levels

= Rooms

» Closets

= Roofs

= Security locks/interlocks comply with building code
= Building information

= Also consider for other systems
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Mechanical & Electrical Systems

Building lighting and CCTV compatibllity
= [ntensity
= Resolution
= Angle
= Color
Exit lighting — consider floor level, like airplanes

Emergency lighting — battery packs have their
place
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Mechanical & Electrical Systems
Ventilation and Filtration — HVAC Control Options

= Building specific
= System shutdown — configuration and access
* HVAC fans and dampers
" Include 24/7 exhausts, I.e. restrooms
= Zone pressurization
* Doors and elevator use
» Shelter-in-place
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Mechanical & Electrical Systems

Ventilation and Filtration — HVAC Control Options

» Specialized exhaust for some areas — I.e., lobbies
and mailrooms

= Air purge (e.g., 100 percent outside air if internal
release)

= CBR filters to trap and prevent spread elsewhere

» Pressurized egress routes (may already exist)
= Filtered air supply or shutdown if release external
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Plumbing and Gas Systems

Same considerations as electrical and mechanical
systems
Added concern is fuel distribution
= Heating sources / open flames / fuel load

Interaction with other systems during an incident

» Fuel versus alarms / electric / fire protection
water / structure

= \Water versus electronic / electric
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Fire Alarm Systems

Considerations similar to information and communications
systems, but tighter building codes

= Centralized or localized

* Fire alarm panel access for responding fire fighters or
fire control center

* |nteraction with other building systems
= Telephone / IT
* Energy management
= HVAC controls

= Off-premises reporting and when
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Communications - Information
Technology Systems

Looped versus radial distribution
Redundancy
» Landline, security, fire watch
= Copper
= Fiber optics
= Cell phones (voice, walkie-

talkie, text) Mass notification

= Handheld radios / repeaters = Loud speakers

» Radio telemetry / microwave = Telephone hands-off
links Speaker

= Satellite = Computer pop-up

= Pager
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Communications - Information
Technology Systems (cont. )

Empty conduits
= Future growth
= Speed repair
Battery and backup power for IT

= Hubs, switches, servers,
switchboards, MW links, etc.

= VOIP, building ops, alarms,

etc. Secure dedicated lines
Fire stopping in conduits between  between critical security
floors functions

Backup control center
with same capability as
primary
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Equipment Operations and Maintenance

Preventive Maintenance and Procedures
* Drawings indicating locations and capacities are current?

= Maintenance critical to keep systems operational

= Critical systems air balanced and pressurization monitored
regularly?

» Periodic recommissioning of major systems?

» Reqgularly test strategic equipment

= Sensors, backup equipment and lighting, alarms, and
procedures tested regularly to ensure operation when needed?

= Backup systems periodically tested under worst case loadings?
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Equipment Operations and Maintenance

Maintenance Staff Training
= System upgrades will require new training

= Specific instructions for CBR event (internal vs external
release)

= Systems accessible for adjustment, maintenance, and
testing
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Security Systems

Electronic Security Systems

Purpose is to improve the reliability and effectiveness of life
safety systems, security systems, and building functions.

= Detection
= Access control
= Duress alarms

= Primary and backup control
centers — same procedures
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Security Systems
Emergency Plans

All buildings should have current plans
* Building evacuation with signage & emergency lighting
= Accountability — rally points, call-in
* |ncorporate CBR scenarios into plans
= General occupant actions
* Response staff actions — HVAC and control centers

Exercise the plans to ensure they work
= Coordinate with local emergency response personnel
_= Test all aspects
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Practical Applications

What can be done with a reasonable level of effort?
End of Chapter 3, FEMA 426 listing of mitigation
measures

= |_ess protection, less cost, with less effort
= Greater protection, greater cost, at greater effort
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Desired Building Protection Level

Component design based on:

Design Basis Threat

Threat Independent approach

Level of Protection sought

Leverage natural hazards design/retrofit

Incorporate security design as part of normal capital or
O&M program

Use existing tools/techniques, but augment with new
standards/guidelines/codes
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Summary
Building Design Guidance and Mitigation Options

Using the FEMA 426 Checklist will help identify
vulnerabillities and provide recommended mitigation

options.
There are many methods to mitigate each vulnerability.

Relatively low cost mitigations significantly reduce risk.
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Unit X Case Study Activity

Building Design Guidance and Mitigation Measures
Background
Emphasis:

* Providing a balanced building envelope that is a defensive layer
against the terrorist tactic of interest

= Avoiding situations where one incident affects more than one
building system

FEMA 426, Building Vulnerability Assessment Checklist

Requirements
Assign sections of the checklist to qualified group members

Refer to Case Study, and answer worksheet questions

Review results to identify vulnerabilities and possible
mitigation measures
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Unit XI

Electronic Security
Systems
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Unit Objectives

Explain the basis concepts of electronic security system
components, their capabilities, and their interaction with
other systems.

Describe the electronic security system concepts and
practices that warrant special attention to enhance public

safety.

Use the Building Vulnerability Assessment Checklist to
identify electronic security system requirements that can
mitigate vulnerabilities.

Justify selection of electronic security systems to mitigate
vulnerabillities.
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Electronic Security System (ESS)
Concepts

e Basic concepts of site security systems
e Use of ESS
 General ESS Description

 ESS Design Considerations
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Perimeter Zone

Entry Control Point

Perimeter (site property line
or fence)

(@ First Layer of Defense

(2 Second Layer of Defense

FEMA 452, Figure 2-2: Layers of Defense, p. 2-3

FEMA

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit XI-C-4



Perimeter Zone

Zone 1

Zone 11

one 5

Zone 10

Zone 6

Zone9  Zone8 Zone 7
Adapted from FEMA 426, Figure 2-2: Dispersed Facilities, p. 2-8
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Intrusion Detection Systems

Old Generation | New Generation

CCTV

Drowewouse g
Q
Motion ‘
Sensors

Source: Protech Source: Protech
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Boundary Penetration Sensors

1.
2.
3.

Structural Vibration Sensors

Glass Break (GB) - both acoustical and contact mount

V" _/
A
|

Balanced Magnetic
Switches (BMS) -
doors, windows,
and hatches

Passive Ultrasonic Sensors

Grid Wire Sensors

/ -'\“-
;‘!.2!?% A Adapted from DARPA Perimeter Security Sensor Technologies Handbook,
T FEM July 1998, p. 1-13
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Volumetric Motion Sensors

Designed to detect intruder motion within the interior of
the protected volume

= Microwave Motion Sensors

= Passive Infrared (PIR) Motion Sensors
= Dual Technology Sensors

= Video Motion Sensors

= Point Sensors

= Capacitance Sensors

= Pressure Mats

= Pressure Switches
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Exterior Intrusion Detection

Strain Sensitive Cable

Fiber Optic Cable, Bistatic/Monostatic Microwave, Active
Infrared, and Ported Coax

Dual Technology
(Pl R/MW) Explosion Proof

Video Motion

Source: Protech First Layer of Defense
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Fence Sensors

Strain sensitive cables —

i
P T

Taut wire sensors

) R
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Fiber optic sensors

Termination of
sensor cable

Sensor cable
security center

Capacitance proximity sensors
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Tension wires

]
\
\

Sensor post

First Layer of Defense

To site security center

Army TM 5-853-4, Electronic Security Systems, pgs. 5-3 and 5-4
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Buried Line Sensors

Detection ZON 3 to 4 feet
vy

—

( :H—Ported cable —p( :) o 12+|nches

3to10 feetAJ

- 5 to 13 feet -

First Layer of Defense

2 FEMA Army TM 5-853-4, Electronic Security Systems, p. 5-6

L
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Microwave Sensors

L] - —_ L]

—_
———— o ——

First Layer of Defense
Army TM 5-853-4, Electronic Security Systems, pgs. 5-15 and 5-7
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Infrared Sensors

Active

Passive

First or Second Layer of Defense
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Video Motion Sensors

o New
Old Generation ,‘{{,{f Generation

I

| ﬁ

EXIP

l:SBC Color Exit Sign Camera

First or Second Layer of Defense

&) FEMA
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Electronic Entry

Control

Coded Devices
Credential Devices
Biometric Devices

Inspection Devices

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T

First or Second
Layer of Defense
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Coded Devices

Electronic Keypad Devices

Computer Controlled Keypad
Devices

EALLAALD

First, Second, or Third
Layer of Defense
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Credential Devices
 Magnetic Stripe Card

* Wiegand-effect Card

e Proximity Card

« Smart Card - First, Second, or Third
Layer of Defense

 Bar Code ’ TR

* “I” Button f L

/ .

(e

e Radio Frequency ID
(RFID)

) FEMA

Mg
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Biometric Devices

Fingerprints

Hand Geometry

Retinal Patterns

Facial Patterns

Source: A4Vision

First, Second, or Third Layer of Defense
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Closed Circuilt Television

Source: Protech Protection Technologies, Inc.
o, IR T T A e,

Interior CCTV

Alarm assessment, card reader door
assessment, emergency exit door
assessment, and surveillance of
lobbies, corridors, and open areas

Exterior CCTV

Alarm assessment, individual zones
and portal assessment, specific
paths and areas, exclusion areas,

and surveillance of waterside
activities
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Security Operations Center

Enhancements to Overcome Operator/System Limitations

 Workspace / Hardening

« Alarm Recognition / Alerts

« CCTV Image Alarm - Motion
Detection

« Smart CCTV Auto Pan/Tilt/Zoom
on Tripped Sensor Location

* Forwarding Alarms to Pagers,
PDAs, Radios

« Data Recording - DVR
* Line Supervision / Backup Feeds

& FEMA
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Summary

Use the Building Vulnerability Assessment Checklist to
identify electronic security system requirements.

Public safety is enhanced by electronic security systems
(deter, detect, deny, devalue).

Electronic security systems components and capabilities
Interact with other systems (LAN, doors, windows,
lighting, etc.).

Electronic security systems can be used to mitigate
vulnerabillities.
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Unit XI Case Study Activity

Electronic Security Systems

Background

Emphasis: Various components and technology available
for use in electronic security systems

FEMA 426, Building Vulnerability
Assessment Checklist

Assess Electronic Security Systems in R Mg S
Reference Manual

Case Study for vulnerabilities and ot i i e B
recommended mitigation measures N

8 riva
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Unit XII
Case Study
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Unit Objectives

Explain building security design issues to a building
owner for consideration prior to a renovation or new

construction.

Explain the identification process to arrive at the high risk
asset-threat/hazard pairs of interest.

Justify the recommended mitigation measures,
explaining the benefits in reducing the risk for the high
risk situations of interest.
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Cooperville Information / Business Center

Company
* Functions
= |nfrastructure Ead
Threats/Hazards B
= Design Basis Threat {S4is
» Levels of Protection gt
Vulnerabilities e
= |mpact |
= Mitigation is p——
Report

Cooperville Information / Business Center (CI/BC)

¥ FEMA
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Cooperville Information / Business Center

IT services and support and
temporary office facilities

= 75+ employees

Two-story building in small
corporate office park

Located in suburban area of major
metropolitan city

“Neighbors” include:
= Offices
» [Industry

) FEMA 426, Figure 2-1: Example of Using GIS to ldentify
I FEMA Adjacent Hazards, p. 2-5
: BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit XI1-C-4
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Local Imagery

FEMA 426, Figure 2-1: Example of Using GIS to ldentify

Adjacent Hazards, p. 2-5
BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit XI11-C-6



Site Imagery
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HazMat Sites
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Emergency Response

[ 1
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Functional Layout

Building Plan by Function @
Coopenville Info / Bus Center '
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| Potential Blast Effects

Red Ring (20 ft) — Structural Damage
Orange Ring (100 ft) — Probable Lethal Injuries
Yellow Ring (150 ft) — Severe Injuries from Glass |

Potential Blast Effects - Nominal Car Bomb B [ Jomepomy
Cooperville Info / Bus Center

— s Enirg Post
=0 75

— —
o 1125 225

P Al s
N2 A0
&7 FEMA
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Truck Bomb Blast Effects - Highway

Polenbal Blos! Eflects

Red Ring (100 8) - Siructural Collapas
; Orange Ring [200 1) - Profabe Ledhal injunes

Potential Blast Effects - Nominal Truck Bomb gm_ | ﬁ__ —
cm“h Enh! Bl.ﬁcﬂﬂtﬂf '$'I 9 = 530 . fm- . 1#

2 FEMA
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Truck Bomb Blast Effects — Loading Dock

Polential Bist Efiocts

Hiedl Fing (35 1) - SPuCiurel Coiapas
Cimnge Ring (190 8} - Probable Lethal Injuties
Yeliow Ring (350 f) - Severs Injuries from Glass
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Building Data

Infrastructure
Structural
= 2 Story Steel Frame with brick facade
= Annealed glass

Mechanical =
= HVAC

" GaS - i H
= Fire Suppression

Electrical
= Primary
= Back-up

IT
= Data Center
= Telecom

Physical Security

FEMA
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Mechanical Systems
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Mechanical Systems
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Systems

Mechanical

Unit XI11-C-17
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Electrical Systems

From Hazardville ¢ Backu
Electric Company Transformer Dieser
#1 Generator

From Hazardville
Electric Company

UPS
| | | | | Transformer
#2

Mormally Open
Bus Tie Breaker

Computer
Center Bus Support Bus

Chiller Chiller Fans Water Lights Misc,

Communications Computer Floor ~ Lighting  Classified
Center #1 & #2 Equipment & Equipment #1 #2 Heater
Breakers #1, #2 #3 Alarms And Chiller #3
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Mechanical and Electrical Room
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Physical Security
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Emergency Response

L\?‘a- |

Source: Mine ety ppliances Company

FEMA
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Threats/Hazards

Threats include:
Terrorism

= No direct threat to CI/BC

= Government, military, industry
In the area

Intelligence Collection
Crime

= High threat in metro area,
lower in suburbs
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Threats/Hazards

Threats (continued):

HazMat -- nearby facilities
* Fuel farm and pipeline
= Interstate highway
» Rail line
Natural Hazards
= Hurricanes — Infrequent
= Tornadoes — Almost every Spring

» Earthquakes — Low intensity and
low probability

= Flooding — Not in 100 Yr Flood Plain
= Lightning - Frequent
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Computerized Elevation Looking Northwest
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Computerized Elevation Looking Northeast

FEMA
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Design Basis Threat

Explosive Blast: Car Bomb 250 Ib TNT equivalent. Truck
Bomb 5,000 Ib TNT equivalent (Murrah Federal Building class
weapon)

Chemical: Large quantity gasoline spill and toxic plume from the
adjacent tank farm, small quantity (tanker truck and rail car size)
spills of HazMat materials (chlorine)

Biological: Anthrax delivered by mail or in packages, smallpox
distributed by spray mechanism mounted on truck or aircraft in
metropolitan area

Radiological: Small “dirty” bomb detonation within the 10-mile
radius of the CI/BC building

v
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_evels of Protection

DHS Interagency Security Committee Criteria

Level Il Building — between 11-150 employees; 2,500 to
80,000 sq ft

= Perimeter Security

= Entry Security

= |nterior Security

= Administrative Procedures
Blast/Setback Standards
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_evels of Protection

DoD Antiterrorism Standards

Level Potential Potential Door and Potential
of Protection Structural Damage Glazing Hazards Injury

Low

FEMA

Moderate damage —
Building damage will
not be economically
repairable.

Progressive collapse
will not occur.

Space in and around
damaged area will
be unusable.

Glazing will fracture,
potentially come out of
the frame, but at a
reduced velocity, does
not present a
significant injury
hazard. (Very low
hazard rating)

Doors may fail, but
they will rebound out of
their frames,
presenting minimal
hazards.

Majority of
personnel in
damaged area
suffer minor to
moderate injuries
with the potential for
a few serious
injuries, but fatalities
are unlikely.

Personnel in areas
outside damaged
areas will potentially
experience minor to
moderate injuries.

FEMA 426, Adapted from Table 4-1: DoD Minimum Antiterrorism Standards

for New Buildings, p. 4-9, updated for UFC 4-010-01, 22 Jan 2007
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_evels of Protection

DoD Antiterrorism Standards

Building Category

Controlled
Perimeter
or Parking
and
Roadways
without a
Controlled
Perimeter

Primary
Gathering
Building

Stand-off Distance or Separation Requirements

Applicable | Conventional Minimum Applicable
Level of Construction Explosives
Protection Stand-off Weight
Stand-off Distance
Distance
45 m 25m
Low Car Bomb
148 ft 82 ft

Adapted from DoD Unified Facilities Criteria (UFC), “DoD Minimum

Antiterrorism Standards for New Buildings”, UFC 4-010-01, 22 Jan 2007
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|_evels of Protection

UFC 4-010-01 APPENDIX B

DoD MINIMUM ANTITERRORISM STANDARDS FOR NEW AND EXISTING BUILDINGS
Standard 1 Stand-off Distances

Standard 2 Unobstructed Space

Standard 3 Drive-Up/Drop-Off Areas

Standard 4 Access Roads

Standard 5 Parking Beneath Buildings or on Rooftops
Standard 6 Progressive Collapse Avoidance
Standard 7 Structural Isolation

Standard 8 Building Overhangs

Standard 9 Exterior Masonry Walls

Standard 10 Windows and Skylights

Standard 11 Building Entrance Layout

Standard 12 Exterior Doors

%) FEMA
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|_evels of Protection (continued)

UFC 4-010-01 APPENDIX B
DoD MINIMUM ANTITERRORISM STANDARDS FOR NEW AND EXISTING BUILDINGS

Standard 13 Mail Rooms

Standard 14 Roof Access

Standard 15 Overhead Mounted Architectural Features
Standard 16 Air Intakes

Standard 17 Mail Room Ventilation

Standard 18 Emergency Air Distribution Shutoff
Standard 19 Utility Distribution and Installation
Standard 20 Equipment Bracing

Standard 21 Under Building Access

Standard 22 Mass Notification
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Unit XII Case Study Activity

Finalization and Presentation of Group Results
Purpose

= Groups finalize their assessments

= Decide on high priority risk concerns

= Determine appropriate mitigation measures

= Present findings to class

Requirements

Based on findings from previous activities, complete the
worksheet table, including COOP requirements not yet met

Prepare to present conclusions and justify decisions to class
In a 5- to 7-minute presentation
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Vulnerability/Mitigation

Basis of Mitigation Measures
Recommendations ultimately require an understanding of benefit
(capability) versus cost to implement

Blast Modeling

= Various scenarios run at Tier Il level for comparison using Design
Basis Threats

= Truck bomb is worst case

= Car bomb also analyzed for comparison

= Some interesting and unexpected results
= More analysis required for final design
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Vulnerability/Mitigation

Basis of Mitigation Measures
Plume Modeling (CBR or HazMat)

= Tier Il / Tier lll performed for selected Design Basis
Threats external to building

= Additional Tier Ill analysis required inside building

» Understand internal pressure changes during
building operation

» Understand how HVAC and other changes
Implemented Iin response plans affect building

= Supports design of CBR measures
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Vulnerability/Mitigation

Basis of Mitigation Measures
Cost Estimates are ROM (Rough Order of Magnitude)
= Assumes 10% Overhead and 10% Profit

= Assumes Area Cost Factor of 1.0 (DoD) or 100 (RS
Means)

= DoD Range: 0.84 (Huntsville AL) to 1.67 (Anchorage AK)

* RS Means Range: 82.5 (Baton Rouge LA) to 131.9 (New York
NY)

= Adjusted for July 2006

= Anti-Terrorism / Force Protection equipment and
construction costing information is still immature
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Vulnerability/Mitigation

Site / Vehicle Bomb

Maximize available stand-off

= Front side along sidewalk to prevent direct approach
Into building and ensure stand-off — 100 LF

= Due to straightaways on front and back of building,
need K12 stopping power
= Planters - $22.3K
= Plinth walll - $50.7K
= Landscaping (boulders) - $19.5K
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Vulnerability/Mitigation

Building Envelope / Vehicle Bomb

Harden windows (balanced envelope)

= Fragment Retention Film

* Not costed -- could not meet performance required
for upgraded stand-off

= Laminated glass -- 56 windows

= 15" laminated interior pane with 0.060 PVB
interlayer, air gap to 0.25 inches, and retention of
exterior pane - $170.8K
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Window Hardening

Original Glazing

Bl Large DBT - 1,136 ft
Bl Small DBT - 338 ft
Hardened Glazing

Large DBT — 422/ 579 ft
Small DBT — 29/ 150 ft

Between the two hardened
glazing distances glass
blows OUT of building

%) FEMA
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Vulnerability/Mitigation
Building Envelope / Vehicle Bomb

Harden exterior -- Close In overhang

= Brick bonded to 4" Reinforced Concrete Wall, #3 rebar
@12 inches each way - $64.2K

= Brick backed with truck bed liner - $34.6K

= Deduct window hardening if overhang enclosed —
($85.4K)
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Infill Hardening

Overhang Infill — Brick Only
Bl Large DBT — 1,210 ft
Bl Small DBT — 88 ft

Hardened Overhang Infill

w/ R/C Backup Wall

Large DBT — 422 ft

Small DBT — 32 ft

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-+-T  Unit XI1-C-41



Overhang Infill — Brick Only
Bl | arge DBT - 1,210 ft
Bl Small DBT - 88 ft

Hardened Overhang Infill

w/ Spray-On Liner

Large DBT — 213 ft

Small DBT — 17 ft
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Vulnerability/Mitigation
Building Envelope / Vehicle Bomb

Harden walls (balanced envelope)

= Vermiculite in wall cavity - $23.5K
= Spray on truck bed liner - $43.4K
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Wall Hardening

Cavity Wall — CMU Only
Bl Large DBT - 1,022 ft
Bl Small DBT - 230 ft

Hardened Cavity Walls

w/ Vermiculite in gap

Large DBT — 371 ft

Small DBT — 31 ft
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Wall Hardening

Cavity Wall — CMU Only
Bl Large DBT - 1,022 ft
Bl Small DBT — 230 ft

Hardened Cavity Walls
w/ Spray-On Liner

Large DBT — 171 ft
Small DBT — 42 ft
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Vulnerability/Mitigation

Site / Vehicle Bomb
Protect site from truck bomb by establishing
controlled perimeter

= Chain link fencing along main road — K8 with two
aircraft cables - $50,500

= Vehicle pop-up barriers — K8, 3 entrances - $181.7K
* Pre-screening away from building
Facility (Pre-Engineering Building) - $35,000
Manpower/year - $187.2K
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Vulnerability/Mitigation

Architectural / Vehicle Bomb

Strengthen overhead anchorage elements
= Heaters - $2.1K
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Vulnerability/Mitigation

Site / Armed Attack (Physical Security)

Controlled Perimeter

* Fencing on three sides of site not on main road -
$66.0K

= Upgrade Security Ops Center (security managers
office) — digital CCTV, digital video recording (DVR),
and cameras for complete building coverage -
$55.0K
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Vulnerability/Mitigation

Architectural / Mailroom

Separate front lobby from interior office space

= Harden wall between lobby and office space -
$22.9K

= Harden door between lobby and office space -
$4.4K

= Separate HVAC system - $4.4K
= Total $31.7K

Separate Mailroom, hardened with separate HVAC -
$40.0K
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Vulnerability/Mitigation

Utilities / Mechanical Systems / Vehicle Bomb

Natural gas meters / pressure regulators
= Bollards, K12, 3 total - $2.3K
= Fencing (access control) - $0.20K

Utilities / Electrical Systems / Vehicle Bomb
Electrical transformers

= Bollards, K12, 6 total — $4.6K
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Vulnerability/Mitigation

Mechanical Systems / Fire Alarm Systems / General
Vulnerability — Redundancy

Fire Alarm / Suppression
= |nstall annunciator panel - $3.5K

* Fire detection zones for CI/BC corporate space with
dual detection in Data Center - $81.0K

= Convert Data Center to clean agent to supplement
water (check local code) - $137.5K

Chilled Water

» |nstall backup piping to primary air handling units -
$26.0K
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Vulnerability/Mitigation

Electrical Systems / General Vulnerability —
Redundancy

Increase size of generator fuel tank

= 2,000 to 3,000 gallons (30 hours at full output) -
$17.0K

= 3,000 gallons of diesel fuel - $8.7K
= Total $25.7K

= Arrange multiple suppliers for daily deliveries under
worst case conditions

Conduct full and extended load test of emergency
generator and UPS system to confirm performance
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Vulnerability/Mitigation

Mechanical Systems-HVAC / CBR Attack

= Protect outside air intake - $21.0K
(architecturally compatible)

= Emergency shut down switch - $10.0K

= Upgrade filters to MERV 11/13 (gasoline
plume and radioactive particulates)

- $25.0K (filter assembly only) to
- $500.0K (upgraded air handling)
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Fire Plumes — Smoke & CO
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Vulnerability/Mitigation

Mechanical Systems-HVAC / CBR Attack

= Evaluate carbon filters for chlorine type spills
- $130.0K

» Evaluate UVGI - $8.0K
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Tanker Truck
turns over on the
interstate 2 mile
south of CI/BC
bldg. A 6 inch
v , aco-ma| NOlE N the tank

AR MOLT RS SERACES

4 . releases 5100
gallons (30 tons)
1 of chlorine

4 Summer
conditions:
Wind: S @ 7 mph
| Temp 70°F
Partly cloudy
No inversion
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CI/BC Chlorine Release Parameters

SITE DATA IHFORMATIOHN:
Location: FAIRFAX, UIRGINIA
Building Air Exchanges Per Hour: 8.34 {sheltered double storied)
Time: Hovember 29, 2865 1111 hours EST {using computer's clock})

CHEMICAL THFORMATIOM:

Chemical Hame: CHLORIHE Molecular Weight: 78.91 g/mol
ERPG-3: 28 ppm ERPG-2: 3 ppn ERPG-1: 1 ppm

IDLH: 18 ppm

Carcinogenic risk - see CAMED

Hormal Boiling Point: -29.37 F Ambient Boiling Point: -29_.7° F

Uapor Pressure at Ambient Temperature: greater than 1 atm
Ambient Saturation Concentration: 1,808,888 ppm or 188.8%

ATHMOSPHERIC IWMFORHMATIOHM: {HAHUAL IHPUT OF DATA)
Wind: 7 mph from 188% true at 3 meters
Ho Inversion Height
Stability Class: D Air Temperature: 78 F
Relative Humidity: 58% Ground Roughness: urban or forest
Cloud Cover: 5 tenths

< Leak from hole in horizontal cylindrical tank
i : = : 241 feet

Tank Uolume: 5188 gallons Tank contains liquid
Internal Temperature: 76% F
Chemical HMass in Tank: 38 tons Tank is 188% full

Circular Opening Diameter: 6 inches
Opening is 6 inches from tank bottom
Release Duration: 2 minutes
Hax fAverage Sustained Release Rate: 57,788 pounds/min
{averaged over a minute or more)
Total Amount Released: 59,280 pounds
Hote: The chemical escaped as a mixture of gas and aerosol {two phase flow).

FEMA
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Chlorine Release Footprints

miles

Rapid Release (2 minutes) miles Slow Release (1 hour)
2.5 3
---""'""—--
/ "\
1.5 =] \
0.5
0.5
1.5
22 0 1 2 3 4 5 6 3
0 2 4 8
miles .
*
10 ppm = IDLH 10 ppm = IDLH
3 ppm = ERPG-2 3 ppm = ERPG-2
**
] 1 ppm = ERPG-1 [] 1 pem = ERPG-1

* Rapid release yields a large plume
* IDLH four miles long and over 1 mile wide

* Slow release reduces plume size

* IDLH less than 2 miles long and 0.5 miles wide

* Immediately Dangerous to Life or Health — maximum concentration that allows 30 minutes exposure without serious or irreversible health risk
** Emergency Response Planning Guide (1 hour exposure guidelines) 1 = mild symptoms, 2 = moderate symptoms, but without irreversible

damage and not incapacitating
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erlorine Concentrations at CI/BC

Rapid Release (2 minutes)
3,000 -
2,000 1
Instantly Fatal
1,000 1
0 .
0 20
minutes
—— Outdoor Concentration
....... Indoor Concentration

30

20 A

10

Slow Release (1 hour)

ppm
IDLH
ERPG-2
Tk ERPG-1
0 20 40 60

minutes

Outdoor Concentration

Indoor Concentration

 Rapid spike outdoors at CI/BC from 6 —12 minutes later

* Instantly fatal concentration levels for this short period

* Indoor concentrations remain low during plume passage

» Evacuees likely to become fatalities from 0.5 to 4 miles
downwind during typical evacuation times (5-30 minutes)
particularly absent clear/proper evacuation instructions

» Rapid spike outdoors at CI/BC begins at 6 minutes and
continues for over an hour but at 100x lower levels

 Short exposures at 20-30 ppm (2xIDLH) for any lengthy
period could cause serious or irreversible health problems

* Indoor concentrations remain below IDLH for > 1 hour
and below ERPG 2 for > 0.5 hours
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Chlorine Dose at CI/BC

3,000 fH

2,000 H

minutes

—— Outdoor Dose

rrrrrrrr Indoor Dose

ppm-min

2,000 -

1,500

1,000 4

500 H

minutes

—— Outdoor Dose
,,,,,,,, Indoor Dose

Rapid Release (2 minutes)

Slow Release (1 hour)

* Dose spikes rapidly outdoors at CI/BC at 6 minutes

* Lethal dose at 6 minutes but no increase in dose after
the plume passes (~12 minutes post release)

* Indoor concentrations increase at about 16 ppm

1000ppm-min/60 min. Health problems are likely in less
than 30 minutes (IDLH - 10 ppm).

* Dose increases gradually outdoors at CI/BC beginning at
6 minutes and continues for over an hour but at a rate
not much greater than the indoor rates for a rapid release

(1 hour dose = 1500 ppm vs 1000 ppm (rapid release)
* Indoor dose remains very low throughout the full hour
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Vulnerability/Mitigation

IT Communications Systems / Utility
Systems / Cyber Attack - Redundancy

|dentify alternate telecom carrier circuits and
availability
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Vulnerability/Mitigation

Emergency Operations & Response
Post shelter and evacuation procedures - $900

|dentify rally points (A, B, C) at sites away from building -
$900

Conference Room for shelter-in-place (130 people)
[Sealing and Overpressurization] —=$177.4K

Personal protective evacuation hoods - $180 / person -
$23.4K
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Unit X1
Building Design for Homeland
Security for Continuity of
Operations (COOP)
Train-the-Trainer
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Best of Both Worlds

Subject Matter
Expert AND
Trainer
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Unit X111 Objectives

» Discuss basic adult learning
principles

» Explain the key functions of
Instructional delivery

» Describe key steps of
Instructional preparation
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Adult Learning Styles

= Auditory
= \isual

= Kinesthetic
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Auditory Learners

= Listen to every word

= Remember what
they hear

= Prefer face-to-face
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Visual Learners

= Take a lot of notes

* Think In pictures
and images

= Can see
connections and
patterns easily
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Kinesthetic Learners

» _earn best by touching
and doing

= Can work in busy, noisy
surroundings without
getting distracted

» Like games, role-plays,
and exercises
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Typical Learners in a Class

O Visual

B Auditory

O Kinesthetic
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To Work with the Mix...

» Use all styles
= Switch styles
» Use easel charts

= Have highlighters

» Ensure light for notes

SGIARTATS
N
e/ !gr o
;}Ue\ FEM A.
=\~ |
o i~
@W
() Ay
NAND SE

BUILDING DESIGN FOR HOMELAND SECURITY COOP T-t-T Unit XI11-C-9



How Adults Remember

20%

90%

/0%

50%

30%

Hear

See See & Do Teach
Hear Others
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Physiological Characteristics

= Loss of vision
* Loss of hearing
» Fatigue

= |_oss of motion

» Special needs
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Audience Analysis

= Analyze your
audience

» Adjust delivery to
meet learners’ needs
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Now What?

|
I Audience analysis information :
: )
| + I
: |
|

Key assumptions about adult learning |

use
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Training Methods

_ecture

Demonstration

Role-Play

Group Discussion / Brainstorming

Case Study / Small Group Activity

Simulation / Exercise

Games
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Presenting Information

Watch body language

Maintain eye contact

Monitor tone, inflection, pace

Speak clearly

Pay attention to vocabulary

Maintain comfortable stance

Maintain appearance
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Preparing for Training: Course Materials

= Obtain Course CD from Eric Letvin (Visuals,
Instructor Guide, Student Manuals)

* Print Instructor Guide(s) and Student Manuals
In color

= Make copies of Student References CD and
FEMA 452 Risk Management Database CD

= Obtain copies of FEMA 426 and FEMA 452
from Mila Kennett
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Preparing for Training: Preparation

Instructor Preparation
= Study Instructor Guide
» Send pre-course information to participants

= Form participant teams

Participant Preparation

= Download, print, and read case study from:
http://www.fema.gov/plan/prevent/rms/rmspl155.shtm

* Bring laptop to download FEMA 452 Risk Assessment
Database
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Preparing for Training

= Coordinate with
other instructors

» Prepare agenda

* Ensure adequate
publications

= Collect course
supplies
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Preparing for Training: Training Site
» Have course materials
and supplies present

= Check classroom
set-up

* Check equipment
and visuals

» Check temperature
and lighting
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Preparing Yourself

What would you do to
prepare yourself to teach
Building Design for
Homeland Security?
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Preparing Yourself

i o

Practice

Practice

Practice
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Expecting the Unexpected

» Proactive readiness
= Program flexibility

» Grace under pressure
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