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Available at: http://www.fema.gov/plan/prevent/rms/rmsp452.shtm
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Unit Objectives

Explain the database install process

Identify where to save photos, maps, drawings, plans, etc. to interface with
the database

Explain the information required for the database to function within each
screen, how to move between screens, and switch between the assessor’s

tool and the master database

Explain the benefit and approaches to setting priorities on identified
vulnerabilities

Explain how to use the master database to produce standard reports and
search the database for specific information
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Program Installation

e Download self installing files from FEMA Web site or
e Install from CD provided during course
 Run SETUP.EXE for Assessor Tool

) AssessorTool-v2 2006-04-05

e B TR, ENE
}Autnrun.inf

C)Files

Version 2.0 is soon to be available at:
http://www.fema.gov/plan/prevent/rms/rmsp452.shtm
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Program Installation

i5 FEMA Assessment Tool Setup

Welcome to the FEMA
Assessment Tool Setup
Wizard

The Setup Wizard will install FEM& Assessment Toal an your
computer, Click Mext bo continue or Cancel to exit the Setup
YWizard,

= Bacl I Mext = I | Zancel

FEMA
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Program Installation

b i FEMA Assessment Tool License Agreement

End-User License Agreement

Please read the Following license agreement carefully

Any opinions, findings, conclusions, or recommendations .
expressed in this publication and application do not necessarily
reflect the views of FEMA. Additionally, neither FEMA or
any of its employees makes any warrantee, expressed or
implied, or assumes any legal liahility or responsihility for the
accuracy, completeness, or usefulness of any information,
product, or process included in this publication and application.
Users of information from this publication and application

{(#) 1 accept the terms in the License Agreement

{1 do not accept the terms in the License Agreement

< Back, ]I Mext = | [ Cancel

%) FEMA
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Program Installation

iw FEMA Assessment Tool Setup

Customer Information

Please enter wour cuskomer informaktion

Lser Mame:

|Jnhn5mmh

Crganization:

|AECInL|

< Back ]I Mexk = I [ Cancel
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Program Installation

b is FEMA Assessment Tool Setup

Choose Setup Type

Chonose the setup bype that best suits vour needs

Typical

Installs the most commaon program features, Recommended For
moskt users,

Custom

Allows users to choose which program Features will be installed
and whete they will be installed, Recommended For advanced
Users,
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Program Installation

i& FEMA Assessment Tool Setup

Ready to Install
The Setup Wizard is ready to begin the Typical installation

Click Install to beqgin the installakion, IF wou wank bo review ar change any of your
inskallation settings, click Back. Click Cancel ko exit the wizard.

< Back ]I Inskall I [ Cancel

& FEMA
|-\ B =g, |
‘*@Wﬁf
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Program Installation

i FEMA Assessment Tool Setup

Completing the FEMA
Assessment Tool Setup
Wizard

Click, the Finish buktton bo exit the Setup wizard.

< Back \ iZancel
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Program Installation

e Download self installing files from FEMA Web site or
e Install from CD provided during course
 Run SETUP.EXE for Master Database

) Master Database Installation-v2_2006-04-05

e 8 TR ENE
}Autnrun.inf

C)Files

Version 2.0 is soon to be available at:
http://www.fema.gov/plan/prevent/rms/rmsp452.shtm
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Program Installation

i FEMA Master Assessment Database Setup

Welcome to the FEMA Master
Assessment Database Setup

Wizard

The Setup ‘Wizard will install FEMA Master Assessment
Database on your computer, Click Mext ko continue ar
Cancel ko exit the Setup Wizard,

= Back I Mext = I [ Cancel

FEMA
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Program Installation

i% FEMA Master Assessment Database License Agreement

End-User License Agreement

Please read the Following license agreement carefully

Any opinions, findings, conclusions, or recommendations .
expressed in this publication and application do not necessarily
reflect the views of FEMA. Additionally, neither FEMA or

any of its employees makes any warrantee, expressed or
implied, or assumes any legal liability or responsibility for the
accuracy, completeness, or usefulness of any mformation,
product, or process included in this publication and application.
Users of information from this publication and application w

{#) I accept the terms in the License Agreement

{31 do not accept the terms in the License Agreement

| « Back. l Mexk = I | Zancel |
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Program Installation

Customer Information

Please enter your cuskamer infarmakion

Lser Mame:

i FEMA Master Assessment Database Setup

|Juhn5mmh

Drganization:

|ﬁECInL

< Back ]I Mexk = I [ Cancel

BUILDING DESIGN FOR HOMELAND SECURITY

Unit VI-14



Program Installation

i FEMA Master Assessment Database Setup

Choose Setup Type

Zhoose the setup byvpe that best suiks your needs

Typical

Insktalls the most common program Features, Recommended For
mosk users,

Custom

Bllows users ko choose which program Features will be installed

and where they will be installed, Recommended for advanced
LSErs,
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Program Installation

i& FEMA Master Assessment Database Setup
Ready to Install

The Setup Wizard is ready to begin the Typical installation

Click Install ko begin the installation. IF wou want to review or change any of wour
installation settings, click Back, Click Cancel to exit the wizard,

| < Bark, IM Install I | Cancel
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Program Installation

i FEMA Master Assessment Database Setup

Completing the FEMA Master
Assessment Database Setup
Wizard

Click. the Finish button bo exit the Setup Wizard.

= Back ‘ Cancel

FEMA Unit VI-17
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FEMA 452: Risk Assessment

FEMA 452: Risk Assessment Database v.2.0
Assessment Tool

Bite Information

Empty the Diatabase

Switch Operating Modes

e |

This proprom was developed by and for FEMA and the Deportment af Vaterans 4 " 3 :
Affaiys, purspont f0 o contract with the Notiowol Bistitute of Fuilding Sciewces. @ Nafional Rstitute of Building Scences 2004

FEMA 452: Risk Assessment Database v.2.0
Master Database

Vulherability & szesament Checklist

& dmindstrative Functions

|

TRis pro pram was developed By and for FEMA ond the Depovtment af Vetevans . r “+ily .
Affprrs, parseont o o contrict with e Netionel Ristitute of Building Sciewces. ©Notional Rstitute of Building Sdences 200%

Assessor Tool

% FEMA

Master Database
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Database Structure

Import
Assessment
Data

Analyze

FEMA 452: Risk Assessment Database D at a
Conduct A ]

Assessment T —

m—— Administrative Functions I
@!}FEMA
. n Exit
FEMA 452: Risk Assessment Database Assessor's Version
e [ -] AssessmentDate: [ AsessmemType: |
Site and Team Information Checklists Executive Summary/Vulnerability St O re D at a
Sate Informaty on | 1. Sate Checkhst | Sate Evecutrve Summary |
e | S R e Master Database
rrrrrrrrrrrrr ram | Struchssl |
Peints of Contact | Duadding Envelope |
ey System: |
& Mechanical Systems | -
e | Return Files,
Electncal System: | -
| -« | PlCtures, Data
ommumcations and IT Syutems |
Threat Matrices
quipment Operations and Mainenan |
Critical Function Matrix 12 - Secumity |
|

)

oo A, e wa—Y /%
Assessor Tool | ) Master Database

s (MS Access) Assessor Tool (MS Access)

/ot

K9 FEMA
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Open Assessor Tool

| Internet ') My Documents
Mazilla Firefox -

} b My Recent Documents #
E-mail
i Ft Cukloak:, ;
eress HHRe ‘9 My Pictures

é ESRI's WA Home Pag [@ Autadesk
2| Microsoft Excel [@ MaplInfo
B Adobe Acrobat 5.0 [@ POPRD 2.1
@ Google Earth
@ Microsoft Photo Editor @ IR
Eﬂi AUEOCAD 2004 [@ IMEA 4.7
@ Mozilla Firefox
I E| FEM& Assessment Tool I
FEMA Master Assessment Database

All Programs D

@| off |§| i

‘2 stant i Inbox - Microsoft Ouk.. Bl E155-IG_Unit0s
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L_ogin to Assessor Tool

Mame:

‘Assessnr

Password:

e

FEMA

®
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Assessor Tool

e Create and name

X7/FEMA assessment site
FEE\-{AIISZ:Rf::s.:ssssiiiT.;ztn::]aiabaseT.Z.[l ° Enter assessment Screen
I Site Information I
— « Empty database

L_ff___l  Switch to Master
[ oo | Database Mode

This program was developed by and for FEMA and the Deparpment of Veterans _ o "
A fTirs, purcuant to o contract with the Nationai actitute of Building Scisnces. 2 National Iertitues of Building Sciences 2004
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Site Information

-
Create Assessment Site

Site HMame™: IHazardviIIe Infarmation Co
Address1: |'| 234 USA Drive
Address2: |

City: |Hazaru:|villn=:
2ip:

Defa%ﬁite Image: I ]

Site Descriptive Text:

Mo Image Available

Microsoft Access

Azzessments I Buildings |

i ] This Site Assessment will be stared in Folder:

C:\Pragram FilesiFEMA_Assessment TooliHazardville Information ColAssessment_2005-10-0114,
Aszzeszment Locatio
Photos will need to be placed in the YPhotos subfolder

Assessment Dat 515 Portfolio images will need to be placed in the YGIS_Portfolio subfolder
Miscellaneous files will need to be placed in the YMiscellaneous subfolder

Azzezsment Typ

Mew Site

<--Previous Site

Mext Site--x | * Required Field[z]

Record: Hl 4 || 1 b |H |H+E| af 1

FEMA
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|_oad Information

Folders

@ Deskbop
= B Iy Documents
@ My Music
ﬂ My Pickures
I Snaglk Catalog
= My Computer
ﬂ, 314 Flappy (A0
[= S Local Disk {C:)
I adobe_tryout
|5y arcgis
I5) Assessment
[= L) Program Files
I 30 object Converter 3.0
I 7-7ip
I Adobe
FEMA_Assessment Tool
Hazardville Information Co
= 153 Assessment_2005-10-01

I Miscellaneous

I Phatos
I=) FEMA_Master Assessments Database
M2 A
LOARTA S
B
r:}' £ |

& GIS_Portfolio
File Edit ‘Wiew Fawvorites Tools  Help

@ Back - \_.)l LE ..a":'_j Search

FEE Faolders

=]

3
'!r

L

T

Y Address ||a Ci\Documents and Settingsissteerman, UTDIMNC Deskiop Vl Go

Falders

@ Deskkop

@ My Documents
¥ My Camputer
‘H My Metwark Places
2| Recycle Bin
[= [C5) FEMA 452 Database Info
|5) Assessor Tool Installation_2005-09-19
= |25 Database Info
|5 Assessment_2005-09-09
= ) Assessment_2005-10-01

GIS_Portfolio
I3 Miscellaneaus

I3 Photos

|=) Master Database Installation_2005-09-19

x Lt_‘?| Hazmat, rxd

Ltj Local_Imagery,rd

Open a second window with existing data
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|_oad Information

GIS_Portfolio

% GIS_Portfolio

@Back - ».._.-) L@ pSearch FE“ Fald

Address |E] C:\Program Files\FEMA_Assessment TooliHaz

Folders

s

I EsRI
[) exPressit 5.E. 2.1
= [C3) FEMA_Assessment Toal
[= [C3) Hazardvile Information Co
[= I3 Assessment_2005-10-01
(23 &I5_Portfolio
|5 Miscellaneous
|5 Photos
EJ FEMA_Master Assessments Database
[ Fms
|5 FreshDevices
[0 FunwebProducts
) Google
[L3) HighMAT CD Writing Wizard
I3 HI-Install
0 1sC
EJ Inno Setup 4
EJ Inno Setup 5
(5 Instalishield Installation Information
[0 Internet Explorer
[ Irfantiew
) 15Toal 4
[h Java
[L3) Lavasoft
(25 MentorSoftwareCo
[E:] Messenger

File  Edit Tools  Help

eBack - \_/l Lﬁ; pSearch [E" Folders "

Address |IE] CiDocuments and Settingsissteerman, UTDINC\Deskiop % |

Wi Favarites

1) Hazmat. mxd
Local_Imagery.mxd

Folders

@ Deskkop

B My Docurments

:i My Computer

\3 My Metwork Places
2l Recycle Bin

= [C3) FEMA 452 Database Info
[) Assessor Tool Installation_2005-09-19
[= |5) Database Info

[C3) Assessment_z005-09-09
= [5) Assessment_2005-10-01

[nlgngnliln]
|5 Miscellaneous
|5 Photos

|5 Master Database Installation_2005-09-19

|05 Microsoft ActivesSwnc

Z ohjects 8.42 ME :i My Computer

|5 microsoft Frontpage

FEMA
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|_oad Information

Folders

I ESRI
IC) exPressit S.E. 2.1 %
= L) FEMA_fssessment Tool

= IZ5) Hazardville Information Co

= [5) Assessment_2005-10-01
) GIS_Portfolio
& ] photos |

@ FEMA_Master Assessments Database
I Fms
I FreshDevices
I FunwebProducts
I Google
|50 HighMAT CD Wiriking Wizard
|5 H-Inskall
I IaC
I Inno Setup ¢
I Inno Setup 5
I3 Installshield Installation Information
|53 Internet Explorer
I Irfanview
|50 ISTool 4
) Java
IS0 Lavasoft
) MentorsoftwareCo

) Messenger
I3 Microsaft Activesyvnc

Folders bl Il | aitinkakel .
kg q'_.._..
@ Desktop Lo | kranstormer]

B My Documents
j My Computer
‘H My Metwork Places
2l Recycle Bin
= IZ5) FEMA 452 Database Info
I Assessor Tool Installation_2005-09-19
= ) Database Info
L) Assessment_2005-09-09
= [5) Assessment_2005-10-01
) GIS_Portfolio

E&]rhotos M

|==) Master Database Installation_2005-09-19

Z ohjects selected 268 KB d My Computer
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Assessor Tool

B Main Menu for Assessors

/) FEMA
FEMA 452: Risk Assessment Database v.2.0 Assessors Tool
Site: Aszeszsment Date: W Azsessmaent Type: ’F
Site and Team Information Checklists Executive Summary/Vulnerability
Site Information | 1- Site Checlklist | Site Executive Surumary |
I Site Assessment Team I 2 - Architectoral | Site Vulnerabilities |
Zite Points of Contact | 3 - Structural |
4 - Building Envelope |
5 - Utility Systems |
& -Mechamical Systems |
7 - Phimhbing and (ras |
& - Electrical Systamns |
3 - Fire &larm Systems | Import Checklist
x 10 - Comnmmications and [T Systems |
Threat Matrices
11- Equipment Operations and Maintenance
Critical Fanction Matrix 12 = et |
Critical Infrastyucture Iatrix 15- Security Master Plan |
I association with the Depariment of Vitera s Affkirs. Copavipht Pending

%) FEMA
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Add Team Members

Assessment Main Page
[Hazardville Information Co Diefialt Image: |
Mo Image Available

Assessment Location: IHazazdvﬂle Administrative Building

Assassment Date: 10712005 Type iTier 1 - ]

» fite Name:

Executive Summary ] Whalnerahihitias l Points of Contact  Assessment Team l 4dd Photos ] Photos ] &4 GI5 Portfolio Images | IS Portfolio | Miscellaneous Files
Mohile Phone

Work Phone

Team Member Title Organization

Select Team Mamber from List I 444 Mewr Team Member I Urdo Team Member Fecord
‘ | i

Record: 14 1 AN =

#ZPART)
oL—t&p

]

&) FEMA
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Add Team Members

Add New Person

First Hame: [John

Last Hame: [Smith

Title: |Seninr Assessor

Company: |ABC Ine

Address: [1234

City: [Cleveland
State: |OH hi

Tip: [12345

Email: |.Tsmith@a]:-cinc.cnm

Wark Phone:  [(123) 456-7850

Mobile Phone: |

Entered By |
Enter Diate: lm

Modified By |

Modifyr Date:
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Team Members

Assessment Main Page
[Hazardville Information Co Default Tmagl 3]
Mo Image Available

» fite Name:
Assessment Location: IHazazdvﬂle Administrative Building

Assessmant Date: 10712005 Type iTierl -

Executive Summary 1 Whalnerahihitias l Points of Contact  Assessment Team l 4dd Photos ] Photos ] &dd GI3 Portfolio Images ] I3 Portfolin | Miscellanecus Filas ]
Team Member Title Organization Work Phone Mobile Phone Email
P [[mith, John _7 | [pemior dssessor |4EC Inc |r123) 458-7890 [Jsmith@sheine con
Salect Team Membar from List | (4dd Mewr Team Mamber: ] TUndo Team Membar Fecord
Record: 14 1 4! of 1 1 J ﬂ
Clase

]

&) FEMA
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Add Point of Contact

Assessment Main Page

» Site Mame: |Haza1dvﬂle Information Co %Def'ault Image: ;J

Assessment Location: IHazazdvﬂle Administrative Building

Assassment Date: 10712005 Type iTier 1 - ]

Mo Image Available

Executive Summary ] Whalnerahihitias Assessment Team ] 4dd Photos ] Photos ] &4 GI5 Portfolio Images | IS Portfolio | Miscellaneous Files

First Name  Last Name Title Organization Addresz City State Zip
A4 Hewr POC Delete this POC A4 Mew POC and Dplicate ‘
Record: b ] 1 I _PJ

Clase

PARTA;
| ——

7ok

z-\ﬂfft.
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Add Point of Contact

Assessment Main Page

4 Site Mame: |Hazar\dvﬂle Information Co Diefanlt Image: ;J

Assessment Location: IHazaIdvﬂle Adrumistrative Bulding

Assessment Date: 107172005 Type jTier 1 - 1

Mo Image Lvailable

Exemutive Sumrnary ] Wulnershilities Points of Contart l Assessment Team ] 444 Phatos ] Photas ] Add GIS Portfolio Images | GIS Portfolio ] Miscellaneons Filas ]

Address City State Zip Work Phone Mohile Phone Email -
7 1234 B Street Hamardville AE ] |12345 (1237 456-7520 de.rte@haz:infoco.conﬂ
* -

B 44d Mewr POC and Duplicate J i
Record: 14 1P ek of 1 4 !| »I
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Add Photos

Assessment Main Page

» Site Mame: iHaza:rdele Information Co Defalt Image: _'j

Assessment Location: !Hazardvﬂle Admimstrative Building

Assessment Date: i 107172005 Type iTierl -i

Mo [mage Available

Exemtive Su.mmazyi Vulnerabilities I Points of Contact l Aissessment Tean £dd Photos I Photos I &dd GIS Portfolio Images | IS Portfolio | Miscellaneous Files I

File Name Comments for this assessment ﬂ
b ||ainintakel. jpg
transformer.jpg
Microsoft Access
_ ! ‘: Attached 2 photos to this ASSESSMEMT!
= N
| 444 Photas I 2 —
record: 14 [ 1 b || ef 2 il
Close |
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Add Photos

Assessment Main Page

4 Site Name: jHazardvﬂle Information Co Dafialt Iimagze: _'J

Assessment Location: JHazardvﬂle A dministrative Building

Lssessment Date: 107172005 Type ITier 1 - 1

Mo Image &vailable

Executive Summary ] Vulnerahilities ] Pomts of Contact ] Assessment Team ] 444 Photas Adﬂ GIS Portfolio Images 1 515 Portfolio ] IMiscellaneons Filas

Image & 1 Image # 2 Image #: Tmage # Timaze #
airintakel jpg transformer] jpe

| | e wal

Clase
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Add Photos

Photo Zoom

Description;  |nfa Phato Comments: |rnda

] iZoom (5kretch Proportionally) i | Clip (Actual size without scroll bars) Wigw with IE {Actual size with scroll bars) l ‘

FEMA
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Add GIS Images

Assessment Main Page

[Hazardville Information Co Diefanlt Imaze: |

Site Hame:

Bssessment Location: ;Hazar\dvﬂle Admwiristrative Building

Assessment Date: i 10/1/2005  Type i"[‘ierl vI

Ho Image fAwvailable

Executive Jununary | Whlnerabilities I Points of Contact ! Assessment Team l 444 Photos | Photas I £dd GIE Portfolio Images IGIS Portfoho | IMiscallanecons Files

File Hame Comments for this asresement

| »

b ||Hazmat mxd.jpg

Local_Imagen,. mxd.jpg

Microsoft Access

" :. #dded 2 Portfolio Images to the GIS Portfolio)
L

244 GIS Portfolio Images 7]

1 k| M[r]af 2

Record:

Clase |

FEMA
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Add GIS Images

4 Site Wams:  [Hazavdvills Information Co Defuilt Tmage: | ]

Assessment Main Page

Assessment Location: IHazardvﬂle Adnunistrative Building

Assessmant Date: 107102005 Type IT:i.erl -

Ho [mage Available

Executive Summary ] Vulnerabilities ] Points of Contact ] Assessment Team ] Add Photos l Photos ] &dd GIS Portfoho Images I IS Portfolic IMisce]la.neo‘us Files

Image #: I Image #: Image #: Image #: Imagze &

Close

FRARTAL S,
/)
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Add GIS Images

» Lite HMame: |Haza1\dvﬂle Infoamation Co Defamlt Image: ] 1 ;J

Assessment Main Page

Assessment Location: JHa.za.tﬂvﬂle A drinistrative Building

Assessment Date: 10/172005  Type iTierl -

Ho Image Available

Executive Sarumary l Valnerabilities ] Points of Contact ] Assessment Team ] A4d Photos ] Fhotos l 34 GIS Portfolio Images G185 Portfolio | Miscellanecus Files

Image & 1 Imagze & 2 Image #: Image #: Imagze #:
Hazmat med.pe Local Imagery mxd.ipe

4 4‘ 4‘ (2 images total)

Clase
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Add Miscellaneous Files

Assessment Main Page

Site HMamne: |Hazardv:|.lle Information Cao Diefalt Tmage: ;J

Assessment Location: IHazardvﬂle A deinistrative Building

Lssassment Dlate: 104152005 Type jTi.er 1 - ]

Mo Image Availabls

Exemtrve Surmmary ] Vulnerabilities ] Points of Contact ] Assessment Team ] Add Photos l Fhotos ] Add GIS Portfolio Images ] IS Portfb].ul Miscellaneous Files I

Folder Type File Name File Description File Size File Date Enter Date
M | ] | | |
I 444 Miscellaneons Filas I ? | *** Double click "File Name" of desired file to open. ***
Record: 14| ¢ 1 B[P ]of 1

I Clase I

* Same as photos and GIS images

%)) FEMA
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Threat Matrices

B Main Menu for, Assessors

Site:  [Hazardville Information Co |

Site and Team Information

Site Information |

| {Site Assezsment Team! |

Zite Pomts of Contact |

Threat Matrices

I Critical Function Matrix I

Critical Infrastracture Matrix |

Ty essavdation with the Depariment gf Feteran s 4flirs.

FENLA 452: Risk Assessment Database v.2.0

Assessor s Tool

Aszessment Date: (100152005 Aszzezsment Type: [Tierl

Checklists

1- Site Checklist

Executive Summary/Vulnerability

Iite Executive Surumary |

2 - Architecharal

Site Valnerabilities |

3 - Stmaetural

4 - Building Enwvelope

5 - Utility Systams

& -Mechamical Systems

7 - Phumbing and Gas

8 - Electncal Systems

9 - Fire dlaym Systems

Import Checklist

10 - Comnmnications and [T Systams

11- Equipment Operations and Maintenance

12 - Security

13- Semurity Master Plan

Copwight Pending

%) FEMA
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Critical Functions Matrix

Threats

Critical Functions Matrix

Site Mame: ]Haza.rﬂvﬂle Information Co. A ssessmentDate: |IDJ'D1J'ZDDS Assessment Type: T' - Lowr Fisk (1-€
TR T.l‘l.r\eat Ratmg ) - Eﬂfgjll
st hE]:l:pT::si:ed Chemical Arson/Incendiary Armed Biological
Functions ¥R: Vulnershility Rating Device (Bomb) Kant Attack Ak i Cberierei A
No. Critical Function TR AV WE Fisk TR AV VE Risk TR AV VE Risk E AV VE Risk TR AV VE Risk TR AV VE Risk TR AV Wl
} Y[ demimistration & 4] = 4] 4] =[ 128 o] o] o i 3] 4] = af 4] & 1280 &] 4] = ol o] ¢
| 2 [[Engineering &| 5| = [ 4] s =] o] | o] o] o N EEE | 4] s = wo | 5| 5] = [ ol of c
| 3 [[#arehonsing &l 5] = | 4] 5] & w0l | o] 0] 0 of | 3] 5] 3 | 4] 5| &l wo | 5] 5] 2 1ol o] ¢
| 4 [[Data Center &|10] = 4|10] = o] o] o o] 3[10] 3 4|10] = ' ol10] = [ ol of ¢
5 [[Food Service o] of o ol of o o] o] o o of of o ol of o ol of o IEEE
‘ & [[Secnity 8| 7 = | 4] 7] = BEEEN EEE 4 7] = S EEE [ o] of ¢
7 l[Howekeeping 8| 1] & T & 1] & TEEEEERE 4 1| & Tz 1] 1 ERE
I & [|[Day Care ol of o ol of o ol ol o of | o oo ol of o ol ol o ol of ¢
| 9 [[Other CF-1 6| 8] = 4] 2| = o] o] o 0 3| & 3 4] g] = 5| 8] & ol of ¢
| 10 [|other CF-2 o]l o] o [ o] of o o] o] o o | ol o] o [ o] of 0 [ o] of o [ of of c
| 11 [jother CF-3 o] of o Jofof o ojofol ofqojo]o Jofof o IEEE Jojoc
| 12 [|other CF-4 o] o] o ol o] o o] o] o o fofaofo ol of o ol of o ERE
| 13 [|other CF-5 o] o] o [ of of o o] o] o o ofof o ol o] o Jofofao | of o] ¢
14 lother CF-6 L al al al ol ol a al ol ol ol ol ol o ol ol a I ol al a al ol ¢

Asset Value
Threat Rating
Vulnerability Rating

Low risk (1-60)
Medium risk (61-175)
High risk (> 175)

BUILDING DESIGN FOR HOMELAND SECURITY Unit VI-41



Threat Matrices

B Main Menu for, Assessors

Site:  [Hazardville Information Co |

Site and Team Information

Site Information |

| {Site Assezsment Team! |

Zite Pomts of Contact |

Threat Matrices

Critical Function Matrix

Critiral Infrastmcture Matrix \

Ty essavdation with the Depariment gf Feteran s 4flirs.

FENLA 452: Risk Assessment Database v.2.0

Assessor s Tool

Aszessment Date: (100152005 Aszzezsment Type: [Tierl

Checklists

1- Site Checklist

Executive Summary/Vulnerability

Iite Executive Surumary |

2 - Architecharal

Site Valnerabilities |

3 - Stmaetural

4 - Building Enwvelope

5 - Utility Systams

& -Mechamical Systems

7 - Phumbing and Gas

8 - Electncal Systems

9 - Fire dlaym Systems

Import Checklist

10 - Comnmnications and [T Systams

11- Equipment Operations and Maintenance

12 - Security

13- Semurity Master Plan

Copwight Pending

%) FEMA
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Unit VI-42



IX

| Infrastructure Matr
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Infrastructure

|
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IS

Low r

1-10
1-10
1-10

Asset Value

[ 1 Medium risk (61-175)
B Highrisk (>175)

Vulnerability Rating

Threat Rating
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Checklists

B Main Menu for, Assessors

FENLA 452: Risk Assessment Database v.2.0 Assessor s Tool

Site: |Hazardvﬂle Information Co j Assessment Date:  [10/152005 Aszgeszsment Type: [Tierl
Site and Team Intormation Checklists Executive Summary/Vulnerability
Iite Information | 1- fite Checkhst Iite Executive Surumary |
| Oy R L | S T Tl A |
Site Poants of Contact | 3 - Stractoral
4 - Building Enwvelope

5 - Utility Systams

& -Mechamical Systems

7 - Phumbing and Gas

Q- Fire ilavm Systems [mport Checklist

10 - Comnmnications and [T Systams

Threat Matrices

11- Equipment Operations and Maintenance

Crtical Function Matrix 12 - Security

Critical Infrastracture Matrix

13- Semurity Master Plan

8 - Electncal Systems |

T essoiation with the Deparment g Veteran s 4ffkirs. Copwwight Fending

%) FEMA
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Site Checklist

Observations and RecommendationsfRemediations for Section Heading: Site

Site Name: Harardville Informaton Co. Type: Tier 1 %
Q#  Ohzervation RecommendationRemediation Tuln? Vulnerability Assessment Queston  Guidance
|1-1 wio Cratical Hazard Facilities wathin 2 Collateral effects of attacks or accidents What major structures surround the Cratical infrastractare to consider

ile and a domen Tier IT HAZMAT
Facilities within 3 nles. Major
terstate higlray within 1/4 mile. Than)
allroads have tracks within 152 mile
ith no restrictions on materials carred

impact HIC similar to CER attacks. See
reconumendations for HVAC systems.

facility (site or bailding(s1)7 -- What
critical mfrastracthore, govermment,
military, or recreation facilities are in
the local area that impact
transportation, utilities, and collateral
damase (attack at this facility impactine

mchides: - Telecomnmnications
infrastruchare - Facilities for broadeast
TV, cable TV, callnlar networks,
newrspaper offices, production, and
distribution, radio stations; satellite base
stations: telephone trunkine and

Four nea.r’c-vb'lmd lonz—d.lsta.nce

is possihle for walueles to park nght
ext to the huilding. Heommal parking
for employees s in front; the closast

control is needed to reduce sk of
velicle-borne improvised explosive
device. Any action will raquire

parking place uncontrolled parked
vehicles unacceptably close to a

bilding in public rights-ofaray?

Record: 14| 4 3 kM of 23 (Filkered)

BUILDING DESIGN FOR HOMELAND SECURITY

1-2 ; IS Dioes the terrain place the building in a Dlepressions or lowr areas can trap haavy
rear parkmg area slc\pes Ay fmm the depression or lowr area? vapors, mhibit nabaral decontarmination
ing to a stream, which allowrs wands by prevailing winds, and reduce the
o pass over the strcture unhindered. affectiveness of in-place sheltering. -
Feference: USAF Installation Force
Protection Guide
[ 3 |1-3 1th a loadmg dock on the west side, it Inecreased stand-off or mereased access ¥ |In dense, whan areas, does orh lane Where distance from the building to the

nearest ourth provides insufficient
sethack, restrict parking in the curh
lane. For typical city streets this may

15 44 feat from the front door. coordination wath Businass Park require negotiating to close the curh
Management and ather tenants due to lane. Setback is conunon terminology
Ipacts o the cozerall busines: nazle for the distance betareen a bnldine and

Unit VI-45




Checklists

B Main Menu for Assessors IZHEIEI

FEMA 452: Risk Assessment Database v.2.0 Azgezgor 3 Tool

Site: |Haza1\dvﬂle Information Co j Assessment Date: 107172005 Assessment Type: [Tierl
Site and Team Information Checklists Executive Summary/Vulnerability
Gite Information | 1- Site Checklist |

All launch similar checklists

{Zite desessment Teamt | I - dvyehitectar. I .
— e === with places to enter
Sits Daints of Contact .
observations and

recommendations /
§ Mechumied Systoms ] remediatons

7 - Planhing and Gas II

8 - Electrical Systems

|
|
|
| T T Al B || Import Checllist |

I 10 - Commmnications and IT Sﬁtems I

I 11- Equpment Operations and Mamtenance II

Critical Fanetion Mlatri: I 13 - Semwity I
Critical Infrastrcture Matrix
13- Security Master Plan

Threat Matrices

Copwight Pending
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Executive Summary

B Main Menu for, Assessors

FENLA 452: Risk Assessment Database v.2.0 Assessor s Tool

Site: |Hazardvﬂle Information Co j Assessment Date:  [10/152005 Aszgeszsment Type: [Tierl
Site and Team Intormation Checklists Executive Summary/Vulnerability
Iite Information | 1- fite Checkhst I Iite Executive Surumary I
| e fiosessmant Team! | 2 - drchitectural Site Vulnershilities
Site Pomts of Contact | 3 - Stmaetural
4 - Building Enwvelope

5 - Utility Systams

& -Mechamical Systems

8 - Electncal Systems

Q- Fire ilavm Systems [mport Checklist

10 - Comnmnications and [T Systams

Threat Matrices

11- Equipment Operations and Maintenance

Crtical Function Matrix 12 - Security

Critical Infrastracture Matrix

13- Semurity Master Plan

7 - Phumbing and Gas |

T essoiation with the Deparment g Veteran s 4ffkirs. Copwwight Fending

%) FEMA
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Lx [

Executive Summary Tab

Assessment Main Page

» Site Name: |Hazardv:|.'|le Information Co.

Defanlt Image: II

Assessment Location: |Hazardw]le A dmin

Lssessment Dlate: 107172005 Type iTier 1 - 1

Ho Image Lvalable

Exemitive Summary ]wmabﬂities | Points of Comtact ] Assessment Team | 44 Photos | Photos | Add GIS Portfolio Images | GIS Portfolin | Miscellaneous Files

Introduction

Ohservations

Recommendations/Remediations

P [Hazardville Infoemation Company (HIC) is a
state-of-the-art information technology (IT)
services company locted in a major
metropolitan city in a typical adbharban
bsiness office park. The company's mission
is to provide information technology and
services support to inchide hosting servers,
databases, applications, and other hardware
and software;, develop, install, and maintain
sofharare applications, provide field sapporxt IT
techmicians, and provide 24-hour help desk
support.

HIC has over 20 clients and supports
approximately 1,000 users and 100
applications a5 a primary data center and as a

W T ol i P O e S ) o e AT Wiy Eo

Chie to standard business office park
constmection, HIC is valnerable to terrornist
attacls and technological aceidents both as the
targeted facility and as collateral damage.
There are imited procedural changes awailable
to provide protection. Each attack possibility
has a set of measives that can be prioxtized
and applied to mutizate that attack and reduce
the risk from other attacks as well.

The owmer has agreed to work wath a -
reconunended set of design basis threats
(DET) and consider G34 and Dal facility
levels of protection criteria. Access control
of wehicles wonld be the primary deterent for
vehicle-bome mprovised explosive davices.
While Chemieal, Binlogical, Fadiclogical
(CEE) attacks are at a 1isk level to consider,
proximity to transportation, storage, and
other HAZMAT sites indicates that CER
considerations wonld alse provide protection
against technological accidents. There are
also meamres to take from a COOP

( Contirouty of Operations FPlans) perspective
a5 this 15 a backup facility for other data

S

Record; 14 1 4! of

=

AN

) FEMA

BUILDING DESIGN FOR HOMELAND SECURITY
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Vulnerabilities

B Main Menu for, Assessors

FENLA 452: Risk Assessment Database v.2.0 Assessor s Tool

Site: |Hazardvﬂle Information Co j Assessment Date:  [10/152005 Aszgeszsment Type: [Tierl
Site and Team Intormation Checklists Executive Summary/Vulnerability
Iite Information | 1- fite Checkhst Iite Executive Surumary
| i | 2 - Architectmrsl Trelsg =i e |
Site Poants of Contact | 3 - Stractoral
4 - Building Enwvelope

5 - Utility Systams

& -Mechamical Systems

8 - Electncal Systems

Q- Fire ilavm Systems [mport Checklist

10 - Comnmnications and [T Systams

Threat Matrices

11- Equipment Operations and Maintenance

Crtical Function Matrix 12 - Security

Critical Infrastracture Matrix

13- Semurity Master Plan

7 - Phumbing and Gas |

T essoiation with the Deparment g Veteran s 4ffkirs. Copwwight Fending

%) FEMA
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Vulnerabilities and
Recommendations

5
Lssass

i Building No Vulnerahility Priority Recommendation/Remediation
]Hazaldv]]le Adin With a loading dock on the west side, 1t 15 2_:"1 Inereased stand-off or increased amcess control 1s
possihle for vehicles to park right next to the needed to reduce sk of vehicle-bome improvised
o] bnlding. Mormal parking for employsees 15 in explosive device. Any action wall require
- = front; the closest rooar is 44 feet from the iroordination with Business Parl: Management and
B Leotion Date Cost Conuments
p i [ [ $0
Planned $0
ndararay $0
H Complated $0
Clase
H u
side]. In that area the fenestration 15 of the frame and silicone sealant and frazgmentation EBeEza
probably more than 40%. The windowr retention film should be added to the glass
* = | =l
b
Record: 14| ¢ Tk || of 2 4| | 3

|
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Assessment Team Import Function

Lead Assessor e Establish alink to a team
member’s database
— « Open the remote database
/ I \ « Import Observation,
Recommendation/Remediation,
vuln/Rec Checkilst Checkist or Vulnerability entries

Assessment Team

The assessment team members to combine their data into one database
file on one computer at the end of the assessment.

BUILDING DESIGN FOR HOMELAND SECURITY Unit VI-51



Import Assessments

1 Main Menu for Assessors

- (| . c (] (= =
== frmSiteAssessments_Remote

Aszeszments Available for Import From: | C:\Temp\AssessorTool.mde

Azgezzment
Site Name . . . o Date T
- Microsoft Office Access “ “ e

Hazardville Information C | 342006 (Tier

E:-:ample b ) 20202006 |Tier 2

Example site 3 i ) Connection made. E/E/200E [Tier 3
216 Checklist records

1 Yulnerability records
available For Viewing/Copying.

I Select Aszeszment I Cancel |

record: (141 4 | T (e Tl of 3

[l

Chpwipht Fending

| T @ssocderion with the Deporiwent of Fetva s 4ffbivs.
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Assessment Team Import Function

B Main Menu for Assessors

Observations and Recommendations/Remediations for Section Heading: Site

Site Name: Hazardville Information Company

I Crpen Remote Data Il{:: temp' Assessor Tool.mde

Q# Obzervation RecommendationRemediation

Type: Tier 1

Vuln? Vulnerability Azseszment Question

Guidance

-1l |

What major structurss surrovnd the
facility (site or building(s))7 -- What
critical infrastructurs, government,
military, or recreation facilities ars in
the local arza that impact

transportation, vtilities, and collateral

_|damase (attack at this facilitv impacting

Critical infrastrocturs to consider
includes: - Telecommunications
infrastructurs - Facilities for broadeast
TV, cabla TV; cellular networks;
newspaper offices, production, and
distribution; radio stations; satellits base
stations: teleshone trunkine and

Diozs the terrain placs the building in a
deprassion of low ar=al

Dieprassions or low arsas can trap heavy
vapors, inhibit natural decontamination
b prevailing winds, and reduce the
sffzctivensss of in-place sheltering.
Faference: USAF Installation Forcs

Protection Guids

In denss, vrban arsas, does curb lans
parking place vneontrolled parked
wehicles vnacesptably closz to a
building in public rights-of-way?

‘Whers distance from the building to the
nearast curb provides insufficient
setbaclk, restrict parling in the curb
lan=. For typical city strests this may
requira nagotiating to closs the curb
lanz. Setback is common terminology
for the distance between a buildine and

Record: 14 1/ of 23 (Filtered)

]
CTILICa] TTatIOCIOrE IRt |

13- Bzcurity Master Plan

In aegociation with the Depariment of Feterans 4ffairs.

Copyrignt Pending

BUILDING DESIGN FOR HOMELAND SECURITY
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Assessment Team Import Function

Observations Details from the REMOTE DATABASE

Site Name: Hazardrille Information Company ]
Copy
Record Q%  Obzervation Recommendation Remediation Vuln?
p[ I] M [Two Critical Hazard Facilities within 2 Collatersl affacts of attacks or accidents |

mile and a dozen Tisr II HAZMAT
Facilities within 3 miles. Major
interstate highway within 1/4 mila. Two
railroads have tracks within 12 mile
with no restrictions on materials carried.
Four nearber buried lone-distance

1-2 The site 15 above the tank farm and the None.
rear parking arza slopes away from the
building to a stream, which allows winds
to pass over the structure vnhindered.

impact HIC similar to CBR attacls. S==
recommendations for HVAC svstems.

With a loading dock on the west sida, it
iz possible for vehicles to park right
next to the building. Normal parking

Inereaszed stand-off or inersased access
control is nesdad to reduce risk of
wvehicle-borne improvised explosive

[w*

device. Any action will raquire
coordination with Business Park
hlanagement and other tenants due to

1471 1 nark
[ Copy and OVERWRITE
[Osa
[¥ Copy and APPEND J

Unit VI-54

for emplovess 15 in front; the closest
row 15 44 feet from the front door.

I Update Local Copv m

Select Al

Record: A i k| M of 23 (Filtered)

FRARTAL S,
SN

MR
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Close Assessor Tool

B Main Menu for Assessors

Site:  [Hazardville Information Co

|

Site and Team Information

Zite Information

| {Site dissessmend Team

Zite Pomts of Contact

Threat Matrices

Critical Fanetion Matrix

Crtical Infrastructure Matrie

Iy essovdation with the Department gf Fetovans 4fFhirs.

FEMA 452: Risk Assessment Database v.2.0

Assagsar 5 Toal

Assessment Date: (104152005 Aszessment Type: [Tierl

Checklists

1- Site Checklist

Executrve Summary/Vulnerability

Zite Exemtive Summary |

2 - Architectural

Site Vialnerabilities |

3 - Structaral

4 - Building Envelope

5 - [Ttility Systems

& -Mechanical Systems

7 - Phanhing and as

% - Electrical Systems

9 - Fire Alarm Systems

Import Checklist

10 - Commmmcations and [T Systems

11- Emipment Operations and Maintenance

12 - Secunty

13- Secunity Master Plan

Chpwight Pending

FRARTAL S,
SN

/ '_ ‘aro

) FEMA

BUILDING DESIGN FOR HOMELAND SECURITY
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Empty Database

FEMA 452: Risk Assessment Database v.2.0
Assessment Tool

Site Information

| Empty the Database |

Switch Operating Modes ‘

|

This program was deveioped by and for FEMA and the Department of Fetgrans o ] » |
Affoirs, pursuant to a contract with the National Bestituts of Building Scisnces. B Nationa Testitutz of Buiiding Scisnces 2004

FEMA
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Switch to Master Database

FEMA 452: Risk Assessment Database v.2.0
Assessment Tool

Microsoft Access

-
\ 1 ) Restarting now in MASTER DATABASE mode.

o

Hwriteh Operating Modes

e |

This pro gram was developed By and for FEMA and the Depariment af Vetevans i ¢ . 2
Affadys, purseant fo @ contvact with the National Rstitute of Puilding Sciences. ©hational Rstitute of Building Scdences 2004

BUILDING DESIGN FOR HOMELAND SECURITY Unit VI-57




Master Database

FEMA 452: Rasl: Assessment Database v.2.0
Master Database

WVulnerability & ssessment Checklist

Administrative Functions

This progrom wos developed by ond for FEMA ond the Department of Veterans

Affairs, puriient 0 @ contrac with the Mational Rstitute of Building Sdewces. © Norional Rstitute of Building Sdences 2004
e.\v;& R ﬁ;‘{?\,
. N
fos 2\
(5 2\
Y
’u“fl(\ 0@;&"

N&ND 567 BUILDING DESIGN FOR HOMELAND SECURITY  Unit VI-58



Open Master Database

r

e

O#000

Internet
Internet Explorer

E-mail

Microsoft Cuklook
FEM& Assessment Tool
Snaglk 7

ArchMap

windows Media Plaver

windows Messenger

Tour Windows xP

All Programs D

@ Microsoft AckiveTyne
Microsoft Excel
Microsoft Cutlook,
Microsoft PowerPoink
P Microsoft Publisher

i

| Microsoft Ward

Y M3H Explorer

@ Cutlook Express

) RealPlayer

l__ Remote Assistance

P SPEED Ferret 4.1

ﬁ Windows Journal Viewer
@ windows Media Playver

ﬂ Windows Messenger

BUILDING DESIGN FOR HOMELAND SECURITY
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Login to Master Database

Mame:

‘#.-:Irninist'atn:nr

Password:

e

ZZRARTAT

/o SN

!’ta'h:g}”\

f‘a‘ 2\

Gy FEMA
\L‘fré\ 0@\‘5‘

\‘ﬁkjyn s_gf:,f
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Master Database

FELMA 452: Risk Assessment Database v.2.0
Master Ilatabase

Vulnerahility & ssessment Checklist

A dmitistrative Functions

|

This pro pram wos developed by and for FEMY and the Deportment of Veterans
Affairs, purseont fo o coptract with the Notonal Bstitute of Building Scences.

9) FEMA

B hbtonal Bstitute of Building Srences 2004
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View Checklists

List of Assessments

Assessment Checklists

Site Mame: |Ha.zard1n]le Information Co.

Assessment Location: |Ha.zard1n]le Admin
Ahissessment Data: 100142005 Type: |Tier 1 %

Architectural | Structural | Building Envelope | Utilities | Mechmcall Phuvhing | Electrical | Fire | CommiComputers | Equip OfM | Seruity Systerns | Samurity Plan

.

Q# Obzervation Recommendation ! Remediation Yulnerahility? Vulnerahility Aszezzsment Checklist Qu.esti.ur_
B []1-1 Twro Crtical Hazard Facilities within 2 mule and a dc  [Collateral effects of attacks or accidents mmp. I What major stractares arround the fambity (site or buaildi
1-2 The site is abowve the tank farm and the rear parking |[Hone. I Dioes the terrain place the building mn a depression or lowr
1-3 With a loading dock on the west side, it 15 possible £ |Inereased stand-off or increased access contre Iv In dense, wrhan aveas, does ourh lane parking place unecon
1-4 Is a perimeter fance or other types of barrier controls in

1-5 What arve the site access points to the site or bailding?

1-& Is vehicle traffic separated from pedestrian traffic on the™

1-7 I there vehicle and pedestrian access control at the pern

|
|
|
|
1-8 | I there space for imspection at the ouwrh hine or outside tl
|
|
|
|

1-9 Is there any potential access to the site or building theo
1-10 What arve the existing types of vehicle anti-ram devices |
1-11 What 15 the anti-ram buffer zone stand-off distance frow
1-12

Are perimeter barriers capable of stopping wehicles? jﬂ

Record: 14 L L <] | y
View 41 Site Ohservations | Viewr 811 Site Vulnerahility fssessment Chiestions |

Record: 14 [ 1 M of 1 I

FEMA
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Page: 14| 4| 1 k]

Vulnerabilities and Recommendations

Vulnerability
Allwindows 202 in the afice speczarss
of the building (21l the Fant zndhalfof
onezids)l In thatarsz the Bresrztion
is probebly more tren 40%. The
window system iz sEndard commencizl
installztion znd thus, the glas, freming,
znd enchorzgs are sxpected D be
insufficient for he desizn besisthneat

Priority  Building Number
1 Hezardville Admin

With 2 loeding dock on e west side, it
iz possible for veiticles to perk right
nexnt o the building. Normazl parking
for emplovess i in front; e closst
100 i5 44 feot from the front door

The leeding dockconnec s dirsctlying
infrastructurs.

FecommendationRemediation

For belanced performance, the znchorzgs of the windows should be improved
for the tlzstcapebility of the Fzme znd slicone szlant znd frzzmentetion
fetention film should be added to the glass

Increzsed stznd-off o inorezsed acces: controlis nesded to raduca fisk of
vehick-borne improvissd explosive device. Ay action will requirs

dinztion with Busines Perk M znd ofher Enznt due o impect
o the overzll business perk For example, increzss distanre o fisst perking
apece o BO fest by closing off nesrbyperking. control 2cosssto resr of ildine.
of s reserved parking spaces in front of building =nywhere within B0 foet of
building.

Ther= i littls thet czn te dons for the loeding dock direcly. Acces control
zlready required for other volnerabilities willbe benefic &l in lzeping threats
awayfrom the leding dock znd reducing risk

Type a question for help

FEMA

BUILDING DESIGN FOR HOMELAND SECURITY
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Reports

Executive Summary

Indrod weton

Hazardwille Informahon Comparer (HIC) 15 a state-of-the-art information techmology (1T) servmces compary
locted 1 a major metropolitan citrin a typical subuth anbusiness office park. The conpares missionis to
rovide ptornation teclmology and sereices sapport to inchide hosting servers, databases, applheations, and
other havdvrare and softerae; develop, nstall, and matrtain sofferare applications; provide field support IT
teclpuiciams ; and provide 24-hour help desk mappost.

HIC has over 20 cherds and supports approcimately 1000 users and 100 applhicaborns as a primary data certer
and as adisaster recovery site, HIC clients inchude local ard mgional govermrert offices and conorercial
erhities along with large prume deferse cortractors amd Federal govenenent agencies. HIC handles
unclassified and classified rfonmaton

Ch serrations

Tnie to stard ard business office park cors taction, HIC 15 vlnerab le to terorist attacks amd technological
accidents both & the targeted facility and as collateral damagze. Themw are linnted procedural changes
available to provide pwotection Each attack possibality has a set of measures that can be prontzed and
applied to notzate that attack and reduce the risk froem other attacks as well.

Recommendatons / Remediations

The cwmer has agreed to workwrith a reconumended set of designbasis threats (DBT) and comsider GE 4 and
Dol famhty lawels of protechon cntena. Access control of velucles wonld be the primary deterent for
wehiclebome mprovised explosive devices . Whole Chernmeal, Biological, Eadiological (CEE) attacks are at
ansk leve]l to consider, promannty to trarsportation, storagze, and other HAZMAT sites indicates that CER
considerations wonld also provide protecton against teclmological accidents . There aw also measires to take
from a COOP [Comimity of Operatiors Plams] pews pective as this 15 abaclmp faoi ity for other data cerders.
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List of Assessments.

Asgessment Agzessment
> Assessment Location Organization Name Azzezzment Date Type Azzezzsment Folder Name -
| Clear
T T 1
Microsoft Access
This will build a stoplight spreadsheet in Excel.
Are you sure you want to continue?
Close %
Exemtive Sommary | Wulnerabilities Points of Contact Assessment Team Fhotos GIE Portfolio l Miscellaneons Files |
Assessment Checllist | Critical Funetion | Critical Infrastracture || Site Eeports iI Other Feports Help | Close |
Record: HI 1 ” 1{|EF iH iH‘-I of 1

FEMA
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Threat Matrix

L34 - A 0
A E C ] E F G H I J 3 e

10 A 5 10
11 | Facility
12 Improvised Chemical Arson { Incendiary Armed Biological Cyberterrorism =~ Agriterrorism | Radiological
13 | Core ProcessiFunction Ezplosive Device Agent Attack Attack Agent Agnet
14
15 | Administration [ ] 128 ] 36 =z [ ] 128
18 Threat Rating E 4 1} 3 4 B 1} 4
17 Azzet Walue 4 4 1} 4 4 4 1} 4
12 Wulnerability Rating g g 1} g g g 1} g
19| Engineering [ 1] 160 ] 120 160 ] 160
20 Threat Rating E 4 1} 3 4 5 1} 4
21 Bsset Walue I I 1] I |} ] 1] ]
22 Wulnerability Rating 2 g 1} 2 ] g 1} g
23 | Warshousing [ 16101 o S 10 o 150
24 Threat Rating E 4 0 3 4 3 0 4
20 Bsset Value i i 1] i 5 ] 1] ]
26 Wulnerability Fating g g 1] 3 g 2 1] 2
27 | Data Center R T 1 o o o I
28 Threat Rating E 4 1} 3 4 q 1} 4
29 Azzet Walue 10 10 0 10 L] 10 0 10
a0 Wulnerability Rating g g 1} 3 ] a 1} g
3 |Food Service 1] 1] 1] 1] 0 1] 1] 1]
az Threat Rating 1} 1} 1} 1} 1] 1} 1} 1}
a3 Asset Value 1] 1] 1] 1] 0 1] 1] 1]
24 Wulnerability Rating 0 0 0 0 0 1} 0 0
36 | Secury [ -~ ) o e [ 105 o I
36 Threat Rating E 4 1] 3 4 ] 1] 4
ar Azzet Walue T T 1} T T T 1} T
a8 Wulnerability Rating g g 1} 3 g 3 1} g
35 | Housekesping " S o I o I
40 Threat Rating E 4 1} 3 4 2 1} 4
H Aszet Value 1 1 0 1 1 1 0 1
4z Wulnerability Rating 2 2 1} 1 ] 1 1} 8
43 | Day Care 0 0 1} 0 1] 1} 1} 1}
44 Threat Rating 0 0 0 0 1] 0 0 0
45 Bsset Value 1] 1] 1] 1] 0 1] 1] 1]
15 ulnerability Rating 0 0 0 0 0 0 0 0
4 o wm e i e o I

i hreat Rating E 4 1} 3 4 5 1} 4
44 Azzet Walue 2 2 1} 2 2 2 1} 2
a0 Wulnerability Rating g g 1} 3 ] g 1} g
51 | Other 2 0 0 0 0 1] 0 0 0
52 Threat Rating 1} 1} 1} 1} 1] 1} 1} 1}
53 Asset Value 1] 1] 1] 1] 0 1] 1] 1
54 | Yulner ability Fiating 0 D 0 0 0 0 o

M 4 » M[\ Function ‘Julnerabilib.r;{l Infrastructure Vulnerahility ;’I | <]

) FEMA
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Threat Matrix

K7 - fe
A E G u] E G H | il K
11 | Facility
12 Improvised Chemical Arson ! Incendiary Armed | Biological | Cyberterrorism | Agriterrorism | Radiological | N
12 | Critical Infrastructure Ezplosive Device Agent Attack Agent Agnet C
4
15 Gite M 160 o 120 te0 s o 1610
1& Threat Rating E 4 0 3 4 1 0 4
17 Aszset Value 5 5 0 b 5 b 1} b
12 “Wulnerability Rating 2 g 0 g g 3 0 S
19| Architectural T a g0 i 120 g0 0 80
20 Threat Rating E 4 0 3 4 1 0 4
21 Aszset Value 5 5 0 b 5 b 1} b
22 “Wulnerability Rating 2 4 0 g 4 3 0 4
23 | tructural Systems E @ o el o I
24 Threat Rating E 4 0 3 4 1 0 4
25 Aszset Value 5 5 0 b 5 b 1} b
26 “Wulnerability Rating 2 3 0 g 3 3 0 3
27 | Envelope Systems E @ o el o I
28 Threat Rating E 4 0 3 4 1 0 4
29 Aszset Value 5 5 0 b 5 b 1} b
30 “Wulnerability Rating 2 3 0 g 3 3 0 3
31| Uty Systems e e o 175 7 o I
32 Threat Rating E 4 0 |3 4 3 0 4
) Aszset Value 5 5 0 b 5 b 1} b
34 “Wulnerability Rating E 3 0 T 3 I3 0 3
36 | Meshanical Systems S = m woooMs e 105 o R
36 Threat Rating 4 4 0 |3 4 3 0 4
37 Aszset Value ¥ ¥ 0 T ¥ T 1} T
38 “Wulnerability Rating g ¥ 0 T ¥ 5 0 T
28 | Plumbing and Gias Systems 160 100 i 120 o [ 0 100
40 Threat Rating 4 4 0 2 4 2 1} 4
4 Azzet Value B B 0 3 B 3 0 L3
42 ‘Wulner ability Fating 2 B 0 g B 3 0 L3
43 | Electrical Systems s 140 i 147 140 105 1 140
44 Threat Rating 4 4 0 3 4 3 0 4
45 Azzet Value T T 0 T T T 0 T
45 ‘Wulner ability Fating 2 B 0 T B 5 0 [}
47 | Fire Alarm Systems 10 [ oo 48 e 3 o
48 Threat Rating 4 4 0 3 4 2 0 4
448 Azzet Value B B 0 3 B 3 0 L3
a0 ‘Wulner ability Fating 2 3 0 2 3 2 0 2
51 _|IT and Communication Systems [ - ] noo om0 om0 1000 o
52 Threat Rating 4 4 0 3 4 0 0 4
53 Asgzet Value 0 10 1] 1 10 1 1] n
A4 ‘Wulner ability Fating 2 E 0 g E 0 0 E
55 | Otherd 1] 1] 1] 1] 1] 1] 1] 1]
M 4 » M\ Function Vulnerability % Infrastructure Vulnerability / |4] |
) FEEMA
J
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Vulnerahility
Aszzezsment
Site Name Checllist #

- ¥y -y -Qy —§ | seach || Cha

Other Reports

Observations and Recommendations/Remediations for Assessment Checklist

Section
Heading

3

Ohservation

Recommendaton / Remediation

| AW azardville Information Co| |1-1 Site Twro Critical Hazard Facilities within 2 Collateral effacts of attacks or aceidents

mile and a domen Tier II HAZMAT impact HIC similar to CER attacks. Jee
Facilities within 5 miles. Major interstate reconunendations for HYAC systems.
higlwray within 154 mile. Two railroads

|Hazardville Informaticn Co. 1-2 Site The site s shove the tank farm and the Hone.
rear parking area slopes away from the
bnailding to a strearn, which allows winds
to pass over the structore unhindered.

|Ha.zardvﬂle Information Co. |1-3 Site With a loading dock on the west side, it 15 Increased stand-off or increased access
possihle for wehicles to park right next to control is needed to reduce risk of vehicle-
the bnilding. Nommal parking for bome improvised explosive device. Any
employees is in front; the closest row is action will require coordination with

|Hazardville Informaticn Co. [1-4 Site

|Hazardville Information Co. 1-5 Site

Prnt Viear, Soxt by Site

Print View, Sort by Checllist #

Record: 4 1 kM of 216

FRARTAL S,
/)
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Master Database

FEMA 452: Risl: Assessment Database v.2.0
Master Database

I Vulnerahility Assessment Checklist ‘l

A diministrative Functions ‘

e |

This pro prax was developed by and for FEMA and the Deportment of Veterans
Affairs, pursuant o o contract with the Mational Bstitute of Buildin g Scdences.
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Vulnerability Assessment
Checklist Search

All Observations and Recommendations/Remediations for this Question

Yulnerahility
Assessment Chechlist #|1-1 Section Header: |Site

Queston [What major stmebares smround the facility (site or bailding(s1)? -- What entical infrastmeture, government, military, or recreation facilities are in the local area that
impact transportation, utilities, and callateral damage (attack at this facility impacting the other major strachires or attack on the major struehires impacting this
facility)? -- What are the adjacent land uses imnediately outside the perimneter of this farility (site or building(s))7? -- Do firhare development plans change these land

- nses cutside the facility (site or building (s)) perimeter? -- Although this question bridges threat and vulnerability, the threat 15 the man-made hazard that can ocor

b (likelihood and imoact) and the walnerabilitv is the proximity of the hazard to the baildine's1 beine assessed. Tlos. a chemical olant release mavbe a threatfhazard bat

Guidanee |Crtical infrastmctire to consider inehides: - Telscomwmmuications imnfrastmetore - Facilities for broadeast TV, cable TV, cellnlay netarorks; newspaper offices,
production, and distribation; radio stations, satellite base stations, telephone tranking and seatching stations, inchiding critical cable romtes and major nghts of way -
Elsctric powwer systems - Power plants, especially maclear facilities; transmission and distribation system components; fazl distrbation, dalivery, and storage - Gas and
il facilities - Hazardous material farilities, oilfzas pipelines and storage facilities - Banking and finance institations - Financial instibations (banks, credit unions) and the
o bnasiness district: note schedule businessifinancial district mav follow: arnored car services - Transvortation netarorks - Aivoorts: carvders. flizht vaths. and aroort

Comments
M
Assessment
Date Type Ohzervation Recommendaton Remediation Vulnerahility?
- | 472006 |Tier2 I
Hazardville Information Co | 107172005 [Tier 1 Hazardville Information Co is located Develop procedures to support the v
on the 195 comidor in an industrial shelter in place planning and protect the
nibarban area. It is adjacent to the Ft facility from a HAZMAT avent in the
T '
Record: E 1 [I][E of 2

Record: E 1 [E] of 1 {Filtered)

FEMA
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Master Database

FEMA 452: Risl: Assessment Database v.2.0
Master Database

Vulnerahility Assessment Checklist

| A diministrative Functions |
Exit

This pro prax was developed by and for FEMA and the Deportment of Veterans
Affairs, pursuant o o contract with the Mational Bstitute of Buildin g Scdences.

BUILDING DESIGN FOR HOMELAND SECURITY

Unit VI-71



Master Database: Erasing One or All
Assessments

Administrative Functions Menu

List of Assessments

Assessmen . m - - 2
tID _ ssessment Loc: Administrative Functions Menu et Folder N:
|q 1 [Testls nt_2006-04-07
2j fftazardville ot Risk Assessment Database ent_2005-10-011
| ‘Empty the Datahase! |
‘ Delete an Assessment \
Import Assessor Database
Delete this awitch Operating Modes Clase =
p— W
Record: E 1 1 [k

Close |
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Master Database: Import Function

Administrative Functions Menu

Administrative Functions Menu
Risk Assessment Database

Dielete at A ssessmetit

‘ Import Assessor Database \

awitch Operating Modes ‘

Close |
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Master Database: Import Function

Import Assessments

Select a database from which to import an Assessment. Then click [Import].

Currently Linked to: 1(:: ‘Program Files'\FEMA Assessments‘AssessorTool.mde

iFind a different Diatabaz=!
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Master Database: Import Function

~| & @& cf EE-

Laok in: | = [T

.ﬁ.ssessanDDI.mde I
[ _Hazardville Inforrmation Co

File narme: |ﬂssesmr[] B.mdhb Open

Files of type: |.ﬁ.33533ment Databases [*.mdb, * mde] j Cancel

| Open az read-only

&) FEMA
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Master Database: Import Function

Import Assessments

aelect a database from which to mmport an Assessment. Then click [Import].

Link and Import from: ]F:'l,.ﬁ.ssessannnl.mde

howr Dietatled Fesults | ‘Find a different Datahase l | Import || ? l Close l

%‘ .
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Master Database: Import Function

Microsoft Office Access

\?) Are wou sure you wank bo connect bo and import from: FiassessorTool, mde?

Vs Mo Cancel
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Master Database: Import Function

Microsoft Office Access

i all 14 tables that were linked to: C\Documents and Settingsiteyani My Documentsi Temp File\FEMA_Assessment
\‘) Tool\ssessorTool. mde
have been relinked ko: FiidssessorToaol mde

Co |

FEMA
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Master Database: Import Function

Microsoft Access

.ﬁ.tl:er%‘t to move supporting files as well?

\Photos
\Miscellaneous
\GIS Portfolio
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Master Database: Import Function

Microsoft Access

\:\EJ Attempt to write files now?

& H o | cancel |
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Master Database: Import Function

Import Assessments

Gelect a database from which to nport an Assessment. Then click [Import].

Currently Linked to: ]F:'l,.ﬁ.ssessannnl.mde

| Shovwr Detailed Resilts ‘I Find a different Datahase Tmport | 74 ] Clase l

%‘ .
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Master Database: Import Function

&8 Import Detailed Diagnostics

Import MumberOf MumberOf MumberDf -
Order Importing RecordsBefore RecordsAttempted HRecordsAfter Successful
3 _ T5ies 4 1 5 4
I 2 |Buidingz [*handled differently) N 19 19 v
3 |People 0 2 2 v
4 |Azzezzments 4 1 5 I
1 b [Obzervations 216 216 432 I
E [Vulnerabilities 0 1 1 I
7 |Executive Surmrarny 1 1 2 v
2 |Crtical Infrastructure 20 20 40 v
3 |Crtical Functions 18 18 36 v
10 [Azzezsment Personnel 1] 2 2 v
11 |GI5 images thiz aszezsment 1] 1 1 I
12 |Phaotos N 1 1 v
13 [Assessment Photos N 1 1 v
14 |Mizcelaneous files 0 1 1 v

of 14
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Master Database: Import Function

Import Assessments

aelect a database from which to mmport an Assessment. Then click [Import].

Link and Import from: [F:iAssessorTool.mde

howr Dietatled Feslts | ‘Find a different Database Import | ? \ | Close ‘I

%‘ .
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Summary

Installation and opening of databases

Filing of GIS Portfolio, Miscellaneous, and Photos to link with
the databases

Moving about the database software and between the Assessor
Tool and the Master Database

Setting priorities on identified vulnerabilities and how the
software handles it

Production of standard reports and searching the database for
specific information
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