Course Title: Building Design for Homeland Security

Unit VI: Risk Assessment Database

COURSE TITLE

UNIT TITLE

OBJECTIVES

SCOPE

REFERENCES

Unit VI

Building Design for Homeland Security TIME 60 minutes

FEMA 452 Risk Assessment Database

Explain the database install process

Identify where to save photos, maps, drawings, plans, etc. to
interface with the database

Explain the information required for the database to function within
each screen, how to move between screens, and switch between the
assessor’s tool and the master database

Explain the benefit and approaches to setting priorities on identified
vulnerabilities

Explain how to use the master database to produce standard reports
and search the database for specific information

The following topics will be covered in this unit:

1. The installation of the assessor tool database and the master
database.

2. Inputting data into the database and linking associated information,
such as GIS images, Miscellaneous files, and Photos.

3. Navigation in the database to operate all functions.

4. Risk management capability using the database.

5. Activity: Students will follow the instruction unit by installing the
databases and navigating the databases following the instructor’s
presentation.

1. FEMA 426, Reference Manual to Mitigate Potential Terrorist
Attacks Against Buildings, Chapter 1

2. FEMA 452, Risk Assessment - A How-To Guide to Mitigate
Potential Terrorist Attacks Against Buildings, pages 4-1 to 4-10

3. FEMA 452 Risk Assessment Database CD with Install Wizard
(latest version)

4. Student Manual, Unit VI

5. Unit VI visuals
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Unit VI

REQUIREMENTS 1. FEMA 426, Reference Manual to Mitigate Potential Terrorist
Attacks Against Buildings (one per student)

2. FEMA 452, Risk Assessment - A How-To Guide to Mitigate
Potential Terrorist Attacks Against Buildings (one per student)

w

Instructor Guide, Unit VI

4. FEMA 452 Risk Assessment Database CD with Install Wizard

(latest version)

o

6. Unit VI visuals

Overhead projection or computer display unit

UNIT VI OUTLINE

V1. FEMA 452 Risk Assessment Database
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e Tailoring Content to the Local Area: This instruction unit has no requirement to include
any tailoring of content to the Local Area.

e Software Familiarity: The instructor for this unit should first read the User Guide for the
Version 2.0 database. Then the instructor should understand how to work with the FEMA
452 Risk Assessment Database Version 2.0 by following along with the slides and actually
working with the software.

e Optional Activity: There are no optional activities in this unit. This instruction unit is Case
Study independent — it does not matter what Case Study is being used, this instruction unit
does not change.

e Activity: During this presentation the students with laptops will benefit from a demonstration
/ performance instruction methodology by actually following along with the instructor and

performing the actions installing and navigating the software using the Database CD

provided to each student at the start of this unit.

e Refer students to their Student Manuals, Unit V1, for an explanation of this activity.
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e Ask for and answer questions at the end of this presentation.
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Course Title: Building Design for Homeland Security

Unit VI: Risk Assessment Database

VISUAL VI-1

BUILDING DESIGN FOR HOMELAND SECURITY

Unit VI
FEMA 452
Risk Assessment Database

& FEMA

NOTE: This Instruction Unit is designed to
use FEMA 452 Database Version 2.0 Install
Wizard: April 5, 2006 with Record Delete

Introduction and Unit Overview

Yesterday you performed the risk assessment
using manual techniques. This instruction
unit shows the database available to collect
and analyze the same information, but in a
more efficient manner, especially if risk
management applies to multiple buildings or
sites.

e NOTE 1: When the US Army Corps of
Engineers used the RAM-D assessment
process to assess the 360+ dams the
Corps is responsible across the US, the
result was three 3-inch binders of
information for each dam (over 1,000
binders. For risk management / program
management, a database with the results
in separate records that allow search and
report capability is a better long-term
solution.

e NOTE 2: There are currently two
versions of the database. Version 1.0
which currently comes with the hardcopy
FEMA 452 publication (inside back
cover), needs an IT Professional and/or a
Database Manager (DBM) / Database
Administrator (DBA) to configure the
database on a server for use by many
persons simultaneously and to move data
between Assessor Tool and the Master
Database. Version 2.0, the one being
presented here does not require an IT
Professional / Database Administrator / or
Database Manager to perform most
functions. It can handle a limited number
of users accessing the master database at
one time. It is designed for the Assessor
or Program Manager who does not have
the IT or Database expertise on staff that
is needed by Version 1.0.
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Course Title: Building Design for Homeland Security

Unit VI: Risk Assessment Database

VISUAL VI-2 Introduction and Unit Overview

To support the facility assessment process, an
easy to use Risk Assessment Database
application is provided in conjunction with
FEMA 452, Risk Assessment: A How-To
Guide to Mitigate Potential Terrorist Attacks
Against Buildings.

FEMA 452: Risk Assessment

it

Hisk Management Serie

Risk Assessment The Risk Assessment Database is a
i T standalone application that is both a data
[Available at: http:/iwww.fema goviplan/preventirms/rmsp452.shtm collection tool and a data management tool.
% FEMA Assessors can use the tool to assist in the

BUILDING DESIGN FOR HOMELAND SECURITY  Unit VI-2

systematic collection, storage and reporting
of assessment data. It has functions, folders
and displays to import and display threat
matrices, digital photos, cost data, site plans,
floor plans, emergency plans, and certain GIS
products as part of the record of assessment.
Managers can use the application to store,
search and analyze data collected from
multiple assessments, and then print a variety
of reports.

The FEMA 452 publication is available at the

URL shown.
VISUAL VI-3 Unit Objectives
_ o At the end of this unit, the students should be
Unit Objectives able to:
Explain the database install process
tIgeegtai[fg/b;\g;ere to save photos, maps, drawings, plans, etc. to interface with ° EXp|aII’l the database InSta” process
Explain the information required for the database to function within each o | dentlfy Where to save photos, maps,
screen, how to move between screens, and switch between the assessor’s . . .
to0l and the mester database drawings, plans, etc. to interface with the
Ejzﬁ!:):méaseneflt and approaches to setting priorities on identified database
Explain how to use the master database to produce standard reports and o EXp|aIn the InfOI’matlon requlred fOI’ the
search the database for specific information . iy -
database to function within each screen,
_ how to move between screens, and switch
¥ FEMA between the Assessor’s tool and the
b Master Database
¢ Explain the benefit and approaches to

setting priorities on identified
vulnerabilities
Explain how to use the master database to
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Course Title: Building Design for Homeland Security

Unit VI: Risk Assessment Database

VISUAL VI-4

Program Installation

« Download self installing files from FEMA Web site or

« Install from CD provided during course

* Run SETUP.EXE for Assessor Tool

|Z) AssessorTool-v2_2006-04-05

— %SHUP.EXE

% Autorun.inf

)Files
Version 2.0 is soon to be available at:
http://www.fema.gov/plan/prevent/rms/rmsp452.shtm

% FEMA

URITY  Unit V-4

produce standard reports and search the
database for specific information

Program Installation — Assessor Tool

The first task is to download and install the
two database programs from the FEMA
website or from the CD provided during this
course. Follow the download and self
installation instructions. We begin with the
installations process with the Assessor Tool.

o Install the Assessment Tool on the
computers that your Assessors will use to
collect data, such as laptops. This is
intended to be a temporary database that
can be used to collect data, pass the
collected data on to the Master Database,
and than be deleted of data and used for
other assessments.

e We begin the installation process by left
clicking on the SETUP.EXE for the
Assessor Tool. The normal way to install
a program is to close all other programs,
then left click <Start>, <Run>, identify the
location where the SETUP.EXE program
can be found (CD, C:/Temp, or some other
storage location on hard drive or media)
and Run.

e Currently Version 1 is available for
download from the indicated web site,
with Version 2 to be added some time in
the near future (Fall 2006).
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Unit VI: Risk Assessment Database

VISUAL VI-5

Program Installation

Welcome to the FEMA
Assessment Tool Setup
Wizard

Tre Setup Wit wll st FEPAL ssssroent Tool o pour
comgadter, Cheh Mesk b eordinas ur Carcel o ek Uhe Sebs

& FEMA

Ity UnitVI-5

VISUAL VI-6

Program Installation

makas any , B or
3 any legal Hahility or responsibikity for the
, comy ar of any i
product, or process inchuded in this publication and apphication.
1sers of infarmation from this publication and application #

)T mceept the torms in th Licsras Aareemert

11 b et g e s i the Lo dgrenannt

== =)

& FEMA

Ty UnitVI-6

VISUAL VI-7

Program Installation

C= == o)

BUILDING DESIGN FOR HOMELAND SECURITY ~ Unit VI-7

Program Installation — Assessor Tool

The Install Wizard first identifies the name of
the software being installed. Left click
<Next> to continue after confirming that this
is the software you want to install.

Program Installation — Assessor Tool

Again, a standard screen showing the End
User License Agreement. Read as you feel
appropriate, then left click on the <Accept>
circle, then left click on <Next> to continue
with the installation.

Program Installation — Assessor Tool

Then add the User Name and Organization in
the appropriate windows. And continue with
the installation by left clicking <Next>.
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VISUAL VI-8

Program Installation

¥ FEMA Assessmnnt Tos) Setup

Chse c by thal
- Typical
ﬁ Installs the mast cormon pragram festunes. Recommended far
= st users,

Custom

i - fon
3 il whwre Ehery wll B itasien]. Hcormmdod Fer aearond

¥ FEMA

RITY  Unit VI-§

VISUAL VI-9

Program Installation

I FEMA Assprsment Tool Setup

Wy tu ostall r ol |

ek, It b0 v L ot allation,. [F o vt Lo revss o churge sy of yoar
It alation settings, dick Back. Chek Cancel b £ the wirsrd.

ey s e thee

¥ FEMA
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VISUAL VI-10

Program Installation

18 FEMA Assussmant Tool Sotup

Completing the FEMA
Assessment Tool Setup
Wizard

Chck, the Finish buthon bo e i he Setup Wiard,

& FEMA

ECURITY  Unit VI-10

Program Installation — Assessor Tool

There is no advantage in using the Custom
Installation. There are no component
programs to select. The only feature that the
Custom Installation allows is to change the
file name and/or file location which can
result in an excessive path length that aborts
the installation. It is recommended to follow
the Typical Installation. To proceed, left
click on <Typical>.

Program Installation — Assessor Tool

Another standard screen to ensure you are
ready to install. Proceed by left clicking
<Install>.

Program Installation — Assessor Tool

If the Access program is not located in the
standard location, the Install Wizard will take
a long time looking for it with a searching
flashlight. It should eventually find it and get
to this screen.

The final standard screen indicates the Install
Wizard has completed the installation. Left
click <Finish> to end the installation.
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VISUAL VI-11

Program Installation — Master Database

Program Installation

« Download self installing files from FEMA Web site or
« Install from CD provided during course
¢ Run SETUP.EXE for Master Database

|Z) Master Database Installation-v2_2006-04-05
— e EE
% Autorun.inf
[)Files
Version 2.0 is soon to be available at:
http:/iwww.fema.gov/plan/prevent/rms/rmsp452.shtm

% FEMA

URITY  Unit VI-11

o After installing the Assessment Tool,
follow the same procedure to install the
Master Database using the Install Wizard.

¢ Install the Master Database program on a
computer at your organization’s
headquarters. This is the permanent
database that stores assessments, produces
reports, and is used to manage the
assessment program. This is installed one
time and is the permanent program. For
small organizations, the Master Database
can also perform the functions of the

Assessment Tool and directly collect
assessment data.

e The Master Database does not have to be
installed in order to use the Assessor Tool.
However, they both can be loaded on the
same laptop or desktop as needed,
particularly by a Program Manager that
also performs assessments.

e Begin the installation process by left
clicking on the SETUP.EXE for the
Master Database. The normal way to
install a program is to close all other
programs, then left click <Start>, <Run>,
identify the location where the
SETUP.EXE program can be found (CD,
C:/Temp, or some other storage location
on hard drive or media).
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VISUAL VI-12

Program Installation

1 FIMA Moctor Azcpsmment Dalabuse Sotup

Welcome to the FEMA Master
Aszessment Databaze Setup
Wizard

The Sehugs Wizard ol irstal FEMA Master Assessrment
Do o s computer [T

= =

& FEMA

Ty Unit VI-12

VISUAL VI-13

Program Installation

Any epinions, findings, conclusions, or reconmendations
d in this lication and lication do not arily
reflect the views of FEMA. Additionally, neither FEMA or
any of its empl makes any A
anplied, or assumes any legal Lability o
euraey, or

ar
ponsibility for the

\ al
cluded in this publication and applicatian.
re of infarmatian from this pblication and application

38 sccepk the bermes in the Licenss Agrasment
b dook sxcepk the berms in the Licenss Agrsement:

& FEMA

Ty Unit VI-13

VISUAL VI-14

Program Installation

o ez ] [Cowed

Ity Unit VI-14

Program Installation — Master Database

As before, the title confirms the installation
of the Master Assessment Database. Left
click <Next> to continue.

Program Installation — Master Database

Same process with the End-User License
Agreement. Left click <Accept> circle and
then left click <Next>.

Program Installation — Master Database

As before, input User Name and
Organization, and then left click <Next> to
continue.
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VISUAL VI-15

Program Installation

18 FEMA Mastor Asvssment Databass Selip

Choote Setup Type
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VISUAL VI-16

Program Installation

ok Ietall i bsgin b inctalation. 1F you veank b ey or changs any of your
, ek Back. ok C: .

Cooa Twr] (o)

¥ FEMA
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VISUAL VI-17

Program Installation

7 FEMA Master Assessment Datahasse Setup

Completing the FEMA Master
Assessment Database Setup
Wizard

ik the Frish bufton £ &0k the Setup Wizard.

¥ FEMA

BUILDING DESIGN FOR HOMELAND SECURITY  Unit VI-17

Program Installation — Master Database

e Recommend using the TYPICAL
installation. There is no advantage in using
the Custom Installation. There are no
component programs to select. The only
feature that the Custom Installation allows
is to change the file name and/or file
location which can result in an excessive
path length that aborts the installation.

e To proceed, left click on <Typical>.

Program Installation — Master Database

e This screen is a double check to ensure the
installation of this software is what is
desired.

o Left click <Next> to proceed.

Program Installation — Master Database

And when the installation is complete, you
are notified and left click <Finish> to end the
installation. If the Assessor Tool installation
searched for the Microsoft Access program,
then this installation will do the same.
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VISUAL VI-18

FEMA 452: Risk Assessment
e e ]

(382 FEMA

sy FEMA

Assessor Tool __M;s{é?er D:sltabasé
¥ FEMA

ECURITY  Unit VI-18

VISUAL VI-19

Database Structure

Import
Assessment
Data

P01 R st s Data
Conduct
Assessment P
e Store Data

B FEMA

— Master Database

Return Files, = ‘

Pictures, Data
-~

Assessor Tool

R Assessanooi B
(MS Access)

¥ FEMA

Master Database
(MS Access)

ECURITY  Unit VI-19

Database Overview

e The first thing to understand is that there
are really two databases, the Assessment
Tool for conducting assessments in the
field, and the Master Database for
collecting the results from the Assessors,
printing reports, and archiving the results
from any number of assessments. The
Master Database also provides the using
organization the ability to search for
vulnerabilities common to many assessed
sites, search for specific vulnerabilities,
etc. Essentially it can be used as a Risk
Management Tool to identify and track
mitigation measures to reduce risk.

e The Assessment Tool was designed for
engineers and security specialists to be
able to easily collect data from the site
being assessed. As you will see, the
software is very user friendly. The Master
Database was designed for the Program
Manager.

Database Overview

This diagram shows how the two databases
interact. When an organization collects
information and prepares to conduct an
assessment of a site or a series of sites, the
blank temporary Assessment Tool program is
also prepared. Into this Assessment Tool is
placed references, site plans, GIS portfolios,
and other site specific data that is known
about the assessment site or is developed
during the pre-assessment phase. Loading
this information can be done by a Program
Manager before the assessment or by an
Assessor during the assessment for Version
2.0. It has to be done by a Database Manager
in Version 1.0.

This Assessment Tool is then given to the
assessment team and is loaded on one or
more assessment computers (usually laptop
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VISUAL VI-20

Open Assessor Tool
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VISUAL VI-21

Login to Assessor Tool

MName:

|assessor
;’asswurd ,1 Canl
¥ FEMA

RITY  Unit VI-21

computers). The assessment team then
conducts the assessment and records
information in the Assessor Database. At the
end of the assessment, the assessment team
combines their data, photos, and
miscellaneous files into the Lead Assessor’s
database and folders and passes these files
back to the Master Database Program
Manager. The Program Manager then loads
the data and files into the Master Database
for printing and analysis.

Open Assessor Tool

To open the Assessor Tool you first left click
on <Start>, then <Programs>, and look for
the <FEMA Assessor Tool> to left click.
The FEMA Assessor Tool will be at the end
of the Startup Program Menu after the
installation.

You can move the buttons for the FEMA
Assessment Tool and / or the FEMA Master
Assessment Database to another location
within the Startup Menu at any time, such as
in alphabetical order. Simply drag and drop.

Open Assessor Tool

The first action to enter the Assessment Tool
is the Logon. You can enter the Assessment
Tool as an Assessor. The initial Password is
ASSessor.

A Database Manager or Database
Administrator is needed to change the Logon
Names and Passwords.

IGVI-14
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VISUAL VI-22

Assessor Tool

e |
=N ¢ Create and name
'-.;@ FEMA | assessment site
i gt nlveme el * Enter Assessment Screen
« Empty database
P
i
« Switch to Master Database
% FEMA

ECURITY  Unit VI-22

Open Assessor Tool

This is the main page of the Assessor Tool in
Version 2. It is not found in Version 1 which

goes directly to the Assessment screen.

[Left Click to advance the slide bullets as you
brief.]

o The first action is to identify the site
assessment in the Assessment Tool by left
clicking on <Site Information> and
creating a new site. Any Assessor can
create a site in the Assessment Tool.

[Left Click to advance slide bullets.]

¢ If the Site Information has already been
loaded, you can go directly to the
assessment screen by left clicking on
<Assessments>.

[Left Click to advance slide bullets.]

e Assessor laptops have limited storage
capacity and can become bogged down by
continuing to store many assessments. The
<Empty Database> feature allows clearing
of the database (with multiple requests for
confirmation). Copy the database and all
other collected information to a CD before
emptying, as Assessors may find it
beneficial to refer to similar entries from
previous assessments, especially
recommended mitigation measures for
similar vulnerabilities. To save time
recommend using a consistent filing /
naming system to find past assessments.

0 Note: <Empty Database> cleans Site
Information, Team Members, Points of
Contact, Observations,
Recommendations, Vulnerabilities,
Status, Costs, and the Executive
Summary for ALL sites in the
Assessment Tool database.

0 However, it does NOT empty the GIS
Portfolio, Miscellaneous Files, and
Photos in their separate subfolders, as
these are not part of the Microsoft
Access database. Thus, these files
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VISUAL VI-23

Site Information

ECURITY  Unit VI-23

Instructor Notes: Assessment Type / Level

of Assessment

1. Tier 1. ATier 1 assessmentisa
screening phase that identifies the
primary vulnerabilities and mitigation
options, and is a “70 percent” assessment
(see Table 3-1). A Tier 1 assessment can
typically be conducted by one or two
experienced assessment professionals in
approximately 2 days with the building
owner and key staff; it involves a “quick
look™ at the site perimeter, building, core
functions, infrastructure, drawings, and
plans. A Tier 1 assessment will likely be

have to be deleted separately after

using the same filing / naming system

for recording.

[Left Click to advance slide bullets.]

e The <Switch Operating Modes> tab takes

you to the Master Database features and
allows the Assessor to use the reports
feature to check the final look of the
information entered, to identify / prevent
duplicate entries, and to easily review the
information rather than having to scroll
through the Assessment Tool database.
[Left Click to Advance Slide Action]

In the next slide we will create a new site in
Site Information.

Assessor Tool — Site Information

The first time you enter the database (with no
prior assessments entered), click <Site
Information> and the software will
immediately go to the <Create Assessment
Site> input screen. If assessments have
already been entered, then a new assessment
can be created by left clicking on the <New
Site> button in the lower left corner.

Note the asterisked (*) entries that are the
minimum required to create a site: Site
Name, Assessment Location, Assessment
Date, and Assessment Type. Site Name,
Assessment Location, and Assessment Date
are self explanatory. However, Assessment
Type needs some clarification. Refer to
FEMA 452, Page 3-2, for information on
Assessment Type / Level of Assessment.
[This information is in the Instructor Notes
in the left column under the slide for
instructor ease of access.]

When data input is complete, left click

<Close> to create the Assessment Site.

¢ Note that <Close> is the standard method
to move between screens in the
Assessment Tool, except for one instance
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sufficient for the majority of commercial
buildings and other noncritical facilities
and infrastructure.

2. Tier 2. A Tier 2 assessment is a full on-
site evaluation by assessment specialists
that provides a robust evaluation of
system interdependencies, vulnerabilities,
and mitigation options; it is a “90
percent” assessment solution (see Table
3-2). A Tier 2 assessment typically
requires three to five assessment
specialists, can be completed in 3to 5
days, and requires significant key
building staff participation (e.g.,
providing access to all site and building
areas, systems, and infrastructure) and an
in-depth review of building design
documents, drawings, and plans. A Tier 2
assessment is likely to be sufficient for
most high-risk buildings such as iconic
commercial buildings, government
facilities, schools, hospitals, and other
designated high value infrastructure
assets.

Tier 3. A Tier 3 assessment is a detailed

evaluation of the building using blast and

weapons of mass destruction (WMD) models
to determine building response, survivability,
and recovery, and the development of

mitigation options. A Tier 3 assessment (see

Table 3-3) typically involves engineering and

scientific experts and requires detailed design

information, including drawings and other
building information. Modeling and analysis
can often take several days or weeks and is
typically performed for high value and
critical infrastructure assets. The Assessment

Team is not defined for this tier; however, it

could be composed of 8 to 12 people.

where there is no <Close> button.
o Always use the <Close> button if one is
available.

When you create the site, the software
automatically creates subfolders named GIS
Portfolio, Miscellaneous Files, and Photos,
all under a main folder that uses the
assessment location and assessment date as
the main folder name. If you changed the
program location using Custom Installation,
then you should make note of the file path
that these subfolders are placed in, as you
will need that information to properly load
and link the contents of these subfolders to
the Assessment Tool database.

Left click <OK> to finish creating the
Assessment Site.

[Note to instructor — this may be a good place
to use a laser pointer to show these entries as
they are being mentioned.]
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VISUAL VI-24

Assessor Tool — Load Added Files

Load Information

Open a second window with existing data

% FEMA

ND SECURITY  Unit VI-24

Let’s look at the process to load the
information into these newly created
subfolders.

e First open My Computer or Windows
Explorer to find the storage locations
created by the Site Information creation
process.

o Folder names must match Assessment
Location and Date to ensure future
linkages for loading

e Next, open another window in My
Computer or Windows Explorer to find

VISUAL VI-25

the information collected either before or

during the assessment.

o NOTE: For student convenience, the
Database CD contains subfolders that
have the files shown in these slides to
illustrate the transfer process.

¢ This example shows two GIS Images to
transfer.

Assessor Tool — Load Added Files

Load Information

Qs -

$ FEMA

Ty Unit VI-25

A Drag-and-Drop operation is shown to
transfer the files to the necessary subfolders
to later link with the database.

e To ensure copying depress <Shift> or
<Ctrl> to get the small plus sign in a box,
otherwise the files will be moved.

e You can also <Right Click> on the
collected files, copy them by left clicking
<Copy> in the pull down menu, and then
move to the necessary subfolders, <Right
Click> on the appropriate folder, then

paste by left clicking <Paste> in the pull
down menu.

e Just ensure that all files are transferred —
either copied or moved into the necessary
subfolder with the GIS Portfolio being
shown here.
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Assessor Tool — Load Added Files

The same Drag-and-Drop operation between
the two windows allows transfer of the files
contained in the folders marked
Miscellaneous and Photos.

Assessor Tool — Team Members

From the Assessment Tool Main Menu, left
click on <Assessments> to enter the Main
Menu for Assessors.

[Slide VI-22 (Assessment Tool Main Menu)
shows where <Site Information> was entered
first and the second button is <Assessments>]

The first action on this screen is to choose an
assessment site, since several may be loaded.
This is done using the pull-down list in the
“Site:” window in the top left corner.

The list will show the names of the sites that
have been loaded. Once an assessment site
has been chosen, the Assessor can go into
any of the data entry areas: Site Information,
Team Information, Site Points of Contact,
Threat Matrices, Checklists, Executive
Summary or Site Vulnerabilities.

Left click on <Site Assessment Team> to
start entering data.
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Assessor Tool — Team Members

The Site Assessment Team tab takes the
Assessor to fill-in-the-blank lists for keeping
track of Team Members.

Left Click on <Add New Team Member> to
access the input screen.

Assessor Tool — Team Members

Fill in this screen with as much information
as is available or desired.

Then left click the <Add> button to place this
team member in the database.

Assessor Tool — Team Members

After adding the Team Member, you are
taken back to the Team Members List and
you can see the information entered.

e Use the slide scale or direction arrows in
the lower right to see the remaining
information.

e The other buttons allow you to select the
Team Member from a List or remove the
Team Member from this assessment.

e At this point you can left click <Close> to
go back to the Assessments screen or you
can continue loading information using the
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tabs in the middle of the screen.
e Letus now go to the <Points of Contact>

by left clicking the tab.

Assessor Tool — Points of Contact

Add Point of Contact
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The Points of Contact tab takes the Assessor
to the Points of Contact screen for keeping
track of the people to be contacted during the
assessment or that were identified and met
during the assessment.

The buttons across the bottom allow you
to add or delete Points of Contact as
needed. Let’s add a POC by left clicking
on <Add New POC>.

Assessor Tool — Points of Contact

Add Point of Contact

ECURITY  Unit VI-32

This input screen is different than the Team
Members input screen as you enter the
information directly in each cell. You can
enter the information and move to the next
cell by using the <Tab> or by <Left Clicking
on the Cell directly>.

Use the bar or arrow in the lower right to
move the screen to see the remaining
information on the POC line.

Then you must press <Enter> after the
cells are complete to add the information
to the database.

There’s even a feature in the POC list to
duplicate the address from previous
entries. Just <Left Click> the left column
to get the right arrow on the entry to
indicate selection. Then by left clicking
on the tab <Add New POC and
Duplicate> the light blue blocks will be
duplicated on the next entry line. This is
useful because it is likely that many, if
not all, of the POC’s will share the same
business address.
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e Continuing with the data entries, we next
go directly to Adding Photos by left
clicking on the <Add Photos> tab in the
center of the screen.

Assessor Tool — Link and Load Added
Files

Add Photos

Even though we have placed the GIS
Portfolio, Miscellaneous Files, and Photos
into the proper subfolders, we must still link
them to the database in a two step process.

¢ In the Add Photos screen we first left click
the <Add Photos> button in the lower left
to perform the first step.

e The software confirms that the files were
added and attached as indicated by their
entry in the list. Left click <OK> to

VISUAL VI-34

continue with each pop up that confirms
the process to this point.

Assessor Tool — Link and Load Added
Files

Add Photos

¢ Next you have to left click on the

<Photos> tab to continue the process.

e Then left click the <Load Photos> tab in

the lower left corner.

e Once in the Photos screen, you need to
left click on <Load Photos> in the lower
left corner, which makes the linked
photos visible within the Assessor Tool.

e Then thumbnails of the photos loaded are

shown. Left click on the a thumbnail to
see additional features
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Assessor Tool — Link and Load Added
Files

e After left clicking on a photo, a Photo
Zoom screen appears which gives a
limited capability for viewing the photo in
different sizes. Left click the tabs
<Zoom>, <Clip>, or <Internet Explorer>
across the bottom of the photo to see the
differences.

e When done, left click <Close> to exit.

Assessor Tool — Link and Load Added
Files

e Continuing with the linking of collected
data. You can next left click on the <Add
GIS Portfolio Images> tab in the center of
the screen.

e Then left click on the <Add GIS Portfolio
Images> in the lower left corner. This
then lists all the GIS Portfolio Images

¢ As with Photos, adding GIS Portfolio
Images goes through the notifications of
adding the images and attaching the
images. Left click <OK> on the pop-up
that confirms the images have been
loaded.
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Assessor Tool — Link and Load Added
Files

The process is the same when loading the
GIS Portfolio Images.

e Left click on the <GIS Portfolio> button in
the center of the screen.

e Then left click on the <Load GIS> tab in
the lower left corner.

Assessor Tool — Link and Load Added
Files

e The GIS Images have the same capability
as Photos by left clicking on the images
and seeing them in other sizes.

e Completing the GIS Images collected data
entry process, left click next on the
<Miscellaneous Files> tab.

Assessor Tool — Link and Load Added
Files

The process for Miscellaneous files is the
same as for Photos and GIS Images.
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Assessor Tool — Threat Matrices

After the available preliminary information is
loaded, you can work the Threat Matrices for
Critical Functions and Critical Infrastructure.
This is an electronic way of collecting the

information you recorded by hand yesterday.

To get to these screens choose an assessment
site and left click the <Critical Functions
Matrix> in the lower left corner of the Main
Menu for Assessors to start the review.

Assessor Tool — Threat Matrices

Selecting the <Critical Function Matrix>
button will display this screen. Listed are a
range of established threats and functions.
The matrix allows entry of Threat Rating,
Asset Value, and Vulnerability Rating
following the 1 to 10 scale as listed in FEMA
452. The Risk Rating is then automatically
computed and color coded according to the
established scale.

To maintain the FEMA 452 process, the
basic Threats and Functions can not be
renamed. However, there are unassigned
placeholders that can be used to record an
organization’s unique Critical Functions and
Threats. The placeholders for functions are
listed under the Critical Function column as
“Other CF-1" to “Other CF-10". The threat
placeholders are listed across the top of the
matrix as “Other 1” and “Other 2”.
Organizations can designate a meaning for a
placeholder, use the placeholder to collect
data, then after exporting the matrix to
Microsoft Excel®, change the name of the
placeholder to a specific threats or function.
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Checklists

Assessor Tool — Threat Matrices

The next step is to enter the Critical
Infrastructure Threat Matrix to input this
information as part of the assessment.

Left click the <Critical Infrastructure >
button.

Assessor Tool — Threat Matrices

As with the Critical Functions Threat Matrix,
you get a range of established threats and
functions with some “Blank / Unnamed”
entries to track specific threats and functions.
The matrix uses the 1 to 10 scale for Asset
Value, Threat Rating, and VVulnerability
Rating. The Risk Rating is similarly
computed and color coded.

Assessor Tool — Checklists

The 13 checklist categories, as in FEMA 426,
run down the middle of the Main Menu for
Assessors screen. Select an assessment site,
then left click on the <1 — Site Checklist> as
an example.

We can then see the format of all checklists
within the Assessment Tool.
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Site Checklist

Assessor Tool — Checklists

The Site Checklist is like all the other
checklists.

e The first column contains an arrow to
indicate which row is selected for data
entry.

e The second column on the left is the
checklist question number
[Section Number — Question Number]

e The third column is the Observation made
during the assessment. This could
describe a vulnerability identified by the
Assessor.

o0 Note: Since reports do not include the
original questions to save space, it is
prudent to draft your answer so that it
includes the question information to
that the answer can be understood.

e The fourth column is the Recommendation
/ Remediation made by the Assessor to
mitigate concerns with this question and
observation.

o0 Note: Similar to Observations, include
some understanding of the question
when drafting the Recommendation/
Remediation so that it too can stand
alone in a report.

e The fifth column is reserved for
identifying the questions which have an
observation identified as a vulnerability.

e The sixth column is the question itself,
taken right from the FEMA 426 Building
Vulnerability Assessment Checklist.

e The seventh column is the guidance
associated with that question, also found in
the FEMA 426 Building Vulnerability
Assessment Checklist.

o [Left Click] The Observation and
Recommendation / Remediation boxes can
accept inputs into the database. The Left
Click will highlight each box.

o [Left Click] The boxes can have
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information as shown. The Left Click

shows all six boxes populated with some

information.

o [Left Click] Question 1-3 was identified
by the Assessor as a vulnerability to
consider. He places a check mark in the
box by putting the pointer on the box and
left clicking.

0 Note 1: The software indicates that
more information — building number
and priority — will be sought when the
Vulnerabilities Screen is opened.

0 Note 2: Each time a checkmark is
placed in this box, another entry is
placed in the Vulnerabilities Section.

e When all the information is input to the
visible screen, you can scroll the screen
using the right side vertical slide bar or use
the question selector in the lower left
corner to get to the question desired.

As before, when finished left click on the
<Close> button in the lower right corner to
go back to the Assessment Screen.

Assessor Tool — Checklists

The remaining buttons in the Checklist
column all function the same way to capture
observations and recommendations or
remediations.
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Assessor Tool — Executive Summary

The Site Executive Summary section of the
Assessment Tool allows an Assessor, usually
the Lead Assessor, to write a page to
summarize general information about the
facility and this assessment.

Left clicking on the <Site Executive
Summary> tab will take you to that screen.

Assessor Tool — Executive Summary

The Site Executive Summary section of the
Assessment Tool provides three fields for the
Lead Assessor (or Team Leader) to
summarize general information about the
facility and this assessment. When printed,
these three fields appear as a single document
with three main sections: Introduction,
Observations, and Recommendations /
Remediations.

e The Introduction field should contain
some background information, site
location, mission, dates, etc. The
Observations field should contain general
information about what was found, but
particularly, vulnerabilities...are they
security related, critical infrastructure
related, etc. Finally, the
Recommendations / Remediations field is
for general recommendations about
current conditions, mitigation measures
that are applicable to the major
vulnerabilities and other pertinent
information to consider.

¢ Note that you can use the tabs above the
three fields to go from this section to
many others to review information as
necessary while writing the Executive
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Summary.

e One word of caution regarding the
Executive Summary: The import/export
utility will not transfer this section of the
tool between Assessors, so if an
assessment team member other than the
Lead Assessor fills in these fields, there
are two ways to transfer the information
between laptops: one method is for the
drafter of the Executive Summary to
switch to Master Database mode, go to
Site Reports / Executive Summary /
Publish as a Word Document / Save the
Word Document where it can then be
transferred to the Lead Assessor as a
Word Document file. An alternative is to
cut and paste the three paragraphs into a
document and transfer the temporary
document between computers. Then the
Lead Assessor can cut and paste the
individual paragraphs back into the
Executive Summary.

Use <Close> to return to the Main Menu for
Assessors Screen.

Assessor Tool — Vulnerabilities

The Site Vulnerabilities section of the
Assessment Tool provides a means to further
analyze the vulnerabilities found during the
assessment. By displaying on one list the
site’s vulnerabilities, their location and the
initial recommended remediation, Assessors
can determine common weaknesses and
mediation strategies that will work for
multiple vulnerabilities. This also aids in the
analysis of prioritization for mediation.

Left clicking on the <Site Vulnerabilities>
tab will take you to that screen.
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Vulnerabilities and This is the Vulnerability and
. Recommendation screen of the Assessment
_ Recommendatlons 5 Tool. It is automatically populated with the

previously entered Observations and
Recommendation / Remediation when the
“Vuln?” box is checked when completing a
= question on the checklists. Thus, the assessor
believes that there is a sufficient
Vulnerability rating to this Observation that
remediation action should be identified and
% FEMA tracked. Note that the rightmost column of
the page shows the checklist section from
where vulnerabilities were transferred.
Assessors can also populate the list by typing
vulnerabilities onto the page (for example, a
vulnerability identified that may not be
associated with a checklist question).

This screen has two fields that must be
completed as indicated when the checklist
“Vuln? Box was checked:

e Record a building name or number in the
first column to focus where this
vulnerability is located.

e Prioritize the vulnerability so as to better
identify which vulnerabilities require
mitigation based upon the limited
resources available — get the best benefit
/ cost ratio for reducing overall risk.

o CAUTION: If a priority of 1-5 is not
entered before the inputs are accepted
by the database, the number will be
set to zero and this entry will come
out on the top of the vulnerability
report.

0 Prioritization is based on the severity
of the vulnerability and the
availability of resources for
mitigation as determined by the
Program Manager or owning
organization. For example: Priority 1
vulnerabilities are the most important
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to mitigate...fix it now. Priority 5
vulnerabilities can wait until extra
funds are available.

The Master Database can be searched based
on this field...all Priority 1 vulnerabilities, all
Priority 1 and 2 vulnerabilities, etc.

There are two other ways to get
Vulnerabilities and Recommendations /
Remediations into the fields:

e The Assessors can type them directly
into the fields. They will not show
linkage to specific checklist questions
unless that information is also added.

e Vulnerabilities and Recommendations /
Remediations can be imported from the
Assessment Tools of other Assessors
using the tool’s import utility. In doing
this, the Lead Assessor has the option
of importing all of a Team Member’s
vulnerabilities and recommendations, or
choosing specific ones to transfer.

Finally, the Assessment Tool allows an
assessment team to provide a cost estimate
(dollar values) to the individual
recommendations: New fence $100,000,
Vehicle barriers $25,000, etc.

e Left click on <Vulnerability Status /
Cost> from the Site Vulnerabilities
page to enter the Remediation module.

e The Program Manager can then track
the cost information throughout the
process to implement the
recommendation.

Left click <Close> to exit the Remediations
screen and left click <Close> to exit the Site
Vulnerabilities screen.
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Assessor Tool — Import Assessment
Information

After the assessment team has completed its
data collection effort, the checklist questions,
vulnerabilities, and remediations have to be
combined into one Assessment Tool database
before the data can be transferred to the
Master Database. This is accomplished by
using the import function to transfer collected
data from the Team Members Assessment
Tool Databases to the Lead Assessor’s
Assessment Tool Database.

Let’s say there are five members of the
assessment team: A Lead Assessor, a
Security Specialist, a Mechanical/Electrical
Assessor, a Structural Engineer, and a Cost
Estimator. Before the start of the assessment,
the Lead Assessor (or Team Leader) should
assign Checklist sections to each member of
the team. For example, the Structural
Engineer would do Checklist Sections 2, 3
and 4. Checklist sections can be split among
team members; this makes importing only
slightly more complex.

The import utility of the Assessment Tool
allows the Lead Assessor to collect checklist
observations and comments, along with
vulnerabilities and the associated
recommendations from the team members.
This consolidated database is the
responsibility of the Lead Assessor to ensure
technical editing, consistency, and a flowing
report to become part of the Master Database.

The process is simple but it takes some
practice. The steps to remember are:

e Establish link to team member’s database

e Open the remote database

¢ Import Observation, Recommendation /
Remediation, or Vulnerability entries
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The first step is to establish a link between
the Lead Assessors database and a copy of
the team member’s database.

e Each team member must copy his
Assessment Tool database file to a transfer
device -- a USB drive works well. The
file will be a large (several dozen MB)
Microsoft Access® MDE Database file.

e The Lead Assessor inserts the USB drive
into his own laptop and copies the file into

a working folder for the assessment site
with a readily identifiable file name. Then,
from the Main Menus for Assessors, the
Lead Assessor should select the site being
assessed from the pull down list, and click
on the <Import Checklist> button.

e This brings up a request window to
identify the file to select for import. Left
click <Browse> to find the file.

o After finding the database file either
double left click on the file or left click
once on the file and then left click the
<Open> button to have the file name and
location appear in the field. Finish the
process by left clicking on the <Import>
button.

e This will bring up a window listing all the
available assessment sites available to
import. Click on the assessment site you
want to link with, then click <Select
Assessment> to establish a connection
between databases.

e This will bring up a small window to
indicate the connection between databases
has been made, and # of Checklist records
and # of Vulnerability records available
for viewing and copying to the Lead
Assessor’s database.

Warning: It is important to realize that the
wrong database can be imported as easily as
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the correct one. It is imperative for the Lead
Assessor to keep accurate track of files
copied from other Assessors.

Assessor Tool — Import Assessment
Information

Once the link it complete, then the selection
and importing the desired data into the Lead
Assessor’s database is the next step.

e The Lead Assessor goes to the Checklist
Section of the Main Menu for Assessors
that he wants to import.

Left click <1 — Site Checklist> to
illustrate.

e The next screen is the standard checklist
screen with one addition — there is a tab
<Open Remote Database> and a window
showing the linked database all framed in
orange. Left click on the tab <Open
Remote Database> to begin selecting data
for importing.

Assessor Tool — Import Assessment
Information

e The next screen shows the information in
Section 1, Site Checklist, of the Remote
Database.

e The Lead Assessor can then select the
specific observations and comments he
wants to import by putting a check mark in
<Copy Record>
[Left mouse click will highlight the <Copy
Record> box in red.]

e Or choose <Select All> to input all
questions and associated entries in this
section.

[Left mouse click will highlight the
<Select All> tab in red.]

e The Lead Assessor has two options for
how the new information is entered:

0 A checkmark in the <Copy and
Append> box will add the information
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to what is already entered without
changing the existing information.

0 A checkmark in the <Copy and
Overwrite> will overwrite anything
previously entered.

0 The default is <Copy and Append>.

o After making some or all selections to
transfer to the Lead Assessor database, left
click the <Update Local Copy> tab.

e Upon left clicking the <Close> tab to close
the remote data selection window, you are
taken back to the checklist screen. Notice
that the data is now populated in the
appropriate blocks.

e The process is the same for importing
vulnerabilities and recommendations. This
is a very handy tool, allowing the Lead
Assessor to have all of the collected data
in one computer in one database before
leaving the site at the end of the
assessment.

Note: Just as the GIS Portfolio Images,
Miscellaneous Files, and Photos had to be
placed into the appropriate subfolders,
each Team Member must also provide
these files on the USB thumb drive or
other media for transfer to the Lead
Assessor’s computer and placement in the
proper folders.

Close Assessor Tool

Close Assessor Tool

Now it is time to show how to switch to the
Master Database mode from the Assessor
Tool. This is one of the few times in which
the <X> box in the upper right corner is used,
especially since there is no <Close> button
Main Menu for Assessors to use.

e Left clicking on the <X> box returns the
program to the Assessor Tool main page in
Version 2.0.

e In Version 1.0 this would close the
Assessor Tool completely.
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Empty Assessor Database -- Erasing All
Assessments in the Assessment Tool

In Version 1.0, Database Administrators have
the capability to erase all records in an
Assessment Tool database, permanently.
This is only done after transferring the data to
a Master Database and when starting a new
assessment. This enables an Assessor to start
with an empty database for the new
assessment. It also serves to control
information. Note: this is permanent.

In Version 2.0, the Assessor or Program
Manager can perform this complete
operation.

WARNING: Confirm you have
transferred the information to the Master
Database before you erase the data.

Left click on <Empty the Database>. The
next window confirms that you want to
permanently erase all assessment data. Left
click on <Yes> to continue or left <No or
Cancel> to stop the process and retain all
data in the database.

Switch to Master Database Mode

The last item on the main page of the
Assessment Tool is the ability to switch to
the Master Database mode. Switching is as
simple as left clicking on the <Switch
Operating Modes> button.

The next window confirms that you want to
switch modes.

Left click on <Yes> to continue or the other
buttons if you do not want to change modes.

Then another confirmation window pops up.
Left click on <OK>.
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Master Database Mode

We are then in Master Database mode with
the Master Database main page showing.

Because we logged in as Assessor we do not
have all the features of the Master Database,
such as importing assessments, but the
available features are very useful to ensure
the information provided will look correct in
reports or use searches to see if information
was entered. It also allows each Team
Member to ensure duplication has not
occurred due to inadvertent actions so as to
provide a clean database to the Lead
Assessor.

e For example, seeing what the Site
Vulnerabilities Report looks like to ensure
no ZERO priority entries were captured by
mistake.

Left click on <Exit> and we will enter the
Master Database directly, much in the same
way that we entered the Assessor Tool.

Open Master Database

The procedure to open the Master Database
directly is very similar to opening the
Assessor Tool.

e You first left click on <Start>, then
<Programs>, and look for the <FEMA
Master Assessment Database> to left
click.

e The FEMA Master Assessment Database
will be at the end of the Startup Program
Menu after the installation, just like the
Assessor Tool. You can move the entry
for the FEMA Assessment Tool and / or
the FEMA Master Assessment Database to
another location within the Startup Menu
at any time.
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View Checklists
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Open Master Database

The first action to enter the Master Database
is the Logon.

You can enter the Master Database as an
Assessor or as an Administrator, with
Administrator having more capabilities.

The Password is identical to the Name.

A Database Manager / Administrator is
needed to change the Logon Names and
Passwords.

Open Master Database

The Assessment Function gives the Program
Manager or an Assessor the ability to review
assessment data, photos and files, search for
specific observations, vulnerabilities, etc.

Printing reports from individual sites or from
the results of the searches is also a Master
Database capability.

To begin this process left click on the
<Assessments> button on the Main Menu.

Master Database - Checklists

e This form provides the Program Manager
the ability to review assessment data,
photos and files; search for specific
observations, vulnerabilities, etc.; and
print reports from individual sites or from
the results of the searches.

e The first step is to select one of the
assessments by left clicking on the far left
column of the List of Assessments. This
will mark the assessment desired with a
right pointing arrow head if one is not
already there. This selects the assessment
and links the buttons across the bottom to
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that assessment.

o All underlying screens mirror the screens
for the same named items in the Assessor
Tool, except for the Assessment Checklist.
To investigate left click on the
<Assessment Checklist> button.

e As can be seen the initial screen is a
summary type slide showing the Site
Checklist questions. Left clicking on any
cell of a row retrieves underlying screens
that look much the same as in the Assessor
Tool.

o Alternately, left clicking on the <View
Site Observations> button will expand all
Site Checklist questions and show what
has been entered in Observations and
Recommendations. It also looks much
like the Assessor Tool data entry screen.

o Similarly, left clicking on the <View All
Site Vulnerability Assessment Questions>
will make the Questions and Guidance
more accessible and easier to read.

o Left click on <Close> to return to the List
of Assessments

Master Database - Reports

¥ FEMA

ECURITY  Unit VI-63

o Left click on the <Site Reports> button to
bring up the standard reports and left click
on <Vulnerabilities> button as the first
Site Report to illustrate.

e The Vulnerability Site Report comes out
as a Word document which can be sent to
a printer or published and saved as a Word
document using the <File> Pull Down
Menu in the upper left corner.

e To close the report you will also find the
<Close Report> button in the upper left
corner vice the lower right corner as found

on data entry screens.
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Master Database - Reports
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Similarly, the Executive Summary can be
printed directly or published and saved as a
Word document. Thus, the intent is to make
it very easy to collect information from the
Master Database to be able to cut and paste
into a Word Document report or Power Point
presentation.
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Master Database — Threat Matrix

Reports

Microsoft Access.
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Re-entering the Site Reports takes us to the
Threat Matrix. This Report gets generated as
an Excel spreadsheet as seen in the
confirmation pop-up.

e Left click on <Yes> button to continue.

VISUAL VI-66

Threat Matrix
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Master Database — Threat Matrix

The spreadsheets build in sequence starting

with Function, then Infrastructure. Left click

on the <Function Vulnerability> tab to bring
it up.

e Since a Database Administrator is needed
to change headings in the database, here is
one way to ensure the threats, functions,
and infrastructure headings are tracked by
the general user.

o For example, The Core Process /
Function labeled in the database as
Other 1 can be changed to
Communications.
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[Left click shows the change.]

e Also you need not enter information in all
rows and columns if the Function or
Threat is not applicable to that assessment.
0 See Food Service in the Function

column and Arson / Incendiary Attack
in the Threat row, respectively.

e The spreadsheet is Fully Interactive — any
rating cell can be changed resulting in new
totals and color adjustments in accordance
with the risk assessment scale. Changes to
any cell can be printed or saved with these
changes.

» Caution: Changes made to either
Spreadsheet do not work back into the
Master Database. Those changes would
have to be input separately into the
database.

Left click on the <Infrastructure
Vulnerability> tab to see that spreadsheet.

Master Database — Threat Matrix

‘ Threat Matrix

Y Unit VI-67

The Infrastructure Threat Matrix spreadsheet
has all the same features as the Function
spreadsheet just illustrated.
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Master Database — Other Reports / Search

From the Master Database List of
Assessments screen, left clicking on the
<Other Reports> button takes us to the search
function of the Master Database.

e The pop-up screen allows us to search
Observations and Recommendations or be
more focused in searching just the
Vulnerabilities and Recommendations.
Both work the same so we will enter the
Observations / Recommendations to
illustrate. Left click on the top button
(<Search Observations>).

e The data entry boxes across the top allow
selection of any of these inputs or
searching on a word or phrase in those
boxes throughout the Master Database
using the <Search> button at the end of the
row.

¢ Note that to start a new search you should
left click on the <Clear> button next to the
Search button, unless you desire to limit
the search based upon the previous entries
in the boxes.

e As before, left click <Close> to return to
the previous screen.

Master Database -- Vulnerability
Assessment Checklist

The Vulnerability Assessment Checklist
Function gives the Program Manager or
Assessor the ability to view all answers for
individual checklist questions. To begin this
process left click on the <Vulnerability
Assessment Checklist> button from the Main
Menu.
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Vulnerability Assessment
Checklist Search
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Master Database -- Vulnerability
Assessment Checklist

This screen shows the all observations and
recommendation / remediation answers for
each assessment checklist question in the
database.

e The right facing black arrowhead indicates

the Checklist Question that is selected.
The green search query bar allows the user
quick access to the assessment questions
by using a drop down menu to select the
Checklist section. Keyword searching is
also possible, similar to the search routine
in the Master Database previously shown.
The <Search> button performs search
based on criteria entered into the fields
described above. Subsequent searches will
only be of the previous results unless the
<Clear> button is first clicked.

The <Clear> button will allow all
questions to be seen again.

Left clicking on the <View Questions /
Observations> button opens the screen
showing All Observations and
Recommendations / Remediations in the
database for this Question based on the
question selected.

0 The question that is displayed is
determined by the location of the
arrow in the left column, not by the
results of a search that was conducted.

o It displays the question, guidance, and
comments at the top of the screen. The
bottom of the screen displays all
information entered in the database for
that specific question number.

The <View Observations> button creates a
report of all entries in the database for the
designated question, including the
question and guidance. The report can be
printed or converted to Microsoft Word®
for additional editing, formatting, etc.
[Instructor Note: The report screen will
not come up upon mouse click, the
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explanation above is sufficient.

o Left click <Close> in the lower right
corner to go back to the Master Database
Main Menu.

Master Database — Administrative
Functions

The final features needed to understand about

the Master Database are the most important —

the administrative functions. These include:

e Emptying the Master Database (if there is
ever a reason to do this)

e Deleting an assessment from the Master
Database (more likely if the wrong
database is imported)

e Importing the Lead Assessor’s Assessment
Tool database into the Master Database.

Begin by left clicking on the <Administrative
Functions> button.

Master Database — Administrative
Functions

Erasing one or all assessments in the Master
Database

Administrators have the ability to erase one
or all records in the database, permanently.

Empty the Database is usually only done
when starting a new program. Selecting the
<Empty the Database> button opens a
confirmation window, to ensure you want to
permanently erase all assessment data. Left
click on <Yes> to continue or <No or
Cancel> if you do not.

Erasing a Single Assessment in the Master
Database: This is usually only done when an
assessment was loaded in error. Selecting the
<Delete an Assessment> button opens a list
of assessments. Select the assessment to
erase, then left click <Delete This
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Master Database: Import Function
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Master Database: Import Function
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Assessment>. This will open a confirmation
window, to ensure you want to permanently

erase the selected assessment. Left click on

<Yes> to continue or <No or Cancel> if you
do not.

Master Database -- Import Database

To import an Assessment Tool Database, left
click on the <Import Assessor Database>
button.

NOTE 1: if the <Import Assessor Database>
button is grayed out, it means that you have
entered the Master Database by switching
modes from the Assessor Tool, or you logged
into the Master Database as Assessor vice as
Administrator. To Import always enter the
Master Database as Administrator.

NOTE 2: The import function in Version
2.0 is a one-button operation with some
additional linkages later. In Version 1.0, itis
a manual operation taking 20 minutes by an
Information Technology specialist, such as a
Database Manager, knowledgeable in
Microsoft Access.

Master Database -- Import Database

The first step is to find the Assessor Tool

database to import.

e This screen opens with the file identified
to which the Master Database is currently
linked.

e Left click on the <Find a different
Database> button to find the Assessor
Tool database that you want to import.
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Master Database: Import Function
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Master Database: Import Function
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Master Database: Import Function
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Master Database -- Import Database

With this screen you identify the Assessor
Tool database that you want to open in order
to import it into the Master Database.

e Single left click on the file to import
which will put that file into the File Name
window; which then requires a left click
on the <Open> button OR

e Double left click on the file as we do here
to link to this file.

Master Database -- Import Database

e Returning to the Imports Assessments
screen the Link and Import window now
correctly identifies the database to be
imported.

e Now left click the <Import> button to
initiate the import.

Master Database -- Import Database

¢ A confirmation screen then pops up to
ensure this is the desired action for the
indicated file.

e Left click on <Yes> to continue.
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Master Database: Import Function
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Master Database -- Import Database

e The import function confirms the linking
to the desired database has been
accomplished.

e Left click on <OK> to continue.

Master Database -- Import Database

e This is one feature not in the Assessor
Tool. Instead of manually moving the
files in these subfolders between locations
as in the Assessor Tool, the import
function of the Master Database allows a
one-button operation to do the same thing.

o As with the manual transfers in the
Assessor Tool, it is equally important
to ensure the folders in the Remote
Database are properly named with the
Assessment Location and Date to
effect this transfer

e The supporting file folders must be using

the same naming conventions and in the
same name assessment folder as the
imported database.

o Left click on <Yes> to make these

transfers.
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Master Database: Import Function
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Master Database -- Import Database

¢ The final confirmation pop-up wants to
know if you want to write the files now.

e Leftclick <Yes> to complete the import
process.

Master Database -- Import Database

e As in every process, it is always necessary
to confirm that what you wanted to have
done was actually done.

e Next left click on <Show Detailed
Results> to check that all transfers were
successful.

Master Database -- Import Database

e The Import Detailed Diagnostics screen
shows what was in the Master Database
before the import, the number of records
attempted by the import, and the records
after the import. The quick check is to
scan the right hand Successful column to
ensure all boxes are checked.

e Another check is to scan Row 4,
Assessments. The number of assessments
in being imported should match the
number of assessments attempted.

o [Left Click] This is also one of the few

times you left click on the <X> box in the
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Summary

Installation and opening of databases

Filing of GIS Portfolio, Miscellaneous, and Photos to link with
the databases

Moving about the database software and between the Assessor
Tool and the Master Database

Setting priorities on identified vulnerabilities and how the
software handles it

Production of standard reports and searching the database for
specific information
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upper right corner to close the window and
return to the previous screen.

Master Database -- Import Database

e That completes the import function.

o Left click on the <Close> button in the
lower right corner to return to the Master
Database main page

Summary

You have been show how to:

¢ Install and open the Assessor Tool and the
Master Database.

e Link collected data to the databases

e Move around the software and between
the Assessor Tool and Master Database.

¢ Handle vulnerabilities, including setting of
priorities

e Produce standard reports and searches for
specific information showing the benefits
of the FEMA 452 databases in performing
a Risk Management Program.

Student Activity

The student activity was having the students
with laptops load the software and follow
along in a Demonstration / Performance
instruction methodology.

Transition

In the next unit, we will investigate the basics
of Explosive Blast to better understand the
value of mitigation measures presented.
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