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SECTION B ~ SUPPLIES OR SERVICES AND PRICES / COSTS

B.1 ED 301-17 PROVISION FOR PRICING AND PAYMENT (4/97)

A. The total fixed price of this contract for Category A services is $10,012,419.98. The
not-to-exceed amount for Category C labor is $1,669,407.50. The ceiling for
Category C hours is 26,133. The not-to-exceed amount of Category C Other Direct
Costs (ODCs) is $1,221,969.27. During performance, actual hours by labor
category and ODCs may vary from the contractor's estimate, however, contractor
shall take appropriate steps to ensure that the ceiling price and amount of ordered
hours stated is not exceeded without prior consent of the Government. The
Department of Education is not liable for any costs incurred which exceed the
amounts set forth above. The Contractor is further required to give written notice
any time it estimates that the current funding ceiling is inadequate to cover the cost
of its continued performance for a period of more than sixty (60} days or until the end
of the current term of the contract if less than sixty (60) days.

B. Payment of the amounts stated in B.1A shall be made in accordance with the
incorporated clause entitled "Payments Under Time and Materials and Labor-Hour
Contracts”, "Payments Under Fixed Price Research and Development Contracts", or
"Payments”, whichever is applicable, and with any other supplementary payment
scheme which may be otherwise negotiated and specified.

C. In consideration for services performed under this contract, the Contractor shall be
paid in accordance with the prices set forth in Attachment 2.

B.2 ED 301-22 CONTRACT DEFINITION (4/97)
A. This is a firm fixed price, indefinite delivery contract, as defined under Subparts
16.202 and 16.5 of the Federal Acquisition Regulation.

B. This is a time and materials, indefinite delivery contract, as defined under Subparts
16.601 and 16.5 of the Federal Acquisition Regulation.

C. The contract is issued by the Contracting Officer in accordance with the procedures
specified in this clause:

Fixed prices for Category A services' are to paid on a per unit basis (e.g. server and
desktop) and on a per transaction basis (e.g., installation, decommission, etc.). Fixed
price Category B services are to be paid on a per project basis. The Department of
Education shall pay the Contractor, upon submission of proper invoices, the prices
stipulated in the task order for work delivered or rendered and accepted. Unless
otherwise specified, payment shall be made upon acceptance of any portion of the work
delivered or rendered for which a price is separately stated in the task order. Non fixed
price Category B and all Category C services shall be ordered on a time and materials
basis and shall specify hour and price ceilings and otherwise set any necessary special
conditions for reimbursable materials use. Hours shall be secured by worker

! Categories A through C are defined in the attached Performance Work Statement.
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classification and corresponding fixed comprehensive rates of charge (loaded labor
rates). Loaded labor rates shall be as specified in the Pricing Schedule.

B.3 ED 301-21 CONTRACT AMOUNT INCREASE / DECREASE (4/97)

A. The Department of Education shall have the right to unilaterally increase the amount
of the contract at any time in order to provide sufficient funds to cover the anticipated
quantity of services or supplies for the remainder of the term. Additional funds shall
be obligated on appropriate modifications signed by the Contracting Officer. Such
funding modifications shall state the existing total contract amount, the amount of
increased funding, and the new total contract amount.

B. The Department of Education shall also have the right to unilaterally decrease the
amount of the contract in the same manner as above.

C. Category A services may be funded on a monthly basis while the Government is
under a Continuing Resolution.

B.4 ED 301-27 MATERIALS REIMBURSEMENT (TIME AND MATERIALS

CONTRACTS / TASK ORDERS) (4/97)

A, Labor exclusive direct costs {other direct costs), including expenses for materials,
direct travel, lodging and subsistence and other necessary supportive items or
services related to Time and Materials portions of the contract shall be reimbursed
as directed.

B. No direct cost shall be reimbursed unless allowable under the cost principles of Part
31 of the Federal Acquisition Regulations. Reimbursement of other direct costs shall
be governed by the incorporated clause entitled "Allowable Cost and Payment”.

C. A fixed administrative fee shall be separately reimbursed. That shall apply as a set
percentage of direct materials expenditures. The fixed administrative fee for this
contract is as follows:

Fixed Administrative Fee 8.44%

D. The fixed administrative fee listed above include only costs allocated to direct
materials in accordance with the contractor's usual accounting procedures
consistent with FAR Part 31 and the contractor's master schedule contract.

E. This clause shall only apply to the reimbursement of costs incurred
under time and materials task orders.

F. Any Other Direct Costs (ODCs) that exceed $2,500 must be approved in writing by
the Contracting Officer.

ED-05-PO-0808
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B.5 TRAVEL

Long distance travel is anticipated during the performance of this contract. Since these
costs cannot be accurately forecasted at this time, travel shall be on a cost
reimbursable, non-fee-bearing basis only when requested by the Department of
Education for Time and Materials priced services. The Contractor shall be reimbursed
on the basis of actual costs incurred as described in clause B.4, when specifically
requested and pre-approved by the Contracting Officer. The Contractor will not be
reimbursed if the travel is not approved by the Contracting Officer.

BED-05-P0-0908
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SECTION C — DESCRIPTION / SPECIFICATIONS / WORK STATEMENT

C.1 SCOPE OF WORK
See Pearformance Work Statement (PWS) for EDNet Management Support Services,

Attachment 1.

C.2 ED 302-5a TASK ORDER PROCEDURE (MAY 1997)
(Task Orders >= $25,000)

(a) Task orders shall be issued by the Contracting Officer in accordance with the
procedures specified in this clause. Task orders may be issued on either a Fixed Price
or Time and Materials basis.

(I} FIXED PRICE TASK ORDERS - Fixed price task orders shall include a schedule
of deliverables and corresponding payment schedule. The Government shall pay the
Contractor, upon submission of proper invoices or vouchers, the prices stipulated in the
task orders for work delivered or rendered and accepted. Unless otherwise specified,
payment shall be made upon acceptance of any portion of the work delivered or
rendered for which a price is separately stated in the task order.

(I TIME AND MATERIALS TASK ORDERS - Time and materials task orders shall
specify price and hour ceilings and otherwise set any necessary special conditions for
reimbursable materials use. Hours shall be secured by worker classification and
corresponding fixed comprehensive rates of charge (loaded labor rates). Loaded labor
rates shall be as specified in the Pricing Schedule.

(b} Initially, a Statement of Work for a proposed task order will be furnished to the
Contractor as well as a request for a technical and cost proposal. The requeast will state
whether the task order is to be fixed price or time and materials. Propesals shall be due
10 working days from the date of request. Technical and cost / price negotiations will
be held if necessary. The |labor categories, as defined in the Statement of Work and
loaded labor rates as listed in the Pricing Schedule, shall be utilized by the Contractor
when submitting proposals for task orders. The price for each task order shall be
determined based on the estimated level of effort required to perform the work and the
rates set forth in the Pricing Schedule.

(c) Each finalized task order will be signed by the Contracting Officer as a single party
instrument, not requiring the Contractor's signature.

As a minimum, each task order will contain the following:

Date of the order;

Each task order will be numbered consecutively;

Contract number will be indicated on each task order;

The COR for each Task Order;

Pericd of performance will be indicated on each task order;

AP whN =
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6. The Statement of Work for the task shall be attached and the Contractor's
proposal for the task shall be incorporated by reference. In case of a conflict
between those, the former shall take precedence.

7.  Fixed Price task orders shall include the total firm fixed price, schedule of
deliverables and payment schedule.

8. Time and materials task orders shall include the total not-to-exceed amount,
authorized hours of labor by labor classification and authorized dollar
amounts for labor, materials and materials overhead.

(d) The contractor's acceptance of each task order shall be presumed by its
commencement of work called for therein. If the Contractor finds any task order
unacceptable for any reason, it shall contact the Contracting Officer within 24 hours
after receipt of such task order and not begin the work required therein until the problem
has been resolved.

(e) All task orders are subject to the terms and conditions of this contract. In the event
of a conflict between a task order and this contract, the contract shall control.

(f) The Contractor shall not accept task orders which exceed the not-to-exceed amount
of the contract.

{g) If at any time during the performance of a time and materials task order, the
Contractor has reason to believe that the total price to the Government to complete the
task order will be greater than the authorized amount, the Contractor shall notify the
Contracting Officer, giving a revised estimate of the total price for performing the task
and giving supporting reasons and documentation. If fewer hours or materials are
required, only the hours and materials actually used shall be invoiced.

{h) Invoices for services ordered under task orders shall be listed by task order number
and shall include for each task order:

= For fixed price task orders: Unit prices and quantities for each item for the period
billed; the cumulative quantity of items or units for each deliverable; the
cumulative amount billed for each item; the cumulative amount for the task order;

» For time and materials task orders: The number of billable hours by labor
category and an itemization of other direct costs; the loaded labor rates; the
cumulative quantity of hours for each labor category; the cumulative amount
billed for each labor category; the cumulative amount for materials; and the
cumulative amount for the task order. Contractor shall invoice only for labor
hours actually worked. Contractor shall not invoice labor for holidays or holidays
issued by executive order unless labor is ordered by the Government.

(i) Orders may be placed by electronic commerce methods. Orders may be placed via
facsimile with telephone or written confirmation.

ED-05-P0O-0908
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() In the event any task is so urgent that time cannot be allowed to issue a task order in
writing, the Contracting Officer may provide cral authorization for the Contractor to
proceed. In such an event, the Contracting Officer will identify the contract number, the
task order number, and state the cost. Oral authorization will be confirmed in writing
through the issuance of a task order.

(k) In accordance with the incorporated clause 52.216-22 “Indefinite Quantity” or
52.216-21 "Requirements", the contract will be modified to extend the period of
performance solely to allow compietion of the task order if the task order was issued
within the dates for issuing orders. An extension of the period of performance in
accordance with 52.216-22 “Indefinite Quantity” or 52.216-21 "Requirements" will not
extend the date for issuing orders shown in the incorporated clause 52.216-18,
"Ordering"”.

() Materials use and reimbursement for task orders shall be governed by the
incorporated clause entitled "Allowable Cost and Payment” at FAR 52.216-7.

C.3 ED 302-5b TASK ORDER PROCEDURE-WORK REQUESTS (MAY 1997)
Work Request Procedure (Task Orders) < $25,000)

Under general technical support tasks, work shall be performed through specific "Work
Requests” that shall be made only by the Contracting Officer.

At a minimum, each specific Work Request shall contain the following:

1. A control number

2. A description of the specific work required in relation to the statement of work.
3. A list of the required deliverables.

4. An estimate of the number of hours for each personnel category.

5. Issue Date and Due Date.

The Contractor shall be allowed a maximum of 16 working hours to agree formally to a
Work Request by signing and returning the Work Request document. The contractor
shall submit a copy of each Work Request with their invoice to be paid for that request.
All Work Requests are subject to the terms and conditions of the specific work request
and the contract,

BED-05~-PO-G908B
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SECTION D - PACKAGING AND MARKING

ED 301-1 SHIPMENT AND MARKING (MARCH 1986)
A. The contract number shall be placed on or adjacent to all exterior mailing or shipping
labels of deliverable items called for by the contract.

B. Ship deliverable items to:
U.S. Department of Education
550 12th Street, SW
7152
Washington, DC 20202

C. Mark deliverables for:
Victor Cairo

ED-05-20-0908
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SECTION E - INSPECTION AND ACCEPTANCE

ED 304-1 INSPECTION AND ACCEPTANCE (FEBRUARY 1985}
Pursuant to the inspection clause, Section |, the Contracting Officer shall make final
inspection and acceptance of all contracted items.

ED-05-PO-0908
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SECTION F — DELIVERIES OR PERFORMANCE
The period of performance shall be from May 1, 2005 to June 30, 2006, inclusive of all
specified deliveries and/or task work.

BD-05-PO-0908
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SECTION G - CONTRACT ADMINISTRATION DATA

G.1 ED 306-5 CONTRACTING OFFICER’S REPRESENTATIVE (COR) (4/86)

A. The Contracting Officer's Representative (COR, a.k.a., COTR}is responsible for the
technical aspects of the project, technical liaison with the Contractor, and any other
responsibilities that are specified in the contract. These responsibilities include
inspecting all deliverables, including reports, and recommending acceptance or
rejection to the Contracting Officer.

B. Neither the COR nor any other government employee, except the Contracting Officer,
is authorized to make any commitments or otherwise obligate the Department of
Education or authorize any changes that affect the contract price, terms or conditions.
Any contractor requests for changes shall be submitted in writing directly to the
Contracting Officer or through the COR. No such changes shall be made without the
written authorization of the Contracting Officer.

C. The name and address of the COR is:

Pandora Burge

U.S. Department of Education

550 12th Street, SW

9162

Washington, DC 20202

Telephone number - (202} 245-6425

The Department of Education at any time may change the COR, but notification of
the change, including the name and address of the successor COR, shall be
provided to the Contractor by the Contracting Officer in writing.

G.2 ED 306-8 CONTRACT ADMINISTRATOR (2/85)
(Note to Offerors. Offerors shall designate one individual as the administrator for this
order and provide the information indicated below)

The following individual is designated by the Contractor for prompt contract
administration.

NAME: Raymond Glass
TITLE: Sr. Contracts Administrator
ADDRESS: Federal Sector Group

7700 Hubble Drive

. anham, MD 20706
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TELEPHONE: (301} 794-2018

FAX: (301) 794-9553

E-MAIL ADDRESS: rglass3{@csc.com
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SECTIONH -

H.1 EDAR 3452.243-70 KEY PERSONNEL (8/87)

The personnel designated in this contract as key personnel are considered to be
essential to the work being performed. Prior to diverting any of the specified individuals
to other programs, or otherwise substituting any other personnel for specified personnel,
the contractor shall notify the Contracting Officer and the COR reasonably in advance
and shall submit justification (including proposed substitutions) in sufficient detail to
permit evaluation of the impact on the contract effort. No diversion or substitution shall
be made without the written consent of the contracting officer; provided, that the
contracting officer may ratify a diversion or substitution in writing and that ratification
shall constitute the consent of the contracting officer required by the clause. The
contract shall be modified to reflect the addition or deletion of key personnel.

H-2 ED 307-2 KEY PERSONNEL DESIGNATION (3/85)
In accordance with the clause entitied "Key Personnel”, the following key personnel are
considered to be essential to the work being performed:

David Hegland, Program Manager

TBD, Chief Technology Architect

Jerry Ryznar, Deputy Program Manager for Operations
George Altiery, Service Delivery Manager

Wayne Peters, Transition Manager

Mike Schutta, Transformation Manager

Christian Lunde, Project Manager

Dennis Watson, Quality Manger

H.3 INVOICING
The contractor shall submit the original and one (1) copy of invoices to the address

below:

U. S. Department of Education
Contract and Purchasing Operations
550 12 Street, SW

Room 7152

Washington, DC 20202-4210
ATTN: Victor Cairo

The final invoice for this contract shall be clearly marked “FINAL INVOICE” and shall be
submitted within three (3) months of contract expiration.

H.4 ED 317-1 ACCOMMODATION / ACCESSIBILITY FOR THE DISABLED (10/99)
The Department of Education (ED) considers universal accessibility to information a
priority for all its employees and extemal customers, including individuals with disabilities.
Under Sections 504 and 508 of the Rehabilitation Act of 1873 (29 U.S.C. sections 794 and
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794d, as amended), ED must ensure the accessibility of its programs and activities,
specifically its obligation to acquire and use accessible electronic and information
technology. ED maintains the manual, "Requirements for Accessible Software Design." to
convey the accessibility needs of the Department to the developers and suppliers of
computer applications. To comply with the provisions of this clause, the contractor may
use the edition of the ED manual "Requirements for Accessible Software Design” in effect
at the date of award of this contract or any more recent edition. A copy of the most recent
edition of the manual may be found at
www.ed.gov/fund/contract/apply/clibrary/software.htmi.

A. Software delivered to or developed for ED - Except as provided in paragraph B or C of
this clause, all software delivered to or developed for ED, under this contract, for use by
ED's employees or extemnal customers must meet all the requirements of the ED manual
"Requirements for Accessible Software Design." However, in accordance with paragraph
C of this clause, the contracting officer may waive a particular requirement of the ED
Manual, provided that ED's use of the software shall meet the requirements of Sections
504 and 508 of the Rehabilitation Act of 1973 (29 U.S.C. sections 794 and 794d, as
amended).

B. Software enhanced or modified for ED - Any enhancements and other modifications,
made under this contract to software for use by ED's employees or extemal customers,
are subject to the requirements of paragraph A of this clause, regardless of where or how
the software was first developed. Except as otherwise specified elsewhere in the contract
schedule, the contractor is only required to ensure that enhancements or modifications
{not other, preexisting features or components) of the software fully comply with the
accessibility requirements of paragraph A. However, the contractor is encouraged point
out any preexisting features or components that do not meet accessibility requirements
and to suggest solutions to ensure the software complies,

C. Waiver of requirements — It is recognized that new technologies may provide solutions
that are not envisioned in or consistent with the provisions of the manual “Requirements
for Accessible Software Design.” Also, compliance with certain requirements of the manual
may not be feasible for the particular software required. In such extraordinary
circumstances, the contracting officer may grant a waiver, in writing, to any requirement of
the manual or of this clause if it furthers a public interest of ED and shali not significantly
impair ED’s ability to ensure accessibility of its programs and activities to all its employees
and external customers, including individuals with disabilities. To request a waiver, the
contractor shall notify the contracting officer in writing, listing the specific accessibility
requirements that would not be met and explaining how the accessibility of a particular
feature can be achieved by alternative means or why it is not feasible to make a feature of
the software accessible.

D. Condition of payment — The contractor agrees that compliance with the provisions of
this clause upon delivery of the software to ED is a condition of payment under this
contract.
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E. The contractor shall comply with Section 508 of the Rehabilitation Act of 1973, as
amended 29 U.S.C. § 794 (d), the Federal Acquisition Regulation (FAR) 48 CFR Parts 2,
7,10, 11, 12, and 38 [FAC 97-27; FAR Case 1999-607], and the Access Board's EIT
Accessibility Standards at 36 CFR part 1194 as well the Department of Education
Requirements for Accessible EIT Design, http://ges.ed.gov/coninfo/clibrary/software.htm

In addition since the Access Board's EIT Accessibility Standards Subpart D -
Information, Documentation, and Support, 1194.41 Information, documentation, and
support requires that:

a) Product support documentation provided to end-users shall be made
available in alternate formats upon request, at no additional charge

b) End-users shall have access to a description of the accessibility and
compatibility features of products in alternate formats or alternate methods
upon request, at no additional charge; and

¢) Support services for products shall accommodate the communication
needs of end-users with disabilities, the basic deliverable requirement in
each PWS shali contain the requirement that the contractor deliver, in
addition to any hardcopy, all documentation and manuals in an electronic
format compatible with the Assistive Technology currently in use at the
Department of Education. This shall provide the Department the capability
to reproduce the documentation in an accessible format as needed.

F. In addition to required printed hard copy, all printed and/or multimedia deliverables
shall be delivered in an electronic format compatible with the Assistive Technology
currently in use by the Departrnent of Education to enable accessibility by the disabled.
Multimedia deliverables shall meet the federal accessibility requirement as defined in the
Access Boards' EIT Accessibility Standards at 36 CFR part 1194 Subpart B -- Technical
Standards, 1194.23 Telecommunications products.

H.5 SECURITY CLEARANCE AND USER ID REQUESTS

The offeror shall provide only fully qualified personnel for the work performed under this
contract and they must also have the appropriate Department 5¢ or 6¢ Security
investigation clearance prior to being eligible for billing the government. According to
Department policy (OM: 5-101, Sec Ill {Policy), part 4), every effort must be made to
minimize and where possible eliminate, the number of non-U.S. Citizens employed in
High Risk level positions; this applies to all contractors and sub-contractors. However,
the Department recognizes there is, from {ime to time, a compelling reason that may
exist to grant a non-U.S. Citizen High Risk access. In those circumstances where a
non-U.8. Citizen possesses a unique or unusual skill or expertise urgently needed by
the Department, but a suitable U.S. Citizen is not available, a non-U.8. Citizen may be
assigned to a High Risk level position provided: they are Lawful Permanent Residents
of the United States; they have resided continuously in the United States for a minimum
of three (3) years; the head of the Principal Office, or his/her designee that owns the
system / information / network approves the assignment in writing, and the written
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approval is filed with the Contracting Officer before requesting a preliminary screening
and/or investigation.

Contractor staff proposed to perform work under this contract shall be subject to ED
investigation criteria and shall complete ED’s security training requirements? prior to
receiving access to the Department of Education’s network. Contractor staff working
without a final clearance does so on a conditional basis while obtaining the required
clearance. The ED investigation includes, at a minimum, the following items:
Investigation of criminal record

Reference checks

Check for defaulted student loans

Security clearances

OM:5-101 {hitp://econnected1.ed.gov/po/om/execitive/print/acs.om_5_101.doc)
définbs security levels: 'ED assignsthe seclmty‘level faﬁ p-‘rif_ﬁté for etch: labor
category, commensurate with the'dities 4 Fhie position. The security
level also dictates when new or repla ment. staff may- ; o perform work under this
contract rélative to the 9ubniissﬂm of the secunty élearamfe paperWork The security
levels and work rulés include: -+ - -

+ High Risk (Level 6C) - An employee cannot assume high-risk positional duties
until the security investigation is completed and approved by ED. (An interim 6C
clearance is available, upon approval by the OM Personnel Security Office,
this can normally be effected within 4 days). Employees selected for these
positions can work in a lower-level position until the clearance is approved, see
below.

» Moderate Risk (Level 5C} - An employee can start working moderate risk
positional duties upon submission of the security clearance paperwork to the
OCIO CSO through the COR,

Low Risk {Level 1C) - An employee can start working low risk positional duties
upon submission of the security clearance paperwork to the OCIO CSO through
the COR.” It is anticipated that no Level 1C’s will be accessing our Network

The contractor shall:

» Ensure, at the Project Manager level, that the security clearance, User ID
paperwork and EDNet Security Awareness training required by ED is accurately
and properly completed in full and submitted to ED no later than with the
submission of a resume for additional or replacement personnel

« Obtain its supply of security clearance forms directly from the OCIO CSO

+ Reproduce as needed the ED / CCF User ID request form (88-01) for this
specific project

» Remove any individual from their position for whom ED disapproves and
withdraws their clearance and immediately revoke their access to all ED
systems.

Clearance Submisslon Guidelines

? Described in the Handbook for Information Technology Security Policy.
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The contractor shall submit security paperwork for any position requiring an ED
clearance based on the Handbook for Information Technology Security Policy and the
guidelines contained herein. The security matrix below, details the forms that contractor
staff shall complete to request processing of a security clearance.

Clearance Forms Required for Positions

High Moderale Low
Form Capies Risk Risk Risk
Federal Ermployment Form (as used for
background check, Application for
SF-306 | Federal Employment (Rev. 6-88); 5 X X X
complete items 6, 17, 19, 25~28, 36,
38~44, 45 if applicable
Questionnaire for Public Trust Positions

SF-85P | (Rev. Sept 1995) 2 X X
FD-258 | Fingerprint Card 1 original X X X
sE.g5 | Questionnaire for Non-Sensitive 2 | X

Positions (Rev. Sept 1995)

In the submission of security clearance paperwork, the contractor shall;
a. Assure the clearance level sought for the employee is based upon the criteria
established by ED

b. Assure that all contractor staff without a clearance complete all required
forms, as detailed in the Matrix above

¢. Assure that all contractor staff with current or previous clearances complete
additional forms as required to meet all requirements

d. For employees with current or previous clearances requiring no additional
paperwork, complete a memo, on company letterhead with an authorized
signature, with the following:

« Full name

Date and place of birth

Social Security Nurber

Level of security clearance

Employer Name

Date of investigation (at time of investigation)

Agency completing the investigation

Contract Number

e. For employees with current or previous clearances requiring additional
paperwork, forward the completed additional paperwork to the contractor's
Project Manager. This primarily concerns upgrading to a higher security level.

f. Ensure that the proper forms are accurate and complete before forwarding
the forms in sealed envelopes, through the COR, to the OCIO CSO.
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g. Notify the employee's manager of the security investigation results.

h. Remove the employee from performing work under this contract in the event
of a clearance denial and revoke all User IDs.

H.6 REMOVAL FROM PROJECT ACCESS

When employees are removed from positions, for any reason, the contractor shall:
» Revoke all access authorizations

Retrieve all specific keys and badges

Change the combinations on all locks to which the employee had access

Review the employee's obligations to the organization

Notify appropriate ED security officials of the removal action.

For all access terminations, the contractor shall:

¢ Follow the Checklist for Employee Termination

« Assure that the departing employee either completes all assigned tasks or
briefs the replacement on the requirements and status of ongoing tasks

¢ Determine the employee's access termination date

* Immediately notify the assigned ADP Systems Manager(s) if access
termination is for cause and request an immediate revocation of access

+ Complete the Manager's Checklist for Employee Termination and forward the
checklist fo the Project Manager
Review with employee their obligation to protect related data
Assure that the employee completes the Access Termination Statement.

The Project Manager shall:
« Notify ED of the access termination action on the employee
¢ Notify the assigned ADP Systems Managers of the access termination date.

H.7 ED 307-13 DEPARTMENT SECURITY REQUIREMENTS (3/05)°
The Contractor and its subcontractors shall comply with Department Security
policy requirements as set forth in:

A. The Statement of Work of this contract;

B. The Privacy Act of 1974 (P.L. 93-579, U.S.C. 552a);

C. The U. S. Department of Education, Handbook QCIO-1, Handbook for
Information Technology Security Policy {October 2003);

D. The U.8. Department of Education, ACS Directive OM:5-101,
Contractor Employee Personnel Security Screenings (March 2005).

* Acom plete list of all security information is located at:
hitp:/iwww.ed.gov/about/officesilist/ocio/legisiation html; the aforementioned laws and guidelines govern
the operation of the Office of the Chief Information Officer.
ED-05~P0O-~0908
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The Contractor may request copies of the above referenced documents by contacting
the Contract Specialist at telephone number (202) 245-6199 or via e-mail at
Victor.Cairo@ED.GOV.

The Contractor shall include this provision in any subcontract(s) awarded pursuant to

this contract.
(END OF CLAUSE)

H.8 ED 307-15 WITHHOLDING OF CONTRACT PAYMENTS — SECURITY (4/05)
Notwithstanding any other payment provisions of this contract, failure of the contractor
to submit required forms, responses or reports when due; failure to perform or deliver
required work, supplies, or services; or, failure to meet any of the requirements of the
contract, to include all requirements as specified in Clause 307-13 Department Security
Requirements (March 2005) ,will result in the withholding of payments under this
contract in such amounts as the contracting officer deems appropriate, unless the
failure arises out of causes beyond the control, and without the fault of negligence, of
the contractor, as defined by the clause entitied "Excusable Delays or Defauit", as
applicable. The Government shall promptly notify the contractor of its intention to
withhold payment of any invoice or voucher submitted. Payment will be withheld until
the failure is cured, a new delivery schedule is agreed upon, or payment is made as part
of a termination settlement.

(END OF CLAUSE)

H.9 EDAR 3452.215-33 ORDER OF PRECEDENCE (08/87)
Any inconsistency in this contract shall be resolved by giving precedence in the
following order:
{a) The Schedule to include GSA Schedule Contract #G5-35F4381G
(excluding the work statement or specification)
(b)The contract clauses (Section I)
(¢} Any incorporated documents,exhibits, or attachment,excluding the work
statement or specifications and the contractor's proposal representations, and
certifications,
{d) The work statement or specifications, and
{(e) The contractor's proposal,as amended, including representations and
certifications.

{END OF CLAUSE)

H.10 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION

ED will furnish each individual assigned to tasks under the EDNet contract proper
identification (access badge) to allow entry to and departure from Government facilities.
ED will furnish workspace and equipment (personal computers, telephones,
miscellaneous office supplies) suitable for the performance of EDNet tasks to on-
government-site contractor personnel. ED will not be responsible for providing the
contracior with cellular phones and Blackberry devices, nor paying for those services.
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ED will provide the contractor with all existing engineering drawings and configuration
documentation as Government-furnished information (GFI). ED will retain ownership of
all GF| provided to the contractor, and will assume ownership of all documentation and
deliverables submitted to ED by the contractor in performance of EDNet tasks.

H.11 52.217-8, OPTION TO EXTEND SERVICES (AUG 1989)

The Government may require continued performance of any services within the limits
and at the rates specified in the contract. These rates may be adjusted only as a result
of revisions to prevailing labor rates provided by the Secretary of Labor. The option
provision may be exercised more than once, but the total extension of performance
hereunder shall not exceed six (6) months. The Contracting Officer may exercise the
option by written notice to the Contractor within the period specified in the Schedule.

{Note: Notice shall be given 30 days prior to contract completion.)

H.12 52.217-9, OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the
Contractor within 30 days of contract expiration; provided that the Government gives
the Contractor a preliminary written notice of its intent to extend at least 60 days
before the contract expires. The preliminary notice does not commit the
Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered
to include this option clause.

(¢) The total duration of this contract, including the exercise of any options under this
clause, shall not exceed 128 months

(d) Option Period 1: July 1, 2006 - June 30, 2007
Option Period 2: July 1, 2007 - June 30, 2008

H.13 FAR 52.219-8 UTILIZATION OF SMALL BUSINESS CONCERNS (OCT 2000)

(a) It is the policy of the United States that small business concerns, veteran-owned
small business concems, service-disabled veteran-owned small business
concerns, HUBZone small business concemns, small disadvantaged business
concerns, and women-owned small business concemns shall have the maximum
practicable opportunity to participate in performing contracts let by any Federal
agency, including contracts and subcontracts for subsystems, assemblies,
components, and related services for major systems. It is further the policy of the
United States that its prime contractors establish procedures to ensure the timely
payment of amounts due pursuant to the terms of their subcontracts with small
business concerns, veteran-owned small business concerns, service-disabled
veteran-owned small business concerns, HUBZone small business concerns, small
disadvantaged business concerns, and women-owned small business concerns.

(b) The Contractor hereby agrees to carry out this policy in the awarding of
subcontracts to the fullest extent consistent with efficient contract performance.
The Contractor further agrees to cooperate in any studies or surveys as may be
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conducted by the United States Small Business Administration or the awarding
agency of the United States as may be necessary to determine the extent of the
Contractor's compliance with this clause.

{c) Definitions. As used in this contract--

A. "HUBZone small business concern" means a small business concem that

B. appears on the List of Qualified HUBZone Small Business Concerns maintained

C. by the Small Business Administration.

D. "Service-disabled veteran-owned small business concern®--

(1) Means a small business concern--

(i) Not less than 51 percent of which is owned by one or more
service-disabled veterans or, in the case of any publicly owned
business, not less than 51 percent of the stock of which is
owned by one or more service-disabled veterans, and

(if) The management and daily business operations of which are
controlled by one or more service-disabled veterans or, in the
case of a veteran with permanent and severe disability, the
spouse or permanent caregiver of such veteran.

(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C.
101(2), with a disability that is service-connected, as defined in 38 U.S.C.
101(16).

E. "Small business concern" means a small business as defined pursuant to
Section 3 of the Small Business Act and relevant regulations promulgated
pursuant thereto.

F. "Small disadvantaged business concermn" means a small business concern that
represents, as part of its offer that--

{1) It has received certification as a small disadvantaged business concern
consistent with 13 CFR Part 124, Subpart B;

{(2) No material change in disadvantaged ownership and control has occurred
since its certification;

(3) Where the concern is owned by one or more individuals, the net worth of
each individual upon whom the certification is based does not exceed
$750,000 after taking into account the applicable exclusions set forth at 13
CFR 124.104(c)2); and

(4} 't is identified, on the date of its representation, as a certified small
disadvantaged business in the database maintained by the Small
Business Administration (PRO-Net).

G. "Veteran-owned small business concern" means a small business concern--

(1) Not less than 51 percent of which is owned by one or more veterans (as
defined at 38 U.S.C. 101(2)) or, in the case of any publicly owned
business, not less than 51 percent of the stock of which is owned by one
or more veterans; and

{2) The management and daily business operations of which are controlled by
one or more veterans.

H. "Women-owned small business concern”" means a small business concern--
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(1) That is at least 51 percent owned by one or more women, or, in the case

of any publicly owned business, at least 51 percent of the stock of which is
owned by one or more women, and

(2) Whose management and daily business operations are controlled by one

or more women.

(d} Contractors acting in good faith may rely on written representations by their
subcontractors regarding their status as a small business concern, a veteran-
owned small business concern, a service-disabled veteran-owned small business
concern, a HUBZone small business concern, a small disadvantaged business
concern, or a women-owned small business concermn.

H.14 AWARD TERM PROVISIONS
This is a performance-based contract that directly links the contractor’s
performance in achieving SLAs, performance standards and acceptable quality
levels with the opportunity to obtain additional performance periods (award

terms).

The performance evaluation process shall operate as follows:

o

An award term determination is comprised of two (2) successive six (6)
month evaluations that are averaged to obtain an annual score.

For the award term decisions beginning at the conclusion of option period
one, the contractor must receive a rating of "Superior” to eamn additional
award term periods.

The Performance Evaluation Board (PEB) may elect to recommend an
additional award term for performance less than Superior provided that
the performance during the current evaluation period is Satisfactory AND
cumulative ratings to date (including the current evaluation period) would

-result in an average rating of Superior.

No official award term determination shall be made during the contract’s
base period. The contractor's performance during the period shall be
evaluated and the results furnished to the contractor.

No official SLA disincentive determinations shall be made during the
contract's base period. The contractor’s performance during the period
shall be evaluated and the results furnished to the contractor.,

Failure to earn an award term at the end of any performance evaluation
period eliminates eligibility for award of future award terms.

Although the ability to be awarded additional performance periods ends at
the conclusion of Award Term §, the contractor's performance shall
continue to be evaluated and rated. Those results shall be documented in
past performance reports and considered by ED in future procurement
decisions.

Award of all Option Periods and Award Terms is subject to the availability
of sufficient funds.

The award team period summary is as follows:
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Transition Period

May 1, 2005 - June 30, 2005

Not applicable

Base Period July 1, 2005 - June 30, 2006 Not applicable (dry run evaluation)

Option Period July 1, 2006 - June 30, 2007 July 1, 2008- June 30, 2009
One

Option Periad July 1, 2007 - June 30, 2008 July 1, 2009 - June 30, 2010
Two

Award Term 1

July 1, 2008 - June 30, 2008

July 1, 2010 - June 30, 2011

Award Term 2

July 1, 2009 - June 30, 2010

July 1, 2011 - June 30, 2012

Award Term 3 July 1, 2010 - June 30, 2011 July 1, 2012 - June 30, 2013
Award Term 4 July 1, 2011 - June 30, 2012 July 1, 2013 - June 30, 2014
Award Term 5 July 1, 2012 - June 30, 2013 July 1, 2014 - June 30, 2015
Award Term 6 July 1, 2013 - June 30, 2014 None
Award Term 7 July 1, 2014 - June 30, 2015 None

1. Performance Evaluation Board:

ED shall create a Performance Evaluation Board (PEB) comprised of selected
managers and the COR. The PEB shall evaluate the Contractor's performance
under this contract and develop a numerical rating for that performance. That
rating shall be taken into account as part of ED’s decision to award additional
performance periods. The COR shall be the evaluation coordinator and submit
observation reports and other performance data to the PEB.

2. Performance Evaluation Process:
The contractor shall provide a performance evaluation report reflecting progress
on all SLAs currently in effect. The performance evaluation process shall contain

the following steps:
a. Performance shall be rated at six (6) month intervals throughout the life of

the contract.

b. The annual rating for each evaluation period shall be comprised of an

average of the two six (6) month ratings.

¢. An annual performance-rating plan shall be sent to the contractor thirty
{30) days in advance of the beginning of the next annual performance
period. The contractor may submit comments concerning the plan within
fifteen (15) days of its receipt. If ED chooses to revise the plan on the
basis of the contractor’s comments, revisions shall be sent to the
contractor in advance of the performance period.

d. Atthe conclusion of the six (6) month rating period, COR shall coilect
performance evaluation results from appropriate ED staff and submit the
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necessary information to the PEB for final rating. The PEB shall also
consider the contractor's self-assessment of performance against the
rating plan, provided it is received by COR by the 15" of the month
following completion of the rating period.

e. The PEB shall complete each six (6) month rating process no later than
one (1) month after the rating period ends and submit the rating to the
Chief Information Officer (CIO) or designee for review and approval.

f. Upon completion of the second six (6) month rating period, the CIO or
designee shall review and approve the average ratings that shall
determine award term eligibility.

g. Ifthe ClO or designee-approved rating is high enough to rate an award

term, the documentation shall be forwarded to the Contracting Officer who

shall execute an appropriate modification to the contract. In all other
cases, the CO shall submit the rating results to the contractor.

For example, each contract performance year consists of two (2) six (6) month
performance periods in which SLA data is collected and reported to PEB. The PEB
collects data from key customers, customers (end users) and IT management, as
discussed in Section H.14 Award Term Provisions, point 4 The Annual Performance
Rating Plan (AARP), subsection ¢ (the following section). This score is added to the
SLA score and a total computed. Each six (6) month total from both of the years
performance periods are average to arrive at a yearly score which is applied to the
Overall Ratings Table (see Section H.14 Award Term Provisions, point 4 The Annual
Performance Rating Plan (AARP), subsection d).

£y

SLAs 45 of 50 47 of 50 46 of 50
Small Business Goals 50f5 Sofb 50f 5
Exceeded Small Business Oof2 20f2 1of2
Goals

Major Continuous 8of8 fof8 7of8
Improvement Projects

Customer Satisfaction Sof5 40f5 450f 5
(Manager Survey)

Customer Satisfaction 20 of 20 15 of 20 17.5 of 20
{Independent Survey)*

OCIO Senior Management 8of 10 9 of 10 8.50f 10
Total 91 of 100 88 of 100 89.5 of 100

3. The Annual Performance Rating Plan (APRPY;

“1f the Independent Custemer Satisfagtion Survey vcours annually, the score from the first measurement
period shall be used in the second measurement period. For exampile If 20 points were scored in the first

measurement period, the same score of 20 points shall be used in the second measurement period.
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The APRP may be adjusted from year to year to emphasize / de-emphasize
various components of contractor performance. However, each plan shall meet
the following conditions:

a. The APRP shall provide for assigning a maximum total of one hundred
(100} points for the contractor's performance during the six (6) month
evaluation period.

b. Fifty (50) of the one hundred (100) points shall measure the contractor's
performance in meeting selected objective SLAs from Section IV,
Performance Standards and Acceptable Quality Levels, of the PWS:

- This APRP section shall detail the points to be deducted
{disincentives) from the overall fifty (50) points for each failure to
meet the designated acceptable quality levels or subcontracting
goals.

- Contractor is to assign points to be deducted to the SLAs listed in
Section IV. Once this is agreed to by ED, this shall be the scoring
system that shall be used in the APRP for this set of fifty (50) points.

c. The remaining fifty (50) points shall be scored by the PEB based upon
input from key customers, end users and IT management. This portion of
the APRP will:

- Identify the rating categories, their components, and the points
assigned to each category.

- Initial rating categories include (but are not limited to the following:

I. Small business goals contained in the contractor's
approved subcontracting plan — Total Seven (7) Points
(Reporting Requirements must be met without fail for the
service provider to be eligible to earn these points.)

¢ Met goals five (5) points
+ Exceeded goals two (2) points

[l. Major Continuous improvement Projects — Total Eight (8)
Points

o Active participation with verifiable productivity
improvements of ED employees five (5) points

¢ Refinement of SLAs from measurement period to
measurement period, three (3) points

. Customer Satisfaction — Total Twenty-five (25) Points
e Touch Survey zero (0) points
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e Managers' Survey five (5) points®
» Independent Customer Satisfaction Survey twenty
(20) points
» |If no Customer Satisfaction Survey occurs

during the measurement period (e.g.,
annual frequency), the most recent,
Customer Satisfaction Survey will be
reused for that measurement period see
Section IV — Customer Satisfaction

{Independent Survey) of the PWS.

*  Polnts shall be awarded on a sliding scale, see
Section IV - Customer Satisfaction (Independent
Survey) of the PWS.

IV. OCIO Senior Management - Total Ten (10) Points
« Management Discretion ten (10) points®

d. Point scores from both areas shall be combined and an overall rating
developed as follows:

*Total managers survey scors for the measurement period shall be averaged over six (6} months (i.e.
sum of all managers scores/number of measurement periods). See the Manager Survey SLA for more
details {Section IV of the Performance Work Statement).
* OCIO Senior Management point assignment shall take into consideration CMMI level improvements.
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Overall Rating Table
Rating Paint Range Description

Performance of 49 and below is indicative of serious
mismanagement, negligence and/or incompetence. Continued
performance at this level will require Education to consider
terminating the order for default.

» Not eligible for award

Unacceptable

Substandard 50-69 Parformance between 50 and 692 requires the Contractor to establish
a deficiency correction plan and scheduls to take the necessary
corrective actions. Implementation of the plan and schedule will be
tracked by the COR and Contracting Officer.

s Not eligible for award

Satisfactory 70-84 Performance between 70 and 84 is satisfactory with 84points being
the expressed |evel of satisfactory performance that can be
expected from a good Contractor.

« Not eligible for award

Superier 85-93 Performance is significantly above satisfactory in all service areas.

s THIS IS THE MINIMUM TARGET LEVEL FOR CONTRACTOR
PERFORMANCE (Ellgible for Award Term One through
Award Term Flve}

Qutstanding 94-100 All areas of performance are superior and there are significant

indications of creativity, ingenuity, initiative and/or excellent

performance under adverse conditions.

= Eligible for award for Award Term One through Award Term
Five

e. Review Process:
The contractor may request an internal review of an unfavorable award
term determination. The request shall be submitted in writing to the
Contracting Officer within fifteen (15) days of nofification of the award term
decision. Contractor disagreements with the subjective ratings assigned
by the PEB are not subject to review. The Contracting Officer shall
conduct a review and issue a final decision conceming the matter.

H.15 SERVICE LEVEL AGREEMENT MODIFICATION PROCESS

Purpose and Intent

It is recognized that, over the course of the contract, there are innovation factors and
process improvermnents that will enable the Service Provider (SP) to provide
incrementally better services to the Department of Education (ED or the Department)
over time. As a result, the Department seeks {o benefit from standard innovations,
application of best practices, and process changes that can be leveraged from the
provider's experience into the ED environment.

ED recognizes that not all performance standards are idealiy suited for continuous
improvement, and that there are a myriad of external factors that will cause the
importance of individual service levels and performance standards to vary over time. |t
is also recognized that this language is to read in consonance with other terms and
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scope (e.g. Benchmarking, Balanced Scorecard, Governance, etc) and intended to be a
collaborative process between ED and the Service Provider.

Subsequent to Transition, both ED and the Service Provider will convene periodically to
establish which service levels of the 43 performance standards will be subject to
continuous improvement, or change. ED or the service provider may periodically
recommend changes to specific service measurements that are subject to this term and
condition and, as part of the Balanced Scorecard Measure and Changes Clause,
introduce new candidates for measure.

For purposes of clarification and example, measurements may change for reasons
similar to the following:

v As data is gathered and the provider reports findings and analysis, both ED and
the Service Provider may determine that a performance standard is not as
meaningful as originally thought and should be changed or eliminated.

v As data is gathered and the provider reports on findings and analysis, both ED
and the Service Provider may determine that the act of measuring a particular
performance standard is a non-value added step, and the performance measure
should be changed or eliminated.

v Results of Customer Satisfaction Surveys yield insight into more significant
measures of mission and customer relationship management, and measures are
added or emphasis on select performance standards will increase.

v Data and analysis yield information that indicates revising the frequency for
different measures of performance.

v Changes in technologies or practices require introduction of new measures not
previously used.

As such, the Parties agree to adopt the concept of continuous improvement and that the
Performance Standards may be modified during the term of this Agreement. However,
ED acknowledges that some changes may impact cost and introduce variability. In
order to minimize these, ED will incorporate service level changes (see “Supplemental
Process” and diagram below) as part of the governance and change management
process. This process shall address the need for changes, implications, prioritization,
and will communicate changes based on reascons similar to those cited above. The
Service Provider shall participate in the process and will be expectad to provide insight
on impact, priorities, Return on tnvestment (ROI), and other salient points.

Notwithstanding, Service Levels may be added, deleted or changed during the term of
the contract to ensure that the Service Levels accurately reflect the requirements of the
Department of Education. Changes to service levels may also be made to reflect
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changes within ED’s IT environment, or as a result of changes to the technologies used
to support the Department.

Assumptions

Assumption 1: The Parties acknowledge that achievement of Service Levels set at
100% cannot be improved.

Assumption 2: The incremental rate of change, at which a service level can be
improved, slows as 100% of the SLA is approached.

Service Level Management Process

The high-level process for introducing new service measurements, or for changing
current service measurements is outlined below. As described above, the purpose of
this process is to evaluate the meaningfulness and effectiveness of then current, or
future measures—so as to:

v Ensure that measures remain aligned with ED’s mission and desire to increase
customer satisfaction

v' Balance the cost and effort of measuring selected areas of performance with
results

v Retire or add measures as may be determined appropriate based on an analysis

Throughout the contract life the parties may determine to evaluate changes to existing
measures, or add new measures. These will be termed “experimental measures” and
will follow the steps below:

1. Both ED and the Service Provider will determine a starting period for
measurement and determine the appropriate systems and personne! responsible
for performing the experimental measures.

2. Formal meetings will be conducted between ED and the Service Provider. Both
ED and the Service Provider can propose service level candidates that may need
to be adjusted.

3. For purposes of Test and Evaluation (T&E), the Service Provider will perform the
experimental measures for two consecutive quarters from the agreed starting
period. [Note: T&E shall run in parallel with any other existing measures and
does not relieve the contractor from responsibility for those service
requirements.

4. The Service Provider will provide results of the experimental measures. The
frequency of measures and reporting, of such, will be agreed to by both parties,
but will follow customary, or industry standard for such measures.
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5. Atthe end of the test and evaluation period the Service Provider shall provide an
Impact Analysis showing the impact, benefits and cost of changing or adding
measures. At a minimum, the Service Provider shall provide impact on
personnel (e.g. skills, competencies needed), systems (e.g. investment needed
for rollout), and business case (e.g. ROI}.

Notional SLA Improvement Measurement Process

Q1 Q2 Q3 Q4...

A

Decision Point

| Exporimenta ommures. >

Contracted Measures 0Qld, Changed, New Measures

Example: ED and Service Provider meet and agree that a new measure would increase
customer satisfaction by providing greater control over work management.

ED and the Service Provider agree on the parameters and means for conducting
experimental measures. At the end of the second consecutive quarter from the start of
the experimental measure, the Service Provider shall provide an Impact Analysis.

ED will review the analysis and provide a determination, which may include further
analysis or experimentation. If the determination is made to proceed, the experimental
measures shall replace old measures, reflect changes / augmentations to remaining
measures, or add hew measures. Any such change will be accomplished via formal
confract modification.

Performance Monitoring Tools

It is not anticipated that changes in the monitoring tools will drive changes in Service
Levels; rather, the need to collect and accurately reflect the performance data should
drive the development or change in performance monitoring tools.

The Service Provider shall measure its performance against the Service Levels on a
continuous, real time basis (not using merely a sampling of its performance) and report
on such performance on a calendar-month basis.
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For each performance standard the Service Provider will provide a report in accordance
Section IV of the PWS. The Service Provider may also provide access to information
that may include real-time information for the Dashboard application. At ED’s discretion
additional Ad-Hoc reporis may be requested from the Service Provider.

Exclusions

Not all performance standards contained in section (V of the PWS are appropriate for
inclusion in the continuous improvement process. Exampiles of performance standards
that may not be appropriate for continuous improvement include time and material
tasks, installations, moves, adds, changes, customer satisfaction surveys.

Both ED and the Service Provider shall identify and agree on the initial set of excluded
services that shall be excluded from the service level modification process. If
agreement cannot be reached, ED and the Contractor may engage a mutuzlly agreed
upon 3" party to review the list of exclusions and the provider rationale.
Notwithstanding, the contracting officer shall have final determination as to those items
that may or may not be subjected to the process.

H.16 SUBCONTRACTOR REPORTING
Contractor must report on its subcontracting plan progress monthly. The monthly report

should be the equivalent of the material contained in a SF 284 with the goal and actual
basis being on the total contract value. The report to the contracting officer is due the
tenth (10") business day of each month. (i) The failure of the Contractor or
subcontractor to comply in good faith with—
(1) The clause of this contract entitled “Utilization Of Small Business Concerns;” or
(2) An approved plan required by this clause, shall be a material breach of the
contract.

H.17 EARNED VALUE MANAGEMENT SYSTEM

The Contractor shall use an Earned Value Management System and process for
Category B and Category C (time and materials project-based) work in accordance with
OMB, ANSI/ EIA-748-A and other applicable regulations throughout the life of the
contract. This process shall result in monthly reports by project reflecting expenditures
for the Budget Cost of Work Performed, Actual Cost of Work Performed and Actual Cost
of Work Scheduled. The Contractor shall provide a plan to implement an Earmed Value
Management System before award and must implement the system within 90 days after
award,

H.18 REDACTED PROPOSALS (DECEMBER 1998)

The contractor shall provide a redacted copy of its successful technical proposal to the
Contracting Officer within five (5) days after contract award. The redacted proposal
shall be suitable for release by the Government under a Freedom of Information Act
(FOIA) request. The redacted proposal shall be submitted in an electronic format that is
readable by Microsoft Office applications.
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SECTION |

1.1 CLAUSES INCORPORATED BY REFERENCE
FAR 52.252-2 (FEB 1998)

1.2 SOCIECONOMIC GOALS
FAR 52.213-8

FAR 52.219-9, Aiternate ||
FAR 52.219-16

ED 3064, SUBCONTRACTING REPORTS--SMAILL BUSINESS AND SMALL
DISADVANTAGED BUSINESS CONCERNS({APRIL 1984)

The Contractor shall submit a report for subcontracting under this

particular contract and a summary report on subcontracts in all contracts
between the Contractor and the Department of Education which contain
subcontract goals for awards to small business and small disadvantaged
business concerns. The Contractor shall submit subcontracting reports on
Standard Forms 294 and 295. The reports shall be submitted semi-annually
and annually respectively in accordance with the General Instructions on

the reverse side of the forms.

Copies (1 Original & 1 Copy) of these reports shall be delivered to:
U. S. Department of Education
Contract and Purchasing Operations
550 12 Street, SW
Room 7152
Washington, DC 20202-4210
ATTN: Victor Cairo

1.3 SUBCONTRACTS
52.244-2, SUBCONTRACTS (AUG 1998)--ALTERNATE il (AUG 1998)

{a) "Definitions.” As used in this clause-- "Approved purchasing system" means a
Contractor's purchasing system that has been reviewed and approved in accordance
with Part 44 of the Federal Acquisition Regulation (FAR).

"Consent to subcontract” means the Contracting Officer's written consent for the
Contraclor to enter into a particular subcontract.

"Subcontract’” means any contract, as defined in FAR Subpart 2.1, entered into by a
subcontractor to furnish supplies or services for performance of the prime contract or a
subcontract. It includes, but is not limited to, purchase orders, and changes and
modifications to purchase orders.

(b} This clause does not apply to subcontracts for special test equipment when the
contract contains the clause at FAR 52.245-18, Special Test Equipment.
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(c) When this clause is included in a fixed-price type contract, consent to subcontract
is required only on unpriced contract actions (including unpriced modifications or
unpriced delivery orders), and only if required in accordance with paragraph (d) or
(e) of this clause.

(d) If the Contractor does not have an approved purchasing system, consent to
subcontract is required for any subcontract that--

(1) Is of the cost-reimbursement, time-and-materials, or labor-hour type; or
(2) Is fixed-price and exceeds--
(i) For a contract awarded by the Department of Defense, the Coast Guard, or the
National Aeronautics and Space Administration, the greater of the simplified
acquisition threshold or 5 percent of the total estimated cost of the contract; or
(i) For a contract awarded by a civilian agency other than the Coast Guard and the
National Aeronautics and Space Administration, either the simplified acquisition
threshold or 5 percent of the total estimated cost of the contract.

(e) If the Contractor has an approved purchasing system, the Contractor nevertheless
shall obtain the Contracting Officer's written consent before placing the following
subcontracts:

(f)
(1) The Contractor shall notify the Contracting Officer reasonably in advance of
placing any subcontract or modification thereof for which consent is required under
paragraph {c), (d}, or (e} of this clause, including the following information:
(i) A description of the supplies or services to be subcontracted.
(ii} Identification of the type of subcontract to be used.
{iii) Identification of the proposed subcontractor.
{iv) The proposed subcontract price.
(v) The subcontractor's current, complete, and accurate cost or pricing data and
Certificate of Current Cost or Pricing Data, if required by other contract provisions.
(vi) The subcontractor's Disclosure Statement or Certificate relating to Cost
Accounting Standards when such data are required by other provisions of this contract.
(vii) A negotiation memorandum reflecting--
(A) The principal elements of the subcontract price negotiations;
(B) The most significant considerations controlling establishment of initial or
revised prices;
(C) The reason cost or pricing data were or were not required;
(D} The extent, if any, to which the Contractor did not rely on the subcontractor's
cost or pricing data in determining the price objective and in negotiating the final price;
(E) The extent to which it was recognized in the negotiation that the
subcontractor's cost or pricing data were not accurate, compiete, or cutrent; the
action taken by the Contractor and the subcontractor; and the effect of any such
defective data on the total price negotiated,
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{F) The reasons for any significant difference between the Contractor's price
objective and the price negotiated; and

(G) A complete explanation of the incentive fee or profit plan when incentives are
used. The explanation shall identify each critical performance element, management
decisions used to quantify each incentive element, reasons for the incentives, and a
summary of ali trade-off possibilities considered.

(2) If the Contractor has an approved purchasing system and consent is not required
under paragraph (c), (d), or (e) of this clause, the Contractor nevertheless shall notify
the Contracting Officer reasonably in advance of entering into any

(i) cost-plus-fixed-fee subcontract, or

(i} fixed-price subcontract that exceeds either the simplified acquisition threshold or
5 percent of the total estimated cost of this contract. The notification shall include the
information required by paragraphs (f)(1)(i) through {f)(1)(iv) of this clause.

(g) Unless the consent or approval specifically provides otherwise, neither consent by
the Contracting Officer to any subcontract nor approval of the Contractor's purchasing
system shall constitute a determination--

(1) Of the acceptability of any subcontract terms or conditions;

(2) Of the allowability of any cost under this contract; or

(3) To relieve the Contractor of any responsibility for performing this contract.

(h) No subcontract or modification thereof placed under this contract shall provide for
payment on a cost-plus-a-percentage-of-cost-basis, and any fee payable under cost-
reimbursement type subcontracts shall not exceed the fee limitations in FAR 15.404-
4(c)4)(i).

(i) The Coniractor shall give the Contracting Officer immediate written notice of any
action or suit filed and prompt notice of any claim made against the Contractor by any
subcontractor or vendor that, in the opinion of the Contractor, may result in litigation
related in any way to this contract, with respect to which the Contractor may be entitled
to reimbursement from the Government.

(i) The Government reserves the right to review the Contractor's purchasing system as
set forth in FAR Subpart 44.3.

(k) Paragraphs (d) and (f) of this clause do not apply to the following subcontracts,
which were evaluated during negotiations:

Accelerated Solutions, Inc.
CompuCom
{End of clause)

52.244-5, Competition in Subcontracting

.4 INSPECTION
52.246-2
52.246-4
52.246-6

1.5 PAYMENTS UNDER TIME AND MATERIALS AND LABOR HOUR CONTRACTS
FAR 52.232.7
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1.6 PAYMENTS UNDER FIXED-PRICE RESEARCH AND DEVELOPMENT
CONTRACTS
FAR 52.232-2

1.7 CHANGES
52.243-1, Alternate ||
52.243-3

1.8 TERMINATION

FAR 52.249-2

FAR 52.249-6, Alternate V
FAR 52.240-8

1.9 PRIVACY ACT
The clauses at FAR 52.224-1 (APRIL 1984) entitled "Privacy Act Notification” and FAR
52.224-2 (APRIL 1984) entitied “Privacy Act” are incorporated herein by reference

(No additional Clauses are required for this order)
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SECTION J - LIST OF ATTACHMENTS

ATTACHMENT DESCRIPTION
PWS for EDNet Management Support Services
Pricing Schedule
FIPS and FED STDS, Applicable Laws and Directives
Computer Sciences Corporation's Technical Proposal dated
October 7,2004 and revisions dated February 14, 2005,
March 16, 2005, March 30, 2005, and April 25, 2005 is
incorporated by reference
5 Computer Sciences Corporation's Small Business

Subcontracting Plan

BN -
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ATTACHMENT 1 - PERFORMANCE WORK STATEMENT

{. Introduction

This task order shall acquire IT support services needed to meet ED's needs and to migrate to an IT
Service Capability Maturity Model Integration (CMMI) Level 3 service environment. The services and
solutions provided by the contractor to support EDNet shall meet the objectives of the OCIO in a cost-
effective manner, Currently, ED has six areas of IT services:

= Production Server
= Messaging

= End User
« Networking
= Security

= Assistive Technology

The contractor shall provide Category A work {Firm Fixed Price per Unit Services} at a minimum of CMMI
Level 3 on day one of the contract improving to CMM! Level 4 within five (5) years. All work shall be
governed by improving service levels, described in Section IV of the Performance Work Statement
(PWS8), Performance Standards and Acceptable Quality Levels. All personnel shall conform to ED
security policy, including training and paperwork requirements.

Principle Objectives
ED's Office of the Chief Information Officer (OCIO) Information Technology Division (ITD) has three
objectives:
*» Toimmediately improve all services that ITD provides to its customer base,
as measured by meeting Service Level Agreements (SLAs) and ongoing
independent third party Customer Satisfaction surveys.

* Toimmediately lower the cost and demonstrate better service through the
adoption of CMMI Level 3 processes and competence.

= To continuously lower costs and improve customer satisfaction going
forward for all ITD provided services.

A. Category A (Firm Fixed Price per Unit Services)
The contractor shall provide firm fixed price managed services billed on a per unit basis

at a2 minimum of CMMI| Level 3 on day one progressing to Level 4 within three to five (3-
5) years. The contractor is responsible for all processes used in the completion of this
work and shali have the capacity to handle multiple critical operational issues at one
time.

* Maintain the production servers.
= Provide messaging services including but not limited to E-mail and Blackberry
(or equivalent).

= Support end users and their hardware and software, including assistive
technology (deskside).
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B. Category B (Fixed Price / TIme and Materials Project Services}

The coniractor shall provide resources, including but not limited to Subject Matter Expert (SME) and
Business Executive Expertise, on a fixed price and/or time and materiais basis to support any T projects;
all projects shall follow ITD's CMMI Level 3 Product Develepment Process (FDP). Category B Support
shall be acquired in accordance with the task order / work order procedures outiined in Section C -
SUPPLIES OR SERVICES AND PRICES / COSTS of the RFQ. The Contractor shall use an Earned
Value Management System and process for Category B (time and rnaterials project-based) work in
accordance with OMB, ANSI| / EIA-748-A and other applicable regulations throughout the life of the
contract. This process shall result in monthly reports by project refleciing expenditures for the Budget
Cost of Work Performed, Actual Cost of Work Performed and Actual Cost of Work Scheduled. The
Contractor shall provide a plan to implement an Earned Value Management System hefore award and
must implement the system within 90 days after award’.

ITD is responsible for maintaining the PDP, but the contractor shall provide personnel
with demonstrable skills, competence and experience necessary for working within a
CMMI Level 3 process environment. This includes providing qualified project managers
and business management executives. All Project Managers acquired under this task
shall be Project Management Institute (PMI) or equivalently certified and be responsible
for managing ITD approved projects. Busmess management executives shall be
responsible for managing tiger teams®, compromised of SMEs and personnel from
various technical disciplines, among other things for short to medium duration tasks.
Category B shall be the preferred method for ED to acquire SMEs; therefore it is
important that the service provider demonstrates its depth and breadth in technical
expertise in areas governed by this contract (e.g., Customer Service, IT Infrastructure,
Enterprise Architecture, Email Architecture, etc.).

C. Category C (Sustaining Time and Materials Support)
The contractor shall provide qualified labor on a time and materials basis for continuous

staffing of services whose processes will be managed by ED for the following:

»  Perform management services.

« Maintain networking services.

= Provide security services®.

« Support ED with its clearinghouse capabilities.

» Maintain a roster of security-approved personnel available to ED on an
emergency basis.

Presently, these services are performed within processes that are at either CMMI Lavel 1 or 2; the
contractor shall assist ITD in improving these processes to CMMI Level 3 within three (3) years and CMMI
Level 4 within eight (8) years of the start of the contract. The contractor shall support an Earned Value
Management System for all Category C work (time and materials and project based) in accordance with
OMB regulations'®. The contractor shall provide ED with personnel who are capable of, and have had
prior experience in working within CMMI Leve! 3 environments.

OMB Circular A-11, Part 7, Planning, Budgeting, Acquisition and Management of Capital Assets.
Tlger Teams are cross functional teams performing focused and tightly scoped projects.
Sacunty Services are cross functional in nature and cut across all of the other service areas.
'® OMB Circular A-11, Part 7, Planning, Budgeting, Acquisition and Management of Capitat Assets.
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Section 11, Scope of Work, provides greater detail concerning the products that constitute these three
Categories.

Productivity Improvement

Any time a process movas from CMMI Level 3 to CMMI Level 4, ED shall bensfit from an increase in the
quality of service delivered to its approximately 6,000 intarnal customers. ED enjoys a high ratio of
professional staff to clerical staff. Therefore, as customer service improves, as a result of the service
provider's process improvements, ED's customer base shall experience a commensurate increase in
productivity.

€D also recognizes that a successful service provider shall capture savings through increased internal
labor productivity as more of Category A processes are migrated from CMMI Level 3 to CMMI Level 4.
ED's share of the benefits shall be reflected in improved quality of service associated with the functions
and processes of ED customer (end user) operations.

IT Service Capability Maturity Model Integration Process

In order to achieve ITD’s objectives, the contractor shall conform to the following methodologies. First,
the concept of IT Service Capability Maturity Mode! Integration'' as defined by ED.

Table1. CMMI Levels
IT Service Capability Matusity Definition

Model Integration Level®
IT Service CMMI Level 0 {Inaware, no awareness of a need to improve IT service delivery.
IT Service CMMI Leval 1 Initlaf Phasse, [T service delivery is characterized as ad hoc, and
occasionally even chaotic. Few processes are defined, and success
depends on individual effort and hergics.
IT Service CMMI Level 2 Repeatable. Basic service management processes are established. The
necessary discipline is in place to repeat earlier successes on similar
services with similar service [evels.
IT Service CMMI Level 3 Defined. The IT service processes are documented, standardized, and
integrated into standard service processes. All services are delivered
using approved, tailored versions of the organization's standard service
processes.
IT Service CMM1 Level 4 Quantifiabie Managed. Detailed measurements of the IT service delivery
process and service guality are collected. Both the service processes and
the delivered services are gquantitatively understood and controlled.
IT Service CMMI Level 5 Optimization. Continuous process improvement is enabled by
guantitative feedback from the processes and from piloting innovative
ideas and technologies.

Category A support shall be provided at CMMI Level 3 immediately upon contract award and therefore
ED expects that this support shall be provided at a lower cost than is currently experienced today.
Category B and C’s services are expected to be consumed at the same general rate in the first year of
the contract and therefore shall be no more expensive than today's costs.

However, as indicated above, the contractor is expected to migrate Category C services {currently CMMI
Level 1) to Category A, CMM! Level 3. Accordingly, the contractor shall provide a comprehensive
migration plan and {upon ED's approval} execute it.

" Based, in part, upon research from http:/iwww itservicecmm org.
"2 Ibid.
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Product Develiopment Process

ITD shall use the Product Development Process, described below, as its management tool in monitoring
prediuct progress at all levels of the CMM.

ITD shall use the Stage—Gate® methodology to manage the Product Development Process. ITD
considers all IT services and projects to be products and shall manage them accordingly, fulfilling the role
of gatekeeper. “The Stage-Gate™ process is an operational roadmap for driving new product projects
from idea to launch — a blueprint for managing the new product process — improving effectiveness and
efficiency.

How It Works

Product development begins with an idea and ends with the successful launch of a new product. The
steps between these points can be viewed as a dynamic process. Stage-Gate® divides the process into a
series of activities (stages) and decision points (gates).

G [}

Stages

Each stage contains a set of defined concurrent activities, incorporating industry best practices, Activities
during each stage are executed in parallel to enhance speed to market. This is further enhanced by the
use of cross-functional teams alf working towards the same goals.

Gates

Gates are the decision points where senior managers decide whether o continue funding a project. The
outcome of the decision is to Go, Kill, Hold, or Recycle the project. Gates also act as "quality control”
checkpoints, which evaluate among other things:

= Have the deliverables been executed in a quality fashion?
« s the project attractive from an economic and business standpocint?

= |s the information sufficient to make a decision?

« Is the action plan and request for resources sound?"'*

i1. Description of Current Operations

ITD is responsible for the full life-cycle management of EDNet, the Department's primary IT service
delivery infrastructure comprised of network hardware, software and equipment. EDNet is the technical
vehicle threugh which ED employees use many critical information rasources and reach out to ED's
customers. EDNet provides deskiop services including a standard office automation software suite,
enterprise-wide e-mail, desktop computers and peripherals. EDNet also houses an intranet (ConnectED),
a presence on the Internet (ED.gov}, and many custom business applications and infcrmation systems.
EDNet includes enterprise level backup, recovery, archiving, storage / retrieval systems and security.
EDNet is supported on a 7x24x365 basis'

** Developed by Dr. Robert G, Cooper. http:/fwww. stage-gate.com/research.himl.
http Ihwerwe stage-gate.com/research.html,
'> Applies to server, security and network support.
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The primary data center for EDNet, which houses the majority of EDNet’s mission-critical systems, is
being refocated in late 2004 from its current location at the Regional Office Building 3 in Washington, DC
to a new facility in the Washington, DC metropolitan area in Oxon Hill, Maryland. In addition to the
primary data center, EDNet has three secondary data centers in the Washington, DC area, and a disaster
recovery and backup center, the Disaster Recovery Facility (DRF), in Kennesaw, Georgia. The primary
and backup data centers support multiple ED offices located in Washington, DC and across the country.

As a Federal agency General Support System, EDNet is responsible for following and maintaining a
current Disaster Recover Plan (DRP) to reconstitute the 1T infrastructure required to support mission-
gritical functions during a disaster. The DRF facility has been designed to be a robust, compatible,
secure, and scalable warm backup facility to the primary data center. Redundant connections have been
provided to most ED locations to ensure maximum network availability. DRF interconnects with the
Headquarters and regional facilities to provide connectivity in the event of a significant disruption of
service and as a contingency for other services, The infrastructure in the DRF has been sized for
expansion to provide warm backup and disaster racovery services to applications sponsored by other ED
Principal Offices (POs), and offers additional expandability for future requirements. Such expansion shall
be completed and funded incrementally as needed. EDNet support includes operating all network
systerns including more than 100 major and nearly 300 standard network applications, integrating new
applications as identified by business owners, and integrating as many as approximately 100 new and
upgraded applications annually, Steady state for new and upgrade projects is approximately 50 projects
at any one given time.

EDNet currently includes:

* Program management, engineering, network and server operations, disaster
recovery, database administration, messaging, telecommunications, multimedia
and video teleconferencing;

* Providing nationwide IT office relocations;

* Providing cabling support;

= Supporting IT refreshes including new IT equipment and asset management;
= Maintaining a surplus IT equipment clearinghouse;

» Assistive technology engineering;

» Providing customer services including project assurance, project management,
helpdesk and deskside support for approximately 6,000 users located in over 20
sites across the Nation; and

= Supporting regional operations including regional deskside support, records
management, information management and other activities as needed.

EDNet Critical Functions are described in Appendix B.

il. Scope of Work

The contractor shall provide ED with top quality professional IT services to manage, support, and
continuously improve EDNet. The detailed description of services for each functional area are included
within this {Section I} Scope of Work) and Appendix F — Detailed Work Descriptions. The contractor shall
provide support services, and comply with ED's enterprise architecture, for, but are not limited to, the
following:

All Categories
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Support shall be provided on a 24x7x365 basis'®;
The Contractor shall provide weekly status briefings to senior management;

ED’s Investment Review Board {IRB), Technical Review Board (TRB) and Configuration Change
Review Board (CCRB) processes (e.g., equipment entering the EDNet environment, etc.);

Category A

User account management and administration including: user space allocations; changing
customer’s e-mail account's user name; creation and maintenance of e-mail distribution lists,
moving files and account information within £ED; changing account privileges; adding and deleting
accounts; maintaining print queues; coordinate the transfer of account information anytime a
customer's move {physical or organizational) would require information to be transferred to a
different ED systern;

Data center operations including: server room management, surveillance of systems operations,
backups and file restores, and management of: servers, server farms, load balancers, gateways,
and firewalls;

Assistive technology deskside support;
Deskiop image development and testing;
Software version maintenance;

EDNet customer services, Helpdesk support, including enterprise-wide systems including office
automation software suite (e.g., word processing, spreadsheet, database, presentation / graphics,
ete.), e-mail, Internet / intranet systems, video conferencing, Cisco AVVID infrastructure (to
inciude IP Telephony, Broadcast Video over IP and associated AVVID applications} and
hardware, to approximately 6,000 users;

National and Regional operations deskside support, including Desktops, peripherals, appliances,
and devices, such as PC’s, laptops, palmtops and other personal digital assistants, printers,
scanners, and PC peripherals;

Small nationwide IT office relocations including Installations, Moves, Additions and Changes
{IMACs); and

IT refresh support, including new IT equipment, asset management database administration.

Category B

Systemns engineering services;

Introduction of radically new techneology {e.g.. switching desktop from windows based technology
to a different technology);

Application packaging, testing and delivery; and

Large nationwide IT office relocations including Installations, Moves, Additions and Changes
(IMACs).

Category C

Product assurance;

Program management to include overall management, measurements, dashboard development
and maintenancs, staffing, planning, accounting, budgeting, tracking, reporting, and
administrative support;

' This does not include helpdesk support. Helpdesk support is provided each workday, see Workday
Appendix J, hours for Helpdesk operations are 0700 until 2200 EST and Deskside Support is 0700 until
1900 local time. During the month of September and the first week of October the workweek is extended
fo inciude Saturday and Sunday.
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s  Security support, including vulnerability management, malicious and mobile code identification,
containment and eradication, penetration testing and log auditing;

¢ Network operations and management support of ED personnel and equipment including server
operations (including NCES), INET (internet and intranet) operations, custom applications,
change management / certification & accreditation, security operations, converged
communications, and networking including internetworking services, telecommurtication services,
multimedia / Video teleconferencing servicaes, and wire and cable management (installation and
maintenance);

s Assistive Technology engineering (testing, compliance, etc.); and

+ Clearinghouse support, including IT equipment {hardware and software} surplus, disposal and
redistribution.

The contractor shall provide support as the IT service delivery infrastructure changes in scope and
complexity, as determined by ED. ED reserves the right to include additional work deemed as within the
general scope of this contract. The contractor understands that the volume of work could decrease or
increase at any peint during the life of the EDNet Management Contract. For example, the number of ED
offices or locations could change at any time.

The contractor shall be required to support ED's customer accounts by managing Windows, Macintosh,
Unix or other technology as covered by the then current ED Product Support Plan. The contractor shall
provide timely, courtecus and competent responses to its customers’ requests.

The cantractor shall provide suppart in the form of, but not limited to, answering questions concerning
problem resclution for ED's standard COTS and some specialized applications for its customers. The
contractor shall coordinate the transfer of information from Tier 0/ 1 to Tier 2 and Tier 3 services', some
of which shall be provided by the contractor, ED, various third party vendors and Original Equipment
Manufactures (OEMs).

The contractor shall provide subject matter expertise as a resource to be consumed by ITD's Product
Development Process or continuing IT operations. This service can take the form of, but is not limited to,
providing short term or continuous support for defined projects, such as performing a cost benefits
analysis, architectural review, implementation planning QA, feasibility study, and application
pregramming. Additionally, the contractor shall coordinate with and transfer to, any knowledge developed
or required to the appropriate ED employees. The contractor shall perform project and time
management, while meeting predefined objectives.

Finally, the contractor shall provide a set of processes and practices that bring server, messaging and
user services immediately upon award of task to CMM! Level 3. The contractor shall actively migrate
additional technical operational products through the Capability Maturity Model, using Kaizen™, lean
manufacturing'® principles, and/or Six Sigma®™. Supporting ED's management requires the ability, on the

Y Tiero/1 - self-help and basic helpdesk services, Tier 2 advanced helpdesk services and Tier 3 SME
and OEM helpdesk services.,
®Kaizen is a process improvement methodology that considers human resources as the most important
company asset, believes that processeas must evolve by gradual improvement rather than radical
changes, and believes that improvement must be based on statistical/quantitative evaluation of process

erformance.

® Lean methods create a continual improvement-based, waste elimination culture that involves workers
at all levels of the organization and is based upon three objectives 1) Reduce production resource
requirements, 2} Increase manufacturing velocity and fiexibility, and 3) Improve quality and eliminate
defects.
% gix Sigma is a rigorous and disciplined methodology that uses data and statistical analysis to measure
and improve a company's operational perfformance by identifying and eliminating "defects” in
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part of the contractor, to perform excellent, consistent and timely work, and to support executive love!
decisions through presentations to ED's management. The contractor shall include root cause costs as a
part of doing business to be borne by the contractor and shall work with ED to define processes and
report formats in order to define the events that drive this requirement,

ED recognizes that the migration to Managed Services is a mature business practice used by many
organizations t¢ ensure responsive and competitive operations. The contractor shall work with ED to
implement an T infrastructure that is consistent with industry best practices and the contractor shall
provide a comprehensive, best value solution. The contractor shal) provide support servicas for, but not
limited to, the following of EDNet include Category A (FFP per Unit Services), Category B (FFP / T&M
Project Services) and Category C (Sustaining T&M Support):

Transition In Plan
The Service Provider shall provide a comprehensive Transition In Plan that shall be
used for the first two (2) month’s at ED and will integrate with the incumbent's Transition
QOut Plan. This Transition In Plan should complement the incumbent's Transition Out
Plan and include, at a minimum:

« |dentification of Risks and Risk Mitigation

» Level of Effort

+ Schedule (including milestones)
« Resource Allotments

s Dependencies

+ Costs

Appendix | contains the elements the contractor can expect from the Transition Out
Plan.

Transition Qut

Sixty (60) days prior to the expiration or termination of the contract, the contractor shalll
provide a Transition Out Plan. The offeror shall present a detailed plan for any
Transition Out tasks, regardless of precipitating reasons. The Transition Out Plan shall
be constructed so as to require no more than 60 days from termination naotification to
phase-out completion. The plan shall include procedures to minimizing impact on
contract performance. Transition Out Plans shall include provisions for completion of all
contractor responsibilities.

The Offeror's Transition Out Plan shall:

« Present procedures for retaining the required staffing level including key
personnel necessary to provide complete contractual support through the
expiration of the contract.

+ Include a work breakdown structure and cost estimate.

Include a training plan and schedule for each activity covered by the contract.

» Describe in detail how responsibility and accountability will be relinquished for
all government-furnished equipment.

manufacturing and service-related processes. Commonly defined as 3.4 defects per million opportunities,
Six Sigma can be defined and understood at three distinct levels: metric, methodology and philosophy.
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The offeror shall coordinate its activities with other contractors to effect smooth and
orderly transitions at the beginning and the end of contract periods. The offeror shall
remove all contractor-owned equipment, tools, parts and belongings from the
Government-furnished spaces by midnight of the last day of the contract.

Enterprise Email / Messaging Architecture
The Service Provider shall provide a stable enterprise email system capable of

supporting ED’s user communities. The architecture shall accommodate system
availability and reliability as describe the Service Level Agreements in Section IV.

An annual Email Architectural Fee shall be charged to ED. This annual fee is to cover
the development and upkeep of ED’s email architecture. The architecture shall
accommodate a 6,500 customer email base with the following identified needs, it is
understood that ED’s needs will continue to evolve over time and this list shall be
understood to be a starting point, not an exhaustive list:

o 24x7 Uptime within SLA limits (see Section IV of the PWS)
Appropriate Redundancy to maintain SLAs
Disaster Recovery Planning to meet SLA
Backup and Restore Capabilities on a mailbox, post office, server and system
level
Email Message Disk Space Management
Email Message Archiving that meets Federal Regulations
SPAM filtering
Remote Connectivity from PCs and the Web
Wireless Email Access
Access through handheld devices, such as but not limited to, PDAs and
Blackberry devices
integration with VolP voicemail messaging
Strategy for incorporating Instant Messaging
Virus Scanning capabilities for incoming, outgoing and internal messaging
Secure Messaging (Encryption) for both internal and external messages

The Service Provider shall provide an architecture that shall place stability of operations
above other considerations. The existing email system is described under Category A
of the PWS.

Expected Investment in Tools

The Service Provider shall provide a description of which tools shall be introduced, how
the tools shall be introduced, and how those tools shall improve customer satisfaction
and/or ED'’s productivity. The Service Provider shall make an investment in these tools,
and if the Service Provider chooses, a line item charge may be included in the cost
proposal. This line item may include any additional yearly maintenance charges. It is
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understood that ED will own intellectual property to all data, the software and the
licensing of these tools®'. These tools include:

{1) Management Information Dashboard.

» Offeror shall provide a tool that provides a daily snapshot of how ED and the offeror
are delivering IT operations, historical information, trend analysis and correlation,
summary of challenges, and recommendations as needed, in a format that is
viewable by all stakeholders {e.g., web site, reports, etc.).

(2) Performance Monitoring Tools
+ Performance monitoring tools shall be used to measure IT infrastructure
performance, IT infrastructure uptime, and keep track of security metrics. Service
provider shall list what tools shall be used to manage performance.

(3} Project Management Tools
» Project management tools are required to provide, among other things, budget
variance repotis {praject over-run and under-run metrics), resource usage, task
usage, milestone reports, and comply with OMB and other reguiatory earned value
requirements®. Service provider shali list what tools shall be used to manage
projects.

(4} Communication Tools
« Contractor shall provide, at their expense, appropriate use of communication tools for
their staff that will interface with ED's current communication enviranment. This is
inclusive of, but not limited to:
a. Cellular Phone Hardware and service
b. Blackberry Hardware
¢. Personal computers required for remote support

Major IT Issue Handling

A major issue is defined as any IT event that affects more than 50 employees (e.g., email outage, virus
attack, VoiP outage, security event, etc.). All major events shall follow the escalation procedure, root
cause analysis and customer communication procedure described below.

Escalation Procedure
The Service Provider shall follow an escalation procedure when responding to major issue(s). The
service provider's escalation procedure shall conform to or exceed the following guidelines:

» Notify the appropriate ITD Manager or designee within fifteen (15) minutes of
becoming aware of any major IT issues. Notification shall occur via voice
communication. If the [TD Manager or his/her designee is unavailable the
service provider shall immediately notify the Directory of IT or his/her designee.

Customer Communication

The Service Provider shall provide communications directly to the affected customaer (end-user) base
ance OCIO management has been informed for all major IT issues. Communications shall take the form
of infarmational web updates via ConnectED, voice mail and/or email, as appropriate. All
communications regarding IT issues shall be approved by a Service Provider manager and ED prior to
release and shall include at a minimum an explanation of the problem and anticipated resolution time.

*' ED will own all licenses and tools that are listed as a line item in the Cost Proposal worksheet, but not
tools provided by the offercr at no charge to ED. At ED’s option “free” software and licenses may be
urchased from the offeror at GSA or better rates. All data is the intellectual property of ED.
? OMB Circular A-11, Part 7, Planning, Budgeting, Acquisition and Management of Capital Assets.
ED-05-PO-0908
Page - 55



Root Cause Analysis

The Service Provider shall perform root cause analyses for all major issues. Once root cause has been
determined an alternative analysis shall ba performed, followed by a plan for remedy, which shall be
presented for OCIO executive review and decision. Remedies shall be tracked and an update shall be
provided to OCIO executive management providing expected results measured against actual results.
For Category A work, the cost of this process shall be borne by the service provider.

Category A (Firm Fixed Price per Unit Services)

The Contractor shall:

Support the production servers environment

Provide Hardware and Software support for the server infrastructure on ED’s behalf, managing delivery,
configuration, installation, and systems administration in accordance with the approved ED Product
Support Plan as it evolves during the lifetime of the contract, including but ot limited to:

* Server and Software Installation / Refresh Process

= Ongoing Server and Software Maintenance Process

»  Server and Software Install, Moves, Adds and Changes (IMACs)
=  Server and Software Disposal and License Recovery

» Data protection, backup, and recovery in accordance with SLAs
» See Table 6 for additional detail

Systems include approximately 520 servers (including the disaster recovery facility}, 32 administration
accounts, including 6 Domain Controllers and 6 Exchange Administration accounts, approximately 400
applications and approximately 16+ TB of disk storage. See Table 2 for geographic locations and a
complete inventory and description of technology to be supported

Maintain production servers

The contractor shall perform server support operations, which include server, data center, server image
management, helpdesk call center support, network systems monitoring, Tier 2 support including remote
management of custorner accounts and the operations and maintenance of the interface with other Tier 2
and Tier 3 support organizations. The ¢ontractor shall:

* Maintain ED software images for Windows and Unix systems®>.,

= Continually integrate industry best practices for hardware and software tools and
technologies that enhance the productivity of technicians, thereby driving down
the Total Cost of Ownership (TCO) for ED and increasing the quality of service
provided to ED’s customers.

* Provide enhanced technologies that speed resolution times or proactively
eliminate customer problems, thus improving ED employee and customer
productivity.

 As this contract has a polential ten-year life span, it is expected that the Product Development Process
has the potential to introduce new operating platforms and systems.
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Hardware and Software Equipment Inventory / Service Crlticality

The following table depicts the current equipment inventories of servers®, see Table 2, grouped by
equipment type and criticality of service. Each table is arranged with Type of equipment on the “Y-Axis”
and Criticality®® on the “X-Axis”. Within each block the location and number of equipment is displayed.

Table 2.  Server Inventory”

Criticatity / (1) Standard {2} Mission {3) Mission (4) Critical Totals
Equipment Type Server Q&M Supportive Critical Infrastructure /
{(No DR Systems Systems Service
Required) {Second {DR Required) (DR Required)
Wave DR)

*Note that the numbers of servers / equipment change frequently.

Maintain messaging services including E-mail and Blackberry
Provide a process for managing all messaging services in accordance with the approved ED Product
Support Plan as it evolves during the lifetime of the contract, including but not limited to:

= E-mail, blackberry {or equivalent), PDAs, and storage services

* Remote and Mobile customer support

* Data protection and recovery in accordance with SLAs

» Exchange Central administration and maintenance for approximately 50 users

The Messaging System includes approx:m ately 6,000 accounts and mailboxes utilizing approxnmately 500
GB of data (95 percent of accounts are size restricted to 100 MB) and approximately 500 Blackberries®®

Provide Messaging Services including E-mail and Blackberry
The contractor shall perform messaging services operations, which include messaging monitoring, Spam
filtering, anti-virus scanning and blocking of the messaging systems, disaster recovery of the messaging

“ As of June 2004.
% Criticality is defined as Level 1 — No Disaster Recovery (DR) Required, Lavel 2 — Second Wave DR,

Level 3 - DR Reguired, and Level 4 — DR Required.
®As Blackberry usage is expected to grow, this number may not be accurate at the start of the new
contract.
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system, messaging systems management, helpdesk cal! center support, Tier 2 support including remote
management of customer e-mail accounts and the operations and maintenance of the interface with other
Tier 2 and Tier 3 support organizations. The contractor shall:

* Include Tier 0/ 1, helpdesk support, simple network systems monitoring, Tier 2
support including remote access, management for some COTS applications
(anti-virus}, account administration and operate and maintain the interface with
other Tier 2 and Tier 3 support organizations, for all supported messaging
systems (Blackberry, Microsoft Exchange or equivalent).

= Maintain ED's messaging system, including their Blackberry (or equivalent)
solution,

» Continually integrate industry best practices for messaging tools and
technologies that enhance the productivity of the customer, thereby driving down
messaging support costs for ED.

* Provide enhanced technologies that identify and eliminate potential causes of
problems and speed resolution times, thus improving ED employees’
productivity.

Messaging Account Inventory?’
Complete inventory grouped by service type is provided in Table 3.

Table 3. Messaging

Type of Service Number of Users

The contractor’s solution shall, at a minimum, provide the features shown in Table 4.

Z As of June 2004,
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Table 4. Foatures

An integrated account management solution.

Maintenance and day-fo-day operations of ED’s messaging
systems. Ensuring systems performance, reliability and accessibility.

Anti-virus and Spam solution compatible with ED's messaging
environmant.

Remote connactlvity through AS 5300, Virtuai Private Networks
(VPN), Outlook Web Agent (OWA), and Firepass.

Ability to restore a single customer’s mailbox.
Appropriate disaster recovery planning and execution.
Ownership of problems from identification to solution / resolution.

Seamless problem distribution and problem resolution management
support.

Maintain Customers (End Users) and their Equipment

Provide Hardware and Software support for the end user infrastructure on ED's behalf, managing
delivery, configuration, installation, and accounts in accordance with the approved ED Product Support
Plan as it evolves during the lifetime of the contract, including but not limited to:

* PC and Software Installation / Refresh Process

* Ongoing PC and Software Maintenance Process

» PC, software, and cabling Install, Moves, Adds and Changes (IMACs)
= PC and Software Disposal and License Recovery

* Data protection and recovery in accordance with SLAs

* Remote and Mobile customer support, including approximately 800 cell phones
and 500 PDAs

* Peripherals management, including printers and print queues
= Asset Management

» Assistive Technology Deskside Support

« See Table 6 for further detail

PC systems including approximately 5,500 PCs, 2,000 laptops, and less than 75 Macintosh PCs, laptops
or other devices. Accounts include approximately 6,000 Active Directory, Macintosh and Unix accounts
utilizing approximately 4 TB of data storage. See Table 5 for user priority, 90 percent of all customers
{end users} are located in the Washington DC area. Hardware descriptions of typical PCs are located in
Appendix B and software descriptions are located in Appendix C.

Support Customers (End Users) and their Hardware and Software

The contractor shall perform customer (end user) support operations, which include deskside equipment
and peripherals (including printers and assistive technology), deskside image management, helpdesk call
center support, Tier 2 support including remote desktop management of customer accounts and the
operations and maintenance of the interface with other Tier 2 and Tier 3 support organizations. The
contractor shall:
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* Maintain ED software images, including but not limited to, Windows and
Macintosh systems.

= Continually integrate industry best practices for hardware and software tools and
technologies that enhance the productivity of technicians, thereby driving down
the Total Cost of Ownership (TCO) for ED and increasing the quality of service
provided to ED’s customers.

* Provide enhanced technologies that speed resolution times or proactively
eliminate customer problems, thus improving ED employee and customer
productivity.

Hardware and Software Equipment Inventory / Service Priority

The following table depicts the equipment inventories of customers (end users), see Table 5, grouped by
software tier type and priority of service. Each table is arranged with Tier of software on the “Y-Axis” and
Priority™ on the “X-Axis”. Within each block the location and number of equipment is displayed. Software
tiers are detailed in Appendix C. The typical computer system that shall be supported by the contractor is
also detailed in Appendix C.

Table5. End-User Equipment Inventory®®

END USER Priority 3 Priority 2 Priority 1
SUPPORT {Standard {30 Minute response, {Immediate
Service) warm hand offs for deskside dispatch)
escalation)

*See ppendix cC

Since many of the customer (end user) solutiens rely upon the production server environment the
features from both have been combined into a single table to avoid arbitrary distinctions. The contractor's
solution shall, at a minimurm, provide the features shown in Table 6 for both the server and end user
environments.

% Priority is defined as Level 3 — Standard Service, Level 2 — 30 minute response and warm handoff for
escalation, and Level 1 - Immediate deskside dispatch.
= The tier distribution has been estimated from ED inventory data.

* ED understands the distribution of employee velume across tiers 1-3 does not match typical industry
norms and will work with the service provider fo achieve an industry narmal distribution between tiers 1-3.
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Table 6. Server and End User Features

Features

Automated Asset Management — Electronically supported life cycle driven asset management process.
Automated asset management consists of electronically supported procurement, automated inventory,
and centralized data repository that are available to financial, administrative, technical planners, system
administrators, and the helpdesk. Managed data within the asset management system consists of
goniract terms {maintenance contracts), hardware inventory, software inventory, accounting, maintenance
records, change history, support history, and other technical and financial information.

At a minimum, Electronic tools are integrated; so that all input is shared and never repeated between
tools and constituencies can view the data in a consistent and up-to-date database or databases. The
objective is to optimize assets to lower costs with a proactive lifecycle approach that views IT assets as a
portfolio. Vendor may be requested to use Government-furnished property. Vendor shall provide
information portability between government- and vendor-furnished property.

All intellectual property resides with the Government,

Automated Software Distribution — the ability to install software on a client device without having to
physically visit each device. Techniques involve sither push, the more advanced method where the server
drives the upgrade, or pull, where the customer drives the upgrade by running an installation script from a
centralized server.

Virus Detect and Repair — software system that actively monitors and detects virus intrusions, alerts
systemn operators and users to such events, and provides automated eradication and damage repair to
the extent possible. The software shall protect both clients and server systems. Automatic updates of the
virus detection and repair capability must be available and maintained. The software system shall be fully
integrated with processes and policies that provide manual intervention when needed, support for remote
{ mobile users, and include policies for fite / disk sharing and downioads.

Systems Management — automated event management system that proactively and reactively notifies
system operators of failures, capacity issues, traffic issues, virus attacks and other transient events. The
tools allow menitoring of system status, performance indicators, thresholds, notification of users, and
dispatch of trouble tickets.

Systems Management provides optimal system performance, quicker resolution of problems, and
minimizes failures.

Automated sclutions are used in support of distributed computing operations processes and policies for
performance and failure detection and correction, as well as optimization,

Server Based Client Image Control — the ability for a desktop administrator to create a client specific
configuration of applications, settings, and privileges on a server. These can then be automatically
downloaded to a specific address or set of addresses on the network; therefore, configuring the clients
initially, and ultimately standardizing the maintenance of configurations. A client agent is used fo
synchronize the server and client images for change management.

Scalable Architecture — technology infrastructures that can logically and physically increase in
performance and capacity with continuity to meet reasonable growth and change over time. A scalable
architecture contains a strategic migration plan for continuous growth and progress.

Fault Tolerance — systems recognize component failures and provide automatic and seamless switching
to redundant components, eliminating downtime.

Automated Backup and Restore — provides for backup of the data stored on network servers, as well as
desktop and mobile clients. Automated backup and restore does not necessarily provide state
management, but enables files to be backed up on a regular basis (without user intervention) and to be
stored off-site. If a disaster or loss of files shall occur, the data is available on a backup medium and can
be fully restored. Protection shall be the ability of the entire file system to be restored to a new machine,
in the event that the failure required hardware replacement.

Automated Helpdesk Problam Management and Resclution — allows calls to the helpdesk to be
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ticketed, escalated, dispatched, and closed. Systems include call management, problem management,
and resolution supported by a knowledge database. The knowledge database provides a record of all
problems and documentation on typical issues and utilized resolutions.

At a minimum, an integrated system of tools is in place. Call tracking, escalation and resolution systems
ara integrated with voice response, e-mail, phone, remote control, asset data and user profiling
repositories. Proactive problem elimination is the goal, however reactive problem resolution is the norm.
Service levels have been escalated and metrics have been automated into regular management reports.
Customer satisfaction is the objecfive.

Enterprise Policy Management — managed technical environment in which a network or desktop
administrator can contral, with rules-based logic, which applications, settings, network resources,
databases, and other IT assets a user can use, This environment is defined by user ID and is not
necessarily machine specific. H is typically implemented by user profiles maintained at the server and
synchronized with the client device that a user is logged onto.

Enterprise policy managemant precludes the user fram making changes to the system, such as
introducing unauthorized software or changing settings that may cause conflict with other system
resources. As well, a managed environment controls the ease of use of the desktop, providing a common
set of applications and access for groups of users or individuals. In this manner, the user is presented
only with the tools they have been trained on and need for the job, and assures that changes are
managed.

Change Management — the procedure, policies, and tools established to moenitor client computers and
other network assets to assure that unauthorized changes are not being imptemented. It also affirms that
a database of changes is available so¢ that changes can be easily recognized during troubleshooting
activities.

At 2 minimum, procedures are supplemented with technology and process controls that automate and
enforce the change management procedures.

Data Security Management — the logical protection of organizational data from corruption, theft, or
compromise. Data security management involves user identification and authorization, proper controls on
downloading and uploading files and data, firewalls, and other technology barriers to prevent
unauthorized access, theft, and corruption.

Service Leval Tracking and Management — service levels are tracked and managed. The metrics
contained in Section IV, Performance Standards and Acceptable Quality Levels, are specific, measurable
and meaningful.

Ownership of problems from identification to solution / resolution.

Seamless problem distribution and problem resolution management support.

Maintain Helpdesk Support for all Category A products

Provide a single point of contact (SPOC) to act as the primary interface to the thousands of customers
that use various enterprise applications {e.g., E-mail}, desktop and server hardware, Commercial off the
Shelf Software (COTS) as well as custom developed applications, including but not limited to:

* First level problem and user request support including effective troubleshooting
and resolution for those problems and requests that can be resolved remotely.

» Effective troubleshooting, triage, assignment and dispatch for those problems
and requests that require second or third level support including support
delivered at the customer's location.

The contractor shall provide all server, end user and messaging support including helpdesk operations
subject to specific expectation level process maturity, SLAs and continuous improvement going forward,
ED’s helpdesk receives, on average, 6.700 calls per month.
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Helpdesk Support
The contractor's server, end user and messaging operations, shall include Tier 0/ 1 helpdesk support,
simple network systems monitoring, Tier 2 support including remote desktop management for defined
number COTS applications and operation and maintenance of the interface with other Tier 2 and Tier 3
support organizations, for all supported hardware and software. The contractor shall:
* Maintain a SPOC for all systems for customers to obtain resolution of all IT
problems and/or technical issues including Tier 0/ 1, 2 and 3 helpdesk

service.
» Continually integrate industry best practices for helpdesk tools and

technologies that enhance the productivity of the helpdesk agents, thereby
driving down helpdesk support costs for ED.

* Provide enhanced technologies that speed resoclution times or proactively
eliminate end-user problems, thus improving ED employee’s productivity.

Helpdesk User Priorities
Below are the definitions of the different Helpdesk user categories and priorities:
* Priority 1 Customers {(Users) — Senior executive for the Department of
Education {(Secretary of Education and direct reports)

= Priority 2 Customers (Users) — Direct repoits to Secretary's direct reports

= Priority 3 Customers (Users) — Remainder of the Department of Education
users

Helpdesk Call Volumes
Complete history of call volumes for EDNet's Helpdesk from June 2002 until January 2004, see Table 7.

Table 7.  Monthly Helpdesk Call Volumes

2002 - - - - - 6724 | 7318 | 8643 8175| 6205 5,800 4942
2003 8,353 5415 | 7,687 | 7,366 | 6,687 | 6,785 | 7,402 | 8.178 T.527 779 5867 5.480
2004 4.878

The contractor's solution shall, at a minimum, provide the features shown in the Table 8.

Table8., Features

A stngle point of contact for problem and service requests.

Ownership of problems from identification to solution / resolution,
Seamless call distribution and call management support. ‘

Category B {Fixed Price / Time and Materials Project Services)
Maintain availability of subject matter experts {SMEs) as needed number of defined projects per year.

The contracter shall:
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* Be responsible for maintaining two personnel rosters. The first comprised of
qualified Business Executives and the second comprised of Qualified
Personnel®' that may or may not be working on the contract that ED can pull
from in the case of a critical operational issue.

o Business Executives may be called to lead tiger teams™, compromised of
personnel from various technical disciplines, among other things for short
to medium duration tasks.

o Personnel may be called to support: customer service improvement
events, virus attack, system-wide problem resolution, serious email
issues, market analysis, security, wireless solutions, computer forensics,
load testing, data center expertise including: infrastructure, moves,
cabling, HVAC, electrical / UPS, equipment, maintaining a technology
roadmap, training, etc.

o Both rosters shall be composed of personnel who have successfully
completed ED’s security requirements, including ED's security training
and security paperwork.

o ltis expected that operational personnel shall be available within twenty-
four (24) hours and Subject Maftter Experts (SME) shall be available
within two (2) weeks upon a request for assistance from ED.

» Use an Earned Value Management System that complies with OMB and any
other relevant regulatory requirements to provide earned value information to ED

for use in its reporting requirements.

» Provide resources for approximately 36,000 hours per year who are to be used
at ED's discretion in executing ITD's Product Development Process outlined in
Section |, Introduction.

Most projects shall occur within the Washington DC area, See Appendix A for a detailed list of
Washington DC area locations. Some example projects include major moves (100 regional staff from one
building fo another}, or an enterprise software upgrade from one version to the latest version (i.e.,
Exchange 2000 to Exchange 2003). Category B will be the preferred method for ED to acquire SME
during the lifetime of this contract.

The contractor shall provide SMES in a variety of technical fields, including, but not limited to, project
management, business management, technical architecture (i.e., network, web, database, application
development, efc.), security architecture, product experts, programmers conversant in the most current
computer languages, network engineering, etc. The contractor shall assign resources to work within ED's
Predust Development Process and provide personnel with demonstratabte skilis, competence and
experience necessary for a CMMI Leve! 3 process environment. The contractor shall at a minimum:

= Provide capable personnel who are able to perform the work as determined by
projects’ needs

* Maintain personnel with minimal turnover, defined as less than twenty (20)
percent turnover during the lifetime of any specific Category B project

* Qualified Personnel shall have security paper work and training completed before being added to the

raster.
2 Tiger Teams are cross-functional teams performing focused and tightly scoped projects.
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Fill all vacancies within ten (10) business days

Invoice on a per project basis

Provide a yearly audit of all Project activity

Comply with OMB and other regulatory earned value requirements>®

Meet the acceptable quality levels for relevant Category B service, see Section
IV Performance Standards and Acceptable Quality Levels

The contractor's solution shall, at a minimum, provide the features shown in Table 9.

Table 9. Features

Features

An integrated project management solution.

Provision of SME and/or Business Executives appropriate for each
project.

Ownership of problems from identification to solution / resolution,
Management of projects to scope, schedule and budget.

Category B Support Areas
Projects, which includes Project Management of tasks as assigned and provision of SMEs, shall be
provided on a managed project basis. The contractor shall:

Provide cost estimates and proposals on a project-by-project basis prior to
project commencement.

Manage projects using an OMB compliant earned value management system>?,

Continually integrate industry best practices for project management tools and
technologies that enhance the productivity of the customer, thereby driving down
project oversight support costs for ED.

Provide enhanced technologies that speed resolution times or proactively
eliminate customer problems, thus improving ED employee’s productivity.

See detailed descriptions of tasks in Appendix F.

Provision of SMEs, the contractor shall provide:

Business Management — Executive roster of qualified staff to lead tiger teams®,
compromised of SMEs and personnel from various technical, program and
budget disciplines, among other things for short to medium duration tasks.

Information Management — Expertise to supplement ED's Information Assurance
program using state of the art processes, policies and equipment.

Enterprise Strategy — Expertise to supplement |T Strategy initiatives, including IT
Investment Management (ITIM), Enterprise Architecture (EA}, business case

3 OMB Circular A-11. Part 7. Planning, Budgeting, Acquisition and Management of Capital Assets.

# bid.

8 Tiger Teams are cross-functional teams performing fecused and tightly scoped projects.
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development, OMB300 submission, portfolio management, records
management, |T market analysis, etc.

= SMEs in a variety of technical, administrative and program fields.

Category C (Sustaining Time and Materials Support)

Demonstrate availability of qualified perscnnel for continuous staffing of IT processes managed by ED.
The contractor shall:

* Manage projects using an OMB compliant earmed value management system®.

* Provide qualified staffing not to exceed 160,000 hours per year (expected to
steadily decrease for the term of the contract as worked is moved under
Category A).

See Appendix A for geographic locations of ED offices, most continuous support staff shall be located in
the Washington DC area.

The contractor shall provide Qualified Personnel who shall meet the continuous day to day demands of
the ITD Implementation / Transition Plan and ongoing daily operations. Tasks described here are outside
of the scope of tasks described in Categories A and B. All intellectual property developed while meeting
Category C objectives shall be the sole property of the Government. The contractor shall, at a minimum:

* Provide capable personnel who are able to cover the work schedule as
determined by ED

* Maintain personnel with minimal turnover, defined as less than ten (10) percent
attrition per year

« Fill all vacancies within ten (10} business days

» Track attendance and hours in accordance with Government regulations at the
project level

* |nvoice cn a monthly basis at the project level
= Provide a yearly audit of all time and material activity at the project level
= Furnish level of effort estimates for any new task items at the project level

« Provide any required earned value detail to ED for its reporting requirements at
the project level

= Meet the acceptable quality levels for relevant Category C service, see Section
IV Performance Standards and Acceptable Quality Levels

The contractor's solution for all Category C sefvices shall provide, at a minimum, the features centained
in Table 10. Features.

% OMB Circular A-11, Part 7, Ptanning, Budgeting, Acquisition and Management of Capital Assets.
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Tabie 10. Features

’ Provision of qualified personnel appropriate for each task.

Ownership of problems from identification to solution / reseclution.
Wanagamont of tasks to scope, scheduie and budget. ‘

Category C Support Areas

Program Management, which includes overall management, measurements, dashboard development
and maintenance, staffing, planning, accounting, budgeting, tracking, reporting, and administrative
support. The contractor shall:

» Provide articulate and highly trained personnel trained in standard ED software,

listed in Appendix C, or any other software required to meet the objectives for
this task.

«  See detailed descriptions of tasks provided in Appendix F.

The initial expected level of effort / Fuli Time Equivalents (FTEs) to meet these tasks are: 10 to 12 per
year.

Ongoing Project Management, which includes Scheduling, Administrative Support, and Other Tasks as
assigned are expected to provide continuous project management support for the Project Management
Office. The contractor shall:

»  Provide articulate personnel trained in the standard ED software, listed in
Appendix C, or any other software required to meet the objectives for this task.

» See detailed descriptions of tasks provided in Appendix F.
The initial expected level of effort / Full Time Equivalents (FTEs) o meet these tasks are: 2 o 4 per year.

Server Operations, which include Project Management of tasks, INET, Change Management, Data Base
Administration, Security Operations, Custorn Application Support, Other Tasks as assigned, and are
expected to provide Disaster Recovery support on a continuous basis. The contractor shaill:

»  Provide articulate personnel trained in the standard ED software, listed in
Appendix C, or any other software required to meet the objectives for this task.

= See detailed descriptions of tasks provided in Appendix F.

The initial expected level of effort / FTEs to meet these tasks are: 29 to 31 per year.

NCES Support, which includes support of NCES’ server operations components by
providing technical expertise in the Microsoft Windows, Linux, and F5 BiglP
infrastructure. This expertise shall be utilized in daily operations support of the local
facility, in support of the production infrastructure and to restore infrastructure
operational capabilities during disaster recovery efforts and simulation drills. The
contractor shall:

* Provide database maintenance.
= Provide Server and Microsoft IS support.

= Provide ad hoc custom application support.

ED-05-P0O-0908
Page - &7



* Support the Department's mission critical Security Operations.

*  Provide Web development and programming support.

* Provide design for new systems, applications, and databases as required.
* Act as point of contact for other developers working with NCES.

The initial expected level of effort / FTEs to meet these tasks are: 2 to 4 per year.

Product Assurance, which include Project Management of tasks, Independent Review and Testing,
Improvement Analysis and other tasks as assigned are expected to be provided on a continuous support
basis. The contractor shail:

* Provide articulate personnel trained in the standard ED software, listed in
Appendix C, or any other software required to meet the objectives for this task.

* Detailed descriptions of tasks are provided in Appendix F.
The initial expected level of effort / FTES to meet these tasks are: 2 to 4 per year.

Converged Communications and Networking, which includes Project Management of tasks, Network
Services, Telecom, Video Teleconferencing (VTC), Multimedia, other tasks as assigned, and are
expected to provide networking, telecom, and multimedia video teleconferencing operations on a
continuous support basis. The contractor shall;
* Provide articulate personnel frained in the standard ED software, listed in
Appendix C, or any other software required to meet the objectives for this task.

»  See detailed descriptions of tasks provided in Appendix F.
The initial expected level of effort / FTEs to meet these tasks are: 24 t¢ 26 per year.

Engineering and Lab Support Operations, which include Assistive Technology Enginesring (testing,
compliance, etc.), Technical Writing, Enterprise Architecture, Technical Review Administration and
Project Management of tasks as assigned and is expected to provide lab support aperations on a
continuous basis. The contractor shall;
« Provide articulate personnel trained in the standard ED software, listed in
Appendix C, or any other software required to meet the objectives for this task.

=  See detailed descriptions of tasks provided in Appendix F.
The initial expected level of effart / FTEs to meet these tasks are: 8 to 10 per year.

Enterprise Lifecycle Management Support (ELMst} Ciearinghouse, which include PCs R Us, Project
Management of tasks and other duties as assigned on a continuous basis. The contractor shall:
* Provide articulate personnel trained in the standard ED software, listed in
Appendix C, or any other software required to meet the objectives for this task.

» See detailed descriptions of tasks provided in Appendix F.
The initial expected level of effort / FTEs to meet these tasks are: 3 to § per year.

CMMI Process
All successful solutions shall describe in detail how they shall move the Department closer to its goal of
process maturity and improved customer service by providing: '
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* Proven industry standard processes, enabling ED to reach a minimum of CMMI
Level 3 on day one of the contract in server, desktop and messaging services
support.

» An outline of a continuous process to migrate Category C — CMMI Level 1
products to CMMI Level 2 within a year, from CMMI Level 2 to Category A —
CMMI Level 3 within three (3) years, and move Category A — CMMI| Level 3
products to CMMI Level 4 within three to five (3-5) years.

iV, Performance Standards and Acceplable Quality Levels
Below are listed the Performance Standards and Acceptable Quality levels for the Department of
Education EDNet Support Services.

Disincentives for Not Meeting Performance Standards
Each performance period ED and the service provider shall select some specific SLAs
that shall be scored, and shall be a factor in issuing a new term®’.

Management Information Dashboard

The first step in running an agency on sound business principles is correctly and consistently collecting
the necessary metrics. By automating this process through the use of a management information
dashboard, ED managers ¢can make the most efficient and effective use of their resources. Information
rofls up to the ClO / senior management who view all active projects and initiatives and drill down to
details about specific initiatives and assets.

The SLAs listed in this section shall be measured and rolled up to this management information
dashboard to provide management with the necessary metrics to run operations. The dashboard, as well
as the SLAs, shall be adjusted over time as processes continue to improve.

Sample metrics to be gathered are listed below. Service provider shall provide
additional metrics (with rationale), as needed:
» Total operating costs, fixed and variable, shall enable managers to gain a quick
understanding of the overall health of the organization for funding needs.

» A total count of personnel provides an understanding of the staff needed to
support the mission.

* EDNet is critical to providing customers (whether internal or external) with timely
information, so reporting on network utilization, outages, etc will provide a quick
status check of the network.

»  Customer satisfaction is a crucial component of an organization's ability to
ensure that it is delivering value to its end users.

Benchmark

ED has the option to execute the benchmarking clause as outiined in Appendix M of the PWS, to
determine that the fees, service and service levels contained within this contract are among the industry’s
competitive rates and service levels for such services.

¥ As discussed in Section H.14 Award Term Provisions, SLAs that are missed shall deduct some
predefined number of points from 50 (the starting score).
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General Service Levels

General SLAs apply equally to all categories of work undertaken by the service pravider, with the most
important being Customer Satisfaction followed by Security and Asset Management. As these areas
often overlap between service categories, they have been highlighted to indicate their importance.

Customer Satisfaction

Customer satisfaction shall be measured in three ways, First “touch” surveys shall be used on every
helpdesk call that generates a trouble ticket. Second a monthly managers survey shall be performed
where the service provider and ED can discuss any perceived problems with the level and quality of
service being provided. Finally, an independent third party customer satisfaction survey shall be
performed semi-annually for the first two (2) years of the contract, assuming all surveys return positive
results the frequency shall be moved to annually for the remainder of the contract.

Customer Satisfaction {Touch Survey)

Service Name: Customer Satisfaction (Touch Survey)

Service Description: Measures performance of service provided to customer (end-user). Used to identify

roblems. Resulting actions shall improve customer / management satisfaction and service performance.

customer's opinion of service performance. The results are used to identify and resolve any issues and

Performance Standard: 100% of customers receive surveys.

Responsibilities: Measure Customer Satisfaction on a daily basis by sending “touch” surveys to all customers
that have logged a trouble ticket (requested service}. Service Provider shall be responsible for crealing the
survey questions, with ED approval. The questions shall be a limited number of Yes / No questions. For
example:

(1) Are you satisfied with the explanation of your problem? Y/N

{2) Are you satisfied with the service? Y/N

{3) Are you satisfied with the result? Y/N

Assumptions: Survey shall be completed via direct voice contact or via e-mail. Customers shall take part on a
volunteer basis.

Frequency: Measure Daily and Report Monthly

Measurement Period: 24 hours a day 385 days a year.

How Measured: The following formula is valid for the daily reporting periods. Number of customers who
received surveys / lotal number of helpdesk calls = "% Service Level Attained”

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirements.

Customer Satisfaction (Touch Survey) Deliverables: Monthly report. Reports shall provide a monthly rol-up
of any daily reports into a plain-English format, highlighting all failures and trends. The statistics shall be tracked
so that percentage totals can be compared month to month. For example:

January Q1 75% Yes, 25% No, Q2 ...

February Q11 B5% Yes, 15% No, Q2 ...

Disincentive: None

Notes: Results shall be posted on public (intranet} ED web site for customer review and management comment.

Customer Satisfaction (Manager Survey)

Service Name: Customer Satisfaction (Manager Survey)

Service Description: Measures performance of service provided to ED based upon management's perception.
Used te identify management's opinion of service performance. The results are used fo identify and rescive any
issues and problems. Resulting actions shall improve management satisfaction and service performance.

AlLITD managers are responsible far filling out the Custemer Satisfaction Manager Surveys.

Performance Standard: 100% of the IT managers receive surveys. General upward frend shall be observed
over the measurement periods.

Responsibilities: Measure Manager Satisfaction on a monthly basis by sending a short web based survey to all
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managers.

Assumptions: Survey shail be completed via web survey form. Managers shall take part on a volunteer basis,
and a non-response constitutes a very satisfied response.

Frequency: Measure Weekly and Report Monthly

Measurement Period: 12 months a year.

How Measured: The following formuia is valid for the monthly reporting periods. Number of responses with a
very satisfied or satisfied rating / total number of surveys= "% Service Level Attained"”

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirements.

Customer Satisfaction (Manager Survey) Deliverables: Monthly report. Reports shall provide a monthly roll-
up into a plain-English format, highlighting any failures, probiems and trends. The report shall also list possible
remedies for any problems identified.

Disincentive: Five (5) points - However, for scoring purposes, this survey shall not be considered an SLA. It
shall be considered to be part of the 2™ set of 50 points in the Annual Performance Review Plan, which is based
on qualitative feedback from managers.

Notes: Results shall be posted on private (intranet) manager accessed ED web site for management review and
comment.

Customer Satisfaction {Independant Survey)}
Service Name: Customer Satisfaction (Independent Survey)

Service Description: Measures performance of service provided to customer (end-user). Used to identify
customer’s opinion of service performance. The results are used to identify and resolve any issues and
problems. Resulting actions shall improve customer / management salisfaction and service performance.
|Performance Standard: 100% customer satisfaction, to be determined by the fallowing:

(1} Baseline customer satisfaction survey, to be performed by independent third party during base year ong
(1) of the contract, is determined.

(2} Customer dissatisfaction (defined as scores below 4, on a § point scale with 5 being high) is reduced by
10% per measurement period until 0% is reached (100% customer satisfaction when measuring 4 or 5)

- Penalties will be assessed using sliding scale 1

(3) Once 100% customer satisfaction has been achieved (100% 4 or 5 ratings), 2 baseline will be
established based upon measurement of rating 5 only

(4) Customer dissatisfaction (defined as scores below 5, on a 5 point scale with 5 being high) is reduced by
5% per measurement period until 0% is reached (100% customer satisfaction when measuring 5)

- Penalties will be assessed using sliding scale 2

{NOTE: Customer Satisfaction process shall not start until one (1) year after contract
initiation)

Responsibilities: Measure Customer Satisfaction by contracting an independent third party to develop and
administer the surveys to all customers that receive ITD services.

Assumptions: Survey shall be completed via a web interface, Customers shall take part on a volunteer basis.
Survey shall be developed by an independent third party with input from both the Service Provider and ED.
Frequency: Measure and Report Semi-Annually, switching to Annually after the first two (2) years successful
performance of the contract,

Measurement Period: Semi-annually, switching to Annually after the first two (2) years successful performance
of the contract. When the customer satisfaction survey moves from a semi-annual frequency to an annual
frequency the most recent survey scored will be used for the measurement period in guestion.

For example:
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During Option Year 1, two customer satisfaction surveys shall be performed, resulting in a
score for each measurement period. During Award Year 3, a single customer satisfaction
survey shall be performed, that score will be used for the measurement period in which it was
performed and the following measurement period (Award Year Measurement Period 1 and
Award Year Measurement Period 2).

How Measured: Formula is determined by an independent third party, but shall be statistically significant and all
data shall be validated and normalized.

Sources: Independent third party maintained tool that provides documentation capabilities to meet the reporting
requirernents.

Customer Satisfaction (Independent Survey) Deliverables: Semi-Annual / Annual report. Reports shall
provide a roll-up of all monthly reports into a plain-English format, highlighting any problems and trends, and
comparing ED against industry averages. This information shall be presented to both the Service Provider and
ED in a presentation format and include any recommendations for improvement.

Disincentive: 20 points — However, for scoring purposes, this survey shall not be considered an SLA. It shall be
considered to be part of the 2™ set of 50 points in the Annual Performance Review Plan, which is based on
qualitative feedback from managers.

Penalties for Customer Satisfaction shall be applied using sliding scale 1 (satisfaction defined as 4 or 5) and
than scale 2 (satisfaction defined as 5).

1) Scale 1 -- Customer Dissatisfaction is defined as anything below a 4 on a 5 point scale

0y O
B s a »
Pe z

10% or greater 20 points
09% or greater 18 points
08% or greater 16 points
07% or greater 14 points
06% or greater 12 points
05% or greater 10 points
04% or greater 08 points
03% or less 0 points

For example:

The contract begins with an initial satisfaction {(a 4 or 5) rating of 40 percent, leaving 60 percent of customers
dissatisfied (less than 4 or §). The service provider is responsible for decrease the percentage of dissatisfied
customers by & percent (10 percent of 60 percent). After a measurement period, the service provider reduces
dissatisfaction by 7 percent. Using scale 1, the service provider can determine that all 20 potential points are
accrued, If the service provider only reduced dissatisfaction by 4.8 percent, an 8 percent decrease, only 16
points would be accrued.

2} Scale 2 — Customer Dissatisfaction is defined as anything below a 5 on a 5 point scale
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5% or greater 20 points
4% or greater 18 points
3% or greater 16 points
2% or greater 14 points
1% or greater 12 points
0% or less 0 points
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For exarmple:

The contract has progressed to a satisfaction (5) rating of 40 percent, leaving 60 percent of
customers dissatisfied (less than 5). The service provider is responsible for decrease the
percentage of dissatisfied customers by 3 percent (5 percent of 60 percent). After a
measurement period, the service provider reduces dissatisfaction by 7 percent. Using scale
2, the service provider can determine that all 20 potential points are accrued. If the service
provider only reduced dissatisfaction by 2.5 percent, a 1.5 percent decrease, only 14 points
would be accrued.

Notes: Results shall be posted on public ({intranet) ED web site for customer review and management comment.

This survey will not be conducted by the Service Provider or ED.

Security

Security consists of five SLAs that are intended to keep the ED synchronized with all ED and Federal
Government security mandates and alerts, and provide appropriate notification in the event of a security
event.

Notification of Security Event

Service Name: Accepiable time to notify ED of a Security Event

Service Description: Measure performance of the service provider to inform ED of any Security events within
fifteen (15) minutes of their occurrence. The Service Provider and ED shall determine the appropriate list of
personnel to be notified, based upon severity and criticality of the event.

A Security Event is defined as any IT event that affects more than 50 employees resuiting from a malicious
|atiack (e.g., spoof attack, virus attack, SPAM, [ntrusion, unauthorized access to financial or HR material, etc.).
Performance Standard: 100% notification within fifteen {15) minutes of event's discovery. Updates every hour
until events are resolved, or as noted by ED security point-of-contact.

Responsibilities: The service provider shall follow the chain of command for reporting according to ED's
guidelines.

Assumptions: Notification shall occur afier a security event is discovered.

Frequency: Measurg Daily and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of Security Events reported within fifteen (15) minutes / fotal number of Security
Events = "% Service Level Attained”.

Sources: Service Provider rmaintained tool that provides doecumentation capabilities to meet the reporting
requirements.

Notification of Security Event Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports
into a plain-English format, highlighting any problems and trends.

Disincentive: None

Notes: Results shall be posted on public (intranet} ED web site for customer review and management comment.

CERT / FedCIRC Alerts

Service Name: Acceptable Time to Respond to CERT / FedCIRC Alert.

Service Description: Measures performance of the service provider to respond to CERT / FedCIRC Alerts.
Performance Standard: 100% response to alert (within CERT / FedCIRC alert task specifications}, and creation
of impact on EDNet within four (4) hours of release.

Responsibilities: Service Provider shall respond to CERT / FedCIRC alerts, including the initiation of the testing
process and notification of the appropriate ED personnel. Generate after action report ten {10} days after each
avent, or as stated by ED.

Assumptions: The service provider shall be responsible for gaihering CERT / FedCIRC alerts.
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|[Frequency: Measure Daily and Report Monthly.

[Measurement Period: 24 hours a day 365 days a year.

How Meaasured: Number of CERT-FedCIRC alerts responded to with within CERT-FedCIRC alert task
specifications and creation of impact on EDNet within 4 hours of release / total number of CERT-FedCIRC alerts
= "% Service Level Attained”.

Sources: Service Provider maintained teool that provides documentation capabilities to meet the reporting
requirements.

CERT / FedCIRC Alerts Deliverables: Monthly report. Reports shall provide a roll-up of all daily reposts into a
plain-English format, highlighting any problems and trends.

[Disincentive: None

INotes: Results shall be posted on public (intranet) ED web site for customer review and managerment comment.

CERT / FedCIRC Tasks

Service Name: Acceptable Time to Complete CERT / FedCIRC Tasks.

Service Description: Measures perforrmance of the service provider to respond to CERT / FedCIRC Tasks.

Performance Standard: 100% creation with 24 hours of a suggested action plan to re-mediate. 100% plan
execution within seven {7) days of creation.

Responsibilities: Service Provider shall complete CERT / FedCIRC zlert tasks within the specified timeframes
of the alerts. Generalte after action report fen (10) days after each event, or as stated by ED.

Assumptions: CERT / FedCIRC alerts have been tested against ED's configurations. No changes shall be
made untit all the proper testing is completed.

Frequency: Measure Daily and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of CERT-FedCIRC tasks action plans created within 24 hours and completed within
seven (7) days { total number of CERT-FedCIRC tasks = "% Service Level Attained”.

Sources: Service Provider maintained too! that provides documentation capabilities to meet the reporting
requirements.

CERT Tasks Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into a plain-
English format, highlighting any problems and trends.

Disincentive: High

Notes: Results shall be posted on public {intranet} ED web site for customer review and management comment.

Anti-Virus Update {Software Version)

Service Name: Acceptable Time from Anti-Virus Update Release to Full Distribution

Service Description: Measures performance of the service provider to update ED's infrastructure with the latest
tested anti-virus updates.

Performance Standard: 48 hours after government CCRB approval. No production version is to be more than
one (1} version behind from current vendor release at any time.

LResponsibilities: Service Provider shall complete the anti-virus update for ED’s entire infrastructure at least 48
hours from government CCRDB approval, and ensure that the production version of the anti-virus software is
current by at least one (1) version.

Assumptions: Updates have heen tested against ED’s configurations. No changes shall be made until all the
roper testing is completed.

Frequency: Measure Weekly and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of Updates completed within specifications and number of cases where virus version
is out of date / total number of Updates = "% Service Level Attained”.

Sources: Service Provider maintained tool that provides docurnentation capabilities to meet the reporting
requirements.

Anti-Virus Update Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into a plain-
English format, highlighting any problems and trends.
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|Disincentive: High

[Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Virus File Releass {Signature Files)

Service Name: Acceptable Time to Release Virus definitions Update

Service Description: Measures number of virus definitions that are not updated.

Performance Standard: 100% within 24 hours of virus update release to both client and servers that are
connected to the network.

Responsibilities; Update Virus Release Files as designated by ED and ensure software is working progerly by
compieting any manufacturer and/or ED designated tests.

Assumptions: Service Provider is responsible for retrieving updates from ant-virus software provider.

Freguency: Measure Weekly and Report Monthly.

Measurement Period: 24 hours a day 365 days a vear.

How Measured: Number of Releases completed within specifications / total number of Releases = "% Service
Level Attained”.

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirements.

Anti-Virus Release Deliverables: Monthly report. Reports shall provide a roll-up of all weekly reports into a
plain-English format, highlighting any problems and trends.

Disincentive: Low

INotes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Virus Penstrations of Network

Service Name: Number of virus penetrations to the network that cause a network outage.

Service Description: Measures number of virus penetrations to the network that cause a network outage.

Performance Standard: Zero (0) downtime due to virus of worm {email borne or otherwise) infiliration on
EDNet.

Responsibilities: Prevent virus peneiration to ED network.

Assumptions: The |atest version of anti-virus software signature files {virus definitions) must include the virus /
worm impacting EDNet {the virus / worm must be detectable by latest commercial signature files).

If the virus / worm is contained in a new virus signature file that has been released, but not updated as per the
24 hour Virus File Release (Signature Files) SLA, no points shall be deducted.

Frequency: Measure Weekly and Report Monthly.

Measurement Pertiod: 24 hours a day 365 days a year.

How Measured: Network downtime associated with virus penetrations within specifications

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirements,

Anti-Virus Release Deliverables: Monthly report. Reports shall provide a roll-up of all weekly reports into a
plain-English format, highlighting any problems and trends.

Disincentive: High

Notes: Resulls shall be posted on public {intranet) ED web site for customer review and management comment.

Issue Escalation Management
Emergency Management involves the timsliness of an emergency response and following the appropriate
escalation procedure outlined in Section 1Il Scope of Wark of the PWS.

Issue Escalation Management

Service Name: Acceptable Time to Communicate a Major Emergency Event

Service Description: Measures time the service provider takes to respond to a major emergency event (to | T
Management and employees).
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A major issue (emergency event) is defined as any |T event that affects more than 50 employees (e.g., email
gutage, virus attack, VolP outage, etc.).

Performance Standard: ITD Manager or designee is notified within fifteen (15) minutes of becoming aware of
any maijor |T issues 100% of the time.

Cammunication to customers to be determined based on response from Director of IT or designee.

Responsibilities: Service Provider shall provide notification to Director or IT when a major emergency event
occurs, and will provide communication to the Department based on the direction received from IT Management.

Notification to the Director must occur via voice communication. If the Director of Information Technology or
designee is unavailable the service provider is to notify the Chief Information Office or designee.

Assumptions: The service provider shall be responsible for gathering the major emergency event status.

Frequency: Measure Monthly and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of major emergency events communicated to Director of IT within 15 minutes / total
number of major emergency events = "% Service Level Attained”.

Sources: Service Provider maintained tool that provides dacumentation capabifities to meet the reporting
requirements,

Emergency Management Deliverables: Monthiy report. Reports shall provide a roft-up of all daily reports into
a plain-English format, highlighting any problems and trends.

Disincentive; None
[Notes: Results shall be posted on public {intranet) ED web site for customer review and management comment.

Asset Management
Asset Management is intended to provide ED with a complete an accurate count of its IT inventory,
warranties and to be used in its IT refresh cycle.

Asset Management Accuracy

Service Name: Asset Management — Hardware and/or Software Inventory Accuracy

Service Doscription: Ensure that asset information is timely and accurate so that ED may better leverage its
capabilities with regards to purchasing, service contracts and refresh of technology. This applies to assets
owned by ED and managed by service provider. This activity includes the tracking, reporting, and disposal, as
required, of resources and general-purpose computer assets, vendor coordination and administering licenses for
System Software and maintenance agreements of the assets.

Performance Standard: 95% accuracy of asset management system.

Responsibilities: Keep asset management system accurate and up lo date.

Assumptions: The service provider is responsible for maintaining the asset management system.

Frequency: Measure Weekly and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of Assets Accurately Inventaried / total number of Assets Inventoried = "% Service
Level Aftained".

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
reguirements,

Asset Management Accuracy Deliverables: Mcnthly report. Reports shall provide a roll-up of all weekly
reports into a plain-English format, highlighting any problems and trends.

Disincentive: None
Notes: Results shalt be posted on public {intranet) ED web site for customer review and management comment.

Category A Service Levels

Category A work is all firm fixed price with the service provider in control of the people, process and
technolagy, as such these SLAs are meant to ensure that ED receives the desired level of service from
this relationship.
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Production Services
The following five SLAs are to provide ED with a robust production server infrastructure. The server
infrastructure includes beoth Messaging and Web Services servers.

Server Availability - Criticality 1

Service Name: Production Server Availability

Service Description: At a "server” leve!, measures Criticality 1 server availability with a desired result of driving
service provider towards minimal to no downtime and thereby improving end-user productivity and customer
satisfaction.

Note: includes all Criticality 1 production servers within EDNet.

Parformance Standard: 99.6% Availability.

Responsibilities: Service Provider - Maintain all servers in good operating condition so standard / normal ED

activities can take place within defined time frames. Meet all ED security requirements and complete all security
aperwork for access to server systems.

Assumptions; ED shall provide access to server systems as per Service Provider requirements. The service

provider shall meet all ED security requirements and complete all security paperwork for access to server

systems. Time frame excludes standard scheduled down time for required maintenance.

Frequency: Measure and Report Monthly.

Measurement Period: 24 hours per day seven days a week.

How Measured: Measure each Criticality 1 server, (iotal hours available during measurement period not

including scheduled down time} / {by total hours in measurement period - scheduled down time) = “service level

attainted”, and compare against Performance Standard (99.6%).

Example: Server X (a single Criticality 1 server} was down for 45 minutes during the measurement period,
assuming 1 hour scheduled down time for required maintenance.

Daily Availability = {(24 Hours * 7 Days} - 1 Hour - 45 minutes) / ({24 Hours * 7 Days) ~ 1 Hour) = 99.55% uptime
for Server X, thus the SLA is missed for this particular server.

Sources: Web enabled tool supplied by service provider that automatically records via “date and time stamping”
for each activity within a process including up-time and downtime data.

Server Availability Deliverables: Monthly report. Reports shall provide a roli-up of all daily reports into a plain-

English format, highlighting any probiems and trends.

Disincentive: None

Note: This disincentive is based on downtime per Criticality 1 server - i.e. server downtime shall not be averaged
across all servers.
Notes: Results shall be posted on public {intranet} ED web site for customer review and managemernt comment.

Server Availability - Criticality 2

Service Name: Production Server Availability

Service Description: At a "server” level, measures Criticality 2 server availability with a desired result of driving
4ser\afic;e provider towards minimal to no downtime and thereby improving end-user productivity and custormer
satisfaction.

Note: includes all Criticality 2 production servers within EDNet.

Performance Standard; 99.6% Availability.

Responsibilities: Service Provider - Maintain all servers in goed operating condition so standard f normal ED
activities can take place within defined time frames. Meet all ED security requirements and complete all security
aperwork for access to server systems.

Assumptions: ED shall provide access to server systems as per Service Provider requirements, Service
Provider shall meet all ED security requirements and complete all security paperwork for access to server
systems. Time frame excludes standard scheduled down time for required maintenance.
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Frequency: Measure Weekly and Report Monthiy.

Measurement Period: 24 hours per day seven days a week.

How Measured: Measure each Criticality 2 server, (total hours available during measurement period not
including scheduled down time) / (by total hours in measurement period — scheduled down time) = "service level
attainted”, and compare against Performance Standard (99.6%).

Example: Server X (a single Criticality 2 server) was down for 45 minutes during the measurement period,
assuming 1 hour scheduled down time for required maintenance.

Daily Availability = (24 Hours - 1 Hour - 45 minutes) / (24 Hours — 1 Hour) = 99.55% uptime for Server X, thus
the SLA is missed for this particular server.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping™
for each activity within a process ingluding up-time and downtime data.

Server Availabllity Deliverables: Monthly report. Reporis shall provide a roll-up of all daily reports into a plain-
English farmat, highlighting any problems and trends.

Disincentive: Low

Note: This disincentive is based on downtime per Criticality 2 server - {.e. server downtime shall not be averaged
across all servers,
Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Server Avatlability - Criticality 3

Service Name: Production Server Availability

Service Description: At a "server” level, measures Crilicality 3 server availability with a desired result of driving
service provider towards minimal to no downtime and thereby improving end-user productivity and customer
satisfaction.

Note: includes all Criticality 3 production servers within EDNet.

Performance Standard: 99.9% Availability.

Responsibilities: Service Provider - Maintain all servers in good operating condition so standard / nermal ED

activities can take place within defined time frames. Meet all ED security requirements and compiete all security
aperwork for access to server systems.

Assumptions: ED shall provide access to server systems as per Service Provider requirements. Service

Provider shall meet alt ED security requirements and complete all security paperwork for access to server

systems. Time frame excludes standard scheduled down tirme for required maintenance.

Frequency: Measure Weekly and Report Monthly.

Measurement Period: 24 hours per day seven days a week.

How Measured: Measure each Criticality 3 server, (total hours available during measurement period not

including scheduled down time) / {by total hours in measurement period — scheduled down time) = "service level

attainted”, and compare against Performance Standard (99.9%).

Example: Server X (a single of Criticality 3) was down for 30 minutes during the measurement period, assuming
1 hour scheduled down time for required maintenance.

Daily Availability = {24 Hours - 1 Hour - 30 minutes}/ (24 Hours — 1 Hour) = 99.7% uptime for Server X, thus the
SLA is missed for this particular server.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping”
for each activity within a process including up-time and downtime data.

Server Availability Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into a plain-
English format, highlighting any problems and trends.

Disincentive: Medium

Note: This disincentive is based on downtime per Criticality 3 server - i.e. server downtime shall not be averaged
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across all servers.
Notes: Resulis shall be posted on public (intranet) ED web site for customer review and management comment.

Server Availability - Criticality 4

Service Name: Production Server Availability

Sarvice Description: At 2 "server” level, measures Criticality 4 server availability with a desired result of driving
service provider towards minimal to no downtime and thereby improving end-user productivity and customer
satisfaction.

Note: includes all Criticality 4 production servers within EDNet.
Performance Standard: 99.9% Availability.

Responsibilities: Service Provider - Maintain all servers in good aperating condition so standard / normal ED
activities can take place within defined time frames. Meet all ED security requirements and complete all security
|paperwork for access to server systems,

Assumptions: ED shall provide access to server systems as per Service Provider requirements. Service
Provider shall meet all ED security requirements and complete all security paperwork for access to server
systems. Time frame excludes standard scheduled down time for required maintenance.

Frequency: Measure Weekly and Report Menthly.

Measurement Period: 24 hours per day seven days a week.

How Measured: Measure each Criticality 4 server, {total hours available during measurement period not
including scheduled down time) / (by total hours in measurement period - scheduled down time) = "service level
atiainted", and compare against Performance Standard (99.9%).

Example: Server X (a single Criticality 4 server) was down for 30 minutes during the measurement period,
assuming 1 hour scheduled down time for required maintenance.

Daily Avallability = (24 Hours - 1 Hour - 30 minutes) / (24 Hours — 1 Hour) = 99.7%, uptime for Server X, thus the
SLA is missed for this particular server.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping”
for each activity within a process including up-time and downtime data.

Server Availability Deliverables: Monthly report. Reports shali provide a roll-up of all daily reports inta a plain-
[English format, highlighting any problems and trends.

Disincentive: High

Note: This disincentive is based on downtime per Criticality 4 server - i.e. server downtime shall not be averaged
across all servers.
Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Messaging Availability

Service Name: Messaging Server Availability

Service Description: The percent of fime that the messaging / exchange server is available for normal business
opetations. Includes Microsoft Exchange and Blackberry (or equivalent).

Parformance Standard; 99.9% Availability

Responsibilities: Maintain Messaging Server in good gperating condition so standard / normal ED activities can
take place within defined time frames.

Assumptions: ED shall provide access to server systems as per Service Provider requirements. Service
Provider shall meet all ED security requirements and complete ail security paperwork for access ta server
systems. Time frame excludes standard scheduled down time for required maintenance.

Frequency: Measure and Report Monthly,

Measurement Period: 24 hours a day 365 days a year.

How Measured: Measure each server, (fotal hours available during measurement period not including
scheduled down time) / (by total hours in measurement period — scheduled down time) = "service level
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attainted", and compare against Performance Standard (99.9%).

Example Messaging Server was down for 30 minutes during the measurement period, assuming 1 hour
scheduled down time for required maintenance.

Daily Availabllity = (24 Hours - 1 Hour - 30 minutes) / (24 Hours — 1 Hour) = 89.7%, uptime for the Messaging
Server, thus the SLA is missed for this particular server.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping”
for each activity within a process including up-time and downtime data.

Messaging Availability Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into a
plain-English format, highlighting any problems and trends.

Disincentive: High.

In addition, if a mail server is down more than four (4) hours that impacts over 5% of the total Department’s
customers, 50% of the annual Email Architecture Fee shall be refunded PER INSTANCE®.

Notes: Results shall be posted on public (infranet) ED web site for customer review and management comment.

Server System Restoration {(Non-Disaster Recovery)

Service Name: System Restoration in Non-Disaster Recovery Situations.

Service Description: Complete process of restaring systems when notified by ED end user or become aware of
failure through self-anatysis or helpdesk. Includes NT and UNIX servers, and the restoration of production data.
Performance Standard:

Criticality 1 Server Restore - System, including application, restoration completed within twelve (12} hours from
time of notification by ED {Helpdesk), 100% of the time.

Criticality 2 Server Restore - System, including application, restoration completed within eight (8) hours from
time of notification by ED {Helpdesk}, 100% of the time.

Criticality 3 and 4 Server Restore - System, including application, restoration completed within four {4} hours
from time of notification by ED (Helpdesk), 100% of the time.

Responsibilities: Maintain back-up data as per ED requirements in a facility that is deemed "secure” by
industry standards and provides for quick access. ED to provide service provider easy access to required areas
to perform file restorations.

Assumptions: ED shall provide access to server systems as per Service Provider requirements. Service
Pravider shall meet all ED security requirements and complete ail security paperwork for access to server
systems.

Frequency: Measure Daily and Report Monthly.

Measurement Period: 24 hours a day 365 days a vear,

How Measured: Systems Restored within SLA timeframe / Total Number of System Restores = "Service Level
Attained"”.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping”
for each activity within a process including up-time and downtime data.

System Restoration (Non-Disaster Recovery) Deliverables: Monthly report. Reports shall provide a rofl-up of
all daily reports into a plain-English format, highlighting any problems and trends.

Disincentive:

Criticality 1 Server restore - None

Criticality 2 Server restore - Low

Criticality 3 Server restore - Medium
Notes: Results shall be posted on public {intranet) ED web site for customer review and management comment.

* See Attachment Il Cost Proposal worksheet.
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Bisaster Recovery

Searvice Name: ED Authorized Disaster Recovery

Service Description: Complete process of implementing the DRP when notified by the appropriate ED
management or become aware of failure through self-analysis or heipdesk. Includes NT and UNIX servers, and
the restoration of production data.

Performance Standard: 12 hours until completion from time of notification by ED, 100% of the time.
Responsibilities: Maintain DRF as per ED reguirements and be availabile to perform testing and validation of
DRP. ED to provide service provider easy access to required areas to perform DRP.

Assumptions: ED shall provide access to server systems as per service provider requirements. Service
Provider shall meet all ED security requirements and complete all secutity paperwork for access 1o DRF.
Frequency: Measure Monthly and Report Quarterly.

Measurement Perlod: 24 hours a day 365 days a year.

How Measured: Disaster Recovery Events within SLA timeframe / Total Number of Disaster Recovery Events =
"Service Level Attained".

Sourcaes: Webh enabled tool supplied by service provider that automaticalfy records via "date and time stamping”
for each activity within a process including up-time and downtime data.

Disaster Recovery Deliverables: Quarterly report. Reports shall provide a roll-up of all monthly reports into a
piain-English format, highlighting any problems and trends.

Disincentive: High

[Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Timeliness of Backups

Service Name: Timeliness of Backups.
Service Description: Percentage of time that the backups are performed on time.

Note: The backups must be free from errors and omissions.

Performance Standard: 100% of backups are performed when scheduled.

Responsibilities: Maintain back-up data as per ED requirements in a facility that is deemed "secure" by
industry standards and provides for quick access. ED to provide Service Provider easy access to required areas
that altow for completion of duties. ED wiil provide to the service provider the backup schedule™.
Assumptiens: That incremental backup are completed nightly, full backups monthly and a copy of the tapes is
rotated off-site monthly. This represents ED's minimum acceptable backup schedule, backups are kept in
accordance with ED’s archival policy.

[Frequency: Measure Monthly and Report Quarterly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of Times Backups were performed before the Deadline / Total Number of Backups
Performed = "Service Level Attained”.

Sources: Web enabled tool supplied by service provider that automaticaliy records via "date and time stamping"
for each activity within a process including up-time and downtime data.

Timeliness of Backups Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into a
plain-English format, highlighting any problems and trends.

Disincentive: Low

Notes: Results shall be posted on public {intranet) ED web site for customer review and management comment,

End User Support

The End User Support SLAs are broad in scope requiring that all background systems needed in order to
provide customer service are also in proper order and functioning. It is possible that End User Support
SLAs could be triggered because of a network or server mishap; in such cases the End User Support

* See Roles and Responsibilities in Appendix G,
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SLAs in addition to the other SLAs (i.e., Production Server, Network, etc.) could come into effect. The
sarvice provider is responsible for aft SLAs triggered by an event.

Instaliation

Service Name: Installation.

Service Description: Acceptable time required to install a new desktop system upon appropriate request from
ED.

Note: Normally more than fifteen (15) instaliations at once are considered a project and are based on agreed
timeframe.

Performance Standard: One (1) business day from time system scheduled for installation, 100% of the time.

Responsibilities: install and test system, and remove shipping cartons to ED designated area.

Assumptions: ED shall provide access to facilities as per service provider requirements. Service Provider shall
meet all ED security requirements and complete all security paperwork for acgess to facilities.

Frequency: Measure Weekly and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Installation completed <= SLA business day / Total Number of Installs within Measurement
Period = "Service Level Attained".

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping”
for each aclivity within a process including up-time and downtime data.

[Installation Deliverables: Monthly report. Reports shalf provide a roll-up of all weekly reports into a plain-
English format, highlighting any problems and trends.

Disincentive: Medium

Notes: Resuits shall be posted on public {intranet)} ED web site for customer review and management comment.

Any transaction that includes more than fifteen (15) units shall be considered a "project’ and shall be completed
as a separate function with separate pricing and service level commitment.

Moves, Adds or Changes (MACs)

Service Name; Moves, Adds or Changes (MACS).

Service Description: Acceptable time required to move, add or change software or hardware a desktop system
upon appropriate request from ED.

Note: Normally a group of more than fifteen {15) MACs at once is considered project and is based on an agreed
upon timeframe.

Performance Standard: One (1) business days, 90% of the time, from time of notification by ED for standard
and non-standard product(s), for less than 15 employees, and not to exceed Three (3) business days.

|Responsibilities: De-install system, Move system, reinstall or Add / Change appropriate hardware or software
to ED designated destination and validate that system is able to "communicate” with the netwark.

Assumptions: ED shall provide access to facilities as per service provider requirements. Service Provider shall
meet all ED security requirements and complete all security paperwaork for access to facilities.

Frequency: Measure and Report Monthly.

Measurement Perlod: 24 hours a day 365 days a year.

How Measured: MACs completed <= One {1} of SLA business day / Total Number of MACs within reporting
period = "Service Level Attained".

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping”
for each activity within a process including up-time and downtime data.

Moves, Adds or Changes (MACs) Deliverables: Monthly report. Reports shall provide a roll-up of all weekly
reports inte a plain-English format, highlighting any problems and trends.

Disincentive: Medium
Notes: Results shall be pasted on public {intranet) ED web site for customer review and management comment.

Any transaction that includes more than fifteen (15) units shall be cansidered a "project” and shall be completed
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|as a separate function with separate  pricing and service level commitment.

Establish Individual User Accounts (including E-mail}

Service Name: Establish Individual User Accounts (including E-mail).

Service Daescription: Acceptable time for creation of access autherizations and codes for ED or service
provider that as representalives of the ED or service provider for user access to systems.

Parformance Standard: Four (4) business hours until completion from time of notification by ED, 100% of the
time (assuming not more than 20 accounts per day)

Responsibilities: Maintain technical staff capable of resalving security issues on the helpdesk or Point of
Contact (POC) for end-user client personnel within defined timeframes.

Assumptions: Service Provider shall provide Single Point of Contact (SPOC} for all security request calls. ED
shall provide access to server systems as per service provider requirements. Service Provider shall meet all ED
Isecurity requirements and complete all security paperwork for access to server systems.

Frequency: Measure Weekly and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: IDs created within SLA timeframe / Total Number of 1Ds created = "Service Level Attained”.
Sources: Web enabled tool supplied by service pravider that automatically records via "date and time stamping
for each activity within a process including up-time and downlime data.

Establish Individual User Accounts {including E-mail) Deliverablaes: Monthly report. Reports shall provide a
roll-up of all daily reports into a plain-Engiish format, highlighting any problems and trends.

Disincentive: None

Notes: Results shall be posted on public {intranet) ED web site for customer review and management cormment.

"

Systems requiring accounts include: Network, Email and Remote Access {Citrix) accounts.

EDNet Password Reset

Service Name: EDNet Password Reset.

Service Description: Reset end user EDNet password, authorizations based on end user request.
Performance Standard: Fifteen (15) minutes 95% of the time, 100% password resets within two (2) business
hours.

Responsibilities: Maintain technical staff capable of resolving security issues on the helpdesk or Point of
Contact {POC) for end-user client personnel within defined timeframes.

Assumptions: Service Provider shall provide Single Point of Contact (SPOC) for all security request calls. ED
shall provide access to server systems as per service provider requirements. Service Provider shall meet all ED
security requirements and complete all security paperwork for access to server systems.

Frequency: Measure Weekly and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of EDNet Password Resets within SLA timeframe / Total Number of Password Resets
= "Service Level Attained”.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping"”
for each activity within a process including up-time and downtime data,

Password Reset Deliverables: Monthly repert. Reports shall provide a roll-up of all daily reports into a plain-
English format, highlighting any problems and trends.

Disincentive: None

Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Fite Rastoration (Non-Disaster Recovery)

Service Name: File Restoration {Non-Disaster Recovery).

Service Description: Begin process of restoring files when notified by ED end user or becormne aware of faiiure
through self-analysis or contact center,
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|Performance Standard: Eight {(8) hours from the time the tape arrives, 80% of the time (assuming normal ED
tape retention policy and volume of file being restored allows an 8 hours restore), not to exceed seventy two (72)
hours.

Reasponsibilities: Maintain back-up data as per ED requirements in a facility that is deemed "secure” by
industry standards and provides for quick access. ED to provide service provider easy access to required areas
that allow for appropriate data back-up capabilities.

Assumptions: Upon arrival of tapes, files shalk be restored within the eight {8) hour window.

Frequency: Measure Weekly and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of Files Restored within SLA timeframe / Total Number of Files Restored = "Service
Level Attained”.

Sources: Web enabled too! supplied by service provider that automatically records via "date and time stamping"
for each activity within a process including up-time and downtime data.

File Restoration {Non-Disaster Recovery) Deliverables: Monthly report. Reports shall provide a roll-up of all
daily reports into a plain-English format, highlighting any problems and trends.

Disincentive: None
Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Disable User Accounts (Including E-mail}

Service Name: Disable User Accounts (Including E-mail).

Service Description: Acceptable time for deletion of access autharizations and codes for ED or service
rovider.

Performance Standard: One (1) business hour, from time of notification by ED, 100% of the time.

Responsibitities: Maintain technical staff capable of resolving security issues on the helpdesk or Point of

Contact (POC) for end-user client personne! within defined timeframes.

Assumptions: Service Provider shall provide Single Point of Contact (SPOC) for all security request cafls. ED
shall provide access to server systems as per Service Provider requirements. Service Provider shall meet all
ED security requirements and complete all security paperwork for access to server systems.

Frequency: Measure Weekly and Report Monthly.

Measuremaeant Period: 24 hours a day 365 days a year.

How Measured: |1Ds Deleted within SLA timeframe { Total Number of IDs Deleted = "Service Level Attained”.
Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping”
for each activity within a process including up-time and downtime data.

Disable User Accounts {including E-mail} Deliverables: Monthly repori. Reports shall provide a roll-up of all
daily reports into a plain-English format, highlighting any problems and trends.

Disincentive: None

Notes: Results shall be posted on public {intranet) ED web site for customer review and management comment.

Helpdesk

The Helpdesk SLAs are intended to provide a minimum standard of service expected by ED. Al) of the
following SLAs deal with the customer’s experience while using ITD's services, and as such are of great
importance to ED.

Priority 1 Customer Support

Service Name: Priority 1 Customer Support

Service Description: Acceptable time to resolve problems for hardware, software and system companents
within the deskiop environment that impact Priority 1 Customers.

Performance Standard; First contact within fifteen {15) minutes, and two (2) hours until resolution, 99% of the
time, 100% within eight (8) hours.

Note: Any resclution time requirements less than four (4) business hours shall require "HOT" spares.
Responsibilities: Resolve problem and have "broken system" up and running or loaner provided within
designated timeframe.
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Assumptions: ED shall provide access to systems as per service provider requirements. Service Provider shall
meel all ED security requirements and complete all security paperwork for access to systems.

Frequency: Measure Weekiy and Report Monthly

Measurement Period: Business hours.

How Measured: Problems resolved <= SLA hours / Total Number of Problems = "Service Level Attained"”,

Note: This includes notification, escalation and restoration of service.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping
for each activity within a process including up-time and downtime data.

Priority 1 Customer Support Deliverables: Monthly report. Reports shali provide a roll-up of all daily reports
into a plain-English format, highlighting any problems and trends.

Disincentive: High

Notes: Results shall be posted on public {intranet) ED web site for customer review and managsment comment.

Priority 1 Customers are identified at time of "system sign-up” and remain in place on a per month basis.
Changes are acceptable at the beginning of each month.

Priority 2 Customer Support

Service Name: Priority 2 Customer Support

Service Description: Acceptable time to resolve problems for hardware, software and system components
within the deskiop environment that impact Priority 2 Customers

Performance Standard: First contact within thirty {30) minutes, and four (4) hours untii resolution, 95% of the
time, 100% resolution within twelve (12) hrs.

Note: Any resolution time requirements less than four {4) business hours shall require "HOT" spares.,
Responsibilities: Resclve problem and have "broken system” up and running or leaner provided within
designated timeframe.

Assumptions: ED shall provide access to systems as per service provider requirements. Service Provider shall
meet all ED security requirements and complete all security paperwaork for access to systems.

Frequency: Measure Weekly and Report Manthly.

Measurement Period: Business hours.

How Measured: Problems resolved <= SLA hours / Total Number of Problems = "Service Level Attained”.

Note: This includes notification, escalation and restoration of service.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping"
for each activity within a process including up-time and downtime data.

Priority 2 Customer Support Deliverables; Monthly report. Reports shall provide a roll-up of all daily reports
into a plain-English format, highlighting any problems and trends.

Disincentive: Medium
Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Priority 2 Customers are identified at time of "systern sign-up” and remain in place on a per month basis.
Changes are acceptable at the beginning of each month.

Priority 3 Customer Support

Service Name: Priority 3 Customer Support

Service Description: Acceptable time to resolve problems for hardware, software and system components
within the desktop environment that impact Priority 3 Customers

Performance Standard: First contact within one {1} business hour, and twetve (12) business hours until
resolution, 80% of the time, 100% within 24 hours.

Responsibilitias: Resolve problem and have "broken system” up and running or loaner provided within
designated timeframe.

ED-05-PO-0908

Page - 85




Assumptions; ED shall provide access to systems as per service provider requirements, Service Provider shall
meet all ED security requirements and complete all security paperwork for access to systems.

Freguency: Measure Weekly and Report Monthly.

Measurement Period: Business hours,

How Measured: Problems resolved <= SLA hours / Total Number of Problems = "Service Level Attained".

Note: This includes notification, escalation and restoration of service.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping'

for each activity within a process ingluding up-time and downtime data.
Priority 3 Customer Support Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports
into a plain-English format, highlighting any problems and trends.

Disincentive: Low

Notes: Results shall be posted an public (intranet) ED web site for customer review and management comment.

Prigrity 3 Customers are identified at time of "system sign-up” and remain in place on a per month basis.
Changes are acceptable at the beginning of each month.

Helpdesk Call Answer

Service Name: Helpdesk Call Answer,

Service Description: Answer time is the number of seconds it takes any representative of ED to connect with
service provider's contact center representative.

Performance Standard: 80% of calls shall be answered < 3G seconds by live person that is front-end directed
hy ACD.

Responsibilities: Answer all calls with a live person during the service activity definition timeframe while
roviding ACD front-end director activity.

Assumptions: Service Provider to provide telephone lines in adequate quantity to handle cali volume, ACD
system to record call date, time and duration information, and electronic interface to all systems for monitoring
and reporting.

Frequency: Measure Daily and Report Monthly.

Measurement Period: Business hours.

How Measured: Numher of Calls Answered in < 30 seconds / Total Calls = "Service Level Attained”.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping”
for each activity within a process including up-time and downtime data.

Helpdesk Call Answer Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into a
lain-English format, highlighting any problems and trends.

|Disincentive: None

qNotes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Service Provider shali provide a telephone number staffed by technical professionals during required time
frames. ED calls designated toll free number and has all required data, including "entitlernent data” ready for
call activity,

Call Abandonment Rate
Service Name: Call Abandonment Rate.

Service Description: The call abandonment rate is the proportion of calls that come into the service provider's
Helpdesk, which either hang up or are disconnected before the service provider's agent answers the phone,

Note: There is a "wrong immediate hang up” exclusicn so they will not be included in this metric.
Performance Standard: <3% of calls abandened, after inifial fifteen (15) seconds of hold time.
Responsibilities: Recording and managing calls that are abandoned to less than prescribed service level.
Assumptions: Service Provider to provide telephone lines in adequate quantity to handle call volume, ACD
isystem to record call date, time and duration information, and electronic interface to all systems for monitering
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|and reporting.

[Frequency: Measure Daily and Report Monthly.

IMeasurement Pariod: Business hours.

[How Measured: Number of Abandoned Calls (calls that have entered the queue and "hang up"}/ Total Calls =
"Service Level Attained".

Sources: Web enabled tool supplied by service provider that automaticaliy records via "date and time stamping”
for each activity within a process including up-time and downtime data.

Call Abandonmant Rate Deliverables: Monthly report, Reports shall provide a roll-up of all daily reports into a
plain-English format, highlighting any problems and trends.

Disincentive: None

Notes: Results shall be posted on public (intranet} ED web site for customer review and management comment,

Service Provider provided ACD system has capability of tracking and reporting all abandoned calls.

First Call Resolution

Service Name: First Call Resolution.

Service Description: The desired percentage of total contacis planned for resolution at this level. First contact
completion applies when the first person the customer reaches either answer the question, resolve the problem,
or dispatch service when appropriate. Warm transfers and callbacks shall be considered second or greater
contact.

Performance Standard: 40% for the first two months with 5% monthly increases until first call resolution rate
equals 70%. Once 70%, a 1% monthly increase shali be observed until the first call resolution rate equals 85%,
95% of the time,

Responsibilities: Provide required assistance (non-technical and technical) fo satisfy ED end-user needs on
the initial call to the helpdesk.

Assumptions: Service Provider to provide telephone lines in adequate quantity to handle call volume, ACD
systern to record call date, time and duration information, and electronic interface to all systems for menitoring
and repaorting.

Technical dispatch counts as first call resolution and is subject to respaonse times as follows:
Priority 1, fifteen (15) min.; closure two (2) hrs. 99%, 100% resolution eight (8) hrs.

Priority 2, thirty (30} min.; closure four (4) hrs. 5%, 100% resolution twelve {12) hrs.
Priority 3, two (2) hrs.; closure twelve {12) hrs. 90%, 100% resolution twenty-four (24) hrs.

Frequency: Measure Daily and Report Monthly.

Measurement Period: Business hours.

How Measured: Number of calls resolved on the first call / total calls = "Service Level Aftained"
Sources: Web enabled tocl supplied by service provider that automatically records via "date and time stamping"
for each activity within a process including up-time and downtime data.

First Call Resolution Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into a
plain-English format, highlighting any problems and trends.

Disincentive; High
Notes: Results shail be posted on public {intranet) ED web site for customer review and management comment.

Service Provider provided system has capability to track and report out of compliance activities.

Follow-On Calls due to Problem Repeated after Initial Fix Falled
Service Name: Follow-Cn Calls due to Problem Repeated after Initial Fix Failed.

Service Description: This is a measure of quality. If tracks repeat calls, or the number of calls initiated by an
end user to correct the same problem that had been closed as resolved.

Performance Standard: 10% for the first two months with a 1% reduction per month until 5% is achieved, 99%
of the time,

Responsibilities: Provide required assistance {non-technical and technical) to satisfy ED end-user needs on
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follow-on calls to the helpdesk.

Assumptions: Service Provider to provide telephone lines in adequate quantity to handle call volume, ACD
system to record call date, time and duration information, and electronic interface to all systems for monitoring
and reporiing.

Frequency: Measure Daily and Report Monthly.

Measurement Period: Business hours.

How Measured: Number of Repeat Calls / Total Calls = "Service Level Attained”.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping’
for each activity within a process including up-time and downtime data.

Feilow-On Calls due to Problem Repeated after Initial Fix Failed Deliverables: Monthly report. Reports
shall pravide a roll-up of all daily reparts into a plain-English format, highlighting any problems and trends.

Disincentive: High -
Notes: Resulis shall be posted on public (intranet) ED web site for customer review and management comment,

Service provider provided system has capability to track and report out compliance activities.

Call Center Availability

Service Name: Czll Center Availability.
Service Description: The percent of time that the Call Center environment is available for normal business

cperations.

Note: This includes IVR.

Performance Standard: 93.9% Availability.

Responsibllities: Maintain Call Center environment in good operating condition so standard / normal ED
activities can take place within defined time frames.

Assumptions: ED shall provide access to the call center environment as per Service Provider requirements.
Service Provider shall meat all ED security requirements and complete all security paperwork for access to the
call center environment.

Frequency: Measure Daily and Report Monthly.

Measurement Period: Business hours.

How Measured: Total Available Hours / by Total Hours in measurement period = "Service Levei Attainted”.
Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping"
for each activity within a process including up-time and downtime data.

Call Center Availability Deliverables: Monthly report. Reports shall provide a roli-up of all daily reports into a
plain-English format, highlighting any problems and trends.

Disincentive: None

Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

SLA is defined as the availability of the call center environment (telephone / PBX, voice mail, ACD, IVR, etc.} to
the customer.

Cateqory B Service Levels

Category B work are fixed duration projects with a clear beginning and end. Each project shall be bid in a
firm fixed price / time and materials manner by the service provider, after which SLAs shall be used to
ensure that budget, schedule and quality are maintained.

Project Management

The Project Management SLAs are intended to insure that all work in this category is performed in a
professional, timely and consistent manner. All three SLAs are concerned with the quality and variance
to budget and schedule of the work provided.

Variance to Budget (Time and Materials task orders only}
[Service Name: Variance to Budget (if applicable) ]
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[Service Dascription: Total cost to complete program requirements shall come in at the budgeted cost.
Performance Standard: Total shall be at or below budget for projects, 95% of the time. No more than 10%
above budge.

Responsibilities: Maintain project plan in good operating condition so proposed activities can take place within

defined budgets.
Assumptions: The service provider shall meet all project management requirements detailed in Appendix F.

Frequency: Measure Weekly and Report Monthly.
Measurement Period: Project initiation until project completion.

How Measured: Total Budget for the program — Actual Cost of the program / Total Budget for the program.

Note: This would need to take into consideration change requests required by ED.

Sources: Baseline Project Plan.
Variance to Budget Deliverables: Monthly report. Reports shall provide a roll-up of alt weekly reports into a

|ptain-English format, highlighting any problems and trends.
Disincentive: High
Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Variance to Schedule

Service Name: Variance to Schedule.

Service Description: Completed program requirements shail be delivered at scheduled time.

|Performance Standard: Total shall be on or ahead of Schedule for projects, 95% of the time.
|Responsibilities: Maintain project plan in good operating condition so proposed activities can take place within
defined schedules.

Assumptions: The service provider shall meet all project management requirements detailed in Appendix F.
Frequency: Measure Weekly and Report Monthty.

Measurement Period: Project initiation until project completion.

How Measured: Total Schedule Time for the program — Actual Time of the program / Total Scheduled Time for
the program:.

Noteg: This would need to take into consideration change requests required by ED.

Sources: Baseline Project Plan.

Variance to Schedule Deliverables: Monthiy report. Reports shall provide a roll-up of all weekly reports into a
plain-English format, highlighting any problems and trends.

Disincentive: High

Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Deliverable Quality
Service Name: Deliverable Quality.

Service Description: Deliverable Quality is composed of two parts, Reports and Deliverables. This measure is
utilized by ITD to measure, at a business function level, the ability of the service provider to perform required
services, while achieving the desired result of driving service provider behavior towards a reduction of
performance errors.

Performance Standard: 100% of deliverables shall meet the performance standards identified in the task order,
or the work shall be redene.

Responsibilities: Provide deliverable to ED that meet the expectations of quality.

Assumptions: The service provider has clearly understood ED's requirements and has solicited feedback when
required. Ed shall provide consistent instructions to the service provider.

Frequency: Measure Monthly and Report Quarterly.

Measurement Period: Project initiation until project completion.

How Measured: Number of Deliverables Completed in accordance with performance standards / Total Number
of Defiverables = "Service Level Attained".
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Sourcas: Baseline Project Plan.

Deliverable Quality Deliverables: Quarterly report. Reports shall provide a roll-up of all monthly reports into a
plain-English format, highlighting any problems and trends.

|Disincentive: None
[Notes: Results shall be pasted on public (intranet) ED web site for customer review and management comment.

Category C Service Levels

Category C work is Time and Material operations. The service provider is expected to supply qualified
personnel who shall implement ED's processes and achieve the service levels encapsulated within each
SLA below.

Network
The following four SLAs govern the operations of the network infrastructure (i.e., LAN, MAN, LAN, VoIP,
efc.) at ED and as such are a critical component of the overall service provided to ED's customers.

Move, Add, Change or Deiete Telecom — 1 to 25 Software

Service Name: Move, Add, Change or Delete Telecom (IP and non-IP Telephony) — 1 fo 25 Software.

Service Description: Average time to complete a move, add, change or delete for network system that only
requires a change that can be completed by software,

Performance Standard: One (1) business day, 100% of the time.

Responsibilities: Service Provider - Maintain all telecormm equipment in good operating condition so standard /
normal ED activities can take place within defined time frames. Meet all ED security requirements and complete
all security paperwork for access to lelecomm systems.

Assumptions: ED shall provide access to tefecomm systems as per service provider requirements. Service
Provider shall meet all ED security requirements and complete al! security paperwork for access to telecomm
systems.

Frequency: Measure Daily and Report Monthly.

Measurement Period: Deskside Support business hours (business days).

How Measured: Average of the time taken to perform function for each request. Each request is the time from
request approval to completion of the request.

Example {time for a +b + ¢/ 3 = average time to complete).

This can be subject to availability service levels or a maximum number of requests as well.

Sources: Web enabled fool supplied by service provider that automatically records via "date and time stamping”
for each activity within a process inciuding up-time and downtime data.

Move, Add, Change or Delete Telecom — 1 to 25 Software Deliverables: Monthly report. Reports shall
provide a roll-up of all daily reports into a plain-English format, highlighting any problems and trends.

Disincentive: None
Notes: Results shail be posted on public (intranet) ED web site for customer review and management comment.

QOver 25 Software MACs shall be completed on an agreed-upon timeframe.

Move, Add, Change or Dalete Telecom — 1 to 25 Hardware & Wire

Service Name: Move, Add, Change or Delete Telecom — 1 to 25 Hardware & Wire.

Service Description: Average time to complete a move, add, change or delete for network system that only
requires a change that can be completed by hardware / wire.

Performance Standard: Five {5) business days, 100% of the time.

Responsibilities: Service Provider ~shall maintain all telecomm equipment in good operating condition so
standard / normal ED activities can take place within defined time frames. Service Provider shall meet all ED
|security requirements and complete all security paperwork for access to telecomm systems.

Assumptions: ED shall provide access io telecomm systems as per service provider requirements. Service
Provider shall meet ali ED security requirements and complete all security paperwork for access to telecomm
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systems.

Frequency: Measure Daily and Report Monthly.

Measurement Perlod: Deskside Support business hours.

How Measured: Average of the time taken to perform function for each request. Each request is the time from
request approval to completion of the reguest.

Example (time for a +b + ¢/ 3 = average time to complete)

This can be subject to availability service levels or a maximum number of requests as well.

Sources: Web enabled tool supplied by service provider that automatically records via "date and time stamping'
for each activity within a process including up-time and downtime data.

Move, Add, Change or Delete Telecom ~ 1 to 25 Hardware & Wire Deliverables: Monthly report. Reports
shall provide a roll-up of all daily reports into a plain-English format, highlighting any problems and trends.

Disincentive: None
Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Over 25 Hardware & Wire MACs shall be completed on an agreed-upon limeframe.

Network Availability

Searvice Name: Network Availability.

Service Description: The percent of time that the network, including LAN, WAN, Internet, Intranet and VoIP, is
available for normai business operations. Includes voice and data as well as the equipment infrastructure.
Performance Standard: 99.9% Availability.

Respaonsibillties: Maintain network in good operating condition so standard / normal ED activities can take
place within defined time frames.

Assumptions: ED shall provide access to telecomm systems as per service provider requirements. Service
Provider shail meet all ED security requirements and complete all security paperwork for access o telecomm
systemns. Availability excludes maintenance windows.

Frequency: Measure Daily and Report Monthiy.

Measurement Period: 24 hours per day 365 days per year.

How Measured: Measure network availability, (total hours available during measurement period excluding
scheduled down time) / (by total hours in measurement period — scheduled down time) = "service level
attainted”, and compare against Performance Standard (89.9%).

Example Network was down for 15 minutes during the measurement period.

"Daily Availability” = (22.75 Hours} / (24 Hours — 1 Hour) = 98.91%.

Sources: Web enabled tool supplied by service provider that autematically records via "date and time stamping”
for each activity within a process including up-time and downtime data.

Network Availability Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into a
plain-English format, highlighting any problems and trends.

Disincentive: High
Notes: Results shall be posted on public {intranet) ED web site for customer review and management comment.

SLA is defined as the availability of the netwaork to the customer.

Response Time — Network

Service Name: Response Time — Network.

Service Description: Time required for a packet to go between an end user demarcation peint and the host site
front-end processor or similar device.

Performance Standard: 0.5 second.

Responsibilities: Maintain network in good operating condition so standard / normal ED activities can take
place within defined time frames,
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Assumptions: ED shall provide access to telecomm systems as per service provider requirements. Service
Provider shall meet all ED security requirements and complete all security paperwork for access to telecomm
systems.

Frequency: Measure Daily and Repont Monthly.

Measurement Period: 24 hours per day 365 days per year.

How Measured: Time required for a packet to go between an end user demarcation point and the host site front

end processing or similar device.
Sources: Web enabled tool supplied by service provider that shall use a toof or agent to measure the time

increment,
Response Time — Network Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into

a plain-English format, highlighting any problems and trends.
Disincentive: High
Notes: Results shall be posted on public {intranet) ED web site for customer review and management comment.

Quality Assurance Process

The Quality Assurance SLLAs are intended to provide insight into how the Quality Assurance Process
works and to provide encugh detail for other business units within ED to successful schedule guality
assurance's participation in projects, etc. Therefore the SLAs described below are heavily customer
focused and are explicit rather than implicit SLAs captured under the Production Server and End User

Support SLAs.

Variance to Schedule (Quality Assurance)

Service Name: Variance to Schedule {Quality Assurance).

Service Description: Products shall complete the Quality Assurance process within the scheduled timeframe.
Performance Standard: The Quality Assurance process shall be completed within 1 business day for Minor
Testing Request {i.e., configuration changes) and ten (10) business days for Integration Testing (i.e., updates
and upgrades) of submission 85% of the time.

Note: Major system changes {i.e., new applications, etc.} would be scheduled on a case-by-case basis.
Responsibilities: Maintain Quality Assurance process in good operating condition so standard / normal Quality
Assurance activities can take place within defined time frames.

Assumptions: The service provider shall meet all project management requirements as detailed in Appendix F.
Frequency: Measure Weekly and Report Monthly.

Measurement Period: Project initiation until project completion.

|How Measured: Total scheduled time for the program — Actual time of the program / Total Scheduled Time for
the program.

Note: This would need to take into consideration change requests and out of scope elements required by the
ED.

Sources: Baseling Project Plan.

Variance to Schedule (Quality Assurance} Deliverables: Monthly report. Reports shall provide a roll-up of all
weekly reports into a plain-English format, highlighting any problems and trends.

Disincentive: None

Notes: Results shall be posted on public (intranet) ED web site for custorner review and management comment.

Custom Report Creation
The Custom Report Creation SLAs are intended to provide assurances of quality for reports (ex. Reports
in Fox Pro, etc.) created for business units.

Mean Time to Repalr — Applications

Service Name: Mean Time to Repair — Applications.

Service Description: Time to Restore Functionality of Application.

|Performance Standard: six (6} hours, 85.5% of the time, 100% repair within one (1) business day,
[Responsibitities: Resolve problem and have "broken application” up and running within designated timeframe.
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Assumptions: ED shall provide access to applications as per service provider requirements. Service Provider
shall meet all ED security requirements and complete all security paperwork for access to systems.
Frequency. Measure Weekly and Report Monthly,

Measurement Period: Project initiation until praject completion.

How Measured: Problems Resolved <= SLA hours / Total Number of Problems = "Service Level Attained".

Note: This includes notification, escalation and restoration of service.

Sources: Service Provider maintained web enabled tool that provides documentation capabilities to meet the
reporting requirements,

Mean Time to Repair — Applications Deliverables: Monthly report. Reports shall provide a roll-up of all daily
reparts into a plain-English format, highlighting any problems and trends.

Disincentive: None

Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Availability — Custom Reports

Service Name: Availability — Custom Reports.

Service Description: The percent of time that the application is available for normal business operations.
Performance Standard: 99.5% Availability.

Responsibilities: Maintain application in good operating condition so standard / normal ED activities can take
place within defined time frames.

Assumptions: ED shall provide access to applications as per service provider requirements. Service Provider
shall meet all ED security requirements and complete all security paperwork for access 16 systems.
Frequency: Measure Daily and Report Monthly.

Moasurement Period: Project initiation until project completion.

How Measured: Total Available Hours / by Total Hours in measurement period = "Service Level Attained".

Exampie 24 Hours * 30 Days {average days in a month) = "Monthly Available” to define if "Service Level
Attained".

Sources: Service Provider maintained weh enabled tool that provides documentation capabilities to meet the
reporting requirements.

Availability — Custom Reports Deliverables: Monthly report. Reports shall provide a reli-up of all daily reports
into a plain-English format, highlighting any preblems and trends.

Disincentive: None
Notes: Results shall be posted on public {intranet} ED web site for customer review and management comment.

SLA is defined as the availability of the Custom Report to the customer.

V. Period of Performance

This contract, issued against the GSA Schedule 70 contract shall have one (1} base period, two (2) option
periods, and up to seven (7) award terms (see Section H.14 Award Term Provision) thereafter. A sixty
{60} day transition period from the current task order to this new contract shall occur from the date of
award of this contract. Full operation of this contract must begin sixty (60) days following award.
Accordingly, the perfermance periods are as follows:

Begin End Period
May 1, 2005 June 30, 2005 Transition Period
July 1, 2005 June 30, 2008 Base Period
July 1, 2006 June 30, 2007 Option Period One
July 1, 2007 June 30, 2008 Option Pericd Two
July 1, 2008 June 30, 2009 Award Term One
July 1, 2009 June 30, 2010 Award Term Two
July 1, 2010 June 30, 2011 Award Term Three l
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| July 1, 2011 June 30, 2012 Award Term Four

| July 1, 2012 June 30, 2013 Award Term Five

| July 1, 2013 June 30, 2014 Award Term Six
July 1, 2014 June 30, 2015 Award Term Seven

VI. Site of Performance

Fhe primary location of work shall be in the Headquarters Data Center Facility in the Washington, D.C.
mefropolitan area in Oxon Hill, MD. However, all services provided under the contract shall be available
to ali offices in ED headguarters located in Washington, DC, its metropolitan data facility, and all regional
and sub-regional offices, as appropriate. The contracter shall provide the same level of service in the
regional and sub-regional offices as at the Headquarters locations, unless exempted from doing 50 by the
Contracting Officer’s Representafive (COR).

The ED enterprise includes, but is not limited to, the following headquarter locations in the Washington,
DC area:

= Federal Regional Office Building 6, 400 Maryland Avenue, SW, Washington, DC
= Headquarters Data Center Facility, Oxon Hill, MD

» Union Center Plaza, 830 First Street, NE, Washington, DC

» Capital Place, 555 New Jersey Avenue, NW, Washington, DC

= Mary E. Switzer Building, 330 C Street, SW, Washington, DC

* 1990 K Street, NW, Washington, DC

« |'Enfant Plaza, 2100 Corridor, SW Washington, DC

= 2100 M Street, NW, Washington, DC

* Connecticut Avenue, NW, Washington, DC

» 800 North Capitol Street, NW, Washington, DC

s 1255 22nd Street, NW, Washington, DC

* 400 Virginia Avenue, SW, Washington, DC

*  Metro Center, NW, Washington, DC

= 1775 | Street, NW, Washington, DC

* 525 School Street SW, Washington, DC

» 7100 Old Landover Road, Landover, MD

* Potomac Center Plaza South, 550 12" Street, SW, Washington, DC

Plans are being made for consolidating several of the buildings in the Headquarters area, thus reducing
the number of buildings in which ED resides and operates. Current estimates for building moves for the
Headquarters buildings are as follows:

* Employees in Mary E. Switzer (MES), non-Operations OCIO staff from Regional
Office Building (ROB), and CFO employees from ROB shall be moved to
Potomac Center Plaza South, 550 12th St. SW, Washington, DC (to be
completed by 08/30/04).

* Operations OCIO staff move to new Primary Data Center in Oxon Hill, MD {to be
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completed late 2004)

« MES shall be remodeled and ED employees from K Street, North Capitol Street,
and other outlying buildings are scheduled to be moved into MES permanently,
thus consolidating number of ED Headquarter buildings to approximately 5 (FB6,
UCP, Potomac Center, MES, and Oxon Hill Data Center) (to be completed 2006-

2008)
Regional Office locations across the United States include, but are not limited to:
* Boston, MA
= New York, NY
» Philadelphia, PA

= Aflanta, GA

= Chicago, L

» Dallas, TX

» Kansas City, MO

= Denver, CO

= San Francisco, CA
»  Seattle, WA

The contractor shall be required to suppert ED's Cleveland, OH sub-regional office, other sub-regional,
temporary office sites throughout the United States, and iis territories as needed. The services described
in this section shall be performed by the contractor at ED offices where required, as directed by the COR.
In addition, ED may have a future need for support in international locations.

EDNet's primary locations are detailed in Appendix A.

Vil. Additional Contractor References
Below are the additional contractor references that are located at the end of this PWS:

Location Purpose
Appendix A EDNet Primary Locations Provides the Department of
Education's primary business
iocations.
Appendix B Current IT Service Delivery Infrastructure Pravides current EDNet
(EDNet) Environment environment details.
Appendix C Software Provides the desktop software
supported and licensed by ED.
Appendix D Communication Provides the technical information
about EDNet communications.
Appendix E EDNet Backup Architecture Provides the EDNet backup
architecture.
Appendix F Detailed Work Descriptions Provides detailed work descriptions of
Category B and C work.
Appendix G Roles and Responsibilities Provides roles and responsibilities of
the service provider and ED.
Appendix H Benchmark Benchmarking clause.
Appendix | Incumbents’ Transition Qut Plan Basic elements of the Incumbents’
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Transition Out Plan,

Appendix J

List of Definitions

Glossary of definitions used in the RFQ
and PWS.
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Appendix A: EDNet Primary Locations

EDNet is located in several locations throughout the country, see exhibit 4. The two primary locations are
the Headquarters Data Center and FB6 located in Washington, DC. These two primary locations house
the majority of hardware, servers, system software, telecommunication devices, and routers. There are
nine other locations in the Washington, DC, metropolitan region that house some EDNet equipment, see
exhibit 4 for a list of the DC Metre locations. The EDNet mailing address follows:

U.S. Department of Education
ED Network

6710 Oxon Hill Rd.
Cxon Hill, MD 20745-1121

Exhibit 4: Primary and Secondary Metro Locations of EDNet Facilities

EDNet Location—Primary

{(Short Name ldentifier) Address
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EDNet Location—Primary

(Short Name ldentifier} Address
FB6 1.8, Department of Education
Federal Building & (FBG)
400 Maryland Avenue, SW
Washington, DC 20202

HaD* U.S. Department of Education
6710 Oxon Hill Rd.

Oxon Hill, MD 20745-1121
MES U.S. Department of Education
Mary E. Switzer (MES) Building
330 C Street, SW
Washington, DC 20202

CP U.S. Department of Education
Capitol Place

555 New Jersey Avenue, NW
Washingten, DC 20202

| Street U.S. Department of Education
1775 1 5L, NW
Washington, DC 20006

K Street U.S. Department of Education

1990 K Street, NW
Washington, DC 20006
L'Enfant Plaza U.S. Department of Education
2100 Corridor

L’Enfant Plaza

Washingten, DC 20202

‘ Old Post Office Pavilion .S, Department of Education
Old Post Office Pavilion

1100 Penn Avenue, NW
Washington, DC 20002
Schoot Street .8, Department of Education
525 School Street, SW
Washington, DC 20407

UCP U.S. Department of Education
Union Center Plaza {(UCP)-3
830 First St., NE

Washington, DC 20002
Virginia Ave. U.S. Department of Education

*® HQD is currently located at ROB 3, 7" & D Streets, SW, Washington, DC. HQD is scheduled to move
late in 2004.
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EDNet Location—Primary

(Short Name Identifier) Address
400 Virginia Ave, SW
Washington, DC 20202

North Capito! Street ] National Assessment Governing Board (NAGE)
BOC North Capitol Street, NW

Washingtor, DC 20202

PCS .S, Department of Education

Potomac Center Plaza South

550 12th St SW,

Washingion, DC 20202

The DRF is ED's alternate site that provides EDNet disaster recovery and backup functionality and
capabilities. Its location and address is provided in Exhibit 5.

Exhibit 5: DRF

EDNet Location—Backup
{Short Name [dentifier)

Address

U.S. Department of Education
200 Chastain Center Blvd.
Suite 250

Kennesaw, GA 30144

There are ten (10) regional sites, one {1} satellite office in Cleveland, and four (4) Office of the Inspector
General {(OIG) disfrict offices that house some of the EDNet hardware components; they are listed in
Exhibit 6.

Exhibit 6: ED Regional, Satellite, and District Offices

ED Office Address
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ED Office Address

U.S. Department of Education
Region [-Boston

McCormack Post Office and Court House
Room 700
Boston, MA 02109

LS. Department of Education
Region [[-New York

75 Park Place, 12 Floor
New York City, NY 10007

U.5. Departmerit of Education
Region IlI-Philadelphia

Wannamaker Building
100 Penn Square East
Suite 507
Wannamaker Building
Philadelphia, PA 19107

LS. Department of Education
Region IV-Atlanta

61 Forsyth Street, SW
Room Suite 19T5540
Atlanta, GA 30303-3104

L).S. Department of Education
Region V-Chicago

111 North Canal Street
Room Suite 109T554
Chicago, IL 60608

U.S. Department of Education
Satellite Office—Cleveland

Bank One Center, Suite 750
609 Superior Avenue
East Cleveland, OH 44114-2611

U.S. Department of Education
Region VI-Dallas

1999 Bryan Street
Room 82610
Dallas, TX 75201

U.S. Department of Education
Region VIl-Kansas City

8930 Ward Parkway, 2™ Floor
Kansas City, MO 64114

U.S. Department of Education
Region VIil-Denver

1244 Speer Boulevard
Room 332
Denver, CO 80204-3582

U.S. Department of Education
Region IX-San Francisco

50 United Nations Plaza
Market Street

Room 508

San Francisco, CA 94102

U.S. Department of Education
Region X-Seattle

915 2™ Avenue
Room 2852
Seattle, WA 98174

U.S. Department of Education
OI1G District Office
Satellite Office

500 | Street 9-200
Sacramento, CA 95814

U.S. Department of Education
OIG District Office
Satellite Office

Federal Building and Courthouse
150 Carlos Chardon Ave., Rm. 747, Box 772
Hato Rey, PR 00918-1721

U.S. Department of Education
QIG District Office
Satellite Office

501 W. QOcean Blvd., #1200
Long Beach, CA 90802

U.S. Department of Education
O1G District Office
Satellite Office

9050 Pines Boulevard
Suite 270
Pembroke Pines, FL 33024
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Appendix B: Current IT Service Delivery Infrastructure (EDNet) Environment

EDNet is the infrastructure that supports primary IT services for ED and is considered a GSS. EDNet
serves as the chief communications link between Headquarters' offices and the various regional and
satellite offices.

EDNet primarily consists of circuits, routers, switches, servers, and wireless messaging services, along
with printers, workstations, and in many cases, telephones that provide real-time communication within
the entire Department. EDNet serves the Department with critical information resources and reaches out
to the Department's customers on the following:

Metropolitan Area Network / Wide Area Network (MAN / WAN)
Messaging System (Exchange)
File and Print Services via LAN

IP Telephony System (e.g., Voice over Internet Protocol (VolP) services,
including unified messaging services)

TTY Telephone Services (NTS-NexTalk)

Wireless Messaging Services (e.g., Blackberry or equivalent wireless handheld
devices)

Connectivity to and presence on the internet (ED.gov)

Intranet ConnectED (i.e., connectivity and approved information for internal ED
users)

Standard desktop and office autormnation software suite
Desktop computers and peripherals

Custom business applications and information systems

The general EDNet environment consists of:

Approximately 6,000+ desktop systems, 90 percent of which are Intel-based
systems running Microsoft's Windows 2000 Professional and developmental
installs of Windows XP operating systems. The remaining 10 percent are Apple
Macintosh or Unix-based systems. EDNet has approximately 520 Servers
including Intel-, Sun- and DEC Alpha-based architectures running,
predominantly Windows 2000 / NT, Solaris, True64 and RedHat Linux. Unix-
based systems represent the smallest percentage of the total population of
servers at around 10 percent.

Approximately 500 laptops, of which 95 percent are Intel-based systems running
Microsoft's Windows 2000 operating system. The remaining systems are Apple
Macintosh.

Remote access computing is supplied mainly thorough dial-up / VPN and Citrix
Terminal servers running on both Windows NT (legacy—scheduled to be retired)
and Windows 2000. A move to Firepass is scheduled for 2004.
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= Approximately 500 PDAs, of which 60 percent are running the Windows CE-
based operating system. The remaining 40 percent are PalmO8S-based
operating systems.

*  Approximately 800 cellular phones.
Computing rescurces used by employees of the ED community are grouped into four
distinct groups according to use:
Dedicated and Shared Workstations:

s Kiosks

»  Shared laptops

» Training rooms

Data Centers:
= HQ Data Center, Washington, DC metropolitan area in Oxon Hill, Maryland

» Disaster Recovery Facility {DRF) in Kennesaw, Georgia

There are atso server rooms at the following locations:
= FB6
= UCP
= K Street

There are also LAN Closets in each facility that houses the network and telephone backbene equipment
that is managed and operated by the NCC and Cabling Team (number of closets):

= FB6 (30) = 7100 Old Landover Road (2}
s |’Enfant Plaza (1) » K Street (8)

* 800 North Capito! Street (2) * CP(7)

= 400 Virginia Avenue (1) * UCP({11)

»  Metro Center (1) = ROB3 {5}

e 1775 Street (1) « MES (7)

525 School Street (1) » Potomac Center Plaza South

Remote Users Served By:
»  Dial-up Remote Access Services
* VPN tunneling {broadband)
= F5 Firepass
s Web portals (e.g., OWA)
»  Citrix

ED-05-P0-0908
Page - 102



Personal Computing Environment

ED’s personal computing (PC) environment includes desktops, laptops, and single-user
handheld devices such as PDAs, Blackberry, digital celiular phones with web-based
capabilities, and similar technologies. Aff Desktop and Laptops are on a four (4) year
refresh cycle.

Typical Intel Desktop, Approximately 5,500

Processor; P4 2.8 GHz with 512 KB Cache, 800 Front Side Bus (FSB)
Memory: 512 MB DDR SDRAM

Hard Drive: 40 GB EIDE

Optical Drive: 48X DVD-CDRW Combo Drive

Floppy Drive: 1.44 MB 3.5"

Video: 64 MB, nVidia, GeForce 4MX

Audio Internal AC37 Audio {Sound Blaster Compatible)

LAN Card internal Intel Gigabit 10/ 100/ 1000

Speakers

Typical Intel Laptop, Approximately less than 2,000

Processor: 1.6 GHz

Memory: 512 MB SDRAM

Hard Drive: 40 GB

Optical Drive: 8X CD-RW / DVD-ROM

Fioppy Drive: USB External 1.44 MB 3.5°
Video: 14.1-inch Active Matrix TFT / 1024X768
Modem: Internal 56 Kbps with V.90 support
LAN Card: Internal 10/ 100 / 1000 Ethernet

Typical Apple MAC Desktop, Approximately less than 50

Apple Power Mac G4

Processor; 1.25 GHz PowerPC G4
Memory: 512 MB DDR333 SDRAM
Hard Drive: 80 GB Ultra ATA /66
Optical Drive: DVD-ROM / CD-RW
Video: ATl Radeon 9000 Pro

LAN Card: 10/ 100/ 1000 BASE-T

ER-05-PO-0908

Page - 103



Typical Apple PowerBook G4 Laptop, Approximately less than 25

Processor: 867 MHz with 1 MB L3 Backside Cache
Memory: 512 MB SDRAM

Hard Drive: 40 GB Ultra ATA

Optical Drive: DVD-ROM / CD-RW

Video: 15.2-inch Active Matrix / 1152X768

Modem: Internal 56 Kbps V.90

LAN Card: Internal 10 / 100 BASE-T Ethernet
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Appendix C: Software

Standard software offerings in use by employees of the ED community are grouped into three distinct
groups, Tier 1 is the standard ED software load, Tier 2 consists of any user with one or more of the Tier 2
Software and Tier 3 are any software not included within Tier 1 or 2. Software can be added, moved or
deleted io tiers at the beginning of each contract pericd (e.g., Base, Option or Award years).

Tier 1 — Standard Image Applications

Applications Included in the Standard Image
Acrobat Reader 5.0.5 dated 08/24/2001

1.
2. Adobe Acrobat Reader 5.0.5
3. Appropriate DVD and CD-burning

software as provided with the PC from

the manufacturer.
4. Citrix ICA 4.20.727

5. Dragon System NaturallySpeaking 5.0

and newer
6. EDCAPS Applications
a) Travel Manager

i. Gelco Travel Manager

ii. Travel Administration
b} Reports {Cognos Impromptu)
¢) Loans {Nortridge)
d) Grants & Payments
e) Finance & Budget

i. FMSS-OF

ii. OFA

_L(oga

11.
12.

13.
14.
15.
16,
17.

Tier 2 - Non-Standard, but Supported Software

Applications not Included in the Standard Image

1.  ACL Software

2. Adobe Acrobat 5.0

3 Adobe Acrobat 6.0

4, Adobe Capture 4.0

5. Adobe Design Collection 7

6. - Adobe Framemaker

7. Adobe lllustrator

8.  Adobe InDesign 2.0

9. Adobe Pagemaker 7.0

10. Adobe Pheotoshop 6.0

11.  Adobe Photoshop 7.0

12. Adobe Photoshop 7.0 Mac

13. Adobe Premiere

14.  Adobe Printshop 7.0

15.  AMD 2000

16. ATS 9.0c

17.  ATS Tracking Sysiem Concurrent
Usage

18.  Attachmate myEXTRA! 7.0

19.  AutoCad 2002

20.  AutoCad 2004

21. BCS9.0a

22. Brio Designer
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23.
24,
25.
26.
27.
28.
29.
30.
31.
32,
33.
34.
3s.
36.
37.
38.
39,
40.
41.
42.
43,
44,
45.

fy Contracts & Purchasing

{Cornprizon.Buy)
Freedom Scientific JAWS for Windows
4 xx and newer
Internet Explorer 6.0 SP1
MS Publisher 2002

. NexTalk f NTS, NXiI Communications

NTS 3.42 and newer

Norton AntiVirus Corporate Edition Ver,
76

Office 2000 SR-1a SP3 (Word, Excel,
PowerPoint, Access and Outlook)

Real Player 8 Intranet Edition

Windows 2000 Professional SP4
Windows Media Player 9

WinZip 7.0 SR-1

ZoomText Xtra Level 2 7.068 and newer

BRIO Insight 6.6.4 {not on |G server)
Broderbund Printshop Deluxe 6.0
Camtasla Studio

Card Scan

CCM

Check Free

CheckFree RECON-Plus 7.1
ClearEdits Software

Cognos

Contribute

CorelDraw 11

Correspondence

Crystai Decisions

- Crystal Decisions Info 7.5

Dragon Naturally Speaking

EDICS

Enfocus Pitstop Pro 6

eWebEditPro 2

Exceed

FASB Software

FOIA

FOLIO Builder 4.2{not on 1G server)
FOLIO Views 4.2 (not on IG server)



46. Fresbalance

47, Full Shot

48. GPAS

49, HEAT 6.4 (not on IG server)

50. Homesite

51. |AS

52. ICTS 9.0d

53. Idea Single User Full Addition

54. |Igrafix

55. Inspiration

56. Intelligent Consensus 2000 ver, 2.6 {not
on |G server)

§7.  Inventory 9.0a

58. LEO (FBI) Documentation

59. LOS7.00.02

80. Lotus Notes 1-2-3

61. Lotus Notes 4.6

62. Lotus Notes Developer

63. Macromedia Coldfusion

84. Macromedia Dreamweaver

65. Macromedia Dreamweaver Mac

66. Macromedia Fireworks

67. Macromedia Fireworks Mac

68. Macromedia Homesite

69. Monarch Pro 5.02 (not on I1G server)

70. MS FrontPage

71. MS Office Mac

72. MS Project Professional

73,  MS Project Standard

74. M3 Visio Pro

75.  MS Visio Standard

76. NONFED

77.  Norton Antivirus 9.0 Mac

Supported Server Software

Standard enterprise applications

1
2
3
4.
5,
6
7
8
S

Access 97 and 2000
Active Directory
C++

CheckFrea

COBOL / SPSS
ColdFusion 4.5
Delphi

Extra Attachmate
FoxPro

10. Hummingbird / TRIM

Tier 3 — Other Software

108.

1.
12.
13.
14,
15.
16.
17.
18.
19.

0IG Web Site

Omni-Page v. 11

Cmni-Page v. 12

Oros

Pell Grant MIS Reports

PEPS &

PuTTY 0.53b (not on |G server)
Qdesigner

Quark Express

Quicken Deiluxe 2004

Rational Software

Respond 3.50

RFFFlow v. 4

SAS System 8.02 (not on IG server)
Scansoft

Scansoft Omni Pro 12

Siebel Thin Client 5.6.0.18 (not on IG
server)

SPSS

SQL 7 Tools (not on IG server)
Survey Solutions

Survey Tracker

TeamMate

. TeamMate 2000 R6
. Teamsite

. Toadv. 7

. Toast 6.0 for Macs
. TRAINING

. TRAINS

. TTRS

. Visual C

WP Office 11

Lotus Notes

Oracle Enterprise Edition 8.0.5
Panagon

Ptech

SAS

SQL/US

Team Mate

Visual Basic

WinD8X

Tier 3 consists of all other software not covered in Tiers 1 or 2.
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Appendix D: Communications

ED's data communications network currently utilizes a design with these major components:

MAN. The DC metro area sites are connected via Verizon's ATM network with
Permanent Virtual Circuits (PVCs) connecting to the Headquarters Data Center
and UCP as communications hubs, with Sprint's network serving as a backup.

WAN. Nationwide sites are connected via Sprint's ATM network with PVCs
connecting to the Headquarters Data Center and DRF as communications hubs.
DRF also has a PVC direct to UCP.

OC3 Circuits. At the time of this writing, ED utilizes two (2) OC3 circuits (one
point-to-point POS and one shared ATM) to carry TCP / IP traffic between data
centers in HQ and DRF. The circuit is currently used for carrying TCP / IP based
data traffic. The circuit on each end is connected to a Cisco 7200 router using
an ATM interface.

Extranet. Various Extranet partners connect to ED via dedicated leased lines.
Leased lines connect to the Headquarters Data Center and, in some cases,
DRF,

Internet. The Headquarters Data Center and DRF each have a high speed
internet connection.

Modems. ED currently has approximately 200 analog voice lines within the
Centrex connected to analog modems, and 16 PRI lines outside of the Centrex
connected to digital modems and Cisco remote access servers. This equipment
supports TCP / IP based access from the local calling area.

Satellite Dowrlink Services. None aft this time.

The following diagram is a high-level representation of EDNet connectivity to the Headgquarters Data
Center, the DRF, and regional offices. Please note that regional office circuits are fractional DS-3's.
Primary client access to the proposed mass storage solution shall be via ATM WAN network to the
Headquarters Data Center during normal operation, and to DRF during DRF. Data replication traffic shall
be via dedicated OC-3 circuit from the Headguarters Data Center to DRF. Note that dedicated OC-3
circuit from the Headquarters Data Center to DRF while dedicated to the Department's traffic is not for
exclusive access of mass storage solution, and must share bandwidth with existing and future
applications, including but not limited to VolIP, Enterprise backups, Exchange, IPTV, Video conference,
client communications, administrative, and Internet access.

Exhibit 1: EDNet Connactivity
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Multimedia Information Technology Resources {(MMIS) Services

ED Video Teleconferencing (VTC) system provides real-time VTC capability among Headquarters and
regional offices. The teleconferencing facilities at each regional office can transmit and receive video,
audic, and graphics signals. The ED retwork {(EDNet), an integrated and centrally managed zall-digital
network, provides the connectivity between each facility. ED VTC sites operate as full-service, near full-
motion, digital VTC facilities. These facilities support simultangous video and audio communications to
provide for the interactive exchange of infoermation between persons at two or more locations.
Additionally, graphics, data, phone bridging, and other features may be supported. All features
implemented in the VTC facility shall interoperate with other VTC facilities.

At the time of this writing, the Video Operations Center (VOC) is located in the Headquarters region
(Washington, DC); however, there are plans to move it to the DRF location. The VOC does all the
scheduling for the ED VTC. The VOC is also responsible for the setup of each conference and the
maintenance of the OCIO-managed VTC systems. The operations personnel at the VOC contro! each
OCIO-managed VTC facility. The rooms are monitored and scheduled through the VOC. These rooms
are furnished with a 50-inch Plasma screen, Polycom (VTC equipment), and desktop computer with an
electronic whiteboard. These rooms support up to 12 personnel per site. The VOC remotely controls,
monitors, and operates each OCIQO-managed facllity. The VOC technicians are responsible for powering
up the system to full operational status and ensuring the security of the OCIO-managed facility.
Connectivity between various locations in the enterprise and the Media Center are throcugh the EDNet

infrastructure.
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Telemetry Control and Monitoring

ED's physical infrastructure also utilizes EDNet bandwidth for physical plant and security services,
utilizing a number of telemetry and control functions. Sensing and control devices, located in various
buildings throughout the enterprise provide the ability to:

* Monitor, regulate and control environmental services (e.g., temperature, lights)
« Monitor alarms and entries (e.g., UPS status, water alarms)

» Provide card key access entry protection

»  Security camera monitoring

Physical Infrastructure

The Department has installed a universal infrastructure to support its present and future communication
environment. This infrastructure is intended 1o support all forms of communications within buildings, and
between buildings. The principles used to design the infrastructure included: wire once, ability to use
today's and future electronics, each faceplate is independent of others, each building is independent of
others, container capacity is larger than initial needs. Owing to the Depariment's growth and the age of
some huildings, capacity of the infrastructure has been reached in certain physical locations, As
personnel move to new buildings, the infrastructure shall be updated as part of the budget and
implementation plan for the move. For those buildings that are not scheduled for physical moves,
infrastructure refresh shall be scheduled as funding becomes available.

IP Telephony and Video Broadcast Services

IP Telephony communications is provided to approximately 1,900 users in the Enterprise. Presently the
Department uses a combination of legacy twisted pair copper wire and EDNet infrastructure. Presently
the EDNet infrastructure uses a combination of twisted pair copper wire and multi-mode fiber-optic cable
as the voice communication medium.

In addition, ED has an on-premises CISCO Unity voice-mail system, connected via Cisco AVVID
infrastructure, with mailboxes hosted on Microsoft Exchange 5.5 {with Exchange 5.5 being migrated to
Exchange 2000 in 2004) and Exchange 2000, The voicemail systern makes voicemail available to
employees, on-site and off-site. It also implements a few automated attendant applications. This system
provides message-waiting notification through the telephone switch and/or e-mail netification for new
message(s). This AVVID implementation provides a unified messaging capability so that users can
retrieve voice mails (via wave files) through a Microsoft Qutlook interface.

Applications supporting IP Telephony and Video broadcast services include, but are not limited to:
- » Cisco ICD
«  Cisco Soft Phone
v« Cisco IPTV
« Real Server & Helix
»  Polycom Video stations
» Cisco Conference Connection
» [nformaCast
Non-IP based Telephony Services
The Telecommunications Services Group utilizes the GSA / FTS 2001 contract vehicle to include, but not

limited to, dedicated circuits {ATM, Frame Relay, OC3, DS3, PRI, and T1) using VBR and CBR traffic
shaping and {(Qo8) and analog and ISON voice terminals with Siemens-Xpressions PhoneMail System.
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Additionally, a telecommunication autormated tracking database is used for inventory tracking and
enhanced accountability of telecom assets. New telecommunication service offerings include Blackberry /
cellular phone units or equivalent.
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Appendix E: EDNet Backup Architecture

The current EDNet backup architecture is based on a two-master model deployed at both the
Headquarters main Data Center in Washington, DC and the DRF backup site in Kennesaw, GA.

The HQ site consists of:
« 1 Master Server
2 dedicated Media Servers in DC
1 dedicated Media Server in DRF for purposes of tape duplication
1 ADIC Scalar 1000 in DC containing:
- 121BM LTO tape drives
- 3 ADIC SNC3000 Storage Network Controllers
A portion of the Scalar 1000 in DRF consisting of.
- 4IBMLTO tape drives
- 1 ADIC SNC3000 Storage Network Controllers

The DRF site consists of:
* 1 Master Server
» 1 dedicated Media Server
= 1 ADIC Scalar Distributed Library Controller (to handle library partitioning}
» A portion of the DRF Scalar 1000 consisting of:
~ 10 1BM LTO tape drives
- 3 ADIC SNC3000 Storage Network Controllers

Robotic control of the Scalar 1000 physically located in DC is via a direct SCSI attachment from the
Master Server.

Robotic control of the Scalar 1000 physically located in the DRF is as foltows:
» Direct SCSI attachment from the SDLC Server to the Scalar 1000

»  SCS| attachment from the DRF Master Server to the SDLC Server to control the
DRF site portion of the scalar 1000

»  From the Media Server in DRF belonging to the HQ NBU site to the SDLC via IP
using Distributed AML Server (DAS) software for control of the HQ site portion of

the Scalar 1000

Communication betwean the Master and Media Servers and the tape drives is by means of Compag
Fibre Channel HBAs connected to the SNC3000 units via a Brocade SilkWorm 12000 SAN Switch in

each physical location.

The component breakdown of NetBackup infrastructure is:
= Veritas NetBackup Data Center 4.5
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* NDMP available

» Shared Storage option

» Library based tape drive option

»  Vault option

»  Advanced Reporter option

= Global Data Manager option

» MS Exchange agents

* MS SQL Server agents

* QOpen Transaction Manager

* Inline Tape Copy option

» ADIC Scalar 1000 one each at the Headquarters Data Center and DRF
»  Multiple SNC 3000s at each site

= Scalar Distributed Library Controller, only in DRF
«  Scalar robot is direct SCSI attached

* |IBMLTO tape drives firmware 25D4
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Exhibit 2; ED Overall NetBackup Logical Architecture
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Exhiblt 3: ED HQ NetBackup Architecture
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Exhibit 4: ED DRF NetBackup Architecture
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Appendix F: Detailed Work Descriptions

Category B Tasks

Projects

Task Area Provides Project services for ITD.

Desired Qutcome: To provide quality IT projects for the Department of Education organizations by
providing effective, best practice project management support for the successful implementation of
projects, products, services and features on to EDNet and in compliance with ED's Enterprise
Architecture. The primary goal is to provide base-level improvement in project completion against
schedule and budget estimates, while delivering the expected functionality with world-class quality.

Description of Services: Provide PMI or equivalently certified’ experienced project managers and
subject matter experts {SME) who follow and implement “best praclice” project management
methodolegies, along with the various security and configuration controls of EDNet, help to insure that
applications, systems and emerging technologies meet certification and accreditation standards of, but
not limited to the U.S. Office of Management & Budget (OMB 130), National Institutes of Standards and
Technologies (NIST), Clinger-Cohen Act, FISMA, GPRA, FAR, and Privacy Act, for an as needed number
of ITD defined projects per year. EDNet support includes operating all network systems including more
than 100 major and nearly 300 standard network applications, integrating new applications as identified
by business owners, and integrating as many as approximately 100 new and upgraded applications
annually. Steady state for new and upgrade projects is approximately 50 projects at any one given time,
Resqurces required shalf be used at ED’s discretion in executing ITD's Product Development Process
outlined in Section |, Introduction. Meost projects shall occur within the Washington DC area, See
Appendix A for a detailed list of Washington DC area locations.

The contractor shall provide SMEs in a variety of technical and business fields, including, but not limited
to, technical architecture (e.g., network, web, database, application development, eic.), product experts,
programmers conversant in the most current computer languages, network engineering, IT investment
management, business case development, portfolio management, technolegy market analysis, OGMB 300
development, etc. The contractor shall assign resources to work within ED's Preduct Development
Process and provide personnel with demonstratable skills, competence and experience necessary for a
CMMI Level 3 process environment.

The contractor shall provide recommendations to FTE management regarding the deployment, use and
security issues surrounding the use of emerging technologies, products and services; assisting in the
analysis and selection of vendor-pravided products and services. The contractor shall provide internal
communications planning services, including but not limited to, presentations, statistics, business cases,
business raquirements, technical reports, and white papers in support of the ITD mission. The contractor
shall assist FTE management in the proper budgeting and financial management of ITD programs and
projects; assist in the development of bills and materials; develop third-party Statement of Work (SOW)
and Memoranda of Understanding {MOU) documents, as needed. The contractor shall identify, plan and
execute a project so that the systems and documentation that result from following the Systems
Development Life Cycle (SDLC) demonstrate confarmance with both departmental and federal standards
for the management planning, tracking and controlling of projects and tasks.

The contractor shall provide an integrated project solution, provision SMEs appropriate for each project,
take ownership of problems from identification to solution / resolution, and manage all projects to scope,
schedule and budget.

' Equivalently Certified is defined by OMB as “Experienced managing projects of similar size and scope,
within ten (10) percent of haseline cost, schedule and performance goals, as the project to which
currently assigned OR a government project management certification or a commercial certification such
as the Project management Institute (PMI), AND dedicated to the project or program on a full-time basis.”
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Some example projects include major moves (100 regional staff from onea building to another), or an
enterprise software upgrade from one version to the latest version (i.e., Exchange 2000 to Exchange

2003).

The contractor shall provide a draft project plan that shall include details on cost, schedule, and scope
within ten (10) business days of task issuance.

Estimated Workload: This work currently requires approximately 36,000 hours per year‘z.

Performance Requirements Summary:

Project Management

Manage projects to ensure they are within scope, budget and on schedule.
Manage projects using OMB's earned value discipline*’.

Provide master scheduling capabilities to rollup projects for a resource
allocation and alerts.

Provide SMEs as appropriate throughout the life of the project.
Provide risk / issue / action item tracking and management.

“subject to change.
*3 See OMB, ANSI/EIA-748-A, Planning, Budgeting, Acquisition and Management of Capital Assets.
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Category C Tasks

Management Services: Program Management

Task Area Provides overail Program Management sesvices for [TD,

Desired Qutcome: To ensure that all work performed is successful in achiaving the task’s purpose,
goals and objectives: on schedule, within budget, thoroughly documented, and in accordance with
performance specifications, requirements and standards; coordinated with other tasks; integrated with
other tasks performed under this contract; integrated with efforts outside of this conract but related to
ED's IT service delivery infrastructure; and consistent with ED's strategic goals, objectives and mission.

If a team of contractors is awarded this contract, the team-lead contractor shall be responsible for
ensuring that successful program management is achieved for this contract. Therefore, the team-lead
cantractar shall be ultimately responsible for ensuring that the purpose, goals, objectives, requirements
and service standards of the task are achieved. The contractor shall receive the Contracting Officer's
approval prior to subcontracting or "teaming” any portion of the contract to another contractor.

Description of Services: Provide qualified and experienced staff who follow, implement and support
“best practice” program management methodologies. Program management includes overall
management, measurements, dashboard development and maintenance, staffing, planning, accounting,
budgeting, tracking, and reporting for the entire EDNet contract. This office shall interact with focal points
across service areas.

The Contractor shall provide internal communications planning services, presentations, statistics,
business cases, business requirements, technical reports, and white papers in support of the mission.
The Contractor shall assist FTE management in the proper budgeting and financial management of
projects and programs,; assist in the development of bills of materials, develop third-parly Statement of
Work (SOW) and Mermoranda of Understanding {(MOU) documents, as needed. The contractor shall
identify, plan and execute a program so that the systems and documentation that result from following the
Systems Development Life Cycle (SDLC} or Product Development Pracess (PDP) demonstrate
conformance with all relevant departrmental and federal standards for the management planning, tracking
and controlling of programs and tasks.

The contractor shall provide a draft Program Management project plan that shall include details on cost,
schedule, and scope within ten (10) business days of task issuance. The plan will address all elements
contained in the QASP for EDNet management, and shall include:

- Asingle Program Manager (PM) to manage the entire task effort

- Project managers across each service area who shall work with the PM to provide
management and direction in accordance with ED guidance for services provided under
all three categories of work

- PM and Project Manager roles and responsibilities

- Transition Management including Contract Phase-In and Phase-Out Plans

- Staffing management to include security processing

- Quality control

- Performance management and surveillance including SLA metrics, reporting,
development of management dashboard, ongoing quality process, and content measure
evaluation

- Financial management, Total Cost of Ownership, qualitative benefits, reporting and price
performance support

- Budgeting suppeort to include budget formulation, funding requirements and projections,
monitoring, reporting and tracking expenditures

- Cost benefit analysis support

- Customer satisfaction surveys
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- Information Technology Investment Management support

- Planning support

- Administrative support for precurement, staffing and other business related functions.
Document managemant and maintenance (standards, policies, proceduras, and
operations guides) support

- Risk management

- Logistics support

- Meeting support

- Program documentation support

- Reports, oral presentations and other deliverables

Estimated Workload: This work currently requires betwaen 10 to 12 FTEs per year.

Parformance Requirements Summary:

Program Management:
The contractor shail:

= Provide overall contract, program management, staffing support, planning
suppeort, quality control support, performance surveillance support, budgeting
support, analysis support, performance monitoring and metrics, reporting,
administrative suppor, logistics support, meeting support, standards
development and support, documentation, reports and other deliverables.

= Manage projects using OMB's earned value discipline®.
* Provide ongoing support for overall contract management and reporting.

* Ibid.
ED-05-P0-0908
Page - 119



Management Services: Ongolng Project Management

Task Area Provides ongoing Project Management support services for (TD.

Desired Outcome: To provide quality ongoing [T project management support for the Department of
Education organizations by providing effective, best practice project management support for the
successful implementation of products, services and features on to EDNet. The primary goal is to provide
hase-level support in project completion against schedule and budget estimates, while delivering the
expected functionality with world-class quality.

Deascription of Services: Prowde quatified and experienced project management support personnel and
FMI or equivalently certifi ed* project managers, as needed, who follow andg implement "best practice”
project management methadologies, along with the various security and configuration controls of EDNet,
help to insure that applications, systems and emerging technologies meet certification and accreditation
standards of, but not limited to the U.S. Office of Management & Budget (OMB 130}, National Institutes of
Standards and Technologies (NIST), Clinger-Cohen Act, FISMA, GPRA, FAR, and Privacy Act. The
Contractor shall provide recormmendations to FTE management regarding the deployment, use and
security issues surrounding the use of ernerging technologies, products and services, assisting in the
analysis and selection of vendor-provided products and services. The Contractor shall provide intemal
communications planning services, including but not limited to, presentations, statistics, business cases,
business requirements, technical reports, and white papers in support of the ITD mission. The Contractor
shall assist FTE management in the proper budgeting and financial management of ITD programs and
projects; assist in the development of bills of materials; develop third-party Statement of Work (SOW) and
Memoranda of Understanding (MOU) documents, as needed. The contractor shall identify, plan and
execute a project so that the systems and documentation that result from following the Systems
Development Life Cycle (SDLC) demonstrate conformance with both departmental and federal standards
for the management pianning, tracking and controlling of projects and lasks.

The contractor shall provide a draft project plan that shall include details on cost, schedule, and scope
within ten (10) business days of task issuance.

Estimated Workload: This work currently requires between 2 to 4 FTEs per year,

Performance Requirements Summary:

Project Management

»  Support the management of projects to ensure they are within scope, budget
and on schedule.

* Provide master scheduling services for all projects, allowing for the rollup of
projects for a resource allocation and alerts.

« Manage projects using OMB's earned value discipline®

* Provide ongoing support for risk / issue / action project tracking and
management.

** Equivalently Certified is defined by OMB as “Experienced managing projects of similar size and scope,
within ten {10) percent of baseline cost, schedule and performance goals, as the project to which
currently assigned OR a government project management certification or a commercial certification such
as the Project management Institute {PMI}, AND dedicated to the project or program on a full-time basis."
% See OMB OMB, ANSI/EIA-748-A, Planning, Budgeting, Acquisition and Management of Capital Assets.
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Management Services: Product Assurance

Task Area Provide Product Assurance services for ITD.

Desired Outcome: To provide product assurance functions to ensure that projects are managed within
scope, budget and schedule. Level of quality and customer satisfaction is commensurate with the
constraints of budget and schedule

Description of Services: To provide independent review and testing of work products, provide process
audits to ensure processes and procedures are being followed and providing recormmendations with the
audit resuits. Perform data collection and analysis of that data to provide information on performance
measurements and metrics and provide recommendations for improvements. The Centractor shali be fully
aware of existing and proposed federal regulations and industry best practices including, but not limited
to, Clinger-Cohen Act, FISMA, NIST, OMB Circular A-130, GPRA, FAR, and Privacy Act. The Contractor
shall provide recommendations to FTE management regarding the deployment, use and security issues
surrounding the use of emerging technologies, products and services and assist in the analysis and
selection of vendor-provided products and services. The Contractor shall provide internal
communigations planning services, including but not limited to, presentations, statistics, business cases,
business requirements, technical reports, and white papers in support of the Product Assurance mission.
Assist in performing and analyzing process audits, creating and publishing online content for the
employee Intranet and print-based material such as a departmental directives, user guides, administration
manuals, standard operating procedures, quick reference cards, handouts, and training material. The
Contractor shall assist FTE management in the proper budgeting and financial management of Product
Assurance programs and projects; assist in the development of bills of material, develop third-party
Statement of Work (SOW) and Memoranda of Understanding (MOU) documents, as needed.

The contractor shall provide a draft project plar that shall include details on cost, schedule, and scope within ten
(10) business days of task issuance.

Estimated Workload: This work currently requires between 2 to 4 FTEs per year.

Performance Requirements Summary:

Independent Review & Testing

= Exam work products to verify compliance with established plans, standards
and procedures

= Conduct system testing to ensure requirements are met and system
performs in accordance with specifications

» Process Validation

= Systems Development Life Cycle (SDLC), Standard Operating Procedures
(SOPs), testing processes being followed

= Audits & Assessment

Improvement Analysis
o Data collection and analysis of service metrics

o Recommendations for long term improvements
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Network Services: Server Operations

Task Area: Develops Plans and Programs for the Operation, Maintenance, and Enhancement of Server
operations, intranet and extranet administration.

Desired Outcomae: The Server Operations (SO) division shall develop plans, directives, policies and
procedures in support of the efficient use and management of server operations, Database
Administration, Customer Applications, Security, Change Management and Disaster Recovery resources,
including a full range of server, network and massaging recovery services, facilities, and equipment for
any part of Server Operations not captured within the firm fixed price portion of the contract.

Description of Services: The Contractor shall provide business process and analysis, project
management, financial management and administration support, and policy and planning services in
support of management and use of SO resources. The Contractor shall be fully aware of existing and
proposed federal regulations 2nd industry best practices inciuding, but not limited to, Clinger-Cohen Act,
FISMA, NIST, OMB Circular A-130, GPRA, FAR, and Privacy Act. The Contractor shall provide
recommendations to FTE management regarding the deployment, use and security issues surrounding
the use of emerging technologies, products and services, assisting in the analysis and selection of
vendor-provided products and services. The Contractor shall provide internal communications planning
services, including but not limited to, presentations, statistics, business case, business reguirements,
technical reports, and white papers in support of the SO mission. The contractor shall assist in analyzing
customer satisfaction surveys, and create and publish online content for the employee intranet and print-
based material such as a departmental directives, user guides, administration manuals, standard
operating procedures, quick reference cards, handouts, and training material. The Contractor shall assist
FTE management in the proper budgeting and financial management of SO programs and projects; assist
in the development of biils of material; develop third-party Statement of Work (SOW) and Memoranda of
Understanding {MOU) documents, as needed.

The contractor shall provide a draft project plan that shall include details on cost, schedule, and scope
within ten (10) business days of task issuance.

Estimated Workload: This work currently requires 32 to 34 FTEs 2 year” .

Performance Requiremenis Summary:

Server Operations

* Provide database administration and general administrative support on
SQL server, Oracle, Hummingbird, Project server and Lotus Notes
applications throughout the Department. This includes Monitoring of
ORACLE datahases, Monitoring of SQL Databases, Insure all scheduled
jobs have completed successfully, Stay current with available Security
Patches and fixing vulnerabilities, Work with other Server operation teams to
optimize their application databases. Provide support to helpdesk
technicians on Custom Application Errors.

* Provide ad hoc custom application support to customers on specialize
applications, including programming and limited time database admin
support per request. Also assist and familiarize ED developers with
standards and best practices in the Department.

7 Includes FTEs associated with National Center for Education Statistics {NCES).
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= Support the Department's mission critical Security Operations
component by providing technical expertise in the use of intrusion detection
& prevention systems (e.g. Entercept and CISCO IDS) integrated with Net
Forensics Security Information Management Console to monitor firewall
activities, router ACL violations, enterprise anti-virus alerts and emerging
internet threats. Ensure that EDNet continues to operate in a safe
computing environment by following published Incident Handling Response
Standard Operating Procedures (SOPs). The contractor shall be responsible
for vulnerability scanning and associated activities. This expertise is to be
utilized in daily operations support of the local facility, production
infrastructure and to restore infrastructure operational capabilities during
disaster recovery efforts and simulations drills.

=  Provide support for the evolution, development, and maintenance of
Intrusion Detection Surveillance (IDS) products and services. The
Contractor shall have responsibility that the 1DS systems are managed and
controlled in accordance with approved policies, standards and procedures.
The Contractor shall ensure that changes to the production system’s
infrastructure are applied with proper planning, testing and notification and
that negative impacts to the customer or the production environment are
minimized as a result of changes to the system.

Disaster Recovery

= Network — The Contractor shall support the Department's mission critical
networking component by providing technical expertise in the Cisco, Cisco
VolP, Cisco ACS, Cisco PIX, Cisco VPN, Symantec SEF, Microsoft DNS
services, Solaris DJBDNS, MRTG, CA Unicenter and Windows 2000
infrastructure. This expertise is to be utilized in daily operations support of
the local facility, in support of the production infrastructure and to restore
connectivity during disaster recovery efforts and simulation drills.

» Servers — The Contractor shall support the Department's mission critical
server operations component by providing technical expertise in the
Microsoft Windows and Sun Solaris infrastructure. This expertise is to be
utilized in daily operations support of the local facility, in support of the
production infrastructure and to restore infrastructure operational capabilities
during disaster recovery efforts and simulation drills.

Change Management

* Provide continuous support of systems operation to including
development and maintenance of all Standard Operating Procedures
{SOPs) in support of the EDNet system, development and maintenance of
all Memorandums of Understanding (MOUs) between the EDNet owners
and Principal Office systems housed on the network, maintain expert
knowledge of the Federal Information Security Management Act (FISMA)
and all applicable security regulations to include ED security training, NIST
guidance and OMB A-130, maintain and complete the annual NIST self-
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evaluation, serve as the EDNet librarian of all SOPs for all tearns that
support EDNet, ensure that SOPs, plans, and related documentation are in
compliance with FISMA, and monitor all EDNet teams for such compliance.

Provide Configuration Management Plan support, by being responsible
for change management to include running the Change Control Review
Board, the CCRB tracking system, attending all Technical Review Boards
(TRBs) and Security Review Board (SRB) mesetings to ensure proper
integration of all of the review boards as well as ensuring continued
compliance with FISMA requirements, and specifically Certification &
Accreditation compliance. The CM team shall also be responsible for
administering and record keeping of all Technical Review Boards to inciude
ensuring compliance with the TRB process, and shall assist EDNet staff and
Program Office Coordinators in aligning with those processes.

Maintenance of the system’s baseline configuration capture and
documentation, provide analysis and consultation ensuring the configuration
compliance against the baseline continues to be maintained, and performing
Configuration Identification, Configuration Change Control, Configuration
Status Accounting, and CM Audits.

Provide and maintain Change Control, Documentation and NIST /
FISMA / C&A Compliance.

National Center for Educational Statistics (NCES) Support

The Offeror shall support NCES™ mission critical server operations components by providing technical
expertise in the Microsoft Windows, Linux, and F5 BiglP infrastructure. This expertise shall be utilized in
daily operations support of the local facility, in support of the production infrastructure and to restore
infrastructure operational capabilities during disaster recovery efforts and simulation drills.

Provide database maintenance and administration of Microsoft SQL
system including monitoring and maintenance of SQL Databases that are
used with the NCES Web Site. Insure all scheduled jobs have completed
successfully. Maintain SQL backups. Stay current with available Security
Patches and vulnerability patching.

Provide Server and Microsoft lIS support, including monitoring and
maintenance of |IS servers that compose the NCES Web Site. Insure all
scheduled jobs have completed successfully, stay current with available
Security Patches and fixing vulnerabilities. Configure and maintain NCES'
Compagq Storage Area Network {(SAN). Configure and maintain F5 BiglP
load balancers and Linux |IDS server. Configure and maintain NCES’
backup system. Administer various other applications such as WebTrends,
Verity UltraSeek, IPCheck, SNORT, Microsoft Site Server, Microsoft SQL
2000, ESRI GIS Mapping System, and other systems as needed.

Provide ad hoc custom application support to outside developers on
specialized applications, including programming and limited time database
admin support per request. Also assist and familiarize developers with ED
and NCES' standards and best practices.
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* Support the Department's mission critical Security Operations. Work
with other Server Operations Teams to insure that all systems are in
compliance with ED standards (e.g., up to date on security patches, run
periodic scans to determine if any vuinerabilities exist, etc.).

* Provide Web development and programming support, including new
applications as well as maintaining legacy applications using VBScript,
JavaScript, HTML, ASP, and Style Sheets. Provide video editing as well as
web based video presentation. Develop multimedia applications using
Macromedia Flash. Design web graphics using Adobe Photoshop and
lllustrator. Create animations using Cinema 4D. Provide support for the
NCES Graphing tool.

* Provide design for new systems, applications, and databases as
required.

= Act as point of contact for other developers working with NCES.
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Network Services: Converged Communications and Networking

Task Area; Develops Plans and Programs for the Operation, Maintenance, and Enhancemeant of
Converged Communications and Networking.

Desired Cutcome: The Converged Communications and Netwarking (CCN) division shall deveiop plans,
directives, policies and procedures in support of the sfficient use and managament of network,
telecommunications, and multimedia resources, including a full range of voice, video and data services,
facilittes, and equipment, including Smartnet equipment,

Description of Services: The Contractor shall provide business process and analysis, project
management, financial management, administration support, and policy and planning services in support
of management and use of telecommunications resources, to include, but not limited to a full range of
voice, video and data communications. The Contractor shall be fully aware of existing and proposed
federal regulations and industry best practices including, but not limited to, Clinger-Cohen Act, FISMA,
NIST, CMB Circular A-130, GPRA, FAR, and Privacy Act. The Coniractor shall provide
recommendations to FTE management regarding the deployment, use and security issues surrounding
the use of emerging technologies, products and services; assisting in the analysis and selection of
vendor-provided products and services. The Contractor shall provide internal communications planning
services, including but net limited to, presentations, statistics, business cases, business requirements,
technical reports, and white papers in support of the CCN mission. Assist in developing and analyzing
customer satisfaction surveys, and creating and publishing online content for the employee Intranet and
print-based material such as a departmental directives, user guides, administration manuals, standard
operating procedures, quick reference cards, handouts, and training material. The Contractor shall assist
FTE management in the proper budgeting and financial management of CCN programs and projects;
assist in the development of bills of material; develop third-party Staternent of Work (SOW) and
Memoranda of Understanding (MOQU) documents, as needed.

The contractor shall provide a draft project plan that shall include details on cost, schedule, and scope
within ten (10} business days of task issuance.

Estimated Workload: This work currently requires 24 to 26 FTEs a year.

Performance Reguirements Summary:

OCIO Converged Communications and Networking consists of three major groups that provide
operations, maintenance and customer support services {o ED employees and staff throughout
headquarters and regional office locations.

Network Services

The Network Services Group supervises, monitors, and maintains the U.S. Department of
Educaticn Service Delivery Infrastructure Network (EDNet) to deliver a full range of voice, video,
ard data communications solutions and services, including Smartnet. The Network Control
Center {NCC) is the fecal point for network troubleshooting; firewall, router, switch and network
device management; IP telephony and unified messaging; performance monitoring; and
coordination with affiliated networks. NCC technicians perform Helpdesk {Tier 2 and 3) customer
service and provide access control and information security support services.

* Provide Network Monitoring Services through the continucus
monitoring of network availability and services. The Confractor shall
provide network-monitoring services to include, but not limited to,
responding to and remedying network alerts, monitoring network traffic,
publishing usage reports, coordinating circuit outages and installations,
etc.
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»  Provide Network Configuration Management Services by maintaining
the identification, dbcumentation, and reports for network elements and
appliances, including their versions, constituent components and
relationships for EDNet network hardware, network management software
and associated documentation. The Contractor shall provide network
configuration management services to include, but not limited to,
maintaining IP schema database, maintaining router access control listing
(ACL), etc.

= Provide [P Telephony Services by providing operations and
maintenance services to include, but not limited to, operations and
maintenance of the IP telephony system, IP-based Private Branch
Exchange (IP PBX) hardware equipment, software applications and
services, including features, such as advanced call routing, voice mail,
contact centers, etc., that can be utilized. The Contractor shall deploy
and maintain the call routing and dial plans for Cisco IP phone solutions
that utilize advanced call routing, voice mail, contact centers, etc. The
Contractor shall seek to leverage audio and video conferencing solutions
that help the agency increase productivity and business communications
by employing the latest advances in computer networking and muitimedia.
The Contractor shall deploy IP phone solutions are standards-based,
including protocols such as H.323, MGCP, and employ the appropriate
bandwidth and traffic shaping through Quality of Service (QoS} to provide
high-quality voice transmission. The Contractor shall develop processes,
plans, and procedures and create associated documentation to support
the proper operation, maintenance and security of the system(s).

= Provide Integrated Call Distribution Services by providing operations
and maintenance services to include, but not limited to, operations and
maintenance of the Cisco Integrated Call Distribution (ICD) system
hardware, software applications and services, including features, such as
the customer response applications (CRA) editor, Interactive Voice
Response (IVR), Auto Attendant (AA), historical reporting and recording
session services. The Contractor shall develop and maintain ICD scripts
based on individual customer requirements that offer increased
productivity and customer service. The Contractor shall create and
maintain VoiceXML applications that leverage speech recognition
technology to support end-user regquirements. The Contractor shall be
equipped to handle standard and advanced troubleshooting tasks. The
Contractor shall develop processes, plans, and procedures and create
associated documentation to support the proper operation, maintenance
and security of the system(s).

= Provide Unified Messaging Services by providing operations and
maintenance services to include, but not limited to, operations and
maintenance of the Cisco Unity unified messaging system hardware,
software applications and services, including integration with Microsoft
Exchange. The Contractor shall develop and maintain user profiles and
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access control for phone and web-based applications such as Unity
ActiveAssistant. The Contractor shall provide Tier 1 (customer service),
including answering frequently asked questions, training end-users,
Helpdesk and other network services group personnel on the capabilities
and functionality of the system. The Contractor shall develop and
maintain user profiles based on individual customer requirements that
offer increased productivity and customer service. The Contractor shall
be equipped to handie standard and advanced troubleshooting tasks.
The Contractor shall develop processes, plans, and procedures and
create associated documentation to support the proper operation,
maintenance and security of the system(s).

Telecommunications Services
* The Telecommunications Services Group:

= Centrally manages the acquisition of telecommunications
resources, including equipment, facilities and services to ensure
that these resources are acquired in a manner that is most
effective for the government.

* Maintains accurate billing and accountability of telecommunications
resources, including circuit-switched and dedicated data circuits,
local and long distance services, voicemail platforms, audio and
data conferencing solutions, calling card, pagers, cell phones and
wireless handhelds. Designs, installs, maintains and repairs
telecommunications equipment and services or coordinates these
services.

» Compiles statistics and prepares necessary system reports and
forms. Maintains system administration of the
Telecommunications Automated Tracking System (TATS), which is
used to request, approve, order receive and issue telecom
resources and serves as a robust reporting tool.

» Coordinates agency use and support of national security and
emergency preparedness (NS / EP) telephone networks and
services.

» Provides Helpdesk (Tier 2 and 3) customer service support.

» Ccordinates contracts and maintenance level agreements with the
GS8A Federal Technology Services (FTS) Division and the
telecommunications service providers.

* Provide Telecommunications Processing Services by responding
quickly and accurately to requests for telecommunications services
submitted from each Principal Office. The Contractor shall provide order
processing services to include, but not limited to, reviewing requests
submitted by authorized Principal Office personnel for telephone / fax
services, voicemail services, wireless services, efc.
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* Provide Telecommunications Billing and Inventory Services by
maintaining an accurate inventory and billing records for all
telecommunications resources {i.e., equipment, facilities and services).
The Contractor shall provide inventory management and billing services
to include, but not limited to, maintaining an accurate and complete record
of all telecommunications assets billed to the agency; reconcile billing
statements from vendor-supplied documentation and electronic files,
monitoring system traffic, etc.

* Provide Telecommunications Programming and Database
Management Services by maintaining assist FTE telecom staff with the
identify, planning, testing, executing, controlling and closing of the
functionality and enhancements to the agency's Telecommunications
Autornated Tracking System (TATS) application. The Contractor shall
provide support services to include, but not limited to, maintaining integrity
of the TATS program application layer and database layer;, develop
business requirements and associated documentation to support the
development of enhancements to system functionality; develop test plans
and associated test scripts; etc.

* Provide Analog / ISDN Voicemail Services by maintaining reliable and
secure voicemail platforms for headquarters and regional office locations.
The Contractor shall provide voicemail administration services to include,
but not limited to, maintaining access control, responding to and
remedying system alerts, monitoring system traffic and load, publishing
usage reports, coordinating voicemail outages and installations,
performing user problem troubleshooting, etc.

* Provide GSA FTS Contract Transition Services by developing and
execute a project plan to ensure a smooth transition from the GSA
FTS2001 contract vehicle to the GSA FTS Networx contract vehicle, The
Contractor shall assist FTE telecom staff in developing a transition plan to
ensure the smooth and orderly transition from the General Services
Administration (GSA) Federal Telecommunications System (FTS) 2001
contract vehicle to the FTS Networx contract vehicle in support of a full
range of voice, video and data communications services.

Multimedla Services Group
The Multimedla Services Group operates and maintains the Department's audio-visual

equipment, rmost notably the 57 custom room and Video Teleconferencing Center (VTC) systems
throughout headquarters and regional offices. Additionally, remotely manages the regional VTC
facilities to include security, orientation, and provide Helpdesk (Tier 1, 2 and 3) customer service
support and reservations for VTC resources. Maintains the accountability of multimedia
resources, including ad-hoc voice mail delivery system for the Office of the Secretary,
implementation of IP / TV for the enterprise, ISDN circuit-switched network for VTC, Designs,
installs, maintains audio-visual and VTC equipment and services. Support for audio-visual
production and equipment for the EDNet network and other non-EDNet systemns, including the
Secretary's conference room and auditorium facllities. Performs standard and advanced
troubleshooting and calibration. Develops closed captioning for video communications in
compliance with Section 508 Accessibility standards. Supports the cable television and satsllite
television services and head-end equipment.
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* Provide Audio-Visual Support Services by providing services, including
but not limited to: video production services and audio visual support for
the agency, handle audiovisual and communication equipment repairs for
educational activities and special events located throughout agency
buildings in greater Washington, DC area. The Contractor shall provide
support services to assist in the design, installation, testing, operations
and maintenance of agency audio-visual equipment and facilities as
needed. The Contractor shall perform video production and editing,
including open and closed-captioning, of content used for such services
as online learning, training films, and executive-level broadcast
messages. The Contractor shall develop processes, plans, and
procedures and create associated documentation to support the proper
operation, maintenance and security of the system(s).

* Provide Video Teleconferencing (VTC) Services by providing design,
installation, testing, operations and maintain a full range of video
teleconferencing products and services that increase business
communications and reduce unnecessary travel costs as needed. The
Contractor shall maintain and optimize the current architecture to support
video teleconferencing and recommend new and aiternate solutions that
maximizes the benefits of converged video, data and audio conferencing
for users. The Contractor shall provide primary customer support (i.e.,
Helpdesk) services to handle requests and schedule the bridging of
multipoint VTC sessions across the enterprise and cutside the enterprise
to “off-net” VTC endpoints. The Contractor shall provide standard and
advanced troubleshooting of VTC equipment and serve as a liaison with
product vendors, such as Polycom. The Contractor shall provide services
to schedule and install desktop video conferencing systems with the end-
users across multiple Washington, DC area locations and coordinate the
deployment of these services remotely with technicians to regional office
locations, The Contractor shall develop processes, plans, and procedures
and create associated documentation to support the proper operation,
maintenance and security of the system(s).

* Provide Cable Television (CATV) Services by providing design,
installation, testing, operation and maintain equipment, facilities and
services that support cable television (CATV) and |P-based television (IP /
TV} services (or video telephony) to multiple locations throughout the
Washington, DC area and regional office locations as needed. The
Contractor shall provide standard and advanced troubleshooting of Cisco
video broadcast over IP (IP / TV) equipment, maintain archived content
on servers, and develop and maintain the ability to provide video on
demand (VOD) services. The Contractor shall develop associated
standard operating procedures to support the proper operation,
maintenance and security of the system(s).
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Network Services: Engineering

Task Area Provide Engineering services for ITD.

Desired Qutcoma: Provide ongoing Engineering support including writing, enterprise
architecture and technical reviews.

Description of Services: The Engineering division shall develop and maintain plans, directives, policies
and procedures in support of the efficient use and management of enterprise network research,
development and engineering. The Contractor shall be fully aware of existing and proposed federal
regulations and industry best practices including, but not limited to, Clinger-Cohen Act, FISMA, NIST,
OMB Circular A-130, GPRA, FAR, and Privacy Act. The Contractor shall provide recommendations to
FTE management regarding the deployment, use and security issues surrounding the use of emerging
technologies, products and services, and assisting in the analysis and selection of vendor-provided
products and services. The Contractor shall provide internal communications planning services, including
but not limited to, presentations, stalistics, business cases, business requirements, technical reports, and
white papers in support of the Engineering mission. Assist in developing and analyzing customer
satisfaction surveys, and creating and publishing online content for the employee Intranet and print-based
material such as a departmental directives, user guides, administration manuals, standard operating
procedures, quick reference cards, handouts, and training material. The Contractor shall assist FTE
management in the proper budgeting and financial management of Engineering programs and projects;
assist in the development of bills of materials; develop third-party Statement of Work (SOW) and
Memeranda of Understanding (MOU) documents, as needed.

The Conftractor shall provide resources to occasionalty perform rapid application development*® and
development of prototypes using the SDLC process.

The contractor shall provide a draft project plan that shall include details on cost, schedule,
and scope within ten (10) business days of task issuance.

Estimated Workload: This work currently requires between 8 to 10 FTEs a year.

Performanca Requirements Summary:
»  Technical Writing
* Development Lab Technician
» Development Lab Manager
= Technical Enterprise Architect
» Technical Review Administration
« Assistive Technology Engineering (testing, compliance, etc.)

*® The Rapid Application Development (RAD) methodology was developed in response o the need for
quickly delivering systems. An application development approach includes small teams {generally 2 - 6
developers) using joint application development (JAD} and iterative-prototyping technlques to construct
interactive systems of low to medium complexity within short time frames (generally 60 fo 120 days).
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Clearing House Services: Enterprise Lifecycle Management Support (ELMst)
Clearinghouse

Task Area Provide Enterprise Lifecycle Management Support (ELMst) Clearinghouse services for ITD.

Desired Qutcome: The Enterprise Lifecycle Management Support (ELMst) Clearinghouse shall devetop
plans, directives, polices and procedures to facilitate the Department’s surplus [T equipment for disposal
or disbursement to schools of technology equipment and disbursement of IT equipment meeting the
minimum EDNet specifications for the ED’s PCs R Us Program*.

Dascription of Services: The contractor shall provide program and project management, administrative
support, and documentation development in support of business processes that represent a systematic
approach to effectively manage the disposal and dishursements of IT equipmert to schools and
disbursement of IT equipment meeting the minimum EDNet specifications for the Depariment of
Educatiort's PCs R Us.

The contractor shall provide a draft project plan that shall include details on cost, schedute, and scope
within ten (10) business days of task issuance.

Estimated Workload: This work currently requires between 3 to 5 FTEs per year.
Performance Requirements Summary:
The Contractor shall:

« Operate and manage a central processing and secure storage facility surplus IT
equipment.

* Be held accountable for all IT assets and participate in the annual physical
inventory and reconciliation process.

* Provide regional surplus inventory management following the department
guidelines for surplus / disposal of IT assets.

* Coordinate DOA replacements for the first 30-days of receipt.

» Evaluate IT Equipment (desktops, laptops, monitors, and printers for
redeployment via the Department's "PCs R US Program.

= |[nstall and test the EDNet standard configuration for all desktops identified for
PCs R Us.

* PCs R Us is an ED Program that reuses ED surplus IT equipment that meets EDNet's minimum
technical specifications.
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Appendix G: Roles & Responsibillties
This section defines the proposed roles and responsibilities of each party involved in the sourcing
relationship. The Contractor shall review these roles and responsibilities, and requests update to them {if
approved by ED). The following definitions apply to key concepts discussed in this section:

= Roles: The party (e.g., ED or Service Provider} accountable for petrforming the responsibilities
described.

v Responsibilities: The description of activities assignaed to either ED or the Service Provider
roles. The responsibilities include the updating, mainiain, elc. of all processes involved.

Cross Functional Roles & Responsibilities
Cross Functional Roles and Responsibilities spread across all functional towers (e.g.,
Distributed Computing, Network, Helpdesk, etc.) at ED. Many of the specific categories
of roles and responsibilities {e.g., Planning and Analysis, Asset Acquisition and
Management, etc.) are repeated in each tower. The difference is that the cross
functional tower is at an enterprise level, while the repeated roles and responsibility at
the tower level delve into topic related detail.

Planning & Analysis {Entarprise Level

Planning and analysis services are the research of new technical trends, products and
services, such as hardware components, system software, and transmission facilities
that offer opportunities to improve the efficiency and effectiveness of the “service area”
infrastructure, as well as for competitive business advantage. It is also critical to
proactively mitigate risks.

Table 11. Planning and Analysis Roles and Responsibilities

Planning and Analysis Roles and Responsihilities SP ED

Define ED business, functional, availability and Disaster Recovery {DR) X
service requirements at the enterprise level
Define services and standards for planning and analysis activities X
Participate in defining services and standards for planning and analysis

g X
activities
Review and approve sarvices and standards for planning and analysis X
activities
Recommend policies and procedures to implement planning and analysis X
activities
Review, authorize, and approve policies and procedures X
Continuously monitor technical trends through independent research; X

document and repori on products and services with potential use for ED

Perform feasibility studies for the implementation of new technologies that
best meet ED business needs and meets cost, performance and quality X
objectives

Define enterprise-level project management policies, procedures and
requirements including project feasibility analysis, cost benefit analysis,

scheduling, costing, resource planning, communication planning, X
procurement, risk management, quality management and HR

management

Pearform project-level management function X
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Planning and Analysis Roles and Responsibilities

Perform project management oversight and liaison function to the
business and customers

Conduct annual technical and business planning sessions to establish X
standards, architecture and project initiatives

Participate in annual technical and business planning sessions to approve X
standards, architecture and project initiatives
Conduct regular plarning for technology refresh and upgrades and create X
bill of material

Participate in regular planning and approve technology refresh, upgrades X
and bill of material

Conduct semiannual technical reviews and provide recommendations for X
improvement and upgrade

Reguirements Definition (Enterprise Lavel

Requirements definition services are the activities associated with the assessment and
definition of user functional, performance, availability, maintainability and Disaster
Recovery needs and the required security requirements to meet user, ED, client and
government policy requirements. These requirements drive the technical design for the
environment.

Requirements definition is performed at both the enterprise level and for each major
system or upgrade to be installed within the enterprise.

Table 12. Requirements Definition Roles and Responsibilities

Requirements Definition Roles and Responsibilities

Befine requirements determination standards (for example, support X
processes and procedures)

Participate in defining requirements determination standards X

Ensure requirements are met within security policies X

Conduct interviews, group workshops, and surveys to determine user
functional, performance, availability, maintainability and Disaster X
Recovery (RTO, RPO) requirements. Ensure adherence to ED system
development life cycle procedures

Participate in appropriate requirements gathering focus groups and X
panels

Provide the service provider with written information in sufficlant detail
pertaining to the requirements definition to enable the service provider to X
creata the appropriate requirements documentation

Document all requirements in agreed to formats (e.g., system X
specifications, data models, network design schematics).

Approve all requirements decuments. X
Define system acceptance test criteria. X
Review and approve all system acceptance test criteria X

Design Specifications (Enterprise Leval}
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Design specification services are the activities and deliverables that translate user and
information system requirements into detailed technical system specifications.

Table 13. Design Specifications Roles and Responsibilities

Design Specification Roles and Responsibilities

Develop and document technical design plans and environment
configuration based on ED standards, architecture and functional, X
performance, availability, maintainability, security and DR requireaments.

Determine system upgrade, replacement and/or conversion requirernents X
including hardware, software and IT infrastructure.

Approve system upgrade, replacement and/or conversion requirements X
including hardware, software and IT infrastructure.

Review design plans through coordination with the appropriate ED X
technology standards group and design architects.

Approve design plans through coordination with the appropriate ED X
technology standards group and design architects.
Conduct site surveys for design efforls as required. X

Provide design documentation for service provider-provided non- X
proprietary products and services.

Approve design documentation for service provider-provided non- X
proprietary products and services.

Assget Acquisition and Management {Enterprise Level}
Acquisition services (as agreed between the service provider and ED) are the activities

associated with the pricing, evaluation ({technical and costing), selection, acquisition,
and ongoing management of new and upgraded hardware (including Blackberries and
Cell Phones) and software.

Table 14. Asset Acquisition and Management Roles and Responsibilities

Asset Acquisition and Management Roles and Responsibilities

Establish acquisition policies and procedures to agreed set of vendors (by ED). X

Review and approve acquisition policies and procedures X
Develop and maintain list of pre-approved suppliers X |
Approve selected, strategic vendors X
Egvelop and issue asset acquisition bid requests as required and approved by X
Demonsirate that best efforts are being pursuedlto obtain best pricing (e.g., X

use of paoled government procurement mechanisms)

Establish audit procedures to ensure compliance with best practices X
Assist in periodic audits of procurement procedures X

Evaluate proposals against clearly defined objective criteria X

Negotiate contracts for service provider-purchased / leased hardware and X

software

Negotiate contracts for ED purchased / leased hardware and software X
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Assct Acqguisition and Management Roles and Responsibilities

Ensure that all new assets requests comply with established ED IT standards X
and architectures

Support the asset ordering, procurement and delivery processes in compliance X
with ED pracurement and acceptance processes

Procure hardware / software (e.g., Government DAR, efc.) ’ X
Manage and track purchase orders and service orders
Co-ordinate delivery and instaliation of new products and services, as required X

Ensure that new assets comply with established ED T standards and X
architectures

Review and approve selection of hardware to be installed in ED facilities and X
software to be installed on ED hardware

Define acceptance process
Review and approve accepliance process X
Adhere {0 ED acceptance process

Establish, update, and maintain an asset inventory database and system X
configuration charts.

Review and approve asset inventory tracking methodology X
Configure and Instal! assets X

Track all ED assets (location, asset ID, serial number, finances) and ensure X
service contracts are in force as needed to meet SLAs

Track and advise ED in a timely manner of expiration and renewal X
requirements for client-owned network devices / software licenses

x

>

Provide asset inventory reports as requested X
Provide ability for direct end-user inquiry into the asset database X
Periodic review / audit asset inventory management procedures X

Terminate, dispose of, and relocate assets as needed / specified ED. Provide
disposition reports as needed and ensuring that all ED policies are followed as X
it pertains to destruction of hard disks and other storage products.

Engineering [ Development {Enterprise Level)

Engineering / development services are the activities associated with the engineering
and development of the technical infrastructure, tools and utilities that enhance the
“service area” environment.

Table 15. Engineering / Development Roles and Responsibilities

) 0 Ro [ 0 = [
Establish engineering / development policies and procedures X
Participate in engineering / development policies and procedures, as X
appropriate
Perform engineering functions reguired to implement design plans for X
additional or new products and services
Perform engineering functions required to implement facilities and X
leasehold improvements (Provider-managed premises)
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Engmeering / Development Roles and Responsihilities

Perform engineering functions required to implement facilities and X
leasehold improvements (ED -rmanaged premises)

Conduct engineering / development impact and risk analysis to current X
environment

Manage enginsering / development efforts using formal project X
management tools and methodologies
Conduct development reviews and provide results to ED X
Review and approve engineering / development plans and procedures
whaere there is an impact on other ED entities / facilities / third-party X
agreements

Integration and Testing (Enterprise Level
[ntegration and testing services are the activities that ensure that all individual ED
infrastructure components configured with or added to the infrastructure work together

cohasively to achieve the intended results.
Table 16. Integration and Testing Roles and Responsibilities

0 H.O R 0 [ [
Develop integration and testing policies and procedures X
Review and approve integration and testing policies and procedures and X
deliverables
Conduct integration and security testing for all new and upgraded
equipment, software or services to include unit, system, integration and X
regression testing
Evaluate all new and upgraded equipment, software or services for X
compliance with ED security policies, regulations and procedures
Recommend user acceptance test and load test guidelines X
Approve all user acceptance and load test procedures for new and X
upgraded equipment, software or services
Perform all user acceptance and load test testing for new and upgraded X
equipment, software or services
Stage new and upgraded equipment, software or services to smoothly X

transition into existing environment
Perform modifications and performance-enhancement adjustments to ED

system software and utilities as a result of changes to architectural X
standards
Test new releases of supported hardware and software to ensure X

conformance with ED Service Level Requirements (SLRs)

Coordinate with ED IT staff with managing in-house integration test
laboratory facilities

Provide integration testing facility X
Perform configuration management and change control activities X
Review and approve ¢hange control resuits : X

Capacity Management {Enterprise Level)
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Capacity management is responsible for ensuring that the capacity of the IT
infrastructure matches the evolving demands of the business in the most cost-effective
and timely manner. The process encompasses the monitoring of perfformance and
throughput of IT services and supporting IT components, underiaking tuning activities,
understanding current demands and forecasting for future requirements, influencing the
demand for resources in conjunction with Financial Management and developing a
capacity plan which shall meet demand and SLAs.

Table 17. Capacity Management Roles and Responsibilities

Capacity Management Roles and Responsibilities

Identify future business requirements that shall alter capacity X
requirements.
Assess impact and requirements for new capacity whern adding, removing X

or modifying applications
Establish comprehensive capacity management planning process at the

enterprise, system and IT component level taking into account current and X

new requirements.

Review and approve capacity management planning process X
Define, develop and implement tools that aliow for the effective monitoring

/ trending of IT infrastructure, applications and IT components psrformance X

and resource utilization,
Continually monitor IT resource usage to enable quick identification of

capacity issues and provides trending information to allow for forecasting X
future capacity requirements.
Assess incidents / problems and make appropriate capacity IT changes to X

improve service performance.

Perform tuning activities that enable optimized use of existing IT resources
and minimize ED costs to deliver services at agreed to service levels {may X
require coordination with external service providers as in the case of
teiecom)

Ensure adequate capacity exists within the [T environment to meet SLR
requirements taking into account daily, weekly and seasonal variations in X
capacity demands

Proactively provide predictive capacity forecasts through the use of .
modeling, tranding, base-lining and other techniques to allow ED to X
properly budget for IT services

Develop scenarios for addrassing capacity constraints and define %
associated costs, risks and benefits of each.

Review scenarios for addressing capacity constraints and approve X
scenario that best addresses ED needs

Implementation and Migration {Enterprise Level
Implementation and migration services are the activities associated with the installation
of new and upgraded hardware and system software components.
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Table 18. Implementation and Migration Roles and Responsibllities
O 0 I H ]

Define equipment migration and redeployment policies and procedures X

Review and approve equipment migration and redeployment policies and X
procedures

Notify service provider of equipment migration and redeployment plans X

Conduct pre-installation site surveys, as required X

Install enhancements ta technical architecture or services provided X

Install new or enhanced functions or features, hardware, software,
peripherals and configurations

>

Coordinate implementation and migration support activities with ED IT staff
and service provider-provided Helpdesk

Provide technical assistance to ED during conversion, as regquested

Install infrastructure as required

Perform data migration, excluding conversion, by electronic or manual
methods as a result of implementation or migration

Perform appropriate tests on ail installs, moves, adds and changes

XX X |x|x]| x

Conduct user acceptance tests

Approve user acceptance tests results X

x

Provide ED IT with training on new products and services on request

Provide end-user training for new products and services on reqguest X

Incident & Problem Managemant (Enterprise Level)

Incident and problem management includes the activities associated with restoring
normal service operation as quickly as possible and minimize the adverse impact on
business operations, thus ensuring that the best possible levels of service quality and
availability are maintained. ‘Normal Service operation’ as defined here as service
operation within SLA limits"®.

Problem Management also includes minimizing the adverse impact of incidents and
problems on the business that are caused by errors in the IT infrastructure, and to
prevent the recurrence of Incidents related to those errors. In order to achieve this goal,
Problem Management seeks to get to the root cause of incidents and then initiate
actions to improve or correct the situation.

Table 19. Incident & Problem Management

d Pro % 0 & ) & [)
Define incident and Problem management pelicies and procedures. X
Define operational turnover requirements such as “runbook” X
documentation, training materiais, procedural manuals, SQP, etc,

* ITIL has been used to define functional area definitions, roles and responsibilities.
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Incident and Problem Management Roles and Responsibilities

All preblemn management issues are to be resolved 100% without
government involvement.

Approve Incident and problem management policies, procedures and
operational turnover requirements.

Establish operations and service management quality assurance and
control programs

Approve operations and service management quality assurance and
control programs

Perform quality assurance and quality control programs

Develop policies for the use of rermote control tools for Helpdesk use in
maintenance and troubleshooting

Develop pians and procedures for the use of remote control tools in
accordance with defined policies

Coordinate user support activities with the Consolidated Helpdesk

Establish incident / problem classification by severity, impact and priority.
Establish incident / probiem workflow, escalation, communication and
reporting processes. Tie workflow and escalation processes to Service
Level Objectives and targets for Level 1 to Level N support functions.

Review and approve incident / problem classification, prioritization and
workfiow, communication, escalation and reporting processes.

Provide, configure and operate incident and problem management system

Provide ED access to incident and problem tracking system to allow for
incident / problem monitoring and ad hoc reporting

Respond o user inquiries, requests, and incidents and problems. Manage
workflow, escalation, tracking and reporting activities

Manage entire incident / problem lifecycle including detection, diagnosis,
repair and recovery. Confirm user requirements were met and end user
satisfaction

Manage efficient workflow of incidents including the involvement of third
party providers.

Enter all inquires, requests and incidenis into trouble ticketing system and
categorize, prioritize and capture all relevant information in a consistent
format.

Perform Root Cause Analysis of problems, documnent findings and take
corrective actions. Rasolve problemn and/or substantiate that all reasonable
actions have been taken to prevent future reoccurrence

Periodically review the state of open problems and the progress being
made in addressing preblems.

Participate in problem review sessions and provide listing and status of
problems categorized by problem impact.

Communicate system status notifications as defined in escalation and
workflow processes (via ConnectED , email, and/or phone)

implerment Self-Service and other tools that enable end users to perform
preliminary problemn diagnosis and troubleshooting and minimize the need
to call the helpdesk.
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Incident and Probiem Managemoent Roles and Responsibilities

Measure usefulness of Service tools and continually Improve lools to
maximize tool value

Review and approve improvements to Self Service X

Conduct Periodic reviews of the effectivenass of Self Service capabilities X
and usage

Ensure all problem tickets are closed in compliance with service level
requirements and that no open tickets are closed without proper X
authorization and satisfactory resolution,

Issue reports on IT service area performance and problem status and X
incident trends,

Identify possible product enhancement opportunities for improved X
operational performance and potential cost savings.

Approve projects to implement operational improvements X

Ensure configuration databases have been modified to reflect any
modifications to configuration items and ensure appropriate change X
management processes are followed

Establish customer satisfaction surveys and periodically capture, monitor X
and report on satisfaction.

Participate in customer satisfaction survey planning and developrnent
process. Approve survey content and process of data collection and X
reporting

Operations (Enterprise Level)

Operations services are the activities associated with providing a stable IT infrastructure
and to effectively and efficiently perform operation procedures to ensure IT services
meet service level targets and requirements.

Table 20, Operations Roles and Responsibilities

@ O R0 F ¥ )
Define operations policies and procedures.

Establish Enterprise System Management tools to monitor the IT
infrastructure, diagnose events and assist in resolution of problems

Install and configure Enterprise system management tools in such a
fashion that problems, issues and events are properly identified and X
reported according to prescribed service levels

Perform event management monitoring of IT services to detect abnormal

conditions or alarms, log abnormal conditions, analyze the condition and X
take corrective action
Manage hardware, software, peripherals, and services to meet service X

levels and minimize ED resource rgquirements
Interface with Technical Support Team, incident & Problem Management

Team and third party provides in problem resolution without government X
intervention or involvement :
Establish scheduling tools for managing / automating job execution, job X

workflow processes, file exchange functions and print management
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Operations Reles and Rospeonsihilities

Monitor progress of scheduled jobs and identify and resolve igssues in X
scheduling process

Define operational documentation requirements {Run Books, Contact X
Lists, Operations scripts efc. elc.}

Ensure appropriate inventories of equipment (spares, tools, elc. etc.) are

available in support of problem resolution in order to meet prescribed X
service levels

Perform routine verification tasks to ensure processes and procedures are X
being adhered to in supporting operations

Develop operational reports (Daily, Weekly, Monthly} that provides status X
of cperational activities, production issues, and key operational metrics

Review and approve operational reports X
Define storage management backup and recovery tools X
Manage backup media inventory (Tape, Disk, Opfical and other media X
type) including the ordering and distribution of media

Perform backup and associated rotation of media, and archive as offsite X
as per ED policy.

Ensure ongoing capability to recover archived data from media as X
specified (backwards compatibility of newer backup equipment)

Test backup media to ensure incremental and full recovery of data is X
possible and ensure system integrity

Perform quarterly random server restores for each supported platform to X
test backup procedures for integrity validation

Reconcile off site tape storage inventory monthly X
Recover files, file system or other data required from backup media as X
required or requested by ED or as a result of helpdesk raquests

Provide recovery and backup requirements and updates as they change X

Maintenance (Enterprise Level)

Maintenance services are the activities associated with the maintenance and repair of
hardware and software to include "break-and-fix” services. Installed platform and
product version levels are not to be more than one version behind the current
commercial release, unless coordinated with the ED architectural standards committee.

Table 21. Maintenance Roles and Responsibilities

Define maintenance and repair policies and procedures. X
Review and Approve maintenance and repair palicies and procedures. X
Define dispatch requirements and point-of-service locations X
Ensure appropriate maintenance coverage for all in-scope assets X
Provide centrafized maintenance and break / fix support defined locations X
Dispatch repair technicians to the point-of-service location if necessary.

Perform diagnostics on hardware, software and peripherals {(as X
appropriate}.
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Maintenance Roles and Responsibilities

Install manufacturer field change orders, service packs, firmware, and X
software rnaintenance releases, etc.

Parform scftware distribution and version control, both elecironic and

manual. {(ED states role & responsibility ownership would depend on the X
platform)

Replace defective parts and systems, including preventive maintenance,

according to the manufacturer's published mean-time-between failure X
rates.

Conduct maintenance and parts management and monitoring during X
warranty and off-warranty periods.

Perform routine system management on support applications such as X
systern tuning.

Perform maintenance on peripherals and special purpose devices. X
Track hardware and software maintenance agreements, provide reports / X
notification to ED on what to maintain and purchase.

Technical Support {(Enterprise Level

Technical support services are the activities associated with providing technical
resources required for the tuning of system software and utilities for optimal
performance. Also included is expertise to provide Level 2 and Level 3 technical
assistance for the service provider Helpdesk, support for ED customers (end users),
other ED IT professionals, external third-party entities using / providing ED IT
applications / services and ED field locations.

Table 22. Technical Support Roles and Responsibilities

ort Ko R 0 P P [)
Define technical support policies and procedures X
Participate in defining and apprave technical support policies and X
procedures
Test, install, and tune technical environment hardware, software, X

peripherals and services

Provide technical assistance as requested for Tier 2 end-user and
preduction support as requested ED and/or service provider-provided X
Helpdesk

Monitoring and Reporting {Enterprise Level)

Service Level monitoring are the activities associated with monitoring of IT delivery and
support services to assess how services are being delivered with respect to SLAs. The
service provider shall report system management information (e.g., performance
metrics, and system accounting information) 1o the designated ED representative in a
format agreed to by ED.

Table 23. Service-Level Monitoring and Reporting Responsibilities

Service Level Monitoring Roles and Responsibilitics

Approve and document SLRs and reporting cycles
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Scrvice Level Monitoring Roles and Responsibilitics

Measure, analyze, and provide managemaent reports on performance X

relative to requirements

Document service-level requirements and agreements X !
Develop service level improvement plans where appropriate X

Review and approve improvement plans X
Implement improvement plans X

Report on service performance improvement results X

Co-ordinate SLA monitoring and reporting with designated ED X

representative and third-party vendors, as required

Provide appropriate SLA metrics and measures of performance with X

designated ED representative

Reviaw and approve SLA metrics and performance reports X

Account Management (Enterprise Level '
The service provider shall perform services and activities associated with the ongoing

management of the service environment.
Table 24. Account Management Roles and Responsibilities

Account Management Roles and Responsibilities SP ED
Develop and document Account Management reporting procedures X
Approve Account Management reporting procedures X
Develop a “user” service catalog which defines services offering in a X
format that is gasily understood by the user

Develop a detailed “IT" service catalog which details services offered

including all service options, pricing, installation timeframes, order process X

{new, change & remove service) and prerequisites.

Develop a service ordering process that clearly defined to the end-user X

how to order, change or delete services.

Approve a service ordering process that clearly defined to the end-user X

how to order, change or delete services.
Develop a process to approve service grdering.

Develop and document criteria and formats for Administrative, Service X
Activity and Service Level reporting

Develop and implement Customer Satisfaction program for tracking the X
quality of service delivery to end users

Approve Customer Satisfaction program and monitor results. X

Measure, analyze and report system and service performance relafive to
requirements

Prepare performance and other service level reports and provide es
scheduled

Prepare and provide activities raports and others as defined
Prepare reports on statistics and trends as raquested / as defined
Perform Operations and other audits periodically

>

XX X
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Account Management Roles and Responsibilities

Perform review of all audits.

Configuration Management (Enterprise Level)

Configuration management activities are to provide a logical model of the infrastructure
or a service by identifying, controlling, maintaining and verifying versions of
configuration items in existence. The goal being to account for all IT assets and
configurations, provide accurate information on configurations and provide a sound
basis for Incident, Problem, Change and Release Management and lastly to verify
configuration records against the infrastructure and correct any exceptions.

Table 25. Configuration Management Roles and Responsibilities

Configuration Management Roles and Responsibilities

Define configuration management policies, and procedures. X
Approve configuration management policies, and procedures. X

Establish configuration management data structure(s) for managing
configuration iterns while suppeorting existing CCRB process. Configuration X
inciude hardware, software, associated documentation including version
control notes, operation documentation elc. etc.

Select, install and maintain configuration management tools
Enter / upload configuration data into configuration data base(s) X

Establish process for tracking configuration changes by date, time,
individual(s) performing change, purpose of change, and description of X
change. Tracking must also include state of configuration items
{Development, Test, Production, Retired)

Establish process intarfaces to problem & incident management, change
management, technical support, maintenance and financial accounting X
processes.

Establish appropriate authorization controls for modifying configuration

items. Verify compliance with scoftware licensing. Establish appropriate X
physical and logical separation between development, test and production.

Establish guidelines for physical and logical separation between
development, test and production and the process for deploying and back X
out of configuration items

Establish configuration baselines as reference points for rebuilds, and X
providing ability to revert to stable configuration states

Establish procedures to respond upon ED requaest to configuration data or
vulnerability remediation inquires resulting from audits or other security X
inquiries.
Respond upon ED request to configuration data or vulnerability X
remediation inquires resulting from audits or other security inquiries.

Attend upen ED request any security or configuration meeting along with X
any requests for CM or security focused groups.

Establish process for verifying the accuracy of configuration items,
adherence to configuration management process and identifying process X
deficiencies.

b4
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Configuration Management Roles and Responsibilities

Provide ED configuration management reports as required and defined by
ED.

Review and approve configuration management processes and provide

recommended changes to meat ED business needs and any specific X
client, internal audit or regulatory requirement.

Audit configuration management process and accuracy of configuration X
data.

Change and Release Management (Enterprise Level
Change and release management processes and activities are inter-related and

complementary. A high level description of each is provided below.

Change Management (CM) activities are to ensure that standardized methods and
praocedures are used for efficient and prompt handling of all changes, in order to
minimize the impact of change upon service quality and consequently to improve the
day-to-day operations of the organization. CM covers all aspects of managing the
introduction and implementation of all changes not only in any of the IT system
themselves, but also in any of the management processes, tools, and methodologies
designed and utilized to support the IT systems. The CM process includes the following

process steps:
* Request process
« Recording / Tracking process
= Prioritization process
* Responsibility Assignment process
» Impact Assessment process
= Review [ Approval process
« |mplementation process
= Verification {test} process
* Release process
» Closure process

Release Management activities take a holistic view of a Change to an IT service and
shall ensure that all aspects of a release, both technical and non-technical are
considered together. The goals are to plan and oversee the successful rollout of
software and hardware, design and implement efficient procedures for distribution and
installation of Changes. The activities also ensure changes are traceable, secure and
that only correct, authorized and tested versions are instalied, ensure controlled change
and configuration processes are utilized. Exact execution and back-out ptan are
understood, and master copies of new versions are secured in definitive software library
and configuration databases are updated.
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Table 26. Change and Release Management Roles and Responsibilities

d o H 0 P [)
Define change and release management policies, and procedures. X
Establish change classifications {impact, priority, risk} and change X

authorization process.

Establish release management policies, procedures and processes
including operational turnover procedures, back out plans, training X
requiraments elc. efc.

Participate in the development and approve change management and X
release management procedures and policias

Approve change and release management procedures and policies X

Document and classify proposed changes to the environment, analyze

cost, risk impact of those changes and establish release management X

plans for major changes

Develop and maintain a schedule of planned changes and provide to ED

for review upen a predetermined frequency as requested by ED

Determine change logistics X

Schedule and conduct change management meeting to include review of
lanned changes and resulls of changes made

Authorize and approve scheduled changes or alter the schedule of any or X

all change requests

Review release management details and alter as appropriate to meet the

needs of ED (back out plan, go / no go decision)

Notify affected clients of change timing and impact

implement change and adhere to detailed release plans

Modify configuration, asset management tems, service catalog (if

applicabie) to reflect change

Perform operational turn-over procedures

Verify that change met objectives and did not have other negative impacts

Monitor changes and report results of changes {o ED.

Establish and exarcise user acceptance tests as raquired

Approve user acceplance tests as required X

Perform quality control audits and approve change control results X

x

HK X = X I=Ix]| x

Knowledge Transfer and Ongoing Training {Enterprise Level

Training services are the activities associated with the improvement of skills through
education and instruction for service provider's staff, including those transitioned from
ED to the service provider. The service provider shall participate in any initial and on-
going training delivered by ED as required that would a learning opportunity about ED's
business and technical environment. In addition, formal training may be provided for
ED retained technical staff for the express purpose of exploitation of the functions and
features of the computing infrastructure. Delivery methods may include classroom
style, computer-based, individual, or other appropriate means of instruction.

Table 27. Knowledge Transfer and Training Activities Roles and Responsibilities

i KO (] 4 - B
Devslop and document Training requirements and policles X
Participate in development, review and approve training requirements f X
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Training Activitics Roles and Responsibilities

Davelop and document proceduras that meet Training requirements and X
adherse to defined policies

Approve Training procedures X

Develop program o instruct ED personnel on the provision of service X
provider services {e.g., “rules of engagement”, requesting services, etc.)

Approve service provider developed training program X

Develop, implement and maintain a Knowledge Database X

Develop training program to instruct service provider personnel on the X
business and technical environment in ED's environment

Develop and implernent knowledge transfer procedures to ensure that

more than one individual understands key components of the business X
and fechnical environment
Participate in ED delivered instruction on the business and technical X

environment

Develop and document training requirements that support the ongoing
provision of services, including refresher courses as needed and X
instruction on new functionality

Take training classes as needed to remain current with systems, software,
features and functions for which Helpdesk support is provided in order to X
improve service performance {e.g. First Call Resolution)

Provide fraining when substantive {as defined between the ED and service
provider) technological changes {e.g., new systems or functionality, etc.) X
are introduced into the ED environment to facilitate full exploitation of all
relevant functional features

Assist in the coordination and development of basic training for ED end- X
users

Participate in the training of Helpdesk personnel on the ED business and X
technical environments, to he paid by service provider.

Documentation {Enterprise Level
The service provider shall provide the documentation services and activities associated

with developing, revising, maintaining, reproducing, and distributing information in hard
copy and electronic form.

Tabte 28. Documentation Roles and Responsibllities

Bls ation Ro H 0 [}

Define documentation requirements and formats X

Participate in defining documentation requirements and formats as X
appropriate

Establish and execute effective QA mseasures to validate all SOP
documents created and updated. All documents are to pass successful X
test by technically proficient QA staff prior to submitigl to ED.

Provide oulput in agreed format for support of activities throughout the life X
cycle of services as appropriate

Technology Refreshment and Replenishment {Enterprise Level)
Technology refreshment and replenishment (TR&R) are the activities associated with

modernizing the IT infrastructure on a continual basis to ensure that the system
components stay current with evolving industry standard technology platforms.

ED-Q5-PD-0908
Page - 148



Table 28. Technology Refreshment and Replenishment Roles and
Responsibilities

TR&R Roles and Responsibilities

Recommend and establish TR&R life-cycle management policies, X

rocedures, and plans appropriate for support of ED business model
Approve TRE&R policies, procedures, and plans X
Manage, maintain, and update as necessary, the approved TR&R policies, X '

procedures, and plans and tied to CCRB

Perform the necessary tasks required to fulfill the TR&R plans
Provide management reports on the progress of the TR&R plans
Pericdiczlly review the approved TR&R plans to ensure they properly X
support ED business reguirements

x|

Security {physical / logical access to systems) -- (Enterprige Leval
Security management services include physical and logical security of ED assets, virus
protection, and other security services in compliance with ED Security requirements.

Table 30. Security Roles and Responsibilities

RO < O H [}
Recommend security requirements, standards, procedures and policies X
Approve security requirements, standards, procedures and palicies X
Assist in developing security standards, policies, and procedures X
Implement security plans consistent with ED security policies X
Review and Approve security plans X
Document industry security best practices and provide recommendations X

for ED security policies and procedures
Establish detailed processes and procedures for adding, changing,
enabling / disabling and deleting Log-on { security-level access of ED X
employees, agents and subcontractors
Approve detailed processes and procedures for adding, changing,

enabling / disabling and deleting Log-on / security-level access of ED X
employees, agents and subconiractors

Parform log-on / security-level access changes as detailed in processes X

and procedures

Maintain physical security of assets at ED facilities X

Maintain logical security of assets at all locations

Provide, maintain, and administer anti-virus software and anti-virus pattern
updates o eliminate potential virus infection of LAN and end ussr devices
Conduct periodic virus checks

Conduct periodic security checks per requirements.

Establish firewall / Intrusion Detection requirements and configurations

Approve firewall / Intrusion Detection requirements and configurations X

Install, configure, operate and maintain firewall / Intrusion Detection
gquipment to ED specifications

Report security violations to ED. Service provider has the responsibility for
isolating viclations to a specific application or access point. Service X
provider is also responsible for tracking violations ta a specific MAC
address, port address, and UseriD where applicable.

X K] XX

x
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Security Roles and Responsihilitics

Address and resolve all non-personnel related security violations internal X
to ED

Resolve security viclations that originate outside of the hosted network(s}. X
Specifics examples include DOS attacks, spoofing, Web exploits

Actively participate in industry standard security forums and users groups.
Demonstrate the ability to remain up to date with current security trends, X
threats, and common exploits,

Review all security patches relevant to the IT environment and classify the
need, speed in which the security patches shall be installed. Develop
systematic approach for installing security patches taking into account risk X
factors and working with other support staff to ensure that all supported
platforms and application types are adequately tested as to minimize
production impact

Review and apprave approach for installing security patches. X
Ensure that all LAN servers and operating systems current with vendor
security patches that are required to address vulnerabilities specific to the X
system

Perform real-time monitoring of firewall / intrusion detection events and
take appropriate action to remedy vulnerabilities. Periodically review logs X
for anomalies. Report security events to ED

Establish a daily schedule to manually monitor critical and DMZ servers log
files for critical events and intrusion attempts not monitored by automated X
methods.

Approve proposed schedule to manually monitor critical and DMZ servers
log files for critical events and intrusion attempts not monitored by X
automated methods.
Maintain and perform periodic audits X

IT Continuity, Availability and Disaster Recovery Services (Enterprise Level
The service provider must demonstrate that it shall consistently meet or exceed ED
business continuity / disaster recovery requirements.

Table 31. T Continuity, Availabllity and Disaster Recovery Roles and
Responsibilities

IT Continuity, Availability and Disaster Recovery Roles and

Responsibilitics

Define ED Disaster Recovery Strategy, requirements, scenarios and

establish recovery time / position objectives and resiliency / redundancy X
requirements for IT infrastructure and systems

Perform Disaster Recovery (DR} education, awareness and staff training X
As needed, assist ED in other businass continuity and emergency X

management activities.

Develop detailed Disaster Recovery plan to achieve DR requirements X

Establish processes to ensure DR plans are kept up to date and reflect X

changes in ED environment

Review & Approve Disaster Recovery plan X
Establish DR test requirements and test schedule X

Approve DR test criteria, requirements and test schedule X
Perform scheduled DR lests X

Coordinate involveament of users for DR testing X
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Participate in DR tests X

Track and report DR test rasults, along with a “lessons learned” document X
to ED

Incorporate “lessons learned” observances into final documents within 30 X
days of DR test.

Review & approve Disaster Recovery testing resuits X

Conduct DR test review meeting to determine improvemants to processes X
and procedures

Recammend data (File System, Database, Flat Files etc. etc.) replication, X
backup and retention requirements

Approve data (File System, Database, Flat Files ete. etc.) replication,
backup and retention requirements

Review & approve Disaster Recovery testing results

Network
The network roles and responsibilities listed below are specific towards the network functional tower. The
roles and responsibilities that are repeated from the Cross Functional section above are reviewed at a
lower level as i relates to network in this section.

Environment and Facilities Support
The service provider shall perform services and activities associated with maintaining

environmental requirements at locations designated.
Table 32. Environmental and Facilities Support

0 0 K0 F¢ 0 H )
Identify requirements for ED Environment and Facilities support X
Develop and document procedures for Environment and Facilitios Support X
Approve Environment and Facilities Support procedures X

Monitor the ED environmental systems (i.e., HVAC, electrical power,
computer room power distribution switches, generator switch gear,
generator, battery and UPS, FM200 fire suppression, cable plant, network X
connectivity, telecommunications, raised floor, security, fire proof vault
environmental et¢.) in rooms housing computing hardware and network
devices

Maintain EPA standards for in-ground diesel fuel storage tank and attain X
annual re-certification with State of Georgia and Cobb County

Complete annual support and maintenance contracts for all infrastructure X
equipment

Manage all facility requirements for personnel (AC, heat, lights, plumbing,
janitorial, network printers, fax, security with Federal Protection Agency, X
proximity access

Ensure fireproof vault integrity is maintained environmentaliy (AC, heat

and humidity) and required tape storage racks are available; tapes are X
available and refrievable as needed

Develop and recommend improvement plans for ED facilities as needed to X

maintain an effective and secure compuling environment

Approve improvement plans X
Implement or coordinate the implementation of all approved upgradés and X

installations
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Coordinate activities of all parsonnel (l.a., Provider employees and othars)

working in equipment locations (e.g., Data Center, distributed equipment X
rooms, network equipment closets)

Ensure that facilities support activities conform to the requirements of X
defined change control processes

Planning and Analysis
Planning and analysis services and activities, as well as roles and responsibilities are

presented in Cross Functional section of this PWS.

ED is designated the responsible party for performing tasks which would be performed
by a circuit provider or other third party where ED has retained provisioning or
management responsibility (constant three-way communication shall be maintained with
the circuit provider, on-site service provider support, and ED).

Table 33. Planning and Analysis Roles and Responsibilities

Planning and Analysis Roles and Responsibilities

Define services and standards for LAN services
Review and approve services and standards for LAN services X
Recommend service provider services and standards for WAN services X
Review and approve services and standards for WAN services X
Perform business liaison function to ED operational units X
Perform business liaison function to network carrier for capacity planning X
and analysis
Perform technical planning assistance with ED IT technical staff for X
capacity and performance for LAN / WAN services

Asset Acquisition and Management
Asset acquisition and management services and activities, as well as roles and

responsibilities are presented in Appendix G - Cross Functional Roles and
Responsibilities section of this PWS.

Table 34. Asset Acquisition and Management Roles and Responsibilities

Assct Acquisition and Management Roles and Responsibilities

Establish acquisition policies and procedures and negotiate all contracts
with telecommunications circuit providers for all circuits as defined by GSA X
{FTS.
Recommend WAN circuits, equipment and services as defined by ED's X
reguirements.
Order of recommended WAN circuits, equipment and services as defined X
by service provider {GSA / FT$2001)
Configure LAN / WAN (hardware, software) prior to installation, as X
appropriate
Ownership of router / switch configuration files and IP addressing schemas X

Network Engineering / Development
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Engineering and Development services and activities, as well as roles and
responsibilities are presented in Appendix G - Cross Functional Roles and
Responsibilities of this PWS.

Table 35. Network Engineering Roles and Responsibilities

Network Enginecring Roles and Responsibilities

Develop network engineering, testing and integration procedures that meet X

requirements and adhere 10 defined policies

Approve engineering, testing and intagration procedures X
Prepare natwork engineering plans and schedules to support new and X

enhanced applications, architectures and standards

Review and approve network engineering plans and schedules
Review network service provider service offerings for ED's services

environment

Coordinate implementation and migration support activities with the X
Helpdesk and other ED entities

Coordinate the scheduling of all changes to the network environment X
through defined Change Control processes

Conduct pre-installation site surveys, as applicable. Coardinate with ED X

and affiliated entities, and public carriers, as required

Recommending, enhancing and upgrading existing network monitoring

and management tools (that is, asset management tracking, network X
monitoring software)
Recommaending, enhancing and upgrading existing service delivery points X

(that is, routers, switches, network premise wiring).

Provisioning
Provisioning services are the ordering of telecommunication circuits based on

bandwidth requirements. Re-provisioning can occur based on new bandwidth
requirements as needed.

Table 36. Provisioning Roles and Responsibilities

Network Provisioning Roles and Responsibilities

Develop and document network provisioning requiremnents and policies
within TATS

Develop and document procedures for provisioning and administration that X
meet requirements and adhere to defined policies within TATS

Approve provisioning and administration procedures X

Provide capacity planning assistance to develop network resource X
requirements projections

Coordinate ordering and procurement of network circuits from public X
carriers

Manage the efforts of public carriers (and other third parties) to meet
defined schedules, project plans, etc.

Ensure that all new circuits, devices and software provisioned are included
in configuration management documentation

Provide estimates for assets and services not included in the scope of this
PWS

X x| x| x

Develops the technical circuit order for ED processing.

integration and Testing
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Integration and testing services and activities, as well as roles and responsibilities, are
presented in Appendix G - Cross Functional Roles and Responsibilities of this PWS.

Table 37. Integration and Testing Roles and Responsibilities

O [ - * » .
Define services and standards for LAN services X
Review and approve services and standards for LAN services X
Recommend services and standards for WAN services X

Ensure that all individual networking communications components
configured with or added to the infrastructure work together properly as a
cohesive networking environment, performing all of the intended functions

Adjustment to ED’s network infrastructure as a rasult of changes to X
architectural standards or discovered security vulnerabilities
Manage the netwerk's integration test environment X

Implementation and Migration
Implementation and Migration services and activities, as well as roles and

responsibilities are presented in Appendix G - Cross Functional Roles and
Responsibilities of this PWS.

Table 38. Integration and Testing Roles and Responsibilities

Integration and Testing Reles and Responsibilities

Install of new and upgraded hardware, system software components and
transmission facilities.

Perform network upgrades as a result of new and enhanced applications X
and architectures
Install new or enhanced hardware items, components, peripherals, X

remise wiring, and configuration and system management tools
Install new or enhanced network configurations, including switches,
routers, VPN appliances, Wireless LANs, Firewalls, and transmission X
facilities defined in WAN services
Perform migration of data, either electronic or manual, for network system

management repositories, address tables, Management Information Bases X
{MIBs), and other network management elements
Install wiring and cabling, as required X

Clrcuit Support Services

During the term of the contemplated contract period, all network circuitry services shall
continue to be provisioned and managed by the public carriers directly contacted by ED.

ED expects the service provider to manage the circuit provider using the same
processes, procedures and tools as if the service provider was providing the service

directly.
Network Operations and Adminisgtration

Operation and Administration services and activities, as well as roles and
responsibilities are presented Appendix G - Cross Functional Roles and Responsibilities

of this PWS. In addition,
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Table 39. Network Operations and Administration Roles and Responsibilities

Notwoik Operations and Adiministration Reles and Responsibililies
Provide LAN (LAN / virtual LAN [VLAN]) communications, including all
netwerk traffic originating from desktop devices, file and print servers,
application servers, database servers, peripherals, firewall / routers, other X
network devices and other user premise devices. This service ends at the
interface to the edge device at the WAN.

Develop and document network administration requirements and policies X
Develop and document procedures for administraion that meet X
requirements and adhere to defined policies
Approve administration procedures X
Maintain IP addressing schemes, router and switch configurations, routing X
tables, VPN configurations, etc.

Manage user accounts {ED and affiliated entities) as needed for accessing
and using network resources, inciuding logon user-id and password X
maintenance

Ensure that network administration activities are coordinated through
defined change conirol processes

Perform network systems management and troubleshooting (for example,
petformance, problem, change and capacity monitoring)

Bandwidth management

Provide protocol usage statistics (for example, identify top talkers by

protocol}
Work with public carriers and other circuit providers to implement new or

 upgraded Network networks

Manage and perform network disaster hackup and recovery

Work with public carriers and other circuit providers to perform any
operations activities.

Managing router / switch configurations, firewalls, Internet Protocol {IP)
addresses and related serviges (that is, DNS / DHCP)

Providing volume / metric data for services, as agreed with ED

Asset management, including software licenses

Physical (for exampie, equipment) and logical (for example, IP address
change} IMACs, including Voice over IP (VolP} IMACs.

Managing and maintaining all Network Service computing resources (that
is, hardware, operating system software and applications) that are
required to previde Designated Services.

Audit operations and administration polices for compliance with ED X
security policies
Parform day-to-day network operations and administration activities X
Perform system backups and handle per established procedures X

Conduct network related DR testing as agreed upon X

Network Monitoring and Reporting
Monitoring and Reporting (includes RCA reports) services and activities, as well as

roles and responsibilities are presented in Appendix G - Cross Functional Roles and
Responsibilities of this PWS.

MO X X (X o= o= [x] x| x

*
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Table 40. Network Monitoring and Reporting Roles and Responsibllities

Netwark Manitaring and Reporting Roles and Respeonsibilities

Develop and document requirements and policies for network monitoring X
and problem management

Develop and document network monitoring and preblem management

procedures, including escalation thresholds, that mest requirements and )4

adhere to defined policies

Assist and approve network monitoring and problem management X
procedures

Provide and implement tools for monitoring network devices and traffic X

Implement measures for proactive monitaring and self-healing capabilities
to limit outages to the network

Monitor network twenty-four hour per day, seven days per week

Identify network problems involving circuits, hardware, software and others
(such as wiring) and resolve in accordance with Service-Level X
Requirements (SLRs}. Coordinate activities with the Helpdesk. Escalate as
required.

Coordinate resolution of circuit problems with third parties, including public
carriers, ISP and City / County affiliates using the network

Provide on-site staff in ED as required {e.g., to perform maintenance and
problem resolution activitias)

Provide technical assistance {(e.g., respond to inquiries) as neeced to the
helpdesk, end users and external entities using ED network

Track and report status of network activities and problems, and report to
ED.

Ensure that 2l network monitoring and problern resolution activities
conform to defined Change Control pracedures

XX | x| x| =

Network Performance Management
The service provider shall perform services and activities associated with managing the

performance of the network environment.
Table 41. Network Performance Management Roles and Responsibilities

Network Performance Management Roles and Responsibilities SP ED
Develop and document network performance requirements and projections X
Develop and document performance management procedures that meet X
requiremsents and adhere to defined policies
Approve performance managsment procedures X
Perform tuning to maintain optimum performance acress the network X
Manage network resources, devices and traffic to meet defined availability X
and performance SLRs
Provide technical advice and support to the application maintenance and X

tevelopment staffs as required

Evaluate, identify and recommend configurations or changes to
configurations which shall enhance network performance
Develop improvement plans as appraopriate

Authorize improvement plans X

Implement improvement plans. Coordinate with third-party carriers and X
“trusted partners” as required
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Confl ion Management / Change Control
Configuration management / change control services and activities, as well as roles and

responsibilities, are presented in Appendix G - Cross Functional Roles and
Responsibilities of this PWS.

Tabie 42. Change Management Roles and Responsibilities

Change Management Roles and Responsibitities

Establish change requirements {circuits, switches, communications
processors, interface equipment, termination equipment, user access)

Documentation
Documentation services and activities, as well as roles and responsibilities are presented in Appendix G -

Cross Functional Roles and Responsibilities of this PWS.
In addition, types of documents include:

* Network system specifications and topologies {for example, router
configurations, firewall policies, routing diagrams / IP addressing tables,
hardware { software listings, etc.)

= End-user documentation

VPN Services
VPN services are those activities associated with managing dedicated site-to-site VPN

connectivity as defined in Section 1.1.3 of this Schedule.
Table 43. VPN Services Roles and Responsibilities

VPN Services Roles and Responsibilities

Provide managed services for dedicated site to site VPN connectivity on a
shared public IP network
Pravide technical drawings and docurmentation
Review and approve VPN network design documents X

Provide remole access gateways at tha ED facilities X

Provide full P connectivity and browser-based client access X
Provide monitoring and festing of the VPN network X
Submit rule changes for the VPN network X
implement rule changes for the VPN network X

Review and approve VPN baseline alerts and thresholds X
Provide general management reporting on VPN serviges that inciude at
minimum: availability, bandwidth utilization, performance, root cause X
analysis, usage by user, user billing, mean time to repair reporting, and
helpdesk metrics.

Security Firewall Management Services (FMS

Firewall Management Service protects ED's networks by providing the following types of
capabilities: firewall engineering and management, access control list engineering and
management, security monitoring, compliance with ED’s policies and standards,
helpdesk support (levels 1-3), and backup / restore services. Firewall engineering
includes but is not limited to:
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= All testing shall be done on a separate test environment, isolated from ED's
entire network environment. Network security risk analysis and reports are
required.

= Al technology selections must be reviewed and approved by ED prior to use in
production environments.

» Al aspects of the FMS are open to ED audits and review, The frequency of
which is to be set by ED.

Table 44. Security Firewall Services Roles and Responsiblilities

Sccurity Firewall Services Roles and Responsibilities
Perform firewall engineering and firewall security design

Assess firewall security and propose alternative security designs X
Review and approve firewall security designs X
Perform and report on firawall security risk assessments X
Review and approve firewall risk assessments X
Recommend firewall policies X
Approve firewall policies X

Provide services in conformance to firewall policies
Maintain Access Control Lists {ACL) in accordance with ED Policies

x| =

Review and approve firewall ACL policies X
Provide general management reporting on VPN services

' Procure firewall technology (hardware, software)
Perform firewall vendor negotiations and management

XXX (X

Setect firewall technology
Review and Approve firewall technology selection X

=

Develop test plans

Review test plans X

Install, test, implement and deploy Firewall technology

X

Pevslop Firewall rules

Approve Firewall rules X

Create engineering design

Perform Firewall engineering and management

Engineer and manage access control list

Petform security monitoring

Provide Helpdesk level one, two and three support

Provide backup and restore services

HKIH XXX ([ =

Configure firewall hardware and software

Provide the necessary security to create specific zones, limiting access to
specific IP / port combinations and in certain zones down to tha VLAN
level using VACLs. Non-approved traffic shall be dropped and logged,
unless a logging exception is granted.

X

Review the firewall application, appliance operating system, and other
supporting software are done quarterly to determine if patches are
required to the environment. Any critical patchas shall be scheduled for X
immediate application, in accordance with ED's standard change control
procedures.
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Security Fircwall Services Roles and Responsibilitics
Provide monthly reports on avallability, number of requests, and rule /

object counts are made available to management. Quarterly reports on
firewall interface availability are sent to the network design team.

Security Intruslon Detection Services
This service provides both NIDS (Network-based Intrusion Detection Service) and HIDS

(Host-based Intrusion Detection Service). The Helpdesk shall provide level-one support
for this area while the service provider provides level-two and level-three support.

NIDS shall have the ability to capture and analyze all network traffic that passes its
sensors looking for current attack signatures. HIDS shall have the ability to identify
changes to selected files. The review of the previous day's alerts must occur in
accordance with the specified service levels depending upon the severity. ED
Information Security and/or the business unit involved must be notified.

There must be an automated process in place to notify ED Information Security within
the time specified in the service level regardless of the day-of-week or fime-of-day for
the most serious alerts [NIDS and HIDS]. Examples include, but are not limited to
[NIDS] “successful user privilege gain”, [NIDS] “successful administrator privilege gain”,
and [HIDS] key binary file changes.

ED’s requires HIDS to address all Intel-based, Windows, Linux and Sun servers. HIDS
shall have the ability to identify changes to selected files and notify a control group of
the changes within one hour.

The service must capture at least 99.9% of all network traffic that passes it's sensors
and provisions for retaining a three day window of all captured network traffic.

Table 45. Security Intrusion Detection Services Roles and Responsibilities

Provide Intrusion Detection & Prevention Services X

Review and Approve Intrusion Detection & Prevention Services technology X
selection

Develop policies and standards for intrusion detection X

Review and approve policios for intrusion detection X

b

Develop rules of engagement for intrusion detaction

Approve rules of engagement for intrusion detection X

Implement intrusion detection agents and capabilities

Perform NID and HID sensor tuning as required

Monitor for intrusion detection in accordance with ED policies

KX ||

Provide management reporting on IDS services

Securlty Penetration Tests and Scans
This service identifies the susceptibility of ED's network hosts to a specific attack or

suite of atlacks targeting all ED Internet address space as well as all ED Intranet
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address space. Helpdesk provides level-one support; service provider provides level-
two and level-three support.

it is ED's objective to continue being a leader in Information Security. [In pursuit of this
objective, ED expects the service provider to maintain and expand the leadership
position ED currently has in penetration tests and scans. This service identifies the
susceptibility of ED's network hosts to a specific attack or suite of attacks targeting all
ED Internet address space as well as all ED Intranet address space. Helpdesk provides
level-one support; Network Security Services provides level-two and level-three support.

In the case of an Internet penetration test, the final report shall contain the results of
previous testing for existing and/or closed vulnerabilities, recently detected
vulnerabilities and the corrective action for closing detected vulnerabilities. The
sequence of penetration testing shall be based on a published monthly schedule and
shall test for all current vulnerabilities.

Intranet penetration test reporting responsibilities are the same as with an Internet test
along with a coordinated notification as specified by ED Information Security. ED
Information Security shall stipulate the specific attack or suite of attacks to test for and
the timeframe of the penetration test.

Penetration testing shall test for ail current vulnerabilities as well as all past known
vulnerabilities that are known to the scanner being used. No penetrations attempts are
to disrupt the production environment during core business hours and all business
owners are to he notified prior to start of testing. After hours aggressive penetration
testing shall be approved by ED.

ED Information Security shall stipulate, for Intranet penetration testing, the specific
attack or suite of attacks to test for and the timeframe of the test. Normally, this testing
occurs during the business day and is used to identify internal, vulnerable systems.

Intranet penetration test reporting responsibilities don't differ from an Internet test along
with a coordinated notification as specified by ED Information Security.
Table 46. Security Penetration Tests and Scans Roles and Responsibilities

[ D RO R 0 = ]

Provide security penetration and scan services X

Review and Approve Intrusion Detaction & Prevention Services technology X
selection

Establish policies for security penetration testing and scanning X

Conduct security penetration testing and scanning X

Provide reporting on security penetration testing and scanning results X

Develop recommendations for improved securily

Review and approve recomimendations for improved security X

Provide penetration security and scanning reporting X

Security Vulnerabllity Management Services
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The Vulnerability Management service provides a periodic assessment of the
infrastructure in accordance with an existing risk management policy as specified by ED
Information Security. Other services that may be utilized include:

* The actual planning and performance of penetration tests and vulnerability
assessments

» The engineering and implementation of the systems necessary to enable the
ongoing monitoring and detection of incidents

» Technical support of the system development life cycle.

It is ED's intent to expand this technical support service to include all ED sites. The
Helpdesk provides level-one support, while Network Security Services provides level-
two and level-three support.

The Vulnerability Management service also determines the security risks of new
projects, prior to deployment. In addition, this service identifies the susceptibility of ED’s
network hosts to a suite of current vulnerabilities. Scheduled scans, which could be
potentially damaging to the service environment and that might result in the compromise
of an ED system, shall not be conducted.

However, when the Vulnerability Management service is used to determine the security
risks of new projects, “potentially damaging scans” are permitted to get a complete risk
assessment. ED approval must be explicitly obtained in advance of any such testing.

Scans are run locally per subnet based on a published monthly schedule. Scans are to
be run against all IP’s in a subnet and not against known addresses so new system can
be discovered. Scans may be run during production hours as long as no activity being
perform has ANY effect on production systems or EDNet. Test that behave more
aggressively may run between 22:00 EST on the scheduled business day and
complete, on or before 5:00 EST, the following business day. In the event a test does
not complete during the one-day window, the test must be stopped at 5:00 EST and
resumed during the next business day test window {22:00 EST). By limiting testing
windows to business days (Monday - Friday) the schedule, jointly set by ED and the
service provider, shall allow for tests that shall take multiple days to complete, by
scheduling muitiple day testing to start on a Friday.

When the service is used to determine the security risks of a new system or project, the
scan and the results of that scan must be delivered to the requestor within two day’s of
the request. If appropriate, included in the scan request shall be the scan window (start
and stop time). No new systems or updates to a system may be connected to EDNet
without a fully successful security scan being performed on the system and all
vulnerabilities found are fully mitigated, with the results documented and approved by
ED through the SRB / CCRB or other approved process.

Upon completion of each subnet scan, a report shall be generated that contains the
results of previous testing (existing and/or closed vulnerabiiities), newly detected
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vulnerabilities and the corrective action for closing the detected vulnerabilities. In
addition, all false positives and systems patch levels are to be tracked and documented

and made available to ED monthly.

Upon completion of the scheduled monthly scans, a Monthly summary report by ED site
shall be generated that contains all closed vulnerabilities, and all open vulnerabilities
with their date of detection.

Table 47. Security Vulnerability Management Services Roles and Responsibilities

Sccurity Vulnerahility Management Services Reles and Responsibilities
Provide security vulnerability and testing services X

Review and Approve Intrusion Detection & Prevention Services technology X
selection

Recommend ED security risk policies X

Approve ED security risk policies X

Conduct scheduled vulnerability scans of ED IT environment. These scans
shall include a mix of three different OS scanners, database scanning and war X
driving and other technologies to detect unauthorized wireless access points

Determine the security risk of new projects X

Approve the identified security risks of new projects X

Provide reporting on security vulnerability services X

Review and approve security raporting X

Security Engineering Services
Security Engineering Services are those activities associated with supporting an

established security framework. These activities also include support for information
infrastructure protection and analysis as it is applied to ED’s project management,
operations plans, application systems, and comprehensive policies and procedures.

The service provider Security Engineering Services shall work with the various ED
business, application and support teams to protect ED. The efforts and responsibilities
are varied and dependent on the requirements of each specific project or request. The
Security Engineering service also interfaces with ED Information Security, all of the
related security services, such as Firewall Management, intrusion Prevention,
Penetration, etc. and many of the other services in the IT organization. For projects,
Security Engineering acts as the interface between the customer (internal or external)
and the other security-related services.

Security Engineering Services provides the necessary support to ensure ED’s networks
and assets are protected. Security Engineering functions include but are not limited to:

= For all Security Engineering Service areas listed above, it is expected that
Security Engineering be available during core business operating hours, unless
previously scheduled. Third Level Support — Security Engineering must be
available 24x7 for any escalated security support issues.

»*  Weekly review of current firewall rules / ACLs. Quarterly firewall architecture
assessment and security review and gap analysis of firewall / routable devices.
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» Incident Response — Security Engineering must be available 24x7 for any issues

that require security incident response suppont.

=  Project Support — Occasionally, Security Engineering must be available during
conversions or implementations. Off-hours support may be required dependant

upon the business unit requirements.

*  With in 30 days of the new quarter, the service provider must deliver a
completed document, summarizing the previous quarters review findings and

suggestions for improvement.
Table 48. Security Engineering Roles and Responsibilities

Security Enginecring Services Roles and Responsibilities

Participate in all TRB and CCRB meeting and provide security expertise
as an aide in the decision making process

Provide security engineering services as defined in this section

Participate in Operational Readiness Testing efforts. This requirement
varies by project.

Consult with other |T teams to develop and implement a standard
architecture for access control points, such as firewalls and ACLs.

Participate in product evaluations to evaluate the security stance of the
product (i.e. portal).

Produce logical network data flow diagrams for each application assessed.

Support the Firewall Admin feam in reviewing firewall rules, ACL entries,
etc. to ensure access control points foliow ED standards and practices.

Respond to ad hoc requests, such as firewall changes and/or ideas for
new products / applications.

Support of third-party external assessmentis, such as those done for
Internet-facing applications.

XK X | X IX] x| x| X [x| x

Exception handling management, which includes: documenting and
understanding the exception request, identifying the impact of the
exception, performing risk analysis of the exception, working with the
Security Management and the business owner to understand and accept
the risk or do what is necessary to mitigate the risk.

Hold Internal security review with appropriate security and engineering
teams to review the specific design and application requirements for each
project to ensure all existing ED security practices and requirements are
met.

Aitend project-related meetings as necessary, including but not limited to
project status meetings, requirements gathering, designs reviaws, and
implementation planning.

Participate in support of security threats such as newly discovered
vulnerabilities, viruses, stc.

Provide third-level security technology support (Firewall / ACL) or other
tools used or supported by the group. (Ex: VPN, SSH). Root Cause
Analysis support and participation for problems or issues that may occur in
the environmeant.

Provide support for internal, external or customer-based security audits
and assessments as required. (Responding to customer surveys or audit
questionnaires, supporting on-site customer evaluations, providing
documentation based on specific customer reguests, stc.)

Interface with vendors and/or customers as needed by the business units
in suppon of specific requests / problems. Troubleshooting issues or
evaluating new connectivity / products / etc.
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Sccurity Enginecring Services Reles and Respansibilities
Participate with team members and technical groups in process
improvemnents, project / initiative task handoffs between the various teams
or project prioritization / coordination.

Consult with other [T teams to develop standards on tools to assess the
ieve! of host security on specific systems and provide support in making
configuration changes as necessary.

Participate in testing and implementation of host security,

Participate in testing and implementation of dala integrity products.

bl ol

Review firewall architecture and rules

Participate and approve security architacture and rules review

Provide firewall assessment

Review security rules for all routable devices

Security policy review and gap analysis

Provide recommendations for improved security policies and architecture

A A b

Review and approve recommendations for improved security

Provide general management reporting security engineering services, for
example: Monthly reports detailing all current efforts and progress towards
deliverables being worked including the business unit, preject name, the
estimated project timefrarne and hours assigned to the project.

Security Incident Management Services

Security Incident Management Services are those activities associated with providing
the initial review of security incidents and assisting ED with internal audits. This service
acts as a collection point to review all incidents reported by all other security services

{(e.g., NIDS, HIDS, penetration testing, scanning, firewall, etc.).

A security incident is defined as:

= Any real or suspected adverse event in relation to the security of ED systems or

computer networks

= Network or host activity that potentially threatens the security of ED systems

= The act of violating an explicit or implied security policy

= Attempts (either failed or successful) to gain unauthorized access to a system or

its data
= Malicious connectivity disruption or denial of service

* The unauthorized use of a system for the processing or storage of data
* Changes to system hardware, firmware, or software characteristics without the

owner's knowledge, instruction, or consent

Table 49. Security Incident Management Roles and Responsibilities

Incident Management Scrvices Roles and Responsibilitics

Provide initial review (level 1} of security incidents and the determination If
escalation to ED Information Security
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lcident Management Services Roles and Responsibilitics

Agsist in the identification / removal from the network of any PC virus /
worm infected ED system

Train desktop support staff in the identification / removal from the network
of any PC virus / worm infected ED system

Provide the experiise to decide if an automated alert received from a
security services device (i.e., from: NIDS, HIDS, penetration testing, etc.)
represents a “false positive" or possible incident to be investigated.

During virus / worm attacks, provide the expertise to identify / remove
infectad ED systems.

Participate in providing identification / removal of virus / worms 7x24 with
1-hour response after initial contact.

Provide technical expertise for virus / worm identification / removal (level 3
support).

Note: Service Provider-provides only level 1 ingident support by
detemmnining if a “false positive” exists.

Once becoming aware of a security incident from any source, ED
Information Security must be notified in accordance with ED security
policies and service levels.

Recommend best practices based security audit poficies

Approve security audit policies

Participate in and provide technical expertise for security audits / reviews.
This service also provides verbal and/or written responses to internal
audits and reviews on the current security services deployed. ED
Information Security shall notify service provider, at a minimum, two weeks
in advance of 2n internal audit or review so that the appropriate technical
resources are available.

Participate in CIO Council specially called security meetings and other
similar meetings to provide institutional and industry expertise as
requested by ED.

Prepare incident security reporting as requested by ED

Submit security reports to appropriate federal authorities

Security Audit and Logging Services

Security Audit and Logging services are those activities associated with a central
repository of both application-specific (CheckPoint, DNS, FTP, Iplanet, etc.) log files and

system-specific log files.

It is ED’s objective to archive sufficient historical data to readily identify vulnerable

systems and system events surrounding a security incident.

The service must be able to identify, by system, failed components of the applicable
security audit configuration. All log files shall be maintained in accordance with ED
policies and as specified in the service levels.

Table 50. Security Audit and Logging Roles and Responsibilities

Security Audit & Logging Setvices Roles and Responsibilities

Provide a cenfral repository for both application specific and system
specific log files

Recommend security audit policies
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Approve security audit policies X

Maintain logs files in accordance with ED policies and service levels X

Provide periodic reports which list failed audit components X

Periodic review of audit reports X
Distributed Computing

The distributed computing roles and responsibilities listed below are specific towards the distributed
computing functional tower. The roles and responsibilities that are repeated from the Cross Functional
section above are reviewed at a lower level as it relates to distributed computing in this section.

Goneral Roles and Responsibilities

The following tables describe more specifically the roles and responsibilities required in
providing Distributed Computing services:

Table 51. Desktop / Customer (end user) Infrastructure Provisioning

Desktop / End user Infrastructure Provisioning

Provide desktop and laptop computers X

Review and Approve desktop and laptop computer acquisitions X

Provide network-attached servers, storage devices and peripherals X

Review and Approve network-attached servers, storage devices and X
eripherals acquisitions

Procure locally attached printers, storage devices and miscellaneous X

peripherals including blackberry devices and sell phones

Review and Approve localiy attached printers, storage devices and

miscellaneous peripherals including blackberry devices and cell phone X
acquisitions

Provide software . X

Review and Approve software acquisitions X
Provide network interface adapters X

Review and Approve network interface adapters acquisitions X
Procure hardware / software {e.g., Government DAR, etc.} X

Table 52. Desktop / Customer (end user) Capabilitles Roles and Responsibilities

) 0 RO H + = §
Define Desktop / end user capability requirements outlined in this section X
' Define services and standards for supporting the desktop / end user X
capabilities
Participate in defining and approve services and standards for supporting X
the desktop / end user capabilities
Provide processing services

Provide input / output services

Provide storage services

Provide personal productivity and office automation services

Provide support for desktop applications services

PR XX

Provide intranet services
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Deskiop / End user Capabilities Roles and Responsibilities

Provide standalone desktop services

Distributed Computing Support Services
Distributed Computing support services are defined as all life cycle activities associated

with the provision of the services described in the previous section. Support services
include:

Planning and Analysis
Planning and analysis services are the activities associated with the research of new

technical trends, products and services, such as hardware components and system
software that offer opportunities to improve the efficiency and effectiveness of the
technical distributed computing infrastructure. It is also critical for the proactive
mitigation of vulnerabitities.

Table 53. Planning and Analysis Roles and Responsibilities

Planning and Analysis Reles and Responsibilities
Define ED business, functional, availability and DR service requirements
at the enterprise level

Define services, procedures and standards for planning and analysis X
activities
Participate in defining services, procedures and standards for planning X
and analysis activities
Review and approve services, procedures and standards for planning and X
analysis activities

Investigate and document new products and services, such as hardware
components and systemn software

Perform operational planning for capacity and performance purposes
Conduct feasibility studies for the implementation of new technologies, as
mutually agreed

Perform routine day-to-day project management and estimation

Conduct regular technical and business planning sessions to recommend
standards, architecture and project initiatives

Ceonduct security planning and analysis {(including risk analysis) of new
technologies

Review and approve planning and analysis studies and recommendations X
Conduct semi-annual technical reviews

Ceonduct semi-annual workshops on industry trends and best practices
Participate in semi-annual tachnical reviews and workshops X
Plan for disaster recovery in accordance with ED’s policies X

Conduct security planning in accordance with ED's policies X

X > x| > x| X

x|

Reqgulrements Definition
Service provider shall provide requirements definition services on a project-by-project

basis. These services are the activities associated with the assessment of user needs
and requirements that are used to determine technical design.
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Table 54. Requirements Definltion Roles and Responsibilities

o N , .
Conduct interviews, group workshops and survey
Participate in interviews, group workshops and survey X
Meet with requirements groups and representatives
Determine software upgrade conversion requirements
Document requirements in agreed-to formats

Define system acceptance criteria

[ Review and approve system acceptance criteria X

x

K| >X|=

Design Spacification
Design specification services are the activities and deliverables associated with the

translation of user requirements into detailed technical system specifications. Such
activities include obtaining ED oversight and approval through coordination with the
appropriate architectural or technical oversight authority.

Table 55. Design Specifications Roles and Responsibilities

Design Specification Roles and Respensibilities
Develop and document technical design plans and environment
configuration based on ED standards, architecture and functional, X
performance, availtability, maintainability, security and DR requirements.
Recommend system upgrade, replacement and/or conversion X
requirements including hardware, software and IT infrastructure.
Review and approve system upgrade, replacement and/or conversion X
requirements including hardware, software and IT infrastructure.
Review and gain approval of the design plans with the appropriate ED X
technology standards group and design architecls.
Conduct site surveys for dasign efforts as required. X
Provide design documentation for service provider-provided products and X
services.
Review and Approve design documentation for service provider-provided X
products and services.

Asset Acquisition and Management
Asset acquisition and management services are the activities associated with the RFP

development, evaluation, selection, and acquisition of new and upgraded hardware and
software.

Table 56. Asset Acquisition and Management Roles and Responsibilities

i i 0 RO H 0 P

Recommend acquisition policies and procedures to agreed set of vendors X
Approve acquisition policies and procedures

Approve selected, strategic vendors

Develop and issue asset acquisition bid requests as required and
approved by ED

Rate supplier proposals

Negotiate supplier contracts where designated by ED

Procure assets (hardware and software) adhering to ED financial policies

XX (x| X I»x]|x
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Manage / track purchase and service orders

Co-ordinate delivery and installation of new products and services, as
raguired

Ensure compliance with established ED IT standards and architectures

Adhere to ED acceptance process

XX x |x

Establish, update, and maintain an asset inventory database and system
configuration chars.

Review and approve asset inventory tracking methodology X

Install assets

Track all ED assets (location, asset ID, serial number, finances) and
ensure service contracts are in force as needed to meet SLAs

x

Track and advise ED in a timely manner of expiration, warranties and
renewal requirements for client-owned network devices / software licenses

Terminate, dispose of, reiocate assets as needed / specified by ED

Report on asset inventory as needed

M x| =

Conduct semi-annual audit of all in-scope assets

Participate in and review semi-annual audit results and asset inventory X
management procedures

Engineering / Development / Software Deployment and Management Services
The service provider shall perform the software deployment and management services

and activities associated with the provision and/or development of technical
infrastructure tools and utilities that enhance custom or third-party software solutions
operating in the distributed computing environment according to ED specifications.

Table 57. Software Deployment / Management Roles and Responsibilities

Establish software deployment / management policles and procedures X

Participate in establishing software deployment / management policies and X
procedures

Review and approve software deployment / management policies and X
procedures

Provide necessary utilities / tools to maintain and ensure compliance with X
| agread-upon software daployment / management policies and procedures

Manage deployment efforts using formal project management tools and X
methodologies

Conduct development reviews and provide results to ED

Review and approve results of development reviews X

Propose standard image spacifications X

Review and approve standard image specifications X

Load and maintain standard images, specified by ED, for ED distributed
computing end user workstation configurations

Load and maintain builds for standard ED distributed applications

Provide and administer a software distribution facility

Create end user desktop environment to ED specified state including base
buitd plus all end user specific features, functions and applications

>l X Ix|x| x

Load and maintain the presentation of desktop application shortcuts based
on a defined user group securily
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Saftware Deployment 7 Management Roles and Responsibililies

Develop, implament, and maintain scripts to automate standard ED
distributed computing device processes

Develop, implement, and maintain macro programs for ED standard X
distributed computing applications and processes
Execute any post installation user specific features. X

Integration and Testing
Integration and testing services are the activities that ensure that all ED infrastructure

components in the Distributed Computing environment (including application installation
or upgrades and other distributed components} work properly together as a cohesive
system. In addition, the service provider must ensure that the system performs all of the
intended functions.

Table 58. Integration and Testing Roles and Responsibilities

Integration and Testing Roles and Responsibilities sP ED

Perform integration and in-house development fests X

Stage systems before implementation X

Perform modifications and performance enhancement adjustments to

system software and utilities as a result of changes to architectural X

standards

Manage the distributed computing integration test lab facility X

Conduct configuration management and change control X

Implementation and Migration
implementation and Migration services are the aclivities associated with the installation

of new and upgraded hardware and system software components, including commercial
and custom developed applications, software suites and utilities.

Table 59. Implementation and Migration Roles and Responsibilities

Implementation and Migration Roles and Responsibilities

Perform distributed computing upgrades as a result of new and enhanced
applications and architectures

Install new or enhanced networking hardware, software, peripherals, and
configurations, including NICs

Perform data migration, by either electronic or manual methods

install wiring and cabling from distributed devices to the network point-of-
presence, where applicable

X | X x| x| X

Conduct pre-installation site audits for customizing, moving, installation or
removing of devices

Incident and Problem Managemant
Incident and Problem Management services and activities are defined as Level 2 and

Level 3 break / fix support. The service provider shall provide such services and
cooperate fully with the Helpdesk as a key responsibility in the problem management

process.

Operations and Administration

ED~-05-P0-0808
Page - 170



Operations and administration services are the activities associated with the
provisioning and day-to-day management of the installed systems and software
environment.

QOperations for centralized and remote workstations, laptop computers and servers,
including:

Providing storage and access to personal data or data not residing in a central
data repository

Providing data storage, as well as access to data residing in a centralized
repository (i.e., data located on file servers), which may be located in either ED
local facility or its enterprise operations center

Providing data backup and recovery for personal and organizational data stores
located on ED file servers, with and without end user involvement

Providing disaster recovery and contingency operations support (i.e., information
assurance) in accordance with ED policies, which are specified in a separate
document to be formalized in conjunction with service provider during transition
planning stage

Providing secure remote console access to off-site servers, where applicable, for
select ED staff and vendors

Providing controls, access, and management services for local and centralized
enterprise input and output resources (e.g., scanners, printers, files, etc.)

Providing input / output processing support for activities such as loading media,
sending and receiving of batch electronic file transmissions (e.g. FTP, etc),
printing, etc.

Providing a common suite of centralized workstation tools, as approved by ED,
that shall allow users to produce, communicate and function within ED’s systems
environment. These common tools include a standard office automation suite, e-
mail, calendaring, news service access and display, Web browser, collaboration
and document sharing, etc.

Providing capacity management, monitoring and support of the local computing
resources used for applications (i.e., disk space, processing services, etc.)

Performing and supporting hardware and software IMACs, re-installations,
updates and downloads with a minimum of business disruption and per ED’s
change control process

Assuming responsibility and taking action for any data or application migration
that is necessary due to any hardware or software IMACs and re-installations

Providing resource and information assurance / security services and support
(e.q., intrusion prevention and detection, anti-virus protection, etc.) in
accordance with ED’s security policies

Provide tools and services to monitor and prevent receipt of e-mail spam
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» Providing support for internal and external financial audits.

Administration activities include:

»= Managing user accounts, disk space quotas and access control (OS, database,
middleware, file systems, disk space, etc.)

= Providing billing allocation reporting (e.g., charge-back) for the designated
service, as required and defined by ED

= Providing hardware and software asset management, including inventory
management, support for centralized warranty and license management,
configuration control of workstation and network applications to include
automatic electronic distribution of changes, modifications and version updates
of supported applications (i.e., applications distribution), and hardware / software
redeployment, decommissioning (including the wiping of hard drives), sale to
employees, and/or donations.

* Monitoring, documenting, and reporting on physical (e.g., equipment) and logical
(e.g., Internet Protocol [IP] address) IMACs and re-installations, regardless of
the number of users, instances or systems.

Table 60. Operations and Administration Roles and Responsibilities

Operations and Administration Roles and Responsibilities

Provide input processing support for activities such as loading media,
receiving batch electronic file transmissions, etc.

Provide intranet and server services for Web pages and applications
Perform LAN / Domain / OS administration support activities for all listed

managed servers, which includes, but is not limited te, IP addressing, file X
and print sharing, logon user-id and password maintenance, elc.
Provide tools and services to monitor and prevent receipt of e-mail spam X

Mount and remove tape volumes as needed

Maintain a tape library, tape management system and transport tapes to
production area as needed

Define backup / recovery requirements X
Define file / database ownership and retention requirements X
Perform periodic incremental and full tape backups X
Exchange backup tapes with off-site storage facllity
Purchase and manage paper / forms / consumables inventory for printers X
Install, move, add, change and support network and non-network attached
printers

install consumables for printers

Install paper / forms for printars

Remove desktop / end user device print jobs and place in output bins,
courier and/or mail as instructed

Distribute desktop / end user device print jobs to user locations

>

K X [ XX
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Operations and Administration Roles and Responsibilitics

Dsfine automated output distribution requirements

x| x

Maintain automated output distribution tables.

Approve change control results X

Malntengnco
Maintenance services are the activities associated with the maintenance and repair of

hardware and software, to include "break-and-fix" services for the ED locations
identified in Appendix A.

Instalied platform and product version levels are not to be more than one version behind
the current commercial release, unless otherwise authorized by ED's architectural
standards committee. This includes any open source, commercial product patch, "bug
fix,” service pack installation or upgrades to the current installed version.

Table 61. Malntenance Roles and Responsibilities

Maintenance Roles and Responsibilities

Dispatch repair technicians to the point-of-service location, where

necessary
Perform diagnostics on distributed computing hardware and software X
install manufacturer field change orders, service packs, firmware and

software maintenance releases, BIOS upgrades, etc. and documenting X

these changes per the change control process

Software distribution and version control, both electronic and rmanual

Replacement of defective parts and systems, including for preventative
maintenance as prudent

Maintenance and parts management and monitoring during warranty and X
off-warranty periods.

Technical Support
Technical support services are the activities associated with the tuning of system

software and utilities for optimal performance. Also included is technical assistance for
the ED helpdesk, support for end users, other IT professionals, external entities using
ED IT services and ED field locations.

Table 62. Technical Support Roles and Responsibilities

% ort Ko = 0 H [}
Define technical support policies and procedures X
Participate in defining and approve technical support policies and X
procedures
Test, install, and tune technical environment hardware, software, X
peripherals and services
Manage hardware, software, peripherals, and services to meaet service X
levels and minimize ED resource requirements
Provide technical assistance as requested for Tier 2 end-user and
production support as requested by ED and/or sarvice provider-provited X
Helpdesk

Monitoring and Reporting

ED-05-PO-0908
Page - 173



Monitoring and reporting services are the activities associated with ongoing health
checks, status reporting and problem management {ongoing survsillance, tracking,
escalation, resolution and tracking of problems) of distributed computing services,
including the LAN. Problem management activities described within this document
require the service provider to coordinate activities with the helpdesk. In addition, the
service provider is responsible for publishing reports on actual service level
performance.

Configuration Management / Changse Control
Configuration management / change control activities include all the life-cycle services

required to appropriately manage and document changes (e.g., version control, profiles,
security plans, etc.) to the existing distributed computing environment. All changes must
conform to ED's change management process.

Table 63. Configuration Management / Change Control Roles and Responsibilities

4 0
Define configuration management and change control processes X
Establish change requirements for in-scope equipment and software X
Review and approve change requirements X

Training
Training services are the activities associated with the improvement of skills and

transfer of knowledge through education and instruction. Delivery methods include
classroom-style and computer-based training for standard COTS applications (shrink
wrap), including new employee training, upgrade classes and specific skills.

Table 64. Training Activities Roles and Responsibilities

Training Activities Roles and Responsibilities SP ED

Provide training for ED personnel to improve “how-to-use” skills related to
distributed computing systems and applications, as needed by ED

Provide ED Intranet-based training course catalog and training schedules X
Provide ED Intranet-based online class registration X
Approve class registration X
Track and report on training activities X
Maintain copies of training materials and software manuals on ED Intranet X

Provide distributed computing support for classrooms, labs and electronic %
learning events, as applicable and as needed by ED

Documentation

Documentation services are the activities associated with developing, revising,
maintaining, reproducing, and making available information electronically, such as via
the intranet, etc. The types of documents include:

» System specifications and documentation, end-user profiles
» End-user documentation
« Self-help resources
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= Site and system security plans

» LAN diagrams

» Standard operating procedures

= Change / configuration management documentation.

Technology Refreshment and Replenishment
Technology refreshment and replenishment are the activities associated with

modernizing the IT infrastructure on a continual basis to ensure that the system
components stay current with evolving industry standard technology platforms.

Technology refreshments may be funded on a project-by-project basis.

Table 65. Technology Refreshment and Replenishment Roles and
Responsibilities

Techneloygy Refreshment and Replenishment Roles and
Responsibilities

Develop, implement and manage appropriate technology refreshment and
replenishment procedures and plans in alignment with ED's architectural X
and system standards
Review and approve technology refreshment and replenishment X
procedures and plans
Replace / upgrade hardware and software with appropriate newer X
technology

infuse and refresh both service provider and retained IT staff skills (as
appropriate) on a regular basis, with respect to new technologies being X
implemented
Coordinate with ED architecture teams to obtain the appropriate approvals X
for architecture and systermn changes

Review and approve archifecture and system changes X |

Securi hysical / logical access to systems) / Palic
Security services are the activities associated with safeguarding ED distributed
computing assets from unauthorized access, loss and the introduction of viruses or

other unintended software.
Table 66. Security / Policy Roles and Responsibilities

Security / Policy Roles and Responsihilities sSP ED
Docurment industry security best practices and provide recommendations X
for ED security policies and procedures
Recommend security requirements based on industry best practices X
Approve security requirements X

Authorize and approve leg-on / security-level access of client employees,
| agents and subcontractors

Maintain physical security of assets at ED facilities

Maintain logical security of assats at all locations X
Provide, maintain, and administer anti-virus software and anti-virus pattern X
updates o minimize potential virus infection of LAN and end user devices
Conduct periodic security checks per requirements
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Report security and policy violations to ED X

Isolate violations to a specific application, port or access point X

Track violations to a specific MAC address, port address, and UserlD X

where applicable and take measures per policy

Resolve security and policy violations internal to ED X
Provide coordinated resolution with ED and ED's Internet Service Provider

to resolve violations that originate outside of the hosted network(s}). X

Specifics exampies include DOS attacks, spoofing, Web explaits.

Actively participate in industry standard security forums and users groups.
Demaonstrate the ability to remain up tc date with current security trends, X
threats, and common exploits.

Ensure that all LAN servers and operating systems accessible from any
outside network are current with vendor security patches, according to the X
change management processes.

Custom Services
The service provider shall provide special services, including installation / deployment,
maintenance, support, break / fix, software and other technical training, upgrades, etc.

»  VIP Support—Includes all levels of support for designated ED VIPs. This can
include support in the home or other remote locations

»  Walk-in Support—{e.g., remote users temporarily in ED offices)
* Periodic Events — (e.g., ED annual and interim meetings, etc.)

Helpdesk
The Helpdesk roles and respansibilities listed below are specific fowards the distributed computing
Helpdesk tower. The roles and responsibilities that are repeated from the Cross Functional section above
are reviewed at a lower level as it relates to Helpdesk in this section.

Service Descriptions and Roles and Responsibilities

Helpdesk Services are those services required to coordinate and respond to requests,
inquiries and notifications made directly by authorized end-users. These Helpdesk
Services include the provision of a Single-Peint-of-Contact (SPOC) for the logging.
tracking, reporting and resolution of IT problems for ED end-users and ED clients.

The Helpdesk provides end-to-end ownership of all requests for service, including those
that may need o be referred / escalated to more specialized entities for resolution
(whether that entity be ED, a vendor or a designated third party). The Helpdesk
provides self-help facilities to enable users to service themselves using automated
tools. In addition, it shall own and manage the root cause analysis process to
understand and implement appropriate measures to prevent recurring problems /
trends. Helpdesk Services include the following operations and activities, which shall be
performed in accordance with the Roles and Responsibilities specified in the tables
below.

The Helpdesk must be available during business hours — every workday, see Workday
Appendix J, hours for Helpdesk operations are 0700 until 2200 EST and Deskside
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Support is 0700 until 1900 local time. During the month of September and the first
week of October the workweek is extended to include Saturday and Sunday. Whether
the helpdesk is located on ED premises or at an off-site location, the service provider is
to supply local {or toli-free) telephone lines in adequate quantity to handie call volumes,
system(s) to record call information, and electronic interfaces to systems for monitoring
and reporting. The Helpdesk will initially only require English language support.

Helpdesk support services include the foliowing life-cycle activities.

General Responsibilities
Overall service provider responsibilities are presented in Appendix G - Cross Functional

Roles and Responsibilities of this PWS.
Table 67. General Responsibilities

General Respansihilitics SP ED
Set up the Helpdesk, including implementation of systems necessary to
document, track and manage end-user request for services, inquiries and X

problem notifications;

Provide a single point of contact for and coordinating all requests for
service in the service areas supported under the terms of the Agreement,
Provide expert assistance to inquiries on the features, functions and usage
of all systems and seftware in use in the City / County,

Problem identification, escalation, reselution and closure including
performance of Root Cause Analysis on selected events; and

Perform administration services such as creating, changing and deleting
user accounts.

Create customer satisfactions surveys lo be used to caplure customer
feedback (touch point survey} and managers feedback (manager survey)
Approve customer satisfactions surveys to be used fo capture customer X
feedback (touch point survey) and managers feedback {(manager survay)

X X | x| x| x

The Helpdesk specific Roles and Responsibilities itemized in the above table relate
directly to the Helpdesk Support Services as defined in the following sections.

Planning and Analysls

Planning and analysis services and activities, as well as roles and responsibilities are
presented Appendix G - Cross Functional Roles and Responsibilities of this PWS.

Table 68. Planning and Analysis Roles and Responsibilities

Planning and Analysis Roles and Responsibilitics

Performing operational planning for Helpdesk capacity and performance
purposes

Betermining transitionaf plan & issues regarding facilities, layout &
integration with other non-consolidated He!pdesks.

Perform analysis of ED environment to identify the appropriate sets of
skills, training, and experience needed by Helpdesk staff

Establish problem management and ED reporting standards and policies
Identify and recommend Helpdesk solution that best meets ED business
needs and expense / service-evel expectations

>OIX| x| x| x
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Establish problam escalation and ED reporting standards and policies X
Recommend standards X
Approve standards & design X
Perform Helpdesk capacity monitoring and planning

Perform Helpdesk staffing analysis to ensure Helpdesk is staffed with
personnel having the appropriate sets of skills, training, and experience
Design Helpdesk layout

Install / test / maintain Helpdesk facilities

XX X X

Asset Acquisition and Management

Asset acquisition and management services and activities, as well as roles and
responsibilities are presented in Appendix G - Cross Functional Roles and
Responsibilities of this PWS.

Table 69. Asset Acquisition and Tracking Roles and Responsibilities

Asset Acquisition Roles and Responsihilities

Develop and document asset management policies relevant to providing X X
helpdesk services

Review and Approve asset management policies relevant to providing X
helpdesk services
Devetop and document asset management methodology and precedures X
Review and Approve asset management methodologies and procedures X

Review and approve selection of hardware to be installed in ED facilities X
and software to be installed on ED hardware
Support the asset ordering, procurement. X

Manage the delivery processes

Negotiate contracts for service provider-purchased / leased helpdesk
hardware and software {(shall be ED owned}

Review and Approve contracts for service provider-purchased / leased X
helpdesk hardware and software (shall be ED owned)

Maintain the records necessary to frack, manage and support warranty X

services of all helpdesk assets

Procure hardware / software (e.g., Government DAR, etc.} X

Operations and Administration

Operation and Administration services and activities, as well as roles and
responsibilities are presented in Appendix G - Cross Functional Roles and
Responsibilities of this PWS.

The following tables identify the roles and responsibilities that service provider and ED
shall perform, and that are associated with planning and analysis activities specific to
this Schedule.

Single Polnt of Contact
The following table identifies the roles and responsibilities that service provider and ED

shall perform, and that are associated with the types of calls the single point of contact
{SPOC) shall support.
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Table 70. SPOC Call Roles and Responsibllities

SPOC Call Roles and Responsiiililies
Problem tracking and first-level resolution for all frouble calls, including

those related to desktop, Local-Area Network (LAN), Data Center, Wide- X
Asrea Network (WAN), applications and phone switch availability requests.,
Facilities-related issues, such as HVAC, security, etc. if the Helpdesk is X
located at service provider location.

IMACs, including atl IMACs for disfributed computing, network LLAN and X

WAN, voice and Data Center environments.

“How-to™ and Tier 2 assistance for ED Defined Commercial Off-the-Shelf
(COTS) applications included in its standard distributed computing X
platform images (intermediate to expert user population).

Expert assistance with the feature function and usage of shrink-wrapped
software applications. Examples of shrink-wrapped software applications X
consist of office suites, Web browsers, and anti-virus software.
Coordination for employee user account administration, activation,
changes and terminations, including: Password / account setup and reset
(various ED system platforms), Remote access connectivity (for example, X
Virtual Private Network [VFPN]), E-mail accounts, User Ids, Password
resets, Remote paging devices, Voicemail administration, Telephone lines,
Secure 1D cards, Catalog quotations

User account administration, including password resets, chargeback and
billing.

End-to-end ownership for problem identificatior, escalation, resolution and
closure

End-to-end ownership of user change activity, including coordination with
facilities, physical security and telecommunications units

Company policy and best practices support

x| X | x| x

Helpdesk Administration
The foliowing table identifies the roles and responsibilities that the service provider and

ED shall perform, and that are associated with Helpdesk Setup and Administration
activities.

Table 71. Helpdesk Administration Roles and Responsibilities

Helpdesk Administration Roles and Respounsibilities SP ED
Staff and maintain a single point of contact (SPOC) helpdesk for all ED X
end-user requests for assistance for all in-scope areas
Identify Helpdesk Administration requirements and policies X
Develop and document procedures which meet requirements and adhere X
to defined Helpdesk policies
Approve Helpdesk Administration procedures X
Davelop transition plan, including the management of issues regarding X
facilities, layout & integration within the City / County
Provide SPOC call-in access via a toli-free number for all in-scope X
locations and business regions
Provide a system to document, manage and track all requests far service,
problem reports and inquiries regardless of the means by which the X
request is submitted {e.g., telephone, email, fax, direct online input by end-
users, etc.}
Receive and answer ED calis X
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Provide Helpdesk coverage 7 days / week, 24 hours / day 365 days / year

Provide additional resources as needed during planned critical events

Monitor and track all requests for service to ciosure, Escalate within
service provider organization and ED as required

Provide on-line capability for user to review status of requests for service

Track the number of calls including abandoned calls; implement processes
o minimize call abandonment

Create and maintain contact list(s)

Issue broadcasts or other notices to provide status updates as required

Prepare and issue service request and incident reports as needed

Salect and implament software and hardware (e.g. IVR) needed !o collect,
track and manage requests for service received by the helpdesk.

XXX X |I=] o= x|

Deveiop and execute procedures for conducting end-user satisfaction
surveys according to service level requirements

Maintain a continuous improvement program that improves helpdesk
services

Service Request and Trouble Ticket Management

Service Request and Trouble Ticket Management includes escalation to second-level
specialists through a well-defined process, including the primary provider's resources,
third parties, such as hardware and software suppliers, other third-party service
providers and as well as ED's internal technical support resources.

The following table identifies the roles and responsibilities that service provider and ED
shall perform, and that are associated with Service Request and Trouble Ticket

Management activities.

Table 72. Service Request and Trouble Ticket Management Roles and

Responsibilities

Service Request and Trouble Ticket Management Roles and

Responsibilities

Identify and describe priorities, response and resolution targets for service
calls and requests of differing impacts

Develop procedures to receive and respond to ED calls for service
according to defined prioritization and resolution targets. Ensure that
response to requests is based on priority and impact rather than the
method used to notify the helpdesk (e.g., telephone, email, fax, direct input
to service request system by end-users, etc.}.

Develop precedures for the escalation of problems which cannot be
resolved without service dispaich

Restore and/or resolve inquiry / problem within prescribed tims limits, if
possible, otherwise escalate fo appropriate Level 2 resource

Identify problem characteristics and, where possible, root cause

Monitor and respond to service request submitted via e-mail

Assist Users or Operations with Qutput problems

Provide first point of contact for all service requests and problem
notifications.

Ko x| X

Categorize, prioritize and log all IT inquiries / problems / requests entry
into trouble ticket system

bt
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Determine inquiry / problem request / resolution requirements

Provide resolution within prescribed time limits for inquiries / problems
which do not require service dispaich

=

Escalate problem for field service dispatch or assign to other technical
support personngl as needsd

Natify ED and vendor management as required

Issue broadcast messages regarding system status

Implement self-help features that enable end-users to perform preliminary
problem diagnosis and troubleshooting

Monitor problems until problem resolution

Monitor and track all trouble tickets to closure and end-user satisfaction

Ensure that recurring problems which meet defined criteria are reviewed
using Root Cause Analysis processes

Verify acceptance of services by contacting the end-user to confirm resuits
and leve! of satisfaction

Ensure that inventory and configuration management records are updated
to reflect complsted service reguest {IMACs, and others}

XX x| X x| x Ix[x] x

Work with service provider operationa! and technical staff, and ED, to
identify solutions that minimize the need to call the helpdesk

Remote Desktop Management
Remote Desktop Management services are those services required to manage deskiop

devices and scftware over the network. This includes maintaining and troubleshooting
the desktop operating system and supported desktop applications electronically to
minimize the need to dispatch technical personnel.

The following table identifies the roles and responsibilities that service provider and ED
shall perform, and that are associated with Remote Desktop Management activities.

Table 73. Remote Desktop Management Roles and Responsibilities

Remote Desktop Management Roles and Responsibilities SP ED
Develop policies for the use of remote control tools for maintenance and X
troubleshooting
Develap plans and procedurss for the use of remote control tools in X
accordance with defined policies
Utilize remote controls to diagnese and troubleshoot desktop device X

problems from remote locations

Diagnose the problem and when possible implement corractive actions to
resolve the problem. Resolution consists of: performing logical
configurations changes and updating files such as drivers with more recent X
releases. If resolution is not possible dispatch to the carrect support
| organization,

Assist in enabling the enforcement of compliance to standards and the
appropriate optimization at the deskiop.

Manage the problem through to resolution

Document deskiop system configuration, network configuration, and
inventory of software to be supparted

> | X x| x

Utilize remate controls to manage and update desktop system software,
and to maintain configuration and inventory information

ED-05-P0-0908
Page - 181



Remote Desktop Management Roles and Responsibilities

Utilize remote control tools to manage and enforce compliance with
standards

User Administration

The following table identifies the roles and responsibilities that service provider and ED
shall perform, and that are associated with User Administration activities.

Table 74. User Administration Services Roles and Responsibllities

Uscr Administration Services Roles and Responsibilities

Develop and document requirements and policies regarding User X X
Administration

Develop and document procedures for User Administration which meet X

requirements and adhere to defined policies

Approved procedures for User Administration Sarvices X

Document and track requests for user aceount activation, changes and
terminations

Create, change and delete user accounts per requasts

Coordinate as necessary with other specialized areas to manage user
accounts

x| X Ix| x

Reset passwords as required

Installs, Moves, Adds. Changes (IMACs}

IMAC services are those services related to management of requests for modification to
the environment. This includes routing requests to the Helpdesk where the support
team gathers the business requirements, provides authorization, logs the request and
facilitates fulfiliment. In addition, all authorized IMAC requests are passed automatically
to the support team depending upon the location and the product or service being
requested.

The following table identifies the roles and responsibilities that service provider and ED
shall perform, and that are associated with Installs, Moves, Adds, and Changes
activities.

Table 75. Installs, Moves, Adds and Change Management Roles and
Responsibilities ‘

Recelve and track requests for IMACs ) X

Confirm the requirements and scope of the IMAC request X

Contact the user and schedule an appropriate, agreed time for the work to X

take place

Approve IMAC schedule X
Verify completion of IMACs by contacting the user to confirm satisfaction X

Self Help

Self Help refers to automated / electronic means made available directly to end users to
assist in fulfilling various service requests, including password resets, problem
diagnosis and resolution, etc. This includes Interactive Voice Response {IVR);
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out-of-prime time voice messaging with guaranteed callback responss, intranet-based
automated self-help, etc.

Table 76. Self Help Roles and Responsibilities
4y & ¥ P2 [)

Identify Requirements for Self Help capabilities X

Implement self-help capabilities that enable end-users to parform
password resets and other administrative functions

Ongoing monitoring of effectiveness of Self Help

Develop recommendations for and implement improvements to Self Help X

capabilities

Review and approve improvements to Self Help X
Periodic review of the effectiveness of Self Help capabilities and usage X

Monitoring and Reporting Services
Monitoring and Reporting services and activities, as well as roles and responsibilities

are presented in Appendix G - Cross Functional Roles and Responsibilities of this PWS.
Table 77. Monitoring and Reporting Roles and Responsibilities

0 0 0 O Cl 4 [)

Define Helpdesk service level requirements (SLRs) X

Document service-level requirements and agreements

Monitor problems until problem resolution

Record, track and update problem ticket information using the problem
tracking and reporiing tool

Notify ED and vendor management as required

Issue broadcast messages regarding system status as needed

Measure and analyze performance relative to requirements and
agresments

> o e e ol b

Develop improvement plans where appropriate

Authorize improvement pltans where appropriate ., X

Implement improvement plans

Report on service-level results (monthly summary)

Report on Helpdesk statistics and trends as requested (e.g., service
regquest volumaes and trends by types of users)

Report on preventative maintenance

X > >

Report on trends in service requests indicating a need for training

Audit results & opsrations periodically X

Change Management / Change Contral
Change management / change control activities include all the life cycle services

required to appropriately manage and document changes (for example, version control,
profiles, security plans, etc.) to the existing Helpdesk environment.

Change management / change control services and activities, as well as roles and
responsibilities, are presented in Appendix G - Cross Functional Roles and
Responsibilities of this PWS.
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Table 78. Management / Change Control Roles and Responsibilities

Change Management { Change Control Roles and Responsihbilities
Develop and document change management procedures relevant to
helpdesk changes. Ensure that precedures address changes, which X
cannot be scheduled.

Review and approve change managemaent plan, policies and procedures X
Document proposed changes to helpdesk systems and their impact. X
Develop and maintain a schedule of planned changes and provide to ED
for review

Review scheduled changes and approve or alter the schedule of any or all X
change requests

Ensure that all changes are coordinated in conformance to the
requirements of the change management plan

Issue appropriate natice announcing change and schedule

Implement change and conduct change acceptance test(s) as required
Maonitor changes and report the status to ED. Verify that change met
objectives and did not have other, negative impacts

Conduct user acceptance tests as required. X

b

x| Ix]| x

Root Cause Analysis
Root Cause Analysis (RCA) services are those activities associated with the process of

understanding or preventing recurring problems and/or trends, which could result in
problems.

Table 79. Root Cause Analysis Roles and Responsibilities

Root Cause Analysis Roles and Responsibilities

Identify requirements and policies for Root Cause Analysis (RCA), such as
events that trigger a RCA
Develop procedures for performing a RCA that meet requirements and
adhere to defined policies
Approve RCA procedures

X
X
Conduct proactive tend analysis to identify recurring problems X
X
X

Track and report the cansequences of repetitive problems or failures

Flag all Severity Level 1 and Severity Level 2 Incidents as requiring Root
Cause Analysis

Ensure that appropriate resources within service provider are assigned as
may be necessary to identify and remedy the failure, and irack and report X
on any consequences of the failure
Identify root cause of Severity 1 and Severity 2 level problems or failures X
and recommend appropriate resolution action, where / whenever possible,
Track and report on progress of all Severity 1 and Severity 2 level
problems that are escalated to Level 2 support to ensure that Root Cause
Analysis is performed and reportad on (incident reports / troubls tickets to X
remain open untit Root Cause Analysis report is completed and
submitted).

Provide ED with a written report detailing the cause of and procedure for X
correcting such failure; provide updates on a monthly basis until closure
Substantiate to ED that all reasonable actions have been taken to prevent X
recurrence of such failure.
Develop and implement solutions to recurring problems identified by X
proactive frend analysis
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Root Cause Analysis Roles and Respensibalities

Review and approve actions for resolution of problems as reported in Root
Cause Analysis recommendations )

Tralning
Training services are the activities associated with the improvement of skills through

education and instruction for the provider’s staff. In addition, training shall include the
development of a knowledge database by the service provider.

Table 80. Training Roles and Responsibilities

Training Roles and Responsibilities

Establish training plans and procedures where requested X

Participate in defining and approve requested training plans and X
procedures

Provide training for service provider personnel on ED specific
infrasiructure in order to improve service level performance of the X

service provider {e.g. First Call Resolution)

Provide training for ED personnel to improve “how-to-use™ skills related to
IT service area systems and applications

Development and implementation of Knowledge Database system

Provide advanced training, as agreed, to ED technical groups to facilitate
full exploitation of all relevant functional features
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Appendix H: Benchmark

|. Benchmarker

The Benchmark will be conducted by an independent industry-recognized benchmarking service provider
(“Benchmarking Company”) designated by Service Recipient {SR) and agreed to by Service Provider
{SP). Qualifications are that the Benchmarker (i) be independent, (ii) have demonstrable experience in
performing information technology benchmarks, (iii) agree to maintain the confidentiality of all data, and
{iv) not be a direct competitor of the SP. The SP and SR acknowledge that the following companies are
accepiable to perform as the Benchmarker for the engagement: Gartner, Inc. and other companies that
are mytually acceptable to the SR and SP.

il. Definition of Benchmark

With SR’s direction and cooperation, and as a part of the Services, SP shall conduct a benchrmarking
program that shall enable SR to compare the Fees, Services and Service Levels set forth in this
Agreement with, and to ensure that said Fees, Services and Service Levels are among, the industry's
competitive rates and service levels for such Services,

The Benchmarker will “normalize” all data to obtain relevant comparisons for purposes of the Benchmark.
Factors related to general normalization to be taken into consideration by the Benchmarker may inciude:
(i) geographic location of the peer companies; {ii) industry differences affecting information technology
costs; (jii} economies of scale; (iv) workload and complexity factors {including operating environment). In
addition, factors related to normalization for outsourced services may include: (i} the services levels
offered; (ii) duration and nature of the contractual commitment; (iii) volume of services being provided;
(iv} contractual terms, conditions and allocation of risk; {v) amount of investment made by the SP in the
customer's equipment and personnel {vi} appropriate overhead: and {vii} provisions {o ensure the unique
factors of each deal are taken into account by the Benchmarker and appropriate adjustments will be
made for out-of-scope deliverables, however method of delivery is not a unique factor unless SP is
contractually obligated to the SR for a unique delivery requirement.

SP shall have no obligation {o provide any of its proprietary data or data with respect to its other
customers.

lll. Benchmarking Costs

SR shall pay all fees and charges paid to such Benchmarking Company.

V. Benchmarking Procedure

SR may request a benchmark for either (i} any Service Tower(s) or (i) the totality of the Services, at any
time after the first year of the Term, provided that a benchmark cannot be undertaken more than one time
in any rolling one {1) year period. Upon designation of the benchmark timing, a date will be set by both
parties that any necessary pricing changes will be in effect and i required due to a longer than expected
benchmark time frame the pricing would be retroactive to the predefined date. |n addition, the Parties
shail meet with the Benchmarker for the purpose of agreeing upon a detailed plan (including time
deadlines for provision of data by SP} for implementing the Benchmark. SP agrees that shall it fail to
provide data or otherwise comply in a timely manner in accordance with the agreed plan, SP shall have a
grace period of seven (7) days in which to provide such data or compliance, after which SR's monthly
invoice from SP for Services shall be reduced by 1%, of the average of the previous 12 monthly invoices,
for each day of such failure by SP. If the failure exceeds 90 days, SR may terminate the {otal Agreemant
ar relevant Sarvice Tower(s). In connection with any such termination, SR shall be liable for the
reasonable and actual out-of-pocket expenses incurred by SP for employes severance or relocation
expenses but shall not otherwise be liable for any Termination Fees or other cost, expense, penalty or
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liability whatsoever (except that SR shall pay for any invoices received for Services performed prior to
such termination for the applicable Service Towers being terminated).

Within fifteen {15) days of the Benchmark Notice Date SR and SP will meet to jointly review the
Benchmark results. If the report of the Benchmarking Company concludes that the then-current SP's
aggregate Fees for an IT Service Tower(s) is greater than 105% of the Benchmarking Companies market-

based aggregate fees for such Service Tower(s), then either:
Option 1:

(i} Within 30 days after the Benchmarking Company provides its report to
the Parties, SP shall notify SR in writing if SP has elected to accept the
determination of the Benchmarking Company, and, if SP so elects to
accept such determination, SP shall promptly reduce the applicable Fees
to not more than 105% of such market-based aggregate fees; or

(ii) If benchmarking (i) discloses material varialions between SP's charges and/or quality
standards, and prevailing market standards and (ii) the parties cannot agree fo an
appropriate adjustment of the affected service level(s) and/or charges within a
reasonable period, then SR, with 80 days notice, may terminate the total Agreement or
relevant Service Towaer(s). In connection with any such termination, SR shall be liable for
the reasonable and actual out-of-pocket expenses incurred by SP for employee
severance or relocation expenses but shall not otherwise be liable for any Termination
Fees or other cost, expense, panalty or liability whatsoever (except that SR shall pay for
any inveices received for Services performed prior to such termination for the applicable
Service Towers being terminated). For purposes of this paragraph, “material variation”
hetween SP’s charges and prevailing market standards shall mean that relevant SP
charges exceed benchmarked rates by six percent (6%) or more.

Option 2:

If the results show that SP’s charges exceed benchmark results by five
percent (5%} or more, SP and SR agrees to negotiate in good faith to
address any pricing differences to the benchmarked market price. SR and
SP would have mutual option to terminate the agreement with 90 day
notice given negotiations do not meet their expectations. The terminating
party shall be liable for the reasonable and actual out-of-pocket expenses
incurred by the ather party for employee severance or relocation expenses
but shall not otherwise be liable for any Termination Fees or other cost,
expense, penalty or liability whatsoever (except that SR shall pay for any
invoices received for Services performed prior to such termination for the
applicable Service Towers being terminated).

V. General Agreement of Cooperation

The Parties acknowledge that the Benchmark definition and procedure described in this Schaduke will
require further definition and clarification as the Parties begin actual implementation of the Benchmark.
The Parties shall cooperate with the utmost good faith to reach reasonable and timely agreements en
such further definition and clarification. To the extent that the Benchmarker reasonably establishes that
certain definitions, procedures and methodologies are widely used in information technology
benchmarking, the Parties agree to generally rely on the Benchmarker's definitions, procedures and
methodologies for guidance in reaching agreement. Furthermore, the Parties acknowledge that in
reaching the final results of the Benchmark tha Benchmarker will be required to exercise its professional
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judgment and discretion in certain matters and, assuming such judgments are within established industry
practices for information technology benchmarking, the Parties will defer to the conclusions of the
Benchmarker.

8P acknowledges that SR views the Benchmark procedure described in this Schedule as a critical
inducement to SR's agreement to many of the terms of this Agreement, including the Term and
termination rights provided for in the Agreement, and therefore SP agrees that it will cooperate in good
faith to accomplish the objectives of the Benchmark procedure for the benefit of SR.

VI. Benchmark Melrics

At their highest leve! of classification, the original contract services to be provided by 5P (“in-scops”
services) are Category A Services.

Prior to the commencement of all benchmarking studies, SR and SP will agree on the
specific services or sub-services {metrics) to be included within the scope of the study.
Also, SP will be apprised of the metrics sufficiently in advance of the benchmarking
study to establish administrative processes to capture the necessary metric data. The
exact metrics to be included in the benchmark study will be contingent upon: (1) the
detail in which the benchmark company maintains cost and pricing data within its
database; and, (2) SP’s ability to capture pricing information at the desired level of
detail.

The following table is shown solely as an example of the types of metrics that may be included in the
benchmarking study:

Contract “In-Scope"” Services Possible Benchmark Service { Sub-Service
Applications Development / Cost per supported function point

Maintenance Cost per hour per competent FTE
Helpdesk or Cail Center Cost per contact

Cost per call
Telecommunications Cost per minute for Voice

Cost for data network
Network cost per node or device

Desktop Management Cost per seat (hardware, standard software)
Cost per seat (maintenance and support)
Distributed Computing Services and Cost per Server Unix Operation & Maintenance

Web Hosting Services Cost per server NT Operation & Maintenance
Cost per AS400 system operations and maintenance
Cost per KGEMS

Mainframe Camputing Services and Cost per MIP

Storage Services Cost per DASD meg.

VIl. Pear comparison and benchmark performance requiremeants

The 8P must perform to a level as depicted in the outcome of the benchmark. The leve! is a price point
better than (select one): (1) peer average, (2) upper 25" percentile of the peer group, (3) upper (xx}
percentile of the database, or {4) database average.

Viil. Definitions:

See Appendix J.
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Appendix I: Incumbent's Transition Cut Plan

Goals
The primary goal of the transition plan is to snsure minimal impact to the Office of the Chief Information
Officer (OCIO)} and ED at the expiration of the incumbent's task order.

Key Roles and Responsibilities for the Transition
This section identifies the key roles and responsibilities of the Transition Team.

Exhlbit 1: Key Transition Leadership Roles
ED Incumbent Incoming Contractor

Transition Manager Project Manager Project Manager
Robert Leach Outgoing Project Manager Incoming Project Manager

The Outgoing Project Manager will serve in this capacity until the completion of the transition. His/Her
responsibilities will include:

* Responsible for successful implementation of the Transition Plan

= Assign all necessary staff

= Create and maintains project schedule

* Track and manage all activities of the Transition Plan

= Attend daily and weekly meetings with OCIO to provide status updates
* Qversee training program development and implementation

* Ensure all deliverable dates are meet

* Ensure all deliverables meet quality standards and receive a thorough, quality
review

* Ensure adequate communication between Transition Teams
=  Ensure all GFE is identified and returned

Training Program

Supporting EDNet, its infrastructure, development, and daily operations is a complex task. Each and
every business day, the outgoing Team works with OCIO to camy out hundreds of aclivities. To ensure
continuity the outgoing Team (in conjunction with OCIO) has developed a comprehensive catalogue of
SOPs.

Exhibit 2: SOPs and Related Documents
Required SOPs and Related Documents
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R OP R Do

Security, Configuration Management, and Disaster Recovery SOPs

EDNet Configuration Management Pian

EDNet Security Plan

EDNet Disaster Recovery Plan

EDNet Contingency Plan

SOP for EDNet Access Cantrol

SOP for EDNet Network- and Host-Based Intrusion Detection Systems

EDNet Information System Security Incident Response Plan

SOP for UNIX-Based Server Management

Technical Review Board Process Guide

Change Control Review Board Process Guide

Security Review Board Process Guide

SOP for tha Symantec Enterprise Firewall System
Server Operations SOPs

SOP for Windows-Based Server Managemsnt

SOP for EDNet Patch Management

SOP for Event Log Collection and Review

SOP for Remote Access Services

SOP for EDNet Exchange 2000

SQP for Norton AntiVirus Administration

SOP for Compagq Insight Manager

SOP for Altiris on Windows-Based Servers

SOP for HQ Backup System (Backup Exec)

Operations and Maintenance Manual for Server Management Systems
NCC and Telecom SOPs

SOP for Routers and Switches

SOP for Backbone Services

SOP for Unicenter TND on Windows-Based Servers

SOP for CiscoWorks 2000

SOP for Cisco Unity

TATS SCP

SOP for Video Teleconferencing
Inventory Management SOPs

SOP for the EDNet Technical Architecture Database (ETAD) on Windows-Based Server

SOP for EDNet Maintenance Agreements
End User Support SOPs

SOP for Heipdask

— Ticket Flows

— Communication Plan

— Approval Procedures

— HEAT Procedures

~ Instaliation Procedures

SOP for Regional Operatigns

The Jncumbents shall continue to work with OCIO to continually update these and other SOPs during the
transition period. All SOPs are the possession of OCIO and OCIO alone shall provide the incoming
contractor copies or access to these documents.

Training Goals
The Incumbents shall provide formal training sessions to the incoming confractor staff. These fraining
sessions will augment the knowledge provided in the SOPs, as follows:
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» Provide additional information not found in SOPs on the organization and
activities performed by staff in specific functional areas

» Clarify any information contained in the SOPs that new staff might not
understand

» Provide training scenarios that mimic real life problems and train new staff on
how to respond to real-life situations

Training shall be developed and delivered based on functional area. These include areas such as NCC,
Server Operations, Security Operations, Telecommunications, Regional Operations, etc.

Formal Training Schedule
Training shall be scheduled within the 60-day transition period. Formal training classes are listed in the
proposed schedule. Each training session is expected to last approximatety 2 hours.

Informal Training
The Incumbents shall work with OCIO to allow incoming managers and certain key incoming staff to
“shadow” the outgoing staff.

Return of all GFE

The Incumbents shall establish an inventory database of all equipment provided to the incumbents for
use on the EDNet Task Order. The inventory shall include the name of the item, the owning office, a
tracking number, and a description of where and how the item is heing used. GFE on the EDNet Task
Order includes the following items:

v Cell phones

= Blackberries

«  Laptop computers

» Government badges

= Government deliverables not already sent to OCIO

« Other items as identified and agreed to by the Incumbent and OCIO

Data Center Move

The Incumbents’ Transition Manager shall oversee the Data Center move during its transition and will
work closely with the OCIO and incoming managers to ensure a proper transition. The Incumbents shall
prepare a separate and comprehensive analysis of the current status of this project.

Estimated Timeline for Transition

All training, regularly scheduled meetings, and major deliverables are listed in the timeline, see Exhibit 3.
The exact start date of the transition is unknown, therefore the timeline is only approximate; a finzl time
shall be generated with Microsoft Project once an exact start date is known.

Exhibit 3: Estimated Incumhent Transition Out Schedule

Task Name Duration Finish
Termination Notification 1 day 9/30/2004 8:00| 9/30/2004 17:00
Kick-Off Mesting 1 day 10/1/2004 8:00| 10/1/2004 17:00
Designation of Key Staff 1 day 10/1/2004 8:00] 10/1/2004 17:00
Delivery of SOP's to OCIO for Delivery to New 1 day 10/5/2004 8:00| 10/5/2004 17.00
Caoantractor
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Delivery of Training Schedule 1 day 10/6/2004 8:00] 10/6/2004 17.00
Weekly Meating 1 day 10/6/2004 8:00| 10/6/2004 17.00
- Weekly Meeting 1 1 day 10/6/2004 8:00| 10/6/2004 17:00
Tralning 1 day 10/13/2004 8:00| 10/13/2004 17:00
-Program Management Training 1 day 10/15/2004 8:00| 10/15/2004 17:00
-Project Management Training 1 day 10/18/2004 8:00| 10/18/2004 17:00
-Server Operation Training 3 days 10/20/2004 8:00| 10/22/2004 17:00
-Security Operations Training 3 days 10/25/2004 B8:00| 10/27/2004 17:00
-NCC Operations Training 3 days 10/28/2004 8:00| 11/1/2004 17.00
-Telecommunications Operations Training 3 days 10/28/2004 8:00( 11/1/2004 17:00
-Helpdesk Training 4 days 11/1/2004 8:00) 11/4/2004 17:Q0
-Deskside Support Training 4 days 11/5/2004 8:00| 11/110/2004 17:00
-Engineering and Implementation Training 3 days 11/2/2004 8:00] 11/4/2004 17:00|
-Regional Operations Training 3 days 11/10/2004 8:00| 11/12/2004 17.00
-ELMst Training 3 days 11/10/2004 8:00| 11/12/2004 17:00
-Configuration Management Training 2 days 11/8/2004 8:00| 11/9/2004 17:00
-Records Managemant Training 2 days 11/8/2004 8:00| 11/9/2004 17:00|
-RTSC Training 3 days 11/11/2004 8:00| 11/15/2004 17:00
-Informal Training 5 days 11/16/2004 8:00| 11/22/2004 17.00
Identification of Draft GFE List for Return 1 day 10/27/2004 8:00| 10/27/2004 17:00
-Final GFE List 1 day 11/10/2004 8:00| 11/10/2004 17:00
-All GFE Returned 1 day 12/8/2004 8:00| 12/8/2004 17:00
Draft SOP Checklist 1 day 11/3/2004 8:00) 11/3/2004 17:00
-RevisediFinal SOP Checklist 1 day 11/17/2004 8:00| 11/17/2004 17:00
Draft Project List 1 day 117/10/2004 8:00| 11/10/2004 17:00
-Revised Final Project List 1 day 12/1/2004 8:00| 12/1/2004 17:00
Project Mestings 1 day 11/17/2004 8:00{ 11/17/2004 17:00
- Project Meetings 1 1 day 11/17/2004 8:00| 11/17/2004 17:00
- Project Mestings 2 1 day 11/17/2004 8:00| 11/17/2004 17:00
- Project Meetings 3 1 day 11/17/2004 8:00| 11/17/2004 17:00
- Project Meetings 4 1 day 11/17/2004 8:00) 11/17/2004 17:00)
- Project Meetings 5 1 day 11/17/2004 8:00| 11/17/2004 1700
- Project Meetings 6 1 day 11/17/2004 8:00( 11/17/2004 17:00
- Project Meetings 7 1 day 11/17/2004 8:00| 11/17/2004 17:00
- Project Mestings 8 1 day 11/17/2004 8:00| 11/17/2004 17:00
- Project Meetings 9 1 day 11/17/2004 8:00 11/17/2004 17:00
- Project Meetings 10 1 day 11/17/2004 8:00| 11/17/2004 17:.00
Data Center Project Impact Deliverable Draft Due 1 day 11/24/2004 8:00| 11/24/2004 17:00
Revised Final Due 1 day 12/8/2004 8:00| 12/8/2004 17:00
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Appendix J: List of Definitions

25th Percentile - The peer price associated with the best 25th performance percentite of the defined peer
group or Database. The quartile as developed by Microsoft Excel percentile function.

AA — see Auto Attendant.

Administration — Services provided in the operation and maintenance of server andfor a system. This
includes services such as installation of a new or additional hardware, installation and upgrade of
software applications and network opserating system, and configuration of hardware and software. This
also includes account management, backup and restore, performance monitoring and tuning, security
monitoring, problem tracking and error detection.

Annual Performance Rating Plan {(APRP) — The APRP is the tool that will be used to determine if 2
contractor will be issued a new term. It is comprised of 100 available points, 50 of which are associated to
guantitative SLA measurement, and 50 of which are assuciated to qualitative manager comments and
reviews. A score of atleast 85 Is required for a contractor to win a new term.

APRP - see Annual Parformance Rating Plan.

Assistive Technology Device — Any item, piece of equipment, or system, whether acquired
commercially, modified, or customized, that is commonly used to increase, maintain, or improve functional
capabilities of individuals with disabilities.

Assistive Technology Services — Any service that directly assists an individual with a disabitity in the
selection, acquisition, or use of any Assistive Technology (AT) device.

Auto Attendant (AA) — works with the IP PBX (Cisco CallManager) to receive calls on specific telephone
extensions and o allow callers to select appropriate extensions {(e.g., answers a call, plays a user-
configurable Welcome prompt, plays a Main Menu asking the user to perform actions such as "Press 4 for
a directory of extensions”}.

Benchmarker — the organization that the SP and SR agree to conduct the benchmark.

Benchmark Objective — shall mean when taken in combination, the technology services, service levels
and charges shall be within the stated requirements for price performance.

Benchmarking — the objective measurement and comparison process of requestors environment to that
of a similar peer group.

Benchmark Notice Date — The date in which the Benchmarker notifies both parties that the benchmark
results are available. '

Business Hours — workday, see Workday, hours for Helpdesk operations are 0700 until 2200 EST and
Deskside Support is 0700 until 1900 lecal time. During the month of September and the first week of
October the workweek is extended to include Saturday and Sunday.

CR&A - see Certification & Accraeditation.

Capabliity Maturity Model (CMM) — see IT Service Capability Model.

Capability Maturity Model Integration (CMMI} - see {T Service Capability Model,

CCA - see Clinger-Cohen Act,
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CCRB - see Configurafion Change Review Board.
CERT - see Computer Emergency Response Team.

Certification & Accreditation (C&A) — Is the process, which provides a comprehensive and uniform
approach to certify and accredit the ED’s General Support Systerns {GSSs} and Major Applications
{MAs).

Change Management — Change Management is a process that ensures the following:
« Evolution, development, and maintenance of products and services are managed and controlied
in accordance with approved policies, standards, and procedures.
+ Changes to the production system's infrastructure are applied with proper planning, testing, and
notification,
s Negative impacts to the customer and/or the production environment are minimized as a result of
changes to the system.

The scope of change management includes any change that affects systems and network infrastructure
or the integrity of the customer's data or communications.

Clearinghouse — see Enterprise Lifecycle Management Support (ELMst) Clearinghouse.

Clinger-Cohen Act (CCA} — The Clinger-Cohen Act® requires Federal agencies to make sound
investmant decisions before purchasing information technology systems. The Act mandales the
establishment of a CIO whose job is critical to ensuring that the mandates of the Act are implemented.
The Clinger-Cohen Act (CCA);

» The CCA of 1996 directs OMB and federal agencies to reform the management of IT through:
capital planning and investment control, enterprise architecture; IT security; performance and
results-based management; IRM workforce management, _

+ The CCA emphasizes the need for federal agencies to significantly improve how they determine
which IT initiatives to undertake and manage those initiatives.

» The CCA, OMB requirements, and GAC guidance specifically prescribe certain aspects of each
agency's IT capital planning process.

Close of Business (COB} - Close of business is defined as 9pm EST Monday through Friday, not
including Federal Holidays.,

CMM — see IT Service Capability Maturity Model.
CMMI ~ see /T Service Capabilify Maturity Model,
COB - see Close of Business.

Commercial Off the Shelf Software (COTS) - Product is one that is used "as-is," COTS products are
designed to be easily installed and to interoperate with existing system components. Aimost all software
bought by the average computer user fits into the COTS category: operating systems, office product
suites, word processing, and e-mail programs are among the myriad examples. One of the major
advantages of COTS software, which is mass-preduced, is its relatively low cost.

Computer Emergency Response Team (CERT) — The CERT Coordination Center (CERT / CC}is
located at the Software Engineering Institute (SEl), a federally funded research and development center
at Carnegie Mellon University in Pittsburgh, Pennsylvania. Following the Internet Worm ingident, which
brought 10 percent of Internet systems to a halt in November 1988, the Defense Advanced Research
Projects Agency (DARPA) charged the SEI with setting up a center to coordinate communication among
experts during security emergencies and to help prevent future Incidents. Since then, the CERT / CC has

3! Clinger-Cohen Act, Pub. L. No. 104-106, Division E (1996) (codified at 40 U.S.C. Chapter 25).
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helped to establish other response teams and our incident handling practices have been adopted by more
than 80 response teams around the world.

Conliguration Change Review Board - Provides technical and managerment contral of all changes that
affect the systems, infrastructure, and data and communications integrity of the ED internal network
{EDNet} and extranet (connections to other external sites).

ConnectED - Is the Department's enterprise intranet. ConnectED enables business and disseminates
information through its infrastructure of hardware, software, personnel and policies. ConnectED serves
as the infrastructure and support for several Department-wide applications such as OUS Budget
Formulation, the ED Calendar of Events, Ask ED (an online referral tool}, and the institution for
information on major initiatives such as One-ED, the Department's Strategic Plan and other Management
Initiatives and Pricrities.

COR - see Contracting Officer's Representative.

Contracting Officer's Representative {COR) - An individual designated and authorized in writing by the
contracting officer to perform specific technical or administrative functions. If the Contracting Officer
designates a contracting officer's representative (COR), the Contractor will receive a copy of the written
designation. It wifl specify the extent of the COR's authority to act on behalf of the contracting officer. The
COR is not authorized to make any commitments or changes that will affect price, quality, quantity,
delivery, or any other term or condition of the contract.

COTS - see Commercial Off the Shelf Software.

CRA - see Customer Response Applications editor.

Custom Applications — These applications are software programs and/or systemns developed specifically
to perform an ED function. These applications are not available as a Commercial-off-the-shelf software
product. A software development company, ED confractor, or civil servant may write the software. This
software is sometimes known as Govemment-off-the-shelf (GOTS).

Customer Response Applications (CRA} editor — A visual programming environment where you create
telephony and multimedia application scripts {e.g., for Cisco IP Interactive Voice Response (IP VR) and
Cisco IP Integrated Contact Distribution (IP 1CD) solutions). You can use the Cisco CRA Editor on any
computer that has web access to the CRA server.

Customer Satisfaction — Customer satisfaction is how pleased the customer is with the services
provided by the contractor.

Database — The set of valid data points for a given information technology analysis area.
Database Average — This is the arithmetic mean of a defined database
Day - Sunday through Saturday.

Denial of Service — Any action or series of actions that prevent any part of a system from functioning in
accordance with its intended purpose. This includes any action that causes unauthorized destruction,
maodification or delay of servige.

Desktop Administration — Services provided in the operation and maintenance of an individual's
desktop computer. This includes sefvices such as installation of a new system, hardware upgrades,
relocation and removal of hardware, installation and upgrade of software applications and operating
system. It also includes configuration of hardware and software, backup and restore, performance
monitoring and tuning, problem tracking and error detection, needs assessment, procurement, disposal,

and inventory managemsent,
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Desktop or Desktop Computer - Is a distributed computing resource, either networked or standalone,
consisting of a CPU, keyboard, monitor, and a screen manipulation device, such as a mouse. This
typically includes PCs, Apple Macintoshes, UNIX-based workstations, and other terminals, but also
includes laptops.

Desktop Configuration - The hardware and software characteristics associated with a desktop
computer (UNIX, PC, Macintosh, X-Terminal). Hardware characteristics include: CPU, RAM, amount of
disk storage, size of monitor, cards installed in the system unit, and devices attached directly to the
system unit. Software characteristics include: identification of COTS application software in use on the
workstation, operating system, and a description of any comrenly distributed custom applications.

Deskslde — see End User Services.,

Disaster Recovery Facility (DRF} — Internal Department of Education assigned name for the EDNet
disaster recovery facility in Kennesaw, GA.

Disaster Recovery Plan {DRP) — Plan to resume or recover, specific essential mission critical IT
operations and reconstitution at the DRF. The pian describes the technical steps on how the
Department’s OCIO organization would respond to a loss of pre-defined mission critical IT infrastructure
and/or applications. The plan outlines the team of operatives, facilities information including maximum
capacities, notification and escalation malrix, activation criteria, critical function recovery plan and
resumption of normal operations phases.

Distributed Software — This is software utilized by the end user, either directly or indirectly, to do their
work. The software may be resident on the desktop computer, or on a shared device such as an
application server. Desktop software is divided into three types: operating system, utilities, and
applications. Operating system software includes, but is not limited to, Windows 95, Windows NT,
MacOS, and UNIX, Utility programs perform functions such as disk managemant, file backup / recovery,
file compression, memory management, security, and virus protection. Application programs encompass
a wide variety of programs required by the end users to perform their work. Examples of programs in this
category are word processors, spreadsheets, email, groupware, desktop publishing, programming
languages, compilers, data base managers, and engineering tools.

Downtime — The amount of time when an end user's access to EDNet resources and services is
impaired. Downtime for each incident shall be the period between the time of impairment and the time
that the system is returned to fully operational status.

DRF - see Disaster Recovery Facifity,
DRP - see Disaster Recovery Plan.
EA - see Enferprise Archifecture.

ED.gov - The Depariment’'s main web server {www_ed.gov), machines supporting the main web service
(e.g. server boxes, load balancers), and various applications and services hosted on www.ed.gov and
related machines {e.g. sile search, database applications, web content management, etc.). The system
does not include the National Center for Education Statistics (nces.ed.gov) and most of the Office of
Federal Student Aid sites that are related but separate ED entities.

ELMst - see Enforprise Lifecycle Management Clearinghouse.

EDNet - The ED's IT Service Delivery Infrastructure. It includes, but is not limited to the following
services: LAN, MAN, and WAN services provided in support of custom applications and systems, office
automation software, interoffice messaging, Internet connectivity and presence, intranet, anti-virus
products, remote access, mobile computing, file storage, and network printing, faxing, and copying. For
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the purposes of this contract EDNet includes, but Is not limited to: network devises, wires and cables,
servers, desktops, mobile handheld and laptop computing devises, printers, copiers, and peripherals.
Certain custormn applications are also part of EDNet.

Encryption — The process of scrambling data in a highly controlled manner. After encryption, the data is
unreadable. Before a recipient can read encrypted data, it must be decrypted or unscrambied.
Encrypted data is sometimes referred to as cipher text; unencrypted data is sometimes referred to as
plain text.

End User Services — Encompasses services provided to the customer at deskside. This included but is
not limited to hardware and software support. Customers have been categorized into importance based
upon criticality and software configuration; see Section 11l Scope of Work, Category A, Table 2 of the
Performance Work Staternent.

Enterprise Architecture (EA) — A blueprint of how to utilize IT investment to support business processes
and mission. EA specifies how computer hardware, software, systems, and networks provide information
and data across the enterprise, The EA defines reusable services and components across the enterprise
and promotes standardization of business process, data, and systems.

Enterprise Lifecycle Managsment Support (ELMst} Clearinghouse — The Clearing House {CH),
managed by the Enterprise Lifecycie Management Support Team (ELMst), was developed to assist
Department of Education {the Department or ED) Principal Office (PO) Asset Managers (AMs) with the
proper procedures for removing equipment no longer in use by employees within their respective POs.
The CH provides service for surplus equipment, the Headquarters (HQ) excess equipment program {PCs
R Us), and the donation and disposal of information technology (IT} equipment.

FAR - see Foderal Acquisition Regulations.
FodCIRC - see Federal Computer Incident Response Ceniter,

Federal Acquisition Regulations (FAR) — The FAR was eslablished to codify uniform policies for
acquisition of supplies and services by execulive agencies. It is issued and maintained jointly, pursuant to
the Office of Federal Procurement Policy (OFPP) Reauthorization Act, under the statutory authorities
granted ta the Secretary of Defense, Administrator of General Services and the Administrator, National
Aeronautics and Space Administration. Statutory authorities to issue and revise the FAR have been
delegated to the Procurement Executives in DOD, GSA and NASA,.

Federal Computer Incident Response Center (FedCIRC) — The Federal Computer Incident Response
Center (FedCIRC) is the federal civilian agencies’ trusted fecal point for computer security incident
reporting, prevention, and response. FedCIRC is part of the National Cyber Security Division (NCSD), a
division of the Information Analysis and infrastructure Protection (JAIP) Directorate in the Depariment of
Homaeland Security.

Federal information Securlity Management Act Of 2002 (FISMA)} — The purpose of the FISMA Act is to:

(1) Provide a comprehensive framework for ensuring the effectiveness of information security
controls over information resources that support Federal operations and assets;

(2) Recognize the highly networked nature of the current Federal computing environment and
provide effective government wide management and oversight of the related information security
risks, including coordination of information security efforts throughout the civilian, national
security, and law enforcement communities;

{3) Provide for development and maintenance of minimum controls required to protect Federal
information and information systems;

{4) Provide a mechanism for improved oversight of Federal agency information security programs;

(5) Acknowledge that commaercially developed information security products offer advanced,
dynamic, robust, and effective information security solutions, reflecting market solutions for the
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protection of critical information infrastructures important to the national defense and economic
security of the nation that are designed, built, and operated by the private sector; and

{6) Recognize that the selection of specific technical hardware and software information security
solutions shall be left to individual agencies from among commercially developed products.

FISMA - see Federal Information Security Management Act Of 2002.
FTE - see Full Time Equivalent.
FTS — see GSA Federal Technology Services.

Full Time Equivalent (FTE) — Equal to one work-year for a given job, 1,776 hours. Used to standardize
the amount of work expected to be accomplished by the given job and to control for work that is regutarly
done part-time or with overtime,

General Support System — The terms "general support system" and "major application™ were used in
OMB Bulieting Nos. 88-16 and 90-0B. A general support systemn is "an interconnected set of information
resources under the same direct management control which shares common functionality.” Such a
system can be, for example, a local area network (LAN) including smart {erminals that supports a branch
office, an agency-wide backbone, a communications network, a departmental data processing center
including its operating system and utilities, a tactical radio network, or a shared information processing
service organization. Normally, the purpose of a general support systemn is to provide processing or
communications support.

GPRA ~ see Government Performance Resulfs Act of 1993.

Groupware — COTS software that allows individuals to work in cooperation and coltaboration for a
common goal. Examples of groupware are electronic forms software, collaborative tools, and meeting
facilitation tools such as GroupSystems. This does not include software products considered part of the
basic office automation suite.

GSA Federal Technology Services (FTS} — An ED contract vehicle used to acquire, purchase and bill
for telecommunications resources, including, but not limited to: dedicated circuits; switched voice services
{local and long distance); toll-free numbers; cell phones; pagers; and calling cards. GSA FTS is
undergoing a transition from FTS2001 to FTS Networy,

Government Performance Results Act of 1993 (GPRA) - In 1993, Congress enacted GPRA to
establish a means for strategic planning and performance measurement for government agencies to
ensure program efficiency. In order to carry out that function, GPRA requires each government agency to
submit an annual performance plan and outcome report based on its strategic plan that monitors and
evaluates program performance.

Helpdesk — These services provide centralized information and support management service to handle a
company's internal queries and operational problems about [T-related processes, policies, systems and
usage. Services include hardware and software support, logging of problems, dispatch of service
technicians or parts, training coordination, and other IT-refated issues.

» Tier 0 - Typically associated with "self heip" through the use of Web Portal, Frequently Asked
Questions {(FAQs), User Guides, peer support, common databases, etc.

» Tier 1 — Firstlevel support calls, faxes, e-mails, etc. sent to the "Helpdesk”™. Information
service generalists and "power users” handle these calls at the Helpdesk. Calls typically
involve basic "how to" questions, password resets, efc. Tier 1 support can use remote control
software to troubleshoot problem calls.

s Tier 2 - Second level support calls that are passed from the Helpdesk to specialized support
teams that are typically more technically oriented personnsl. These are ususally technicians,
engineers and deskside support personnel performing "break / {ix", installs, moves / adds /
changes, and complex "how to" calls.
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s Tier 3— Third level support calls that are passed from Tier 2 support to internal experts or
original equipment manufacturers (OEMs) that are responsible through service agreements
for fixing known errors or deficiencies with the hardware, software or configurations of
infrastructure products.

Holiday — ED observes the following Helidays: New Years Day, Martin Luther King Jr's Birthday,
Presidents Day, Memaorial Day, Independence Day, Labor Day, Columbus Day, Veterans Day
Thanksgiving Day, Christmas

iCD — see Integrated Call Distribution.
IDS - see Intrusion Detection System.

Integrated Call Distribution (ICD) — An IP-based automatic call distribution (ACD} system developed by
Cisco Systemns, Inc. IP ICD queues and distributes incoming calls destined for groups of Cisco
CallManager users. You can integrate IP ICD with IP IVR to gather caller data and classify incoming calls.

Integrated Services Digital Network (ISDN) — A high-speed switched digital telephone network. The
reguiar phone network is analog. ED employs ISDN (along with analog and IP-based sesvices) to support
voice, video and data communications.

Intrusion Detection System (IDS)} — A security application, which electronically detects inappropriate,
incorrect, or anomalous activity on a network. EDNet employs both host (which operate on a localized
host to detect malicious activity) and network based. EDNet network-based 1D system monitors the traffic
on its network segment as a data source to capture all network traffic that crosses its network segment.
All output is centralized utilizing Net Forensics Security information Management Console and is manually
monitored for suspicious behavior. Any event deemed an incident drives the IRP (incident response plan)
upon invocation. The IRP is handled by the OCIO's Information Assurance organization with assistance of

the security services team,

IMAC — see Installs, Moves, Adds, and Changes.

INET - Internet, see ED.gov, and intranet, see ConnectED.

Information Technology Division {ITD) — The division charged with IT operations and execution.
information Technology Service Delivery Infrastructure — See definition for EDNet.

Installs, Moves, Adds, and Changes {IMAC) — The de-installation, move, and re-installation of system
hardware. This als¢ includes installation of systern software and hardware,

Interactive Voice Response (IVR} — For more details, see Customer Response Applications (CRA)
Editors and discussion of Cisco IP interactive Voice Response (IP IVR) solution.

Internet Tools — Commercial-off-the-shelf softiware products that allow an individual to perform functions
on the Internet, such as web browsing, file transfer, web server, and telnet.

Interoperability — The concept of having free and open methods to share data and IT services among
different products and systems.

Investment Review Board {IRB) — Establishes an Investment Review Board within the Department of
Education. The IRB is a forum for deliberation and decisions about Dapartment information system and
information resocurce investments needed to achieve the Department's mission and business
requirements.
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The Board is a forum for deliberation and decisions about Department information system and information
resource investments needed to achieve the Department’s mission and business requirements. The
Board shall work with other Department officials to ensure that the Department:

(a) Maximizes the value, and assesses and manages the risk and costs, of significant information
system investments;

(b) Integrates information systern investment decisions with the Department’s mission, strategic plan,
and budget;

(c) Focuses on the entire life cycle of its information system investments, including design, selection,
implementation, management, evaluation, medification, and termination of programs, projects,
and systems;

{d) Makes information resource investment decisions based on its husiness needs and processes;
and

(e) Emphasizes performance and results in information resource investments.

IP PBX — see {P-based Private Branch Exchange.

IP-based Private Branch Exchange {IP PBX} — An |P-based Private Branch Exchange (IF PBX)
developed by Ciscoe Systems, Inc., called Cisco CallManager. Cisco CallManager is the software-based
call-processing component of the Cisco IP telephony solution, part of Cisco AVVID (Architecture for
Voice, Video and Integrated Data). The software extends enterprise telephony features and functions to
packet telephony network devices such as IP phones, media processing devices, voice-over-IP (VoIP)
gateways, and multimedia applications. Cisco CallManager is installed on the Cisco Media Convergence
Server {(MCS). Cisce CallManager works with ED deployed IP-based solutions such as AutoAttendant,
CRA Editor, IP ICD, and IP ICD.

IRB — see Investment Review Board.
ISDN — see [ntegrated Services Digital Network.
ITD ~ see Information Technology Division.

IT Service Capability Maturing Model Integration (CMMI) ~ A capability maturity model that specifies
different maturity levels based on key processes for organizations that provide IT services, See
hitp./fwww.itservicecmm.org.

IVR - see Interactive Voice Response.

LAN - see Local Area Networik.

Local Area Network (LAN) — A group of computers and assoctated devices that share a common
communications line or wireless link and typically share the resources of a single processor or server
within a small geographic area (for example, within an office buikding).

Local Time — Local time is defined to include the applicable time zones for all of ED's headquarter and
regional office locations.

Log Auditing - Log auditing is used to record data en who, what, when, where, and why an event
occurred for a particular device or application to ensure expected or normal operations. Dally reviews of
data collections are mandated to greatly increase the Department’s ability to detect suspicious behavior
and intrusion attempts and to determine whether or not such attempts succeeded. This is in part
accomplished by the tracking of users, use of resources, and processes and abllity to provide detailed
logging reports of this activity. This entails daily reviews of wabsite access logs, proxy servers and router
logs among the data sources,

MAN — see Melropolitan Area Network.
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Measurement Criterla — the unit of measurement that defines the pricing requirements of the benchmark
results. (Price per MIP)

Memoranda of Understanding (MOU} — A written and signed agresment hetween two or more principal
offices that creates in each cffice a duty to perform or not perform a service or action. The agreement
provides standards of performance for each principal office’s duties.

Messaging Services — A common set of systems, including e-mail, calendaring, web access, anti-virus,
anti-Spam, blackberry, PDAs and storage systems, used to exchange information and data throughout
the enterprise. Messaging is considered a critical tool for all of ED’s employees. Current technologies in
use include Exchange 2000, Exchange Central, Symantac Mail Security for Exchange and Norton Anti-
Virus Corporate Edition.

Metropolitan Area Network (MAN) — Metropolitan Area Network; a geographically limited network, in
ED's case, this refers to the Department's Washington, DC network.

MOU - see Mamoranda of Understanding.

National Center for Education Statistics (NCES) — NCES is the primary federal entity for collecting and
analyzing data that are related to education in the United States and other nations.

National Institute of Standard and Technology (NIST) — A non-regulatory federal agency within the US
Commerce Department's Technology administration, with a mission to develop and promote
measurement, standards and technology to enhance productivity, facilitate trade and improve the quality
of life.

National Security and Emergency Preparedness (NS / EP) —~ A series of telecommunications programs
and services used to maintain a state of readiness or respond to and manage any event or crisis (local,
nationai, or international) that causes or could cause injury or harm te the population, damage to or loss
of property, or degrades or threatens the NS / EP posture of the United States.

NCES - see National Center for Education Statistics.

Network Services — The ability to operate and maintain the connectivity of the WAN, MAN and LAN
networks to support enhanced voice, video and data communications services and sciutions.
Additionally, network services supporis other non-IT, non-connected aspects of telecommunications
resources, equipment and services such as cell phones, calling cards, pagers and voicemail applications.

NIST — see National institute of Standards and Technology.

NS / EP -- see Nafional Security and Emergency Preparedness.

Office Automation Software - Software that is used across ED that automates office functions. This
includes, but is not limited to, word processing, spreadsheet, presentation graphics, and electronic mail.

Offlce of Management and Budget {OMB) — OMB's predominant mission is to assist the President in
overseeing the preparation of the federal budget and to supervise its administration in Executive Branch
agencies. In helping to formulate the President's spending plans, OMB evaluates the effectivenass of
agency programs, policies, and procedures, assesses competing funding demands among agencies, and
sets funding priorities. OMB ensures that agency reports, rules, testimony, and proposed legislation are
consistent with the President's Budget and with Administration policies.

OMB - see Office of Management and Budgst.

PC R Us Program - ED Program that reuses surplus IT equipment that meets EDNet's minimum
technical specifications.
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PDP - see Product Development Process.

PEB - see Performance Evaluation Board.

Peer Average - The peer group average is the arithmetic mean of the peer group.

Pear Group — The data points that are matched to the defined benchmarked snvironment.
Peer Group Average — This is the arithmetic mean of the peer group

Performance Evaluation Board (PEB) -The PEB shall evaluate the Contractor’s performance under this
contract and develop a numerical rating for that performance. That rating shall be takan into account as
part of ED's decision to award additional performance periods. The COR shall be the evaluation
coordinator and submit observation reports and other performance data to the PEB.

Performance Work Statement (PW8) — A statement of the technical, functional and performance
characteristics of the work to be performed, identifies essential functions to be performed, determines
performance factors, including the location of the work, the units of work, the quantity of work units, and
the quality and timeliness of the work units.

Peripherals —Devices available to the end user through a direct connection or a local area network. This
includes printers, scanners, plotters, modems, CD-ROMs, ete. This also includes devices attached to
individual desktops, including but not limited to printers, scanners, plofters, modems, external hard disks,
elc.

PMI - see Project Management institute.
POs — see Principal Offices.

Project Management Institute (PMI} — Established in 1969 and headquartered outside Philadelphia,
Pennsylvania USA, the Project Management |nstitute (PMI) is the world’s leading not-for-profit project
management professional association, with over 100,000 members worldwide. Currently, PMI supports
over 100,000 members in 125 countries worldwide. PM| members are individuals practicing and studying
project management in many different industry areas, including aerospace, automotive, business
management, construction, engineering, financial services, information technology, pharmaceuticals and
telecommunications.

Over time, PMI has become, and continues to be, the leading professional association in project
management. Members and project management stakeholders can take advantage of the extensive
products and services offered through PMI. These products and services are described below and are
explained in detail throughout the PMI Web site.

Principal Offices (POs) — Used to refer to any one of the principal operating components of the
Department, such as the Office of Vocational and Adult Education {OVAE}) or the Office of Postsecondary
Education (OPE).

Product Development Process {PDP) — is a stage gate approach hased upon Dr. Robert G. Cooper's
Stage ~ Gate® methodology (http://www.stage-gate.com/research.html). The process is used to validate
technology products throughout their development process; ensuring proper business discipling is applied
to technology projects.

Production Servers Services — All services required to operate and maintain production servers, virtual
servers, specialized appliances (such as Firewall, Google, Firepass, BiglP, etc), backup systems, storage
systems, and Operating System (O8) Operations and Maintenance (O&M), to include ali tasks required to
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maintain such services and OS O&M, such as server / OS building, retirement, OS upgrades, security
patching, integration testing, backups, and any othér services required (o maintain services.

Service is divided into four tiers:

¢ Mission Critical Production Infrastructure servers requiring priority one rastoration in the event
of an outage or disaster;

s Mission Critical Production Application servers requiring priority two restoration in the event of
an outage or disaster;

« Mission Supportive Production Servers requiring priority three restoration in the event of an
outage or disaster; and

*  Production Servers requiring no Disaster Recovery (DR}. Restoration times for specific
systems in the event of an outage or recovery are documented in the individual system
Disaster Recovery Plans (DRPs) and Standard Operating Procedures (SOPs).

Project Manager — personnel experienced in managing projects of similar size and scope. All Project
Managers must by Project Management Institute (PMI) or equivalently certified.

PWS — see Performance Work Statement.

QA - see Quality Assurance.

QASP - see Quality Assurance Surveiliance Plan.

QoS — see Quality of Service.

Quality Assurance (@A} — The independent review and testing processes by which products are tested
for meeting specified requirements.
Product Testing

Implement enterprise wide testing program (policy / procedures) for applications and/or systems
{hardware / software) that require access on EDNet
Coordinate and lead a matrix managed team compromised of Engineering, Configuration
Management, Operations, Telecommunications and Customers
Manage and develop test plans
Examine work products to verify compliance with established plans, standards, procedures
Customer of the test lab

o Schedule time

o Request special requirements
Conduct system testing to ensure requirements are met and system performs in accordance with
specifications

o NOTE: Acceptance is performed by the customer
Capture data for analysis

Process Validation

» Audits and Assessments
o SDLC Processes being followed
o SOP’s being followed
o Testing processes being followed
o Process Improvement Recommendations
Corrective Actions — prevent recurrence of previously encountered defacts and problems
Preventive Actions — prevent the occurrence of defects and problems that have not yet been
ancountered ’

Improvement Analysis

+ Data collection and analysis of service metrics
o SLAs
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o Testing results
o Trend Analysis

+ Develop recommendations for long-term improvements
o Preventative, corrective or enhancement

Quality Assurance Survelllance Plan (QASP) — An organized written document used for quality
assurance surveillance. The document contains specific methods to perform surveillance of the service

provider.

Quality of Service (QoS) ~ The different service classes required to support hardware and customers
(end users).

Qo8 Class User Requirements
Criticality 4 Mission Critical Infrastructure Server or Network Device

Criticality 3 Mission Critical Server, Natwork Device or Customer
Criticality 2 Mission Supportive Server, Network Davice or Customer
Criticality 1 General Server, Network Device or Customer

Root Cause — The cause that, if corrected, would prevent recurrence of this and similar occurrences. The
root cause does not apply to this occurrence only, but has generic implications to a broad group of
possible occurrences, and it is the most fundamental aspect of the cause that can logically be identified
and corrected. There may be a series of causes that can be identified, one leading to another, This
series should be pursued until the fundamental, correctable cause has baen identified.

For example, in the case of a leak, the root cause could be management not ensuring that maintenance
is effectively managed and controlled. This cause could have led to tha use of improper seal material or
missed preventive maintenance on a component, which ultimately led to the leak. In the case of a sysiem
misalignment, the root cause could be a problem in the training program, leading to a situation in which
operators are not fully familiar with control room procedures and are willing to accept excessive
distractions.

Root Cause Analysis — Analysis of the Root Cause {See Root Cause) of a problem.

Rermote Access — Logging into an ED computer system through a network or modem to execute a
command or manipulate data on that system.

SDLC - see Software Developrent Lifecycle.

Security Services - Security operations is an essential part of OCIQ’s operations organization. This
organization is responsible for safeguarding and ensuring that users of EDNet operate in a safe
computing environment. This includes responsibility for defining security and risk mitigation based on
predefined policies within the system and reducing reliance on hurman interaction. This team is made up
of subject matter experts who caontinually examine and implement ways to protect the Department against
intruders and other electronic dangers. Services formed by this team include, regularly scheduled
vulnerability scans and monitor intrusion detection systems for security events, identify and rated viruses
daily and take appropriate action based on category, and ensured that server and desktop signature files
are maintained and up to date, identify, rate and respond to vendor patch alerts, respond to forensic
imaging request from Department authorities and be integral part of the Security Review Board which
discusses EDNet wide security issues. Included areas of responsibilities include server hardening,
configuration of controls, monitoring of controls, response of events and secure coding policies.

Also works in cooperation with the QCIQ's Information Assurance organization for incident reporting to
management and federal authorities and is responsible for security representation In engineering and
operations lead meetings, technical review board, change control review board and any applicable EDNet
governmeant management led meetings where this representation is needed. Supports all certification and
accreditation efforts as well as OIG, GAQ and third party risk assassment security audits annually.
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Server Operations {SO) — Responsible for managing the server and application infrastructure that are
located at the DRF and responsible for implementing all production change requests that affects the
systems supported at the DRF. Included in this tasking are backup, recovery and vaulting capabilities for
critical systems. Server Operations is also responsible for specialized recovery efforts in support of
special messaging restores in response to legal investigations. In addition, the full server compliment of
service are provided for all DRF systems, including file system maintenance on all platforms, managing
file permissions upen request, Windows 2000 Active Directory Services, WINS sarvices, DHCP Services,
Web Server Infrastructure, Database Servers, Application Servers and File & Print Servers. All
production support of the Sun Solaris environment is also provided by this organization.

A portion of the server operations organization is a database administration team. This team provides
database admin and general administrative support on SQL server, Oracle, Hummingbird, Project server
and Lotus Notes applications throughout the Department. This includes monitoring of ORACLE
databases, monitoring of SQL databases, ensure all scheduled jobs have completed successfully,
remaining current with available security patches and correcting vulnerabilities, interfacing with other
Server Operation teams to optimize their application databases, and provide support to helpdesk
technicians on custom application arrors, Customized support for clients are provided by the same
database administration team in the form of hoc support to customers on specialize applications,
Including prograrmming and limited time database admin support per request.

Service Level Agraements (SLAs) — An agreement that sets the expectations between the service
provider and the customer and describes the products or services to be delivered, the single point of
contact for end-user problems and metrics by which the effectiveness of the process is monitored and

approved.

Service Towaer - information technology service areas that are present in the contract and subject to a
benchmark. They typicatly consist of the following; data center mainframe and server environmenits,
distributed desktop computing, helpdesk and call center, telecommunication voice and date, applications,
web hosting and data storage.

Single Point of Contact (SPOC) — The first point of contact for all technical and end-user support issues,
including Tier 0, Tier 1 and Tier 2 support ievels. Tier 0 is self-help. Tier 1 is the first point of contact. Tier
2 help desk analysts have more in-depth technical knowledge or specialized expertise.

SLAs - see Service Level Agreements.

Smartnet — Encompasses all Cisco equipment used by ED and maintained by ITD's Networking
Services.

SME — see Subject Matter Expert.

Software Development Lifecycle {(SDL.C) — Systems Development Lifecycle (SDLC) refers to
coordination of aclivities associated with implementing automated systems that use information
technology}, from conception through disposal. Baseline analysis primarily involves capture of the
activities and decision points {(e.g., IT Business Case) that impact the SOLC process. This shall also
include the development of an SDLC policy for ED that integrates with existing decision points and
tangential activities andfor redefine or create new decision points and activities in order to create an
easily performed, repeatable process that can be used throughout the Department.

80 — see Server Operations.
SOW — see Statement of Work.

SPOC - see Single Point of contact.
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Statement of Work (SOW) - The statement of work includes an objectives section allowing the customer
to emphasize the desired end state or performance metric to be achieved. It aiso mandates the
assessmeni of past performance, technical approach and cost for each task order. The customer
determines the relative importance of each criterion.

Stags-Gate" Methodology — This methodology was developed by Dr. Robert G. Cooper,

http://www stage-gate.com/research.html. The Stage-Gate" process is an operational roadmap for
driving new product projects from idea to launch — a blueprint for managing the new product process ~
improving effectiveness and efficiency.

Subject Matter Expert {SME} — An individual who exhibits the highest level of expertise in performing a
specialized job, task or skill within the organization.

TATS - see Telecommunications Automated Tracking System.

Technical Review Board (TRB) — Governs the technical aspects of new systems development that
might affect the performance of the many client and enterprise systems, infrastructure, data, and general
integrity of the ED network (EDNet). Dovetails into the Department’s overarching System Development
Life Cycle (SDLC) govemnance and Investment Review Board (IRB) process, four specific technicai
reviews are needed on each system devslopment project. The TRB is the review authority tasked to
perform these and each review has a different focus, in the following sequence: Planning, Requirements,
Design, and Implementation TRBs.

Telecommunications Automated Tracking System (TATS) — A customized government-off-the-sheif
{GOTS) software application and assaciated database that maintains an accurate inventory and billing of
telecommunications resources, such as equipment, facilities and services including but not limited to:
telephone / fax lines, circuits, wireless devices, cell phones, pagers, toll-free numbers, and calling cards.
The TATS application allows authorized users to request, approve, submit vendor orders, receipt and
inventory, and reconcile billing. TATS also offers robust reporting tools.

Tier 1, 2, and 3 - Each of the tiers refer to a classification of seftware to be supported by the service
provider. A complete description of each tiers’ software is included in Appendix C.

TOC - see Total Cost of Ownership.

Total Gost of Ownership (TCQ) - A comprehensive assessment of information technology (1T} or other
costs across enterprise boundaries over time. For (T, TCO includes hardware and software acquisition,
management and support, communications, end-user expenses and the opportunity cost of downtime,
training and other productivity losses,

TRB - see Technical Review Board.

Technical Review Board (TRB) — The TRB governs the technical aspects of new systems develocpment
that might affect the performance of the many client and enterprise systems, infrastructure, data, and
general integrity of the ED network (EDNet).

Uptime — The amount of time when an end user's access to EDNet resources and services is unimpaired
and fully operational,

VOD - see Video on Demand.

VYideo on Demand {(VOD) — The ability to offer and manager the use of a standards-based solution to re-
broadcast video messages based on the user's schedule across the ED intranet.

Vuinerablility Scanning — This activity is performed by the security services / operations organization.
The goal is to help ensure a security-rich environment for OCIO by utilizing multiple security scanners to
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analyze Web servers and applications from a low-level, solitary hacker perspective and identify possible
sacurity holes. This identifies potential security problems by proactively testing the Department’s Internet-
connected Web servers by openly searching for weaknesses in the same way that a hacker would to
gliminate the Department’s data from being compromised.

WAN - soe Wide Area Network.

War Dialing — The use of a special dialer application, connected to a modem so a computer can dial a list
of numbers in an attempt to determine what numbers are connected to a modem. A modem connected to
a computer that is also connected to the EDNet network could result in unauthorized entry to EDNet shall
it be compromised. This practice identifies the phone lines within the Department that have are at this risk
and once identified, steps are taken to determine security risk presented and reported to OCIO
management for appropriate action.

Wide Area Network (WAN) — A communications network that connects computing devices over
geographically dispersed locations. While a local-arga network (LAN) typically services a single building
or location, a WAN covers a much larger area, such as a city, state or country. WANs can use either
phone lines or dedicated communication lines.

Workday - The Department of Education’s ITD business unit runs on a twenty-four (24) hour seven (7)
days a week 365 days a year basis for server, security and network support, otherwise ITD follows the
Federal Government's werkweek (M-F) including Federal holidays.
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Ixoept as provided hetein, all terms and condition of tha documant referencad in item DA or 104, as hemetofore changed, ramains unchanged and in full force and effect.

"5A. Name and Tite of Signer (Tvpe or Print) 18A. Name and titke of Contracting Officer (Tywe or Print)
RAYIMCND W. GLASS James Hairfield " (202) 245-6219
SR CONTRACTS ADMINISTRATOR Contracting Officer .
L 2irfleld@ED.GOV
58, Contradorf%mr ?E ’ gi U 15C. Date Slgned B of America 16C. Date Signed
_(Signature of Person authorized to sign) g/ Lf / 05'- e of Contracting Cfficer) Me 10 ZES
SN 7540-01-152:8070 mmg STANDARD FORM 30 (REV. 10-83)
REVIOUS EDITIONS UNUSABLE Preseribed by GSA FAR (48 CFR) 53.243



< SCHEDULE

 ltemNo. Supplies/St ks Quantity Unit it Price Amount

Category A (EDPAS/SESPAS)
0011 1] SE 148,765.89 148,765.8%

Accounting and Appropriation Data:
0800A2005,A.2005 EMHO00000.500.2572A.000.00
0.0000.000000

1US$ 148,765.89

BOC: 2572A

PR #: EDOOOM-05-000142




P

This modification is issued in accordance with the terms and conditions of ED—OS—PO-OéOB.

The purpose of this modification is to append Category A services to add the EDPAS sow.

1. Delete B.1 ED 301-17 Provision For Pricing and Payment in its entirety and replace with the following:

A

C.

The total fixed price of this contract for Category A services is $10,161,185.87. The not-to-exceed amount for Category C
labor is $1,669,407.50. The ceiling for Category C hours is 26,133. The not-fo-exceed amount of Category C Other Direct
Costs (ODCs) is $1,221,969.27. The Contractor shall take appropriate steps to ensure that the ceiling price stated is not
exceeded. The Department of Education is not liable for any costs incurred which exceed the amounts set forth above. The
Contractor is further required to give written notice any time it estimates that the current funding ceiling is inadequate to cover
the cost of its continued performance for a period of more than sixty (60) days or until the end of the current term of the
contract if less than sixty (6G) days.

Payment of the amounts stated in B.1A shall be made in accordance with the incorporated clause entitled "Payments Under
Time and Materials and Labor-Hour Contracts”, "Payments Under Fixed Price Research and Development Contracts”, or
"Payments”, whichever is applicable, and with any other supplementary payment scheme which may be otherwise negotiated
and specified.

In consideration for services performed under this contract, the Contractor shall be paid in
accordance with the prices set forth in Attachment I1.

2. Attachment | Performance Work Statement; Category A is appended to include the attached EDPAS SOW,

3. Altachment [l - Cost Proposal Work Sheet - Category A is appended as follows:

Category A Number Rate ¥r 1 RateYr2 RateYr3 Rate Yr 4 Rate ¥r 5
EDPASISESPAS 1 $148,765.89 $169,591.30 $17B.070.86 $186,974.40 $196,323.12
Category A Number Rate ¥Yr 6 Rate Yr 7 Rate Yr 8 Rate Yr 9 Rate Yr 10
EDPAS/SESPAS 1 $208,139.28 $216,446.24 $227,268.56 $238,631.98 $250,563.58
Category A Monthiy Yr 1 Monthly Yr 2 Monthly Yr3 Monthly Yr4 Monthly Yr 5
EDPASISESPAS $13,524.147  $14,13261 $14,839.24 $15581.20  $16,360.26
Category A Monthly Yr 6 Monthly Yr7 Monthly Yr 8 Monthly Yr9 Monthly Yr 10
EDPASISESPAS $17,178.27 $18,037.19 $18938.05 $19,886.00 $20,880.30

This modification constitutes final equitable adjustment for all changes contained herein.

The base period vaiue of Category A services is increased from $10,012,419.98 by $148,765.89 to $10,161,185.87

4. List of Attachments

1. EDPAS/SESPAS Performance Work Statement

ED-05-PO-0908 MOD NO., 0002

Page - 3



PERFORMANCE WORK STATEMENT
ED PERFORMANCE APPRAISAL SYSTEM (EDPAS) AND SES PERFORMANCE
APPRAISAL SYSTEM (SESPAS)

I INTRODUCTION AND BACKGROUND

The Department of Education (ED) has established, implemented, and is currently operating a five tier
performance appraisal system known as the Education Performance Appraisal System (EDPAS). A new
five leve! Senior Executive Service Performance Appraisal System (SESPAS) has heen approved. Right
Management Consultants supplies the IC2000 software that supports the automation of the EDPAS
system. The SESPAS software must be developed/modified to support the process of the SES
Performance Plan development and the actual rating of record automated calcutation.

il. PURPOSE

The purpose of this solicitation is to provide the Group/System Administrator and Help Desk operations
support of the EDPAS/SESPAS and to assist in other EDPAS/SESPAS efforts on a daily and continuous
basis. The primary objectives are:

Maintenance Support: Provide maintenance and technical support for the 1C2000 software.
Operational Support: Provide systemns administration and information techinoiogy support for the
operations of ED’s automated performance appraisal systems.

Help Desk: Provide help desk support to ali users.

Functionality Support: Ensure trouble-free operation of the EDPAS/SESPAS appllcatlon on the
EDNET, the Education Department's local area network.

5. Software Support: Provide liaison responsibilities between ED and Right Management
Consultant to ensure the EDPAS/SESPAS system is fully operational and trouble free.

[ S

»w

This solicitation is to be awarded under Category A of the EDNet Support Services contract. The base
peried of performance shalt be from August 1, 2005 through June 30, 2006 with nine option years of
performance. The period of performance shaill mirvor the EDNet Support Services contract.

118 DEFINITIONS AND ACRONYMS
ED - The Department of Education
EDNET - The Department of Education’s local area network.

EDPAS (Education Performance Appraisal System} — ED's performance appraisal program which
provides for the establishment of standards and critical elements; communication of elements and
standards to employees; evaluation of employees' performance; and appropriate use of appraisal
information in making persannel decisions.

FPPS - Federal Personnel Payroll System

EDPASISESPAS Help Desk — An entity that provides assistance to employees who are using the
automated EDPAS/SESPAS. Such assistance is provided by telephone, email, or on-site visits,

intelligent Consensus {IC2000) — The software that is used to enter performance standards, collect the
employee performance feedback from supervisors and calculate the overall rating. It is available to users
from application servers located at several ED Headquarters’ bulidings and each of the ten regional
offices. The database server is located at ED Headquarters'. 1C2000 is implemented as a client-server
application on the EDNET. The current version is a web-based version. 1C2000 is a product of Right
Management Consultants, Inc., of Tempe, Arizona. (www.right.com)

Peak Periods — Defined as April 1 through June 30.



ROMS - Rating Official Maintenance System

SESPAS- Senior Executive Service Performance Appraisal System, ED’s performance appraisal system
for members of the Senior Executive Service. This provides for the establishment of standards and critical
elements; communication of elements and standards to employees; evaluation of employee's
performance; and appropriate use of appraisal information in making personnel decisions.

Valid Complaints ~ Complaints that are justifiable frem an ED standpoint; i.e. those that indicate non-
compliance with Help Desk requirements.

Iv. SCOPE OF WORK

The contractor is required to provide the services described in Section IX (Activities) of this performance
work statement, The contractor shall be responsible for performing all the tasks described. The work
involves four principal areas: project management, system/group administration, reports, and Help Desk
service.

The work shall be performed on normal government workdays. The contractor shall make EDPAS
available to ED users 7 days a week, 24 hours a day, except as relieved from doing so by the Contracting
Officer's Representative (COR). EDPAS/SESPAS Help Desk staff shall be available to ED customers
from 8:30 AM to 5:00 PM Eastern Standard/Daylight Time Monday through Friday each federal work day
except as relieved from doing so by the COR or by circumstances such as a government-wide shutdown
that curtail a normal federal work day, including federal holidays.

The contractor may provide help desk support through the 1-800 EDNet Helpdesk number with an option
for users to reach the EDPAS Help Desk staff during hours of operations.

V. GOVERNMENT-FURNISHED FACILITIES AND EQUIPMENT

The Government shall provide adequate office space, equipment, supplies and materials necessary to
accomplish the work under this contract. .

VL CONTRACTOR-FURNISHED FACILITIES AND EQUIPMENT
The contractor is not required to provide facilities or equipment.
VL. CONTRACTOR PERSCONNEL

The contractor shall provide staff quatified to perform the work described in this performance work
staternent. Past contractor performance indicated that during peak periods, as described above,
additional staff is required. Contractor personnel responsible for answering the telephone and interacting
with ED staff must be able to clearly speak and easily understand English.

The contractor shall provide a project manager for administration and technical supervision of contractor
employees. The project manager shall be the contractor's primary representative for the
EDPAS/SESPAS effort. The project manager shall have the technical experience and be knowledgeable
in all facets of the work required in this performance work statement.

The contractor shall provide a staff with knowledge and/or expertise in the following areas:

1. Knowledge of the basic capabilities of the !C2000 application. Contractor staff must be able
to compare the basic capabilities of the system to what ED users have at their desktops and
provide support and advice that enables ED customers to execute the EDPAS/SESPAS
application.

Excellent public relations skills in dealing courteously and effectively with customers.
General knowledge of ORACLE

General knowledge of SQL Server databases.

Basic understanding of EDNet.

e



6. Basic knowledge of performance management policies and regulation for Federal Agencies.
VIl. MINIMUM STANDARDS OF PERFORMANCE

The Confractor shall meet the Service Level Agreements as desciibed under the Helpdesk Call Answer
and Priority 3 Customer Support in the EDNet Suppert Services Contract during non-peak period. Non-
peak period is defined as July 1 through March 31. '

1. SPECIFIC REQUIREMENTS
The Cantractor shall provide a plan describing actions, and procedures to ensure (1) a smooth fransition
from contract award to full operational status, and {2) a smooth transition from current contract

performance to performance by a different contractor. Phase-Out plans shall include provisions for
completion of appropriate Contractor responsibilities should there be a contract termination proceeding.

X, ACTIVITIES / SPECIFIC REQUIREMENTS

To achieve the purpose of this contract, the contractor shall be responsible for, but not limited to,
performing the following activities:
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* AMENDMENT OF SOLICIT/ ON/M

IFICATION OF CONTRA

1. Cor ° "[,t ID Code ‘ Page  of Pages
] |4

2. Amendment/Modification No. |3. Effective Date

|4. Requisition/Purchase Req. No.

J 5. Project No. (if applicable)

(00003 - Aug 25, 2005
6. Issued By Code CPOA 7. Administered By (If other than ltem &) Code
Contracts & Acquisitions Mgt.. Group A SEE BLOCK 6

U.S. Dept. of Education

550 12th Street, SW, 7th Floor
Washington, DC 20202-4210
Victor Cairo 202-245-6199

8. Name and Address of Contractor {fNo., Streef, Counly, and Zip Code} (%) | 9A. Amendment of Solicitation No.

COMPUTER SCIENCES CORPORATION Vendor [D: 00001238 9B. Date {See ftem 71)

7700 HUBBLE DRIVE DUNS: 8837788%6
LANHAM MD 207062295 10A. Modification of Contract/Qrder No.
CAGE: 15XC4 X ED-05-PO-0908-
10B. Date {See ftem 13)
Apr 26, 2005
Code | Facility Gode |

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

—|_| The above numbered solicitation is amended as set forth in item 14. The hour and date specified for receipt of Offers L_] is extended m_’ is not extended.
Offers must acknowledge receipt of this amendment prior t¢ the hour and date specified in the solicitation or as amended, by one of the following methods:
(z) By completing items 8 and 15, and returning copigs of the amendment; (b} By acknowledging receipt of this amendment on each copy of the offer
submitted; or {¢} By separate letter or telegram which includes a reference 1o the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDG-
MENT TO BE RECEIVED AT THE FLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT
IN REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an offer alieady submitted, such change may be made by telegram or
letter, provided each telegram ar letter makes reference to the solicitalion and this amendment, and is received prior to the opening hour and date specified.

12. Accounting and Approgpriation Data (if required)
See Schedule $ US 2,788.884.00

13, THIS I'TEM APPLIES ONLY TO MODIFICATIONS OF CONTRACT/ORDERS.
IT MODIFIES THE CONTRACT/ORDGER NO. AS DESCRIBED IN [TEM 14.

{x) A. This change order is issued pwrsuant to; (Specify authorty) The changes set forth in item 14 are made in the Contract Order No. in item 10A.

B. The above numbered Contract/QOrder is modified to reflect the administrative changes {such as changes in paying office, appropristion date, etc.)
Set fourth item 14, pursuant to the autharity of FAR 43.103 (b}

. This supplemental agreement is entered into pursuant to authority of;

0. Other {Specify type of modification and authority)

X
B.3 301-21 Amount Contract Increase/Decrease

'E. IMPORTANT: Contractor | X [is not, ] |is required to sign this document and return copies 1o the issuing office.

14. Description of Amendment/Modification {Organized by UCF section headings, including solicitation/contract subjoct matter where foasible.)

The purpose of this moedification is to provide additional funds for Category C,

See page four for modification text

Except as provided herein. all terms and conditions of the dogument referenced in item 948 or 104, as heretofore changad, remains unchanged and in full force and effect.
15A. Name and Title of Signer (Type or Print) 16A. Name and title of Contracting Officer {Type or Print)

James Hairficld (202) 245-6219
Contracting Officer

James Hairfield @ED.GOV

158. Contractor/Offeror 15C. Date Signed 16C. Date Signed

MG 29 o
STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA FAR {48 CFR) 53.243

{Signalure of person authorized to sign}
NSN 7540-01-152-8070
PREVIOUS EDITIONS UNUSABLE




SCHEDULE

7 tem No.

Supplies/S €% }

Cuantity

Unit

Uni e

Amount

0012

0013

014

0015

0016

0017

0018

Category C (OCIO}

Accounting and Appropriation Data:
0800A2005.A.2005.EIE00000.701.2572A. A17.000
.0000.000000

US$ 61,659.00

BOC: 2572A

PR #: EDOCIO-05-000334

Category C (SAA)

Accounting and Appropriation Diata:

0202A2005.A.2005 EIE00000.725.2572A.000.000.

0000.000000

US$ 1,067,353.00

BOC: 25724

PR #: EDOCIQ-05-000334

Category C (OCR)

Accounting and Appropration Data:

(0700A2005.A 2005 EIEQQQ00.711.2572 A 000.000.

¢000.000000

USS$ 805,988.00

BOC: 2572A

PR #: EDOCIO-05-G00334

Category C (OIG}

Accounting and Appropriation Data:

1400A2005.A.2005 EIE00000.744.2572 A .000.000.
0600.000000

US$ 314,840.00

BOC: 2572A

PR #: EDOCIO-05-000334

Category C (NIFL)

Accounting and Appropriation Data:
0400M2004.B.2005 EIED0G00,766.2572A.000.257
0G00.000000

US$ 25,100.00

BOC: 25724

PR #: EDOCIO-05-000334

Category C (NAGRB)

Accounting and Appropriation Data:
1100A2605.B.2005. EIE00000.768.2572 A.000.902.
0000.000000

USS 13,944.00

BOC: 2572A

PR #: EDOCIO-05-000334

Other Direct Cost

Accounting and Appropriation Data:

0202A2005.A.2005 EIE00000.725.25724.000.000.

0000.000000

SE

SE

SE

SE

SE

SE

SE

61,659.00

1,067,353.00

805,988.00

314,840.00

25,109.00

13,944.00

500,000.00

61,659.00

1,067,353.00

805,988.00

314,840.00

25,100.00

13,944 .00

500,000.00




L

SCHEDULE

" Hem No.

Supplies/S

les

Quantity

Limit

Un

Amount

BOC: 2572A
PR #: MOD&&&O5083877




. .

This modification is issued in accordanée with the terms and conditions of ED-05-PO-0908,
The purpose of this modification is to provide funding to Category C services.
1. Delete B.1 ED 301-17 Provision For Pricing and Payment in its entirety and replace with the following:

A. The total fixed price of this contract for Category A services is $10,161,185.87. The not-to-exceed amount for Category B is
$30,033.76. The not-to-exceed amount for Category C fabor is $3,958,291.50. The ceiling for Category C hours is 48,808. The
not-to-exceed amount of Category C Other Direct Costs (ODCs) is $1,721,969.27. The Depantment of Education is not liable for
any costs incurred which exceed the amount set forth above. The Contract is further required to give written notice any time it
estimates that the current funding ceiling is inadequate to cover the cost of its continued performance for a period of more than
sixty (60) days or until the end of the curtent term of the contract if less than sixty (60) days.

B. Payment of the amounts stated in B.1A shall be made in accordance with the incorporated clause entitled "Payments Under
Time and Materials and Labor-Hour Contracts”, "Payments Under Fixed Price Research and Development Contracts”, or
"Payments”, whichever is applicable, and with any other supplementary payment scheme which may be otherwise negotiate and
specified.

C. In consideration for services performed under this contract, the Contractor shall be paid in accerdance with the prices set forth
in Attachment Y.

The hase period value of Category C services including ODCs is increased from $2,891,376.77 by $2,788,884.00 to
$5,880,260.77.

The total base period value of this contract is increased from $13,082,596.40 by $2,788,884.00 to $15,871,480.40.

ED-05-P0O-0%08 MOD NO. 000003
Page - 4
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act 1D Code Fage “_ﬁ)f Pages

1 4~

[5. Project No. (if applicable)

JD Code CPOA.
ntracis & Acquisitions Mgt., Gloup A

.S. Dept. of Education

250 12th Street, SW, 7th Floor
Washington, DC 20202-4210
Victor Cairo 202-245-6199

)
- £5MENT OF soLIC) SATION OF CONTRA
¥ . . !
mdmant/Modification No. . 2. Efféctive Date 4. Redquisition/Purchase Re
2 Moo oo " Sep 30, 2005
sued By 7. Administerad By (T other than |

SEEBLOCK 6

Code

:f Solicitation Ne.

8. Name and Address of Contractor (No., Street, Courty. and Zip Code) {X) | 9A. Amendment ¢,
COMPUTER SCIENCES CORPORATION Vendor ID: 00001238 9B. Date {See Hom ‘-Q
7700 HUBBLE DRIVE DUNS: 883778896 n -
LANHAM MD 207062295 : 10A. Modification of Contra.” order No.
CAGE: 15XC4 X ED-05-P0Q-0908 —_—
10B. Date (See ftem 13}
Apr 26, 2005 —
Code | Facility Code 4] e

11. THIS (TEM ONLY APPUES TO AMENDMENTS OF SOLICITATIONS e —
—L The above numbered solicitation is amended as set forth in itern 14, The hour and date specified for receipt of Offers [__| is extended [EU is it extended.
Offers must acknowledge receipt of this amendment prior ta the hour and daie specified in the solicitation or as amended, by one of the foillowing metfiZ 8.
{a) By completing items 8 and 15, and retuming copies of the amendment; (b} By acknowledging receipt of this amendmant on each copy of the?ﬁe’
submitied; or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YQUR ACKNOWLEDT
MENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF CFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT
IN REJECTION OF YOUR QFFER. If by virtue of this amendment you desire to change an offer already submitled, such change may be made by telegram or
letter, provided each telegram or letter makes reference to the salicitation and this amendment, and is received prior to the opening hour and date specified.
12. Accounting and Appropriation Data (if required)
See Schedule § US 8,152,400.00

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACT/ORDERS.
T MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

This change order is issued pursuant to: {Specify authority) The changes set forth in item 14 are made in the Contract Order No. in iterm 10A.

0 A

T
I

O

The above numbered Contract/Order is modified to reflect the admimisirative changes {such as changes in paving office, appropriation dale, stc.}
Set fourth item 14, pursuant to the authority of FAR 43,103 (b}
This supplemental agreement is entered into pursuant to authority of:

Other {(Specify type of modification and authority)

B3 301-21 Contract Amount Increase/Decrease

E. IMPORTANT: Contractor | X |is not, is required to sign this document and return copies to the issuing office.

. Description of Amendment/Modification {Organized by L/CF section headings, including solicitation/contract subject matier where feasioie. }

1e purpose of this medification is to provide additional funds for Category C.

s¢ page four for modification text

“xcept 35 provided herein, all terms and conditions of the docurnent refsrenced in item 94 or 104, a3 heretafore changed, remains unchanged and in ful force and efiect.

154, Name ana Tille of Signer (Type or Frint) 18A. Name and title of Contracting Officer (Type or Print)

James Hairfield (202) 245-6219
Contracting Officer

B ) James.Hairfield@ED.GOV

3. Contractor/Offerar 15C. Date Signed 16EI'Umte Stafles of America 16C. Date Signed
. 2 . . SEP 30 20
{Signawre of person authorized 1o sign) (Signatd of Contracting Officer)
540-01-152-8070

30-105 STANDARD FORM 30 [REV. 10-83)

3US EDITIONS UNUSABLE Prescribed by GSA FAR (48 CFR) 53.243




0028

0029

0030

0031

0032

T Al LR ORI

-~ SCHEDULE

© oo Quantity

Category C (SAA)

Accounting and Appropriation Data:

0202A2005.A.2005 EIEQ0000.725.2572 A.000.000.

0000.000000

US$ 803,000.00

BOC: 25724

PR #: EDOCIO-05-000469

Category C (OCR)

Accounting and Appropriation Data:

0700A2005.A.2005.EIE00000.711.2572A.000.000.

0000.000000

US$ 4,665,600.00

BOC: 2572A

PR #: EDOCIO-05-000469

Category C (OIG)

Accounting and Appropriation Data:

1400A2005.A.2005. EIE00000.744.2572A,000.000,

0000.000000

US$ 1,070,500.060

BOC: 2572A

PR #: EDOCIO-05-000469

Category C (NIFL)

Accounting and Appropriation Data:
0400M2004.B.2005. EIE00000.766.2572A.000.257
.0000.00600¢

US$§ 29,500.00

BOC: 2572A

PR #: EDOCIO-05-000469

Category C (NAGB)

Accounting and Appropriation Data:

1160A20605.B.2005.EIE00000.768.2572A.000.902.

0060.000000

US3 39,600.00

BOC: 2572A

PR #: EDOCIO-05-060469

Category C {CHAFL)

Accounting and Appropriation Data:

0241A2005.A.2005.ETE00000.776 2572 A.000.000.

00060.000000

UJS$ 15,300.00

SE

SE

SE

SE

SE

11,528,000.00

Price

Amount %' §

4,665,000.00

1,070,500.00

29,500.00

39,600.00

15,300.00

1,528,000.00

803,000.00

4,665,000.00

1,070,500.00

29,500.00

39,600.00

15,300.00




0033

SCHEDULE

SuDPIiesISE.
“ BOC: 25724

Amount

PR #: EDOCIO-05-000469
Category C (NBES)

Accounting and Appropriation Data:
1100M2005.B.2005, EIE00000.759.2572A.000.305
0000600000

USS 1,500.00

BOC: 2572A

PR # EDOQCIO-03-000469

Quantity Unit ﬂi’ﬁc&

1

SE

1,500.00

1,500.00




o ».9 @
This modificallion is issued in accordanc® with the terms and conditions of ED-05-PCO™ 308..
The pur[!‘ése of this modification is to provide funding to Category C services.
1. Delete B.1 ED 301-17 PROVISION FOR PRICING AND PAYMENT in its entirety and replace with the following:

A. The total fixed price of this contract for Category A services is $10,161,185.87. The not-to-exceed amount for Category B is
$1,259,841.23. The not-to-exceed amount for Category C labor is $12,110,691.50. The ceiling for Category C hours is 141,264,
The not-to-exceed amount of Category C Other Direct Costs (ODCs) is $1,721,869.27. The Department of Education is not liable
for any costs incurred which exceed the amount set forth above. The Contract is further required to give written notice any time it
estimates that the current funding ceiling is inadequate to cover the cost of its continued performance for a period of more than
sixty (60} days or until the end of the current term of the contract if less than sixty {60) days.

B. Payment of the amounts stated in B.1A shall be made in accordance with the incorporated clause entitled "Payments Under
Time and Materials and |_abor-Hour Contracts”, "Payments Under Fixed Price Research and Development Contracts”, or
"Payments”, whichever is applicable, and with any other supplementary payment scheme which may be otherwise negotiate and
specified.

C. In consideration for services performed under this contract, the Contractor shall be paid in accordance with the prices set forth
in Attachment Il.

The base period value of Category C services including ODCs is increased from $5,680,260.77 by $8,152,400.00 to
$13,832,660.77. '

The total base period value of this contract is increased from $17,113,009.96 by $8,152,400.00 to $25,265,409.96,

ED-05-PO-05%08 MOD NO. 000004
Page - 4



Sean Block 6

NO. 877 P 2
. CONTRACT 10 COOE PAGE OF PAGES
CONTRACT|’ :
4. REQINSITIO E REQ, NO. 5. PROJGCS NG, [if applictiel
JUL 08, 2008 EDOCIO—06-000231 —
CPOA 7. ADNTNISTERED BY Wif other than (tem & CODE |

{
1
L
i
i

{X)

3 TER-SC:ENGES CORPORATION

BA. AMENDMENT OF SOLICIATION NO,
1
|
I

DUNS: 883773896
'HUBBLE DR Cage Code: 18XC4
A SEABROOK MD 207066220

!
98. DAYED (SEEITEM 11}

Ms, Marvke Guild (301) 784-2108

10A, MODIF‘(:FATfON OF CONTRACT/GRDER NC.
GS38F43§1G/ED-05-PO-0908

CODE _ g0001Z38 FACILITY CODE

108, DATED (?EE TYEM 13)
APR |26, 2005

TT. THIS T1EM ONLY APFLIES TO AMENDMENTS OF 50U

ICITATIONS

D The abave numbared $4/icitation it amhendad a8 set forth in itam 14. The kour 2nd dave specitled for racelpt of Oifara
Offors must acknowisdge receipt of this amendment Bgr 19 !ie hour and dave specified in the salisitarion ot 34 amended,
{aiBy camplating itema 8 and 15, and retuming
or {c) By separate letter or telegram which includes o reference 30 the sohcitation ang

cupies of the amendment; &) By wmnw!edging receipt of this ameddmant

rymbera. FAILURE OF YOUR ACKNOY
PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE KQUR AND DATi SF‘ECIFIED MAY RESULT iN RESECTIGN OF YOU

[ & extencea, [ s nor extences.
by ong of tha following methods:
nn akch copy of tha affer submitted;

WLEDGMENT TO BE FIECEIVED AT THE
R OFFER. I by virtue of this amendrment

your desirs 1o change an offer slready submitted, such changs may be made by telegram or letter, proviged each wlenram or letter makes refarenca o the solicitation and this

amendment, and i3 received priof to the bpaning hour and date spacifiod,

!

12, AGCCUNTING AND APPROPIATION DATA (If required)

1

See Schedufe
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/OROERS.
IT MODIFIES THE CONTRACT/ORDER NO, AS DESCRIBED IN ITEM 14,
CHECK ONE |A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: {Specify autharity) THE CHANGES SET FORTH 1N [TEM 14 ARE MADE (N THE CONTRALT ORDER

NOCINATEM 104,

B

§. THE ABOVE MYMBERED CONTRACT/ORCER 18 MODIRIED YO REFLECT THE ADMINISTRATIVE CHANGES (such B8 changes in paying oifice,
appepdGation dme, erc. SEV FORTH N 1TEM 18, FURSUANT TO THE AUTHORITY OF FAR 43,103(b}.

C. THIS SUPFLEMENTAL AGREEMENT IS ENTERED INTD PURSUANT TO AUTHORITY OF:

D.  OTHER {Spscify typs of moditication and authority)
52.243-1 CHANGES FIXED PRICE

X

£. IMPORTANT: Conmtractor is required to sign this doeurnent and return

ized by UCF s4ct

14. DESCRIPTION OF AMENMDMENT/MODIFICATION (O

copies 1o the issuing office.

headings, meluding salicitaton/contratt subject matier whana faaelbla )

1. This modification will be executed in accardance with the terms and canditions of contract nurgber ED-05-PO-0908.

2. The purpose of this modification is five-fold: 1) to shange the contract to reflect phase | of Category C Setvices to Categary A Services
migration; 2} to update the Earned Value Management Systemn clavse; 3) fo remove budgetary support requirements from the contract;, 4) to

provide additional Category A funding for the base pariod of the contract and 5) incarparate AlX
Category A.

Ex¢ept a4 provided herein, all termg and conditions of the dacument fefergnced in Iter 8A or 104, Be harstofors ch

Servers and Vindows 2003 Servers info

unct d and in full force and effpet.

15A. NAME AND TITLE OF SIGNEH Mype or print 1EA. N T
RAYMOND W. CLASS James Hairfield, Certracting Officer
SR CTS ADMINISTRATOR (202) 245-6219

158, CONTRA) RJOFFEROR T5C. DATE SIGNED

LE OF CGNTRACT!NG OFFICEH Type of pring

7/13/06

(Signahura of p authonizad to aign}

SN 7540-01-152-8070
Fravious aditipn unueshle

STANDARD FORM 30 mev. 10-93
Prascribed by GEA FAR (48 CFRI 5



0050

0051

0052

Category C Services

Accounting and Appropriation Data:

(800A2006.A.2006.EIE00000.701.25724.A17.000.0000.0p000CC

SUPPLUES/SERVICES CUUANTITY UNET UNIT PRICE AMCUER Y 3

Category A Production Servers 1.00| SE 799,743.84 799,743.84
Accounting and Appropriation Data:
0800A2006.A.2006 EIEQC000.701.2572A A17.000.0000.0p0000
Category A End User Support 1.00( SE 197.863.05 197,863.05
Accounting and Appropriation Data:
0B00A2006.A.2006.EIE00000.701.257 2A.A17.000.0000.0p0000
Category A Phase | Migration 1.00| SE 201,831.56 201,831.56
Accounting and Appropriation Data:
0800A2006.A.2006. EIE0CQ00.701.25724, A17 000.0000.0p00CH

1.00| SE 67,738.20 67,738.20

PAGE 2 OF




\
» d

EDNet Support Services
ED-05-PO-0308
Modification 0005

A Changes to clause B.1, ED 301-17 are as follows:

Category A is increased by $1,603,101.57 as a result of an increase in server quantities,
reconciliation of end user quantities and the phase | migration of services from Category
CloA.

Category B remains unchanged

Category C is reduced by $605,494.68 due to the phase | migration and then increased
by $201,831.56 as part of that amount is being funded through line 0051 of this
modification and line 0052 is an increases of $67,736.20 resulting in a net reduction to
Category C of $335,926.92.

Category C ODCs remain unchanged

Delete B.1 ED 301-17 PROVISION FOR PRICING AND PAYMENT in its entirety and
replace with the following:

A. The total fixed price of this contract for Category A services is increased from
$10,161,185.87 by $1,603,101.57 to $11,764,287.44, The not-to-exceed amount for
Category B is $1,554,828.20. The not-to-exceed amount for Category C labor is
reduced from $12,110,691.50 by $335,926.92 t0 $11,774,764 58. The ceiling for
Category C hours is reduced from 141,264 by 12,361 to 128,903, The not-to-exceed
amount of Category C Other Direct Costs (ODCs) is $1,721,969.27. The Department of
Education is not liable for any costs incurred which exceed the amounts set forth above.
The Contractor is further required to give written notice any time it estimates that the
current funding ceiling is inadequate to cover the cost of its continued performance for a
period of more than sixty {(60) days or until the end of the current term of the contract if
less than sixty (60} days,

B. Payment of the amounts stated in B.1A shall be made in accordance with the
incorporated clause entitled "Payments Under Time and Materials and Labor-Hour
Contracts”, "Payments Under Fixed Price Research and Development Contracts”, or
"Payments”, whichever is applicable, and with any other supplementary payment
scheme which may be otherwise negotiate and specified.

C. In consideration for services performed under this contract, the Contractor shall be
paid in accordance with the prices set forth in Attachment II.

B. - H.17 delete in its entirety and replace with the following
334-3 Earned Value Management System (October 2005) (Applies only to development
projects):

{a} In the performance of this contract the Contractor shall use an earned value
management system (EVMS) to manage the contract that at the time of contract award
has been recognized by the cognizant Administrative Contracting Officer {ACO) ora
Federal department or agency as compliant with the guidelines in ANSI/EIA Standard—



b

A iy

748 (current version at time of award} and the Contractor will submit reports in
accordance with the requirements of this contract,

{b} If, at the time of award, the Confractor's EVMS has not been recognized by the
cognizant ACO or a Federal department ar agency as complying with EVMS guidelines
{or the Contractor does not have an existing cost/schedule control system that is
compliant with the guidelines in ANSI/EIA Standard-748 (current version at time of
award)), the Contractor shall apply the system to the contract and shall be prepared to
demanstrate to the ACO that the EVMS complies with the EVMS guidelines referenced
in paragraph (a) of this clause.

(¢} Agencies may conduct Integrated Baseline Reviews (IBR). If a pre-award IBR has
not been conducted, such a review shall be scheduled as early as practicable after
contract award, but not later than 180 days after award. The Contracting Officer may
also require an IBR at (1) exercise of significant options or {2) incorporation of major
modifications. Such reviews will normally be scheduled before award of the contract
action.

{d} Unless a waiver is granted by the ACO or Federal department or agency, Contractor
proposed EVMS changes require approval of the ACO or Federal department or
agency, prior to implementation. The ACO or Federal department or agency, shall
advise the Contractor of the acceptability of such changes within 30 calendar days after
receipt of the notice of proposed changes from the Contractor. If the advance approval
requirements are waived by the ACO or Federal department or agency, the Contractor
shall disclose EVMS changes to the ACO or Federal department or agency at least 14
calendar days prior o the effective date of implementation.

{e) The Contractor agrees to provide access to all pertinent records and data requested
by the Contracting Officer or a duly authorized representative. Access is to permit
Government surveillance to ensure that the EVMS conforms, and continues to conform,
with the performance criteria referenced in paragraph (a) of this clause.

{fi The Contractor shall require the subcontractors specified below to comply with the
requirements of this clause: [Accelerated Solutions Inc.]

¢ Section J List of Attachments:

Contract Attachment 1 - Performance Work Statement (PWS} delete and replace with
attachment 1 of this modification. This version deletes Budgetary Support
Requirements from Category C services and also reflects Phase | of the Category C to
A migration for the functions of network and telecomim operations, program overhead,
and IT distribution and imaging center with assistive technology.

Contract Attachment 1, Appendix F Detailed Work Descriptions of the Performance
Work Statement delete and replace with Attachment 2 to this modification. The revised
version accounts for the changes te the PWS mentioned in the previous paragraph.

Contract Attachment 2 - Pricing Schedule append with the following:

Attachment 3 of this modification Pricing Schedule- Phase | Migration Cost Worksheet



Effective April 1, 2006 Network and Telecom Operations, Program Overhead and IT
Distribution and Imaging Center (ITDIC) combined with Assistive Technology as part of
phase | were migrated from Category C to Category A services. The firm fixed price of
phase | of the migration of services from Category C te Category A services is
$605,494.68 for the base period. The option period prices are detailed on the
attachment.

Contract Attachment 2 - Pricing Schedule is appended with attachment 4 to this
modification Pricing Schedule- AIX Server/Windows 2003 Server Cost Worksheet

AlX Server and Windows 2003 Servers

Effective July 1, 2005 the Department placed three (3) Windows 2003 Servers into
production.

Effective May 1, 2006 the Department placed eleven {11) AlX Servers into production.
Effective June 1, 2006 the number of AIX servers is increased from eleven (11) to
eighteen {18) servers.

D 8. Maodification List of Attachments:

1. Revised Performance Work Statement

2. Revised Appendix F: Detailed Work Description
3. Phase | Migration Cost Worksheet

4, Windows 2003/AIX Servers Cost Worksheet

In consideration of the modification({s) agreed to herein as complete equitable
adjustments for the Contractor's "proposal(s) for adjustment,” the Contractor hereby
releases the Government from any and all liability under this contract for further
equitable adjustments attributable for such facts or circumstances giving rise to the
"proposal(s) for adjustment.”

\
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ATTACHMENT 1 - PERFORMANCE WORK STATEMENT
I. Introduction

This task order shall acquire IT support services needed to meet ED's needs and to migrate to an
IT Service Capability Maturity Model Integration (CMMI) Level 3 service environment. The
services and solutions provided by the contractor to support EDNet shzll meet the objectives of
the OCIO in a cost-effective manner. Currently, ED has six areas of IT services:

v Production Server

*  Messaging

= End User
=  Networking
v Security

«  Assistive Technology

The contractor shall provide Category A work (Firm Fixed Price per Unit Services) at a minimum
of CMMI Level 3 on day one of the contract improving to CMMI Level 4 within five (5) years. All
work shall be governed by improving service levels, described in Section IV of the Performance
Work Statement (PWS), Performance Standards and Acceptable Quality Levels. All personnel
shafl conform to ED security policy, including training and paperwork requirements.

Principle Objectives
E£D's Office of the Chief Information Officer (OCIQ) Information Technology Division (ITD) has

three objectives:

»  Toimmediately improve all services that ITD provides to its customer base, as
measured by meeting Service Level Agreements (SLAs) and ongoing independent third
party Customer Satisfaction surveys.

* Toimmediately lower the cost and demonstrate better service through the adoption
of CMM]I Level 3 processes and competence.

* To continuously lower costs and improve customer satisfaction going forward for
all ITD provided services.

A. Category A (Firm Fixed Price per Unit Services}

The contractor shall provide firm fixed price managed services billed on a per unit basis at a
minimum of CMMI Level 3 an day one progressing to Level 4 within three to five (3-5) years. The
contractor is responsible for all processes used in the completion of this work and shall have the
capacity to handle multiple critical operational issues at one time.

= Maintain the production servers.

= Provide messaging services including but not limited to E-mail and Blackberry {or
equivalent).

»  Support end users and their hardware and software, including assistive technology
{deskside) and |T Image and Distribution Center — ITIDC (Warehouse/Clearinghouse)
services.

* Performm management services.
» Maintain networking services.
B. Category B (Fixed Price / Time and Materials Project Services}

The contractor shall provide resources, including but not limited to Subject Matter Expert (SME)
and Business Executive Expertise, on a fixed price and/or time and materials basis to support any
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IT projects; all projects stiall follow ITD's CMMI Level 3 Product Development Process (PDF).
Category B Support shall be acquired in accordance with the task order / work order procedures
outlined in Section C — SUPPLIES OR SERVICES AND PRICES / COSTS of the RFQ. The
Contractor shall use an Earned Value Management System and process for Category B {time
and materials project-based) work in accordance with OMB, ANSI / EIA-T48-A and other
applicable regulations throughout the life of the contract. This process shall result in monthly
reports by project reflecting expenditures for the Budget Cost of Work Performed, Actual Cost of
Work Performed and Actual Cost of Work Scheduled. The Contractor shall provide a plan to
implement an Earned Val'ue Management System before award and must implement the system
within 90 days after award’.

ITD is responsible for maintaining the PDP, but the contractor shall provide personnel with
demanstrable skills, competence and experience necessary for working within a CMMI Level 3
process environment. This includes providing qualified project managers and business
management executives. All Project Managers acquired under this task shall be Project
Management Institute (PMI) or equivalently certified and be responsible for managing ITD
approved projects. Business management executives shall be responsible for managing tiger
teams®, com promised of SMEs and personnel from various technical disciplines, among other
things for short to medium duration tasks. Category B shall be the preferred method for ED to
acquire SMEs; therefore it is important that the service provider demonstrates its depth and
breadth in technical expertise in areas governed by this contract (e.g., Customer Service, IT
Infrastructure, Enterprise Architecture, Email Architecture, etc.).

'C._Category C {Sustaining Time and Materials Support)

The contractor shall provide gqualified labor on a time and materials basis for continuous staffing
of services whose processes will be managed by ED for the following:

= Perforrn management services,
= Maintain networking services.
~  Provide security services®.

* Maintain a roster of security-approved personnel available to EC on an emergency
basis,

Presently, these services are performed within processes that are at either CMMI Level 1 or 2;
the contractor shall assist ITD in improving these processes to CMMI Level 3 within three (3)
years and CMMI Level 4 within eight (8) years of the start of the contract. The contractor shall
support, an £Earned Value Management System for aII Category C work (time and materials and
project based) in accordance with OMB regulations®. The contractor shall provide ED with
personnel who are capable of, and have had prigr experience in working within CMMI Level 3
environments.

Section Ill, Scope of Work, provides greater detail concerning the products that constitute these
three Categories.

Productivity Improvement
Any time a process moves from CMMI Level 3 to CMMI Level 4, ED shall benefit from an

increase in the quality of service delivered to its approximately 6,000 internal customers. ED
enjoys a high ratio of professional staff to clerical staff. Therefore, as customer service improves,

' OMB Circular A-11, Part 7, Planning, Budgeting, Acquisition and Management of Capital

Assets.

2 Tiger Teams are cross functional teams performing focused and tightly scoped projects,
Secunty Services are cross functional in nature and cut across all of the other service areas.
* OMB Circular A-11, Part 7, Planning, Budgeting, Acquisition and Management of Capital

Assels.
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as a result of the service provider's process improvements, ED's customer base shall experience
a commensurate increase in productivity.

ED also recognizes that a successful service provider shall capture savings through increased
internal labor productivity as more of Category A processes are migrated from CMMI Level 3 to
CMMI Level 4, ED's share of the henefits shall be reflected in improved quality of service
associated with the functions and processes of ED customer (end user} operations.

IT Service Capability Maturity Model Integration Process

In order to achieve ITD'’s objectives, the contractor shall conform to the following methodologies.
First, the concept of IT Service Capability Maturity Mode! Integration® as defined by ED.

Table1. CMMI Lovels

IT Service CMMI Level 0

Unaware, no awareness of a need to improve IT service delivery.

IT Service CMMI Level 1

Initial Phase, IT service delivery is characterized as ad hoc, and
occasionally even chaotic. Few processes are defined, and success
depends on individual effort and heroics.

IT Service CMMI Level 2

Repeatable. Basic service management processes are established. The
necessary discipline is in place to repeat earlier successes on similar
services with similar service levels.

IT Service CMMI Level 3

Defined. The IT service processes are documented, standardized, and
integrated into standard service processes. All services are delivered
using approved, tailored versions of the organization’s standard service
processes.

IT Service CMMI Level 4

Quantifiable Managed. Detailed measurements of the T service delivery
process and service quality are collected. Both the service processes and
the delivered services are quantitatively understood and controlied,

IT Service CMMI Level 5

Cptimization. Continuous process improvement is enabled by
quantitative feedback from the processes and from piloting innovative
ideas and technolagies.

Category A support shall be provided at CMMI Level 3 immediately upon contract award and
therefore ED expects that this support shall be provided at a lower cost than is currently
experienced today. Category B and C's services are expected to be consumed at the same
general rate in the first year of the contract and therefore shall be na more expensive than today's

costs.

However, as indicated above, the contractor is expected to migrate Category C services
{currently CMMI Levet 1) to Category A, CMMI Level 3. Accordingly, the contractor shall provide
a comprehensive migration plan and (upon ED's approval) execute it

Product Dgvelopment Process

ITD shall use the Product Development Process, described below, as its management tool in
monitoring product progress at alf levels of the CMM.

ITD shall use the Stage-Gate° methodology’ to manage the Praduct Development Process. ITD
considers all IT services and projects to be products and shall manage them accordingly, fuifilling
the role of gatekeeper. “The Stage-Gate” process is an operational readmap for driving new

* Based, in part, upon research from http://www.itservicecmm.org.

® Ivid.

" Developed by Dr. Robert G. Cooper. http:/fwww.stage-gate.com/research.html.
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product projects from idea to launch — a blueprint for managing the new product pracess —
improving effectiveness and efficiency.

How It Works

Product development begins with an idea and ends with the successful faunch of a new product.
The steps between these points can be viewed as a dynamic pracess. Stage-Gate® divides the
process into a series of activities (stages) and decision points (gates).

Dracinicn
to et foanch

Stages

Each stage contains a set of defined concurrent activities, incorporating industry best practices.
Activities during each stage are executed in parallel to enhance speed to market. This is further
enhanced by the use of cross-functional teams all working towards the same goals.

Gates

Gates are the decision points where senior managers decide whether to continue funding a
project. The outcome of the decision is to Go, Kill, Hold, or Recycle the project. Gates also act
as "quality control® checkpoints, which evaluate among other things:

» Have the deliverables been executed in a quality fashion?
» |5 the project attractive from an economic and business standpoint?
= s the information sufficient to make a decision?

* Is the action plan and request for resources sound?"®

if. Description of Current Operations

ITD is responsible for the full life-cycle management of EDNet, the Department's primary IT
service delivery infrastructure comprised of network hardware, software and equipment. EDNet
is the technical vehicle through which ED employees use many critical information resources and
reach out to ED's customers. EDNet provides desktop services including a standard office
automation software suite, enterprise-wide e-mail, desktop computers and peripherals, EDNet
also houses an intranet (ConnectED), a presence on the Internet (ED.gov), and many custom
business applications and information systems. EDNet includes enterprise level backup,
recov;ary. archiving, storage / retrieval systems and security. EDNet is supported on a 7x24x365
basis”.

The primary data center for EDNet, which houses the majority of EDNet's mission-critical
systiems, is being relocated in late 2004 from its current location at the Regional Office Building 3
in Washington, DC to a new facility in the Washingten, DC metropolitan area in Oxon Hill,
Maryland. In addition to the primary data center, EDNet has three secondary data centers in the
Washington, DC area, and a disaster recovery and backup center, the Disaster Recovery Facility
(DRF), in Kennesaw, Georgia. The primary and backup data centers support multipie ED offices
located in Washington, DC and across the country.

As a Federal agency General Support System, EDNet is responsible for following and
maintaining a current Disaster Recover Plan (DRP) to reconstitute the IT infrastructure required to

® http://www.stage-gate.com/research.htm).
s Applies to server, security and network support.
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support mission-critical functions during a disaster. The DRF facility has been designed to be a
rebust, compatible, secure, and scalable warm backup facility to the primary data center.
Redundant connections have been provided to most ED locations to ensure maximum network
availability. DRF interconnects with the Headquarters and regional facilities to provide
connectivity in the event of a significant disruption of service and as a contingency for other
services. The infrastructure in the DRF has been sized for expansion to provide warm backup
and disaster recovery services to applications sponsored by other ED Principal Offices {POs},
and offers additional expandability for future requirements. Such expansion shall be completed
and funded incrementally as needed. EDNet support includes operating all network systems
including more than 100 major and nearly 300 standard network applications, integrating new
applications as identified by business owners, and integrating as many as approximately 100 new
and upgraded applications annually. Steady state for new and upgrade projects is approximately
50 projects at any one given time.

EDNet currently includes:

= Program management, engineering, network and server operations, disaster recovery,
database administration, messaging, telecommunications, multimedia and video
teleconferencing;

*  Providing nationwide IT office relocations;

*  Providing cabling support;

=  Supporting IT refreshes including new T equipment and asset managemént;
*  Maintaining a surplus IT equipment clearinghouse;

= Agssistive technology engineering;

=  Providing customer services including project assurance, project management, helpdesk
and deskside support for approximately 6,000 users located in over 20 sites across the
Nation; and

*  Supporting regional operations including regional deskside support, records
management, information management and other activities as needed.

EDNet Critical Functions are described in Appendix B.

HI. Scope of Work

The contractor shall provide ED with top quality professional IT services to manage, support, and
continuously improve EDNet. The detailed description of services for each functional area are
included within this (Section Ill Scope of Work) and Appendix F — Detailed Waork Descriptions.
The contractor shall provide support services, and comply with ED's enterprise architecture, for,
but are not limited to, the following:

All Categories
« Support shall be provided on a 24x7x365 basis™;
» The Contractor shall provide weekly status briefings to senior management;

+ ED's investment Review Board (IRB), Technical Review Board {TRB} and Configuration
Change Review Board (CCRB) processes (e.g., equipment entering the EDNet
environment, etc.);

Category A

'° This does not include helpdesk support, Helpdesk support is provided each workday, see
Workday Appendix J, hours for Helpdesk operations are 0700 until 2200 EST and Deskside
Support is 0700 until 1900 local time., During the month of September and the first week of
October the workweek is extonded {0 include Saturday and Sunday.
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User account management and administration including: user space allocations;
changing customer's e-mail account’'s user name; creation and maintenance of e-mail
distribution lists, moving files and account information within ED; changing account
privileges; adding and deleting accounts; maintaining print queues; coordinate the
transfer of account information anytime a customer's move (physical or organizational)
would require information to be transferred to a different ED system;

Data center operations including: server room management, surveillance of systems
operations, backups and file restores, and management of: servers, server farms, load
balancers, gateways, and firewalls;

Assistive technology deskside support;
Desktop image development and testing;
Software version maintenance;

EDNet customer services, Helpdesk support, including enterprise-wide systems including
office automation software suite (e.q., word processing, spreadsheet, database,
presentation / graphics, etc.), e-mail, internet / intranet systems, video conferencing,
Cisco AVVID infrastructure (to include IP Telephony, Broadcast Video over IP and
associated AVVID applications) and hardware, 1o approximately 6,000 users;

National and Regional operations deskside support, including Desktops, peripherals,
appliances, and devices, such as PC's, laptops, palmtops and other personal digital
assistants, printers, scanners, and PC peripherals;

Small nationwide IT office relocations including Installations, Moves, Additions and
Changes (IMACs); and

IT refresh support, including new IT equipment, asset management database
administration.

Program management to include, measurements, staffing, analysis, tracking, reporting,
and administrative support;

Network operations and management support of ED personnel and equipment including
converged communications, and networking including internetworking services,
telecommunication services, multimedia / Video teleconferencing services, and wire and
cable management (installation and maintenance);

IT Image and Distribution Center - ITIDC {Warehouse/Clearinghouse) support, including
IT equipment (hardware and software) surplus, disposal and redistribution.

Category B

Systems engineering services;

Introduction of radically new technolegy (e.g., switching desktop from windows based
technology to a different technology);

Application packaging, testing and delivery, and

Large nationwide IT office relocations including Installations, Moves, Additions and
Changes {(IMACs).

Category C

Product assurance;

Program management to include overall management, measurements, dashboard
development and maintenance, staffing, planning, accounting, tracking, reporting, and
administrative support;
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s Security support, including vulherability management, malicious and mobile code
identification, containment and eradication, penetration testing and feg auditing,

» Netwark operations and management support of ED personnel and equipment including
server operations (including NCES}, INET (internet and intranet) operations, custom
applications, change management / certification & accreditation, and security operations;

»  Agssistive Technology engineering (testing, compliance, etc.),

The contractor shall provide support as the [T service delivery infrastructure changes in scope
and complexity, as determined by ED. ED reserves the right to include additional work deemed
as within the general scope of this contract. The contractor understands that the volume of work
could decrease or increase at any point during the life of the EDNet Management Contract. For
example, the number of ED offices or locations could change at any time.

The contractor shall be required to support ED's customer accounts by managing Windows,
Macintash, Unix or other technology as covered by the then current ED Product Support Plan.
The contractor shall provide timely, courteous and competent responses to its customers’
requests.

The contractor shall provide support in the form of, but not limited to, answering questions
concerning problem resoclution for ED's standard COTS and some specialized applications for its
custormers. The contractor shall coordinate the transfer of information from Tier 0/ 1 to Tier 2 and
Tier 3 services'', some of which shall be provided by the contractor, ED, various third party
vendors and Original Equipment Manufactures {OEMSs).

The contractor shall provide subject matter expertise as a resource to be consumed by ITD's
Product Development Process or continuing IT operations. This service can take the form of, but
is not limited to, providing short term or continuous support for defined projects, such as
performing a cost benefits analysis, architectural review, implementation planning QA, feasibility
study, and application programming. Additionally, the contractor shall coordinate with and
transfer to, any knowledge developed or required 1o the appropriate ED employees. The
contractor shall perform project and time management, while meeting predefined objectives.

Finally, the contractor shall provide a set of processes and practices that bring server, messaging
and user services immediately upon award of task to CMMI Level 3. The contractor shall actively
migrate additional technical oPerational products through the Capability Maturity Model, using
Kaizen™, lean manufacturing'® principles, andfor Six Sigma'®. Supporting ED's management
requires the ability, on the part of the contractor, to perform excellent, consistent and timely work,
and to support executive level decisions through presentations to ED's management. The

"' Tier 0/ 1 — self-help and basic helpdesk services, Tier 2 advanced heipdesk services and Tier
3 SME and OEM helpdesk services.

YKaizen is a process improvement methodology that considers human resources as the most
important company asset, believes that processes must evolve by gradual improvement rather
than radical changes, and believes that improvement must be based on statistical/quantitative
evaluation of process performance.

** Lean methods create a continual improvement-based, waste elimination culture that invalves
workers at ali levels of the organization and is based upon three objectives 1) Reduce production
resource requirements, 2) Increase manufacturing velocity and flexibility, and 3) Improve quality
and eliminate defects.

'* gix Sigma is a rigorous and disciplined methodology that uses data and statistical analysis to
measure and improve a company's operational performance by identifying and eliminating
"defects” in manufacturing and service-related processes. Commonly defined as 3.4 defects per
million opporiunities, Six Sigma ¢an be defined and understood at three distinct levels: metric,
methodology and philosophy.
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A
contractor shall include root cause costs as a part of doing business to be borne by the contractor
and shall work with £D to define processes and report formats in order to define the events that
drive this requirement.

ED recognizes that the migration to Managed Services is a maiure business practice used by
many organizations to ensure responsive and competitive operations. The contractor shall work
with ED to implement an [T infrastructure that is consistent with industry best practices and the
centractor shall provide a comprehensive, best value solution. The contractor shall provide
support services for, but not limited to, the following of EDNet include Category A (FFP per Unit
Services), Category B (FFP / T&M Project Services) and Category C (Sustaining T&M Support):

Transition In Plan
The Service Provider shall provide a comprehensive Transition In Plan that shall be used for the
first two {2} month’s at ED and will integrate with the incumbent's Transition Out Plan. This
Transition In Plan should compfement the incumbent's Transition Qut Plan and include, at a
minimum;
s [dentification of Risks and Risk Mitigation
» Level of Effort
»  Schedule (including milestones)
Resource Allotments
Dependencies
Costs

Appendix | contains the elements the contractor can expect from the Transition Out Plan.
Transition Qut

Sixty (60) days prior to the expiration or termination of the contract, the contractor shall provide a
Transition Out Plan. The offeror shall present a detailed plan for any Transition Out tasks,
regardless of precipitating reasons. The Transition Out Plan shall be constructed so as to require
no more than 60 days from termination notification to phase-out completion. The plan shall
include procedures to minimizing impact on contract performance. Transition Qut Plans shall
include provisions for completion of all contractor responsibilities.

The Offeror's Transition Out Plan shall:

» Present procedures for retaining the required staffing level including key personnel
necessary to provide complete contractual support through the expiration of the
conitract.
include a work breakdown structure and cost estimate.

Include a training plan and schedule for each activity covered by the contract.

+ Describe in detall how responsibility and accountability will be relinquished for all

government-furnished equipment.

The offeror shall coordinate its activities with other contractors to effect smooth and orderly
transitions at the beginning and the end of contract perieds. The offeror shall remove all
contractor-owned equipment, fools, parts and belongings from the Government-furnished spaces
by midnight of the last day of the contract.

Enterprise Email / Messaging Architecture
The Service Provider shall provide a stable enterprise email system capable of supporting ED's

user communities. The architecture shall accommeodate system availability and reliability as
describe the Service Level Agreements in Section IV,

An annual Email Architectural Fee shalt be charged to ED. This annual fee is to cover the
development and upkeep of ED's email architecture. The architecture shall accommodate a
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6,500 customer email base with the following identified needs, it is understood that ED's needs
will continue to evolve over time and this list shall be understood to be a starting point, not an
exhaustive list:
¢ 24x7 Uptime within SLA limits (see Section [V of the PWS)
Appropriate Redundancy to maintain SLAs
Disaster Recovery Planning to meet SLA
Backup and Restore Capabilities on a mailbox, post office, server and system level
Email Message Disk Space Management
Email Message Archiving that meets Federal Regulations
SPAM filtering
Remote Connectivity from PCs and the Web
Wireless Email Access
Access through handheld devices, such as but not limited to, PDAs and Blackberry
devices
Integration with VolP voicemail messaging
Strategy for incorporating Instant Messaging
Virus Scanning capabilities for incoming, outgoing and internal messaging
Secure Messaging (Encryption) for both internal and external messages

* 4 » &

The Service Provider shall provide an architecture that shall place stability of operations above
other considerations. The existing email system is described under Category A of the PWS.

Expecied Investment in Tools
The Service Provider shall provide a description of which tools shall be introduced, how the tools

shall be introduced, and how those tools shall improve customer satisfaction and/or ED's
productivity. The Service Provider shall make an investment in these tools, and if the Service
Provider chooses, a line item charge may be included in the cost proposal. This line itern may
include any additional yearly maintenance charges. It is understood that ED will own intellectual
property to all data, the software and the licensing of these tools™. These tools include:

(1) Management Information Dashboard.
¢ Offeror shall provide a tool that provides a daily snapshot of how ED and the
offeror are delivering IT operations, historical information, trend analysis and
correlation, summary of challenges, and recommendations as needed, in a
format that is viewable by all stakeholders {(e.g., web site, reporis, etc.).

{2) Performance Monitoring Tools
+ Performance monitoring tools shall be used to measure IT infrastructure
performance, IT infrastructure uptime, and keep track of security metrics.
Service provider shall list what tools shall be used to manage performance.

(3) Project Management Tools
+ Project management tools are required to provide, among other things,
budget variance reports (project over-run and under-run meirics), resource
usage, task usage, milestone reports, and comply with OMB and other
regulatory earned value requirements'®. Service provider shall list what tools
shall be used to manage projects.

'* ED will own all licenses and tools that are listed as a line item in the Cost Proposal worksheet,
but not tools provided by the offeror at no charge to ED. At ED's option “free” software and
licenses may be purchased from the offeror at GSA or better rates. All data is the Intellectual
Peroperty of ED.

OMB Circular A-11, Part 7, Planning, Budgeting, Acquisition and Management of Capital
Assets.
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{4) Communication Tools
» Contractor shall provide, at their expense, appropriate use of communication
tools for their staff that will interface with ED's current communication
environment. This is inclusive of, but not limited to:
a. Cellular Phone Hardware and service
b. Blackberry Hardware
¢. Personal computers required for remote support

Major IT Issue Handling
A major issue is defined as any IT event that affects more than 50 employees {e.g., email outags,

virus attack, VolP outage, security event, etc.). All major events shall follow the escalation
procedure, root cause analysis and customer communication procedure described below.

Escalation Procedure
The Service Provider shall follow z2n escalation procedure when responding to major issue(s).
The service provider's escalation procedure shall conform to or exceed the following guidelines:

* Notify the appropriate i TD Manager or designee within fifteen {15) minutes of becoming
aware of any major IT issues. Notification shall occur via voice cornmunication. If the
iTD Manager or hisfher designee is unavailable the service provider shall immediately
notify the Directory of IT or his/her designee.

Customer Communication

The Service Provider shall provide communications directly to the affected customer (end-user)
base once OCIQ management has been informed for all major IT issues, Communications shall
take the form of informational web updates via ConnectED, voice mail andfor email, as
appropriate. All communications regarding IT issues shall be approved by a Service Provider
manager and ED prior to release and shall include at a minimum an explanation of the problem
and anticipated resolution time.

Root Cause Analysis

The Service Provider shall perform root cause analyses for all major issues. Once root cause
has been determined an alternative analysis shall be performed, followed by a plan for remedy,
which shall be presented for OCIO executive review and decision. Remedies shall be tracked
and an update shall be provided to OCIO executive management providing expected results
measured against actual results. For Category A work, the cost of this process shall be borne by
the service provider.

Category A {Firm Fixed Price per Unit Services)

The Contractor shall:

Provide Program Management

Provide backoffice support for Program Management function performed under Category C.
Services to be performed under Category A include gathering of metrics data,
staffing/administrative suppont, analysis and reporticommunication preparation.

Support the production servers environment

Provide Hardware and Software support for the server infrastructure on ED's behalf, managing
delivery, configuration, installation, and systems administration in accordance with the approved

ED Product Support Plan as it evolves during the lifetime of the contract, including but not limited
to:

= Server and Software Installation / Refresh Process
=  Ongoing Server and Software Maintenance Process
»  Server and Software Install, Moves, Adds and Changes (IMACs)

10
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= Server and Software Disposal and License Recovery
» Data protection, backup, and recovery in accordance with SLAs
*  See Table 6 for additional detail

Systems include approximately 520 servers {including the disaster recovery facility), 32
administration accounts, including 6 Domain Controllers and 6 Exchange Administration
accounts, approximately 400 applications and approximately 16+ TB of disk storage. See Table
2 for geographic locations and a complete inventory and description of technology to be
supported

Maintain production servers

The contractor shall perform server support operations, which include server, data center, server
image management, helpdesk call center support, network systems monitoring, Tier 2 support
including remote management of customer acceounts and the operations and maintenance of the
interface with other Tier 2 and Tier 3 support organizations. The contractor shall:

« Maintain ED software images for Windows and Unix systerns'’.

«  Continually integrate industry best practices for hardware and software tools and
technologies that enhance the productivity of technicians, thereby driving down the Total
Cost of Ownership ({TCQ) for ED and increasing the quality of service provided to ED's
customers.

= Provide enhanced technologies that speed resolution times or proactively eliminate
customer problems, thus improving ED empioyee and customer productivity.

Hardware and Software Equipment Inventory / Service Criticality

The following table depicts the current equipment inventories of servers'®, see Table 2, grouped
by equipment type and criticality of service. Each table is arranged with Type of equipment on
the “Y-Axis” and Criticality'® on the “X-Axis”. Within each block the location and number of
equipment is displayed.

Table 2.  Sarver Inventory*

Criticality / {1) Standard (2) Mission {3) Mission {4} Critical
Equipment Type Server O&M Supportive Critical Infrastructure /
{Ne DR Systems Systems Service
Required} (Second {DR Required) (DR Regquired)
Wave DR)

" As this contract has a potential ten-year life span, it is expected that the Product Development
Process has the potential to introduce new operating platforms and systems.

'® As of June 2004.

*® Criticality is defined as Level 1 - No Disaster Recovery (DR) Required, Level 2 — Second Wave
DR, Level 3 — DR Required, and Level 4 — DR Required.
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0 3 0 k]
*Note that the numbers of servers / equipment change frequently,

Maintain messaging services including E-mail and Blackberry
Provide a process for managing all messaging services in accordance with the approved ED
Product Support Plan as it evolves during the lifetime of the contract, including but not limited to:

«  E-mail, blackberry (or equivalent), PDAs, and storage services

»  Remote and Mobile custormer support

= Data protection and recovery in accordance with SLAs

= Exchange Central administration and maintenance for approximately 50 users

The Messaging System includes approximately 6,000 accounts and mailboxes uiilizing
approximately 500 GB of data {95 percent of accounts are size restricted to 100 MB) and
approximately 500 Blackberries®.

Provide Messaging Services including E-mail and Blackberry

The contractor shall perform messaging services operations, which include messaging
monitoring, Spam filtering, anti-virus scanning and blacking of the messaging systems, disaster
recovery of the messaging system, messaging systems management, helpdesk call center
support, Tier 2 support including remote management of customer e-mail accounts and the
operations and maintenance of the interface with other Tier 2 and Tier 3 suppert organizations.
The contractor shall;

* Include Tier @/ 1, helpdesk support, simple network sysiems monitoring, Tier 2 support
including remote access, management for some COTS applications {(anti-virus), account
administration and operate and maintain the interface with other Tier 2 and Tier 3
support organizations, for all supported messaging systems {Blackberry, Microsoft
Exchange or quivalent).

»  Maintain ED's messaging system, including their Blackberry {or equivalent) solution.

= Continually integrate industry best practices for messaging tools and technologies that
enhance the productivity of the customer, thereby driving down messaging support costs
for ED.

= Provide enhanced technologies that identify and elfiminate potential causes of problems
and speed resclution times, thus improving ED employees’ productivity.

Messaging Account Inventory”’
Complete inventory grouped by service type is provided in Table 3.

2 As Blackberry usage is expected to grow, this number may not be accurate at the start of the
new contract,
2 As of June 2004,
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Table 3, Messaging

Type of Service Number of Users

The contractor's sclution shall, at a minimum, provide the features shown in Table 4.

Table 4. Features

An integrated account management sclution. \

Maintenance and day-to-day operations of ED's messaging [
systems. Ensuring systems performance, reliability and accessibility.

Anti-virus and Spam solution compatible with ED's messaging
environment.

Remote connectivity through AS 5300, Virtual Private Networks
{VPN), Outlock Web Agent (OWA), and Firepass.

Ability to restore a single customer’s mailbox.

Appropriate disaster recovery planning and execution.

Ownership of problems from identification to solution / resolution.

Seamless problem distribution and problem resolution management
support, J

Maintain Customers (End Users) and their Equipment

Provide Hardware and Software support for the end user infrastructure on ED’s behalf,
managing delivery, configuration, installation, and accounts in accordance with the approved ED
Product Support Plan as it evoives during the lifetime of the contract, including but not limited to:

* PG and Software Installation / Refresh Process

= Ongoing PC and Software Maintenance Process

= PC, software, and cabling Install, Moves, Adds and Changes (IMACs)
» PC and Software Disposal and License Recovery

»  Data protection and recovery in accordance with SLAs

= Rermote and Mobile customer support, including approximately 800 cell phones and 500
PDAs

* Peripherals management, including printers and print queues

= Asset Management

»  Assistive Technology Deskside Support

» See Table 6 for further detail
PC systems including approximately 5,500 PCs, 2,000 faptops, and less than 75 Macintosh PCs,
laptops or other devices. Accounts include approximately 6,000 Active Directory, Macintosh and

Unix accounts utilizing approximately 4 TB of data storage. See Table 5 for user priarity, 90
percent of all customers (end users) are located in the Washington DC area. Hardware
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descriptions of typical PCs are located in Appendix B and software descriptions are located in
Appendix C.

Support Customers (End Users) and their Hardware and Software

The contractor shall parform customer {end user} support operations, which include deskside
equipment and peripherals {including printers and assistive technology), deskside image
management, helpdask call center support, Tier 2 support including remote desktop management
of customer accounts and the operations and maintenance of the interface with other Tier 2 and
Tier 3 support organizations. The contractor shall:

= Maintain ED software images, inciuding but not limited to, Windows and Macintosh
systems.

* Continually integrate industry best practices for hardware and software tools and
technologies that enhance the productivity of technicians, thereby driving down the Total
Cost of Ownership (TCQ) for ED and increasing the quality of service provided to ED's
customers.

* Provide enhanced technologies that speed resolution times or proactively eliminate
customer problems, thus improving ED employee and customer praductivity.

Information Technology Imaging and Distribution Center {ITIDC): Enterprise Lifecycle

Management Support {(ELMst)

Provide Enterprise Lifecycle Management Support (ELMst) services for The Department of
Education EDNet contract.

The ITIDC support shall develop plans, directives, polices and procedures to facilitate the
Department's surplus IT equipment for dispesal or redeployment of IT equipment meeting the
minimum EDNet specifications.

The contractor shall previde pregram and project management, administrative support, and
documentation development in support of business processes that represent a systematic
approach to effectively manage the disposal and redeployment of IT equipment meeting the
minimum EDNet specifications for the Depariment of Education’. The contractor shall also
provide services to support vendor management, shipping ahd receiving of all IT equipment, and
workflow management for the ITIDC services.

Performance Requirements Summary:
The Contractor shall:

v Operate and manage a central processing and secure storage facility surplus IT
equipment.

* Be held accountable for all IT assets and participate in the annual physical inventory and
reconciliation process.

=  Provide regional surplus inventory management following the depariment guidelines for
surplus / disposal of IT assets.

= Coordinate DOA replacements for the first 30-days of receipt.

= Evaluate IT Equipment {desktops, laptops, monitors, and printers for redeployment
within the EDNet environment..

» Install and test the EDNet standard configuration for all desktops, laptops and printers
within the EDNet environment.

=  (Coordinate all workflow activities for the ITIDC.
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= Provide Shipping and Receiving support for all IT equipment in the EDiNet environment.

Hardware and Software Equipment Inventory / Service Priority

The following table depicts the equipment inventories of customers (end users), see Table 5,
grouped by software tier type and pricrity of service. Each table is arranged with Tier of software
on the *Y-Axis” and Priority?? on the “X-Axis”. Within each block the location and number of
equipment is displayed. Software tiers are detailed in Appendix C. The typical computer system
that shall be supported by the contractor is also detailed in Appendix C.

nd-User Equipment Inventoryz‘

END USER Priority 3 Priority 2 Priority 1 TOTAL*
SUPPORT {Standard {30 Minute response, {Immediate
Service) warm hand offs for deskside dispatch)
escalation)

*See Appendix

Since many of the customer (end user) selutions rely upon the production server environment the
features from both have been combined into a single table to aveid arbitrary distinctions. The
contractor's solution shall, at a minimum, provide the features shown in Table 6 for both the
server and end user environments.

2 priority is defined as Level 3 — Standard Service, Level 2 - 30 minute response and warm
handoff for escalation, and Level 1 — Immediate deskside dispatch.

Z The tier distribution has been estimated from ED inventory data.

# ED understands the distribution of employee volume across tiers 1-3 does not match typical
industry norms and will work with the service provider te achieve an industry normal distribution
between tiers 1-3.
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"Table 6. Server and End User Features

Automated Asset Management — Electronically supported life cycle driven asset management

process. Automated asset management consists of electronically supported procurement,
automated inventory, and centralized data repository that are available to financial,
administrative, technical planners, system administrators, and the helpdesk. Managed data within
the asset management system consists of contract terms (maintenance contracts), hardware
inventory, software inventory, accounting, maintenance records, change history, support history,
and other technical and financial information.

At a minimum, Electronic tools are integrated; so that all input is shared and never repeated
between tools and constituencies can view the data in a consistent and up-to-date database or
databases. The objective is to optimize assets to lower costs with a proactive lifecycle approach
that views 1T assets as a portfolio. Vendor may be requested to use Government-furnished
property. Vendor shall provide information portability between government- and vendor-furnished
property.

All intellectual property resides with the Government.

Automated Software Distribution — the ability to install software on a client device without
having to physically visit each device. Techniques invelve either push, the more advanced
method where the server drives the upgrade, or pull, where the customer drives the upgrade by
runmning an instaliation script from a centralized server.

Virus Detect and Repair — software system that actively monitors and detects virus intrusions,
alerts system operators and users to such events, and provides automated eradication and
damage repair fo the extent pessible. The software shall protect both clients and server systems.
Automatic updates of the virus detection and repair capability must be available and maintained.
The software system shafl be fully integrated with processes and policies that provide manual
intervention when needed, support for remote / meobile users, and include policies for file / disk
sharing and downloads.

Systems Management — automated event management system that proactively and reactively
nolifies system operators of failures, capacity issues, traffic issues, virus attacks and other
transient events. The tools allow monitoring of system status, performance indicators, thresholds,
notification of users, and dispatch of trouble tickets.

Systems Management provides optimal system performance, quicker resolution of problems, and
minimizes failures.

Automated solutions are used in support of distributed computing operations processes and
policies for performance and failure detection and correction, as well as optimization.

" Server Based Client Image Control — the ability for a desktop administrator to create a ciient
specific configuration of applications, settings, and privileges on a server. These can then be
automatically downloaded to a specific address or set of addresses on the network; therefare,
configuring the clients initially, and ultimately standardizing the maintenance of configurations. A
client agent is used to synchronize the server and client images for change management.

Scalable Architecture — technology infrastructures that can logically and physically increase in
performance and capacity with continuity to meet reasonable growth and change over time. A
scalable architecture contains a strategic migration plan for continuous growth and progress.

Fault Tolerance — systems recagnize component failures and provide automatic and seamiess
switching to redundant components, eliminating downtime.

Automated Backup and Restore — provides for backup of the data stored on network servers,
as well as desktop and mobile clients, Autorated backup and restore does not necessarily
provide state management, but enables files to be backed up on a regular basis (without user
intervention) and to be stored off-site. If a disaster or loss of files shall occur, the data is available
on a backup medium and can be {ully restored. Protection shall be the ability of the entire file
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systern to be restored to a new machine, in the event that the failure required hardware
replacement.

Automated Helpdesk Problem Management and Resolution - allows calls to the helpdesk to
be ticketed, escalated, dispatched, and closed. Systerns include call management, problem
management, and resolution supported by a knowledge database. The knowledge database
provides a record of all problems and documentation on typical issues and utilized resolutions.

At a minimum, an integrated systern of tools is in place. Call racking, escalation and resolution
systems are integrated with voice respanse, e-mail, phone, remote control, asset data and user
profiling repositories. Proactive prablem elimination is the goal, however reactive problem
resolution is the norm. Service levels have been escalated and melrics have been automated into
regular management reports. Customer satisfaction is the objective.

Enterprise Policy Managemant — managed technical environment in which a network or
desktop administrator can control, with sules-based logic, which applications, settings, network
resources, databases, and other T assets a user can use. This environment is defined by user 1D
and is not necessarily machine specific. It is typicaily implemented by user profiles maintained at
the server and synchronized with the client device that a user is logged onto.

Enterprise policy management prectudes the user from making changes to the system, such as
introducing unauthorized software or changing settings that may cause conflict with other system
resources. As well, a managed environment controls the ease of use of the desktop, providing a
common set of applications and access for groups of users or individuals. In this manner, the
user is presented only with the tools they have been trained on and need for the job, and assures
that changes are managed.

Change Management — the procedure, policies, and tools established to monitor client
computers and other network assets to assure that unauthorized changes are not being
implemented. It also affirms that a database of changes is available so that changes can be
easily recognized during troubleshooting activities.

At a minimurn, procedures are supplemented with technoloegy and process controls that autornate
and enforce the change management procedures,

Data Security Management — the logical protection of organizational data from corruption, theft,
or cormpromise. Data security management involves user identification and authorization, proper
controls on downloading and uploading files and data, firewalls, and other technology barriers to
prevent unauthorized access, theft, and corruption,

Service Level Tracking and Management — service levels are tracked and managed. The
metrics contained in Section 1V, Performance Standards and Acceptabie Quality Levels, are
specific, measurable and meaningful.

Ownership of problems from identification to solution / resolution.

rSeamless problem distribution and problem rasolution managemaent support.

Maintain Helpdesk Support for all Category A products

Provide a single point of contact (SPOC) to act as the primary interface to the thousands of
customers that use various enterprise applications (e.g., E-mail), desktop and server hardware,
Commercial off the Shelf Software (COTS) as well as custom developed applications, including
but not limited to:

» Firstlevel problem and user request support including effective troubleshooting and
resolution for those problems and requests that can be resolved remotely.

» Effective troubleshooting, triage, assignment and dispatch for those problems and
requests that require second or third level support including support delivered at the
customer's location.
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The contractor shall provide all server, end user and messaging support including helpdesk
operations subject to specific expectation level process maturity, SLAs and continuous
improvement geoing forward. ED's helpdesk receives, on average, 6,700 calls per month.

Helpdesk Support

The contractor's server, end user and messaging operations, shall include Tier 0/ 1 helpdesk
support, simple network systems monitoring, Tier 2 support including remote desktop
management for defined number COTS applications and operation and maintenance of the
interface with other Tier 2 and Tier 3 support organizations, for all supported hardware and
software. The contractor shall;

= Maintain a SPOC for all systems for customers to obtain resolution of all \T problems
and/or technical issues including Tier 0/ 1, 2 and 3 helpdesk service.

= Continually integrate industry best practices for helpdesk tools and technolagies that
enhance the productivity of the helpdesk agents, thereby driving down helpdesk
support costs for ED.

»  Provide enhanced technologies that speed resolution times or proactively eliminate
end-user problems, thus improving ED employee’s preductivity.

Helpdesk User Priorities
Below are the definitions of the different Helpdesk user categories and priorities:
»  Priority 1 Customers {Users) — Senior executive for the Department of Education
(Segretary of Education and direct reports)

*  Priority 2 Customers (Users) — Direct reports to Secretary's direct reports
* Priority 3 Customners (Users) - Remainder of the Department of Education users
Helpdesk Call Volumes

Complete history of call volumes for EDNet's Heipdesk from June 2002 untit January 2004, see
Table 7.

Table 7. Monthly Helpdesk Call Volumes

2002 - - - - - g 724 | T8 | BE43 8,175 6 208 6,800 4,842
2003 6,353 54151 7697} 7386 66887 | 6739 | 7,102 | 8178 7.527 7,754 5867 5,490
2004 4,879

The contractor's solution shall, at a minimum, provide the features shown in the Table 8.

Table 8. Features

A single point of contact for problem and service requests.

Ownership of problems from identification to selution / resolution.
[ Seamless call distribution and call management support.

Network Services: Converged Communications and Networking

Network Services
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The Network Services Group supervises, monitors, and maintains the U.S. Department of
Education Service Delivery Infrastructure Network (EDNet) to deliver a full range of voice,
video, and data communications solutions and services, including Smartnet. The
Network Control Center (NCC) is the focal point for network troubleshooting; firewall,
router, switch a2nd network device management; (P telephony and unified messaging;
performance monitoring; and coordination with affiliated networks. NCC technicians
perform Helpdesk {Tier 2 and 3) customer service and provide access control and
information security support services.

Provide Network Monitoring Services through the continuous monitoring of
network availability and services. The Contractor shall provide network-
monitoring services to include, but not limited to, responding to and remedying
network alerts, monitoring network traffic, publishing usage reports, coordinating
circuit outages and installations, etc.

Provide Network Configuration Management Services by maintaining the
identification, documentation, and reports for network elements and appliances,
including their versions, constituent components and relationships for EDNet
network hardware, network management software and assaociated
documentation. The Contractor shall provide network configuration management
services to include, but not limited to, maintaining |P schema database,
maintaining router access contrgl listing (ACL), etc.

Provide IP Telephony Services by providing operations and maintenance
services to include, but not limited to, operations and maintenance of the IP
telephony system, IP-based Private Branch Exchange (IP PBX) hardware
equipment, software applications and services, including features, such as
advanced call routing, voice mail, contact centers, etc., that can be utitized. The
Contractor shall deploy and maintain the cail routing and dial plans for Cisco IP
phone solutions that utilize advanced call routing, voice mail, contact centers,
etc. The Contractor shall seek to leverage audio and video conferencing
solutions that help the agency increase productivity and business
communications by employing the latest advances in computer networking and
multimedia. The Contractor shall deploy P phone solutions are standards-
based, including protocols such as H.323, MGCP, and employ the appropriate
bandwidth and traffic shaping through Quality of Service {QoS) to provide high-
quality voice transmission. The Contractor shall develop processes, plans, and
procedures and create associated documentation to support the proper
operation, maintenance and security of the system(s).

Provide Integrated Call Distribution Services by providing operations and
maintenance services to include, but not limited to, operations and maintenance
of the Cisco Integrated Call Distribution (ICD) system hardware, software
applications and services, including features, such as the customer response
applications {CRA) editor, Interactive Voice Response (IVR), Auto Attendant
{AA), historical reperting and recording session services. The Contractor shall
develop and maintain ICD scripts based on individual customer requirements
that offer increased productivity and customer service. The Contractor shall
create and rpaintain VoiceXML applications that leverage speech recognition
technology to support end-user requirements. The Contracter shall be equipped
to handle standard and advanced troubleshooting tasks. The Contractor shall
develop processes, plans, and procedures and create associated documentation
to support the proper operation, maintenance and security of the system(s).

Provide Unified Messaging Services by providing operations and
maintenance services to include, but not limited to, operations and maintenance
of the Cisco Unity unified messaging system hardware, software applications
and services, including integration with Microsoft Exchange. The Contractor
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shall develop and maintain user profiles and access control for phone and web-
based applications such as Unity ActiveAssistant. The Contractor shall provide
Tier 1 (customer service), including answering frequently asked questions,
training end-users, Helpdesk and other network services group personnel on the
capabilities and functionality of the system. The Coniractor shall develop and
maintain user profiles based on individual customer requirements that offer
increased productivity and customer service. The Contractor shalf be equipped
to handle standard and advanced troubleshooting tasks. The Contractor shall
develop processes, plans, and procedures and create associated documentation
to support the proper operation, maintenance and security of the system(s).

Telecommunications Services

= Provides ordering services and centrally manages the acquisition of
telecommunications resources, including equipment, facilities and services to
ensure that these resources are acquired in a manner that is most effective for
the government,

= Coordinates agency use and support of national security and emergency
preparedness (NS / EP) telephone networks and services.

= Provides Helpdesk (Tier 2 and 3} customer service support.

*  Coordinates contracts and maintenance level agreements with the GSA Federal
Technology Services (FTS) Division and the telecommunications service
providers.

»  Provide Analog / ISDN Voicemall Services by maintaining reliable and secure
voicemail platforms for headquarters and regional office locations. The
Contractor shall provide voicemall administration services to include, but not
limited to, maintaining access control, responding to and remedying system
alerts, monitoring system traffic and load, publishing usage reports, coordinating
voicemnalf outages and installations, performing user prohlem troubleshooting,
etc.

Multimedia Services Group
The Multimedia Services Group operates and maintains the Department's audio-visual

equipment, most notably the 57 custom room and Video Teleconferencing Center (VTC)
systems throughout headquarters and regional offices. Additionally, remotely manages
the regional VTC facilities to include security, orientation, and provide Helpdesk (Tier 1, 2
and 3} customer service support and reservations for VTC resources. Maintains the
accountability of multimedia resources, including ad-hoc voice mail delivery system for
the Office of the Secretary, implementation of tP / TV for the enterprise, ISDN circuit-
swilched network for VTC, Designs, installs, maintains audio-visual and VTC egquipment
and services. Support for audio-visual production and equipment for the EDNet network
and other non-EDNet systems, including the Secretary’s conference room and auditorium
facilities. Performs standard and advanced troubleshooting and calibration, Develops
closed captioning for video communications in compliance with Section 508 Accessibility
standards. Supports the cable television and satellite television services and head-end
equipment.

= Provide Audio-Visual Support Services by providing services, including but
not limited to: video production services and audic visual support for the agency,
handle audiovisual and communication equipment repairs for educational
activities and special events iocated throughout agency buildings in greater
Washington, DC area, The Caontractor shall provide support services to assist in
the design, installation, testing, operations and maintenance of agency audio-
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visual equipment and facilities as needed. The Contractor shall perform video
production and editing, including open and closed-capiioning, of content used for
such services as online learning, training films, and executive-level broadcast
messages. The Gontractor shall develop processes, plans, and procedures and
create associated documentation to support the proper operation, maintenance
and security of the system(s).

Provide Video Teleconferencing (VTC) Services by providing design,
installation, testing, operations and maintain a full range of video
teleconferencing products and services that increase business communications
and reduce unnecessary travel costs as needed. The Contractor shall maintain
and optimize the current architecture to support video teleconferencing and
recommend new and alternate solutions that maximizes the benefits of
converged video, data and audio conferencing for users. The Contractor shall
provide primary customer support (i.e., Helpdesk) services to handie requests
and schedule the bridging of multipoint VIC sessions across the enterprise and
outside the enterprise to “off-net” VTC endpoints. The Contractor shall provide
standard and advanced troubleshooting of VTC equipment and serve as a
liaison with product vendors, such as Polycom. The Contractor shall provide
services to schedule and install desktop video conferencing systems with the
end-users across multiple Washington, BC area locations and coordinate the
deployment of these services remotely with technicians o regional office
locations. The Contractor shall develop processes, plans, and procedures and
create associated documentation to support the proper operation, maintenance
and security of the system{s).

Pravide Cable Television {CATV) Services by providing design, installation,
testing, operation and maintain equipment, facilities and setvices that support
cable television (CATV) and IP-based television (IP { TV) services (or video
telephony) to muitiple locations throughout the Washington, DC area and
regional cffice locations as needed. The Contractor shall provide standard and
advanced troubleshooting of Cisco video broadcast over IP {IP / TV) equipment,
maintain archived content on servers, and develop and maintain the ability to
provide video on demand {VOD)} services. The Contractor shall develop
associated standard operating procedures to support the proper cperation,
maintenance and security of the system(s).

Category B (Fixed Price / Time and Materials Project Services}

Maintain availability of subject matter experts {SMEs) as needed number of defined projects
per year. The cantractor shall:

Be responsible for maintaining two personnel rosters. The first comprised of qualified
Business Executives and the second comprised of Qualified Persannel® that may or
may not be working on the contract that ED can pull from in the case of a critical
operational issue.

o Business Executives may be called to lead tiger teams®, compromised of

personnel from various technical disciplines, among other things for short to
medium duration tasks.

Personnel may be called (o support: customer service improvement events,
virus attack, system-wide problem resolution, serious email issues, market
analysis, security, wireless solutions, computer forensics, load testing, data

% Qualified Persannel shall have security paper work and training completed before being added

to the roster.

% Tiger Teams are cross-functional teams performing focused and tightly scoped projects.
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center expertise including: infrastructure, moves, cabling, HVAC, electrical /
UPS, equipment, maintaining a technology roadmap, training, efc.

o Both rosters shall be composed of personnel who have successfully completed
ED’s security requirements, including ED's security training and security
paperwork.,

o It is expected that operational personnel shall be available within twenty-four
{24) hours and Subject Matter Experts (SME) shall be available within two (2)
weeks upon a request for assistance from ED.

* -Use an Earned Value Management System that complies with OMB and any cther
relevant regulatory requirements to provide earned value information to ED for use in its
reporting requirements.

*  Provide resources for approximately 36,000 hours pef year who are to be used at ED's
discretion in executing 1TD’s Product Development Process outlined in Section |,
Introduction.

Most projects shall occur within the Washington DC area, See Appendix A for a detailed list of
Washington DC area locations. Some example projects include major moves (100 regional staff
from one building to another), or an enterprise software upgrade from one version to the latest
version (i.e., Exchange 2000 to Exchange 2003). Category B will be the preferred method for ED
to acquire SME during the lifetime of this contract.

The contractor shall provide SMEs in a variety of technical fields, including, but not limited to,
project management, business management, technical architecture {i.e., network, web, database,
application development, etc.}, security architecture, product experts, programmers conversant in
the most current computer languages, network engineering, etc. The contractor shall assign
resources to work within ED's Product Development Process and provide personnel with
demonstratable skills, competence and experience necessary for a CMMI Level 3 process
environment. The contractor shall at a minimum:

*  Provide capable personnel who are able to perform the work as determined by projects’
needs

= Maintain personnel with minimal turnover, defined as less than twenty (20) percent
turnover during the lifetime of any specific Category B project

*  Fill all vacancies within ten (10} business days

* [nvoice on a per project basis

*  Provide a yearly audit of all Project activity

= Comply with OMB and other regulatory earned value requirements®”

" Meet the acceptable quality levels for relevant Category B service, see Section IV
Performance Standards and Acceptable Quality Levels

The contractor's solution shall, at a minimum, provide the features shown in Table 9.

" OMB Circular A-11, Part 7, Planning, Budgeting, Acquisition and Management of Capital
Assets,
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Table 9. Features

An integrated project management solution. |

Provision of SME and/or Business Executives appropriate for each ]
project.

Ownership of problems from identification to solution / resolution.
Management of projects o scope, schedule and budget. J

Category B Support Areas
Projects, which includes Project Management of tasks as assigned and provision of SMEs, shall
be provided on a managed project basis. The contractor shall:

= Provide cost estimates and propasals on a project-by-project basis prior to project
commencement.

= Manage projects using an OMB compliant eamed value management system™.

» Continually integrate industry best practices for project management tools and
technologies that enhance the preductivity of the customer, thereby driving down project
oversight support costs for ED.

= Provide enhanced technologies that speed resolution times or proactively eliminate
customer prablems, thus improving ED employee's productivity.

* See detailed descriptions of tasks in Appendix F.

Provision of SMEs, the contractor shall provide:

= Business Management — Executive roster of qualified staff to lead tiger teams®,
compromised of SMEs and personnel from various technical, program and budget
disciplines, among other things for short to medium duration tasks.

» Information Management ~ Expertise to supplement ED’s Information Assurance
program using state of the art processes, policies and equipment.

» Enterprise Strategy — Expertise to supplement IT Strategy initiatives, including IT
Investrnent Management (ITIM), Enterprise Architecture (EA), business case
development, OMB300 submission, portfolio management, records management, 1T
market analysis, etc.

=  SMEs in a variety of technical, administrative and program fields.

Category C {Sustaining Time and Materials Support)

Demonstrate availability of qualified personnel for continuous staffing of IT processes
managed by ED. The contractor shall:

« Manage projects using an OMB compliant eamed value management system™.

»  Provide qualified staifing not to exceed 160,000 hours per year {expected to steadily
decrease for the term of the contract as worked is moved under Category A).

29 .

Ibid.
® Tiger Teams are cross-functional teams performing focused and tightly scoped projects.
** OMB Circular A-11, Part 7, Planning, Budgeting, Acquisition and Management of Capital
Assets,
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See Appendix A for geographic locations of ED offices, most continuous support staff shalt ce
located in the Washington DC area.

The contractor shall provide Qualified Personnel whao shail meet the continuous day to day
demands of the ITD Implementation / Transition Plan and ongoing daily operations. Tasks
described here are outside of the scope of tasks described in Categories A and B. All intellectual
property developed while meeting Category C objectives shall be the sole property of the
Government. The contractor shall, at a minimum:

= Provide capable personnel who are able to cover the work schedule as determined by
ED

*  Maintain personnel with minimal turnover, defined as less than ten {10) percent attrition
per year

»  Fill all vacancies within ten (10) business days

»  Track attendance and hours in accordance with Government regulations at the project
level

= Invoice on a maonthly basis at the project level
*  Provide a yearly audit of all time and material activity at the project level
»  Furnish level of effort estimates for any new lask items at the project level

»  Provide any required eamed value detail to ED for its reporting requirements at the
project level

= Meet the acceptable quality levels for relevant Category C service, see Section 1V
Performance Standards and Acceptable Quality Levels

The contractor's solution for ail Category C services shall provide, at a minimum, the features
contained in Table 10. Features.

Table 10. Features

Features

Provision of qualified personnel appropriate for each task.

Ownaership of problems from identification to solution / resolution.

Management of tasks to scope, schedule and budget. ‘

Category C Support Areas

Program Management, which includes overall management, measurements, dashboard
development and maintenance, staffing, planning, tracking, reporting, and administrative support.
The cantractor shall;

*  Provide articulate and highly trained personnel trained in standard ED software, listed in
Appendix C, or any other software required to meet the objectives for this task.

» See defailed descriptions of tasks provided in Appendix F.

The expected level of effort / Full Time Equivalents (FTEs) to meet these tasks are: 5 to 7 per
year after the Phase | C {0 A migration.

Ongoing Project Management, which includes Scheduling, Administrative Support, and Other

Tasks as assigned are expected to provide continuous project management support for the
Project Management Office. The contractor shall:
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» Provide articulate personnel trained in the standard ED software, listed in Appendix C, or
any other software required to meet the objectives for this task.

*»  See detailed descriptions of tasks provided in Appendix F.

The initiat expected level of effort / Full Time Equivalents (FTEs) to meet these tasks are: 2 to 4
per year.

Server Operations, which include Project Management of tasks, INET, Change Management,
Data Base Administration, Security Operations, Custom Application Support, Other Tasks as
assigned, and are expected to provide Disaster Recovery support on a continuous basis. The
contractor shall:

=  Provide articulate personnel frained in the standard ED software, listed in Appendix C, or
any ofher software required to meet the objectives for this task,

= See detailed descriptions of tasks provided in Appendix F.
The initial expected level of effort / FTEs to meet these tasks are: 29 to 31 per year.

NCES Support, which includes support of NCES' server operations components by providing
technical expertise in the Microsoft Windows, Linux, and F5 BigtP infrastructure. This expertise
shall be utilized in daily operations support of the local facility, in suppeort of the production
infrastructure and to restore infrastructure operational capabilities during disaster recovery efforts
and simulation drills. The contractor shall:

* Provide database maintenance.

*  Provide Server and Microsoft 11S support.

= Provide ad hoc custormn application support.

= Support the Department's mission critical Security Operations.

= Provide Web development and programming support.

* Pravide design for new systems, applications, and databases as required.
»  Act as point of contact for other developers working with NCES.

The initial expecied level of effort / FTEs to meet these tasks are: 2 to 4 per year.

Product Assurance, which include Project Management of tasks, independent Review and
Testing, Improvement Analysis and other tasks as assigned are expected to be provided on a
continvous support basis. The contractor shall:

= Provide articulate personnel trained in the standard ED software, listed in Appendix C, or
any other software required to meet the objectives for this task.

* Detailed descriptions of tasks are provided in Appendix F.
The initial expected level of effort / FTEs to meet these tasks are: 2 to 4 per year.

Converged Cominunications and Networking, which includes Project Management of tasks,
Network Services, Telecom, Video Teleconferencing {VTC), Multimedia, other tasks as assigned,
and are expected to provide networking, telecom, and multimedia video teleconferencing
operations on a continuous support basis. The gontractor shall:

= Provide articulate persennel trained in the standard ED software, listed in Appendix C, or
any other software required to meet the cbjectives for this task.

*  See detaifed descriptions of tasks provided in Appendix F.
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The expected level of effort / FTEs to meet these tasks are: 6 to 8 per year after the Phase | C to
A migration.

Engineering and Lab Support Operations, which include Assistive Technology Engineering
(testing, compliance, etc.), Technical Writing, Enterprise Architecture, Technical Review
Administration and Project Management of tasks as assigned and is expected to provide lab
support operations on a continuous basis. The contractor shall:

*  Provide articulate personnel trained in the standard ED software, listed in Appendix C, or
any cther software required to meet the objeclives for this task.

=  See detailed descriptions of tasks provided in Appendix F.

The initial expected level of effort / FTEs to meet these tasks are: 8 o 10 per year.

CMMI Process
All successful solutions shall describe in detail how they shaill move the Department closer to its
goal of process maturity and improved customer service by providing:

= Proven industry standard processes, enabling ED to reach & minimum of CMMI Level 3
on day one of the contract in server, desktop and messaging services support.

= An outline of a continuous process to migrate Category C — CMMI Leve! 1 products to
CMMI Level 2 within a year, from CMMI Level 2 to Category A — CMMI Level 3 within
three (3) years, and move Category A— CMMI Level 3 products to CMMI Level 4 within
three to five {3-5) vears.

IV, Performance Standards and Acceptable Quality Levels
Below are listed the Performance Standards and Acceptable Quality levels for the Department of
Education EDNet Support Services.

Disingentives for Not Meeting Performance Standards
Each performance period ED and the service provider shall select some specific SLAs that shall
be scored, and shall be a factor in issuing a new term®'.

Management Information Dashboard

The first step in running an agency on sound business principies is correctly and consistently
collecting the necessary metrics. By automating this process through the use of a management
information dashboard, ED managers can make the most efficient and effective use of their
rescurces. Information rolls up to the CIO / senior management who view all active projects and
initiatives and drill down to details about specific initiatives and assets.

The SLAs listed in this section shall be measured and rolled up to this management information
dashboard to provide management with the necessary metrics to run operations. The dashboard,
as well as the SLAs, shall be adjusted over time as processes continue to improve.

Sample metrics to be gathered are listed below. Service provider shall provide additional metrics
{with rationale), as needed:;
= Total operating costs, fixed and variable, shall enable managers to gain a quick
understanding of the overall health of the organization for funding needs.

» A total count of personnel provides an understanding of the staff needed to support the
mission.

¥ As discussed in Section H.14 Award Term Provisions, SLAs that are missed shall deduct some
predefined number of points from 50 {the starting score).
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=  EDNet is critical to providing customers {whether internal or external) with timely
information, so reporting on netwark utilization, outages, etc will provide a quick status
check of the network.

= Customer satisfaction is a crucial compaonent of an organization's ability to ensure that it
is delivering value to its end users,

Benchmark

ED has the option to execute the benchmarking clause as outlined in Appendix H of the PWS, to
determine that the fees, service and service levels contained within this contract are among the
industry's competitive rates and service levels for such services.

General Service Levels

General SLAs apply equally to all categories of work undertaken by the service provider, with the
most important being Customer Satisfaction followed by Security and Asset Management. As
these areas often overlap between service categories, they have been highlighted to indicate
their importance.

Customer Satisfaction

Customer satisfaction shall be measured in three ways. First “touch” surveys shall be used on
every helpdesk call that generales a trouble ticket. Second a monthly managers survey shall be
performed where the service provider and ED can discuss any perceived problems with the level
and guality of service being provided. Finally, an independent third party customer satisfaction
survey shall be performed semi-annually for the first two (2) years of the contract, assuming ali
surveys return positive results the frequency shall be moved to annuslly for the remainder of the
contract.

Customer Satisfaction (Touch Survey)

Service Name: Custorner Satisfaction {Touch Survey)

Service Description: Measures performance of service provided to customer (end-user}. Used to identify
customer’s opinion of service performance. The results are used to identify and resolve any issues and
problems. Resulting actions shall improve customer / management satisfaction and service performance.

Performance Standard: 100% of customers receive surveys.

Responsibilities: Measure Customer Satisfaction on a daily basis by sending “touch” surveys to all customers
that have logged a trouble ticket (requested service). Service Provider shall be responsible for creating the
survey questions, with ED approval. The questions shall e a limited number of Yes / No questions. For
example:

(1} Are you satisfied with the explanation of your problem? Y/N

(2} Are you satisfied with the service? Y/N

{3) Are you satisfied with the result? Y/N

Assumptions: Survey shall be completed via direct voice contact or via e-mail. Customers shall take parton a
volunteer basis. '

Frequency: Measure Daily and Report Monthly

Measurement Period: 24 hours a day 365 days a year.

How Measured: The following formula is valid for the daily reporting periods. Number of customers who
received surveys / total number of helpdesk calls = "% Service Level Attained”

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirements,

Customer Satisfaction (Touch Survey) Deliverables: Monthly report. Reports shall provide a monthly roli-up
of any daily reports into a plain-English format, highlighting all failures and trends. The statistics shall be tracked
so that percentage totals can be compared month to month. For example:

January Q1 75% Yes, 26% No, Q2 ...

February Q1 85% Yes, 15% Nog, Q2 ...

Disincentive: None
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[Notes: Results shall be posted on public {intranet) ED web site for customer review and management comment. |

Customer Satisfaction (Manager Survey)

Service Name: Customer Satisfaction (Manager Survey)

Service Description: Measures performance of service provided to ED based upon management’s perception.
Used to identify management's opinion of service perfarmance. The results are used to identify and resolve any
issues and problems. Resuiting actions shall improve management satisfaction and service performance.

All ITD managers are responsible for filling out the Customer Satisfaction Manager Surveys.

Performance Standard: 100% of the IT managers receive surveys. General upward trend shall be observed
over the measurement periods.

Responsibilities: Measure Manager Satisfaction on a monthly basis by sending a short web based survey to all
managers.

Assumptions: Survey shall be completed via web survey form. Managers shall take part on a volunteer basis,
and a non-response constitutes a very satisfied response.

Frequency: Measure Weekly and Report Monthly

Measurement Period: 12 months a year.

How Measured: The following formula is valid for the monthty reporting periods. Number of responses with a
very satisfied or satisfied rating / total number of surveys= "% Service Level Attained”

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirerments.

Customer Satisfaction {(Manager Survey) Deliverables: Monthly report. Reports shall provide a monthly roll-
up into a plain-English format, highlighting any failures, problems and trends. The report shall also list possible
remedies for any problems identified.

Disincentive: Five (5) poinis - However, for scoring purposes, this survey shal! not be considered an SLA. It
shall be considered to be part of the 2™ set of 50 points in the Annual Performance Review Plan, which is based
on qualitative feedback from managers.

Notes: Results shall be posted on private (intranet) martager accessed ED web site for management review and
comment.

Customer Satisfaction {Independent Survey)

Service Name: Customer Satisfaction (Independent Survey)

Service Description: Measures performance of service provided to customer {end-user). Used to identify
customer’s opinion of service performance. The results are used to identify and resolve any issues and
problems. Resulting actions shall improve customer / management satisfaction and service performance.
Performance Standard: 100% customer satisfaction, to be determined by the following:

{1) Baseline customer satisfaction survey, to be performed by independent third party during base year one
(1) of the contract, is determined.

{2) Customer dissatisfaction (defined as scores below 4, on a 5 point scale with 5 being high) is reduced by
10% per measurement period until 0% is reached (100% custorner satisfaction when measuring 4 or 5)

- Penalties will be assessed using sliding scale 1

(3} Once 100% customer satisfaction has been achieved (100% 4 or 5 ratings), a baseline will be
established based upon measurement of rating 5 only

(4) Customer dissatisfaction {defined as scores below 5, on a 5 point scale with 5 being high) is reduced by
5% per measurement period until 0% is reached {100% customer satisfaction when measuring 5)

- Penaities will be assessed using sliding scale 2
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{NOTE: Customer Satisfaction process shall not start until one (1) year after contract initiation)

Responsibilities: Measure Customer Satisfaction by contraciing an independent third party to develop and
administer the surveys to ali customers that receive ITD services.

Assumptions: Survey shall be completed via a web interface. Customers shall take part on a volunteer basis.
Survey shall be developed by an independent third party with input from both the Service Provider and ED.

Frequency: Measure and Report Semi-Annually, switching to Annuaily after the first two (2) years successful
performance of the contract,

Measurement Period: Semi-annually, switching to Annually after the first two (2) years successful performance
of the contract. When the customer satisfaction survey moves from a semi-annual frequency to an annual
frequency the most recent survey scored will be used for the measurement period in question.

For example:

During Option Year 1, two customer satisfaction surveys shall be performed, resulting in a score for each
measurement period. During Award Year 3, a single customer satisfaction survey shall be performed, that
score will be used for the measurement period in which it was performed and the following measurement period
(Award Year Measurement Period 1 and Award Year Measurement Period 2.

How Measured: Formula is determined by an independent third party, but shall be statistically significant and all
data shall be validated and normalized.

Sources: Independent third party maintained tool that provides decumentation capabilities to meet the reporting
reguirements.

Customer Satisfaction (Independent Survey) Deliverables: Semi-Annual / Annual repert. Reports shall
provide a roll-up of all monthly reports into a plain-English format, highlighting any problems and trends, and
comparing ED against industry averages. This information shall be presented to both the Serviee Provider and
ED in a presentation format and include any recommendations for improvement.

Disincentive: 20 poinits — However, far scoring purposes, this survey shall not be considered an SLA. it shall be
considered to be part of the 2™ set of 50 points in the Annual Performance Review Plan, which is based on
qualitative feedback from managers.

Penalties for Customer Satisfaction shall be applied using sliding scale 1 (satisfaction defined as 4 or 5) and
than scale 2 (satisfaction defined as 5).

1) Scale 1 — Customer Dissatisfaction is defined as anything below a 4 on a 5 point scale

Customer Points
Dissatisfaction
| Decrease

10% or greater 20 points
09% or greater 18 points
{)8% or greater 16 points
07% or greater 14 points
06% or greater 12 points
05% or greater 10 points
04% or greater 08 points
(3% or less 0 points

hFor example:

The contract begins with an initial satisfaction (a 4 or 5) rating of 40 percent, leaving 60 percent of customers
dissatisfied (less than 4 or 5). The service provider is responsible for decrease the percentage of dissatisfied
customers by 6 percent {10 percent of 60 percent). After a measurement period, the service provider reduces
dissatisfaction by 7 percent. Using scale 1, the service provider can determine that all 20 potential points are
accrued, If the service provider only reduced dissatisfaction by 4.8 percent, an 8 percent decrease, only 16
points would be accrued.

2} Scale 2 — Customer Dissatisfaction is defined as anything below a 5 on a 5 point scale
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Customer

Dissatisfaction
Decrease

5% or greater 20 points

4% or greater 18 points

3% or greater 16 paoints

2% or greater 14 points

1% or greater 12 points

0% or less 0 points
For example:

The contract has progressed to a satisfaction (5) rating of 40 percent, leaving 60 percent of customers
dissatisfied (less than 5). The service provider is responsible for decrease the percentage of dissatisfied
custormers by 3 percent (5 percent of 60 percent). After a measurement period, the service provider reduces
dissatisfaction by 7 percent. Using scale 2, the service provider ¢an determine that all 20 potential points are
accrued. If the service provider only reduced dissatisfaction by 2.5 percent, a 1.5 percent decrease, only 14
points would be accrued.

Notes: Results shall be posted on public {intranet) ED web site for customer review and management comment,

This survey will not be conducted by the Service Provider or ED.

Security

Security consists of five SLAs that are intended to keep the ED synchronized with all ED and
Federal Government security mandates and alerts, and provide appropriate notification in the
event of a security event.

Notification of Security Event

Service Name: Acceptable time to notify ED of a Security Event

Service Description: Measure performance of the service provider to inform ED of any Security events within
[fifteen (15) minutes of their occurrence. The Service Provider and ED shall determine the appropriate list of
personnel to be notified, based upon severity and criticality of the event.

A Security Event is defined as any IT event that affects more than 50 employees resulting from a malicious
lattack {e.g., spoof attack, virus attack, SPAM, Intrusion, unauthorized access to financial or HR material, elc.).

Performance Standard: 100% notification within fifteen (15) minutes of event's discovery. Updates every hour
until events are resolved, or as noted by ED security point-of-contact,

Responsibilities: The service provider shall follow the chain of command for reporting according to ED's
guidelines.

Assumptions: Notification shall occur after a security event is discovered.

Frequency: Measure Daily and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

|How Measured: Number of Security Events reported within fifteen (15) minutes / total number of Security
Events = "% Service Level Attained”.

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirements.

Notification of Security Event Deliverables: Monthly report. Reports shall provide 2 roll-up of all daily reports
into a plain-English format, highlighting any problems and trends.

Disincentive: None

Notes: Results shall be posted on public {intranet) ED web site for customer review and management comment.

CERT / FedCIRC Alerts

Service Name. Acceptable Time to Respond to GERT / FedCIRC Alert.

Service Description: Measures performance of the service provider to respond fo CERT / FedCIRC Alerts.

30



ED-05-PO-090¢ Modification{  }, Attachment | - )

Parformance Standard: 100% response to alert {within CERT / FedCIRC alert task specifications), and creation
of impact on EDNet within four {4) hours of release.

Responsibilities: Service Provider shall respond to CERT / FedCIRC alerts, including the initiation of the testing|
process and notification of the appropriate ED personnel. Generate after action report ten (10) days after each
event, or as stated by ED.

Assumptions; The service provider shall be responsible for gathering CERT / FedCIRC alerts.

Frequency: Measure Daily and Report Monthly.

Measurement Perlod: 24 hours a day 365 days a year.

How Measured: Number of CERT-FedCIRC alerts responded to with within CERT-FedCIRC alert task
specifications and creation of impact on EDNet within 4 hours of release / total number of CERT-FedCIRC alerts
= "% Service Level Attained”.

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirements.

CERT / FedCIRC Alerts Deliverables: Monthly report. Reporis shall provide a roll-up of all daily reports into a
plain-English format, highlighting any problems and trends.

Disincentive: None
Notes: Results shall be posted on public {intranet) ED web site for customer review and management comment.

CERT / FedCIRC Tasks

Service Name: Acceptable Time to Complete CERT / FedCIRC Tasks.

Service Description: Measures performance of the service provider to respond to CERT / FedCIRC Tasks.
Performance Standard: 100% creation with 24 hours of a suggested action plan to re-mediate. 100% plan
execution within seven (7) days of creation.

Responsibilities: Service Provider shall complete CERT / FedCIRC alert tasks within the specified timeframes
of the alerts. Generate after action report ten (10) days after each event, or as stated by ED.

Assumptions: CERT / FedCIRC alerts have heen tested against ED's configurations. No changes shall be
made until all the proper testing is completed.

Frequency: Measure Daily and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of CERT-FedCIRC tasks action plans created within 24 hours and completed within
seven (7) days / total number of CERT-FedCIRC tasks = "% Service Level Aftained”.

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirements.

CERT Tasks Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into a plain-
English format, highlighting any problems and trends.

Disincentive: High

Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Anti-Virus Update {Software Version)

Service Name: Acceptable Time from Anti-Virus Update Release to Full Distribution

Service Description: Measures performance of the service provider to update ED's infrastructure with the latest
tested anti-virus updates.

Performance Standard: 48 hours after government CCRB approval. No production version is to be more than
one {1) version behind from current vendor release at any time.,

Responsibilities: Service Provider shall compiete the anti-virus update for ED's entire infrastructure at least 48
heurs from government CCRDB approval, and ensure that the production version of the anti-virus software is
current by at least one {1) version.

Assumptions: Updates have been tested against ED’s configurations. No changes shall be made until all the
proper testing is completed.

Frequency: Measure Weekly and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.
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How Maasured: Number of Updates completed within specifications and number of cases where virus version
is out of date / total number of Updates = "% Service Level Attained”,

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
reguirements.

Anti-Virus Update Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into a plain-
English format, highlighting any problems and trends.

|Disincentive: High

[Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Virus File Release (Signature Files)

Service Name: Acceptable Time to Release Virus definitions Update

Service Description: Measures number of virus definitions that are not updated.

Performance Standard: 100% within 24 hours of virus update release to both client and servers that are
connected to the network.

Responsibilities: Update Virus Release Files as designated by ED and ensure software is working properly by
completing any manufacturer and/or ED designated tests.

Assumptions: Service Provider is responsible for retrieving updates from ant-virus software provider.

Frequency: Measure Weekly and Report Monthiy.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of Releases completed within specifications / total number of Releases = "% Service
Level Attained”.

Sources: Service Provider maintained tool that provides decumentation capabilities to meet the reporting
requirements.

Anti-Virus Release Delivarables: Monthly report. Reports shall provide a roll-up of all weekly reports into a

lain-English format, highlighting any problems and trends.
Disincentive: Low

[Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Virus Pensetrations of Network

Service Name: Number of virus penetrations to the network that cause a network outage.

Service Description: Measures number of virus penetrations to the network that cause a network outage.

Performance Standard: Zero {0) downtime due to virus of worm (email barne or otherwise) infiltration on
EDNet.

|[Responsibilities: Prevent virus penetration ta ED network.

Assumptions: The latest version of anti-virus software signature files {virus definitions) must include the virus /
worm impacting EDNet (the virus / worm must be detectable by latest commercial signature files).

If the virus / worm is contained in a new virus signature file that has been released, but not updated as per the
24 hour Virus File Release {Signature Files} SLA, no points shall be deducted.

Frequency: Measure Weekly and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Network downtime associated with virus penetrations within specifications

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirements.

Anti-Virus Release Deliverables: Monthly report. Reports shall provide a roll-up of all weekly reports into a
plain-English format, highlighting any problems and trends.

Disincentive: High

Notes: Results shall be pasted on public {intranet) ED web site for customer review and management comment.

Issue Escalation Management
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Emergency Management involves the timeliness of an emergency response and following the
appropriate escalation procedure outlined in Section [l Scope of Work of the PWS.

Issue Escalation Management

Service Name: Acceptable Time to Communicate a Major Emergency Event

Servicae Description: Measures time the service provider takes to respond to a major emergency event (to IT
|Management and employees).

A major issue (emergency event) is defined as any IT event that affects more than 50 employees (e.g., email
outage, virus attack, VolP outage, etc.).

Performance Standard: ITD Manager or designee is notified within fifteen (15) minutes of becoming aware of
any major IT issues 100% of the time.

Communication to customers fo be determined based on response from Director of IT or designee.
Responsibilities: Service Provider shall provide notification to Director or IT when a major emergency event
occurs, and will provide communication to the Department based on the direction received from IT Management.

Notification to the Director must occur via voice communication. If the Director of Information Technology or
designee is unavailable the service provider is to netify the Chief Information Office or designee.
Assumptions: The service provider shall be responsible for gathering the major emergency event status.
Frequency: Measure Monthly and Report Monthly.

Measurement Period: 24 hours a day 365 days a year.

[How Measured: Number of major emergency events communicated to Director of IT within 15 minutes / total
rnumber of major emergency events = "% Service Level Attained”.

Sources: Service Provider maintzained tool that provides documentation capabilities to meet the reporting
reguirements.

Emergency Management Deliverables: Monthly report. Reports shall provide a roll-up of all daily reports into
a plain-English foomat, highlighting any probtems and trends.

[Disincentive: None

INotes: Results shall be posted on public (intranet) ED web site for customer review and management comment.

Asset Managemant
Asset Management is intended to provide ED with a complete an accurate count of its IT
inventory, warranties and to be used in its IT refresh cycle.

Asset Management Accuracy

Service Name: Asset Management — Hardware and/or Software Inventory Accuracy

Service Description: Ensure that asset information is timely and accurate so that ED may better leverage its
capabilities with regards to purchasing, service contracts and refresh of technology. This applies to assets
owned by ED and managed by service pravider. This activity includes the tracking, reporting, and disposal, as
|required, of resources and general-purpose computer assets, vendor coordination and administering licenses for
System Software and maintenance agreements of the assets,

Performance Standard: 95% accuracy of asset management system.

Responsibilities: Keep asset management system accurate and up to date.

Assumptions: The service provider is responsible for maintaining the asset management system.
Frequency: Measure Weekly and Report Monthiy.

Measurement Period: 24 hours a day 365 days a year.

How Measured: Number of Assets Accurately Inventoried / total number of Assets Inventoried = "% Service
Level Attained".

Sources: Service Provider maintained tool that provides documentation capabilities to meet the reporting
requirements.

Asset Management Accuracy Deliverables: Monthly report. Reports shall provide a roll-up of all weekly
reports into a plain-English format, highlighting any problems and trends.

Disincentive: None
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[Notes: Results shall be posted on public (intranet) ED web site for customer review and management comment. |

Category A Service Levels
Category A work is all firm fixed price with the service provider in control of the people, process
and technology, as such these SLAs are meant to ensure that ED receives the desired level of
service from this relationship.

Production Services
The following five SLAs are to provide ED with a robust production server infrastructure. The
server infrastructure includes both Messaging and Web Services servers.

Servar Availability - Criticality 1

Service Name: Production Server Availability

Service Description: At a "server” level, measures Criticality 1 server availability with a desired result of driving
service provider towards minimal 