August 28, 2006

The Honorable Michael Chertoff
Secretary

U.S. Department of Homeland Security
Washington, D.C. 20528

Dear Mr. Secretary:

On behalf of the U.S. Nuclear Regulatory Commission (NRC), | want to take this
opportunity as we approach the fifth observance of the 9/11 terrorist attack to share with you
NRC'’s perspective on security improvements made over the past five years. In short, we have
significantly enhanced the security and emergency preparedness programs for NRC-licensed
nuclear facilities and have further improvements planned for the future. | believe that our two
agencies have established a close and highly productive working relationship not only with each
other but with other Federal, State, and local agencies and with the nuclear sector, and | want to
reaffirm the NRC’s commitment to work collaboratively with the Department of Homeland
Security (DHS) to achieve our common goal to protect the homeland and the American public.

The state of security at our nuclear facilities is strong and will get stronger as the NRC,
DHS, other agencies, and those in the nuclear field continue their excellent cooperation. As
someone with extensive experience in nuclear matters at the Department of Defense and
having seen the security arrangements at commercial nuclear power plants and Category 1 fuel
cycle facilities, | am confident that these plants are very secure.

Let me share with you some of the highlights of recent years:
- The NRC's budget for nuclear security has increased more than ten-fold since 9/11.

- The defenses of nuclear plants are being tested through the force-on-force program nearly
three times as often as before and in a much more realistic fashion; these defenses are
robust. We are on track to complete the full cycle of initial tests by December 2007.

- The DHS comprehensive review of the nuclear sector has yielded additional improvements
in plant security.

- The Nation has a substantially better system to secure risk-significant radioactive material
as reflected in the Radiation Source Protection and Security Task Force Report just sent to
Congress and the President.

As you know, following the events of 9/11, the NRC took a series of actions designed to
enhance the already strong security at commercial nuclear facilities in the United States. In
developing these enhancements, the Commission drew on its previous experience, on a robust
research program on potential vulnerabilities at commercial nuclear facilities, and on the means
to mitigate those vulnerabilities. Initially, the Commission focused on the most important
facilities and materials, issuing orders, for example, for additional security measures at power
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reactors and major fuel cycle facilities in 2002. | am pleased to report that all facilities for which
the Commission believed additional security requirements were needed now have those
measures in place.

NRC has significantly increased its security inspection activities. In fiscal year (FY)

2001, NRC security inspection hours at reactor facilities for baseline and follow-on inspections
totaled approximately 1600 hours. In FY 2006, NRC baseline and follow-on inspections are
projected to be over 8000 hours. Force-on-force inspection activity totaled approximately 2000
hours in FY 2001 and is projected to be approximately 7700 hours in FY 2006. We have
conducted 37 force-on-force exercises at power reactors and Category 1 fuel cycle facilities
since November 2004, and as noted earlier, are on schedule to complete exercises at all 66
sites by December 2007. NRC has similarly increased its inspections at materials facilities.

More importantly, NRC has greatly enhanced the quality of its security inspections. In
force-on-force exercises at power reactor and Category 1 fuel cycle facilities, NRC uses highly
trained adversary forces. In addition, NRC expert advisors deeply knowledgeable about the
security of these facilities oversee the design of the attack scenarios. Evaluation of these
exercises has been made far more objective through the use of MILES (Multiple Integrated
Laser Engagement System) gear. We continue to identify and implement enhancements to
these exercises. NRC also plans to incorporate the JCATS (Joint Conflict and Tactical
Simulation) modeling system, a tool widely used by DOD, DOE and the FBI, into force-on-force
exercise planning.

The NRC has also benefitted from insights derived from our involvement in the DHS
Comprehensive Review process for power reactors. The nuclear sector was the first to
volunteer for such comprehensive reviews, which have now been carried out at more than half
of the 64 power reactor sites. Federal, State, and local first responders have been actively
involved in the reviews, and gaps/shortfalls identified are being addressed. The Commission
fully concurs with DHS Under Secretary for Preparedness George Foresman’s comments at
Calvert Cliffs on July 19, 2006, that security at nuclear power reactors is unmatched in the
critical infrastructure.

The NRC has also worked with other Federal partners to enhance the security at power
reactors. Most notable is our partnership with NORAD/NORTHCOM (North American
Aerospace Defense Command/United States Northern Command) to provide advance warning
of commercial aircraft diversions that could potentially affect power reactor facilities. NRC has
utilized the insights from its classified research on security assessments to direct that
appropriate imminent threat procedures be developed at each power reactor. Implementation of
these procedures significantly enhances mitigation capabilities. These procedures have been
inspected at all 64 power reactor sites. NRC has also utilized the insights from its security
assessments to enhance spent fuel pool security and mitigation capabilities. More broadly, as a
result of NRC initiatives, all power reactor licensees are in the process of formalizing extensive
damage mitigation guidelines that will provide unprecedented capability to cope with damage
caused by potential terrorist attacks. These guidelines will provide for the use of all reasonably
available resources in the event of extensive damage to the site.



-3-

The Commission has three important rulemakings regarding power reactor and
Category 1 fuel cycle facility security currently underway. The first, among other things, would
make generically applicable the security requirements previously imposed by the Commission’s
April 29, 2003 Design Basis Threat (DBT) Orders, consistent with insights gained since then
and consideration of specific factors as directed by Congress in the Energy Policy Act of 2005.
A final rule will be completed later this year. The second concerns generally applicable security
requirements for power reactors. The proposed rule is being prepared for publication in the
Federal Register for public comment, and a final rule is targeted for completion at the end of
2007. The third rule will establish the security analysis to be submitted for new reactor designs.
The staff will submit a proposed rule in September with the goal of a final rule by next summer.
All of these rulemakings are important to establishing a stable regulatory framework for both
existing reactors and for new reactor license reviews. DHS, pursuant to Section 657 of the
Energy Policy Act of 2005, will also have a prominent role in the new reactor licensing process.
The NRC looks forward to working with DHS to ensure timely DHS consultation on security and
emergency preparedness matters in the licensing process.

NRC and DHS continue to work together to develop and improve emergency response
initiatives for power reactor facilities. Our combined efforts have resulted in specific
enhancements to security-related drills focused on licensee/first responder coordination and
Federal agency support activities under the National Response Plan. The Commission
anticipates further improvement in the capabilities of licensees and off-site response
organizations to respond to a spectrum of events through our joint review and revision of
emergency preparedness exercise evaluation criteria.

While | have focused above on power reactor and Category 1 fuel cycle facilities, NRC
has put in place similar risk-informed security enhancements for other classes of licensees and
for the transportation of spent fuel and risk-significant radioactive material. NRC has had in
place since August 2002 a graded security framework that parallels the Homeland Security
Advisory System for various classes of NRC licensees.

The Commission has taken a leadership role in establishing an enhanced security
framework for risk-significant radioactive sources, not just for the United States, but also for the
international community. Working with the Departments of Energy and State, NRC greatly
influenced the International Atomic Energy Agency (IAEA) Code of Conduct on the Safety and
Security of Radioactive Sources, which was completed in September 2003. Since then the
Commission has used the Code of Conduct as the organizing principle for the security
enhancements for licensees possessing risk-significant sources as defined in the Code. The
full details are in the Radiation Source Task Force report submitted to the President and the
Congress on August 15, 2006. In short, we have today an interim data base on all risk-
significant radioactive sources and will next year have a National Source Tracking System that
meets the needs of NRC, DHS, DOE, DOJ, and the States. Since the start of the year, NRC
has required export and import licenses for all risk-significant sources. So far, 83 nations have
either implemented or have stated their intention to implement the Code, and the Department of
State, NRC, and DOE are providing support to IAEA to accelerate implementation around the
globe. The U.S. has taken a leadership role through the G-8 summit process.
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The Commission could not have achieved these results without the strong support of the
Congress. Congress has fully supported (and often augmented) NRC'’s security requests. The
Energy Policy Act of 2005 included a series of provisions on nuclear security, many long sought
by the Commission, that the Commission is implementing.

In short, Mr. Secretary, the state of security in the nuclear sector as a result of the efforts
of our two agencies; our Federal, State, and local partners; and NRC and Agreement State
licensees is strong and will become stronger once the initiatives | have described are fully
implemented.

Sincerely,

/RA/
Dale E. Klein

cc: See attached list
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Department of Safety and Homeland Security
303 Transportation Circle

P.O. Box 1321

Dover, DE 19903

Robert Bobb

Deputy Mayor for Public Safety
1350 Pennsylvania Ave, NW #327
Washington, D.C. 20004

Mark Zadra

Homeland Security Advisor
PO Box 1489

Tallahassee, FL 32302-1489

William T. Neshitt
Homeland Security Director
PO Box 18055, Building 2
Atlanta, GA 30316-0055

BG Robert Lee

Adjutant General

3949 Diamond Head Rd.
Honolulu, HI 96816-4495

MG Lawrence “Larry” Lafrenz
Adjutant General

4040 West Guard Street
Boise, ID 83705-5004

COL Jill Morgenthaler

Deputy Chief of Staff of Public Safety
Homeland Security Advisor

207 State House

Springfield, IL 62706

Eric Dietz
Executive Director
Indiana Department of Homeland Security



Indianapolis, IN 46204

MG Ron Dardis

Homeland Security Advisor
Adjutant General of lowa
Hoover State Office Bldg
1305 E. Walnut

Des Moines, IA 50319

MG Tod Bunting
Homeland Security Advisor
2800 SW Topeka

Topeka, KS, 66611-1287

Alecia Webb-Edgington
Director of Homeland Security
200 Metro Street

Frankfort, KY 40622

COL Jeff Smith

Acting Director

Governor’s Office of Homeland Security
and Emergency Preparedness

7667 Independence Blvd.

Baton Rouge, LA 70806

BG John Libby

Adjutant General
Homeland Security

1 State House Station
Augusta, ME 04333-0001

Dennis Schrader
Homeland Security Director
The Jeffrey Building

16 Francis Street
Annapolis, MD. 21401

Robert Haas

Homeland Security Policy Advisor
Executive Office of Public Safety
1 Ashburton Place, Rm. 2133
Boston, MA 02108

COL Peter Munoz
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Director of State Police
713 South Harrison Rd
E. Lansing, Ml 48823

Michael Campion

Acting Commissioner of Public Safety
Director, Homeland Security

DPS, North Central Life Tower

445 Minnesota St., St. 1000

St. Paul, MN 55101

Edwin L. Worthington

Director, Office of Homeland Security
PO Box 958

Jackson, MS 39296-4501

Mark James

Director, Missouri Office of Homeland Security

PO Box 749
Jefferson City, MO 65102

Dan McGowan

Acting Homeland Security Advisor
Department of Military Affairs —- HAFRC
Montana Disaster and Emergency Services
1900 Williams Street

PO Box 4789

Helena, MT 59604-4789

Rick Sheehy
PO Box 94848
Lincoln, NE 68509-4848

Giles Vanderhoof
Homeland Security Advisor
2525 S. Carson St

Carson City, NV 89710

Richard Flynn

State Homeland Security Advisor

Director, Office of Emergency Management
10 Hazen Drive

Concord, NH 03305

Richard Canas, Director

New Jersey Homeland Security
and Preparedness

P.O. Box 091

Trenton, NJ 08625



Tim Manning

Homeland Security Director
P.O. Box 1628

Santa Fe, NM 87507-1628

James McMahon

Director, Office of Public Security
Executive Chamber

633 3rd Ave, 38th Floor

New York City, NY 10017

Bryan Beatty

Secretary, Dept of Crime Control
and Public Safety

4701 Mail Service Center

Raleigh, NC 27699

Greg Wilz

Homeland Security Coordinator/Emergency

Management Director
Fraine Barracks Ln, Bldg 35
Fraine Barracks

Bismark, ND 58504

Kenneth L. Morckel
Director of Public Safety
1970 W. Broad St.
Columbus, OH 43223-1102

Kerry Pettingill

Director

Oklahoma Office of Homeland Security
P.O. Box 11415

Oklahoma City, OK 73136-0415

Ken Murphy

Director, Office of Homeland Security
400 Public Service Bldg

Salem, OR 97310

James F. Powers, Jr.

Director, Pennsylvania Office of Homeland

Security
2605 Interstate Drive
Harrisburg, PA 17110
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Julio Gonzalez

Homeland Security Advisor
La Fortaleza

PO Box 9020082

San Juan, PR 00902-0082

Robert Bray

Homeland Security Advisor
645 New London Ave
Cranston, RI 02920

Robert M. Stewart

Chief, S.C. Law Enforcement Division (SLED)
PO Box 21398

Columbia, SC 29221-1398

John A. Berheim, Director
Office of Homeland Security
118 West Capitol Avenue
Pierre, SD 57501

Dave Mitchell

Director

Office of Homeland Security

312 8th Avenue, North

Wm. R. Snodgrass TN Tower, 25th Floor
Nashville, TN 37243

Verdi White

Director, Division of Emergency Services
210 State Capitol

Salt Lake City, UT 84114

Chris Reinfurt

Captain, Director of Vermont's Homeland
Security

103 South Main Street

Waterbury, VT 05671-2101

Robert P. Crouch, Jr.

Assistant to the Governor for Commonwealth
Preparedness

Patrick Henry Building

1111 East Broad Street



Richmond, VA 23219

MG Timothy J. Lowenberg
Adjutant General and Director
State Military Department
Washington Military Dept., Bldg 1
Camp Murray, WA 98430-5000

James Spears
Secretary, Dept. of Military Affairs
and Public Safety
State Capitol Complex, Bldg 6, Rm B-122
Charleston, WV 25305

MG Al Wilkening
Homeland Security Advisor
PO Box 7865

Madison, WI 53707-7865

Joe Moore, Director

Wyoming Office of Homeland Security
Herschler Bldg 1st Floor East

122 W. 25th Street

Cheyenne WY, 82002-0001

Frank Blas

Homeland Security Advisor
PO Box 2950

Hagatna, GU 96932

Patrick J. Tenorio

Special Advisor for Homeland Security
Caller Box 10007

Saipan, MP 96950

Melvin Vanterpool
Adjutant General
21-22 Kongens Gade
St. Thomas, VI 00802

Leiataua Birdsall V. Ala'ilima
Special Assistant to the Governor
Office of Territory Emergency Mgmt
American Somoa Government
Pago Pago, AS 96799

Governors

The Honorable Robert Riley
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Governor of Alabama
Montgomery, Alabama 36130

The Honorable Mike Huckabee
Governor of Arkansas
Little Rock, Arkansas 72201

The Honorable Janet Napolitano
Governor of Arizona
Phoenix, Arizona 85007

The Honorable Arnold Schwarzenegger
Governor of California
Sacramento, California 95814

The Honorable Bill Owens
Governor of Colorado
Denver, Colorado 80203

The Honorable Jeb Bush
Governor of Florida
Tallahassee, Florida 32399

The Honorable Sonny Perdue
Governor of Georgia
Atlanta, Georgia 30334

The Honorable Thomas Vilsack
Governor of lowa
Des Moines, lowa 50319

The Honorable Rod Blagojevich
Governor of Illinois
Springfield, lllinois 62706

The Honorable Kathleen Sebelius
Governor of Kansas
Topeka, Kansas 66612

The Honorable Ernie Fletcher
Governor of Kentucky
Frankfort, Kentucky 40601

The Honorable Kathleen Blanco
Governor of Louisiana
Baton Rouge, Louisiana 70804

The Honorable Mitt Romney



Governor of Massachusetts
Boston, Massachusetts 02133

The Honorable Robert L. Ehrlich, Jr.

Governor of Maryland
Annapolis, Maryland 21401

The Honorable John E. Baldacci
Governor of Maine
Augusta, Maine 04333

The Honorable Tim Pawlenty
Governor of Minnesota
St. Paul, Minnesota 55155

The Honorable Haley Barbour
Governor of Mississippi
Jackson, Mississippi 39205

The Honorable Jon S. Corzine
Governor of New Jersey
Trenton, New Jersey 08625

The Honorable Michael Easley
Governor of North Carolina
Raleigh, North Carolina 27699

The Honorable John Hoeven
Governor of North Dakota
Bismarck, North Dakota 58505

The Honorable Dave Heineman
Governor of Nebraska
Lincoln, Nebraska 68509

The Honorable John Lynch
Governor of New Hampshire
Concord, New Hampshire 03301

The Honorable Bill Richardson
Governor of New Mexico
Santa Fe, New Mexico 87300

The Honorable Kenny Guinn
Governor of Nevada
Carson City, Nevada 89701

The Honorable George Pataki
Governor of New York
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Albany, New York 12224

The Honorable Bob Taft
Governor of Ohio
Columbus, Ohio 43215

The Honorable Brad Henry
Governor of Oklahoma
Oklahoma City, Oklahoma 73105

The Honorable Ted Kulongoski
Governor of Oregon
Salem, Oregon 97301

The Honorable Donald Carcieri
Governor of Rhode Island
Providence, Rhode Island 02903

The Honorable Mark Sanford
Governor of South Carolina
Columbia, South Carolina 29211

The Honorable Phil Bredesen
Governor of Tennessee
Nashville, Tennessee 37243

The Honorable Rick Perry
Governor of Texas
Austin, Texas 78711

The Honorable Jon Huntsman, Jr.
Governor of Utah
Salt Lake City, Utah 84114

The Honorable Christine Gregoire
Governor of Washington
Olympia, Washington 98504

The Honorable Jim Doyle
Governor of Wisconsin
Madison, Wisconsin 53707

The Honorable Frank Murkowski
Governor of Alaska
Juneau, Alaska 99811

The Honorable M. Jodi Rell
Governor of Connecticut
Hartford, Connecticut 06106



The Honorable Ruth Ann Minner
Governor of Delaware
Dover, Delaware 19901

The Honorable Linda Lingle
Governor of Hawaii
Honolulu, Hawaii 96813

The Honorable James E. Risch
Governor ldaho
Boise, Idaho 83720

The Honorable Mitch Daniels
Governor of Indiana
Indianapolis, Indiana 46204

The Honorable Jennifer Granholm
Governor of Michigan
Lansing, Michigan 48909

The Honorable Matt Blunt
Governor of Missouri
Jefferson City, Missouri 65101

The Honorable Brian Schweitzer
Governor of Montana
Helena, Montana 59620

The Honorable Edward Rendell
Governor of Pennsylvania
Harrisburg, Pennsylvania 17120

The Honorable Mike Rounds
Governor of South Dakota
Pierre, South Dakota 57501

The Honorable James H. Douglas
Governor of Vermont
Montpelier, Vermont 05609

The Honorable Tim Kaine

Governor of the Commonwealth
of Virginia

Richmond, Virginia 23219

The Honorable Joe Manchin 111
Governor of West Virginia
Charleston, West Virginia 25305
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The Honorable Dave Freudenthal
Governor of Wyoming
Cheyenne, Wyoming 82002

The Honorable Togiola Tulafono
Governor of American Samoa
Pago Pago, American Samoa 96799

The Honorable Felix Camacho
Governor of Guam
Hagatna, Guam 96932

The Honorable Benigno Fitial
Governor of Northern Mariana Islands
Saipan, Northern Mariana Islands 96950

The Honorable Charles Turnbull
Governor of Virgin Islands
St. Thomas, Virgin Islands 00802

The Honorable Anibal Acevedo-Vila
Governor of Puerto Rico
San Juan, Puerto Rico 00902





