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1 PRIVACY IMPACT ASSESSMENT
1.1 Introduction

The objective of the PIA is to assist USDA FS employees in identifying information privacy when planning, developing, implementing, and operating agency owned applications.  The PIA will help USDA FS employees consider and evaluate whether existing statutory requirements are being applied to systems that contain personal information.  These requirements are drawn from the Privacy Act of 1993, Children’s Online Privacy Protection Act of 1998, Freedom of Information Act, Paperwork Reduction Act of 1995, Office of Management and Budget Memoranda M-99-18 dated June 2, 1998 and M-00-13 dated June 22, 2000 and OCIO memorandum, Use of Cookies on Web Pages, DR 3410-1, Information Collection Activities, and DR 3080-1, Records Disposition

The PIA is a Government requirement that helps to ensure that system owners and developers consider and evaluate existing statutory information management requirements that must be applied to new or modified applications that contain personal information.  The goals accomplished in completing this PIA include: 

· Providing USDA FS management with the tools to make informed policy and system design decisions.

· Ensuring accountability for privacy issues.

· Ensuring a consistent format and structured process for analyzing both technical and legal compliance of the application. 

· Providing basic documentation on the flow of personal information within the application.

1.2 Summary of Results of the Privacy Impact Assessment
A review of the application, as installed by USDA FS, indicates that the PALS System does maintain some identifiable forms of information on individual.  A completed USDA Privacy Impact Assessment Form is provided below.
USDA Privacy Impact Assessment Form
Agency: 

USDA Forest Service

System Name: 
Planning Appeals & Litigation Systems (PALS)
System Type: 
Major Application

System Categorization (per FIPS 199): Low
Description of the System:
Planning Appeals & Litigation System (PALS) is a major web-based database application that captures key planning information for internal and external use. ‘PALS’ is supporting the USDA Forest Service, Ecosystem Management Coordination (EMC) and National Environment Protection Act (NEPA) practitioner communities in tracking, planning, projects, litigation and appeals information.
Users input tracking, planning, decision, appeals, and litigation data directly onto a series of forms.  Data is saved as the user progresses from page to page.  This information is used to produce push-button reports for users to analyze trends over time and across Forest Service units.
PALS is used for tracking, planning and reporting of projects whose decisions are expected to be documented in a Decision Memo, Decision Notice or Record of Decision Notice under the National Environmental Policy Act (NEPA) and the Ecosystem Management Coordination (EMC). Information related to NEPA projects and decisions is pushed out from PALS on a quarterly basis to produce the Statement of Planned Actions (SOPA) report, which is published quarterly.
All information in PALS is available under the Freedom of Information Act (FOIA).  There is some sensitive but unclassified (SBU) data within the PALS database and that data has been protected by the use of discretionary and role-based access controls.
Who owns this system?  (Name, agency, contact information)
Name: Joe Carbone

Title: EMC Assistant Director
Agency: National Forest System (WO), Ecosystem Mgmt Coordination, NEPA

Address: 201 14th Street SW Washington, DC 20024
Telephone Number: 202-205-0884

E-mail: mjcarbone@fs.fed.us
GSS/MA Project/Program Manager
Name: Laura Massa
Title: PALS Project Manager
Agency: USDA Forest Service 
Address: 201 14th Street SW Washington, DC 20024
Telephone Number: 202-260-9400

E-mail: lvmassa@fs.fed.us
Who is the security contact for this system?  (Name, agency, contact information)

Name: Michael Potts

Agency: Forest and Rangeland Staff

Address: 201 14th Street, SW Washington, D.C. 20250

Telephone Number: (202)205-1306

E-mail: mpotts@fs.fed.us
Who completed this document?  (Name, agency, contact information)

Xacta Corporation
19886 Ashburn Road Ashburn, VA

Reviewed by:
Name: 
Title: 

Agency: USDA Forest Service

Address: 
Telephone number: 
E-mail: 

DOES THE SYSTEM CONTAIN INFORMATION ABOUT INDIVIDUALS IN AN IDENTIFIABLE FORM?

Indicate whether the following types of personal data are present in the system.

	QUESTION 1

Does the system contain any of the following type of data as it relates to individual:
	Citizens
	Employees

	
Name
	Yes
	Yes

	
Social Security Number
	No
	No

	
Telephone Number
	No
	Yes

	
Email address
	No
	Yes

	
Street address
	Yes
	Yes

	
Financial data
	No
	No

	
Health data
	No
	No

	
Biometric data
	No
	No

	QUESTION 2

Can individuals be uniquely identified using personal information such as a combination of gender, race, birth date, geographic indicator, biometric data, etc.?

NOTE: 87% of the US population can be uniquely identified with a combination of gender, birth date and five digit zip code

	No
	No

	Are social security numbers embedded in any field?
	No
	No

	Is any portion of a social security numbers used?
	No
	No

	Are social security numbers extracted from any other source (i.e. system, paper, etc.)?
	No
	No


If all of the answers in Questions 1 and 2 are NO,[image: image3.wmf]
You do not need to complete a Privacy Impact Assessment for this system and the answer to OMB A-11, Planning, Budgeting, Acquisition and Management of Capital Assets,

Part 7, Section E, Question 8c is:

3. No, because the system does not contain, process, or transmit personal identifying information.

If any answer in Questions 1 and 2 is YES, provide complete answers to all questions below.

1.2.1 DATA COLLECTION
3. Generally describe the data to be used in the system.

	· Program Monitoring 

· Management Improvement

· Official Information Dissemination

· Congressional Liaison

· Conservation, Marine and Land Management

· Environmental Remediation

· Judicial Hearings

· Legal Prosecution/Litigation
Customer Data:
Personally Identifiable Information: (PII)

Name of Individual.

Name of the Organization or Corporation.
Geographic Description and or Geographic Location.

Employee Data: 
Personally Identifiable Information: (PII)

Name of the Project individual or contact

Address of the Project Contact.

Telephone number of the Contact or individual.

Email Address of the contact or individual.

The information collected is only that deemed relevant and necessary to accomplish a purpose of the agency required by statute or by Executive order of the President



4. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?  In other words, the data is absolutely needed and has significant and demonstrable bearing on the system’s purpose as required by statute or by Executive order of the President.

 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

5. Sources of the data in the system.

5.1 What data is being collected from the customer?

	None. 
The source of information comes from USDA Forest Service, National Environmental Policy Act (NEPA) and the Ecosystem Management Coordination (EMC), USDA FS co-operating agencies.



5.2 What USDA agencies are providing data for use in the system?

	USDA FS, NEPA and EMC.


5.3 What state and local agencies are providing data for use in the system? 
None.
5.4 From what other third party sources is data being collected?

	None.


6. Will data be collected from sources outside your agency?  For example, customers, USDA sources (i.e. NFC, RD, etc.) or Non-USDA sources.

 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 7
6.1 How will the data collected from customers be verified for accuracy, relevance, timeliness, and completeness?
	


6.2 How will the data collected from USDA sources be verified for accuracy, relevance, timeliness, and completeness?
	


6.3 How will the data collected from non-USDA sources be verified for accuracy, relevance, timeliness, and completeness?
	


1.2.2 DATA USE
7. Individuals must be informed in writing of the principal purpose of the information being collected from them.  What is the principal purpose of the data being collected?
	The information collected and used is relevant and necessary to the project planning, tracking, and reporting management, to the Council of Environmental Quality (CEQ).

Decision record, tracking and notice documents on planning and litigation under the National Environmental Policy Act (NEPA).


8. Will the data be used for any other purpose?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 9

8.1 What are the other purposes?
	


9. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?  In other words, the data is absolutely needed and has significant and demonstrable bearing on the system’s purpose as required by statute or by Executive order of the President
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

10. Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

10.1 Will the new data be placed in the individual’s record (customer or employee)?

 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

10.2 Can the system make determinations about customers or employees that would not be possible without the new data?

 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

10.3 How will the new data be verified for relevance and accuracy?

	An approval step for planning-related information, based on a user’s role, is built into the data entry process, meaning that data must be approved formally before it is published.


11. Individuals must be informed in writing of the routine uses of the information being collected from them.  What are the intended routine uses of the data being collected?
	The system only includes publicly available names, address, official phone numbers and email. Any information about individuals is publicly available, or at least provided to the Forest Service with the understanding that this information is legally mandated to be publicly available in an appeal response or court filing under Freedom of Information Act (FOIA).



12. Will the data be used for any other uses (routine or otherwise)?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 13

12.1 What are the other uses?
	


13. Automation of systems can lead to the consolidation of data – bringing data from multiple sources into one central location/system – and consolidation of administrative controls.  When administrative controls are consolidated, they should be evaluated so that all necessary privacy controls remain in place to the degree necessary to continue to control access to and use of the data.  Is data being consolidated?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 14

13.1 What controls are in place to protect the data and prevent unauthorized access?
	


14. Are processes being consolidated?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 15

14.1 What controls are in place to protect the data and prevent unauthorized access?
	


1.2.3 DATA RETENTION
15. Is the data periodically purged from the system?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 16

15.1 How long is the data retained whether it is on paper, electronically, in the system or in a backup?
	


15.2 What are the procedures for purging the data at the end of the retention period?
	


15.3 Where are these procedures documented?
	


16. While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	 Data is never archived on PALS.  Records, once approved by a SOPA manager, are, by       definition, accurate, relevant, timely and complete.  

	


17. Is the data retained in the system the minimum necessary for the proper performance of a documented agency function?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

1.2.4 DATA SHARING
18. Will other agencies share data or have access to data in this system (i.e. international, federal, state, local, other, etc.)?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 19

18.1 How will the data be used by the other agency?
	


18.3 Who is responsible for assuring the other agency properly uses of the data?
	


19. Is the data transmitted to another agency or an independent site?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 20

19.1 Is there the appropriate agreement in place to document the interconnection and that the PII and/or Privacy Act data is appropriately protected?
	PALS exports data to I-Web, FACTS, TIM, and INFRArange. There is an Interconnection Agreement Document (ICD) in place.


20. Is the system operated in more than one site?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 21

20.1 How will consistent use of the system and data be maintained in all sites?
	Both systems in Arlington, VA and Albuquerque, NM are managing real data and therefore needs to be synchronized. There are replication processes in place to ensure that users do not need to enter data multiple times and that users have the latest data to work with.




1.2.5 DATA ACCESS
21. Who will have access to the data in the system (i.e. users, managers, system administrators, developers, etc.)? 
	User access is managed through the use of database roles, table and view definition, form level triggers, and database triggers. System administrators and data base managers have access to local data as a function of performing their jobs.  Administrators set parameters for the nightly cycle, install software releases, manage the servers, manage the granting of roles to users and managers, and monitor the system logs to check for unauthorized access. 

Development is mostly done under contract.  Developers have access to maintain the systems databases and forms.  Their access authority includes changing programs, modifying table structure, and viewing data.  Care is taken to fully inform contractors of security procedures, to give needed access only, and to remove all privileges and change data base administrator password (if applicable) immediately upon notice of a contractor's separation from the project. 

Access to all systems is protected by username and passwords. All users, including contractors, have had security briefings about system security rules.  Written rules of behavior are to be followed by all users of PALS.  The rules clearly delineate responsibilities of and expectations for all individuals with access to PALS.
Non-compliance with these rules will be enforced through sanctions commensurate with the level of infraction.  Actions may range from a verbal or written warning, removal of system access for a specific period of time, reassignment to other duties, or termination.  Once notified of rules, individuals are accountable for their actions.



22. How will user access to the data be determined? 
	Access determinations are made through established FS policies and procedures that require identifying the users by name and by their role in system operation based on job function. Roles are clearly documented in the system administrator’s guide and user manuals. 




22.1 Are criteria, procedures, controls, and responsibilities regarding user access documented?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

23. How will user access to the data be restricted? 
	A user’s access to create, edit, and delete records is restricted based on job function within the Forest Service.  PALS possess discretionary access control, defining and controlling access between named users and named objects. These access controls include or exclude access to the granularity of a single user. Only authorized users can assign access to other users (i.e., the system administrator). Authorized users may only assign authorization for access. Access is based on job function, the principles of least privilege, and the separation of duties.      


Are procedures in place to detect or deter browsing or unauthorized user access?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

24. Does the system employ security controls to make information unusable to unauthorized individuals (i.e. encryption, strong authentication procedures, etc.)?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

1.2.6 CUSTOMER PROTECTION

25. Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface (i.e. office, person, departmental position, etc.)?
	Project Data Entry Users, System Owners, System Administrators, Program Managers, Appeals Coordinator, and anyone who has been granted the rights, roles and responsibilities, to modify, add and delete the PALS data.



26. How can customers and employees contact the office or person responsible for protecting their privacy rights?
	By contacting the:




27. A “breach” refers to a situation where data and/or information assets are unduly exposed.  Is a breach notification policy in place for this system?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If YES, go to Question 28
27.1 If NO, please enter the POAM number with the estimated completion date:
	


28. Consider the following:
· Consolidation and linkage of files and systems

· Derivation of data

· Accelerated information processing and decision making

· Use of new technologies  

Is there a potential to deprive a customer of due process rights (fundamental rules of fairness)?

 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 29

28.1 Explain how this will be mitigated?
	


29. How will the system and its use ensure equitable treatment of customers?
	 All information about individuals is publicly available, under the Freedom of Information Act (FOIA).


30. Is there any possibility of treating customers or employees differently based upon their individual or group characteristics?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 31

30.1 Explain
	


1.2.7 SYSTEM OF RECORD

31. Can the data be retrieved by a personal identifier?  In other words, does the system actually retrieve data by the name of an individual or by some other unique number, symbol, or identifying attribute of the individual?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, go to Question 32

31.1 How will the data be retrieved?  In other words, what is the identifying attribute (i.e. employee number, social security number, etc.)?
	


31.2 Under which Systems of Record notice (SOR) does the system operate? Provide number, name and publication date. (SORs can be viewed at www.access.GPO.gov)
	


31.3 If the system is being modified, will the SOR require amendment or revision?
	


1.2.8 TECHNOLOGY

32. Is the system using technologies in ways not previously employed by the agency (e.g. Caller-ID)?
 FORMCHECKBOX 

YES

 FORMCHECKBOX 

NO

If NO, the questionnaire is complete.

32.1 How does the use of this technology affect customer privacy?

	


Upon completion of this Privacy Impact Assessment for this system, the answer to

OMB A-11, Planning, Budgeting, Acquisition and Management of Capital Assets,

Part 7, Section E, Question 8c is:

1. Yes.

PLEASE SUBMIT A COPY TO

THE OFFICE OF THE ASSOCIATE CHIEF INFORMATION OFFICE/CYBER SECURITY

PRIVACY IMPACT ASSESSMENT AUTHORIZATION MEMORANDUM

I have carefully assessed the Privacy Impact Assessment for the 

________________________________________________________________________

(System Name)

This document has been completed in accordance with the requirements of the E-Government Act of 2002.

We fully accept the changes as needed improvements and authorize initiation of work to proceed. Based on our authority and judgment, the continued operation of this system is authorized.

___________________________________________________    __________________

System Manager/Owner 





Date

OR Project Representative 

OR Program/Office Head.

___________________________________________________    __________________

Agency’s Chief FOIA officer





Date

OR Senior Official for Privacy

OR Designated privacy person

___________________________________________________    __________________

Agency OCIO







Date

� Comments of Latanya Sweeney, Ph.D., Director, Laboratory for International Data Privacy Assistant Professor of Computer Science and of Public Policy Carnegie Mellon University To the Department of Health and Human Services On "Standards of Privacy of Individually Identifiable Health Information". 26 April 2002.





�Please provide the appropriate personnel information that will be able to handle this issue.


NAME, TITLE, ADDRESS, TELEPHONE, EMAIL. ETC





Sensitive Security Information – Disseminate on a Need-To-Know Basis Only

