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(1) Liable to the United States for a 
civil penalty not to exceed $100,000 for 
each violation; 

(2) Barred from appearing before the 
Department to represent another for a 
designated time period from the date of 
publication in an official publication of 
a notice that a violation has been de-
termined to exist; 

(3) Denied access to proprietary in-
formation for a designated time period 
from the date of publication in an offi-
cial publication of a notice that a vio-
lation has been determined to exist; 

(4) Other appropriate administrative 
sanctions, including striking from the 
record of the panel review any informa-
tion or argument submitted by, or on 
behalf of, the violating party or the 
party represented by the violating 
party; terminating any proceeding 
then in progress; or revoking any order 
then in effect; and 

(5) Required to return material pre-
viously provided by the investigating 
authority, and all other materials con-
taining the proprietary information, 
such as briefs, notes, or charts based on 
any such information received under a 
protective order or a disclosure under-
taking. 

(b)(1) The firm of which a person de-
termined to have violated a protective 
order or a disclosure undertaking is a 
partner, associate, or employee; any 
partner, associate, employer, or em-
ployee of such person; and any person 
represented by such person may be 
barred from appearing before the De-
partment for a designated time period 
from the date of publication in an offi-
cial publication of notice that a viola-
tion has been determined to exist or 
may be subjected to the sanctions set 
forth in paragraph (a) of this section, 
as appropriate. 

(2) Each person against whom sanc-
tions are proposed under paragraph 
(b)(1) of this section is entitled to all 
the administrative rights set forth in 
this subpart separately and apart from 
rights provided to a person subject to 
sanctions under paragraph (a) of this 
section, including the right to a charg-
ing letter, right to representation, and 
right to a hearing, but subject to join-
der or consolidation by the administra-
tive law judge under § 356.23(b).

§ 356.13 Suspension of rules. 

Upon request by the Deputy Under 
Secretary, a charged or affected party, 
or the APO Sanctions Board, the ad-
ministrative law judge may modify or 
waive any rule in this subpart upon de-
termining that no party will be unduly 
prejudiced and the ends of justice will 
thereby be served and upon notice to 
all parties.

§ 356.14 Report of violation and inves-
tigation. 

(a) An employee of the Department 
or any other person who has informa-
tion indicating that the terms of a pro-
tective order or a disclosure under-
taking have been violated will provide 
the information to a Director or the 
Chief Counsel. 

(b) Upon receiving information which 
indicates that a person may have vio-
lated the terms of a protective order or 
an undertaking, the Director will con-
duct an investigation concerning 
whether there was a violation of a pro-
tective order or a disclosure under-
taking, and who was responsible for the 
violation, if any. For purposes of this 
subpart, the Director will be supervised 
by the Deputy Under Secretary with 
guidance from the Chief Counsel. The 
Director will conduct an investigation 
only if the information is received 
within 30 days after the alleged viola-
tion occurred or, as determined by the 
Director, could have been discovered 
through the exercise of reasonable and 
ordinary care. 

(c) The Director will provide a report 
of the investigation to the Deputy 
Under Secretary, after review by the 
Chief Counsel, no later than 180 days 
after receiving information concerning 
a violation. Upon the Director’s re-
quest, and if extraordinary cir-
cumstances exist, the Deputy Under 
Secretary may grant the Director up to 
an additional 180 days to conduct the 
investigation and submit the report. 

(d) The following examples of actions 
that constitute violations of an admin-
istrative protective order shall serve as 
guidelines to each person subject to a 
protective order. These examples do 
not represent an exhaustive list. Evi-
dence that one of the acts described in 
the guidelines has been committed, 
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however, shall be considered by the Di-
rector as reasonable cause to believe a 
person has violated a protective order 
within the meaning of § 356.15. 

(1) Disclosure of proprietary informa-
tion to any person not granted access 
to that information by protective 
order, including an official of the De-
partment or member of the Secretariat 
staff not directly involved with the 
panel review pursuant to which the 
proprietary information was released, 
an employee of any other United 
States, foreign government or inter-
national agency, or a member of the 
United States Congress, the Canadian 
Parliament, or the Mexican Congress. 

(2) Failure to follow the detailed pro-
cedures outlined in the protective 
order for safeguarding proprietary in-
formation, including maintaining a log 
showing when each proprietary docu-
ment is used, and by whom, and requir-
ing all employees who obtain access to 
proprietary information (under the 
terms of a protective order granted 
their employer) to sign and date a copy 
of that protective order. 

(3) Loss of proprietary information. 
(4) Failure to return or destroy all 

copies of the original documents and 
all notes, memoranda, and submissions 
containing proprietary information at 
the close of the proceeding for which 
the data were obtained by burning or 
shredding of the documents or by eras-
ing electronic memory, computer disk, 
or tape memory, as set forth in the 
protective order. 

(5) Failure to delete proprietary in-
formation from the public version of a 
brief or other correspondence filed with 
the Secretariat. 

(6) Disclosure of proprietary informa-
tion during a public hearing. 

(e) Each day of a continuing viola-
tion shall constitute a separate viola-
tion.

§ 356.15 Initiation of proceedings. 
(a) If the Deputy Under Secretary 

concludes, after an investigation and 
report by the Director under § 356.14(c) 
and consultation with the Chief Coun-
sel, that there is reasonable cause to 
believe that a person has violated a 
protective order or a disclosure under-
taking and that sanctions are appro-
priate for the violation, the Deputy 

Under Secretary will, at the Deputy 
Under Secretary’s discretion, either 
initiate a proceeding under this sub-
part by issuing a charging letter as set 
forth in § 356.16 or request that the au-
thorized agency of the involved FTA 
country initiate a proceeding by 
issuing a request to charge as set forth 
in § 356.17. In determining whether 
sanctions are appropriate and, if so, 
what sanctions to impose, the Deputy 
Under Secretary will consider the na-
ture of the violation, the resulting 
harm, and other relevant cir-
cumstances of the case. The Deputy 
Under Secretary will decide whether to 
initiate a proceeding no later than 60 
days after receiving a report of the in-
vestigation. 

(b) If the Department receives a re-
quest to charge from an authorized 
agency of a FTA country, the Deputy 
Under Secretary will promptly initiate 
proceedings under this part by issuing 
a charging letter as set forth in § 356.16.

§ 356.16 Charging letter. 

(a) Contents of letter. The Deputy 
Under Secretary will initiate pro-
ceedings by issuing a charging letter to 
each charged party and affected party 
which includes: 

(1) A statement of the allegation that 
a protective order or a disclosure un-
dertaking has been violated and the 
basis thereof; 

(2) A statement of the proposed sanc-
tions; 

(3) A statement that the charged or 
affected party is entitled to review the 
documents or other physical evidence 
upon which the charge is based and the 
method for requesting access to, or 
copies of, such documents; 

(4) A statement that the charged or 
affected party is entitled to a hearing 
before an administrative law judge if 
requested within 30 days of the date of 
service of the charging letter and the 
procedure for requesting a hearing, in-
cluding the name, address, and tele-
phone number of the person to contact 
if there are further questions; 

(5) A statement that the charged or 
affected party has a right, if a hearing 
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