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The Connect: Enterprise Secure Client (SFTP) Manual is not intended to be a FTP Software Support Manual.  This 
document was intended to assist the plan support personnel with the initial download, installation, configuration and 
connectivity of the SFTP Client.

Sterling FTP Configuration Parameters for the use of Gentran and Firewall port requirements are also available in the CMS 
Enterprise File Transfer (EFT) Infrastructure Document.

Sterling FTP Client minimum platform and hardware requirements may be obtained from the Sterling Commerce web site
(http://www.sterlingcommerce.com) or by contacting Sterling Commerce.  Sterling FTP software support services are available
from Sterling Commerce.  When calling Sterling Support Services mention that you are either 1) using a CMS licensed version
of the Sterling FTP Client or 2) need assistance with the Sterling FTP Client in relation to a CMS Project/Program.  
The CMS EFT Team, CMS Lockheed Martin Helpdesk and the MMA Helpdesk does not provide Sterling FTP client
installation, configuration or technical software support services.

http://www.sterlingcommerce.com/


Section One:                                                    Product Download for Windows Version

Section Two:                                                    Product Download for UNIX Version

Section Three:                                                  Install/Configure Procedures for Internet Access



Section One

Product Download for Windows Version
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CMS does not provide installation, configuration and/or ongoing
technical support for the Sterling FTP product.
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Enter your specific Billing information not the information
provided in the example to the left.
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Newer software versions may be posted by Sterling 
than what is provided in the example.
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I created directories C:\CMS for software and 
C:\CMSSFTP for test data.

Should we standardize Plan directory structure?







NOTE: WinZip is required to Unzip file.
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1 – scroll down
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Section Two

Product Download for UNIX 
Version
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CMS does not provide installation, configuration and/or ongoing
technical support for the Sterling FTP product.











Section Three

Install/Configuration procedures for
Windows Version
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Changing the Administrator Password

You specify an administrator password when you install Connect:Enterprise Secure Client, but you can change this 
password.

Caution: If you forget the administrator password, the only way to reset it is to reinstall the software. 

From the Login screen, select Administrator and click Change Password, or if you are already logged in to 
Connect:Enterprise Secure Client as the administrator, select Tools, then Change Password from the menu. 

Type the new password in the New Password field and retype it in the Verify Password field. The password is case 
sensitive and must be at least 6 characters. 





Changing the User Password

From the Login screen, click Change Password, or if you are already logged in to Connect:Enterprise Secure Client 
as a user, select Tools, then Change Password from the menu. 

Type the old password in the Current Password field. 

Type the new password in the New Password field and retype it in the Verify Password field. The password is case 
sensitive and must be at least 6 characters.

Caution: If you forget the user password, the only way to reset it is to reinstall the software.





NOTE: This message indicates Secure FTP Client is already running or wasn’t 
shutdown properly. If not shutdown properly you must perform b) and delete 
.uilock from C:\Program Files\Sterling Commerce\CESecureClient.
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Maximize



Expand for additional topics



Expand for additional topics



Right Click.





Can be selected instead of File New
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1 – Enter Host Name as shown above

2 – Enter Port Number as shown above

3 -Click Next
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1 – Enter GUID provided by CMS

2 – Click Remember Password

3 – Enter Password 

4 – Retype password
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2 - Files are compressed at zlib level 6. This parameter also indicates to a remote server to compress files for transfer. This setting 
applies as the default when you create new sites, but does not override existing site settings.
3 - If you will use the default system ciphers and MACs for encryption and data integrity checking, enable Use System Ciphers. If you 
will use a different set of ciphers and MACs, click Ciphers and specify the Ciphers and  MACs to use for this site.
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1 – Click ‘Change Order’ button to put Password as first authentication





We need to determine Add / Remove, Move Up / Move Down Ciphers and MAC Ciphers.
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1 – Remove ALL Ciphers from right side EXCEPT ‘aes128-cbc ‘

2 – Remove ALL MAC Ciphers from right side EXCEPT ‘hmac-sha1’



Click ‘OK’



Scroll down









This is a 1 time event.









System Log to Validate Connection - Example

May 29, 2005 14:38:28 - SSH Server Public Key read/parse error, site: CMS, key: CMS_public_key
May 29, 2005 14:40:10 - SSH: transport disconnected.
May 29, 2005 14:40:10 - SSH: transport disconnected.
May 29, 2005 14:40:10 - SSH: transport disconnected.
May 29, 2005 14:40:10 - SSH Error connecting/verifying Server Public Key, site: CMS
May 29, 2005 14:40:19 - SSH: transport disconnected.
May 29, 2005 14:40:19 - SSH: transport disconnected.
May 29, 2005 14:40:19 - SSH: transport disconnected.
May 29, 2005 14:40:19 - SSH Error connecting/verifying Server Public Key, site: CMS
May 29, 2005 14:40:22 - SSH: transport disconnected.
May 29, 2005 14:40:22 - Closed SSH Connection from Server site: CMS, host :localhost
May 29, 2005 14:40:22 - SSH: transport disconnected.
May 29, 2005 14:40:22 - Closed SSH Connection from Server site: CMS, host :localhost
May 29, 2005 14:41:37 - SSH Server Public Key read/parse error, site: Validate Connection, key: null
May 29, 2005 14:42:37 - SSH Server authentication done, site: Validate Connection, host: localhost, port: 10022
May 29, 2005 14:42:37 - SSH: Attempting password authentication ...
May 29, 2005 14:42:37 - SSH: authentication complete.
May 29, 2005 14:42:37 - SSH: Password authentication passed - site: Validate Connection, user: CMSUSER
May 29, 2005 14:42:37 - SSH Client authentication done, site: Validate Connection, host: localhost, port: 10022
May 29, 2005 14:42:38 - SSH SFTP channel is created, site: Validate Connection, host: localhost, port: 10022, 
server prod id: 2, server prod ver: 2.2.00
May 29, 2005 14:42:38 - Connected to SSH Server site: Validate Connection, host: localhost, port: 10022
May 29, 2005 14:43:55 - Closed SFTP Connection from  SSH Server site: Validate Connection, host :localhost
May 29, 2005 14:43:55 - SSH: transport disconnected.
May 29, 2005 14:43:55 - Closed SSH Connection from Server site: Validate Connection, host :localhost



Jun 02, 2005 16:56:22 - SSH Server Public Key read/parse error, site: Validate Connection, key: null

Jun 02, 2005 16:56:52 - SSH Server authentication done, site: Validate Connection, host: localhost, port: 10022

Jun 02, 2005 16:56:52 - SSH: Attempting password authentication ...

Jun 02, 2005 16:56:52 - SSH: authentication complete.

Jun 02, 2005 16:56:52 - SSH: Password authentication passed - site: Validate Connection, user: CMSUSER

Jun 02, 2005 16:56:52 - SSH Client authentication done, site: Validate Connection, host: localhost, port: 10022

Jun 02, 2005 16:56:53 - SSH SFTP channel is created, site: Validate Connection, host: localhost, port: 10022

Jun 02, 2005 16:56:53 - Connected to SSH Server site: Validate Connection, host: localhost, port: 10022

Jun 02, 2005 16:57:24 - Closed SFTP Connection from  SSH Server site: Validate Connection, host :localhost

Jun 02, 2005 16:57:24 - SSH: transport disconnected.

Jun 02, 2005 16:57:24 - Closed SSH Connection from Server site: Validate Connection, host :localhost



Scroll down











Normal Records all informational, warning, and error messages in the system log. Once Plan is 
production, Log Level should be set to Normal.

Debug Includes everything from the Normal debug level, plus additional messages that aid in 
debugging problems. 

Debug High Includes everything from Debug, plus more detailed messages that help in debugging. This 
option is not used for normal operations.





Standardize or the Plan’s decision?



Defaults

Type a value in seconds for Command Response Timeout for SSH. When this value is reached and no response is received, the 
command fails. Details are displayed in the status window. If you specify 0, no timeout is enforced. Type a value for Connection
Retries for SSH to specify the number of times a failed connection is retried before it fails. Type a value in seconds for Retry
Delay for SSH to specify the number of seconds to wait to retry a failed connection.





Option Description 
Transmit Allows the recipient to transmit the file only one time. 
No transmit Prevents the recipient from transmitting the file again.
Multi-transmit Allows the recipient to transmit the file an unlimited number of times









Numeric
Assigns a number to the file name. If you select Numeric, you must set the maximum file name number. If you 
specify to protect files on weekends, Connect:Enterprise Secure Client automatically increases the maximum 
file name number during the weekend so that files received during the weekend do not overwrite files received 
before the weekend. When the weekend is over, the maximum file name number is restored. For example, if 
you set Maximum File Name Number to 10 files are named 1-10, the 11th file is named 1 and overwrites the 
previous file named 1. If you select Protect files on weekend, the 11th file is named 11. When the weekend is 
over, the next file is named 1. A weekend is from 5PM Friday to 9AM Monday. If the file is sent from the user 
interface, the file name will be UI_MAILFILE.# If the file is sent from the Scheduler, the file name will be: 
SCH_MAILFILE.# The user interface and the Scheduler number sequences are separate, but they both start 
over at the number that you specify in the Maximum File Name Number field. 





Rename Table
Searches the first 24 characters of the file for the search 
string and names the file based on the contents of the file if a
match is found. If no match is found, Connect:Enterprise 
Secure Client defaults to Numeric. If you select Rename 
Table, you must set the maximum file name number before 
starting over, specify if you want to protect files on weekends,
and update the rename table. If you select Rename Table 
and Protect files on weekends, files are only protected if no 
match is found in the Rename Table.

Note: Protect Weekends does not protect files named with 
the Rename Table from being overwritten. It only protects 
files named with the Numeric naming option.





SSL Security not used.



SSH Security values in Site definition.





N/A for SSH





Specify the SSH Local Port Range. To use any port, type 0. You can specify an individual port, a port 
range (3000-3010), or a comma-delimited list (3020, 3030) or a combination (3000, 3001, 3020-3040). If 
you do not know what port to use, contact your system administrator.

Caution: If you run out of ports before used ones become available again, the connection will fail. 





Specify the Scheduler Port. This is an internal port that Connect:Enterprise Secure Client uses to communicate 
with the Scheduler daemon. The default port is 12005. Be certain that the port you specify is not used by any 
other application. 

You can be notified by e-mail when a scheduled transfer is complete. This procedure sets e-mail notification for 
all scheduled transfers.

Specify your Mail Host, Mail Host Port, the address you want the e-mail to be from in the From Address field, 
and your e-mail address in the To Address field. Check with your system administrator for correct values.
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No schedule can be executed until the Scheduler is started. Once the Scheduler is started, it continues to 
run after you exit Connect:Enterprise Secure Client. The scheduler does not run as a service, therefore, if 
you restart your computer, you must manually restart the Scheduler.

A clock icon is located in the lower right corner of the screen to indicate the status of the Scheduler. A 
green icon indicates that the Scheduler is started. A red icon indicates that the Scheduler is stopped.

Turns green after clicking OK.
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Click OK to save your changes and exit the Configuration screens, or click 
Apply to save your changes and stay on the Configuration screens.









By default, users can access all functions except the Administration option, but you can restrict 
their access to specific functions. To change user permissions, select the functions you want to 
permit, deselect the functions you do not want to permit. Click OK to save your changes or 
Cancel to keep defaults.
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System Log of Connect - Example

Jun 02, 2005 17:19:50 - SSH Server authentication done, site: CMS, host: localhost, port: 10022

Jun 02, 2005 17:19:50 - SSH: Attempting password authentication ...

Jun 02, 2005 17:19:50 - SSH: authentication complete.

Jun 02, 2005 17:19:50 - SSH: Password authentication passed - site: CMS, user: CMSUSER

Jun 02, 2005 17:19:50 - SSH Client authentication done, site: CMS, host: localhost, port: 10022

Jun 02, 2005 17:19:51 - SSH SFTP channel is created, site: CMS, host: localhost, port: 10022

Jun 02, 2005 17:19:51 - Connected to SSH Server site: CMS, host: localhost, port: 10022

Jun 02, 2005 17:20:20 - SSH dir command parm dir () file ()

Jun 02, 2005 17:20:21 - SSH dir command result, number of entries : 11
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Move screen up.
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Default Receive directory.
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NOTE: Calendar is not documented in online Help.



Type the batch or shell command you want to execute after the transfer in the Enter Command Before Transfer 
text box. Or, type the batch or shell command you want to execute before the transfer in the Enter Command 
After Transfer text box. You must specify the full path for the command. You cannot use wildcards. The 
following table shows a Windows and a UNIX example:

Windows
To execute a DOS command: 
cmd /C move "C:\download\*" "C:\temp\" 
To execute a Batch file: 
cmd /C "C:\scripts\after.bat"

UNIX
/usr/bin/rm /sci/users/test1/test.txt 
This retrieves the rm (remove) and then points to the file "/sci/users/user01/test1/test.txt" 
and removes that file.

Caution: If a Shell Command Before Transfer fails, the schedule fails without performing the transfer.





NOTE: Accept and Store of the server SSH public key during first
successful Validate Connectivity or Connect prevents this Warning.



NOTE: Accept and Store of the server SSH public key during first
successful Validate Connectivity or Connect prevents this Warning.
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3 Can be left blank for all Batch ID’s to be received.
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1

2 Default Receive directory.
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NOTE: Accept and Store of the server SSH public key during first
successful Validate Connectivity or Connect prevents this Warning.



NOTE: Accept and Store of the server SSH public key during first
successful Validate Connectivity or Connect prevents this Warning.
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Results of sent View.
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Results of received View.



NOTE: No Test1 available to receive because already received and not Multi-transmit.



Option Description 
Multi-transmit Allows the recipient to transmit the file an unlimited number of times. 
Transmit Allows the recipient to transmit the file only one time. 
No transmit Prevents the recipient from transmitting the file again.
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This procedure sets binary mode as the default file type for all send and receive operations. For 
Connect:Enterprise servers, the receive mode is automatically determined using batch flags. This 
sets the default behavior. You can override this value when sending the file.
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Results of View.
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