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STATEMENT OF WORK  

C.1 INTRODUCTION, OVERVIEW, AND BACKGROUND

The Centers for Disease Control and Prevention (CDC), located in Atlanta, Georgia, USA, is an agency of

the Department of Health and Human Services (DHHS). CDC’s mission is to promote health and quality of

life by preventing and controlling disease, injury, and disability.  CDC is the leading public health agency

responsible for promoting health and quality of life by preventing and controlling disease, injury and

disability.  CDC works with States, local public health agencies, and partners throughout the Nation and the

world to acco mplish this mission .  CDC serv es as the national focu s for developing  and applying  disease

preven tion and c ontrol, en vironm ental health , and hea lth prom otion and  educatio n activities de signed to

improve th e health of the peo ple of the United S tates.

To accomplish this, CDC  identifies and defines preventable health problems and maintains active

surveillance of diseases thro ugh epidem iologic and labo ratory investigation an d data collection, analy sis,

and distribution; serves as the DHHS’s lead agency in developing and  implementing operational  programs

related to environmental health problems, and conducts operational research aimed at developing and

testing effective disease prevention, control, and health promotion programs; administers a national

program to develop recom mended occu pational health standards and healthful working conditions for every

working p erson; develop s and implem ents a program  to sustain a strong nation al work force in  disease

prevention and control; and conducts a national program for improving the performance of clinical

laboratories.  CDC is responsible for controlling the introduction and spread of infectious diseases, and

provide s consultatio n and ass istance to o ther nation s and intern ational age ncies to assist in  improv ing their

disease prevention and control, environmental health, and health promotion  activities. CDC administers the

Prevention Health and Health Services Block Grant and specific preventive health categorical grant

programs while providing program expertise and assistance in responding to federal, state, local, and

private organization s on matters related  to d isease prevention an d control activities.

CDC  and AT SDR  continue  to be incre asingly d epend ent on inf ormatio n techno logy (IT ), electronic

communications, and digital media.  Solutions must be timely, comprehensive, reliable, and cost-effective

and this is on ly possible  through  IT.  Ther e are also a n umbe r of globa l trends that p rovide o pportun ities to

better achieve CDC and  ATSDR  goals through IT, such as health care and public health investments in IT

and info rmation  systems, th e develo pmen t of electron ic medic al records , the grow ing ubiq uity of elec tronic

connectivity, networking and the Internet, and the convergence of communications media.  Information

resources ma nageme nt and inform ation technolog y will play catalytic and e nabling roles in ach ieving these

goals.  Scientific credibility and service are the characteristics for which CDC and ATSDR are best known

and most widely appreciated. Maintaining this edge in an era of information explosion is critical to CDC

and AT SDR .  Both, C DC an d ATS DR h ave dev eloped stra tegies to use  inform ation techn ology to

effectively and efficiently facilitate the accomplishment of their missions, while protecting the integrity and

confidentially of its inform ation data resource s.

In each of the CDC and ATSDR program goals, information resources management and information

technology play a vital role.  Equally important, the rapidly changing technology environment provides new

opportunities to rethink the ways of meeting the agencies mission challenges, and technology infusion, and

refreshm ent are im portant asp ects of this co ntract.

The CDC includes Centers, Institutes and Offices (CIO), and is organized into the Office of the Director

consisting of staff, progra m, and service s offices as follows:

• Office of the Director 

C Freedom of Information Act Office
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C National Vaccine Program Office 

C Office of Communication

C Office of  Equal E mploy ment O pportun ity

• Office of  Global H ealth

C Office of Health and Safety 

C Office of Program Planning and Evaluation

C Office of Program Supp ort

C Engineering Services Office

C Financial Management Office

C Human Resources Managem ent Office

C Information Resources Management Office

C Management Analysis and Services Office

C Procurement and Grants Office

C Office of Public Affairs

C Technology Transfer Office 

C Washington, D.C. Office 

• Epidemiology Program Office

• National Center for Chronic Disease Prevention and Health Promotion (NCCDPHP)

• National Center for Environmental Health (NCEH)

• National Center for Health Statistics (NCHS)

• National Center for HIV, STD, and TB Prevention (NCHSTP)

• National Center for Infectious Diseases (NCID)

• National Center for Injury Prevention and Control (NCIPC)

• National Immunization Program (NIP)

• National Institute for Occupational Safety and Health (NIOSH)

• Office of Genetics and Disease Prevention (OGDP)

• Public Health Practice Program Office (PHPPO)

• Office of  Wom an’s He alth

CDC employs approximately 7,419 people in 192 occupations (includes permanent and temporary and

Commissioned Corps staff). There are approximately 4,835 highly skilled professionals in the Atlanta area,

with approx imately 1,632  located at headq uarters on Clifton R oad, and the rem ainder at other location s:

Corporate Square, Chamblee, Executive Park, Koger Center, and Lawrenceville.   Approximately 952

additional emp loyees are located in o ther U.S. locations,  includ ing Cincinn ati, Ohio, Morg antown, W est

Virginia; Hyattsville, Maryland; Ft. Collins, Colorado; Research Triangle Park, North Carolina; Pittsburgh,

PA; Spokane, WA; New York, NY;  Anchorage, Alaska; Washington, D.C.; and  San Juan, Puerto Rico.

CDC also has employees in other countries, quarantine offices throughout the U.S., and in state and local

health agencies.

The Agency for Toxic Substances and Disease Registry (ATSDR), located in Atlanta, is an agency of the

U.  S.  Department of Health and Human Services (DHHS), and its mission, is to prevent exposure and

adverse human health effects and diminished quality of life associated with exposure to hazardous

substanc es from  waste sites, un planned  releases, and  other sou rces of po llution pres ent in the en vironm ent. 

ATSD R is directe d by co ngression al mand ate to perfo rm spec ific function s concern ing the effe ct on pu blic

health of hazardous substances in the environment. These functions include public health assessments of

waste sites, health consultations concerning specific hazardous substances, health surveillance and

registries, resp onse to em ergency  releases of h azardou s substanc es, applied  research in  suppor t of public

health assessments, information development and dissemination, and education and training concerning

hazardous substances.   In order for ATSDR to carry out its statutory responsibilities, ATSDR has been

organiz ed into ad ministrativ e and pr ogram  suppor t offices, and  program -specific div isions: 

Administrative Offices
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The Office of the Adm inistrator 

The Office of the Assistant Administrator 

The Washington, D.C. Office 

Office of Fede ral Programs 

Office of  Program  Operatio ns and M anagem ent 

Office of Policy an d External A ffairs 

Office of Reg ional Operation s 

Office of Urban Affairs

Division of Health Assessment and Consultation

Division of Health Education and Promotion 

Division of Health Studies

Division of Toxicology 

ATSDR employs approximately 400 people in 10 occupations (includes permanent and temporary and

Com missione d Corp s staff).  Ther e are app roxima tely 367 highly skilled professionals in the Atlanta area,

with approx imately 33 em ployees at other loca tions in region offices.

While overall leadership in information resources is provided by the Information Resources Management

Office (IRMO), each of the above offices is an independent entity, and decides its own programming,

microc ompu ting, and in forma tion resou rces supp ort require ments, an d funds  those req uireme nts from  its

own b udget.  A ll of the abo ve orga nizationa l comp onents ar e include d unde r the CD C-W ide Req uireme nts

of this contract.  Other support (programming; information systems; LAN/WAN A dministration; video

conferencing  support) will be pro vided to the specific o rganization identified in in dividual task orde rs.

This contract covers all components of CDC and ATSDR  including any new organizational entities that

may be ad ded or any  that may be sep arated during the  contract period.  Th is contract also covers States,

local public health agencies, and partners that supports the mission of CDC.

Addition al inform ation can  be foun d at http://www.cdc.gov and http: //www.cdc.gov/irmo

C.2 PROJECT  IDENTIFICATION AN D PURPOSE

This con tract shall be re ferred to as  the CD C Infor mation  Techn ology S uppor t (CITS ) contract.

The purpose of this contract is to provide the Centers for Disease Control and Prevention (CDC) and the

Agen cy for T oxic Su bstances a nd Disea se Registry  (ATSD R), (herein after referred to as CDC), with a

vehicle for Information Technology and information systems design, development, operations and

maintenan ce, related services, other com puterized inform ation services to be used  on an "as-need ed" basis;

and micro compu ter support services, to includ e (1) desktop co mputers, servers, an d associated periph erals,

(2) local area and wide area networks, (3) software, (4) help desk operations, and (5) maintenance.  The

Contractor shall provide these services either as CDC-wide or as specified in individual task orders.  In the

collection, analysis, reporting, and dissemination of data relating to public health and the management and

operation s of the age ncy, CD C is high ly depen dent on  inform ation techn ology, sy stems, an d netwo rk, both

in the dev elopm ent of new  application s and in ex pandin g curren t application s. 

The objective of this contract is to provide an integrated and comprehensive contract for responsive,

efficient, and cost-effective p rogramm ing, microco mputer, and  network tech nologies supp ort services,

which incorp orates all appropriate tech nical and security req uirements and  considerations.

C.3 SCOPE OF WORK

The scope of this contract calls for the contractor to provide a variety of IT support services, including

information systems design, development, operations and maintenance, related services, information
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technology architecture, IT planning, internet content, statistical analysis support, and other computerized

information services to be used on an "as-needed" basis.   This includes CDC’s Information Technology

(IT) support req uirements for d istributed comp uting, program ming, inform ation systems, enterp rise

mana geme nt, security m anagem ent, security  requirem ents, netw orks and   microco mpute r technolo gy both

nationally and internationally including hardware repair and maintenance, software support, and operation,

local and wide area network administration, management, operations, and support,  video conferencing

support; and help desk operations, tracking, and reporting.  Support consists of unified IT computing

services for:  (1) CDC-wide - the centrally managed, and funded portion of the contract is entitled CDC-

wide and shall be as described in this Statement of Work; and (2) dedicated task orders - decentralized

support  requirements of the contract is entitled dedicated tasks, and is for specific CDC and ATSDR

Centers , Institutes, Off ices, and D ivisions as d escribed in  individu al task orde rs.  The C ontractor  shall

support desktop computing, and installation, hardware and software installation, network design and

configuration; training and end-user support; maintenance; software and hardware upgrades; video

confere ncing, an d techno logy refre shmen t, upgrad es, and en hancem ents.  In add ition, the con tractor shall

provide support to state and local public health agencies using federal funds as requested.

The C ontractor  shall prov ide these ser vices as spe cified in ind ividual task  orders.  Th e Gove rnmen t shall

order serv ices unde r this contrac t by me ans of task  orders w ith specifically  defined s copes, de liverable

produ cts, schedu les, and sec urity requ iremen ts.   The con tractor shall p erform  work u nder this co ntract only

as directed in task orders issued by authorized Contracting Officer (CO).  The contractor shall furnish the

necessary  personn el, material, se rvices, and  facilities, as requ ired, to m eet require ments o f the task ord er. 

The time of issuance and amount of work in task orders cannot be accurately predicted and there is no

assurance of a steady stream of work.  The anticipated services require a diversity of skills suitable to a

variety of  inform ation techn ology e nvironm ents.  Servic e requirem ents stated in  the perso nnel requ iremen ts

in Section C.XX are included w ithin the scope of this contract.  The contractor must respond to and perform

assignmen ts with high quality serv ices within a stringent time  frame.  As m ay be required  in individual task

orders, the contractor shall maintain continuous performance regardless of the absence of individual

performers.

C.4 CDC STRATEGIC INFORMATION SYSTEMS DIRECTION

CDC maintains many legacy systems that date back as far as the 1970's.  Most of these are on the IBM

mainframe.  One of CDC's strategic information technology (I/T) and information systems (I/S) directions

is to conve rt and trans ition those sy stems to an  open sy stems en vironm ent.   Wo rking w ith its partners, b oth

domestically an d internationally, CD C emp loys a wide ran ge of strategies to ma ke further prog ress against

disease, disability, and premature death. One of these strategies, public health surveillance, is a cornerstone

of public health decision making and practice. Surveillance provides information crucial to monitoring the

health of the public, identifying public health problems and priorities, taking public health action to prevent

further illness, and evaluating the effectiveness of these actions. Sources data for public health surveillance

are nearly  as varied a s the disease s or cond itions of co ncern. T here are m ultiple data so urces, diffe rent 

inform ation requ iremen ts, multiple, d istinct users an d differen t partners w ith who m CD C collab orates to

obtain da ta for specific  program  areas requ ired to m onitor the  health of th e public. 

Other CDC IT and information system (IS) strategic directions include:  migration to n-tiered web based

technology, work flow automation particularly e-mail and image enabled, object oriented programming,

enhan ced integ ration of sy stems pa rticularly sur veillance a nd health  inform ation system s, data

standardization, development of Internet information access and dissemination systems, multimedia for

interactive training and information dissemination, Electronic Commerce/Electronic Data Interchange for

business a nd pub lic health da ta exchan ge, conte nt man agem ent, adop tion of co mme rcial-off-the -shelf

Enterprise Resource Planning (ERP) for automating CDC’s administrative business processes, and

implementation of an updated,  comprehensive information security program.
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CDC has strategic partnerships with other health care and public health agencies including, but not limited

to state, coun ty, and m unicipal p ublic hea lth agenc ies, nationa l and intern ational pu blic health

organizations, university and institutional public health policy and research organizations.  CDC contributes

information technology expert ise and systems within these partnerships.  A specific need exists for systems

integration , data stand ardization , distributed d ata man agem ent and c omm unication s.  Requir emen ts

analysis, design, implementation, distribution and performance evaluation of these systems requires

interaction with the health care and public health environments in the public (Federal, state and local) and

private sec tors.  This co ntract also co vers States, lo cal public h ealth agen cies, partne rs, etc.  that supp orts

the mission of CDC.

C.5 CDC COMPUTING ENVIRONMENT

The computing environment at CDC generally consists of a microcomputer for every information worker

connected to a LAN with a token ring/ethernet network operating Novell NetWare and Windows NT.  The

LANs are bridged together into a wide area network with gateways to the computer center mainframes and

centralized servers.  The CDC Data Center is located at 1600 Clifton Road, N.E., Atlanta, GA 30333, and

provides comprehensive, high-performance, cost-effective mainframe computing services to CDC and other

users of public health-related information. The data center focuses primarily on statistical, database,

administrative, and financial applications. Additionally, the data center provides large amounts of on-line

storage and central printing for mainframe computer users. These services are provided on IBM System 390

compatible systems (including central processors, storage, communications facilities, printers, and

software) running the IBM OS/390 operating system. The data center, operating in an open-shop

environment where users own and control their own applications, currently provides support and technical

services to more than 10,000 users. The Center operates in a development, quality assurance, and

produ ction env ironme nt using a h ardwar e/softwar e configu ration sim ilar to the on e describe d below . 

A.  Mainframe Hardware Configuration:

Com puter syste ms hard ware tha t may b e used in p erform ance inclu des, but is no t limited to:  

IBM 9672-R64 Processor, 1 GB Real Storage, 1 GB Expanded Storage; IBM 1600/6250 bpi Tape Drive

(2);  IBM  3480 C artridge T ape Driv e (8);  STK  3490 C artridge T ape Driv e (20);  H DS 33 80K T riple

Density Disk Drive (48);   HDS 3390-3 Disk Drive (176);  HDS 3390-9 Disk Drive (84); IBM 3745 Front

End Comm unications Processor (1); IBM 3174 Control Unit (12) Local (36) Remote; IBM 3827 Laser

Printer (1); IBM 3160 Laser Printer (2);  IBM 6262 Impact Printer (1) Local (2) Remote; IBM 3812/16 and

4320/24/32 Laser Printer (50) Remote; IBM 3130 Laser Printer (2) Remote.

B.  Mainframe Software Configuration:

Program ming la nguag es, data bas e mana geme nt system s and oth er standar d softwa re that ma y be used  in

perform ance inclu de, but are  not limited  to the follow ing (inclu ding an y locally d evelope d applica tions). 

Listed below are the support packages uti lized by the system:

IBM OS /390, TSO with ISPF interactive text editor, Integrated Data Dictionary (IDD), On-Line Q uery

(OLQ)

Data Management:   ADABAS – Software AG's Database System; BASIS -- Text Information

Managem ent System; PRED ICT -- Software AG  Data Dictionary

On-Line Systems: CICS -- IBM's Communications Handler; ROSCOE -- On-Line Program Development

System; TSO – IBM's Time Sharing System 
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System Manag ement: CA1 -- Tap e Managem ent System; TOP SEC RET -- System Sec urity; SMS --

Storage  Mana geme nt 

Programming Languages: FORTRAN G,H – FORTRAN Compilers; VS/FORTRAN -- FORTRAN

Compiler; SAS 'C' -- 'C' Compiler; NATUR AL -- Software AG's 4GL Programming Language;

CONSTRUC T -- Software AG Code Generator; PL1 -- PL1 Optimizing Compiler; VS/APL -- APL

Interpreter on TSO; VS/COBOL -- COBOL Compiler; COBOL II -- COBOL II Compiler; VS/FORTRAN -

- FORTRAN  Compiler

Utility Programs:  IBM UT ILITIES:  OS/VS SO RT -- IBM 's Sort/Merge; ENTIRE X  - Software AG’s

messaging Broker; ENTIRE SYSTEM SERVER - Software AG’s Utility software; ENTIRE NET-WORK -

Softwa re AG’ s Cross p latform c onnec tivity softwa re. 

Statistical Software:  BMDP – BM DP's Biomedical Statistical Software; LogXact - Logistic Regression

Software featuring Exact Methods; S-Plus; The SAS System; StatXact - Statistical Software for Exact Non-

parametric Inference; SUDAAN - Software for the Statistical Analysis of Correlated Data; and SPSS -

Statistical Package for So cial Sciences.

C.  Microcomputers and LANs:

CDC has over 10,000 installed microcomputers running Windows 95 (CDC plans to migrate to Windows

2000) and NT which are connected to IBM token ring and ethernet local area networks (LANs) running

Novell NetWare ve rsion 4.11 operating system (soon to be upgrad ed to 5.x).  TCP/IP is the primary

LAN /worksta tion data co mmu nications p rotocol.  T here are o ver 200  LAN s currently  with effo rts

underway to reduce the number and increase the average number of nodes per LAN.

The LANs are connected together into a wide area network (WAN ) using multi protocol and high speed

routers over fiber optic cable or leased data lines.  The CDC WAN is currently being upgraded to a SONET

ring running at  OC48.  All LAN workstat ions on the WAN have gateway access to CDC's mainframe

comp uters and  centralized  servers.  

PC software includes a wide range of applications, including word processing, spreadsheet, database,

statistical, graphics, comm unications, utilities, and others.

Additional requirements in the LAN and PC programming area will be in the database, statistical, and

comm unications enviro nments.

CDC's current operating systems are:  Windows 95 (CDC plans to migrate to Windows 2000), Windows

NT, NetWare, and limited use of UNIX.

CDC development tools currently in use are:  Microsoft and Sybase SQL, PowerBuilder, C, C++, Visual

Basic, M S Acce ss, MS Fr ont Pag e, MS V isual Interd ev,  Parad ox, DB ASE, S AS, and Arc/Info+Arc/View

Epi-Info , SilverStrea m, Syste m En gineer, E RW IN, HT ML, B PWIN , ASP, an d JAV A.  This is n ot an all

inclusive list but represents the m ost comm only used too ls.

(1) Microcomp uters and Software

CDC’s microcomputers are located primarily in Atlanta, Georgia, and other major CDC locations

in other states (see attachment - Places of Performance)  In addition,  CDC has some

microcomputer technology in every state nationally and several locations internationally.  The

technology is primarily Pentium-based microprocessors.  CDC workstations are primarily Dell and

Compaq, with a few MacIntosh, AST and Sun microcomputers.  CDC uses a wide variety of

Comm ercial Off-the-Shelf (C OTS) softw are for various office  functions such as d atabases,
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comm unications, spreadsh eets, word proc essing, e-mail, SQL , application develo pment, utilities,

graphics, CAD, desktop publishing, etc.

(2) Network Topology

CDC’s network topology is a combination of token ring over type 1 cable, FDDI over category 5

cable, and Ethernet and Fast Ethernet over type 1 or category 5 ca ble.   The CDC standard  network

operating system is currently Novell NetWare 4.x running on 350 file servers on 200 LANs, and

approximately 11,000  w orkstations attaching to the networks daily. Supported protocols are

TCP/IP , IPX, and  SPX.  C DC also  interconn ects to the In ternet.  CD C plans  to migra te to Nov ell

NetW are 5.x is pla nned in  the near fu ture, and to  SONE T ring in th e next 12  - 18 mo nths. 

The contractor will only be responsible for supporting some WAN devices through task order. The

Contractor will also be responsible for providing support for wide area connectivity devices as

deemed  appropriate such  as multiplexors an d switches.   The Contractor will be responsible for

providing support for limited Unix and any other networking products as may be implemented, as

well as integ rating tho se netwo rks into C DC’s w ide area n etwork  environ ment.

(3) Client Server Applications

CDC utilizes Microsoft NT and Unix server-based technology for client server applications

including Exchange m essaging servers, SQL servers, and scientific applications.  There are

currently 60+ Exchange servers throughout the CDC network.  There are 200+ NT servers used for

other applications.  Access to these servers is through TCP/IP.

(4) Internet/Intranet

Internet/Intranet applications and data are prevalent in the CDC environment and associated

technology such as web de velopment tools, multimedia servers, and security services.  All are

processing in the NT and limited UN IX environmen ts.  Web technology is the focus of future

CDC application efforts, whether developed in-house or COTS.

(5) Wide Area N etwork

CDC ’s Wide  Area N etwork  (WA N) con sists of 20+  leased  lines, h undred s of fiber op tic cable

interconn ects betwe en LA Ns on th e same c ampu s, and nu merou s access serv ers for rem ote

conne ctivity.  A br oadba nd M etropolitan  Area N etwork  (MA N) interco nnects all larg e Atlanta

campuses.  Currently FDDI is the method used for the WAN.  Within a 12 -18 month period, the

WAN will use ATM over T-1 and the MAN will migrate to an OC-48 network.

(6) Video Conferencing

CDC ’s Video  confere ncing (V TC) n etwork  currently  consists of a pprox imately 6 0 PictureT el units

and 2 MCU bridges with H.320 capability. The technology is compressed digital video over 384kb

private network and switched ISDN for non-CDC conference participants.  A high capacity bridge

with H.320 standards-based capabilities will replace current bridge technology in the near future.

D. Scientific Workstations and Servers

CDC uses specialized servers and high end workstations for scientific applications such as

molecu lar mod eling and  gene m apping  and sequ encing.  T he Co ntractor m ay be req uired to

provide programm ing and other support in these areas.  In addition, CDC uses all types of IT
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equipment in support of laboratory instrumentation.  The Contractor may be required to develop

interfaces and programs for this equipment as well.  Note that there are some laboratory equipment

that contain computer components as an integral part of the laboratory equipment and is excluded

from th e scope o f this contrac t.

E. CDC & A TSDR M icrocomputer and LAN Standards/Guidelines

CDC has established a set of microcomputer and LAN standards and guidelines.  These standards

are a continuing evolution of CDC and ATSDR's IRM technology strategy for capitalizing on the

most advanced information processing capabilities available in the marketplace while providing a

secure, stable, and maintainable environment for all information workers. The standards and

guidelines apply to new acquisitions. The standards include particular equipment and software for

unique environments such as laboratories and to meet special statistical and scientific processing

needs. In tegrations w ith other no nscientific en vironm ents contin ue to be a  param ount co ncern to

ensure in tercom munic ation, data sh aring, effec tiveness, an d efficienc y in me eting CD C's missio n. 

CDC’s comm unications technology tends to be leading edge, and is therefore subject to change as

technolo gy adv ances. Su ch chan ges, in them selves, shall n ot entitle the C ontractor  to any eq uitable

adjustment in the contract’s fixed fee. The Contractor shall ensure that contract personnel are

trained in new technologies as they are implemented at CDC.  CDC generally conducts a formal

six-month review of these standards, in coordination with CIO  scientific and administrative staff

as required. These standards can be found at

http: // intranet .cdc.gov/irmo/standards/irmstd62000.htm.

C.6 RELATION TO OTHER CDC CONTRACTS

While th e scope o f this contrac t is written to av oid ove rlap with o ther existing  or plann ed contra cts in this

area at CDC, some overlap of functions is inevitable.   Specific areas of potential overlap may include, but

is not limited to: data center support, certain information systems design, developm ent, and support

conducted by other C ontractors or original software manufacturers; development of specialized software

and systems related to laboratory equipment and analytic instruments; development of customized user

guides and support tools; training on certain information systems; general information technology and

networking support, facility management, security and disaster recovery provided under other vehicles

which could overlap in the areas of programming, microcomputer, etc. support and services, problem

reporting, identification, tracking and resolution as well as development of relatively minor software

interfaces, A PIs, mac ros, etc.; dev elopm ent of softw are and d ata entry an d codin g related to  special hea lth

surveys  and epid emiolo gic studies c onduc ted by v arious C DC p rogram  areas; and  develop ment o f certain

specialized statistical and analytic tools.  The Contractor will be provided necessary information concerning

related contracts after contract award so as to facilitate any necessary interaction for performance of the

work o f this contrac t.

In the event that the Contractor is unable to respond to a task order in a timely fashion, CDC may seek

alternative m eans to m eet its requirem ents.  This is not a requirements contract; therefore, CDC users may

elect to use other mechanisms to perform the work described herein.  Also, in the event that the Contractor

is unable to  respond  to a task ord er require ment in  a timely fa shion, C DC m ay seek a lternative m eans to

meet its requirem ents.

C.7 INFORMA TION TECH NOLOG Y INVESTM ENT REVIEW  PROCESS

Recen t statutory req uireme nts establish th e need fo r Federal a gencies to   significantly  improv e their

management processes for the selection and management of information  technology (IT) resources. The

Clinger-Cohen A ct (CCA) of 1996  (formerly the Information  Techno logy Managem ent Reform Act),

directs OMB to establish clear direction regarding  investments in major information systems and to enforce
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that direction through the budget process.  The Clinger-Cohen Act mandates that each agency implement an

IT capital investme nt selection and review  process for m ajor investmen ts being mad e in IT.   CCA  also

requires agencies to establish an information technology investment review process to  ensure that IT

investments are: 1) aligned with the agency mission, 2) prudent, 3) successful, and 4) the best use of the

resource s.  CDC  has an IT  capital inve stment m anagem ent plan a nd certain  task orde rs issued un der this

contract may be required to undergo this review process.  In addition, CDC is developing, maintaining, and

facilitating the implementation of an information technology architecture.  Information Technology

Architecture (ITA) is the technology included in hardware and software used for information, regardless of

the technology involved, whether computers, communications, micrographics, or others.  The ITA project

covers all CDC/ATSDR organizations, collectively referred to as Centers, Institutes, and Offices (CIOs), as

a combined, single enterprise that promotes health and quality of life by preventing and controlling disease,

injury, an d disability.   

C.8 CONTRACT TASKS TO BE PERFORMED

Indepe ndently , and no t as an agen t of the Go vernm ent, the C ontractor  shall perfo rm wo rk as descr ibed in

individual task orders.  Quality, efficiency, cost effectiveness, and optimal utilization of resources are areas

of paramount imp ortance.  The contractor shall perform the following services as required, using state-of-

the-art approaches, integrating new methodologies, technology, and enhancements whenever possible.

The C ontractor  shall prov ide all nece ssary facilities, m anagem ent, super vision, labo r, training, eq uipme nt,

materials, and supplies and all other things, including third party licensing agreements, except as

specifically in dicated b y CD C, nece ssary to pe rform th e specified  services an d suppo rt as defined  in this

Stateme nt of W ork, for all C DC loc ations (inclu des non -Atlanta b ased loca tions) as spe cified in this

contract.

The majority of the work under this contract will be performed on-site at CDC involving substantial

interaction with a wide range of professional and support staff at CDC.  Support shall also be provided on a

per diem, as needed basis to users of CDC or authorized state health agencies LANs in any location in the

United S tates, or in oth er coun tries, in additio n to supp orting the  sites specified  in Attachm ent J.XX . 

Satisfactory performance includes technical knowledge and accomplishment of  tasks, as well as acceptance

and substantial interpersonal and professional interaction with all staff.

The Contractor shall adhere to all hardware, software, help desk, etc. core service measurements and

requirem ents listed in J.X X, Serv ice Leve l Measu remen ts - Contra ctor Serv ice Resp onse R equirem ents in

perform ance of th e work .  

The C ontractor  shall exerc ise its best efforts in  perform ing the req uired serv ices and sh all emplo y and re tain

competent, qualified personnel who shall perform services in a complete, prompt, accurate, courteous, and

efficient m anner. 

The Contractor shall ensure that all staff meets the physical security requirements specified by the CDC,

Office of Health and Safety, Physical Security/OPS,  regarding identification and access to parts of the

physical facility; and Automated Information Systems Security Program (see section H).  The Contractor

shall ensure that all employees adhere to the Government Standards of Conduct, the nonsmoking policy at

CDC and all other health, safety, parking and other requirements when performing work on CDC facilities

or visiting CDC  staff at CDC  fac ilities.

The Contractor’s Program Director and/or Manager, or other management personnel depending on the

situation, must be available to meet with the CDC Project Officers and other Government representatives at

CDC facilities.  Every attempt will be made to schedule such meetings at a mutually convenient time;

however, the Contractor may be required to meet in an emergency (as determined by a Co-Project Officer
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or other Government representative) with little to no advance warning, e.g., within 4 hours.  The Contractor

shall document these meetings, as determined necessary by the Project Officers, and provide, within 3

business days, the purpose of the meeting, the problems or discussion points, the outcomes, plan of action

with an a pprop riate sched ule of occ urrence , and any  other info rmation  pertinent to  the mee ting. 

When working at CDC facilities, the Contractor's regular on-site services shall be provided for an 8-hour

period (excluding lunch time), as specified in the task order, between the core hours of 7:00 am and 6:00

pm, M onday thro ugh Friday , excluding Fed eral holidays.  There  may be instan ces depend ing on the task

order requirements that broader time coverage will be required.  In addition, due to the nature of the on-line

computing environment at CDC and needs arising from emergency outages, problems, or requirements, the

Contractor may be requ ired to occasionally work outside the normal hours and d ays listed above.  Further,

in a few cases (e.g., bioterrorism needs, running the secure data network, etc.) the contractor may be

required to perform regular or emergency support and services under this contract on a 24 hour by 7 days

basis.

If services are interrupted to CDC/ATSDR's users, the Contractor shall immediately report the nature of the

problem or reason of interruption to the provided services.  In addition, the Contractor shall identify the

projected  resolution time to CDC’s Project Officers.  Subsequently the Contractor shall report steps to be

taken to p reclude a  reoccur rence.    

A. Transition and Startup

A smooth and orderly transition of computer support between the Contractor-supported

environment and the successful offeror’s environment is necessary to ensure minimum disruption

to vital Government business.   The Government anticipates a transition period of  90 calendar

days from award of the contract.  However, the total transition period shall not exceed 180 days.  

If applicable, the Contractor shall be responsible for obtaining any inventory used in support of

this follow -on con tract.

During the transition period of the contract, the existing Contractor shall continue the technical

work of the existing contract(s) until such time as directed by the Contracting Officer.  The

Contractor should anticipate receiving task orders for new work for the basic period of

perform ance w ithin the first 30 calendar days after award of the contract.  The Contractor shall be

prepared to begin new work within 30 calendar days of contra ct award  and be p repared  to

commence work on all task orders within 30 calendar days of issuance unless spe cified otherwise

in the task order.  Some work that requires delivery of specified products under the preexisting

CDC  program ming a nd mic rocom puter serv ices contra ct will contin ue und er that con tract until

comp leted or C DC d ecides to tran sition the w ork to this co ntract.

CDC has field offices throughou t the world and, if necessary, the Contractor shall provide support

to those locations both nationally and internationally, excluding hazardous duty areas as defined

by the U.S. Department of State.

In additio n to specific  inform ation secu rity proce dures an d require ments sp ecified he rein and in

task orders, each Contractor employee is required to report any security breach, or suspicion

thereof, to the applicable CDC Technical Monitor, Co-Project Officer or CDC Information

Systems Security Officer as soon as practicable.

The contrac tor shall perform the  following service s as required, using state-of-th e-art approach es,

integrating new methodologies and enhancements whenever possible.
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The contractor shall not recruit on Government premises or otherwise act to disrupt Government

business.

Upon contract award and following a contract start-up meeting, CDC will provide the contractor

with a list of designated CDC points of contact.  Within fifteen calendar days of a task order

award, the contractor shall inform the appropriate TM of incumbent personnel, who will not be

placed o n the task o rder. 

The co ntractor sh all have m anagem ent and a dministra tive supp ort in place  to receive ta sk reque sts

within two weeks after contract award.  Addresses, telephone numbers, and functional

respons ibilities shall be p rovided  to the PO  at this time. 

To allow maximum retention of corporate memory of incumbent personnel, the Government may,

at transition, grandfather those personnel into positions for which they do not meet the

requirem ents stated in  Section C  of this con tract.

The incumbent contractor may continue performance to complete all task orders issued prior to the

effective date of this contract, unless terminated earlier by the CO.

B.  Inform ation Sys tems and  Program ming S uppor t:

Typical programming support services which may be required under this contract include:

(1) Management of collected data, studying and analyzing, documenting, and developing

suppor t software sy stems:feas ibility analys es; cost/ben efit or other  elemen t/benefit

analyses; requirem ents and function s research, identification, con solidation, and ana lysis;

development and analysis of alternatives, including alternative studies; technology,

methodology, and application research and definition; economic analyses; source

definition; form, fit, and function analysis and definitions; standards identification;

documentation requirements research and definitions; resource research, definition,

analysis, estim ation, doc umen tation; gen eration an d discussio n of alterna tives, both

hardw are and so ftware; sys tem and  sub-system  definitions ; support re quirem ents

definition and justification; security research and analyses; technical definitions; project

management; and performance testing.

(2) Modeling; prototyping (hardware and software); benchmarking; reliability,

maintain ability, availab ility, and oth er relevan t analyses; w hich m ay invo lve testing, d ata

manip ulation, an d docu mentatio n develo pmen t; fundam ental algor ithm de velopm ent;

integration and interface requirements definitions and analyses; and system component

definition and an alysis.

(3) Application Sy stems Deve lopment, includ ing requirem ents analysis; systems an alysis;

system d esign and  program ming; d ocum entation; train ing assoc iated with th is reqirem ent;

system implementation and system  acceptance.  A variety of programm ing languages are

used by CDC and any of these may be required.  May include the development of

sophisticated software  for mode l simulation, enginee ring research, and  statistical analysis.

(4) Application Systems Maintenance, including maintenance of existing applications and

conversion of existing applications to an equipment or operating environment different

than that for wh ich they were o riginally designed.  A s specified in task orders,
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deliverables may include revised operational software, logs of changes and corrective

actions taken to ensure continued operation of production systems, and updated system

docum entation..

(5) Interpreting requirements and developing system and detailed design documentation,

such as design specifications, performance and/or functional specification, integration

plans and specifications, data base specifications, data modeling, development and

implementation plans, defining, integrating and implementing requirements and designs

for one or more programs or systems.  (See Section H for Exclusionary Language)

(6) Development of web server configurations, to include the integration of hardware,

software , web site d esign, we b conten t manag emen t and cyb rarian sup port. 

(7) Hardware/software/network design, prototyping, programming and testing, integration,

system testing, implementation, and maintenance testing and evaluation of hardware,

software, and communications to determine if the system is suitable for accomplishing a

particular job or mission.

(8) figuring, installing, evaluating, customizing, and maintaining software, including, but not

limited to, application, file/data base management, input/output, storage, security, and

data communications/distributed data base applications, detailed systems design,

program ming and  testing for operating sy stems and ex ecutive level software , regardless

of the typ e of app lication bein g suppo rted by th e host.

(9) Developing and maintaining documentation, including text and graphics, such as system

specification s, design an d functio n specifica tions, prog ram spe cifications, d ata

specifications, operationa l procedures/instruction s, user manua ls, maintenance m anuals,

training plans and  aids, security procedu res, and produ ction control proc edures.

(10) Application software development, using one or more productivity tools such as

applications/code generators, expert systems, spreadsheets, data base management

systems, configuration management systems, project management systems, and graphics

processors.

(11) Application software development using the fully integrated application development

systems of I-C ASE or C ASE tools.

(12) Development of algorithms or other processing tools and techniques for such activities as

manipulating data, converting data, performing analyses, testing and implementation.

(13) Data planning, monitoring and extrapolation, reduction, consolidation, manipulation

(including reform atting, translation, duplication), creation  and popu lation of data bases,

analyses (including quality analyses and ensuring data integrity), and interpolation,

analytical and ancillary support to data base applications, mass storage applications, and

other inform ation applications.

(14) Independ ent Verification and  Validation (IV& V) of requirem ents, specifications, designs,

products, integrated  units and system s, docume ntation, and imp lementations.

(15) Plan and perform software and data conversion of existing software applications from one

language or system to another, and/or from  one hardware platform to ano ther.
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(16) Perform special software engineering projects including the installation and operation of

specialized application and database development tools.  Diagnose and solve

hardware/software problems for these specialized environments.Hardware assessment

which m ay includ e softwar e to aid in the  overall asse ssment,  b enchm ark dev elopm ent,

testing and analysis, and the recommendation of alternatives.  (See Section H for

Exclusionary Language)

(17) Provide for database generation to include but not be limited to data input or conversion,

database  manag emen t systems an d coord ination w ith databas e mana geme nt person nel.

(18) Development and implementation of plans for the establishment, revision, or

improv emen t of large da ta bases, inclu ding co mplex  edit prog rams.  A  variety of d ata

base and file structures may be encountered.  Performance of scientific data management

functions by aggregating, manipulating, collecting, abstracting, coding, analyzing, or

interpreting  scientific data  containe d within in forma tion system s and data bases related  to

public he alth

(19) Statistical programming/analysis support including the analysis of data by SAS and other

statistical software program s.

(20) Technical writing and editing to develop documentation and user guides for systems and

applications developed by CDC, or produced under this contract.  Additional types of

manuals, reports, and other technical writing related to the scope of this contract may be

required.

(21) Provide documentation of all work performed including systems documentation, program

docum entation, so urce listings, so urce cod e, entity relatio nship dia grams ( ERD ), data

flow diag rams (D FD), da ta and pro cess mo dels, and o ther form s of descrip tive mate rials

as specified using CASE tools or other software packages as required.

(22) Data collection, data preparation, coding, data transcription, data entry and word

processing in direct support of programming services and database management activities

(23) Plan and perfo rm IT security fu nctions including  but not limited to: risk ana lyses,

vulnerability assessm ents, contingency  planning, system  accreditation, security aud its,

security training, analysis of physical and software security operations, both active and

passive, developing anti-intrusion systems for software, virus/worm/etc. detection and

neutralization, and p reventive me asures.

(24) Provide com puter security plans, rev iews, audits, and techn ical consultations.

(25) Provide orientation  and training.  Professio nal level training course s in systems,

networks, or specific functional areas identified in task orders.  Tasks may include

courseware development, and instructing agency personnel.  This may require; formal

classes, substantial preparation of training materials, highly specialized subject matter

instructors with specialized subject matter and teaching experience, and coordination of

all required activities.  Training methods may include; formal classroom training,

interactive video, computer-assisted training, Internet based training, individual tutoring,

and other effective methods as specified in individual task orders. Develop training

curricula and supporting materials (including audiovisual materials and computer based

training materials) related to the use of software, applications, and systems.  This includes

both development of new courses as required, and revision of existing courses as
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appropriate to incorporate new hardware/software technology or procedures.  Provide

training classes for these or CDC-developed curricula.  Training locations may be

anywhere and training audiences may include non-CDC personnel such as employees of

other Contractors, or state and local health officials according to the needs of the

Gove rnmen t.  Class registra tion will be C DC’s re sponsibility .  CDC  will sched ule

training an d coord inate with th e Con tractor.  Th e Con tractor shall p rovide a q uarterly

training schedule.

(26) Provide IT facilities operation, including but not limited to such tasks as: the mounting

and dismounting of tapes, system back-up, system recovery, batch job submission,

production control, system monitoring, system IPL, distribution of output, loading of

software, integration, tuning and monitoring of systems software,  generation of systems

statistics, mon itoring an d proble m resolu tion of ho st to client con nectivity an d data

comm unication s, loading o f paper an d ribbon s, and oth er tasks no rmally as sociated w ith

the opera tion of a co mpute r center.  O perationa l services in th e comp uter cente r are likely

to be required 24 hours a day, 7 days a week or any portion thereof.  Planning,

developing, scheduling, and coordinating the utilization, relocation, installation,

changing, ex pansion, rearran gement an d connection /disconnection o f compu ter systems,

and networks, including ancillary data stations, cabling, and environmental

considerations.

(27) Prepare and  make prese ntations (including a udiovisual aids an d software dem onstrations)

which will provide overviews and summaries of project/task status, system design, user

interface, etc.  Presentation locations may be anywhere and participants may include non-

CDC  personn el.

(28) Prepare special IT system and computer-related studies/analyses which provide a detailed

and comprehensive report on a set of specified objectives, requirements, and system

concepts; an ev aluation of alternative ap proaches for rea sonably achiev ing the objectives;

the identification of a proposed approach; and cost benefit analyses.  The specific nature

of such analyses and studies will vary in accordance with the diverse activities of the

Gove rnmen t.

(29) Perform  data and  inform ation com puter sear ches on  various to pics related  to this contra ct. 

This may in clude schedu led repetitive searches.

(30) Technical information support, including analysis and capture into databases of

intellectual co ntent of scie ntific, med ical, techno logical, or o ther specia lized inform ation. 

Index a nd prep are abstrac t or extracts fo r use in info rmation  systems. 

(31) Collect and organize data and text for visual and graphic presentation and for desktop

publishing applications.  Tasks will include:  (1) transferring files from statistical, word

processing, datab ase and adm inistrative applications to graph ics software application s;

(2) entry o f data and  text into gra phics softw are applic ations; and  (3) prepa ration of tex t,

charts and  visual aid m aterials used  in docu ments an d presen tation..

(32) Provide joint application design (JAD) facilitation.  Conducts group sessions with system

developers, users, and functional experts of the business process to identify system

requirements, functionality, interrelationships, data elements, report requirements, system

interface and operation, security needs, and other system features and operations.  May do

system or prototype demonstrations, conceptual diagraming, screen layout visualization,

flow charting, etc.
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(33) Develop multimedia information system applications by using authoring and other

software tools to develop interactive and presentation programs that combine text, data,

graphics, sound, images, and video.

(34) Provide production support to include, but not limited to the following: develop and

produce high quality, effective visual communication tools that shall be used for visual

presentations (i.e. in conjunction with speeches, meetings, training courses, exhibits for

public display, and/or special exhibits), and publications of documents, (i.e. research

papers and agency users m anuals).

(35) Provide support incidental to development of information systems and preparation,

packaging  and distribution of larg e-scale docum entation produ cts.

(36) Perform various quality assurance and quality control functions such as reviewing

software code, performing tests and benchmarks for application functionality and

performance, etc.

(37) Provide web page development , enhancement, and maintenance.

(38) Implement production support procedures for input data, internal processing and output

disposition.  Investigate and correct problems causing incorrect input or output  Analyze

system input data and error transactions.  Develop computer processing schedules and

review operational status of schedule for accuracy, timely delivery of products, and

efficient utilization of resources.  Establish, operate, maintain, document, and deliver

records and files generated or used.  Maintain a central library of source program

statemen ts, object pro grams a nd related  control sy stems.  

(39) Identifying, analyzing,  and effecting resolution of hardware/software/network problems

to include, but not limited to the following: trouble shooting; fault isolation; problem

management; hardware/software evaluation, testing, installation, and training;

configuration developmen t and maintenance; hardware m aintenance, and board

replacemen t; implementation  of software interfaces; an d on call services.

(40) Specialized Workstation Support

Provide  specialized  worksta tion supp ort using v arious typ es of sour ce docu ments w ith

differing degrees of complexity, to include, but not limited to the following:  Input

services on a variety of systems which may include, but is not limited to CAD, and GIS;

administrative functions, such as planning and managing the delivery of services, and

coordination with the Government on the receipt and the delivery of end products; design,

set-up and implementing special input formats; transmit and receive data; document

procedures for inputting data; control the receipt and transmission of data; data coding;

data prep aration an d distributio n; and o perate co mpute r graphic s equipm ent, and d ata

plotting equipment, as required by each task order.

B. DATA ENTRY AND KEY-PUNCHING SERVICES

Data entry and key-punching services including: off site  data entry/key-punch onto mainframe

computer tapes with delivery to CDC; off site data entry/key-punch onto microcomputer diskettes

or CD’s with delivery to CDC ; off site data entry/key-punch onto any media with delivery

perform ed via da ta comm unication s over a telep hone line  into a CD C com puter; and  on site data

entry into a CDC-provided microcomputer hardware & software.
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C. USER INFORM ATION/HELP D ESK :

(1) Develop, implement, staff, and maintain a users information center/help desk activities

and provid e the following su pport services:  M aintain a user inform ation center/help de sk

to address issues such as hardware, software, communications, applications and program

questions; assess current and new off-the-shelf software packages; provide user training

program(s) for new software and/or hardware integrated into the user’s current and/or

proposed configuration.

(2) Provide  user supp ort for app lications and  systems a s specified b y individ ual task ord er. 

Tasks may include: (1) triage problem and request calls; (2) record the details of the

problem or request for service (including user name, organ ization, telephone number,

date and time of report, and date and time of resolution) into an on-line problem tracking

system as specified in the applicable task order; (3) refer problems or requests that cannot

be resolved or that are not related to the scope of this contract to appropriate CDC staff as

determined  by the Co-P roject Officer; (4) use softw are systems and  databases, man uals,

vendors and other resources to answer questions or resolve problems; (5) collect statistics

on ca lls, pro blem s and  resol ution s; (6) r espo nd to  user in quiri es reg ardin g the  prob lem's

status; (7) provide updates to the user regarding the problem's status when the projected

completion time for problem resolution given the user changes by more than 50% of the

projected time last give n to the user; (8) m onitor and do cument the statu s of the request

until its resolution; (9) develop and maintain a problem resolution knowledge database;

and (10) conduct follow-up surveys with callers related to quality and timeliness for user

support activities.

(3) User Support and LAN Team

The Contractor shall provide the technical skills, and tools necessary to support end user

and LAN team requirements for help desk and maintenance support.  The Contractor

shall prov ide a help  desk sup port cente r to hand le and pro cess service  request an d help

calls. 

(4) Provide and Operate Help Desk, Hotline, and Problem Tracking System

The C ontractor  shall prov ide, opera te, and m anage a  help desk  and ho tline solely

dedicated to support of CDC and ATSDR. The hotline shall serve as a CDC- wide

resource  for repor ting prob lems and  requests fo r assistance w ithin the sco pe of this

contract for any user of CDC-provided systems and bar-coded equipment, hardware,

peripherals, including CDC staff members, CDC contractors, or any other user of CDC

equipme nt as deemed  appropriate by  the Project Officers.

(5) Help Desk Operations and Hotline

CDC ’s centralized  requests fo r service or  problem  resolution  shall be triage d by this

hotl ine. The help desk shall  be staffed between the hours  of 7:00AM and 5:00PM,

Mon day thro ugh Frid ay, exclu ding Fe deral holid ays.  The  Contra ctor shall log  all

incoming call information to include, but not l imited to,  cal ler  identificat ion (ID),  time

and date of call, etc.  The Contractor shall provide all data fields (to include purpose,

description, etc.) to be used in logging, tracking, monitoring, and reporting calls and

requests for assistance to the government in the initial transition plan.  As required during

the life of this contract data fields may be added or deleted (within the parameters of the

Help Desk  Software pac kage) as reque sted by the Project O fficers.
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Contractor’s he lp desk staff answe ring the hotline shall (1) triage p roblem an d request

calls, (2) record the details of the problem or request for service (including user name,

organization, telephone number, date and time of report, and date and time of resolution)

into an on-line pro blem tracking  system ma intained on the C ontractor’s equipm ent unless

otherwise agreed to by the Contracting Officer, (3) refer problems or requests not related

to the scope of this contract to appropriate CDC staff as determined by the Project

Officers, (4 ) resolve p roblem s over the  telephon e, if possible, (5 ) dispatch o n-site

assistance to the user’s site in the major geographic area specified in Attachment J.XX,

when resolution over the telephone is not possible, (6) respond to user inquiries regarding

the problem’s status, (7) provide updates to the user regarding the problem’s status when

the projected completion time for problem resolution changes, (8) monitor and document

the status of the request until its resolution, (9) develop and maintain a problem resolution

knowledge database, and (10 ) immediately notify the appropriate Technical Mo nitor,

Project Officer,  CIO IRM Coordinator, and CDC ISSO Security Officer (names to be

provided upon award of a contract and as updated), of any known, reported, or suspected

breeches in system s security or threats to integrity of sy stems and pro cesses.

Over the course of the contract, the Contractor shall monitor the frequency of hotline

usage and blockage from concurrent callers and make recommendations for expanding or

reducin g the nu mber o f telephon e lines and  coverag e.  The C ontractor  shall answ er all

calls to the ho tline/help d esk within  five rings. 

CDC  reserves th e right to co nduct ind epend ent traffic stud ies of calls and  call patterns to

determine whether there are a sufficient number of telephone lines and whether the

contractor’s number and skill mix of staff for this function is reasonable to provide

satisfactory performance.

D. LOC AL A REA  NET WO RKS  (LAN ), ME TRO POL ITAN  ARE A NE TW ORK S (MA N), 

WIDE AREA NETWORK (WAN), AND SYSTEM MANAGEMENT SUPPORT 

Manag ing comp uter systems and  networks to inclu de, but not limited to, the fo llowing:  Intranets,

Internet, Electronic Commerce, Electronic Data Exchange, and any other associated networking

systems, including  the support nec essary to develop , implemen t and maintain su ch systems;

provide and implement fail-safe security including incorporation of virus detection software and

restart/recovery from virus attacks, and backup procedures in accordance with Government

regulations; integrate, install, and bu rn-in comp uter/network co mpone nts and associated fu nctions;

networ k installation ; ensure sch eduled p reventive  mainten ance is pro perly and  prom ptly

performed; contact vendor for rem edial emergency repairs when ha rdware malfunctions occur;

maintain the maintenance records on the equipment; and develop operations, administrative, and

quality assurance back-up plans and procedural documentation.

E. MICROCOMPUTER CDC-WIDE REQUIREMENTS

The CDC-Wide centralized support specified below shall be performed by a staff of Contractor

emplo yees resp onding  to the troub le calls receive d by the  hotline. Th e contrac tor’s staff for th is

portion of the contract shall also include Local Area Network (LA N) and Wide A rea Network

(WA N) exp erts - - LAN  Team  -- for troub leshootin g LAN  and W AN p roblem s on an ad  hoc basis. 

The Contractor shall provide preventive and remedial maintenance required to meet system

availability and performance requirements as specified in the individual task orders.  The

Contractor sha ll report on the status (e.g., perform ance degrad ation, upgrade  recomm endations,

usage or excessive usage, problem resolution) of LANs to the Project Officers.  The Contractor

shall define  and im plemen t the prob lem m anagem ent and re solution p rocess to en sure app ropriate
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and timely problem response, resolution, and escalation.  Requirements include: help desk;

computing suppo rt, LAN team, hardware an d software maintenance, inventory m anagement, spare

parts, repair, w arranty w ork, and  problem  tracking a nd repo rting, upg rade of tec hnolog y, for all

microc ompu ter system  or system -conne cted com ponen ts as listed in the C DC-w ide standa rds. 

(1) User Support and LAN Team

The Contractor shall provide the technical skills, and tools necessary to support end user

and LAN team requirements for maintenance support.   The Contractor shall identify,

isolate, track, report, and resolve end user hardware and software problems.  The

Contra ctor shall m odify an d main tain deskto p config urations, an d perfor m supp ort. 

Suppo rt  may ra nge from  simple (e.g ., movin g a printer f rom o ne location  to anothe r) to

complex (e.g., troubleshooting entire networks).  Support includes installing, uninstalling,

reinstalling, adding a device, etc.  The Contractor shall provide preventive and remedial

maintenance required to meet system availability and performance requirements as

specified in the individu al task orders.

(2) Problem Tracking System

The Contractor shall provide, operate, and man age a problem tracking system in supp ort

of CDC and ATS DR. The problem tracking system shall serve as a CDC-wide resource

for tracking, reporting, monitoring, and resolving problems and requests for assistance

within the scope of this contract for any user of CDC-provided systems and bar-coded

equipment, hardware, peripherals, including CDC staff members, CDC contractors, or

any other user o f CDC  equipme nt as deemed  appropriate by  the Project Officers.

(3) Service Request Tracking and Reporting

The Contractor shall define and implement a problem management, response, and

resolution process to ensure appropriate and timely problem response, resolution, and

escalation.  The Contractor shall provide varying levels of problem tracking, trend

analysis and management reporting to the Project Officers to demonstrate the success of

the contractor’s operations or changes needed.

The C ontractor  shall create an  auditable s ystem fo r tracking  CDC -Wide  suppor t requests

which shall include the user’s name, organization, telephone number, date and time of

request, date and time of repair, serial and property number of the component or parent

system, the make, model, and processor chip of the PC  requirement service (in three

separate database fields) and parts and/or labor involved in repair, maintenance, or

support service.  Upon completion of each service request, the Contractor shall ask the

requesting CDC user or other CDC representative to sign a completion form, indicating

the date and time the work was completed.  The Contractor shall provide all data fields

(to include purpose, description, etc.) to be used in logging, tracking, monitoring, and

reporting  calls and req uests for assista nce to the  govern ment in  the initial transition  plan. 

As required during the life of this contract data fields may be added or deleted (within the

param eters of the h elp desk so ftware pa ckage) a s requested  by the Pr oject Offic ers. 

Attachment J.XX shows a sample list of data fields currently utilized or available to CDC

and is provided  for information  purposes.
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(4) Callbacks for Closed But Unresolved Problems

The Contractor shall report any calls that are identified as problem resolved and closed,

and the u ser calls back  stating that the  same p roblem  exists or is still being  encoun tered. 

The contractor’s system shall flag these calls for special handling and reporting to CDC’s

Project O fficers. 

(5) On-line, Interactive, Pro blem Trac king, Repo rting, and Reso lution System an d Database

The Contractor shall provide an on-line problem tracking, reporting, and resolution

system su ch as Ne twork A ssociates Su pportM agic wh ich shall be  accessible v ia

Windows workstations over the CDC WAN . This system must be available to designated

CDC officials on-line, real time and accept data from other CD C SupportM agic or ASCII

files databases so that agency-wide data can be consolidated and summarized when

required.  It shall be the con tractor’s responsibility to conso lidate and sum marize these

database s if requested  by the Pr oject Offic ers. 

In addition, the Contractor shall maintain an on-line database of all requests for hardware

and softw are repair, m aintenan ce, installation , and con figuration  suppor t which sh all

include, at a minimum, the user name, organization, telephone number, date and time of

request, warranty status of equipment serviced, and date and time of work completed,

serial and property number of the component or parent system, and parts and/or labor

involved in the work. This database should be part of the on-line problem tracking and

resolution system. In addition to on-line and interactive accessibility, the system must be

capable of providing to the designated CDC official customized reports to CDC by

organiz ation, pro blem, u ser, or equ ipmen t/software.  T he Co ntractor sh all provid e all data

fields (to include purpose, description, etc.) to be used in logging, tracking, monitoring,

and reporting calls and requests for assistance to the government in the initial transition

plan.  As required during the life of this contract data fields may be added or deleted

(within the parameters of the help desk software package) as requested by the Project

Officers.

(6) Problem Resolution

In addition to the on-line problem tracking data system specified above, the Contractor

shall develop and maintain an on-line problem  resolution system on the Contractor’s

equipm ent. This sy stem sha ll be used to  record u ser questio ns and ap propriate  answer s to

user questions. This system should be part of the on-line problem tracking system and

information and data shall be provided to CDC upon request. The database of questions

and ans wers sha ll be the pro perty of C DC at th e end of  the contra ct. CDC , at its

discretion, m ay prov ide the C ontractor  with que stions and  approp riate answ ers to assist in

the development and operation of the database to assist the Contractor in providing ready

responses to user inquiries.  The Contractor shall provide all data fields (to include the

purpose, description, etc.) to the government in the initial transition plan.  As required

during the life of this contract data fields may be added or deleted (within the parameters

of the help  desk softw are pack age) as req uested by  the Projec t Officers. 

(7) Conso lidation of C DC-w ide and D edicated T asks Data

The contractor’s problem tracking database and reports shall be available for use by CDC

to incorporate data from the individual task order on-site support if required by the CIO

as well as ce ntralized h otline user su pport.
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(8) Remote Support by Telephone

The Co ntractor shall provide  telephone sup port as needed  to CDC  locations outside those

areas requiring on-site (CDC-wide and dedicated tasks) support.  Hardware service for

these locations shall be provided by diagnosis via a telephone or written communication,

when possible, and correct part(s) and installation instructions packed and shipped by the

Contractor.  This portion of the contract is not estimated to exceed 5% of the entire

contract. 

F.  MICROCOMPUTER HARDWARE MAINTENANCE, REPAIR, AND SUPPORT

The C ontractor  shall prov ide micro processo r hardw are repair fo r all CDC  equipm ent curren tly

owne d or that m ay be acq uired thro ughou t the course  of this con tract’s period  of perfor manc e. 

This includes de sktop work stations, laptops, network  file servers, application servers, da tabase

servers, comm unication servers an d other processo rs. It also includes add-on  boards of all types,

all peripherals including printers, modems, external disk drives, graphics equipment, imaging

equipment, CD-ROM  readers, writers, etc.  Attachment J.XX lists a historical summary of Service

Calls by T ype ov er the last two  years. 

This sup port is requ ired for all loc ations in A tlanta and a ll major loc ations spec ified for on -site

suppor t.  Howe ver, the m aintenan ce respon se times spe cified in A ttachme nt J.XX a re applica ble

only to CDC offices in Atlanta, Hyattsville,  Morgantown, Cincinnati, and Washington, D.C.

Support for other locations, if there is no dedicated task order in place, shall be provided

telephonically when possible, and by shipment of required spare parts or on a per diem basis when

authorize d by the  Project O fficers. 

(1)        Ad Hoc On-Site Sup port for Remote Users

A few CDC employees are assigned to work in locations not listed on Attachment J.XX,

such as Morehouse University and Emory University.   The Contractor shall provide ad

hoc on -site suppo rt as required  to suppo rt these rem ote CD C locatio ns within  the Atlanta

Metrop olitan area.  T ravel costs a re a reimb ursable ex pense u nder this co ntract in

accorda nce with  FAR  Part 31.  If th e Con tractor rece ives a requ est for on-s ite suppo rt at a

location not identified in Attachment J.XX, approval of the Project Officers must be

obtained  prior to pro viding su pport at tha t location. 

CDC will provide the Contractor with a LAN point of contact (name, address, telephone

numbe r) at that location, for coord ination, prior to Co ntractor com mencing  work for these

types of c alls and sites.  

(2) Support of Employees on Flexi-place

Support shall be provided for CDC employees working at their homes under the

Government’s “Flexi-place” program.  The Contractor shall initially provide telephone

suppor t  for “Flexi-p lace” em ployees .  If telephon e diagno sis and pro blem re solution is

not possible, the equipment should be brought by the CDC employee to a designated

CDC location listed in Attachment J.XX.  Requests for on-site -support must be approved

in advance b y the Project Officers.
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(3) Installation, Assembly, and Testing Support

The C ontractor  shall prov ide initial installatio n suppo rt for new  microc ompu ter system s. 

This includes assembling microcomputer hardware and software into user-defined or user

organization standard configurations, setting up, and testing the fully functioning

microcompu ter system for the user.  Testing will consist of running all standard

diagno stics and test  pr ocedu res for hard ware co mpon ents and e nsuring  software  is

operation al.

Assem bling and  testing of ne w system s may b e done e ither in the u ser’s  work  area, if

space is available, or at the contractor’s facility. If assembling and testing is to be done

outside the user’s work area, the Contractor shall arrange for picking up hardware and

software from the user, preparing and leaving a receipt with the user or property custodial

officer, for ite ms pick ed up, p roviding  any nec essary tran sportation , and deliv ering fully

assemb led and te sted system  to the user.  

If assembly and testing are done at the contractor’s facility, the Contractor shall unpack

and ver ify that equ ipmen t is received w ithout dam age, establish  that the equ ipmen t is in

proper working order, develop appropriate cabling and prepare special cables as

necessary , and assem ble and c onfigur e comp lete functio nal office sy stems acc ording to

user and other CDC specifications.  This same requirement exists for assembly and

testing at go vernm ent location s. 

In all instanc es, the Co ntractor sh all leave C DC u sers all disks, C D-RO Ms, do cume nts

and records arriving with the shipment, e.g., manuals, invoice, warranty, bill of lading,

and packing slip.

The Contractor shall install microcomputer configurations in CDC user offices, including

assisting users in recommending electrical and telecommunication connections and

planning of furniture and other ergonomics considerations.  The Contractor shall provide

support in reconfiguring installed systems including relocating microcomputers and

peripherals, changing internal components, installing new software and upgrades, and

setting switches as appro priate to meet new  requiremen ts.

Any calls for repair or services of equipment which is not identified in the CDC and

ATSDR  Microcompu ter and LAN Standard s shall be referred to the Project Officers

before th e Con tractor resp onds to th e request.

(4) Equipment Repair and Spare Parts Replacement

The Contractor shall be logistically prepared to provide spare and repair parts to satisfy

the contract response and resolution times identified in Attachment J.XX.  The Contractor

shall provide necessary logistics and technical operations to support the service

requirements, and ensure quality repairs for whole unit and computer peripherals. For

those locations requiring CDC Wide, on-site support, the Contractor shall repair and

service eq uipme nt at the user  site, when  possible, o r remov e equipm ent or com ponen t to

Contractor facility when necessary.  Hardware service for locations outside the major

areas specified for on-site support in Attachment J.XX shall be diagnosed and resolved

via the telephone.  When telephone diagnosis is not possible, the trouble call shall be

referred to  the Projec t Officers fo r disposition .   
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The Contractor shall use original equipment manufacturer (OEM) spares, refurbished, or

trade-in/swap parts, whichever is lowest in price, unless otherwise approved by the

Project Officers.  Third party spare parts shall also be submitted for approval by the

Project O fficers.  

When non-OEM parts are used, they shall be consistent and in compliance with OEM

specifications to ensure operability and serviceability.

The C ontractor  shall inspec t and test equ ipmen t after the item  is repaired to  ensure th at all

parts are functioning in a manner equal to or better than the parameters set forth in the

manu facturer’s sp ecifications ( to insure th at the repair h as been a ccom plished co rrectly

and the re ported co ndition h as been c orrected) , all parts are sec urely m ounted , wiring is

properly rou ted and laced, circu it boards are secure, m oving parts are free  of obstructions,

and the item is clean.  This inspection and testing shall be completed prior to the

Contractor requesting user sign-off.

(5) Warranty W ork

The Co ntractor shall coordin ate all warranty repairs b y either perform ing the repairs,

acting as an authorized warranty representative of the equipment manufacturer, or

coordin ating the w arranty se rvice with  the OE M or o ther autho rized wa rranty pro vider. 

The Contractor should also apply and become an authorized warranty repairer of OEM

that has the se progra ms. 

If warranty repair is to be made by a local vendor, the Contractor shall contact that

vendor, verify warranty coverage information provided by the Government, and arrange

delivery and pick-up of the item from the local vend or.

For all warranty work, the Contractor shall ensure that appropriate database information

for tracking and reporting purposes, reflect the full description, property/serial number,

date of requested shipment, and estimated return date.

The Contractor shall provide packing, crating and handling services for any items which

must be shipp ed for warran ty repairs.

If required  by the O EM o r vendo r, the Gov ernme nt will prov ide proo f of the w arranty

(date of ins tallation, pur chase ord er num ber, etc.). 

In the eve nt warran ty covera ge is denie d by the  warran ty provid er, the Co ntractor sh all

refer the issue to the Project Officers for resolution.

The Contractor shall report on a monthly basis, the type and kind of warranty work being

done an d the estim ated cost sav ings as a resu lt of the wa rranty w ork that is no t billable to

the contra ct.  This inclu des identify ing any  parts (spare  or repair) th at were u sed in

warranty repair work.

(6) Expedited Transportation

Use of expedited transportation means in order for the Contractor to meet contract

requirem ents mu st be appr oved in  advanc e by the P roject Off icers.  If need ed, on-site
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secure sp ace ma y be pro vided fo r easy acc essibility to a lim ited num ber of co mmo nly

used spare parts at CDC facilities in Morgantown, Cincinnati, Hyattsville, and Atlanta on

a space available ba sis.

(7) Equipment Removal Procedures

Whe n equip ment m ust be rem oved fro m CD C facilities for  repair, the C ontractor  shall

follow the procedures of the CDC M aterial Management  Manual Guide and obtain an

approv ed CD C Form  0.993 (P roperty A ction Re quest) fro m the u ser or pro perty

custodian  prior to rem oval of th e equipm ent. 

(8) Loaner Equipment

Loaner equipment is defined as contractor-acquired Government property that can be

provided to an end-user while the problem equipment is being repaired.  The use of

loaner equipment is an acceptable way to meet the contract’s required response time,

provided that there is no loss of functionality is experienced by the end-user, and that the

loaner computers and file servers meet the specifications of the CDC and ATSDR

Microcomputer Standards and Guidelines. Contractor acquired loaner equipment shall be

treated as Government Property in accordance with the requirements of FAR Part 45,

GOVERNMENT PROPERTY.

(9) Parts Tracking and Inventory

The Contractor shall track all parts removed from CDC -owned equipment and later

refurbish ed or sw apped  for equiv alent parts th rough  the man ufacturer  or third pa rty repair

vendo r, including  the associate d cost for th e repair or r eplacem ent. Wh enever r epair

involves exchange of CDC bar coded parts for equivalent, the Contractor shall inform the

CDC Property Office of the description and serial number of the replacement parts.  The

Contractor shall ensure original barcode is affixed to replacement equipment when

returned . 

(10) Technical Manuals, Drawings, and Specifications

The Co ntractor shall com ply with the app licable equipm ent technical ma nuals, drawing s,

and specifications as required to maintain the equipment. The original design and

functional capabilities of the item being repaired shall not be changed except as

authorized in writing by the Project Officers.  In addition, the Contractor shall maintain a

technical m anual, dra wing, d rivers, and  specification s library to ass ist in provid ing timely

and resp onsive se rvice to C DC.  

(11) Shipment for Repair Packing, Crating, and Handling

If shipment for vendor repair is necessary, Contractor shall provide packing, crating, and

handling services. The Contractor shall inspect each repaired item and advise the Project

Officers o f any m isidentified, in comp lete, or dam aged pr operty. 

(12) Cost of Repair Prohibitive

When ever return of the m icrocomp uter system to go od operating  condition is cost

prohibitive (defined for this purpose as requiring repairs that cost in excess of 50% of the

original cost of the system or its currently available replacement, whichever is less) or not
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technically possible, the Contractor shall advise the Project Officers or other designated

contact for approval prior to commencing the work.

(13) Repair U sing Go vernm ent Furn ished Sp are Parts

The G overnm ent may , from tim e to time, p rovide G overnm ent-furn ished spa re parts to

the Con tractor for in stallation and  use in go vernm ent equip ment. W hen C DC sto ck parts

are used for on-site repair, the removed parts or components are to be returned to good 

operating condition, at a cost of no more than 50% of the cost of a replacement part (new

or refurbished w hichever is less), and stored  as governm ent-owned  spare parts.

If shipment for vendor repair is necessary, Contractor shall provide packing, crating, and

handling services.  If return to good operating condition is not possible technically or due

to cost as described ab ove the Co ntractor will provide  the part to the prope rty warehou se

at CDC along with the property tracking information for disposition.  The Contractor

shall inspect each repaired item and advise the Contracting Officer of any misidentified,

incomplete, or damaged property.

(14) Contractor Damage to Government-Owned Equipment

If the Co ntracting O fficer determ ines that G overnm ent-ow ned equ ipmen t, parts, or tools

have been damaged by the Contractor, the Government reserves the right to require an

adjustment in the contract’s fixed fee.  Fee adjustment shall be mutually negotiated

between the Contractor and the Contracting Officer.  If mutual agreement is not reached,

any adjustment shall be unilaterally determined by the Contracting Officer and resolved

in accordance with the Disputes Clause, FAR 52-233-1.

G.  MICROCOMPUTER SOFTWARE SUPPORT REQUIREMENTS

(1) Genera l Softwar e Supp ort:

The Contractor shall provide commercial off the shelf (COTS) software installation, integration,

optimizing, operation, user orientation, problem identification, tracking, and resolution.  Supported

software includes, but is not limited to, the following general types of packages: word processing,

spreadsheets, database, SQL, statistical, graphics, programming languages and tools, imaging,

multimedia, telecommunications, calendaring, local area networks, integrated menu system, and other

personal productivity tools. The Contractor shall provide technical support to CDC to operate and

integrate its various netw orking softwa re products and  comm unications protoc ols.

The Contractor shall provide support for Novell NetWare, Windows operating systems, limited Unix,

and any other networking software and communication products as may be implemented, as well as

integrating  those netw orks into C DC’s w ide area n etwork  environ ment an d the Intern et.

The Contractor may  use on-site and off-site Contractor staff, technical manuals, software

documentation, prime vendor support (as arranged by the Contractor), general microcomputer

technology experience, knowledge bases, commercial bulletin boards, and other resources to resolve

questions  and problems. The Contractor may also seek assistance from designated CDC staff, as

determined by the Project Officers, to provide assistance; however, the Contractor shall minimize such

assistance.

The CDC/ATSDR M icrocomputer and LAN Standards

http://intranet.cdc.gov/irmo/standards/irmstd62000.htm), updated and published semi-annually or as
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needed, specifies support levels of I, II or III. The Contractor response time support requirements are

tied directly to the standards a s indicated in Attachm ent J.X entitled “Co ntractor Service R esponse

Requ iremen ts.”  The C ontractor  is required  to provid e technica l support a nd prob lem reso lution for a ll

Levels I an d II com mercial m icrocom puter softw are pack ages in use  at CDC .  

The Contractor will provide “best effort” technical support, and problem resolution for level III

software. CDC may, at its discretion, provide the Contractor with copies of software (other than

priority software) and/or documentation for packages that require general support. The Contractor may

be requ ired to sup port CD C-dev eloped m icrocom puter softw are applic ations. In the se cases, C DC w ill

provide the Contractor the software, documentation, and training so the Contractor can provide general

support for the operation of the application.

The sof tware de signated a s Level I an d Leve l II of the C DC IR M Stan dards is co nsidered  as “priority

software” by CDC.  The Contractor shall be thoroughly familiar with priority software and shall have

access to inf ormatio n and/o r resource s necessary  to fully sup port and  answer  question  and han dle

problem s regardin g its use up on com menc emen t of the con tract.  CDC  may ad d addition al software  to

the priority list at its discretion but no more often than semiannually.  The changes to the CDC IRM

Standar ds will be p rovided  to the Co ntractor, po sted on C DC’s In ternet and  will be effec tive in this

contract upon publication. CDC may, at its discretion, provide or authorize the Contractor to obtain a

copy o f the softw are and d ocum entation fo r each pa ckage in  the priority  list.

The Contractor shall provide support for the most current release of software as specified in the CDC

standards plus the immediate prior version to the current release.

Whe never C DC p rovides a ny softw are to the C ontractor , the Con tractor shall ag ree to com ply with a ll

applicable copy right laws and license  agreemen ts.

(2) Software Copying and Distribution

The Contractor shall, as required, reproduce software on prescribed m edia, in accordance with software

licensing and copyright limitations, for the purpose of distributing software to CDC staff, LAN

administrators, or other CDC software users as specified.  The Contractor is responsible for verifying

the extent of software license limitations and shall not interpret any Government request as an

authorization to ex ceed those limitations.  T he Contrac tor may be re quired to ma il or otherwise

distribute software to such recipients. The Contractor will provide media (e.g. CD-ROM, diskette) as

part of this service.  The C ontractor ma y also be required  to electronically distribute softw are across

local and   wide are a netwo rk conn ections to v arious file serv ers or indiv idual PC S, as requir ed, within

applicable licensing an d copyrigh t limitations.

(3) Data and Information Protection

The Contractor shall protect the data and information resources of CDC when working on PC, LAN,

server or related hardware or software.  The Contractor will consult with the user, the user’s

managem ent, the organization’s LAN Adm inistrator, CIO ISSO (Information System Secu rity Officer),

or Project Officers to ensure steps are taken to protect the data and information through such means as

backing up  the data before w ork com mences.

When it is determined that sensitive or confidential data or information resides on the system, steps

will be taken to ensure that the data is not disclosed or made available for disclosure(also see Section

H.XX, AIS Security Requirements).  For example, hard disks containing sensitive or confidential

information should not be sent to other vendors or the OEM for repair, or warranty work without taking

steps to preclude the disclosure of the data, such as purging, encryption, etc.   In all instances where
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removal of a devisce is authorized with non-public sensitive or critiacal information still on the device,

such as fo r data reco very attem pts, the AT SDR  or CIO  ISSO, as a pprop riate, and the  CDC  ISSO sh all

be notified – before the action is taken – by e-mail of the action including date/time, device, description

of the informa tion remaining  on the drive/dev ice, and the nam e of the authorizing  individual.  These

steps should be taken in consultation with the user and user’s security representative.

The Contractor shall wipe (purge) data from hard to floppy disk drives and conform to the certification

proced ures of C DC fo r excess co mpute r equipm ent, as requ ested.  The  Contra ctor shall rem ove all da ta

and software from the hard drive(s) in such a manner that the removed files can not be recovered using

standard tools and methods, including unerase, sector-level read/copy, disk repair/recovery, etc.  (The

process(es) shall be defined and/or amended in writing, and shall be authorized by the Pro ject Officers

before b eing im plemen ted.)  After re mova l of the targe t files, the Con tractor shall m ark the de vice with

an appropriate certification sticker, and sign and date the “Property Action Request” paperwork be fore

the device is sent to the C DC Pro perty Office as exc ess.

       H. ADDITIONAL TASK ORDER SUPPORT REQUIREMENTS:

As indicated above, each CIO has its own unique support requirements.  The specific support required

for each CIO will be defined by the Statement of Work included in separate task orders.  The nature of

support required could include any work described elsewhere in the contract Statement of Work.  Such

suppor t could inc lude LA N Ad ministratio n, WA N supp ort, addition al on-site use r suppo rt, multim edia

support, user training, video teleconferencing support and one-time “surge”requirements such as the

removal, transportation and reinstallation of IT equipment associated with the relocation of a CDC

organization to a d ifferent building.  Som e CIOs issue task o rders to establish a local help d esk

dedicated solely to assisting users in that organization. In such instances , the level and nature of

suppor t required  by the C DC W ide Help  Desk an d suppo rt team w ill vary dep ending  upon th e specific

task order requirements. The Contractor shall report on the status (e.g., performance degradation,

upgrade recommendations, usage or excessive usage, problem resolution) of LANs to the Technical

Monitor as specified in individual task orders. In any event the Contractor shall support the

microcom puter requirem ents (to include specialized  requiremen ts) as identified in each issued task

order.

After hours emergency response may be required in performance of these task orders and the

Contractor shall establish an after-hours emergency notification system for responding to emergency

support requ irements.

       I. TRAINING FACILITY:

The Contractor shall provide a training facility, within a 10-mile radius of CDC headquarters facility,

which will accommodate 30 people, with a minimum of sixteen (16) computers (2 people per computer

and 1 for the instructor) and one LAN  attached high speed printer.  Required workstation software

(most cu rrent versio n), as listed in C DC/A TSDR  Microc ompu ter and L AN Sta ndards/G uidelines.   A ll

computers and  workstations must meet the configuration stated in the CDC and ATSDR

Microc ompu ter and L AN Sta ndards/G uidelines.   T he com puters m ust be linke d with a L AN tha t meets

CDC LAN standards including CDC standard server(s) with Novell NetWare 4.x or greater and

Windows NT 4.x and virus protection software.

The room must have a high quality projection system connected to the instructor’s PC to display the

PC screen to the class, white boards, easels, VCR, and display, and overhead p rojector.

The roo m shou ld be equ ipped w ith videoc onferen cing equ ipmen t comp atible with C DC’s e quipm ent to

envision  training clas ses to the no n-Atlan ta sites.  
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Hardware and software shall be enhanced, refreshed, upgraded or replaced by the Contractor as

required to meet CDC/ATSDR M icrocomputer and LAN Standards/Guidelines.  It is anticipated that

the standards may change on an semi-annual or yearly basis.   Workstations/server hardware and

software shall be evaluated on an annual basis for technology refreshment so that training can be

provide d for CD C’s curre nt and fu ture techn ology e nvironm ent. The tra ining roo m shall co mply w ith

the specifications stated in these stan dards.

The roo m mu st be easily ac cessible to all A tlanta locatio ns and th e contrac tor’s facility. 

C.9 ORGANIZATIONAL/ADMINISTRATIVE CONSIDERATIONS

(a) In addition to the CDC-wide support requirements, each of the Centers, Institutes or Offices

(CIO’s) listed in the background section has its own unique organ izational structure, and it’s

own unique IT an d IRM need s and applications.  Generally, this dedicated task order support

shall be provided on-site on a full- time basis.  The Government will provide necessary space,

furnishin gs, equip ment, etc . for this on-s ite suppo rt. 

(b) CDC-W ide Technical Oversight and Project Management.  Technical and project

management oversight of the CDC-Wide support requirements shall be performed by the

Inform ation Re source M anagem ent Office  (IRM O) throu gh desig nated Pro ject Officer s. 

(c) Dedicated Tasks Technical Ov ersight.  Technical oversight of the dedicated on-site support

services for the individual CIO’s to meet their unique needs will be performed by designated

personnel identified as Technical Monitors within those organizations.  Continuity of service

and management oversight, by the Contractor, for these on-site and specialized services

provided is critical.  Contract and project management related issues that require Contracting

Officer o r Project O fficer invo lvemen t shall be refe rred acco rdingly. 

(d) Contractor’s Meetings.  Contractor required staff or special meetings shall be scheduled at

least ten business days in advance and a written notification prov ided seven bu siness days in

advance, to the Project Officers and Technical Monitors of the date, time, and if appropriate,

purpose of the meeting.  The Contractor shall ensure that an acceptable level of staff (as stated

by each  technical m onitor) rem ains on-site w hen these  meeting s are being  condu cted.  If it is

determ ined by  the Tech nical Mo nitor or Pro ject Officer s that there is a p otential for la pse in

required minimum service due to insufficient level of support the Contractor shall assure that

no lapse occurs.  It is at the contractor’s discretion to schedule another or make-up meeting

either at a different time or on a different date for staff remaining on-site.

(e) Quarterly Customer Satisfaction Reviews.  The C ontractor shall conduct quarterly (or more

frequent if requested by the Project Officers) customer satisfaction and quality of service

reviews with each technical monitor.  Such reviews shall be documented in writing and the

results presented to the Project Officers within 7 business days of completion.  As needed

during the cou rse of the contract, the structure  and form at, e.g., questionnaire, of these

reviews may change based on feedback received from the technical monitors and project

officers.  Such reviews are to be conducted and completed during the first month of each

quarter.  T he gov ernme nt will app rove the c ustome r survey f orms u sed to ob tain feedb ack.   

(f) Quarterly Status Briefings.  The Contractor shall conduct quarterly briefings on a regular

schedule for the Project Officers and Technical Monitors to present and review the results of

the quarterly qua lity reviews, present the go vernmen t with significant accom plishments,

issues, con cerns, and  an over all status of the ta sk orders  and con tract.  The C ontractor  shall

also present a brief synopsis of information on the administration of the contract and the
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contractor’s policies and procedures for the benefit of any newly designated technical

monito rs.  Such b riefings are  to be vide o confe renced to  remote  sites, e.g., NC HS, Hy attsville. 

The Co ntractor shall remind  all potential attendees of the qu arterly briefing in writing a t least

five business days in advan ce of the sc heduled  briefing.  In  addition, th e Con tractor shall

coordinate with the government Technical Monitors and Project Officers to assure maximum

participation.  The Contractor will document in writing and synopsize the information

discussed in the meeting, identify any follow-up action items and present this document to the

Project O fficers with in two business days.

(g) Government Provided Resources.  When work is performed at CDC facilities, the

Government will provide necessary equipment, software, connectivity to computing

resources, space, teleph one service, heat, light, ven tilation, electric current, etc.  These

facilities will be provided at no charge to the Contractor.  Type and size of space to be

provided will be based on availability and will vary at each site.  In addition, the Contractor

will be provided with government equipment and software, as shown under attachment J.27 -

Government Furnished Equipment and Software.

The G overnm ent does n ot contem plate prov iding C ontractor  staff with an y equip ment,

computers, printers, modems, monitors, laptop, etc.  for use at the contractor’s employees

home .  The C ontractor  shall prov ide emp loyees the  necessary  resource s to meet th eir needs if

an employee requires use of equipment at home.  The Contractor is required to monitor the

activities of their employees to assure compliance with regulations and policies governing the

use of Government Property.   Any Government Property in the custody of a Contractor

employee must be accountable to the contract and authorized in advance by the Contacting

Officer.

If contractor's employees are required as part of their work for CDC to travel to other

locations, assist at conferences, give off-site software or hardware demonstrations, or perform

certain du ties away f rom C DC, it is the c ontractor 's responsib ility to provid e suitable

computer equipment to the employees for that purpose.

The Contractor shall supply for all contractor site(s) their facilities normal office equipment

and office supplies,  such as facsimile, photocopier, and telephone system with sufficient

incom ing lines to a llow effec tive help d esk ope rations, com munic ation and  user supp ort.

(h) Contractor’s LAN.  Since LAN-based applications, client-server, and cooperative processing

applications betw een the PC a nd LAN  are required, the C ontractor is required to h ave LAN (s)

at the contractor’s facilities which are fully compatible with and adheres to CDC’s LAN

Standar ds in supp ort of this co ntract, unle ss an exce ption is gra nted by  the Projec t Officers.  A

copy of CDC’s standards is provided in attachment J.3.

CDC shall provide the con nectivity to the CDC W AN (leased line, routers, software, etc.) 

This includes services such as NDS, Exchange, DNS, WINS, and security authentication.  The

Contractor shall designate a single point of contact and backup designees for the

administration of each of its own LAN(s) w ith respect to the interface of the contractor’s

LAN(s) with the CDC WAN.

Except as specified in a task order, the Contractor shall provide the appropriate hardware and

software, for those microcomputer and LAN software packages listed in attachments J.3 and

J.27 to perform microcomputer and LAN-based maintenance, and support tasks.  In additon,

the contractor shall comply with the requirements of the CDC/ATSDR G uidelines and Policy

Regarding  Connec tion of External L ANs.
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(i) Hardware and So ftware.  The Contractor is responsible for keeping all hardware and software

up-to-d ate to me et CDC -wide an d task ord er specifica tions and  requirem ents.  At its

discretion, the Government may furnish or authorize the acquisition of any required

microcomputer software packages or specialized equipment as long as such software or

equipment is to be utilized by the Contractor in performance of this contract.  Specifically,

attachment J.27, provides an inventory of the equipment and software that CDC anticipates

allocating to  the Con tractor du ring the p hase-in p eriod of th e contrac t. 

(j) Title.  Title (ownership) of items provided by the Government or authorized to be acquired by

the Con tractor for u se unde r this contrac t shall rest with th e Gove rnmen t. 

(k) Inventory of Equipment and Software.  The Contractor shall maintain an inventory of

equipm ent and so ftware in th e possessio n of the C ontractor  but ow ned by  the Gov ernme nt. 

Such inventory shall be made av ailable upon request by the Governm ent.  CDC ma y adhere

property  bar cod es on any  or all Gov ernme nt-own ed equip ment an d shall be p ermitted to

conduct a physical inventory yearly upon request.  All items in the possession of the

Contractor but Government owned shall be turned over to the Government upon the

conclus ion of the  contract o r upon r equest at an y time.  

(l) Contractor’s Requirement for New Tools or Test Equipment.  If due to the introduction of

additiona l equipm ent durin g the cou rse of the co ntract, a req uireme nt is created f or new  tools

or test equipment, the Contractor shall provide the Project Officers a list of such necessary

tools/equipment.  The tools may be provided by the Government or may be authorized for

purchase by the Contractor at the Government’s discretion.  In either case, the items shall be

accounted fo r as Governm ent property in ac cordance w ith the Govern ment Prop erty Clause

(FAR  52.245 -5) in the co ntract. 

(m) Security Clearance Requirem ents.  All Contractor personnel assigned to perform work

specified in Section C must have at least a NACI security clearance. If assigned work on a

system gives the contractor’s  employee access to sensitive / critical data or information as

identified by the user or other CDC representative, that employee, and an alternate, must have

been rate d at an ap propriate  Public T rust Leve l (i.e., 5 or 6) co mme nsurate w ith the criticality

of the system, the sensitivity of the data as determined by CDC and the individual’s degree of

unaud ited access.  

(n) Netwo rk Arch itecture con sists of, but is no t limited to

1. Local Area Network - defined as a small to medium size stand-alone inter-network which

does no t rely on W AN co nnectivity  to access files o r applicatio ns and th at all segm ents

are located off of its own backbone.  WAN connectivity may exist, however, for the

funneling of information, such as electronic mail or Internet access.  It may operate more

than one, but no more than two network operating systems, typically Novell and/or

Windows NT.  It may operate in a multiple protocol environment utilizing TCP/IP and

limited IPX protocol.  Any operating system capable of accessing the LAN’s servers and

resources using the aforementioned protocols and included  under CDC ’s standards are

covered.

2. Wide Area N etwork (WA N)/ Enterprise - defined as a medium to large size inter-network

which relies on WAN connectivity, using high speed digital services to access files or

applications on two or more geographically dispersed networks.  It operates more than

one netw ork ope rating system , including  Novell, W indow s, and limite d UN IX.  A

corporate Intranet is installed and supported as well as Internet access to the desktop.  It
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operates in a multiple protocol environment utilizing at a minimum TCP/IP, IPX/SPX,

TCP/IP, etc..  Gatew ays exist to access legacy  compu ting resources.  Rem ote access

technology is installed to support telecommuting using analog and digital (ISDN)

services, at a level to provide concurrent access to a specified percentage of the total

clients serviced.  Future support for high-speed telecommuting is likely to include XDSL

or broadband secure access. Any  client operating system capable of accessing the LAN’s

servers an d resourc es using th e aforem entioned  protoco ls Any o perating sy stem cap able

of accessing the LAN’s servers and resources using the aforementioned protocols and

included under CDC’s standards are covered.

a. Desktop Computer - computer consists of hardware and software that supports individual

users at their desks.  The computer includes basic office automation functionality and

may in clude w ord pro cessing, sp readshe et, presenta tion grap hics, datab ase, e-ma il,

Internet tools, anti-virus software, etc.

b. Portable D esktop - in cludes, bu t is not limited  to, laptop, n oteboo k, and h andhe ld

computers and consists of hardware and software that support individual users either at

their desk or from a remote work site.  The computer includes basic office automation

functionality and m ay include w ord processing , spreadsheet, presen tation graphics,

database , e-mail, Inte rnet tools, an ti-virus softw are, etc. 

c. Server C ompu ter - a server c ompu ter is a shared  comp uter that allow s users to ge t files in

a single place, on one computer.  The server directs all movement of files and data on a

LAN .  A LA N ma y have in dividua l servers for d ifferent fun ctions (e.g., a  print serve r, a

fax server, an e-mail server).

d. Commun ication Devices - A communications device is one that supports both traditional

and wireless netw ork interconn ectivity.  This includes, but is no t limited to, modem s,

remote access and fax servers, hubs, routers, CSU/DSUs, switches, MAUs, bridges, etc.

e. Peripherals - a peripheral is a device connected to a computer such as, printer, tape drive,

scanner, CD-ROM, etc.

f. Network Printer - the network printer support com ponent is designed to provide users

with installation, maintenance, and configuration services for printers connected to local

or wide area n etworks.

g. Video conference - video and audio equipment, peripherals, products, devices, etc.  used

to support video conferencing at CDC.

h. Others - any palmtop or other device capable of storing electronic information, whether

personally owned or provided by the Government or contractor, which has been

authorize d for use in  CDC ’s environ ment.

C.10 GOVERNMENT AND/OR CONTRACTOR FURNISHED FACILITIES AND EQUIPMENT

Perform ance m ay be req uired at eithe r the Co ntractor's fac ility(s) (offsite) o r CDC 's facilities (onsite). 

Performance in CDC facilities may be required when close and continuous collaboration of Government

and Contractor staff is needed on certain projects.  The task order will specify when the work shall be

performed at CDC facilities.  When work is performed at CDC facilities, the Government will provide

necessary equipment, software, connectivity to computing resources, space, telephones, etc.  Estimates of

the onsite/offsite ratios by location  are provided in  Section J.
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Except as otherwise specified in a task order, the Contractor shall provide the appropriate hardware and

software , for those m icrocom puter and  LAN  software  packag es listed in sectio n C.3. an d Section  J, to

perform microcomputer and LAN-based development, maintenance, and support tasks.  Since LAN-based

applications,  client-server,  and cooperative processing applications between the PC, LAN and mainframe

are requ ired, the C ontractor  is required  to have L AN(s), a t the Con tractor's facilities tha t support th is

contract, w hich are fu lly com patible w ith and ad here to C DC's L AN Sta ndards u nless an ex ception is

granted  by the C o-Projec t Officer.  A  copy o f CDC 's standards a re provid ed in Sec tion J.  CD C shall

provide  the conn ectivity to the  CDC  WA N (leased  line, router, so ftware, etc) .  The C ontractor  shall

designa te a single po int of con tact and b ackup  designee  for the ad ministratio n of each  of its own  Local-

Area N etwork (s) with resp ect to the inter face of the  Contra ctor's LA N(s) with  the CD C W AN.   

In general, connection to any device, LAN or computing environment outside of the CDCNet, other than

through established and authorized CDCNet mechanisms, is prohibitied.  If such a need arises, it must be

proposed by the contractor, and reviewed and authorized by the Project Officers prior to the connection

being established.

The Contractor is responsible for keeping all hardware and software up-to-date to meet task order

specifications and requirements.  At its discretion, the Government may furnish or authorize the acquisition

of any required microcomputer software packages or specialized equipment as long as such software or

equipment is to be utilized by the Contractor in performance of this Contract.  Specifically, Section J

provides an inventory of the equipment and software that CDC anticipates allocating to the Contractor

during the phase-in period of the contract.  Title (ownership) of items provided by the Government or

authorized to be acquired by the Contractor for use under this contract shall rest with the Government.  The

Contractor shall maintain an inventory of equipment and software in the possession of the Contractor but

owned by the Government.  Such inventory shall be made available upon request by the Government.  CDC

may ad here pro perty bar  codes on  any or all G overnm ent-ow ned equ ipmen t and shall b e perm itted to

conduct a physical inventory yearly upon request.  All items in the possession of the Contractor but

Government owned shall be turned over the Government upon the conclusion of the contract or upon

request at any time.

Access to the mainframes, file servers, and CDC WAN  for development and/or support efforts will be

provided to the Contractor by the Government.  When performing work at the Contractor's facility, the

Contractor must provide the workstation hardware required to access these computers (e.g.

microcomputers) as well as other development support tools such as printers, text editors, graphics

software, etc.

The Government will provide access to the mainframe through two methods: TCP/IP Access through Blue

Zone software and IPX access through SAA Gateway using Dynacomm.  CDC will provide the

comm unication  software , and gate way so ftware. 

The Contractor shall supply for their facilities other normal office equipment and office supplies such as

facsimile, photocopier, and telephone system with sufficient incoming lines to allow effective

comm unication  and user  suppor t.

C.11 GOVERNMENT-PROVIDED TRAINING

CDC shall provide one three (3) hour general orientation to the Contractor's staff of CDC's computing

environment within 60 days of contract award.  The Contractor shall ensure attendance by all Contractor

staff dedicated to this contrac t.  CDC m ay, at its option, videotape  these sessions so the C ontractor can use

the videotape to provide the same orientation to subsequent staff.  The Contractor's staff shall attend CDC-

provided Security Training at CDC's discretion.
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Certain contractor staff will “as required”  attend “Safety Survival Skills” a safety orientation.  Topics

include re gulatory  requirem ents, emp loyee an d man agem ent respo nsibilities, gen eral CD C safety

guideline s, emerg ency resp onse, discu ssion of lab oratory h azards, ba sic Biosafe ty, and ch emical saf ety. 

And also attend  “as required”  La boratory Safe ty course wh ich covers basic labo ratory safety guide lines,

and is a requirement for persons who p eriodically work in or enter CDC laboratories.  In addition, there

may be a requirement for certain contractor staff to be immunized.

Task orders may specify particular software tools, programming languages, databases, or system

environments that are required or will be encountered.  In addition to the contract personnel qualifications

requirem ents, the C ontractor  must pro vide staff tha t is fully trained  in the softw are and te chnolo gy that is

specified on task orders.  If CDC implements new software or technology during this contract that is not

identified in this RFP, the Government may authorize the Contractor to acquire training billable as an other

direct cost w hen dee med ap propriate  and cost e ffective by  the Gov ernme nt.  CDC  expects a r easonab le

return-o n-investm ent on this tra ining exp ense such  that the Co ntractor w ill make re asonab le efforts to reta in

the trained employee on the specified task or cross-train replacement staff at the contractor’s expense.

C.12 QUALITY ASSURANCE AND TESTING

CDC has QA/QC Standards in place for on-line mainframe applications.  A copy of the standards will be

made available to the Contractor at contract award.  CDC also has programming standards which will be

made available to the Contractor within at contract award.  No deviation from these standards shall be

accepted  withou t prior app roval of th e Gove rnmen t.

The Government shall review, test, and approve all Contractor-developed on-line mainframe applications

and systems prior to their implementation.  CDC shall also test all multiuser LAN systems for performance,

traffic load, etc.  The Contractor shall adhere to any client-server QA/QC, performance, and/or bench

marking standards as CDC may develop.

Failure to pass QA will require consultations with the Government and  possible system modification before

implementation.

An example of CDC's mainframe database QA factors are:

Number of COM MAND S is issued:  TOTAL I/O; MA XIMUM  DURAT ION (the maximum time a

comm and wa s selected fro m the C omm and Qu eue for ex ecution in  a thread u ntil it comp leted proc essing in

that thread); MAXIMUM ASSOC IATOR I/O (the maximum count of physical I/O operation to the

ADA BAS  data storag e).  Total I/O  should n ot be grea ter than 10 0.  Mea n I/O sho uld not b e greater th an 2.0

and not less than 0.1.  MAXIMUM  DURATION should not be greater than 3 seconds.  MAXIMUM A SSO

I/O should not be greater than 25.  MAXIMUM DATA  I/O should not be greater than 10.

C.13 PARTICIPATION IN TOTAL QUALITY MANAGEMENT TEAMS (TQM)

CDC  may re quire, as pa rt of a task, pa rticipation o n a TQ M team .  The team  must be  task-specif ic and in

direct connection to the tasks being performing under this contract.  The Contractor will not serve as the

Team Leader o r Facilitator.

C.14 ELE CTR ONIC  DAT A INTE RCH ANG E (ED I)

At its discretion, CDC may use EDI to conduct business transactions under this contract.  The Contractor

shall accep t such ord ers and h ave the n ecessary e quipm ent, softwa re, and co mmu nications se rvices to

handle su ch orde rs.  The C ontractor  will receive  further spe cifications in  the "Trad ing Partn er Agre emen t"

before EDI implementation.
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C.15 REFERENCE MATERIALS

The Contractor shall adhere to applicable Federal Information Processing Standards (see Attachment ) and

all CDC technical standards (see attachments ) in performance of the work, or as may be added during the

life of this contract as directed by the Information Resources Management Office (IRMO).  These standards

and guidelines a re generally upd ated on a sem iannual basis.  The a ttached CD C Standard s are those most

closely related to the performance of work under this contract.  The successful offeror will be provided

access to all CDC standards within one week after contract award.  The government will add, delete,

update, revise, and modify standards as needed based on the state of Information Technology.

The Contractor is required to comply with all the standards listed below and those added or modified during

this contract as published on the internet, IRM publications, or as provided to the contractor.  Additional

inform ation can  be foun d at http://www.cdc.gov and http://w ww.cd c.gov/irm o/defau lt.htm

Variou s CDC  Techn ology S tandard s that apply  to the Co ntractor's tech nology  architectur e in supp ort of this

contract

The stan dards are  available o n-line at ht tp: // intranet .cdc.gov/irmo/irmointra/standard.htm,

http:// intranet .cdc.gov/irmo/ntb/exchange/exchange.htm,

http:// intranet .cdc.gov/irmo/irmointra/security.htm,  or for viewing in the CDC Information Center located

at 1600 Clifton Rd., Room 4015, Atlanta Ga 30333.

IRMO AD ABAS/Natural Standards and Procedures Manual

IRMO/MISB SDLC

CDC Com puter Center Standard Operation Procedures

CDC Client-Server Standards

Biosafety Manual

Most o f these reso urces are a lso being  made a vailable ele ctronically  at http://www.cdc.gov/.

The DHHS Automated Information Systems Security Program Handbook May 1994 -

http: //wwwoirm.nih.gov/policy/aissp.html

C.16 COMPLIANCE WITH FIP STANDARDS

All IT and telecom munication s equipmen t, services, and related softwa re acquired un der this contract mu st

conform to applicable Federal Information Processing Standards Publications (FIPS PUBS).  Under the

Information Technology Management Reform Act (Public Law 104-106), the Secretary of Commerce

approves standards and guidelines that are developed by the National Institute of Standards and Technology

(NIST) for Federal computer systems. These standards and guidelines are issued by NIST as Federal

Information Processing Standards (FIPS) for use gov ernment-wide. NIST d evelops FIPS when there are

compelling Federal government requirements such as for security and interoperability and there are no

acceptable industry standards or solutions.   For this contract, the FIPS PUBS identified In Section J are

generally app licable.  FIPS PUB S, in addition to those ide ntified in Section J, may  apply to individu al task

orders issued un der this contract.  W hen additional F IPS PUB S do apply, the y will be specified in the task

order.  FIP S Standa rds can b e found  at ht tp: //www.itl .nist .gov/fipspubs/0-toc.htm.  In addition, NIST issues

special pu blications fo und at http://csrc.nist.gov/nistpubs/  which the contractor shall comply with as

appropriate.
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C.17 PERSONNE L CLAUSE

The C ontractor  shall exerc ise its best efforts in  perform ing the req uired serv ices.  Exce pt as specific ally

addressed in the contract and/or task orders, the Contractor agrees to perform work at a level no less than

generally  recogn ized indu stry profe ssional stand ards.  The  Contra ctor agree s to emp loy and  retain

competent, qualified personnel who shall perform services in a complete, prompt, accurate, courteous, and

efficient manner.  Employees must be able to perform the duties as outlined in the labor categories and

modifications, additions, revisions thereto as indicated in the contract.  Employees must possess good

interpersonal skills to insure that no justified complaints, in the judgement of the co-project officer, are

received  by the co -project o fficer regar ding inter action w ith organ izations' pers onnel w ithin CD C. 

Contractor staff must meet the security requirements specified by the CDC, regarding identification and

access to the physical facility.  Background checks are required for employees and more extensive

backg round  checks m ay be req uired for e mploy ees who  have acc ess to specific  types of se nsitive data

and/or critical systems.

Much  of the Co ntractor's pe rsonnel w ill perform  work o n-site at CD C invo lving sub stantial interac tion with

a wide range of professional and support staff at CDC.  The Contractor's employees must adhere to the

Government Standards of Conduct, the nonsmoking policy at CDC and all other health, safety, parking and

other requirem ents when p erforming w ork on C DC facilities or visiting CD C staff at CDC  facilities.

C.18 TASK ORDERS

A task order is a unit which supports work in a defined subject or application area, having one o r more

deliverable products and/or service specifically identified in work orders describing the work issued under

the task order.   Task orders specify and authorize work to be accomplished by the contractor to satisfy the

Government’s requirements.  They specify the scope of work, schedule for completion, technical

requirements, deliverable product(s) and/or services, performance standards, acceptance criteria for

deliverable products and/or services, and the total price/cost of the work/service to be performed.  The

govern ment co ntemp lates 2 type s of task ord ers being  issued un der the co ntract.  The  type of task  order w ill

be determined thru discussions between the Technical Monitor, Project Officers, Contractor, and

Contracting O fficer or duly autho rized representative.  A  description of each  follows:

PRODUCT TASK ORDERS may be issued to cover individual projects with specified end

deliverables.  The period of performance for these task orders may cross contract performance

periods.  Product Task Orders shall include the SOW, including deliverables, delivery schedule,

estimated effort in labor hours per labor category, the associated cost ceiling, and the designated

Technical Monitor.

For Product Task Orders w hich extend beyond the con tract expiration, the contract shall govern

the Contractor's rights and obligations with respect to any task order to the same extent as if the

task orde r were co mpleted  during th e contrac t's effective pe riod; prov ided that th e Con tractor shall

not be required to make any deliveries under this contract after more than 90 days after expiration

of the contract's effective period.

TERM TASK ORDERS may be issued for on-going work where a specific end product is not

identifiable.  Term task orders shall include a Statement of Work describing the work, the

estimated effort in labor hours per labor category, the associated cost ceiling, and the designated

Technical M onitor.  Term task  orders canno t cross contract perform ance periods.

Each task ord er issued will indicate all applicab le IT security requirem ents.
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Technical Monitors are officials of the organization requiring the work who are responsible for technical

oversigh t of the wo rk.  Tech nical Mo nitors ma y design ate Tech nical Co ntacts with in their org anization s to

provide the Contractor with additional technical contact points for day-to-day technical guidance, problem

solving and liaison.  Neither Technical Monitors nor Technical Contacts are authorized to make any

changes to task o rders or waive a ny contract requ irements.

C.19 ORDERING

It is critical that every task order and associated work order issued by the Government under this contract

clearly and unambiguously state the nature and extent of the work to be done in the task through a

Stateme nt of W ork (SO W).  W hen the e xact goa l or appro ach invo lved is inhe rently un clear at the o utset,

the Co-Project Officer or the ICOB may require the work to be divided among several tasks in sequence

each aimed at allowing a clear and unambiguous order for the subsequent work.  The critical elements in a

SOW are the specification of the following:

(a) who the users are and how they will be connected to the system

(b) all necessary information inputs involved

(c) all data elements and structures that must be maintained

(d) all desired in forma tion outp uts

(e) all processes, transformations of data and user functionality desired

(f) all access co ntrol or sec urity requ iremen ts

(g) all additional Government standards that are applicable beyond those specified in this contract

(h) any anticipated travel

None of these elements may be presumed to "fall out of the work done in a task order."  They must be

either specified in the task or be explicitly developed as a part of the task.

Term task orders are required to have stated objectives, technical scope and location of work.  Most of the

questions (a) throu gh (h) abov e apply to term  task orders as well as to pro duct task orders.

To ensu re clear and  unam biguou s task orde rs, the Co ntractor sh all review e ach task S OW  and shall su bmit

an affirmative statement to the Co-Project Officer signed by the Program Manager,  or a duly authorized

represen tative of the C ontractor , stating that:

(a) the task order app ears to be com plete, and is clear and u nambigu ous;

(b) an accurate estimate of the resource and time requirements can be made;

(c) the methods specified are appropriate, not in violation of CDC Client Server Standards,  and

within the capabilities of the Contractor; and

(d) the security  requirem ents are clea r and are, to  the best un derstand ing of the  Contra ctor, in

comp liance with  the require ments o f the DH HS AI SSP H andbo ok and /or applica ble CD C secur ity

policies; and
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(e) the Contractor knows of no substantial duplication of requirements or effort between the SOW and

other SOWs submitted or undertaken.

If the Contractor cannot make such an affirmative statement, then the Contractor will notify the

Contra cting Off icer or du ly author ized repre sentative in w riting of an y issues ne eding cla rification. 

The Co ntractor may  make a reaso nable charge  for the evaluation o f the SOW  if no previus task

order ha s been issu ed.  Und er no circu mstanc es may  work b e done o n a task ord er for wh ich this

affirmative statement has not been submitted.

C.20 REPORTING REQUIREMENTS

(a) The Contractor shall deliver the reports specified below, and such other reports as may be

specified in individual task orders, within the time frames specified.  The Contractor shall provide

two copies of a monthly written narrative to the Project Officers and one copy to the Contracting

Officer before the 15th of the following month, summarizing the number and type of activities as

outlined below.   (A concurrent electronic copy shall also be submitted to each.)  The Government

may require the submission of monthly reports electronically to the Contracting Officer, Co-

Project Officers, and Technical Monitors.  Any such reports will be submitted in WordPerfect

forma t (at the versio n level spe cified in the C DC M icrocom puter Stan dards) via  e-mail.  If rep orts

require spreadsheet attachments, such spreadsheets will be provided in Excel or Lotus 1-2-3

format (at the version levels specified in the CDC Microcomputer Standards).  The Contractor

shall submit to the Project Officer and the Contracting Officer a monthly summ ary report

including, but not limited to, the following:

All travel costs, including details of trip destinations, applicable task, and purpose of

trips.  All Other Direct Costs, with details of items purchased and app licable task order.

A summary listing of the status of all task orders indicating percent of period of

performance elapsed and percent of funding used on each task order; total task order

funding; and percent of total level of effort provided for that contract period.

Any recommendations for enhancing, managing or updating CDC’s micro computing

environ ment.

Major o r recurring  problem  areas seen  in CDC ’s environ ment.

Identification of instances d uring the mo nth which inv olved respon se to an active virus,

malicious code, or suspected destructive event, or which involved repairing/re-

establishing  proper o perationa l environ ment af ter such an  event. 

Summary of any other general operational or management problem areas and

recomm endations.

Printed Statistical Report - The report shall include the following information derived

from the on-line problem/request tracking system and other information sources as

necessary:

A summ ary of the number of calls (problems and  requests) by type of  call(software

problems, hardware problem, configuration request, request, installation request,  LAN

Admin, etc. CDC may, at its discretion request a breakout of this report by CDC

organization.
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A separate summary identification of the number of LAN Team service calls and activity 

(problems and requests) in the detail described in the paragraph above.

A statistical report for the month’s service activity depicting number and percentage of

calls responded to  and resolved w ithin the perform ance criteria specified in Sec tion J,

Attachment 1, for each call/problem category.

A statistical report of the year-to-date service activity as noted above.

A line listing of all unresolved calls for the month that exceeding 5 work days in duration.

Number of Contractor employees who attended either CDC-sponsored or outside training

each month including the date attended and course/topic covered.

Contractor-provided training and user orientations performed including subject areas and

number of CDC users in attendance.

(b) The Contractor shall also submit individual monthly reports providing details on each Task Order

concerning the current status of each ongoing project.  The reports shall be narrative in form and

shall include a summary of progress toward completion of each Task Order, problems encountered

to date, including the Contractor's assessment of specific impact of such problems on estimated

costs and scheduled date of completion, and any Contractor recommendations.  In addition, the

reports shall include the following information on each project (including modifications) for the

current reporting period and cumulative reports for the time from commencement of the project

through the current reporting period:

(1) Labor hours and dollars expended on each project for the present reporting period and

year to date by labor category, i.e., Program Manager, Computer Programm er III, etc.

(2) Other direct cost items and associated costs that were authorized, e.g. software

acquisition , travel.

(3) Beginning dates for projects scheduled.

(4) Anticipated com pletion date for pro jects.

A copy of all monthly reports will be provided to the Contracting Officer and the Co-Project

Officers, as w ell as to the ap plicable T echnica l Monito r for each  task orde r.  Mon thly repo rts shall

be submitted no later than the fifteenth (15th) day of each month (or first working day  thereafter).

(c) The Contractor shall provide an online reporting system accessible to the Contracting Officer, Co-

Project Officers, and Technical Monitors as needed.    Along with some information already

specified fo r the hard copy re ports, this on line repor ting system  will contain  data with r espect to

progress toward task milestones, management problems identified, corrective actions taken,

staffing changes, delays for staff identification, hiring and deployment, funding of the task,

funding  status, mo nthly cos ts incurred  to date, etc.  Se curity by  CDC  userid w ill be applied  to

access by task ord er, CIO, etc.  In add ressing the capab ility to meet the forego ing requirem ents,

the offero r is expecte d to identify  an architec tural appr oach an d existing sy stems that w ould

perform or comprise the baseline for developing such a system.  If development is required, the

approa ch for the  develop ment, m odification , and imp lementa tion shou ld be discu ssed with C DC. 

The offeror should provide estimates of the time required and major milestones involved for the

online reporting system.
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(d) Electron ic Repo rts

The Contractor shall provide the Project Officers and any designees with on-line access to the on-

line, real time problem tracking, inventory, and problem resolution database(s) using Netwo rk

Associates SupportMagic software or other problem tracking software as approved by the

Contracting  Officers.  The Contractor will have access to a knowledge base and if it does not

violate the licensing agreements, shall make that knowledge base available to authorized CDC

users.  Upon completion of the contract, the Contractor shall provide all of the information in the

database to CDC along with a copy of the software.

(e) Quarterly Training Schedule 

Within the first thirty days of each quarter, the Contractor shall submit for Project Officer approval

a training schedule to project anticipated employee training during the upcoming period.  One

copy of this report shall also be provided to the Contracting Officer.

(f) Employee listing

Monthly report, as required by contract Section H.2, Contractor Security Requirements to be

delivered before the 10 th of each month, two copies to the Project Officers and one copy to the

Contra cting Off icer.  Electro nic transm ission of the se reports is p referred a nd ma y be furn ished in

lieu of hard copy reports.  In addition to the information required by Section H.2 (nam e, work

location, emplo yer) for all emplo yees work ing on-site at CD C facilities, the report should a lso

identify, task order assignment, CDC Technical Monitor, Contractor Task Manager, labor

category , and date  assigned  to the con tract.   

(g) Automated Information Systems Security Plan

This plan, addressed in detail in the NIST Special Publication 800-18 (see:

http://csrc.ncsl.nist.gov/nistpubs/) is required to be delivered to the Government within 90 days of

contract award to reflect implementation of all necessary security safeguards.  The CDC 

Inform ation Sys tems  Sec urity Offic er ( ISSO ) has a m odel secu rity plan w hich can  be used, if

another  comp liant version  is not alread y in existen ce. One  copy o f this report sh all be delive red to

John Paul Brennan, C DC Informa tion Systems  Security Officer, two copies to the Project Officers

and one copy to the Co ntracting Officer.

(h) Transition Plan

The Contractor shall provide, two copies to the Project Officers and one copy to the Contracting

Officer, a w ritten transition /start up plan  within 3 c alendar d ays after co ntract aw ard.  This

document shall address the contractor’s plan to assume full contract performance within the 90

calendar days transition/phase-in period, including help desk operations and procedures, issues of

staffing, facility build-out, equipment, software, space, spare parts acquisition, inventory of any

Government-furnished property, and the escalation plan for resolving potential problems during

this period.

C.21 PLACE OF PERFORMANCE

The Contractor shall perform work under this contract at company facilities and at CDC facilities.  The

extent of su pport req uired at C DC loc ations.  CD C W ide Sup port on- site suppo rt is required  for all Atlan ta

Area loc ations iden tified in Attac hmen t J.10, the C DC W ashingto n DC  Office, the  NCH S office in

Hyattsville MD, and the NIOSH offices in Cincinnati, OH, and Morgantown WV.  “On-site support” for
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the CD C W ide line item s mean s that the C ontractor  must be  able to visit a lo cation w hen nec essary to

respond  to and reso lve service  calls within th e time fram es specified  in the con tract (Attach ment J.1 ).  It is

not a requ iremen t to physica lly locate a p erson at ea ch facility on  a perm anent ba sis.  Telepho ne supp ort is

required for all other CDC offices listed elsewhere in Attachment J.10. On a case by case basis, the Project

Officers may  determine that on -site support is necessary fo r additional CD C locations.  W hen so

determined by the Project Officers and authorized by the Contracting Officer, travel to that location will be

chargea ble to the co ntract as an  Other D irect Cost. 

Dedicated Task Order on-site support for any CDC location listed on Attachment J.10 may be required by

task orde r.  On-site su pport fo r the dedic ated task o rder me ans that C ontractor  personn el will be req uired to

be physically located at locations specified in the task order. Currently the Government has known

requiremen ts and existing task ord ers for on-site suppo rt at Cincinnati, OH , Morgan town, W V, Fort Collins,

CO, H yattsville, M D, W ashingto n, DC a nd 8 diffe rent cam puses in th e Atlanta a rea. 


