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(h) Before a contract is awarded, con-
sider the results of the screening. Do 
not make an exchange if another Gov-
ernment agency wants to acquire the 
replaced equipment. 

(1) If another agency is going to ac-
quire the replaced equipment, do not 
include the exchange allowance in the 
contract price. 

(2) The actual sale price to the agen-
cy acquiring the replaced equipment 
will be the exchange allowance (if any) 
of the successful offeror. 

(i) If no Government agency wants to 
acquire the replaced equipment, the 
contract price shall include the ex-
change allowance, if any. 

(j) If no exchange allowance was of-
fered by the successful contractor, see 
the Defense Automation Resources 
Management Manual for disposal in-
structions. 

[62 FR 1059, Jan. 8, 1997, as amended at 62 FR 
34127, June 24, 1997; 62 FR 49305, Sept. 19, 1997]

Subpart 239.71—Security and 
Privacy for Computer Systems

239.7100 Scope of subpart. 

This subpart applies to all acquisi-
tions for computer systems. It covers 
both security and Privacy Act consid-
erations.

239.7101 General. 

Security requirements are in addi-
tion to provisions concerning protec-
tion of privacy of individuals (see FAR 
subpart 24.1).

239.7102 Security against compro-
mising emanations.

239.7102–1 General. 

(a) The National Security or Atomic 
Energy Acts, as amended, may require 
protection of information that is— 

(1) Processed; 
(2) Transmitted; 
(3) Stored; 
(4) Retrieved; or 
(5) Displayed. 
(b) When acquiring computer equip-

ment to be used to process classified 
information, the contracting officer 
shall obtain from the requiring activ-
ity— 

(1) A determination as to whether the 
equipment must provide protection 
against compromising emanations; and 

(2) Identification of an established 
National TEMPEST standard (e.g., 
NACSEM 5100, NACSIM 5100A) or a 
standard used by other authority. 

(c) When contracts will require the 
use of FIP resources involving classi-
fied data, programs, etc., the con-
tracting officer shall obtain from the 
requiring activity— 

(1) Advice to whether to require con-
tractors performing these services to 
use equipment meeting the require-
ments in paragraph (a) of this sub-
section (as prescribed in the clause at 
252.239–7000, Protection Against Com-
promising Emanations; 

(2) Information concerning any re-
quirement for marking of TEMPEST—
certified equipment (especially if to be 
reused); and 

(3) Information on how to validate 
TEMPEST equipment compliance with 
required standards.

239.7102–2 Validation of TEMPEST 
compliance. 

Include requirements for validation 
of TEMPEST compliance in section E 
(Inspection and Acceptance) of the con-
tract.

239.7102–3 Contract clause. 
When contracting for computer 

equipment or systems that are to be 
used to process classified information, 
use the clause at 252.239–7000, Protec-
tion Against Compromising Ema-
nations. 

[62 FR 34127, June 24, 1997]

Subpart 239.72—Standards
239.7200 Scope of subpart. 

This subpart contains guidance for 
implementing— 

(a) Federal Information Processing 
Standards (FIPS); and 

(b) Federal Telecommunications 
Standards (FED-STD).

239.7201 [Reserved]

239.7202 Waivers. 
(a) The Secretary of Commerce has 

delegated to the Secretary of Defense 
the authority to waive FIP standards, 
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in accordance with procedures estab-
lished by the Secretary of Commerce. 
The Secretary of Defense redelegated 
that waiver authority to the Assistant 
Secretary of Defense for Command, 
Control, Communications, and Intel-
ligence (ASD(C3I)). The ASD(C3I) has 
redelegated to the senior information 
technology official of each military de-
partment the authority to approve 
waivers to FIP standards that are ap-
plicable to military department re-
quirements. Waivers to FIP standards 
that are applicable to the requirements 
of DoD components outside the mili-
tary departments must be approved by 
the ASD(C3I). 

(b) Contracting officers shall ensure 
that all applicable FIP standards are 
incorporated into solicitations, except 
for those FIP standards for which the 
requiring activity has obtained a waiv-
er from the appropriate military de-
partment or DoD senior information 
technology official. 

(c) As part of the Commerce Business 
Daily synopsis of a solicitation, con-
tracting officers shall publish a notice 
of any determinations to waive any 
FIP standards that are applicable to 
the solicitation. If the waiver deter-
mination is made after the notice of 
the solicitation is published, the con-
tracting officer shall amend the notice 
to announce the waiver determination. 

[56 FR 36429, July 31, 1991, as amended at 62 
FR 1060, Jan. 8, 1997]

Subpart 239.73—Acquisition of 
Automatic Data Processing 
Equipment by DoD Contrac-
tors

239.7300 Scope of subpart. 

This subpart prescribes approval re-
quirements for automatic data proc-
essing equipment (ADPE) purchased by 
contractors for use in performing DoD 
contracts. 

[62 FR 9376, Mar. 3, 1997]

239.7301 Applicability. 

(a) This subpart applies when the 
contractor purchases ADPE and title 
will pass to the Government. 

(b) This subpart does not apply to 
ADPE acquired as a component of an 
end item. 

[56 FR 36429, July 31, 1991, as amended at 62 
FR 9376, Mar. 3, 1997]

239.7302 Approvals and screening. 
(a) The requirements of this section 

highlight the redistribution require-
ments of the Defense Automation Re-
sources Management Manual, and are 
in addition to those at FAR 45.302. 

(b) If the contractor proposes acquir-
ing ADPE subject to 239.7301, and the 
unit acquisition cost is $50,000 or 
more— 

(1) The contracting officer shall re-
quire the contractor to submit, 
through the administrative con-
tracting officer, the documentation in 
239.7303. 

(2) The administrative contracting 
officer— 

(i) Submits a request for screening 
the requirement against the pool of 
Government-owned ADPE to determine 
if available excess equipment could 
satisfy the contractor’s needs. The re-
quest should include the contractor’s 
supporting documentation. The request 
is sent to—

Defense Information Systems Agency, Chief 
Information Officer, Defense Automation 
Resources Management Program Division, 
Attn: D03D, 701 South Courthouse Road, 
Arlington, VA 22204–2199; or
(ii) Uses the Automation Resources 

Management System (ARMS) to screen 
on-line. System access may be re-
quested from the Defense Information 
Systems Agency, Chief Information Of-
ficer, Defense Automation Resources 
Management Program (DARMP) Divi-
sion. Customers may apply for an 
ARMS Account Number by calling the 
DARMP Help Desk at (703) 696–1904; 
DSN 426–1904, FAX (703) 696–1908; E-
mail DARMP@NCR.DISA.MIL. 

(iii) Documents the result of the Sys-
tem query. 

(iv) Upon receipt of and based on 
screening results from DARMP, advises 
the contractor that excess ADPE— 

(A) Is available pursuant to the De-
fense Automation Resources Manage-
ment Manual; or 

(B) Is not available and the con-
tractor may proceed with acquisition 
of the equipment. 
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