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subsection, contracting officers may 
request the person asserting a restric-
tion to furnish a written explanation of 
the facts and supporting documenta-
tion for the assertion in sufficient de-
tail to enable the contracting officer to 
determine the validity of the assertion. 
Additional supporting documentation 
may be requested when the explanation 
provided by that person does not, in 
the contracting officer’s opinion, estab-
lish the validity of the assertion. 

(iii) Assertions may be challenged 
whether or not supporting documenta-
tion was requested. Challenges must be 
in writing and issued to the person as-
serting the restriction. 

(4) Extension of response time. The con-
tracting officer, at his or her discre-
tion, may extend the time for response 
contained in a challenge, as appro-
priate, if the contractor submits a 
timely written request showing the 
need for additional time to prepare a 
response. 

(e) Validating or denying asserted re-
strictions. (1) Contracting officers must 
promptly issue a final decision denying 
or sustaining the validity of each chal-
lenged assertion unless the parties 
have agreed on the disposition of the 
assertion. When a final decision deny-
ing the validity of an asserted restric-
tion is made following a timely re-
sponse to a challenge, the Government 
is obligated to continue to respect the 
asserted restrictions through final dis-
position of any appeal unless the agen-
cy head notifies the person asserting 
the restriction that urgent or compel-
ling circumstances do not permit the 
Government to continue to respect the 
asserted restriction. See 252.227–7019(g) 
for restrictions applicable following a 
determination of urgent and compel-
ling circumstances. 

(2) Only a contracting officer’s final 
decision, or actions of an agency Board 
of Contract Appeals or a court of com-
petent jurisdiction, that sustain the 
validity of an asserted restriction con-
stitute validation of the restriction. 

(f) Multiple challenges to an asserted 
restriction. When more than one con-
tracting officer challenges an asserted 
restriction, the contracting officer who 
made the earliest challenge is respon-
sible for coordinating the Government 
challenges. That contracting officer 

shall consult with all other contracting 
officers making challenges, verify that 
all challenges apply to the same as-
serted restriction and, after consulting 
with the contractor, subcontractor, or 
supplier asserting the restriction, issue 
a schedule that provides that person a 
reasonable opportunity to respond to 
each challenge.

227.7203–14 Conformity, acceptance, 
and warranty of computer software 
and computer software documenta-
tion. 

(a) Computer software documentation. 
Computer software documentation is 
technical data. See 227.7103–14 for ap-
propriate guidance and statutory re-
quirements. 

(b) Computer software. (1) Conformity 
and acceptance. Solicitations and con-
tracts requiring the delivery of com-
puter software shall specify the re-
quirements the software must satisfy 
to be acceptable. Contracting officers, 
or their authorized representatives, are 
responsible for determining whether 
computer software tendered for accept-
ance conforms to the contractual re-
quirements. Except for nonconforming 
restrictive markings (follow the proce-
dures at 227.7203–12(a) if nonconforming 
markings are the sole reason computer 
software tendered for acceptance fails 
to conform to contractual require-
ments), do not accept software that 
does not conform in all respects to ap-
plicable contractual requirements. Cor-
rection or replacement of noncon-
forming software, or an equitable re-
duction in contract price when correc-
tion or replacement of the noncon-
forming data is not practicable or is 
not in the Government’s interests, 
shall be accomplished in accordance 
with— 

(i) The provisions of a contract 
clause providing for inspection and ac-
ceptance of deliverables and remedies 
for nonconforming deliverables; or 

(ii) The procedures at FAR 46.407(c) 
through (g), if the contract does not 
contain an inspection clause providing 
remedies for nonconforming 
deliverables. 

(2) Warranties—(i) Weapon systems. 
Computer software that is a component 
of a weapon system or major sub-
system should be warranted as part of 
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the weapon system warranty. Follow 
the procedures at 246.770. 

(ii) Non-weapon systems. Approval of 
the chief of the contracting office must 
be obtained to use a computer software 
warranty other than a weapon system 
warranty. Consider the factors at FAR 
46.703 in deciding whether to obtain a 
computer software warranty. When ap-
proval for a warranty has been ob-
tained, the clause at 252.246–7001, War-
ranty of Data, and its alternates, may 
be appropriately modified for use with 
computer software or a procurement 
specific clause may be developed.

227.7203–15 Subcontractor rights in 
computer software or computer 
software documentation. 

(a) Subcontractors and suppliers at 
all tiers should be provided the same 
protection for their rights in computer 
software or computer software docu-
mentation as are provided to prime 
contractors. 

(b) The clauses at 252.227–7019, Vali-
dation of Asserted Restrictions—Com-
puter Software, and 252.227–7037, Vali-
dation of Restrictive Markings on 
Technical Data, obtain a contractor’s 
agreement that the Government’s 
transaction of validation or challenge 
matters directly with subcontractors 
at any tier does not establish or imply 
privity of contract. When a subcon-
tractor or supplier exercises its right 
to transact validation matters directly 
with the Government, contracting offi-
cers shall deal directly with such per-
sons, as provided at 227.7203–13(c) for 
computer software and 227.7103–13(c)(3) 
for computer software documentation 
(technical data). 

(c) Require prime contractors whose 
contracts include the following clauses 
to include those clauses, without modi-
fication except for appropriate identi-
fication of the parties, in contracts 
with subcontractors or suppliers who 
will be furnishing computer software in 
response to a Government requirement 
(see 227.7103–15(c) for clauses required 
when subcontractors or suppliers will 
be furnishing computer software docu-
mentation (technical data)): 

(1) 252.227.7014, Rights in Noncommer-
cial Computer Software and Non-
commercial Computer Software Docu-
mentation; 

(2) 252.227.7019, Validation of Asserted 
Restrictions—Computer Software; 

(3) 252.227.7025, Limitations on the 
Use or Disclosure of Government Fur-
nished Information Marked with Re-
strictive Legends; and 

(4) 252.227.7028, Technical Data or 
Computer Software Previously Deliv-
ered to the Government. 

(d) Do not require contractors to 
have their subcontractors or suppliers 
at any tier relinquish rights in tech-
nical data to the contractor, a higher 
tier subcontractor, or to the Govern-
ment, as a condition for award of any 
contract, subcontract, purchase order, 
or similar instrument except for the 
rights obtained by the Government 
under the provisions of the Rights in 
Noncommercial Computer Software 
and Noncommercial Computer Soft-
ware Documentation clause contained 
in the contractor’s contract with the 
Government.

227.7203–16 Providing computer soft-
ware or computer software docu-
mentation to foreign governments, 
foreign contractors, or inter-
national organizations. 

Computer software or computer soft-
ware documentation may be released 
or disclosed to foreign governments, 
foreign contractors, or international 
organizations only if release or disclo-
sure is otherwise permitted both by 
Federal export controls and other na-
tional security laws or regulations. 
Subject to such laws and regulations, 
the Department of Defense— 

(a) May release or disclose computer 
software or computer software docu-
mentation in which it has obtained un-
limited rights to such foreign entities 
or authorize the use of such data by 
those entities; and 

(b) Shall not release or disclose com-
puter software or computer software 
documentation for which restrictions 
on use, release, or disclosure have been 
asserted to such foreign entities or au-
thorize the use of such data by those 
entities, unless the intended recipient 
is subject to the same provisions as in-
cluded in the use and non-disclosure 
agreement at 227.7103–7 and the re-
quirements of the clause at 252.227–7014, 
Rights in Noncommercial Computer 
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