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PRIVACY IMPACT ASSESSMENT

Federal Business Opportunities
(FedBizOpps)

July 30, 2004

A.  Data in the System

	1.  Describe the information to be used in the system, including privacy data.  
	GG  2 .1 General Description/Purpose
The FedBizOpps System is a government wide Internet-based information system for the publication of Federal acquisitions.  It serves industry vendors by allowing them to search for, monitor and retrieve information on Federal business opportunities.  It also serves authorized Federal buyers by providing them with the capability to post solicitations on the Internet.

The FedBizOpps System has been designed as a single entry point for Federal buyers to post notification synopses and upload or point to solicitation documents and for vendors to locate government acquisition opportunities across agencies, offices, locations within selected Federal Supply Classification (FSC) codes.  This capability has been achieved by providing easy data exchange between FedBizOpps System and agency buyers and their electronic procurement systems.  Even though the FedBizOpps System uses different communications protocols (SMTP, FTP, and TCP/IP) for communications, it employs standard data exchange protocols and record templates, which were developed in accordance with Federal Acquisition Regulations (FAR).




	
	2      2.2  Privacy Data Elements
There are three sets of privacy data elements within the FedBizOpps System:  General Public, Federal buyer and Vendor information.  

2.2.1  General Public 

The FedBizOpps System collects E-mail address from those interested individuals who contact FedBizOpps requesting information.  This contact is voluntary.  The individual e-mail address is used to facilitate responding to requests and inquiries.  

2.2.2  Federal Buyer 

The FedBizOpps System collects privacy information on Federal buyers in the form of names, telephone numbers and email addresses.  This information is used to populate the buyer input function of the FedBizOpps System.  Providing this information is voluntary, however, failure to provide the information may significantly impact the ability of the individual Federal user and the Federal agency to effectively conduct eCommerce activities.


	
	2.2.3  Vendor

The FedBizOpps System collects a Vendor’s e-mail address, as an element of the Vendor Notification Profile maintained within the secure production portion of the FedBizOpps System.  The development of the Vendor Notification Profile and the inclusion of the vendor’s email address in the profile are voluntary. A Vendor who wishes to be notified of FedBizOpps postings develops his individual notification profile from a pull-down menu within the FedBizOpps System.  The vendor email address allows the system to send emails to that vendor when selected FedBizOpps postings occur that are of interest to that vendor based upon his Vendor Notification Profile.

The email address and the vendor-selected procurement data are used to populate the individual Vendor Notification Profile to enable registered Vendors to receive timely information on solicitations of interest when they are posted to the FedBizOpps System.  The vendor email address is the key element of the Vendor Notification Profile that allows FedBizOpps to send emails to that vendor when selected FedBizOpps postings occur.

The FedBizOpps System also may collect additional information from Vendors to include:

· Company Name

· Address

· Phone Number(s)

· E-mail address(es)

· Name of Point of Contact

· Business Type

This information is used by Federal Contracting Officers to develop the Interested Vendors Listing.  The Interested Vendor Listing groups vendors by solicitation.  This grouping affords the vendor community information on other interested vendors to facilitate teaming and sub-contracting relationships in furthering eCommerce activities



	1.a. What stage of the life cycle is the system currently in?
	Operations and Maintenance Phase



	2.  What are the sources of the information in the system?


	 User Entered Information

FedBizOpps Federal buyers must enter their name, phone number and email address in order to afford support to the Federal acquisition process by providing a technical point-of-contact for posted solicitations.

FedBizOpps vendor users may select the option of developing a Vender Notification Profile within the FedBizOpps Application.  This profile consists of the vender’s Email address and an individual vendor selection of:

· agency(ies),

· classification code(s), 

· NAICS code(s), 

· set-aside category(ies), 

· location(s)

· and/or specific solicitation(s) about which the vendor chooses to be notified

These elements are associated with the vendor’s email address for automatic system notification to communicate Federal procurement information to the vendor.

FedBizOpps vendor users may select the option of developing an Interested Vender Notification within the FedBizOpps Application.  This profile consists of:

· Company Name

· Address

· Phone Number(s)

· E-mail address(es)

· Name of Point of Contact

· Business Type

This information is then used by Federal Contracting Officers in developing Interested Vendors Listing.  This listing affords the vendor community information on other interested vendors to facilitate teaming and sub-contracting relationships in furthering eCommerce activities.

	2.a.  What GSA files and databases are used?


	No GSA files or databases are used as a source of privacy information

	2.b.  What Federal agencies are providing data for use in the system?


	Federal buyers post notification synopses and upload or point to solicitation documents maintained within the FedBizOpps System for vendors to locate government acquisition opportunities across agencies, offices, locations within selected Federal Supply Classification (FSC) codes.

Federal buyer information is included within the FedBizOpps Application to support the Federal acquisition process by allowing vendors to locate and contact (as necessary) specific Federal buyers for information on posted solicitations.



	2.c.  What State and local agencies are providing data for use in the system?


	None:  No state or local agency provides privacy information to the FedBizOpps System.

	2.d.  What other third party sources will the data be collected from?


	None:  No third party source provides privacy information to the FedBizOpps System.



	2.e.  What information will be collected from the individual whose record is in the system? 


	The FedBizOpps System collects (on a voluntary basis) the email addresses of  individuals who contact FedBizOpps with requests for information.

The FedBizOpps System collects (on a voluntary basis) the names, phone numbers and email addresses of Federal buyers.

The FedBizOpps System collects (on a voluntary basis) the email address and company information of vendors who elect to develop a vendor notification profile or participate in the Interested Vendor Listing . 

	3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	It is the responsibility of the Federal buyer to maintain the accuracy of their individual information (e.g., name, phone number and email address).  The FedBizOpps Application also includes Federal Agency Administrative Function that affords oversight of the information entered into the FedBizOpps System from that agency.  Administrators within the agencies can review individual Federal buyer entries to include privacy information on the Federal buyer.

It is the responsibility of the vendor user to maintain the accuracy of their individual vendor notification profile and company information included in the Interested Vendor Listing.

	3.b.  How will data be checked for completeness?


	It is the responsibility of the Federal buyer to ensure completeness of their individual information (e.g., name, phone number and email address).  The FedBizOpps Application also includes Federal Agency Administrative Function that affords oversight of the information entered into the FedBizOpps System from that agency.  Administrators within the agencies can review individual Federal buyer entries for completeness.

It is the responsibility of the vendor user to ensure the completeness of their individual vendor notification profile and company information included in the Interested Vendor Listing.

	3.c.  Is the data current?  How do you know?


	It is the responsibility of the Federal buyer to maintain current their individual information (e.g., name, phone number and email address).  The FedBizOpps Application also includes Federal Agency Administrative Function that affords oversight of the information entered into the FedBizOpps System from that agency.  Administrators within the agencies can review individual Federal buyer entries for currency.

It is the responsibility of the vendor user to maintain current the information selected as a part of their individual vendor notification profile and company information included in the Interested Vendor Listing.

	4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?


	Documentation detailing the data elements is maintained under configuration management on-line at the FedBizOpps System home page.  These documents include the:

· FBO Buyers Guide

· FBO Vendor Guide




B.  Access to the Data

	1.  Who will have access to the data in the system? 


	The following users and user groups are defined for the FedBizOpps System.

· Federal Buyer – An employee of the Federal government who is authorized to post solicitations to the FedBizOpps System.

· Vendor – A provider of services who seeks to respond to a solicitation.

· General Public – Internet users who access the FedBizOpps Application from the FedBizOpps home page.

· Operations/Maintenance/Security – GSA/FSS/FBO personnel (government and contractors) who provide direct operational support to the FedBizOpps System.



	1.a. Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.
	Personal privacy information is excluded from the general disclosure rules under the Freedom of Information Act (FIOA) [5 U.S.C. 522 (b) (3) and (6). 


	2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Access to the FedBizOpps System and associated privacy information is determined by the GSA/FSS/FBO Program Office.  The technical details are contained in the FedBizOpps System’s System Security Plan (SSP).

· General Public - The general public cannot access any element of the production system and is limited to viewing and downloading posted solicitations.

· Federal Buyers - Individual access needs are be established, verified and approved by the Agency administrator.  The requested information is entered into the FedBizOpps Application, reviewed by the Agency administrator and user access is established.

· Vendors – Vendors are afforded limited application access via the internet at the FedBizOpps System’s home page.

· GSA/FSS/FBO Personnel - These access requirements are identified, defined and approved by the FBO Program Office.

	3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.


	User access controls are detailed in the FedBizOpps System’s System Security Plan (SSP).  Individual access permissions are pre-defined and are limited based on the user group.  Application and Operating System controls provide for the identification and authentication of each user and limit (by default) access to specific areas within the FedBizOpps System.   

General Public access is limited to the internet web page.

Federal Buyers are limited (by the FedBizOpps Application controls) to the solicitations and records assigned to the buyer by their Agency administrator.

Vendors access are limited to viewing solicitations posted on the FedBizOpps System by the FedBizOpps Application.

GSA/FSS/FBO personnel (government and contractors) access is managed by UserID and Password controls within the Solaris operating system, application access controls, and data access is managed by the Data Base Administrator for databases access within the production system.

	4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?


	System controls are detailed in the FedBizOpps System’s System Security Plan (SSP).    

· General Public access is limited to the internet web site (FedBizOpps home page).

· Vendor access is limited to the FedBizOpps Application through its Internet web site, its email service or its public FTP site.  The Public FTP server is located outside the firewall system.   Vendors can retrieve daily transaction files from the Public FTP server.

· Each Federal Buyer may access their information and effect changes (update) as appropriate.   Agency administrators can access user information on individuals within their agency.  Agency officials (Federal Buyers) can place input transaction files on the Public FTP server.

· GSA/FSS/FBO SA can access all system assets and resources.  SA privileges are limited to the minimum necessary.  GSA/FSS/FBO DBA can access all database files and records.  DBA privileges are limited to the minimum necessary.  GSA/FSS/FBO developers do not have access to the production system.  

· FedBizOpps System - The FedBizOpps System controls the transfer of input FTP files from the Public FTP server to a secure server located inside the firewall system for processing.  The FedBizOpps System also controls the transfer of output files (vendor data feed) from secure storage server within the firewall system to the Public FTP Server for retrieval by interested vendors and other users.  The firewall system controls effectively limit access to production resources.  The security features of the firewall system are tested on a regular basis.  Access to servers within the firewall system is restricted and controlled.  Remote access is authorized only via the use of Secure Shell (SSH).  SSH is controlled by unique UserID and Passwords.  SSH access is restricted and Syslog function monitors all SSH actions.

	5.a.  Do other systems share data or have access to data in this system?  If yes, explain.


	The FedBizOpps System does not connect to other systems.  It shares or exchanges information either through its Internet web site, its email service or its public FTP site.  The Public FTP server is located outside the firewall system.  Agency systems can place input transaction files on the Public FTP server and Vendors can retrieve daily transaction files from the same Public FTP server.  

	5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?


	Privacy protection is managed through the GSA/FSS/FBO Program Office.  



	6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	The FedBizOpps System does not “share” information with any other system.  However, the vendor notification profile may be used by Federal procurement officials to communicate Federal procurement information to the Federal vendor community.

Note:  Collected information may be shared and protected as necessary for authorized law enforcement, homeland security and national security activities. 



	6.b.  How will the data be used by the agency?


	The following describes the intended use of privacy information within the FedBizOpps System.

Vendor - The email address and the vendor-selected procurement data are used to populate the individual Vendor Notification Profile to enable registered Vendors to receive timely information on solicitations of interest when they are posted to the FedBizOpps System.  The vendor email address is the key element of the Vendor Notification Profile that allows FedBizOpps to send emails to that vendor when selected FedBizOpps postings occur.  The vendor supplied company information is used by Contracting Officers to develop the Interested Vendor List for teaming opportunities in response to specific solicitations.

Federal Buyer - Federal buyer information is included within the FedBizOpps Application to support the Federal acquisition process by allowing vendors to locate and contact (as necessary) specific Federal buyers for information on posted solicitations.

	6.c.  Who is responsible for assuring proper use of the data?


	Privacy protection is managed through the GSA/FSS/FBO Program Office.  



	6.d.  How will the system ensure that agencies only get the information they are entitled to?


	The FedBizOpps System does not “share” or “exchange” privacy information with any other system.  However, the vendor notification profile may be used by Federal procurement officials to communicate Federal procurement information to the Federal vendor community.  Collected information may be shared and protected as necessary for authorized law enforcement, homeland security and national security activities. 



	7.  What is the life expectancy of the data?
	The following describes the intended life expectance of privacy information within the FedBizOpps System.

Vendor - The email address, vendor-selected procurement data, and company information provided by the vendor will be maintained by the system until the vendor deletes the information.  The Vendor may delete their vendor notification profile (and associated email address) and company information at any time.

Federal Buyer - Federal buyer information is reviewed by Agency administrators.  Information no longer valid is deleted by either the Agency administrator or Federal Buyer.  Solicitations are assigned expiration dates and the solicitation and associated information is purged by the FedBizOpps Application. 



	8.  How will the data be disposed when it is no longer needed?
	The sanitation, destruction and disposal of magnetic media within the FedBizOpps System are addressed in the FedBizOpps System’s System Security Plan (SSP).    Data retention rules are detailed in the Federal Buyer’s Guide and the Vendor’s Guide to FedBizOpps.




C.  Attributes of the Data

	1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	The following table reflects the relationship of the data element to the system.

Data Attributes

Data Element

Relevance to the System

Federal Buyer Name

Identification of Buyer to Vendor to support solicitation inquiries.

Federal Buyer Telephone Number

Identification of Buyer to Vendor to support solicitation inquiries.

Federal Buyer Email Address

Identification of Buyer to Vendor to support solicitation inquiries.

Vendor Email Address

Provide notification of the posting of solicitations of interest to the Vendor.

Vendor Company Name

Supports development of Interested Vendor List – Provides information to other interested vendors.

Vendor Company Address

Supports development of Interested Vendor List – Provides information to other interested vendors.

Vendor Company Telephone Numbers

Supports development of Interested Vendor List – Provides information to other interested vendors.

Vendor Company FAX

Supports development of Interested Vendor List – Provides information to other interested vendors.

Vendor Company E-mail

Supports development of Interested Vendor List – Provides information to other interested vendors.

Vendor Company Point of Contact (Name)

Supports development of Interested Vendor List – Provides information to other interested vendors.

Vendor Company Business Interest

Supports development of Interested Vendor List – Provides information to other interested vendors.



	2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	NO:  The FedBizOpps System does not create or derive new information or data.



	2.b.  Will the new data be placed in the individual's record (client or employee)?


	NO:  The FedBizOpps System does not create or derive new information or data.  No data is placed in an individual record.



	2.c.  Can the system make determinations about individuals that would not be possible without the new data?


	YES:  The FedBizOpps Application is able to assess, based on the Vendor Notification Profile, the types of solicitations a specific vendor is interested in and to notify the individual when such solicitations are posted.  Without the vendor notification profile, the system would simply host the solicitation.

The individual Federal Buyer is able to group interested vendors with the solicitations in which they have indicated an interest.  Without the Interested Vendor Listing, the system would offer no means of facilitating Federal Buyer 
efforts to collect interested vendor data and to facilitate vendor collaboration

	2.d.  How will the data be verified for relevance and accuracy?


	Not Applicable:  The FedBizOpps System does not create or derive new information or data.  No data is placed in an individual record.

	3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.


	 N/A - The FedBizOpps System does not consolidate data.

	3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	 N/A - The FedBizOpps System does not consolidate data.

	4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.


	Data retrieval for each group providing privacy information is described below.

Vendor - The vendor email address and the vendor-selected procurement data in the individual Vendor Notification Profile can be reviewed by Federal Buyers.  The vendor email address is used to send emails to that vendor when solicitations are posted that are of interest to the individual vendor.  Contracting Officers can review vendor provided company data and link companies to solicitations of mutual interest.  Vendors can review this listing for teaming opportunities.

Federal Buyer - Federal buyer information (name, telephone number, email address) included within the FedBizOpps Application in support the Federal acquisition process allows vendors to locate and contact (as necessary) specific Federal buyers for information on posted solicitations.



	5.  What are the potential effects on the due process rights of individuals of:

a.  Consolidation and linkage of files and systems;

b.  Derivation of data;

c.  Accelerated information processing and decision making; and

d.  Use of new technologies.

How are the effects to be mitigated?


	The FedBizOpps System protects the privacy rights of individuals by limiting access to privacy information to those personnel with a pre-determined and approved need-to-know basis.  GSA/FSS/FBO verifies the permissions associated with each group and the need for individual group members to have or continue access to the FedBizOpps System.  Syslogs monitor all activities of the system.  These logs are reviewed daily.  Unauthorized actions or security violations are promptly reported and investigated.

The FedBizOpps System does not consolidate files containing privacy information.

The FedBizOpps System does not connect to other systems.  

The use of the FedBizOpps Application with the Vendor Notification Profile and Interested Vendor Listing supports government eCommerce initiatives while the internal controls protect the privacy of individual information.

The use of new technology (hardware and commercial off-the-shelf software) is a key element in maintaining the availability of the system while using embedded controls to protect individual privacy.

The FedBizOpps System was subjected to several risk assessments during its life-cycle.  These assessments revealed a very low level of residual risk in the continued operation of the system.


D.  Maintenance of Administrative Controls

	1.a.  Explain how the system and its use will ensure equitable treatment of individuals.


	The FBO Buyers and FBO Vendors Guide details the use associated with the requested privacy information.  The Vendor email addresses and company information are only used by the system to notify the vendor of solicitations of interest to the individual and to develop the Interested Vendor Listing.  The Buyer’s email address may be used by the vendor to request clarification or further eCommerce activities..



	1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?


	The FedBizOpps System Configuration Management Plan is used to ensure the system is maintained at each site.  Security controls are addressed in the FedBizOpps System’s System Security Plan.



	1.c.  Explain any possibility of disparate treatment of individuals or groups.


	Privacy information is not “evaluated” by either the FedBizOpps application or by the Vendor user.

	2.a.  What are the retention periods of data in this system?


	Federal Buyer information is retained as an element of the administrative function until such time as the Agency administrator deems appropriate for the conduct of eCommerce within the agency.  The FedBizOpps System’s Buyers and Vendors Guides detail the use associated with the requested privacy information.  

Vendor provided information is retained and protected by the system until such time as the vendor deletes the information.

	2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	Generally, there are no system-level retention requirements.  Data on individuals is retained by the system until the individual vendor, Federal Buyer or Agency Administrator remove it.   The FBO Buyers and FBO Vendors Guide detail these procedures. 


	2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	This is the responsibility of the individual vendor, Federal user and Agency Administrator (for Federal users within their agency).  The FBO Buyers and FBO Vendors Guide detail the requirement to ensure the data on individuals and companies is accurate, relevant, timely, and complete.

	3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?


	NO  

	3.b.  How does the use of this technology affect individuals’ privacy?


	N/A



	4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.


	 Yes (Identify and Locate).  The Federal Buyer’s information is linked with a specific solicitation (or solicitations) to afford interested vendors a specific point of contact to support eCommerce and procurement activities.  The Vendor’s email address allows the FedBizOpps Application to notify the individual when a solicitation of interest to that individual is posted.  Company information included on the Interested Vendor Listing allows interested vendors to contact those entities listed with similar interest in the solicitation.

	4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.

	NO



	4.c.  What controls will be used to prevent unauthorized monitoring?


	The FedBizOpps System’s System Security Plan details the use of the system log (syslog) function to monitor activities within the system.  The FedBizOpps Application does not contain any feature that would either a Federal Buyer or Vendor to “monitor” the actions of the other.  The action of the FedBizOpps System’s  SAs and DBAs are recorded by the syslog function, reviewed daily, and archived as audit records.




	5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.

	The FedBizOpps System is not currently covered by a SOR Notice report

	5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.


	The FedBizOpps System is not currently covered by a SOR Report.  The system has not changed significantly since its initial design in regard to the information collected on individuals.  However, the Federal Buyer information and the Vendor Notification Profile are assessed as System of Records, as detailed in the E-Government Act, Section 208.  
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