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A. Data in the System

	1.  Describe the information to be used in the system, including privacy data.  


	The system being assessed is the Public Key Infrastructure (PKI) Multi-Protocol Validation Service (MPVS) of the E-Authentication Service Component (ASC). The purpose of this system is to provide a common, government-wide infrastructure for the electronic authentication of claimed identity of users of Federal E-Government services.  The E-Government ASC provides for the authorized exchange of information among Systems of Records that were or will be established to support Federal E-Government programs and services.  

The PKI MPVS is a governmentwide service offered as part of the Federal E-Authentication initiative.  The Federal E-Authentication initiative has authorized PKI digital certificates as one of the approved types of electronic credentials to be used governmentwide in the ASC. It is necessary to validate the current status of digital certificates every time that the certificate is used and relied upon. Typically certificate status is determined locally by the Agency Application.  To facilitate adoption and reduce costs, the Federal E-Authentication initiative offers a common, governmentwide service -- the PKI MPVS – to validate certificate status centrally and report that status to the Agency Application.  Therefore, agencies can choose to validate certificates locally on their own or use the centralized service.

The PKI MPVS establishes a new Federal System of Records containing information related to attempted and completed validation transactions required to authenticate users requesting access to Federal E-Government programs and services. This information is maintained as and audit log of the validation transactions conducted by the MPVS.  The AAs will act on the validated credentials to authorize users to access the applications and services requested.

.

The PKI MPVS under the E-Government ASC maintains a System of Records containing personally identifiable information that is contained within the PKI digital certificate and the validation of status of the digital certificate at the time the End-User requests access to E-Government AAs participating in the E-Government ASC.   A new records system being proposed.  



	1.a. What stage of the life cycle is the system currently in?
	Operation and Maintenance.

	2.  What are the sources of the information in the system?


	The Information may come from:

· Individuals issued digital certificates for whom the record is maintained;

· PKI Certificate Authorities that issue digital certificates validated through the MPVS; and,

· MPVS service provider(s) authorized to provide certificate validation services as part of the ASC. 

 

	2.a.  What GSA files and databases are used?


	No other GSA files or databases are used, unless GSA is approved separately as a Certificate Authority (CA).  The only GSA services authorized as a CA are services under the Access Certificates for Electronic Services (ACES) Governmentwide Acquisition Contract.  ACES

Records systems are specified in the GSA System of Records Notice for ACES. 


	2.b.  What Federal agencies are providing data for use in the system?


	Certificates from authorized CSPs (i.e., CA) are validated through the PKI MPVS.  Certificates from ACES CAs are the only certificates issued by Federal CAs that are currently being validated by the MPVS.  However, the following Federal CAs are authorized for use by the E-Authentication ASC and certificates issued could be validated through the MPVS: Department of Agriculture NFC, Department of Defense, Department of Energy, Department of State, Department of Treasury, NASA.

 

	2.c.  What State and local agencies are providing data for use in the system?


	Certificates from authorized CSPs (i.e., CA) are validated through the PKI MPVS.  Certificates from ACES CAs are the only certificates that are currently being validated by the MPVS.  However, the State of Illinois PKI is authorized for use by the E-Authentication ASC and certificates issued could be validated through the MPVS.



	2.d.  What other third party sources will the data be collected from?


	Certificates issued by non-Governmental PKI CAs that are authorized for use by the E-Authentication ASC may be validated by the MPVS.  Currently there are no non-Governmental PKI CAs authorized for use by the E-Authentication ASC.



	2.e.  What information will be collected from the individual whose record is in the system? 


	The information maintained by the MPVS represents an audit log of certificate validation transactions.  The audit log contains information from the digital certificate and information associated with the validation transaction.  This information consists of the following:

· Transaction number;

· Certificate serial number;

· Certificate subject (typically the unique name of the certificate holder);

· Certificate issuer (CA);

· Policy identifier (OID) for the policy(s) under which the certificate is issued;

· Validation status of certificate;

· Agency application using the MPVS for certificate validation.



	3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	Vetting of information maintained by the CAs and AAs that use the MPVS is the function of those entities, not the PKI MPVS. Currency of information maintained by the CAs and AAs that use the MPVS is the function of the CSP and AA, not the PKI MPVS.  

Information in the MPVS system of records audit log is read from the digital certificate, which is a public record.  The MPVS determines currently validity status of all certificates received.  All identity authentication transactions within the PKI MPVS under the E-Government ASC require current, real-time validation of identity credentials.  Any revoked or inactive credentials/accounts are identified as part of the validation process. 


	3.b.  How will data be checked for completeness?


	Vetting of information is the function of the CA and AA, not the PKI MPVS. 

	3.c.  Is the data current?  How do you know?


	See response to question 3.a. Currency of information is the function of the CA and AA, not the PKI MPVS.  However, all identity authentication transactions within the PKI MPVS under the E-Government ASC require current, real-time validation of identity credentials.  Any revoked or inactive credentials/accounts are identified as part of the validation process


	4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?


	Yes.  The certificate information recorded in the MPVS is described in the ACES Certificate Policy (Certificate Profile) and accompanying Certificate Practice Statements. 

 


B. Access to the Data

	1.  Who will have access to the data in the system? 


	Internal users are system administrators, security officials and help-desk operators.  These may include specially designated government employees and contractor personnel.

External organizations are agency applications that use the authentication transactions.



	1.a. Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.


	No.


	2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Access to the data is controlled in accordance with approved PKI MPVS policies and procedures as documented in the MPVS System Security Plan (SSP) and supporting documentation.


	3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.


	See item #2 above.


	4.  What controls are in place to prevent the misuse (e.g., browsing) of data by those having access?


	See item #2 above.  In addition, the ASC architecture controls sessions through TSL/SSL authentication and encryption between the access points in the architecture.
. 

	5.a.  Do other systems share data or have access to data in this system?  If yes, explain.


	The PKI MPVS processes digital certificates and provides the results of that processing to Agency applications.  The MPVS maintains an audit log of this processing (see question #2.e.).  No other systems have direct access to the data in the PKI MPVS system.


	5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?


	The E-Authentication Program Manager and the System Security Officer, Federal Technology Service.


	6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	See response to question #5.a. No access to the PKI MPVS audit logs outside of GSA is contemplated. .

	6.b.  How will the data be used by the agency?


	The data is used for auditing purposes to keep a record of validation transaction performed.

Validated claimed identity is used by agency applications to authorize users of Federal e-government services to gain access to information and services, submit filings or other communications, and/or conduct web-based business/government transactions.  


	6.c.  Who is responsible for assuring proper use of the data?


	The E-Authentication Program Manager

The System Security Officer, Federal Technology Service.


	6.d.  How will the system ensure that agencies only get the information they are entitled to?


	Only AAs with appropriate authority will be allowed to use the PKI MPVS to communicate with and receive information from approved CSPs.


	7.  What is the life expectancy of the data?
	PKI MPVS data is retained for a minimum of one year, at which time they will be reviewed and considered for possible destruction (SSP section 4.1.2.7.).



	8.  How will the data be disposed when it is no longer needed?
	Data is disposed of in accordance with the PKI MPVS policies and procedures defined in the approved System Security Plan and supporting documentation ((SSP sections 4.1.2.7 and 2.4.5).



C. Attributes of the Data

	1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	Yes. Validated claimed identity is used by agency applications to authorize users of Federal e-government services to gain access to information and services, submit filings or other communications, and/or conduct web-based business/government transactions.


	2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	No.

	2.b.  Will the new data be placed in the individual's record (client or employee)?


	No.

	2.c.  Can the system make determinations about individuals that would not be possible without the new data?


	No.

	2.d.  How will the data be verified for relevance and accuracy?


	The ASC has established standards for identity proofing for CSP enrollment and registration processes.  CSPs must meet the standards in order to be authorized to participate in the ASC.  The requirements for identity proofing and vetting information are specified in the Credential Assessment Framework (CAF).  The CAF suite of documents is available at the website: http://www.cio.gov/eauthentication.

GSA assesses potential CSPs against the CAF standards at the level of assurance requested by the CSP.  Authorized CSPs are made available to Federal; AAs through the ASC architecture and are posted publicly at the website above. 


	3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.


	N/A.


	3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	N/A.


	4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.


	The data can be access and/or retrieved based on personal identifier(s) contained in the PKI digital certificates being validated by the PKI MPVS and being retained in the transaction data. The only information that represents personally identifiable information in the audit log is the certificate holders’ unique name in the certificate subject field.  However, the certificate serial number used in conjunction with the certificate issuer could also be used as an identifier for the certificate holder. 



	4.  What are the potential effects on the due process rights of individuals of:

a.  Consolidation and linkage of files and systems;

b.  Derivation of data;

c.  Accelerated information processing and decision 

     making; and

d.  Use of new technologies.

How are the effects to be mitigated?


	a. N/A

b. N/A

c. The ASC architecture does not make authorization decisions in any case for AAs.  Rather, the ASC provides for authentication of claimed identity so that decisions can be made within the controls and processes of AAs operating systems and environment.  The common authentication infrastructure of the ASC will make such decisions more timely and should provide for greater controls since there is greater security and greater controls through the ASC. 

AAs must protect the individual’s rights in the same manner that they are responsible for under their AA’s authority to collect the information

d. The ASC is based on browser access to E-Government online applications.  These services are available to all potential users, but the Government is in an implementation ramp-up period.  The public can choose to access government services online or access services in more traditional ways; this should not affect due process.  




D.  Maintenance of Administrative Controls

	1.a.  Explain how the system and its use will ensure equitable treatment of individuals.


	· There is not a single, mandatory process to authenticate to the Federal Government, but multiple trusted means at four different assurance levels. 

· Users can choose the CSP and processes by which they authenticate and sign-on to web-based services.  

· Users can choose which CSPs they enroll in.

· The only personal information that is passed is claimed identity.

All sessions are protected by SSL, regardless of the authentication assurance level.


	1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?


	· Common mandatory architecture.

· Common mandatory interface specifications.

· Common trust and policy framework.



	1.c.  Explain any possibility of disparate treatment of individuals or groups.


	N/A.


	2.a.  What are the retention periods of data in this system?


	PKI MPVS data is retained for a minimum of one year, at which time they will be reviewed and considered for possible destruction in accordance with the PKI MPVS policies and procedures and approved System Security Plan and supporting documentation (SSP sections 4.1.2.7 and 2.4.5).  



	2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	Data is disposed of in accordance with the PKI MPVS policies and procedures defined in the approved System Security Plan and supporting documentation (SSP sections 4.1.2.7 and 2.4.5).


	2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	Data is retained for Auditing purposes no changes to the data are made.

	3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g., Caller-ID)?


	Yes.  The ASC technical approach will permit and facilitate the secure sharing of End-User PII and identity credentials from approved CAs by participating AAs  

	3.b.  How does the use of this technology affect individuals’ privacy?


	PKI and the PKI MPVS should not impact end users’ privacy.  The personally identifiable information contained in digital certificates (i.e., unique name) is public information.  As a multi-use electronic credential, digital certificates eliminate the need for redundant and less secure authentication credentials.  Due to the encryption capabilities of digital certificates and public key pairs, broad use of PKI should result in enhanced security and privacy, greater convenience, and reduced costs.  For the specific operation of the PKI MPVS, data parsed from the certification for validation provides the means for securely authenticating the claimed identity of the end user to allow access to E-Government services from participating AAs.  The data is maintained by the MPVS for auditing purposes only. It should have no impact on the privacy rights of end users. 


	4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.


	Yes. The only information that represents personally identifiable information that is maintained in the audit log is the certificate holders’ unique name in the certificate subject field.  However, the certificate serial number used in conjunction with the certificate issuer could also be used as an identifier for the certificate holder. 



	4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.

	No.


	4.c.  What controls will be used to prevent unauthorized monitoring?


	Physical and logical access controls in accordance with policies and procedures described in the approved System Security Plan and its supporting documentation.

	5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.

	A PKI MPVS Privacy Act notice is currently under development.  

	5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.


	N/A.   




� EMBED Word.Picture.8  ���











PAGE  
FOR OFFICIAL USE ONLY

2

[image: image2.wmf] 

_1155622435.doc
[image: image1.png]US, General Services Administration







