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the meaning of paragraph (uu)(5)(i) of 
this section. 

(6) United States Postal Service. The 
United States Postal Service, except 
with respect to the sale of postage or 
philatelic products. 

(vv) Stored value. Funds or monetary 
value represented in digital electronics 
format (whether or not specially 
encrypted) and stored or capable of 
storage on electronic media in such a 
way as to be retrievable and transfer-
able electronically. 

[52 FR 11441, Apr. 8, 1987; 52 FR 12641, Apr. 17, 
1987, as amended at 53 FR 777, Jan. 13, 1988; 
53 FR 4138, Feb. 12, l988; 54 FR 3027, Jan. 23, 
1989; 54 FR 28418, July 6, 1989; 55 FR 20143, 
May 15, 1990; 58 FR 13546, Mar. 12, 1993; 60 FR 
228, Jan. 3, 1995; 61 FR 4331, Feb. 5, 1996; 61 FR 
7055, Feb. 23, 1996; 61 FR 14249, 14385, Apr. 1, 
1996; 63 FR 1923, Jan. 13, 1998; 64 FR 45450, 
Aug. 20, 1999; 65 FR 13692, Mar. 14, 2000]

EFFECTIVE DATE NOTE: At 67 FR 44055, July 
1, 2002, § 103.11 was amended by revising para-
graph (ii)(1) and adding paragraph (ww), ef-
fective July 31, 2002. For the convenience of 
the user the revised text is set forth as fol-
lows:

§ 103.11 Meaning of terms.

* * * * *

(ii) Transaction. (1) Except as provided in 
paragraph (ii)(2) of this section, transaction 
means a purchase, sale, loan, pledge, gift, 
transfer, delivery, or other disposition, and 
with respect to a financial institution in-
cludes a deposit, withdrawal, transfer be-
tween accounts, exchange of currency, loan, 
extension of credit, purchase or sale of any 
stock, bond, certificate of deposit, or other 
monetary instrument or security, purchase 
or redemption of any money order, payment 
or order for any money remittance or trans-
fer, or any other payment, transfer, or deliv-
ery by, through, or to a financial institution, 
by whatever means effected.

* * * * *

(ww) Security. Security means any instru-
ment or interest described in section 3(a)(10) 
of the Securities Exchange Act of 1934, 15 
U.S.C. 78c(a)(10).

Subpart B—Reports Required To 
Be Made

§ 103.15 Determination by the Sec-
retary. 

The Secretary hereby determines 
that the reports required by this sub-

part have a high degree of usefulness in 
criminal, tax, or regulatory investiga-
tions or proceedings. 

[37 FR 6912, Apr. 5, 1972. Redesignated at 61 
FR 4331, Feb. 5, 1996 and further redesignated 
at 65 FR 13692, Mar. 14, 2000]

§ 103.18 Reports by banks of sus-
picious transactions. 

(a) General. (1) Every bank shall file 
with the Treasury Department, to the 
extent and in the manner required by 
this section, a report of any suspicious 
transaction relevant to a possible vio-
lation of law or regulation. A bank 
may also file with the Treasury De-
partment by using the Suspicious Ac-
tivity Report specified in paragraph 
(b)(1) of this section or otherwise, a re-
port of any suspicious transaction that 
it believes is relevant to the possible 
violation of any law or regulation but 
whose reporting is not required by this 
section. 

(2) A transaction requires reporting 
under the terms of this section if it is 
conducted or attempted by, at, or 
through the bank, it involves or aggre-
gates at least $5,000 in funds or other 
assets, and the bank knows, suspects, 
or has reason to suspect that: 

(i) The transaction involves funds de-
rived from illegal activities or is in-
tended or conducted in order to hide or 
disguise funds or assets derived from il-
legal activities (including, without 
limitation, the ownership, nature, 
source, location, or control of such 
funds or assets) as part of a plan to vio-
late or evade any federal law or regula-
tion or to avoid any transaction re-
porting requirement under federal law 
or regulation; 

(ii) The transaction is designed to 
evade any requirements of this part or 
of any other regulations promulgated 
under the Bank Secrecy Act, Pub. L. 
91–508, as amended, codified at 12 U.S.C. 
1829b, 12 U.S.C. 1951–1959, and 31 U.S.C. 
5311–5330; or 

(iii) The transaction has no business 
or apparent lawful purpose or is not 
the sort in which the particular cus-
tomer would normally be expected to 
engage, and the bank knows of no rea-
sonable explanation for the transaction 
after examining the available facts, in-
cluding the background and possible 
purpose of the transaction. 

VerDate Jul<17>2002 15:23 Jul 20, 2002 Jkt 197115 PO 00000 Frm 00337 Fmt 8010 Sfmt 8010 Y:\SGML\197115T.XXX pfrm12 PsN: 197115T



338

31 CFR Ch. I (7–1–02 Edition)§ 103.18

(b) Filing procedures—(1) What to file. 
A suspicious transaction shall be re-
ported by completing a Suspicious Ac-
tivity Report (‘‘SAR’’), and collecting 
and maintaining supporting docu-
mentation as required by paragraph (d) 
of this section. 

(2) Where to file. The SAR shall be 
filed with FinCEN in a central loca-
tion, to be determined by FinCEN, as 
indicated in the instructions to the 
SAR. 

(3) When to file. A bank is required to 
file a SAR no later than 30 calendar 
days after the date of initial detection 
by the bank of facts that may con-
stitute a basis for filing a SAR. If no 
suspect was identified on the date of 
the detection of the incident requiring 
the filing, a bank may delay filing a 
SAR for an additional 30 calendar days 
to identify a suspect. In no case shall 
reporting be delayed more than 60 cal-
endar days after the date of initial de-
tection of a reportable transaction. In 
situations involving violations that re-
quire immediate attention, such as, for 
example, ongoing money laundering 
schemes, the bank shall immediately 
notify, by telephone, an appropriate 
law enforcement authority in addition 
to filing timely a SAR. 

(c) Exceptions. A bank is not required 
to file a SAR for a robbery or burglary 
committed or attempted that is re-
ported to appropriate law enforcement 
authorities, or for lost, missing, coun-
terfeit, or stolen securities with re-
spect to which the bank files a report 
pursuant to the reporting requirements 
of 17 CFR 240.17f–1. 

(d) Retention of records. A bank shall 
maintain a copy of any SAR filed and 
the original or business record equiva-
lent of any supporting documentation 
for a period of five years from the date 
of filing the SAR. Supporting docu-
mentation shall be identified, and 
maintained by the bank as such, and 
shall be deemed to have been filed with 
the SAR. A bank shall make all sup-
porting documentation available to 
FinCEN and any appropriate law en-
forcement agencies or bank super-
visory agencies upon request. 

(e) Confidentiality of reports; limitation 
of liability. No bank or other financial 
institution, and no director, officer, 
employee, or agent of any bank or 

other financial institution, who reports 
a suspicious transaction under this 
part, may notify any person involved 
in the transaction that the transaction 
has been reported. Thus, any person 
subpoenaed or otherwise requested to 
disclose a SAR or the information con-
tained in a SAR, except where such dis-
closure is requested by FinCEN or an 
appropriate law enforcement or bank 
supervisory agency, shall decline to 
produce the SAR or to provide any in-
formation that would disclose that a 
SAR has been prepared or filed, citing 
this paragraph (e) and 31 U.S.C. 
5318(g)(2), and shall notify FinCEN of 
any such request and its response 
thereto. A bank, and any director, offi-
cer, employee, or agent of such bank, 
that makes a report pursuant to this 
section (whether such report is re-
quired by this section or is made volun-
tarily) shall be protected from liability 
for any disclosure contained in, or for 
failure to disclose the fact of such re-
port, or both, to the full extent pro-
vided by 31 U.S.C. 5318(g)(3). 

(f) Compliance. Compliance with this 
section shall be audited by the Depart-
ment of the Treasury, through FinCEN 
or its delegees under the terms of the 
Bank Secrecy Act. Failure to satisfy 
the requirements of this section may 
be a violation of the reporting rules of 
the Bank Secrecy Act and of this part. 
Such failure may also violate provi-
sions of Title 12 of the Code of Federal 
Regulations. 

[61 FR 4331, Feb. 5, 1996, as amended at 61 FR 
14249, Apr. 1, 1996; 61 FR 18250, Apr. 25, 1996. 
Redesignated at 65 FR 13692, Mar. 14, 2000]

EFFECTIVE DATE NOTE: At 67 FR 44056, July 
1, 2002, § 103.19 was added effective July 31, 
2002. For the convenience of the user, the 
added text is set forth as follows:

§ 103.19 Reports by brokers or dealers in se-
curities of suspicious transactions.

(a) General. (1) Every broker or dealer in 
securities within the United States (for pur-
poses of this section, a ‘‘broker-dealer’’) 
shall file with FinCEN, to the extent and in 
the manner required by this section, a report 
of any suspicious transaction relevant to a 
possible violation of law or regulation. A 
broker-dealer may also file with FinCEN a 
report of any suspicious transaction that it
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believes is relevant to the possible violation 
of any law or regulation but whose reporting 
is not required by this section. Filing a re-
port of a suspicious transaction does not re-
lieve a broker-dealer from the responsibility 
of complying with any other reporting re-
quirements imposed by the Securities and 
Exchange Commission or a self-regulatory 
organization (‘‘SRO’’) (as defined in section 
3(a)(26) of the Securities Exchange Act of 
1934, 15 U.S.C. 78c(a)(26)). 

(2) A transaction requires reporting under 
the terms of this section if it is conducted or 
attempted by, at, or through a broker-dealer, 
it involves or aggregates funds or other as-
sets of at least $5,000, and the broker-dealer 
knows, suspects, or has reason to suspect 
that the transaction (or a pattern of trans-
actions of which the transaction is a part): 

(i) Involves funds derived from illegal ac-
tivity or is intended or conducted in order to 
hide or disguise funds or assets derived from 
illegal activity (including, without limita-
tion, the ownership, nature, source, location, 
or control of such funds or assets) as part of 
a plan to violate or evade any federal law or 
regulation or to avoid any transaction re-
porting requirement under federal law or 
regulation; 

(ii) Is designed, whether through struc-
turing or other means, to evade any require-
ments of this part or of any other regula-
tions promulgated under the Bank Secrecy 
Act, Public Law 91–508, as amended, codified 
at 12 U.S.C. 1829b, 12 U.S.C. 1951–1959, and 31 
U.S.C. 5311–5332; 

(iii) Has no business or apparent lawful 
purpose or is not the sort in which the par-
ticular customer would normally be expected 
to engage, and the broker-dealer knows of no 
reasonable explanation for the transaction 
after examining the available facts, includ-
ing the background and possible purpose of 
the transaction; or 

(iv) Involves use of the broker-dealer to fa-
cilitate criminal activity. 

(3) The obligation to identify and properly 
and timely to report a suspicious transaction 
rests with each broker-dealer involved in the 
transaction, provided that no more than one 
report is required to be filed by the broker-
dealers involved in a particular transaction 
(so long as the report filed contains all rel-
evant facts). 

(b) Filing procedures—(1) What to file. A sus-
picious transaction shall be reported by com-
pleting a Suspicious Activity Report—Bro-
kers or Dealers in Securities (‘‘SAR–BD’’), 
and collecting and maintaining supporting 
documentation as required by paragraph (d) 
of this section. 

(2) Where to file. The SAR–BD shall be filed 
with FinCEN in a central location, to be de-
termined by FinCEN, as indicated in the in-
structions to the SAR–BD. 

(3) When to file. A SAR–BD shall be filed no 
later than 30 calendar days after the date of 

the initial detection by the reporting broker-
dealer of facts that may constitute a basis 
for filing a SAR–BD under this section. If no 
suspect is identified on the date of such ini-
tial detection, a broker-dealer may delay fil-
ing a SAR–BD for an additional 30 calendar 
days to identify a suspect, but in no case 
shall reporting be delayed more than 60 cal-
endar days after the date of such initial de-
tection. In situations involving violations 
that require immediate attention, such as 
terrorist financing or ongoing money laun-
dering schemes, the broker-dealer shall im-
mediately notify by telephone an appro-
priate law enforcement authority in addition 
to filing timely a SAR–BD. Broker-dealers 
wishing voluntarily to report suspicious 
transactions that may relate to terrorist ac-
tivity may call FinCEN’s Financial Institu-
tions Hotline at 1–866–556–3974 in addition to 
filing timely a SAR–BD if required by this 
section. The broker-dealer may also, but is 
not required to, contact the Securities and 
Exchange Commission to report in such situ-
ations. 

(c) Exceptions. (1) A broker-dealer is not re-
quired to file a SAR–BD to report: 

(i) A robbery or burglary committed or at-
tempted of the broker-dealer that is reported 
to appropriate law enforcement authorities, 
or for lost, missing, counterfeit, or stolen se-
curities with respect to which the broker-
dealer files a report pursuant to the report-
ing requirements of 17 CFR 240.17f–1; 

(ii) A violation otherwise required to be re-
ported under this section of any of the fed-
eral securities laws or rules of an SRO by the 
broker-dealer or any of its officers, directors, 
employees, or other registered representa-
tives, other than a violation of 17 CFR 
240.17a–8 or 17 CFR 405.4, so long as such vio-
lation is appropriately reported to the SEC 
or an SRO. 

(2) A broker-dealer may be required to 
demonstrate that it has relied on an excep-
tion in paragraph (c)(1) of this section, and 
must maintain records of its determinations 
to do so for the period specified in paragraph 
(d) of this section. To the extent that a Form 
RE–3, Form U–4, or Form U–5 concerning the 
transaction is filed consistent with the SRO 
rules, a copy of that form will be a sufficient 
record for purposes of this paragraph (c)(2). 

(3) For the purposes of this paragraph (c) 
the term ‘‘federal securities laws’’ means the 
‘‘securities laws,’’ as that term is defined in 
section 3(a)(47) of the Securities Exchange 
Act of 1934, 15 U.S.C. 78c(a)(47), and the rules 
and regulations promulgated by the Securi-
ties and Exchange Commission under such 
laws. 

(d) Retention of records. A broker-dealer 
shall maintain a copy of any SAR–BD filed 
and the original or business record equiva-
lent of any supporting documentation for a 
period of five years from the date of filing 
the SAR–BD. Supporting documentation 
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shall be identified as such and maintained by 
the broker-dealer, and shall be deemed to 
have been filed with the SAR–BD. A broker-
dealer shall make all supporting documenta-
tion available to FinCEN, any other appro-
priate law enforcement agencies or federal or 
state securities regulators, and for purposes 
of paragraph (g) of this section, to an SRO 
registered with the Securities and Exchange 
Commission, upon request. 

(e) Confidentiality of reports. No financial 
institution, and no director, officer, em-
ployee, or agent of any financial institution, 
who reports a suspicious transaction under 
this part, may notify any person involved in 
the transaction that the transaction has 
been reported, except to the extent per-
mitted by paragraph (a)(3) of this section. 
Thus, any person subpoenaed or otherwise 
requested to disclose a SAR–BD or the infor-
mation contained in a SAR–BD, except 
where such disclosure is requested by 
FinCEN, the Securities and Exchange Com-
mission, or another appropriate law enforce-
ment or regulatory agency, or for purposes 
of paragraph (g) of this section, an SRO reg-
istered with the Securities and Exchange 
Commission, shall decline to produce the 
SAR–BD or to provide any information that 
would disclose that a SAR–BD has been pre-
pared or filed, citing this paragraph (e) and 
31 U.S.C. 5318(g)(2), and shall notify FinCEN 
of any such request and its response thereto. 

(f) Limitation of liability. A broker-dealer, 
and any director, officer, employee, or agent 
of such broker-dealer, that makes a report of 
any possible violation of law or regulation 
pursuant to this section or any other author-
ity (or voluntarily) shall not be liable to any 
person under any law or regulation of the 
United States (or otherwise to the extent 
also provided in 31 U.S.C. 5318(g)(3), including 
in any arbitration proceeding) for any disclo-
sure contained in, or for failure to disclose 
the fact of, such report. 

(g) Examination and enforcement. Compli-
ance with this section shall be examined by 
the Department of the Treasury, through 
FinCEN or its delegees, under the terms of 
the Bank Secrecy Act. Reports filed under 
this section shall be made available to an 
SRO registered with the Securities and Ex-
change Commission examining a broker-
dealer for compliance with the requirements 
of this section. Failure to satisfy the re-
quirements of this section may constitute a 
violation of the reporting rules of the Bank 
Secrecy Act and of this part. 

(h) Effective date. This section applies to 
transactions occurring after December 30, 
2002.

§ 103.20 Reports by money services 
businesses of suspicious trans-
actions. 

(a) General. (1) Every money services 
business, described in § 103.11(uu) (3), 
(4), (5), or (6), shall file with the Treas-
ury Department, to the extent and in 
the manner required by this section, a 
report of any suspicious transaction 
relevant to a possible violation of law 
or regulation. Any money services 
business may also file with the Treas-
ury Department, by using the form 
specified in paragraph (b)(1) of this sec-
tion, or otherwise, a report of any sus-
picious transaction that it believes is 
relevant to the possible violation of 
any law or regulation but whose re-
porting is not required by this section. 

(2) A transaction requires reporting 
under the terms of this section if it is 
conducted or attempted by, at, or 
through a money services business, in-
volves or aggregates funds or other as-
sets of at least $2,000 (except as pro-
vided in paragraph (a)(3) of this sec-
tion), and the money services business 
knows, suspects, or has reason to sus-
pect that the transaction (or a pattern 
of transactions of which the trans-
action is a part): 

(i) Involves funds derived from illegal 
activity or is intended or conducted in 
order to hide or disguise funds or assets 
derived from illegal activity (includ-
ing, without limitation, the ownership, 
nature, source, location, or control of 
such funds or assets) as part of a plan 
to violate or evade any federal law or 
regulation or to avoid any transaction 
reporting requirement under federal 
law or regulation; 

(ii) Is designed, whether through 
structuring or other means, to evade 
any requirements of this part or of any 
other regulations promulgated under 
the Bank Secrecy Act, Public Law 91–
508, as amended, codified at 12 U.S.C. 
1829b, 12 U.S.C. 1951–1959, and 31 U.S.C. 
5311–5330; or 

(iii) Serves no business or apparent 
lawful purpose, and the reporting 
money services business knows of no 
reasonable explanation for the trans-
action after examining the available 
facts, including the background and 
possible purpose of the transaction. 
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