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§103.135 Anti-money laundering pro-
grams for operators of credit card
systems.

(a) Definitions. For purposes of this
section:

(1) Operator of a credit card system
means any person doing business in the
United States that operates a system
for clearing and settling transactions
in which the operator’s credit card,
whether acting as a credit or debit
card, is used to purchase goods or serv-
ices or to obtain a cash advance. To
fall within this definition, the operator
must also have authorized another per-
son (whether located in the United
States or not) to be an issuing or ac-
quiring institution for the operator’s
credit card.

(2) Issuing institution means a person
authorized by the operator of a credit
card system to issue the operator’s
credit card.

(3) Acquiring institution means a per-
son authorized by the operator of a
credit card system to contract, directly
or indirectly, with merchants or other
persons to process transactions, includ-
ing cash advances, involving the opera-
tor’s credit card.

(4) Operator’s credit card means a
credit card capable of being used in the
United States that:

(i) Has been issued by an issuing in-
stitution; and

(ii) Can be used in the operator’s
credit card system.

(5) Credit card has the same meaning
as in 15 U.S.C. 1602(k). It includes
charge cards as defined in 12 CFR
226.2(15).

(6) Foreign bank means any organiza-
tion that is organized under the laws of
a foreign country; engages in the busi-
ness of banking; is recognized as a
bank by the bank supervisory or mone-
tary authority of the country of its or-
ganization or the country of its prin-
cipal banking operations; and receives
deposits in the regular course of its
business. For purposes of this defini-
tion:

(i) The term foreign bank includes a
branch of a foreign bank in a territory
of the United States, Puerto Rico,
Guam, American Samoa, or the U.S.
Virgin Islands.

(ii) The term foreign bank does not
include:
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(A) A U.S. agency or branch of a for-
eign bank; and

(B) An insured bank organized under
the laws of a territory of the United
States, Puerto Rico, Guam, American
Samoa, or the U.S. Virgin Islands.

(b) Anti-money laundering program re-
quirement. Effective July 24, 2002, each
operator of a credit card system shall
develop and implement a written anti-
money laundering program reasonably
designed to prevent the operator of a
credit card system from being used to
facilitate money laundering and the fi-
nancing of terrorist activities. The pro-
gram must be approved by senior man-
agement. Operators of credit card sys-
tems must make their anti-money
laundering programs available to the
Department of the Treasury or the ap-
propriate Federal regulator for review.

(c) Minimum requirements. At a min-
imum, the program must:

(1) Incorporate policies, procedures,
and internal controls designed to en-
sure the following:

(i) That the operator does not au-
thorize, or maintain authorization for,
any person to serve as an issuing or ac-
quiring institution without the oper-
ator taking appropriate steps, based
upon the operator’s money laundering
or terrorist financing risk assessment,
to guard against that person issuing
the operator’s credit card or acquiring
merchants who accept the operator’s
credit card in circumstances that fa-
cilitate money laundering or the fi-
nancing of terrorist activities;

(ii) For purposes of making the risk
assessment required by paragraph
(c)(1)(i) of this section, the following
persons are presumed to pose a height-
ened risk of money laundering or ter-
rorist financing when evaluating
whether and under what circumstances
to authorize, or to maintain authoriza-
tion for, any such person to serve as an
issuing or acquiring institution:

(A) A foreign shell bank that is not a
regulated affiliate, as those terms are
defined in 31 CFR 104.10(e) and (j);

(B) A person appearing on the Spe-
cially Designated Nationals List issued
by Treasury’s Office of Foreign Assets
Control;

(C) A person located in, or operating
under a license issued by, a jurisdiction
whose government has been identified

389



§103.170

by the Department of State as a spon-
sor of international terrorism under 22
U.S.C. 2371;

(D) A foreign bank operating under
an offshore banking license, other than
a branch of a foreign bank if such for-
eign bank has been found by the Board
of Governors of the Federal Reserve
System under the Bank Holding Com-
pany Act (12 U.S.C. 1841, et seq.) or the
International Banking Act (12 U.S.C.
3101, et seq.) to be subject to com-
prehensive supervision or regulation on
a consolidated basis by the relevant su-
pervisors in that jurisdiction;

(E) A person located in, or operating
under a license issued by, a jurisdiction
that has been designated as non-
cooperative with international anti-
money laundering principles or proce-
dures by an intergovernmental group
or organization of which the United
States is a member, with which des-
ignation the United States representa-
tive to the group or organization con-
curs; and

(F) A person located in, or operating
under a license issued by, a jurisdiction
that has been designated by the Sec-
retary of the Treasury pursuant to 31
U.S.C. 5318A as warranting special
measures due to money laundering con-
cerns;

(iii) That the operator is in compli-
ance with all applicable provisions of
subchapter II of chapter 53 of title 31,
United States Code and this part;

(2) Designate a compliance officer
who will be responsible for assuring
that:

(i) The anti-money laundering pro-
gram is implemented effectively;

(ii) The anti-money laundering pro-
gram is updated as necessary to reflect
changes in risk factors or the risk as-
sessment, current requirements of part
103, and further guidance issued by the
Department of the Treasury; and

(iii) Appropriate personnel are
trained in accordance with paragraph
(c)(3) of this section;

(3) Provide for education and training
of appropriate personnel concerning
their responsibilities under the pro-
gram; and

(4) Provide for an independent audit
to monitor and maintain an adequate
program. The scope and frequency of
the audit shall be commensurate with
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the risks posed by the persons author-
ized to issue or accept the operator’s
credit card. Such audit may be con-
ducted by an officer or employee of the
operator, so long as the reviewer is not
the person designated in paragraph
(c)(2) of this section or a person in-
volved in the operation of the program.

[67 FR 21126, Apr. 29, 2002]

§103.170 Deferred anti-money laun-
dering programs for certain finan-
cial institutions.

(a) Exempt financial institutions. Sub-
ject to the provisions of paragraph (b)
of this section, the following financial
institutions (as defined in 31 U.S.C.
5312(a)(2) or (c)(1)) are exempt from the
requirement in 31 U.S.C. 5318(h)(1) con-
cerning the establishment of anti-
money laundering programs:

(1) An agency of the United States
Government, or of a State or local gov-
ernment, carrying out a duty or power
of a business described in 31 U.S.C.
5312(a)(2); and

(2) Any of the following businesses or
activities that is not described in
§103.120(b) or (c), or subject to the re-
quirements of §103.125 or §103.130:

(i) Dealer in precious metals, stones,
or jewels;

(ii) Pawnbroker;

(iii) Loan or finance company;

(iv) Travel agency;

(v) Telegraph company;

(vi) Seller of vehicles, including auto-
mobiles, airplanes, and boats;

(vii) Persons involved real estate
closings and settlements;

(viii) Private banker;

(ix) Insurance company;

(x) Commodity pool operator;

(xi) Commodity trading advisor; or

(xii) Investment company.

(b) Termination of exemption. (1) In
general. Subject to paragraph (b)(2) of
this section, a financial institution de-
scribed in paragraph (a)(2) of this sec-
tion shall, effective October 24, 2002, es-
tablish and maintain an anti-money
laundering program as required by 31
U.S.C. 5318(h)(1).

(2) Exception. The provisions of para-
graph (b)(1) of this section shall not
apply to any financial institution to
the extent:

(i) Provided in guidance issued in a
document published in the FEDERAL
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