Monetary Offices, Treasury

(b) A requestor claiming an exemp-
tion from disclosure will be notified, at
least 10 days before the administrative
ruling is issued, of a decision not to ex-
empt any of such information from dis-
closure so that the underlying request
for an administrative ruling can be
withdrawn if the requestor so chooses.

(Approved by the Office of Management and
Budget under control number 1505-0105)

Subpart H—Special Information
Sharing Procedures To Deter
Money Laundering and Ter-
rorist Activity

SOURCE: 67 FR 9876, Mar. 4, 2002, unless oth-
erwise noted.

§103.90 Definitions.

For purposes of this subpart, the fol-
lowing definitions apply:

(a) Money laundering means an activ-
ity described in 18 U.S.C. 1956 or 1957.

(b) Terrorist activity means an act of
domestic terrorism or international
terrorism as those terms are defined in
18 U.S.C. 2331.

§103.100 Information sharing with
federal law enforcement agencies.
[Reserved]

§103.110 Voluntary information shar-
ing among financial institutions.

(a) Definitions. For purposes of this
section:

(1) The definitions in §103.90 apply;

(2) The term financial institution
means any financial institution de-
scribed in 31 U.S.C. 5312(a)(2) that:

(i) Is subject to a suspicious activity
reporting requirement of subpart B of
this part and is not a money services
business, as defined in §103.11(uu);

(ii) Is a broker or dealer in securities,
as defined in §103.11(f);

(iii) Is an issuer of traveler’s checks
or money orders, as defined in
§103.11(uu)(3);

(iv) Is a money transmitter, as de-
fined in §103.11(uu)(5), and is required
to register as such pursuant to §103.41;
or

(v) Is an operator of a credit card sys-
tem and is not a money services busi-
ness, as defined in §103.11(uu); and

(3) The term association of financial
institutions means a group or organiza-
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tion the membership of which is com-
prised entirely of financial institutions
as defined in paragraph (a)(2) of this
section.

(b) Information sharing among finan-
cial institutions—(1) In general. Subject
to paragraphs (b)(2) and (g) of this sec-
tion, a financial institution or an asso-
ciation of financial institutions may
engage in the sharing of information
with any other financial institution (as
defined in paragraph (a)(2) of this sec-
tion) or association of financial insti-
tutions (as defined in paragraph (a) (3)
of this section) regarding individuals,
entities, organizations, and countries
for purposes of detecting, identifying,
or reporting activities that the finan-
cial institution or association suspects
may involve possible money laundering
or terrorist activities.

(2) Notice requirement—((i) Certification.
A financial institution or association
of financial institutions that intends to
engage in the sharing of information as
described in paragraph (b)(1) of this
section shall submit to FinCEN a cer-
tification described in Appendix B of
this part.

(ii) Address. Completed certifications
may be submitted to FinCEN:

(A) By accessing FinCEN’s Internet
website, http:/www.treas.gov/fincen, and
entering the appropriate information
as directed; or

(B) If a financial institution does not
have Internet access, by mail to:
FinCEN, PO Box 39, Mail Stop 100, Vi-
enna, VA 22183.

(iii) One year duration of certification.
Each certification provided pursuant to
paragraph (b)(2)(i) of this section shall
be effective for the one year period be-
ginning on the date of the -certifi-
cation. In order to continue to engage
in the sharing of information after the
end of the one year period, a financial
institution or association of financial
institutions must submit a new certifi-
cation.

(c) Security and confidentiality of infor-
mation—(1) Procedures required. Each fi-
nancial institution or association of fi-
nancial institutions that engages in
the sharing of information pursuant to
this section shall maintain adequate
procedures to protect the security and
confidentiality of such information.
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(2) Use of information. Information re-
ceived by a financial institution or as-
sociation of financial institutions pur-
suant to this section shall not be used
for any purpose other than:

(i) Detecting, identifying and report-
ing on activities that may involve ter-
rorist or money laundering activities;
or

(ii) Determining whether to establish
or maintain an account, or to engage
in a transaction.

(d) Safe harbor from certain liability—
(1) In general. A financial institution or
association of financial institutions
that engages in the sharing of informa-
tion pursuant to this section shall not
be liable to any person under any law
or regulation of the United States,
under any constitution, law, or regula-
tion of any State or political subdivi-
sion thereof, or under any contract or
other legally enforceable agreement
(including any arbitration agreement),
for such sharing, or for any failure to
provide notice of such sharing, to an
individual, entity, or organization that
is identified in of such sharing.

(2) Limitation. Paragraph (d)(1) of this
section shall not apply to a financial
institution or association of financial
institutions to the extent such institu-
tion or association fails to comply with
paragraph (b) or (c¢) of this section.

(e) Information sharing between finan-
cial institutions and the federal govern-
ment—(1) Terrorist activity. If, as a re-
sult of information sharing pursuant to
this section, a financial institution
suspects that an individual, entity, or
organization is involved in, or may be
involved in terrorist activity, such in-
formation should be reported to
FinCEN:

(i) By calling the toll-free Financial
Institutions Hotline (1-866-556-3974);
and

(ii) If appropriate, by filing a Sus-
picious Activity Report pursuant to
subpart B of this part or other applica-
ble regulations.

(2) Money laundering. If as a result of
information sharing pursuant to this
section, a financial institution suspects
that an individual, entity, or organiza-
tion is involved in, or may be involved
in money laundering, such information
should generally be reported by filing a
Suspicious Activity Report in accord-
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ance with subpart B of this part or
other applicable regulations. If cir-
cumstances indicate a need for the ex-
pedited reporting of this information, a
financial institution may use the Fi-
nancial Institutions Hotline (1-866-556—
3974).

(f) No limitation on financial institution
reporting obligations. Nothing in this
subpart affects the obligation of a fi-
nancial institution to file a Suspicious
Activity Report pursuant to subpart B
of this part or any other applicable reg-
ulations, or to otherwise directly con-
tact a federal agency concerning indi-
viduals or entities suspected of engag-
ing in money laundering or terrorist
activities.

(g) Revocation or suspension of certifi-
cation—(1) Authority of federal regulator
or FinCEN. Notwithstanding any other
provision of this section, a federal reg-
ulator of a financial institution, or
FinCEN in the case of a financial insti-
tution that does not have a federal reg-
ulator, may revoke or suspend a cer-
tification provided by a financial insti-
tution pursuant to paragraph (b)(2) of
this section if the concerned federal
regulator or FinCEN, as appropriate,
determines that the financial institu-
tion has failed to comply with the re-
quirements of paragraph (c) of this sec-
tion. Nothing in this paragraph (g)(1)
shall be construed to affect the author-
ity of any federal regulator with re-
spect to any financial institution.

(2) Effect of revocation or suspension. A
financial institution with respect to
which a certification has been revoked
or suspended may not engage in infor-
mation sharing under the authority of
this section during the period of such
revocation or suspension.

Subpart I—Anti-Money Laundering
Programs

§103.120 Anti-money laundering pro-
gram requirements for financial in-
stitutions regulated by a Federal
functional regulator or a self-regu-
latory organization, and casinos.

(a) Definitions. For purposes of this
section:

(1) Financial institution means a fi-
nancial institution defined in 31 U.S.C.
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