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MEMORANDUM

TO: The Commission

THROUGH: James Pehrkon, Staff Director

FRQOM: Penelope Bonsall, Director Gffice of Election Administratiunl,.
SUBJECT: Release for Public Comment of Voting Systems Standards
Materials

Please find attached the following items which we submit for your

review and approval prior to their release to the general public for a 60-day
comment period:

W Federal Register Notice
B An Overview of Volume 1
M Voting System Performance Standards:Volume 1

These revised Standards and accompanying decuments have been
developed by American Management Systems (AMS) in conjunction with
FEC staff and NASEI¥s Voting Systems Board which has, over the past 22
months and 5 public meetings, reviewed much of the draft material. Voting
system vendors, the U.S. Access Board, the Disability Ssction of the
Department of Justice, computer security experts, and other interested
parties have also participated in this deliberative Process.

These are technical standards that relate to voting system
performance. As such, they do not include the administrative or management
functions, nor do they address all the problems encountered in the Florida
2000 elections, such as what constitutes a vote, lack of uniform recount
procedures, or human enginesring considerations. While the Commission
receives public comments, work will proceed on the final draft of the syatem

test plans and criteria which we are scheduled to deliver for review at the
end of October.






These standards remain voluntary, but NASED and many States will look to
these specifications as they procure new electronic voting systems in the next
2 to 4 years.

RECOMMENDATIONS:

The Office of Election Administration recommends that the Commission:
1. Approve the Federal Register Notice

2. Approve the release of the Overview document

3. Approve the release of Volume 1 of the Voting System Standards






AGENCY:

ACTION:

SUMMARY:

DATE:

FEDERAL ELECTION COMNMISSION

[Notice 2001 - |

Voluntary Standards for Computerized Voting Systems

Federal Election Conmission

Notice with request for comments.

The Federal Election Commission (the “FEC™) requests comments on
proposed revisions to the 1990 national voluntary performance standards
for computerized voting systems. Please note that the draft revized
standards do not represent a final decision by the Commission, nor do they
include proposed revised test standards. The FEC will publish a notice
when the proposed revised test standards are available for comment, and
another notice when the final revised performance and test standards are
issued. Note also that the text of the final documents will not become part
of the Code of Federal Regulations becanse they are intended only as
guidelines for States and voting system vendors. States may mandate the
specifications and procedures through their own statutes, regulations, or
administrative rules. Voting system vendors may voluntarily adhere to the

standards to ensure the reliability, accuracy, and integrity of their products.

*

Further information is provided in the supplementary information that
follows.

Comments must be received on ot before [insert date 60 days after date of

publication in the Federal Register].



ADDRESSES:

FOR FURTHER
INFORMATION
CONTACT:

Copies of the draft revised performance standards may be found on the
Federal Election Commission’s web site at www . fec. gov/elections.himi, or
may be requested by contacting the Office of Election Administration,
Faderal Election Commission, 999 E Street, NW, Washington, DC 20463,
They may alsc be picked up at the Office of Election Administration, 300
N. Capital St. NW, Washington, DC, Suite 600, All comments should be
addressed to Ms. Penelope Bonsall, Director, Office of Election
Administration, and must be submitted in either written or electronic form.
Writien comments should be sent to the Office of Election Administration,
Federal Election Commission, 999 E Street, NW, Washington, DC 20463.
Faxed comments should be sent to {202)219-8500, with printed copy
follow-up to insure legibility, Electronic mail comments should be sent to

VSS@fec.gov. See the Supplementary Information that follows for file

formats and other information about filing comments electronically.

Ms. Penelope Bonsall, Director, Office of Election Administration, 999 E
Street, NW, Washington, DC 20463; Telephore: (202) 694-1093; Toll

Free (800} 424-3530, extension 1093,

SUPPLEMENTARY INFORMATION: The FEC issued the first national voluntary voting

system standards in response to the States’ requests for assistance, after a number of voting

system failures in the field. The FEC’s Office of Election Administration undertook this activity

pursuant to its responsibilities under 2 U.8.C. 438(a)(10), which requires the FEC to “serveas a
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pational clearinghouse for the compilation of information and raview of procedures with respect
to the administration of Federal elections.”

The FEC began developing the first performance standards and test eniteria for computer
based voting systems in 1984, subsequent 10 two studies. The first sudy was the 1973
publication entitied “Effective Use of Computing Technology in Vote Tallying”, which was
prepared joinily by the National Bureau of Standards (now the National Institute of Standards
and Technology) and the FEC's predecessor at the General Accounting Office. This report
concluded that one of the basic causes for computer-related election problems was the lack of
apptopriate technical skills at the State and local jevel for developing or implementing
sophisticated and complex written standardé, against which voting systemn hardware and software
could be tested. The second report was a congressionally mandated feasibility study published in
10827 19839 and entitled “Voting System Standards: A Reportto the Congress on the
Development of Voluntary Engineering and Procedural Performance Standards for Voting
Systems”. This document, produced by the FEC in cooperation with the National Bureau of
Standards, cited a substantial number of technical and management problems that affected the
integrity of the vote counting process. It also detailed the need and desirability of having a
federal agency develop voluntary national technical standards and test criteria for voting systems
other than mechanical lever er hand-counted paper ballot systems.

The original standards took six-years to develop. A series of public meetings were held,
State and local election ofﬁcialis, representatives of voting system vendors, technical consultants,
and others reviewed drafts of the proposed criteria. A notice soliciting comments from the
public was published in the Federal Register on August 8, 1989. 54 FR 32479. The FEC

meticulously reviewed all responses to the notice and incorporated corrections and suitable



suggestions. Notice of the final standards was published in the Federal Register on February 3,

1990. 55 FR 3764.

Thirty-seven States now report that they have implemented, or intend soon to adopt, the
standards. The National Association of State Election Directors {("NASED") oversees the
national testing of voting systems by independent test authorities using the standards. The
Election Center, a private membership association of election officials, serves as Secretariat for
the NASED tasting program. |

Today, election officials are better assured that the voting systems they procure will work
accurately and refiably. Voting system failures ars on the decline, and now tend to invelve pre-
standard equipment, untested equipment configurations, or the mismanagerment of tested
equipment.

Nevertheless, after ten years of use, the standards needed revision. The technologies used to
develop voting systems and way the voting process is administered had evolved and continue to
evoive. The needs of the disabled community have been widely recognized, In addition, voting
system vendors, NASED independent test authorities, States, and local jurisdictions have gained
much experience in using the standards and have identified areas for refinement.

The FEC initiated this particular revision process in the fall of 1999, after conducting an
analysis to pinpoint where revisions were needed and to estimate associated costs. The
production of draft revised standards involved technical consultants, representatives of the two
NASED certified ind:pnnden;’test authorities, State and local election officials who are members

of the NASED committes that oversees the testing process, and the Executive Director of The

Election Center. Voting system vendors also were given the opportunity to comment on
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problems with the c:urrcnt standards, the focus of and framework for the revised standards, and an
early draft of the functional requirements for the revised standards.

The proposed revised standards separale the original performance standards and test criteria,
which had been presented together as one large volume, into two volumes to better suit the needs
of different user groups. “Volume [: Voting System Performance Standards” provides an
introduction to the standards, describes the functional and technical requirements for voting
systems, and includes a summary of the testing process. “Volume II: Voting System Test
Standards™ will provide details of the test process in terms of information to be submitted by the
vendor, testing conducted by the independent test authorities, and criteria for passing the
individual tests of the test process.

To improve readability, the revised performance standards also have been reorganized to
clearly identify individual elements as either mandatory requirements or recommended guidelinés
or practices. They focus on voting system functionality, jdentifying requirements common to all
types of voting systems and those that apply only to subclasses of voting systems (€.g.; paper
based versus all electronic, central count versus precinct count).

The proposed performance standards provide expanded coverage of certain automated
election management functions that interface with vote recording and tabulating systems; both on
the front end during the preparation of ballots and the election-specific coding of softwars and on
the back end during vote consolidation and reporting. They augment coverage of system
requiremnects for faedback to t]fw voter, audit trails, telecommunications, security, and the -
documentation of vendor quality assurance practices. They also provide new coverage for
Intemnet voting, the accessibility aspects of voting systems, and the documentation of the

vendor’s process for managing voting system develepment and changes.



The proposed performance standards no longer describe fundamental prefessional systems
development processes. They do not address elsction practices and procedures that are not under
the cantrol of the vendor, although vendors will be required to docurnent actions, materials, and
environmental considerations necessary to properly secure, use, transport, and maintain their
specific voting systems. This version of the standards aiso does not address many specific
hurnan interfs_uce considerations, except for the accessibility of information technology
components to the disabled and some general provisions for balict presentation, feedback to the
voter, and waming signals, The FEC has requested funds to enhance existing documents and
develop new ones to address these matters.

The proposed performance standards also do not cover election administration databases and
information technology that are not involved in ballot preparation, election coding of softwars,
vote recording and tabulation, or vote consolidation and reporting (e.g.; databsses used to
manage voter registration, absentee balloting requests, precinct boundaries, poil worker
remuneration, etc.). Further discussion of the reasons for these exclusions is contained in the
Qverview document that accompanies the proposed standards.

The FEC is now making the draft “Volume [; Voting System Performance Standards”
available for comment. This fall, the Commission plans to publish a notice in the Faderal
Register to announce when the draft *“Volume II: Voting System Test Standards™ is avaitable for
comment. The Commission will evaluate comments received to both vr;wlumes te determine what
additional refinements are wazra;:xtcd. Following this process, a notice will be published in the
Eederal Regjster announcing the availability of the final documents. Assuming a continuous

funding stream, the Commission anticipates 2 final issuance date no later than Aptil 2002 and
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will recommend to the States, voting system vendors, and independent test authorities an
effective date of July 1, 2002.

Electronic Access and Filing Addresses

Comments may be submitted by sending electronic messages to VSS@fec.gov, The FEC
also accepts comments in electronic mail attachments and on disk that are in Word 5.0, or earlier
version, file format. Commenters should avoid the use of special characters or encryption.

Persons sending comments by electronic mail must include their full name, electronic mai)
address and postal service address within the text of their comments. Comments that do not
contain the full name, electronic mail address and postal service address of the commenter will

not be considered.

Danny L. McDonald
Chairman
Federal Election Commission

DATED:
BILLING CODE: 6715-01-P






NASED

Updating the Voting Systems Performance and
Test Standards: An Overview

Background

The program to develop and implement performance and test standards for electronic
voling equipment is over 25 years old. National interest in this program has been renewed
recently as a result of the circumstances surrounding the 2000 Presidentia) election.

In 1975, the National Bureau of Standards {(now the National Institute of Standards
and Technology) and the Federal Election Commission’s (FECs) predecessor at the
General Accounting Office produced a joint report entitled Effective Use of Computing
Technology in Vote Tallying. This report concluded that one of the basic causes of
computer-related election problems was the lack of appropriate technical skills at the state
and local level to develop or implement sophisticated and complex written standards,
against which voting system hardware and software could be tested. A subsequent
Congressionally-mandated feasibility stady and report, produced by the FEC and the
Naticnal Bureau of Standards, cited a significant number of technical and management
problems affecting the integrity of the vote-counting process. It detailed the need for 2
federal agency to develop national performance standards that could be used as a tool by
state and local election officials in their testing, certification, and procurement of
computer-based voting systems.

In 1984, Congress appropriated funds directing the FEC to begin development of
voluntary national standards for computer-based voting systems. Subsequently, more than
130 state and local election officials, independent technical experts, election systems
vendors, Congressional staff, and others attended numerous public hearings and reviewed
the proposed criteria for the draft standards, Prior to final issuance, the FEC published the
drafl standards in the Federal Register and requested interested parties to subrmit their final
comments. After reviewing all responses and incorporating corrections and suitable
suggestions, the FEC formally approved the Performance and Test Standards for
Puncheard, Marksense and Direct Recording Electronic Voting Systems’ in January 1590,

! This document is generally referred to as the Voting Systems Standards (VS8 or Standards)
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Follewing publication of the Standards, the National Association of State Election
Directors (NASED) established a process by which vendors could submit their equipment
to Independent Test Authorities (ITAs) for evaluation against the national standards. Wyle
Laboratories and Metamore Technologies were certified by NASED to serve as program
ITAs for testing hardware and examining software, NASED also continues to encourage
other qualified testing facilities to request ITA certification. The naticnal testing effort is
overseen by NASED’s Voting Systems Board (See Atiachment 4,,) which is composed of
election officials and independent technical advisors. The FEC's Director of the Office of
Election Administration (OEA) and representatives from Wyle and Metamore serve as ex-
officio members. The Executive Director of the Election Center, a non-governmental
membership organization, serves as Secretariat to the Board.

Since its initiation in 1994, more than 30 voting systems, ot components of voting
systems, have gone through the NASED testing and qualification process. In addition,
many systems have been certified at the state level using the V88 outside the boundaries of

the formal NASED program.

As the qualification process matured and tested systems were used in the field, the
Voting Systems Board, in consultation with the ITAs, identified certain testing issues that
needed to be resolved. At the same time, technological advancements introduced new
scenarios not contemplated by the original standards. Internet voting systems, in particular,
and the accompanying challenges to voter privacy, security and overall system integrity,
commangded specific attention in the standards.

During a 1997 briefing, NASED members urged FEC Commissioners to authorize
the OEA to address the issues raised by the ITAs and to update the Standards. Following a
1998-1999 Requirements Analysis, the Commission approved the first revision of the
Voting System Standards and dedicated resources from other programs to ensure its timely
completion.

Issues Addressed by the Revised Standards

The primary goal of the V85—to provide z vehicle for state and local election
officials to assure the public of the integrity of computer-based election systems—has
remnained unchanged since 1990, The methods for achieving this goal have, however,
broadened over the last decade.

The updated Standards provide 2 common set of requirements across all voting
technologies, using technology-specific requirements only where essential to address
impacts on voting accuracy, integrity, and reliability unique to 2 particular technology. The
original VS8 classified systems as either Punchcard and Marksense (P&M) or Direct
Recording Electrenic (DRE) and defined separate standards for each technology. The
revised Standards focus on technology specific standards for twe separate categories:
paper-bused votng systems and electronic-based voting systems,
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Paper-based sysiems encompass both punchcards and optically marked and scanned
ballots. Electronic systems include a broad range of systems that directly record votes
electronically, such as those that use touch screens and/or kevboards to record votes.
Internet voting systems are addressed as a subcategory of electronic systems that transmit
individual votes over the Internet.

The revised Standards provide new or expanded coverage of the following
functional and 1echmcal system capabilities:

Election Management Functions

Performance requirements are specified for processing functions and databases
within a voting system that: define, develop and maintain election databases;
perform election definition and setup functions, format ballots; count votes;
consolidate and report results; and maintain audit trails.

Feedback to Voter

Performance requirements are defined for electronic voting devices and for
precinct-based vote counting devices that provide direct feedhack to the voter,
indicating contests where an under-vote or over-vote is detected.

Accessibllity

Performance requirements are defined for systems that use electronic information
technology to enable voters with disebilities to cast ballots and election officizls
with disabilities to operate systems without assistance. These requirements are
based on the accessibility standards for Electronic and Information Technology
{EIT) established in 36 CFR Part 1194 - Electronic and Information Technology
Aceessibility Standards, which implement Section 508 of the Rehabilitation Act
Amendments of 1998. The requirements apply to all electronic voting systems,
including Internet voting systems, and ballot scanning and counting equipment for
paper-based systems. Of particular note, precinct-based electronic voting devices
and ballot scanning and counting equipment for paper-based ballots are subject to
the specific requirements of Subpart B, Section 1194.25 for setf-contained closed
products.

Audit Trails

Performance requirements for audit trails are strengthened to address the full range
of election management functions, including such functions as ballot definition and

¢lection programming.
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Telecommunications

Performance requirements are defined for hardware and sofrware components of
voling systems that carry voting related information berween devices at a single site
(e.g., individual voting machine and vote-counting device for a direct recording
electronic voting system), as well as between sites (e.g., between poll sites and
central vote count facilities). Specific prohibitions are included for various types of
information that are not permitted to be communicated/transferred via
telecommunications at any time due to the limits of existing 1echnology to prevent
unauthorized use of data. Systems must be designed to provide the secure transfer
of information, such as: requests for Internet voting submitted by individual voters
to a jurisdiction; registry of voter keys and/or voter PINs to any person, including
the voter {such as to authenticate himselfherself to cast a ballot over the Internet);
the Election Management Database; ballot definition programs and databases;
baliot installation and programming; system programming and software
installation; pre-election 1est programs; and voting device or system audit logs.

Broadcasting of Unofficial Results

Performance requirements are defined for the content and labeling of data provided
to the media and other organizations (in reports, data files, or postings to election
office Web sites) pricr to the canvass and certification of election results.

Internet Voting

Performance requirements for systems that provide for casting ballots over the
Intemnet are defined for poll site systems which enable casting ballots only from
locations and equipment controlled by election officials, and for remote site
systems that enabie voters to cast ballots using the Internet. Requirements for
Internet voting systems are set to assure that these systems are as accurate, reliable
and secure as other forms of voting systems, and will likely require advanced
technology to be achieved. Specific requirements are defined for attributes such gs
systern availability, vote accuracy and integrity, vote privacy, ballot presentation,
ballot acceptance and storage at the server, and security.

Time Limited Qualification

Generally, a voting system remzins qualified as long as no modifications are made
to the system that have not been submitted to, and tested by, a certified ITA, The
qualification remains valid for as long as the voting system remains unchanged.
However, voting systems that transmit live system data using public networks,
inciuding all forms of Intemet voting systems, are subject to an additional
requirement that recognizes that the risks and threats to system availability and
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integrity increase over time, and system capabilities that may have been adequate at
one point in time may no longer be sufficient. For systems that transmit live data
using public networks (as defined in Section 5) the gualification is valid only for a
single year, and the system must be re-qualified annually. The re-qualification tests
will focus on whether the system provides sufficient capabilities to fully meet the
secunty requirements of Section 5 with respect to risks and threats that have been
identified since the previous qualification testing for the systam,

The revised VSS also provide a restructured and expanded description of the tests
performed by the ITAs, addressing:

Expanded Testing Standards

Additional tests are defined to address the expanded functional and technical
requirements for voting systems.

Stages in the Test Process

The test process is re-defined in terms of pre-testing, testing, and post-testing
activities.

Distinction Between Initial Tests and Testing of Modifications to
Previously Tested Systems

The extent of testing required for system changes depends on the nature of the
changes. Criteria for determining the scope of testing for modifications are defined.

Documentation Submitted by Vendors

The description of documentation provided by vendors as part of the Technical
Data Package is refined to support the collection of all information tequired by the
ITAs to conduct the expanded testing.

Finally, the standards have been reorganized and edited to better suit the needs of
different user groups and to improve readability. These changes include:

Multiple Volumes

While the original VSS was published as a single document, the update is divided
into two distinct volumnes. Volume I, Voting System Performance Standards,
provides an introduction to the Standards, describes the functionzl and technical
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requirements for voting systems, and provides a summary of the testing process.
This volume is intended for a peneral audience, including the public, the press, state
and local election officials and prospective vendors, as well as the ITAs and current
vendors already familiar with the Standards and the testing process. Volume II,
Voiing System Test Standards, is writien more specifically for jurisdictions
purchasing a new systemn, vendors and ITAs, This volume provides details of the
test process in terms of the information to be submitted by the vendor to support
testing, the development of test plans by the ITAs for initial system testing and the
testing of modifications to the system, the conduct of system qualification tests by
the ITAs and the test reports generated by the ITAs.

Standards, Guidelines and Fundamental System Development
Techniques

The revised Standards clearly identify individual elements as mandgatory
requirements or recommended guidelines or practices. Volumes I and II no longer
provide descriptions of basic professional system development and management
techniques included in the current versjon of the VSS, They do, however, provide
references to common industry practices and, for some topics, such as quality
assurance and configuration management, require vendors to submit documentation
of their processes.

Inclusion of Selected Test Procadure Details

Although the details of test procedures continue to be developed by the ITAs,
consistent with the test process and standards defined in VSS Volumes I and II, the
standards continue to specify the procedure for certain hardware tests for voting and
vote-counting devices in Volume [0,

Issues Not Addressed by the Revised Standards

A number of important issues are not addressed by the revised Standards. As
indicated below, some are outside the scope of the VSS. Others will be addressed in the
future. Each issue, and the reason for its exclusion, is discussed below.

Administrative Functions

The revised Standards do not address administration and management practices,
other than those under the direct contrel of the vendor. Election officials have long
recognized that adequate standards and test criteria are only part of the formula for
ensuring that votes are cast and counted in an accurate manner. The other key
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component, and one that is ofien overlooked in the rush to embrace technological
solutions to election problems, is administration and management. While effective
administration at the local level requires the adoption and implementation of
consistent and effective procedures for acquiring, securing, operating and
maintaining a voting system, such procedures are not properly included in a
standards document focusing on the system itself, Subiect to Congressional
funding, the FEC intends to fill this void by producing a companion document
outlining recommended procedural guidelines for the administration of
computenzed voling systems.

Integration with the Voter Registration Database

Local and statewide automated voter registration databases have become more
COMMON i recent years as election officials throughout the country attempt to
harness innovations in network computing to solve the probiems posed by
increasingly complex voter registration information requirements. In some
instances, a voler registration database will contain many data fields commeon to
other election administration applications. These applications can include
campaign finance recording, election worker management, and the reporting of
clection resuits. Although many of these applications are co-dependent, the testing
of the design and interface, if it exists, between the voling system and the voter
registration database has been specifically excluded from this update of the
Standards. This decision was made for practical reasons. Because there is such a
variety of databases and interfaces being used, not only among the various states,
but often within individual states as well, there appeared to be no practical and
systematic way such testing could be accomplished. In addition, many of the voting
systems being used today still do not include an electronic interface with the voter
registration database, 1f and when the majerity of voting systems and voter
registration databases become more seamlessly integrated, a module will be added
to the VSS covering their performance, functionality and testing,

Commercial Off-the-Shelf (COTS) Products

The exclusions described for COTS products have two purposes: (1) to make use of
existing professional standards that meet the requirements for voting systems, and
minimize the cost and time that would be required for duplicative system testing;
and {2} to avoid prescribing standards for system components that have no material
impact on the ability of the system to support voting functions.

HARDWARE - Like the original VSS, the update continues to exclude from parts
of the testing process certain commercially-available hardware that is commonly
used and has proven reliable over a period of time. The update re-defines these
products as commercially available models of general purpose information
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technology equipment that have been designed to an ANSI or [EEE standard, have
a documented history of successful performance for relevant requirements of the
standards, and have demonstrated compatibility with the voling system components
with which they interface. Also excluded are production models of special purpose
information technology equipment that have a documented history of successful
performance under conditions equivalent to election use for relevant requirements
of the standards, and that have demonstrated compatibility with the voting system
components with which they interface. A final hardware testing exclusion is
permitied for ancillary devices that do not perform ballot definition, election
database maintenance, ballot reading, ballot data processing, or the production of an
official output report, and do not interact with these system functions (e.2.: modems
used to broadcast results to the press, printers used to generate uncfficial reports, or
CRTs used to monitor the vote counting process), )

SOFTWARE - Also excluded from certain aspects of software testing are general
purpose non-voling software (e.g., operating systems, programming languzape
compilers, database management systems, web browsers) and other software
components that are resident on a vote recording or counting device but which do
not operationally support any veting related activities, including components that
are bypassed or disabled during processing for any voting related activities.

Detalied Human Interface and Usability Standards

The recent controversy over the design of the Presidential ballot in certain
Jurisdictions has highlighted the importance of ballot design and system usability to
both ¢lection officials and the general public. As mentioned earlier, the updated
V8S cover design and usability in a detailed manner as it pertains to disabled
voters. Human interface and usability issues for the general voting public are
addressed in standards for ballet formatting, which require such things as the
uniform allocation of space and fonts, the simultaneous display of all choices fora
single contest on one page, and easy navigation of multi-page ballots. Both
NASED and the FEC recognize, however, that neither the ori ginal VS5, nor the
update, do an adequate job of developing detailed test standards for interface and
usability. It is contemplated that the next medule to be added to the VSS will
focus on interface and usability issues, including, but not limited to, such things as
typography, layout, use of graphic elements, sequencing, screen flow (for electronic
and intemet systems), language simplification, and user testing.

Human Error Rate

The term “error rate”, as defined by the VSS, does not apply to the accuracy of &
voting system or components of that system with respect to the incidence of voter
error, such as the failure to mark a ballot in accordance with instructions, The
updated accuracy standard is defined in terras of a character error rate, that is, the
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acceptable error rate for letters, numbers, symbols and other markings that are
recorded, stored and reported by the voting system. For example, each contest on a
ballot, each candidate’s name, and the text of a ballot proposition consist of
multiple letters or characters, Each Jocation on a paper ballot card or electronic
baliot image where a vole may be entered represents a character. The minimum
acceptable error rate for all hardware components is ene in one million characters.
This system error rate applies to data that is entered into the system, or a particular
compenent, m conformance with the applicable instructions and specifications,
Further research on human interface and usability issues is needed to enable the
specification of standards for system error rates that encompass human error.

Summary of VSS Content

The summary provided below addresses the content of Folume 1, only. Itis
intended to provide an overview of the subject matter in each section of the volume, to
identify the most significant revisions and to provide information about individual
standards of panicular interest, A summary of the content of Felume 2 will be included
upon completion of that document.

Section 1- Intreduction

This section provides an introduction to the VSS, addressing the following topics:
*  Objectives and usage of the VSS;

Development history for initial VSS;

Update of the VSS;

Accessibality for individuals with disabilities;

Definitions of key terms;

Application of the standards and test specifications; and

Outhine of contents.

Section 2 - Functional Capabllities

This section describes the functional capabilities required of all voting systems.
These capabilities are predominantly independent of technology, They represent
acceptable levels of combined hardware and sofrware function, commensurate with
overail system requirements for functionality, speed, accuracy, reliability, and audit
capability. The functional capabilities are defined in terms of specific standards that
mclude all operations necessary to support the following three phases of election
activity and specify more general requirements:

Pre-voting - Standards are defined for ballot preparation; the preparation of
election-specific sofrware or firmware: the production of ballots or ballot pages;
the installation of ballots and ballot counting software or firmware; and systern and
equipment tests. The updated VSS expand and address in greater detail the
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requiremnents for pre-voting processing. As in the original version, the revised VSS
do not address activities related to candidate nomination and inclusion on the
ballet, or voter registration.

Voting - Standards are defined for all operations conducted at the polling place by
voters and officials, including the generation of status IMEessages.

Post-voting - Standards are defined for closing the polling place; obtaining
reports by voting machine, polling place, and precinet ( central count systems);
cbtaining consolidated reports; and obtaining reports of audit trails.

General Requirements - Standards are defined for: accessibility; security;
accuracy and integrity, ¢lection management activities: the vote tabulating program;
telecommunications; and data retention: and audit trails. Standards are also defined
for the capabilities necessary to maintain voting systein equipment and, for precinct
count systems, to transport and store the equipment,

Recognizing the diversity of voting systems and the technologies they employ, the
functional capabilities are structured to apply specific standards to the appropriate
technologies. Some of these standards apply only if the system incorporates certain
optional functions (for exampie, voting systems employing telecommunications to
transmit voting data.). Internet voting systems are addressed as a form of electronic
voting system and are subject to the Standards for an electronic voting system and
additional standards that address unique characteristics of casting individual ballots
over the Intermet.

The requirement that voting systems provide accass to individuals with disabilities
is one of the most significant VSS revisions. The specific requirements are hased
on the accessibility standards for electronic and information technology (EIT)
established in 36 CFR Part 1194 - Electronic and Information Technology
Accessibility Standards, which implement Section 508 of the Rehabilitation Act
Amendments of 1998. Of particular note, slectronic voting devices are subject to
the specific requirernents of Subpart B, Section 1194.25 for self-contained closed
products.

Sectlon 3 - Hardware Standards
This section describes the performance characteristics, physical characteristics, and
design, construction and maintenance characteristics for the hardware and selected
related components of voting systems. This section focuses on a broad range of
devices used in the design and manufacture of voting systems, such as:

» For paper ballots—printers, cards, boxes, transfer boxes, and readers;

* For electronic systems and ballots—hallot displays, ballot recorders, and
precinct vote control units:
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*  Voumg devices—including punching and marking devices and electronic
recording devices,

*  Voung booths and enclosures;

¢ Computers used (o prepare ballots, program elections, consolidate and
report votes, and perform other elections management activities;

» Fixed servers and removable electronic data storage media; and

= Priaters.

For vote recording devices used as part of an Internet voting system, the standards
contained in this section also apply to:
* General purpose devices (such as personal computers) acquired by the
jurisdiction for the purpose of poll-site Intemet voting;

» Generai purpose devices acquired by others {such as school systems,
libraries, military installations and other public organizations) for the
purpose of voting at sites supervised by election officials; and

¢ Devices designed solely for remote Internet voting by individuals.

This section is not intended to apply to multi-purpose devices, such as personai
computers (PCs) and personal data assistants (PDAs) owned by the voter or third
persons (e.g., employer, library, hotel, college,) which are utilized for remote
Interet voting at uncontrolled locations. However, these devices, as well as those
utilized at controlled voting locations, are subject to the security requiretnents of
Section 6.

The standards defined in this section specify the minimum values for the relevant
atiributes of hardware. These attributes include: accuracy, reliability; stability
under normal environmental operating conditions and when equipment is in storage
and transit; power requirements and ability to respond to interruptions of power
supply; controls; susceptibility to interference from static electricity and magnetic
fields; human engineering; product marking; and safety.

Section 4- Software/Firmware Standards

This section describes the design and performance characteristics of the software
embodied in voting systems, addressing both systetn-leve) software, such as
operating systems, and voting sysiem application software, The requirements of this
section are intended to ensure that the overall objectives of accuracy, logical
correctness, privacy, sysiem integrity, and reliability, are achieved, Although this
section emphasizes software, the standards described also influence hardware
design for some voting systems.
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The requirements of this section apply to all sofrware developed for use in voting
systems, including:
+ Software provided by the voting system vendor and its component suppliers;

» Software furnished by an external provider (for example, providers of
cornmercial off-the-shelf (COTS) operating systems and web browsers} where
the software is potentially used in any way during voting system eperation; and

* Software developed by the veting jurisdiction.

This section provides general requirements and specific requirements. The general
requirernents apply to software used to support the broad range of voting system
activities, including pre-voting, voting and post-voting activities. The specific
standards encompass ballot counting, vote processing, the creation of an unalterable
audit trail, and the generation of output reports and files.

In addition to the standards defined in this section, voling system software is
subject to the security requirements of Section 6.

Section 5 - Telecommunlcations Standards

This section describes the performance, design and maintenance characteristics of
the telecommunications components of voting systems and defines the acceptable
levels of performance against these characteristics. For VSS purposes,
telecommunications is defined as the capahility to transmit and recejve data
electronically over a distance using hardware and software components, including
data transmission between a voting device and a central vote processing unit.

The requiremnents specified in this section represent accepiable levels of function
and performance for the transmission of data that is used to operate the system and
report official election results. This section, where applicable, specifies minimum
values for critical performance and functional attributes involving telecommuni-
cations hardware and software components, addressing attributes such zs
accuracy/integrity, availability, privacy, confirmation, reliability, durability,
maintainability, and response time.

This section does net apply 10 other means of moving data, such as the physical
transport of data recorded on paper based media, or the transport of physical
devices, such as memory cards, that store data in electronic form.

This section addresses telecommunications hardware and software across a broad
range of techmologies including, but not limited to, dial-up communications
technoiogies, high-speed telecommunications lines (public and private}, various
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cabling lechnologies, communications routers, modems, modem drivers, dial-up
networking software, channel service units {CSU)/data serviee units (DSU), and
dial-up networking applications sofrware.

This section applies to transmissions over public networks, such as those provided
by regional telephone companies and Jong distance carriers, as well as private
networks that may be employed by a jurisdiction. This section also applies to
private networks that transmit data between facilities {e.g., polling place and central
office} regardless of whether the nerwork is owned and operated by the election
jurisdiction or by a third party, such as a telecommunications company under
contract to the jurisdiction.

For systerns that transmit data over public networks, including Poll Site Internet
Voting Systems, this section applies to telecommunications components that are to
be installed and operated at settings supervised by election officials, such as
traditional polling places, and the central office,

Sactlon 6 - Security Standards

This section describes the essential security capabilities for 2 voling system,
encompassing the system’s hardware, software, communications, and
documentation. The standards of this section recognize that no predefined set of
security capabilities is capable of defeating all conceivable or theoretical threats,
while focusing on achieving an acceptable level of confidence in the integrity,
reliability, and inviclability of the election process. Ultimately, the objectives of the
security standards for voting systems are to:

* Establish and maintain controls which can ensure that accidents, inadvertent

mistakes, and errors are minimized;

* Protect the system from intentional, fraudulent manipulation, and from
malicious mischief: and

» Identify frandulent or erroneous changes to the system.

The security standards are intended to address a broad range of risks to the integrity
of a voting system, While it is not possible to identify all potential risks, these
standards identify several types of risk that must be addressed by a voting system.
These include:

* Unauthorized changes to system capabilities for defining ballot formats,
casting and recording votes, calculating vote totals consistent with defined
ballot formats, and reporting vote totals;

* Mamtaining voting system audit trails,
* Changing, or preventing the recording of, a vote;

* Introducing data for a vote not cast by a registered voter;
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* (Changing calculated vote totals;

* Preventing access to vote data, ineluding individual votes and vote totais, to
unauthonized individuals; and

¢ Preventing access to voter identification data and data for votes cast by the
vater such that an individual can determine the content of specific votes cast
by the individual.

Section 7 - Quality Assurance

The VSS views quality assurance as a vendor function with associated practices
that confirm throughout the system development and maintenance life cycle that a
votimg system conforms with the Standards and state and local requirements.
Quality assurance focuses on building quality into a system and reducing
dependence on sysiem tests at the end of the life cycle to detect deficiencies.

This section describes the responsibilitiss of the voting system vendor fer designing
and implementing and submitting documentation for & quality assurance program to
ensure that the design, workmanship, and performance requirements of this
standard are achieved in all delivered systems and components. These
respongsibilities:
* Include procedures for specifying and procuring parts and raw materials of
the requisite quality, and for their inspection, acceptance, and control.

* Require the documentation of the hardware and softwars development
procass.

* Identify and enforce all requirements for in-process inspection and testing
which the manufacturer deems necessary to ensurs proper fabrication and
assembly of hardware; and installation and operation of software or
firmware -

¢ Include a procedure for maintaining all data and records required to
document and verify the quality inspections and tests.

« Include a pracedure for maintaining records of errors and defacts reported
by state authorities and local jurisdictions.

Section 8 - Configuration Management

This section contains specific requirements for configuration management of voting
systems. For V35S purposes, configuration management is defined as a set of
activities and associated practices that assures full knowledge and control of the
components of a systemn, starting with its initial development and Progressing
through its ongoing maintenance and enhancement, This section describes activities
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in termns of their purpose and outcomes, It does not describe specific procedures or
steps to be emploved to accomplish them—these are left to the vendor 10 select.

The requirements of this section address a broad set of record-keeping, auditing,
and reporting activities that inchude;
« Identifymg discrete system components;

* Creating records of a formal baseline and later versions of components;
s Controlling changes made to the system and its components;

* Releasing new versions of the system to ITAs;

¢ Releasing new versions of the system to customers;

* Auditing the system, including its documentation, against configuration
management records;

+ (Controlling interfaces to other systems; and

¢ Identifying tools used to build and maintain the system.

Vendors are required to submit documentation of these procedures to the ITA as
part of the Technical Data Package for system qualification testing. Additionally,
as articulated in state or local election laws, reguiations, or contractual AETCEMeEnts
with vendors, authorized election officials or their representatives reserve the right
to inspect vendor facilities and operations to determine conformance with the
vendor’s reported configuration management procedures.

Section 9 - Overview of Qualification Tests

This section provides an overview of the testing process for qualification testing of
voting systems. Qualification testing is the process by which a voting system is
shown ta comply with the requirements of the V$S and the requirements of its own
design and performance specifications. The testing also evaluates the completeness
of the vendor's developmental test program, including the sufficiency of vendor
tests conducted to demonstrate compliance with stated system design and
performance specifications, and the vendor’s documented guality assurance and
configuration management practices.

The qualification test process is intended to discover errors which, should they
occur in actual election use, could result in failure to complete election operations
in a satisfactory manner, This section describes the scope of qualification testing, its
applicability to voting system components, documentation submitted by the vendor,
and the flow of the test process. This section also describes differences between the
test process for initial qualification testing of a system and for the testing of
modifications and re-qualification after a system has been qualified.
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The 1esting described in this section is performed by an ITA that is certified by
NASED. The testing may be conducted by one or more ITAs for a given system,
depending on the nature of tests to be conducted and the expertise of the certified
ITAs at any point in time. Five types of focuses gnide the overall 1esling process;
* Absolute logical correctness of all ballot processing software, for which no
margin for error exists;

* Operational accuracy in the recording and processing of voting data, as
measured by character error rate (for which the maximum acceptable error
rale is one in one million characters);

* Operational failure(s) or the number of unrecoverable failures under
conditions simulating the intended storage, operation, transportation, and
maintenance environments for voting systems, using an actual time-based
period of processing test hallots:

* System performance and function under normat and abnormal conditions;
and

» Completeness and accuracy of the system documentation and configuration
management records to enable purchasing jurisdictions to effectively install,
test, and operate the system,

The scope of system testing during re-qualification will often be less extensive than
that for initial qualification. The ITA will determine the types of tests necessary for
re-qualification based on a review of the nature and scope of changes and other sub-
mitted information, including the systern documentation, vendor test documentation,
configuration management records, and quality assurance information.

Conclusion

Thirty-seven States have adopted, or intend to adopt, the Voting Systems Standards.
While the Commission recognizes that State adoption has taken various forms of
implementation, it continues to recommend that individual States need to decide how best
these performance standards be applied to future procurements.

Adoption of the VS8 by the states, coupled with NASED’s national testing
program, will ensure accurate and reliable voting systems nation-wide. As the
requirements for voting systems and the technologies used to build them have svolved over
the past decade, the revised VSS have effectively closed the gaps in the Standards for
system performance and testing. In order to prevent technology gaps in the future, the FEC
and NASED are committed to making the VSS an ongoing project, capable of being
updated in an expedited manner to respond to constantly changing technology which will
invariably be incorporated into sutomated voling systems.
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Introduction

1.1 Objectives and Usage of the Voting System
Standards

State and loca! officials today are confronted with increasingly compley, voting
system technology and the risk of voting system failures. The U.S. Congress,
responding to calls for assistance from the states, authorized the Federa] Election
Commission (FEC) to develop national voting systems standards for computer-based
Systems, but mandated that they be voluntary. The resulting FEC Voting System
Standards Project seeks to aid state and local election officials in ensuring that new
voting systems are designed to function accurately and reliably, thus ensuring the
systemt’s integrity. States are fres to adopt the standards in whole or in part, or reject
them. States may also choose to enact stricter performance requirements for systems
to be used in their jurisdictions.

The standards specify minimum functional requirements, performance characteristics,
documentation requiremants, and test evaluation criteria. Essentiaily, they address
what a voting system should reliably do, not how the gystem should meet this
requirernent. It is not the intent of the standards to impede the design and
development of new, innovative equipment by venders. Furthermore, the standards
should not force vendors to price their voting systems out of the range of locai
Jurisdictions.

The standards are not intended to define appropriate slection administration practices.
The total integrity of the clection process, however, can be assured only when the
implementation of the standards is coupled with effactive election administration
practices,

The standards are intended for use by multiple audiences to support their respective
roles in the development, testing and acquisition of vating systems:

a. Authorities respansible for the analysis and testing of such systems in support
of qualification and/or certification of systems for purchase within a
designated jurisdiction

b. State or local agencies evaluating voting systems to be procured within their
Jurisdiction
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c. Designers and manufacturars of voting systems.

1.2 Development History for Initial Standards

Much of the groundwork for the standards development was laid by a national stedy
conducted by the National Bureau of Standards, now known as the Wational Institute
of Standards and Technology. This study had been requested by the FEC's
predecessor, the Office of Federal Elections of the General Accounting Office,
Entitled Effective Use of Computing Technology in Vote-Tallying, the 1975 report
made a number of recommendations bearing dirsctly on the standards project. After
analyzing computer-related election problems encountered, the report concluded that
one of the basic causes for these difficulties was the lack of appropriate technical
skills at the state and local level for developing or implementing sophisticated and
complex written standards, against which voting system hardware and software could
be tested.

Following the release of this report, the U.S. Congress mandated that the FEC, with
the cooperation and assistance of the National Bureau of Standards, study and report
on the feasibility of developing "voluntary engineering and procedural performance
standards for voting systemns used in the United States." {(See P.L. 36-187.) The
resulting 1983 study cited a substantial number of technical and management
problemns that affected the integrity of the vote counting process. It also detailed the
need and desirability of having a faderal agency develop national performance
standards that might be used as a tool by state and local election officials in their
testing, certification, and procurement of computer-based voting systems, In 1984,
Congress approved initial funding for the Standards project.

A series of public hearings were held as the initial standards were being developed.
State and local elzection officials, representatives of election system vendors, pro bouo
technical consultants, and others reviewed drafts of the proposed criteriza. The FEC
considered their many comments and, where appropriate, made comresponding
revisions. Before final issuance, the FEC publicly announced the avaiiability of the
latest draft of the Standards in the Federal Register and requasted that all interested
persons submit their final comments. The FEC meticulously reviewed all responseas to
the notice and incorporated corrections and suitable suggestions. The final product,
therefore, is the result of considerable deliberation, close consultation with election
offictals, and careful consideration of comments from other interested persons.

In January 1990, the FEC approved for issuance the performance standards and
testing procedures for puncheard, marksense, and direct recording electronic voting
systems. The Standards did not cover paper ballot and mechanical lever systems. The
FEC also did not incorporate requirsments for mzinframe computer hardware within
the hardware standards, since it was reasonable to assume that other engineering and
performance criteria govern the operation of mainframe computers. Vote tally
software installed on mainframes, however, is covered by the Standards,
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1.3 Update of the Standards

Today, over two thirds of the States have adopted the Standards. As a result, the
voling systems now marketed are (even according to their designers) greatly
improved. Election officials are better assured that the voting systems they procure
will work accurately and reliably. Voting system failures are on the decline, and now
tend to involve pre-standard equipment, untested equipment comfigurations, or the
mismansgement of tested equipment. Overall, election pracess and systems integrity
has improved markedly.

However, advances in technology and requirements imposed by new legislation have
generated a need to update the Standards. Specifically, electronic voting systems are
being purchased in increasing nurnber, and are introducing new hardware and
software with the general advancement of information technology, We are now secing
the use of personal computer technelogy and non-mainframe servers marketed as
integral elements of electronic voting systems.

Further, the marketplace is beginning to consider the use of Internat Voting Systems
to conduct elections, and the challenges to voting privacy, security and overall system
integrity posed by Internet voting. While it is not the pumpose of these Standards to
advocate the reiative merits and risks of different technolagies, the Standards are
intended to address the operating snvironment and risks posed by each technology. In
par, this update is intended to address current election system technologies that did
not exist or were first emerging during the development of the initial Standards.

As new information technologies are introduced to voting systems, the application of
quality assurance practices to the design and manufacture of voting systems takes on
greater importanee to assure that errors are found and corrected prior {o system
deployment. Similarly the application of rigorous configuration management
practices takes on increasing importance to assure that the configuration of
components in each voting system is well documented; configurations are changed
subject to specific controls; and the version of sach system delivered to customers has
met state qualification and ot certification requirements. This update of the Standards
substantially strengthens the provisions for quelity assurance and configuration
management.

In addition, voting systems now need to be responsive to the provisions of Section
504 of the Americans with Disabilities Act (ADA) of 1990 and guidelines developed.
10 assist in implementing ADA, This update of the Standards is intended to address
the need to provide voters with disabilities effective access ta the voting systemn and
the ability to vote without assistance.

1-2
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1.4 Accessibility for Individuals with Disabilities

Voters and election officials whe use voting systems represent a broad spectrum of
the population, and include individuals with disabilities whoe may have difficulty, or
find it impossible, to use traditional voting systems. This updated version of the
Standards requires that voting systems provide accessibility to individuals such that
they may vote or serve in an election administration capacity without assistance. The
requirernents address a broad range of disabilities, including those relating to vision,
hearing, cognitive abilities, physical mobility, and fine motor skills.

The specific requirements for voting systems accessibility are based an the
accessibility standards for electronic and information technology {EIT) established in
36 CFR Part ] 194—Electronic and Information Technology Accessibility Standards,
which implement Section 508 of the Rehabilitation Act of 1973 as amended by Title
II of the Rehabilitation Act Amendments of 1998 (29 U.S.C. 794d). These standards
apply, with limited exclusions, to all federal agencies for the procurement of
electronic and information technology. They were developed under the leadership of
the Access Board, an indspendent federal agency cstablished by the Rehabilitation
Act to promote accessibility for individuals with diszbilities.

ARthough the EIT accessibility standards were not designed specifically with voting
Systems in mind, they were designed to provide accessibility to systems that display,
record and otherwise process information utilizing many of the same technologies
that are used, or could be used, by voting systems today. For example, they apply to
systems that process forms and textual information using display screens, keyboards,
and audio devices.

Although they apply directly to systems purchased by Federal agencies, the users of
these systems (i.e., federal employees and members of the public seeking information
or services from a Federal agency) are very representative of the users of voting
systems: election officials (both paid and volumteer) and voters, Indeed, a very
significant proportion of the individuals who use systems governed by Section 508
are also voters.

The accessibility requirements for voting systems defined in the VS$ address:

+ Applicability

¢ * Technical Standards

+ Functional Perfonnance Criteria; and

¢ Information, Documentation and Suppart.

Section 2,2.5 provides the specific requirements.

1-4



Druft Revisw—June 13, 2001, 2001

1.5 Definitions

The standards contain terms describing function, design, documentation, and testing
attributes of equipment and computer programs. In mast cases, the intended sense is
that commonly used by the information technology industry. In some cases the usage
is more restrictive, and it applics specifically to voting systemn computer programs. A
glossary of these terms is contained in Appendix A. Terms not lsted in Appendix A
shall be interpreted according to their standard dictionary definitions.

The following particularly important terms are defined below:

¢+ Voting Systern ) .
¢ Paper Vote Based System

¢+ Electronic Voting System

+ Internet Voting Systems

1.5.1 Voting System

A voting system is a totzl combination of mechanical, electromechanica! ot electronic
equipment, including the software, fimmware, and documentation required to program,
control, and support the equipment that is used to define ballots; to cast and count
votes; to report and/or display election results; and to maintain and produce all audit
trail information. By definition, a voting system also includes the practices and
associated documentation used identify system components and their VErsions, test
the system during its development and muaintenance, maintain records of system
errors and defects, and determine specific system changes to be made to a system
after initial system qualification. By definition), this includes all documentation
required in Section 9.4,

1.5.2 Paper Vote Based Voting System

A Paper Vote Based System, (referred to in the initial stzndards as 2 Puncheard and
Marksense [P&M] Voting System) records votes, counts votes, and produces a
tabulation of the vote count, using onc or more ballot cards. The puncheard voting
system records votes by means of heles punched in designated voting response
locations; the marksense voting system records votes by meens of marks made in
imprinted voting response locations. There are two types of paper based voting
systems, classified according to the intended use, and to the manner in which votes
are tabulated.
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4 Precinct Count Systams—-tabulate ballot cards at the poiling place. These
systerns are typically used to tabulate ballots as they are cast, and are
programmed to print the results of the tabulation after the close of polling.
The systems may also provide a means for electronic storage of the
tabulation, either in a magnetic medium {on disk or tape) or in a non-volatile
semiconductor memory component; for transmitting the results to & central
location over public telecommunication nerworks; for consolidating and
reporting results from precinets at the central location; for ransmitting the
results from the central location to a higher election authority (such as county
to State) over public telecommunication networks; and for electronic
distribution of election results for on-site or remote display,

¢+ Central Count Systems—tabulate ballot cards at a central counting place (or at
designated regional sites). Voted ballot cards are typically placed into secure
containers at the polling place, After the close of polling, these containers are
transported to a central counting place. The systems produce either a printed
report of the vote count, a report stored on a magnetic medivm orina
semiconductor memory component, or both. These systems may also provide
a parzllel means for ransmitting the results to a higher election authority
(such as county to State} over public telecomrmunication networks and for
¢lectronic distribution of election results for on-site or remote display.

1.5.3 Electronic Voting System

An Electronic Vofing System (referred to in the initial standards as a Direct Recording
Electronic {DRE) Voting System) is one that records votes by means of s ballot
display provided with mechanical or elsctro-optical components that can be acmated
by the voter; that processes the data by means of a computer programi; and that
records voting data and ballot images in internal and/or external memory camponents.
It produces a tabulation of the voting data as hard copy or stored in a removable

memary component, or both,

The systern may also provide a means for transmitting the results to a central locztion
over public telecormumication networks; for consolidating and reporting results from
precincts at the central location; for transmitting the results from the central location
to a higher election autherity (such as county to State} over public tslecommunication
networks, and for electronic distribution of election results for on-site or remote

displays

1.9.4 Internet Voting System

An Internet Voting System is defined as an election system that uses electronic ballots
that would ailow voters to transmit their voted ballot to election officials over the
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Internet. For purposes of these standards, Internet voting systems are considersd a
category of systems within Electronic Voting Systems and, due to their design, are
subject to many of the standards applicable to Electronic Voting Systems. However
because Internet voting relies on equipment beyond the control of the slection
authority, and is subject ta additional threats to system integrity and availability,
additional requirements apply.

¥

The VS5 address Internet voting to assure that as these systems are developed they
provide the same level of integrity, security, performance and availability as other
voting systems. The VSS do not promote Internet voting, but instead recognize the
need for standards to assure that Internet Voting Systems, when they are developed,
are examined and tested using standards that recognize the unigue design and
operating characteristics, and inherent risks, of Internet Voting Systems.

Internet voting is a complex undertaking with no room for error. In particular, the
acceptance of Internet voting, and approval of Intemet Voting Systems, must be must
be accomplished in 2 manner that precludes three risks to the election Process:
autornated large scale casting of fraudulent votes, automated manipulation of vote
counts, and disruption of the voting process such that the system is unavailable to
voter during the time periods authorized for system use.

The first implementations of Internet voting systems are expectad to be utilized in
parallel with the aperation of other voting systems. Two scenarios reflect the
approaches envisioned by the V58 for Internet Voting Systems:

a. Poliing Place Internet Voting, defined as the use of Internet Voting Machines
at traditional polling places staffed by elaction officials who conduct
authentication of voters before ballots are cast, In this scenario, voters would
not gain the advantage of voting from any place at any time, but the integrity
of the voting and tabulation technolegy will be verified through the use of
Internet Voting Machines, a device and associated softwars that allows an
electronic ballot ta be cast over the Internet,

b. Remote Internet Voting, defined as the unsupervised use of an Internet Voting
Machine to cast a batlot over the Internet using a computer not necessarily
owned and operated by election personnel, with no election officials present
during voting to assist in voter authentication. This scenario allows voters to
cast remote Internet ballots from uncontrolled machines at uncontrolled
locations. These machines may be owned by the voter or third persons {e.g.,

, ermployer, library, hotel, college, military installation, etc.), and may be
lecated anywhere an Internet connection can be provided. Authentication of
the voter’s identity would take place with a combination of manual and
electronic procedures that would provide at least the same level of security as
existing voting processes.

The V53 are defined to apply to each of the Intemet Voting System scenarios defined
above, provided that the system is operated in parailel with another voting system,
Recognizing the risks and research needs cited in studiss of Internst voting condusted
to date, including the Report of the National Workshop on Internet Voting: Issues
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and Research Agenda, March 2001 (sponsored by the Naticnal Science Foundation),
the Standards do not address 2 standalone Internet voting system.

1.6 Application of the Standards and Test
Specifications

The standards apply to all system hardware, software, firmware, telecommunications,
and documentation intended for use to:

¢ prepare the voting system for use in an ¢lection;
+ produce the appropriate baliot formats;

¢ test that the voting system and ballot materials have been properly prepared
and are ready for use;

¢ record and count votes;

+ consclidate and report results;

+ display results on-site or remotely; and

¢+ maintain and produce 21l audit frail information.

In general, the standards define functional requirements and performance
characteristics that can be assessed by a seties of quantitative tests and qualitative
examination. to determine system suitability for election use,

Some voting systems utilize one or more commercial, readily available devices {such
as card readers, printers, personal computers) and sofiware products (such as
aperating systems, programming language compilers, database management systems).
A device is defined as a functional unit that performs its assigned tasks as an
integrated whole. These devices and software are exempted from certain portions of
the Standards and test processes as defined therein, so long as they are not modified
for use in a voting system,

Voting system are subject to the following three testing phases prior to being
purchased or leased:

¢ National qualification tests
4+ State certification tests

+ State and/or local acceptance tests

1.4
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1.6.1 Qualification Tests

Chialification tests validate that a voting meets the requirements of these standards
and performs according to the vendor’s specifications for the system. Such tests
encompass the examunation of software; the inspection and evaluation of system
documentation; tests of hardware under conditions simulating the intended storage,
operation, fransportation, and maintenance environments; operational tests to validate
system performance and function under normel and abmormal conditions, and
examination of the vendor’s system development, testing, quality assurance and
configuration management practices. Qualification tests address individual system
components ar elements, as well as the integrated systemn as a whole.

Qualification tests for voting systems are performed by Independent Test Authorities
{ITAs) certified by NASED. ITAs may be certified for the full scape of qualification
testing, or for distinct subsets of the total scope of testing. To date, ITAs have been
certified for distinet subsets of testing. Upon the successful completion of testing by
an ITA, the ITA issues a Qualification Test Report to the vendor and NASED. Upon
receipt of test reports that address the full scope of testing, NASED issues a
Qualification Number that indicates the system has been tested by certified ITAs for
campliance with the national test stendards and qualifics for the certification process
of states that have adopted the national standards. The Qualification Number applies
te the system as a whole, and does not apply to individusl systerm components,

Further examination of a system is required after the system has completed
qualification testing if modificetions are made to hardware, software,
communications or docurnentation, including the installation of software on different
hardware. Vendors will request review of modifications by the appropriate ITAs
based on the nature and scope of changes made and the scope of the ITAs NASED
certification, The ITA will determine the extent to which the modified system should
be resubmitted for qualification testing. In the case of software modifications, as
distinct from other changes, detailed re-testing is Jikely.

Generally a voting system remains qualified as Jong as no modifications are made to
the system that have not been submitted to, and tested by, a certified ITA. The
qualification test report remnains valid for as long as the voting system remains
unchanged. However, all systems that transmit official or live data using public
networks are subject to an additional requirement that the system be retssted
periodically cven if no medifications have been made. This requirement applies to
Internet voting systems, and also to precinct count systems (paper based and
clectronic) that transmit official or live data using public networks as defined in
Section 5. The requircment for periodic retesting recognizes that the risks and threats
to availability and integrity for these systems increase over time, and systern
capabilities that may have been adequate at ane point in time may no longer be
sufficient. These systems are therefore given 2 VSS Qualification Number that is
valid for only 2 single year, and which is renewed upon successful system review by a

_certifiad ITA.
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Qualification testing differs from the vendor's developmental testing. The ITA will be
expected to evaluate the completeness of the vendor's developmental test program,
including the sufficiency of vendor tests conducted tc demonstrate compliance with
the Standards as well as the systems performance specifications. The ITA will
undertake sample testing of the vendor's test modules and also design independent
system-level tests to supplement and check those designed by the vendor. Although
some of the qualification tests are based on those prescribed in the Military
Standards, the test conditions are, in most cases, less severe. This reflects commercizl
and industrial, rather than military and aerospace, practice.

1.6.2 Cenrtification Tests

Certification tesis should be performed by individual states, with or without the
assistance of outside consultants, to:

¢ confirm that the voting system presented is the same as the one qualifisd at
the naticnal level;

+ test for the proper implementation of state-specific requirements:

+  cstablish a baseline for future evaluations or tests of the system, such as
acceptance testing ot state review after modifications have hsen made; and

¢ define acceptance tests,

Precise certification test scripts are not included in the standards, as they must be
defined by the state, with state laws, election practices, and specific environment in
ming, It is recommended, however, that they not duplicate quelification tests, but
include functional tests and qualitative assessment to ensure that the system operates
in a mannet that is acceptable under state law, If a voting system is modified after
state certification, it is recommended that States reevaluate the system to determine if
further certification testing is warranted.

Certification tests performed by individual states typically rely on information
contained in documentation provided by the vendor for system design, installation,
operations, required facilities and supplies, personnel support and other aspects of the
voting system, Sates end jurisdictions may define information and documentation
requirements in addition to those defined in the VSS. By design, the VSS, and
qualification testing of voting systems for compliance with the VSS, do not address
these additional requirements, However, qualification testing does address all
capabilities of a voting system stated by the vendor in the system documentation
submitted to the [TA, including capabilities that are not required by the VSS but
which may be in respense to state requirements.

1-10



1.6.3 Acceptance Tests

Acceptance tests are performed at the state or local jurisdiction level upon system
delivery by the vendor to:

¢ confirm that the system delivered as delivered is state certified and/or
nationally qualified;

¢ evaluate the degree to which delivered units conform to both the system
characteristics specified in the procurement documentation, and those
demonstrated in the qualification and certification tests; and

¢ establish a baseline for any future required audits of the system.

Some of the operational tests conducted during gualification would be repeated
during acceptance testing. If a voting system is modified after acceptance, it is
recommended that it be reevaluated to determine if further acceptance testing is
warranted.

The original version of the VS$ issued January 1990 provided information and
guidelines in Section 8, Acceptance Tests, congerning acceeptance testing of voting
systemns by putchasing jurisdictions. The reorganization of the VSS for this version
will provide expanded information and guidance on best practices to states and
jurisdictions for acceptance testing in additional volumes of the VSS. Accordingly,
Volumes I and I of the VSS do not contain updated guidelines concemning acceptance
testing,

1.7 Outline of Contents

The organization of the standards has been simplified to facilitate their use. Volume I
Vating System Performance Standards, is intended for use by the broadest audience,
including voting system developears, equipment manufacturers and supplicrs,
independent test authorities, local agencies that purchase and deploy voting systems,
state organizations that certify a sysiem prior to procurement by a local jurisdietion,
and public interest organizations that have an interest in voting systems and voting
systems standards.

3. Section 2 describes the functional capabilities required of voting systerns.

b. Sections 3 through 6 describe specific performance standards for electian
system hardware, software, telecommunicaticns and security, respectively.

c. Sections 7 and 8 describe recommended practices for quality assurence and
configuration management, respectively, to be utilized by vendors, and
required information about vendor practices that will be reviewed in concert
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with system qualification and certification test processes and system purchase
decisions.

d. Section 9 provides an overview of the test and measurement process used by
test authorities for qualification and re-qualification of voting systems.

e. Appendix A provides a glossary of important tarms usad in Volume L

f. Appendix B lists the publications used for guidance in the preparation of the
Standards and which 2lso contain information which is usefisl in interpreting
and complying with the requirements of the Standards.

Volume I, Voting System Qualification Testing Standards, is intended for primary
use by independent test authorities, state arganizations state orgenizations that certify
a system, and vendors. This volume complements the content of Volume I, describing
the standards for the technical information submitted by the vendor to support testing;
the development of test plans by the independent test authority (ITA) for initial
system testing and testing of system: modifications; the conduct of system
qualification tests by the [TA; and the test reports generated by the ITA.
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Functional Capabilities

2.1 Scope

This section contains the fimctional capabilities required of all voting systams, The
Tequirements specified herein represent acceptable levels of combined hardware and
software function, commensurate with overall system requirements for functionality,
speed, accuracy, reliability, and audit capability, Functional capabilities are defined in
terms of specific standards. Standards ate mandatory requirements and are designated
by use of the term shall.

These functional capabilities include all operations necessary to support the following
three phases of election activity:

+ Pre-voting: ballot preparation; the preparation of election-specific software or
fimmware; the production of ballots or ballot pages; the instaliation of ballots
and ballot counting scftware or firmware; snd systern and equipment tests.

+ Voting: all operations conducted at the polling place by voters and officials
including the generation of status messages,

¢ FPostwoting: closing the polling place; obtaining reports by voting machine,
polling place, and precinet  central count systems); obtaining consolidated
reparts; and obtaining reports of audit trails,

They also include overall systen: capabilities relating to security; accuracy and
integrity; the election management systen:; the vote tabulating program;
telecommunications; and data retention and audit trails.

Finally, they include the capabilities necessary to maintain voting system equipment,
and, for precinct count systems, to transport and store the equipment.

Recognizing the diversity of voting systems and the technelogies they employ, these
functional capabilities are structured to apply specific standards to the approptiate
technologies. Some of these standards apply cnly if the system ingorporates certain
optional functions {for example, voting systems employing telecommunications to
transmit vating data.). For sach scenario, Common Standards are specified first,
followed, where necessary, by standards applicable to sperific techniologies (i.e.,
paper based systems and electronic systems and intended use {1.e., central or precinct
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coumt). For purposes of these Standards, Internet voting systems are considered a
form of electronic voting system, and are subject to the standards for electronic voting
systemns, with specific exceptions noted due to fundamentai differences of system
design. Internet voting systems zre also subject to additional standards desred
necessary due to unique charactetistics and risks of Intemet-based technology.

2.2 Overall System Capabillities

This section defines required functional capabilities that are system-wide in nature
and rot unique to pre-voting, voting and post-voting operations. All voting systetns
shall provide fimctional capabilities that address standards for:

4 security;

¢ accuracy and integrity;

+ system anditability,

+ Election Management System;
+ vote tabulating program;

¢ telecommunications; and

+ retention of Data.

Technical standards for these capabilities are described Sections 3 through 6 of these
Standards.

2.2.1 Security

All systems shall meet the following standarda:

¢ Provide security access controls that limit or detect access to critical system
components to guard against loss of system integrity, availability,
* confidentiality and accountzbility

+ Provide system functions that are executable only in the intended manner and
order, and only under the intended conditions.

+  Use the system's control logic to preclude a system function from executing if
any preconditions to the function have not been met,

2-2



+ Provide security provisions that are compatibie with the procedures and
administrative tasks involved in equipment preparation and testing, and in
operation by the public in a polling place.

+ Ifaccess to & system function is to be restricted or controlled, then the systern
stiall incorporate a means of implementing this capability.

222 Accuracy and Integrity

The reliability and quality of memory hardware such as semiconductor devices and
magretic storage media must be high, The overall design of equipment in 2l| voting
systems shall provide for the highest possible levels of protection against mechanical,
thermal, and electromagnetic (EMI) stress, Section 3 provides additional information
on required susceptibility capabilities.

2.2.2.1 Vote Accuracy Measures

All systems shall incorporate accuracy measures that apply to data recorded by the
system, including date entered by clection officials and data entered by voters.

22211 Gommon Standards

All systemns shall:

¢ Record the election contests, candidates and issues precisely as defined by
clection officials

¢ Record the appropriate options for casting and recording votes;

¢ Record each vote precisely as cast and be able to produce an scourate report -
of all votes cast;

¢ Include control logic and data processing methods incorporating parity and
check-sums (or equivalent error detection and correction methods) to
» demonstrate that the systemn has been designed for acouracy; and

¢ Provide software that menitors the overall quality of data read-write and
wransfer quality status, checking the number and types of errors that oceur in
any of the relevant operations on data and how they were comrected.
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22212  Electronic Systam Standards

As a means of assuring accuracy in electronic machines, the unit shall incorporate a
means of providing redundant copies of the original ballot objects or data as entered
by the voter (ballot image). (Examples include, but are not limited tg, ray to ray and
rultiple memories).

2222 Integrity Measuras

Integrity measures assure the integrity of the vote recording and counting processes.

22221 Common Standards

All systems shall;

a. Protect against the interruption of electronic power:

b. Protect against generated or induced electromagnetic radiation:
¢. Protect against ambient temperature and humidity fluctuations;
d. Protect against the failure of any data input or storage device;
e. Protect agaimst any attempt at improper data entry or retrieval;

f.  Provide capabilities for recording and reporting the date and time of normal
and abnormal events;

g Provide capabilities for maintaining a permanent record of audit information
thet carmot be tumed off;

h.  Provide capabilities for detecting and recording significant events {eg.,
casting a bailot), occurrence of an error conditions which cannet he disposed
of by the system itself, time-dependent or prograrmmed events which ocour
without the intervention of the voter or a polling place operator; and

L. Include built-in test self test, measurement and diagnostic software and
hardware for detecting and reporting the system's status and degrec of

: operability.

22222  Electronic Systems Standards

In addition to the commeon standards indicated above, clectronic systems shall
maintein a record of each ballot cast, in & manner independent and distinct from the
main vote detection, interpretation, processing and reporting path, while protecting
the anonymity of each voter ( for example, by means of storage location serambling).
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The system shall be capable of reproducing thess ballot images in human readabls
form.

223 System Audit

2.2.3.1 System Audit Purpose and Context

Election audit trails provide the supporting decumentation for verifying the
correctness of reported clection results, They presant a concrete, indestructible
archival record of all system activity related to the vote tally, and are essential for
public confidence in the accuracy of the tally, for recounts, and in the event of
litigation.

The fellowing audit trail requirements are based on the premise that system-generated
creation and maintenance of audit records reduces the chence of human error, Since
most of the audit capability is autornatic, the system operator has less information to
track and record, and is less likely to make mistakes or omissions.

The sections that follow present operational requirements critical to acoeptable
performance and reconstruction of an election. Requirements for the content of audit
records are described in Section 4 of these Standards.

The requirements for all system types, both precinct and central count, are described
in generic language. Because the actual implementation of specific characteristics
may very from system to system, it is the respansibility of the vendor to describe sach
systerm's characteristics in sufficient detail that test authorities and system users can
¢valuate the adequacy of the system's audit trail. This description shall be
incorporated in the System Operating Manual, which is part of the Technical Data
Package.

Also part of the slection audit trail, but not covered in these technica) standards, is the
documentation of such items as paper ballots delivered and collected, administrative
pracedires for system security, and maintenance performed on voting equipment.
Future new volumes of the Standards are intended to address these and ather system
operations practices, In the interim, fnnovations in Election Administration 10,
Ballot Security and Accountability, provides useful guidance.
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2.2.3.2 Operational Requirements

Audit records shall be prepared for all phases of elections operations performed using
devices controlled by the jurisdiction or its contractor(s). These records rely upon
automnated audit data acquisition and machine-generated reparts, with manual input of
sotne information. These records shall address the ballot preparation and election
defnition phase, system readiness tests, and voting and ballot-counting operations,
The software shall activate the logging and reporting of audit data as described in the
following sections.

22321 Time, Sequence, and Preservation of Audit Recards

The timing and sequence of audit record entries is ag important as the data contained
in the record. All voting systems shall mest the following requirements for time,
sequence and preservation of 2udit records:

a. Except where noted, systems shall provide the capability to create and
maintain a real-time audit record. The purpose of the real-time record is to
pravide the operator or precinct official with continuous updates on machine
status. Thus information allows effective operator intervention during an error
condition, and contributes to the reconstruction of election-related events
necessary for recounts or litigation.

b. All systems shall incorporate a real-time clock as part of system hardware,
The system shall maintain an absolute record of the time and date or & record
relative to some event whose time and data are known and recorded,

¢ All audit record entries shall include the time-and-date stamp.

d. The audit record shall be in use whenever the systcm is in an operating mode.
This record shall be available at all times, though it need not be continualiy
visible.

¢. The gencration of audit record entries shall not be terminated or interfered
with by program control, or by the intervention of any persen. The physical
security and integrity of the recard shall be maintained at al] times,

f.  Once the system has been activated for zny function, the contents of the audit
record shall be preserved during any interruption of power to the system until
* processing and data reporting havs been completed.

g The system shail be capable of preducing 2 printed copy of the audit record.
A separate printer is not required for the audit record, and the record may be
produced on the standard system hardcopy output device if all the following
conditions are met;

1} The generation of audit trail records does not interfere with the
production of ouiput reports.
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2) The entries can be identified so as to facilitate their recognition,
segregation, and retention.

3} The physical security of the audit record entries can be ensured.

2.2.3.22  Error Messages

All voting systems shall meet the following requirements for error messages:

a. Error message entries shall be made and reported as they occur, Except for
erTor imessages which require resolution by & trained technician, all other
€ITOT IMessages requiring intervention by an operator or precinet official shall
be displayed or printed unambiguously in easily understood language text, or
by means of other suitable visual indicators.

b. When numerical codes are used for trained technician maintenance or TEpair,
the text corresponding to the code shall be self-contained, or an mstructional
sheet shall be affixed inside the unit device, This is intended to reduce
inappropriate reactions to error conditions, 2nd to allow for ready and
effective problem correction.

¢. The message cue for all systems shal! clearly state the action to be performed
in the event that voter or aperator response is required.

d. System design shall ensure that erroneous responses will not lead to
irrecoverable errar.

e. Nested error conditions shall be corrected in a controlled sequence such that
system status shall be restored to that initial state existing before the first
errer occurrad.

22323 Siatus Messages

These Standards provide latitude in software design so that consideration can be
given 1o various user procsssing and reporting needs. The user 2y requirs some
status and information messages to be displayed and reported in real-time. Other
messages, which do not require operator intervention, may be stored in memory to be
tecovered after ballot processing has been completed.

Depending on their nature, and at the discretion of the jurisdiction, status messages
may or may not become part of the real-time audit record. Non-critical status
messages need not be displayed at the time of oceurrence, It is aceeptable to display
non-critical status messages (i.«., those that do not require operator intervention) by
means of numerical codes for subsequent interpretation and reparting as unambiguous
text.

* Critica] status messages will be defined by the jurisdiction. Depending an the critical

nature of the message, and the particular jurisdiction's needs, critical status messages
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shall be displayed and reported by suitable, unambiguous indicators or English
language text.

2.24 The Election Management System

The Election Management System is used, on the front end, to prepare ballots and
programs for use in casting and counting votes, and on the back end to consolidate,
report, and display electton results. Election Management Systems shall generate and
maintain a database, or one or more interactive databases, that enables the election
official or his or her designee to perform the following functions:

2. Define political subdivision boundaries and multiple political districts;
b. Identify contests, candidates, and issues:
¢. Define ballot formats and appropriate voting options;

d. Generate ballots and ¢lection-specific programs for vate recording and vote
counhng equipment;

¢ Instell ballots and election specific programs;
Test that ballots and programs have been properly prepared and installed:
Accumulate votc totals at multiple reporting levels; and

P om

Generate reports.

2.2.5 Accessibility

All automated voting systems that utilize electronic and information technology (EIT}
shall be accessible to individuals with disabilities. Most voting systems use one or
more forms of EIT, Specific definitions of the terms ‘electronic and information
technology” and *information technology® are provided in 36 CFR Part 1104—
Electronic and Information Technology Accessibility Standards, which implement
Section 508 of the Rehabilitation Act of 1973 as amended by Title IT of the
Rehabijitation Act Amendments of 1998 (25 U.8,C. 7944).

¢ Electronic and information technology. Includes mformation technology and
any equipment or interconnected system or subsystem of &quipment, that is
used in the creation, conversion, or duplication of data or information. The
term electronic and information technology includes, but is not Limited to,
telecommumications products (such as telephones), information kiosks and
transaction machines, World Wide Web sites, multimedia, and office
equipment such as copiers and fax machines. The term does not include any
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equipment that conteins embedded information technology that is used as an
integral part of the product, but the principal function of which is not the
acquisition, storage, manipulation, management, movement, control, display,
switching, interchange, transmission, or reception of data or information. For
example, HVAC (heating, ventilation, and air conditioning) equipment such
as thermostats or temperature contrel devices, and medical equipment where
information techniology is integral to its operation, are not information
technology.

¢+ Information technolsgy. Any equipment or intercormected system or
subsystem of equipment, that is used in the automatic acquisition, storage,
manipulation, management, movement, contral, display, switching,
interchange, transmission, or raception of data or information. The term
information technelogy includes computers, ancillary ¢quipment, software,
firmware and similar procedures, services (including support services), and
related respurces.

The full text of 35 CFR Part 1194—Electronic and Information Technology
Accessibility Standards, can be found at the Access Board's Internet site
(bttp://www.access-board.gov/sec508/508standards, htm).

2.2.51 Scope and Applicability

All voting systems shall provide accessibility to individuals consistent with 36 CFR
Fari 1194 for all voting system component products defined as EIT, including selif
contained, closed products, that are used to support: '

4, System operations activities performed by voters, These activities include,
but are not limited to, indicating the voter’s selsctions in individus] races and
ballot propositions, and submitting the voter’s ballot for processing.

b. System operations activities performed by clection officials to accomplish the
full range of pre-voting, voting and post voting functions defined in Sections
2.3 through 2.5 of the VS8. These activities include, byt are not limited to,
performing ballot design, operating vots counting equipment, consolidating
vote count information, and conducting audits of voting results,

Froduets that record votes without the use of EIT (e.g., vote recording devices for
paper-based ballots) are excluded from these requirernents. However, paper-based
ballot scanners and counting devices that use EIT shall mest these requircments.

2.2.5.2 Technical Standards

All voting systems shall meet the technical standards specified in Subpari B -
Technical Standards of 36 CFR Part 1194, Of particular note, electronic voting
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devices and paper ballot scanning and counting devices, are subject to the specific
requirements of Subpart B, Section 1194.25 for self contained closed products.

2.258.3 Functional Performance Criteria

All voting systems shall meet the functional performance criteria specified in Subpart
C - Funciional Performance Criteria of 36 CFR Part 1754,

2.2.54 Information, Documentation and Support

All voting systems shall meet the Information, Documentation and Support
requirements of Subpart I - Information, Documentation and Support of 36 CFR
Parr 1194

2.2.6 \Vote Tabulating Capabilities

The Vote Tabulating Program software, resident in each voting device, vote count
server, or other devices, shall include all software modules required to:
a. Monitor system status and generate machins-leve] audit reports;

b. Accommedate device control functions performed by polling place officials
and maintenance personnel;

¢. Register and accumnulate votes; and
. d. Accommodate variations in ballot eounting logic,

There are significant variations among the election laws of the 50 states with respect
to permissibie ballot contents, voting options, and the associsted ballot counting
logic. The Technical Data Package accompanying the system shall specifically
identify which of the following items that can be accommodated by the system:
a.  Closed primaries;
b, Open primaries;
Partisan offices;

e
d. Non-partisan offices;

o«

Write-in voting;

f.  Primary presidential delegation nominations;
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Ballot rotation;

Siraight party voting options;
Cross-party endorsement;
Split precincts;

Voie for N of M;

Recall issues, with options;
Overvotes;

Uindervotes; and

Totally blank ballots.

2.2.7 Telecommunications

For all voting systems that employ telecommunications for the transmission of data
during pre-voting, voting or post-voting activities, capabilitics shall be provided
which assure data are transmitted with no alteration or unauthorized disclosure during
transmission. Section 5 of these Standards describes standards that apply to, at a
minirum, the following types of data transmissions:

a.

b.

d.

Votar Repistration Information {Pre-voting, Voting and Post-votlng}—
Information that identifies the name and ¢ligibility of a voter;

Ballot Definltion Transmisslon {Pre-voting)-—Information that describes to a
voting machine the content and appearance of the ballots to be used in an
election:

Voter Key Distribution {Pre-voting}—For Internet voting systems, a code that
consists typically (but not always) of secrat numbers that are used to verify
the identity and #ligibility of a potential voter;

Authantication of Sacurity Informatlon (Pre-voting, Voting}—For Intemnet voting
systemns, a code provided to a vater by the jurisdiction that is combined with &
personal identification number that wil] allow a voter to authenticate
himself‘herself to the system;

. ” Balit Transmisslon to Veter (Voting}—For Internet voting systems, the

transmission of the appropriate ballot image to an authenticated voter;

Vote Tranamisslon to County (Voting)—For Intcmet voting systems, the
transmission of 2 single voted ballot to the central location for consolidation
with other county voie data:
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g. Vote Count Transmission (Voting and Post-Voting}—Information representing
the transmission of tabulated votes among or between any of several levels:
polling place, precinet, or central count;

h.  Llst of Voters (Voting and Post-Voting—A listing of the individual voters who
have cast ballots in a specific election; and

2.2.8 Retention of Data

United States Code Title 42, Sections 1974 through 1974e, states that election
administrators are required to preserve for 22 months “all records and paper which
came into (their) possession relating to an application, registration, payment of poll
tax, or other act requisite to voting.” This retention requirement spplies to systems
that will be used at any time for voting of candidates for Federal offices (e.g.,
Member of Congress, United States Senator, and/or Presidential Eiector). Therefore,
all systems shall provide for maintaining the integrity of voting and audit data during
an election and for a period of at 1east 22 months thereafier.

Smee the purpose of this law is to assist the Federa] govemment in discharging its
law enfercement responsibilities in connection with civil tights and elections crimes,
its scope must be interpreted in keeping with that objective. As such, all
documentation that may be relevant to the detection and prosecution of fedesal civil
rights or election crimes are required to be maintained intact for the 22-month federal
retention period, as long as it was generated in connection with an election which was
held in whole or in part to select federal candidates. It is important to nate that
Section 1974 does not require that election officials generate any specific type or
classification of election record. However, if 2 record is generated, Section 1974
comes into play and requires that the record be retained for 22 months if it falls into
one or more of the categories listed below.

For 22-month documnent retention, the general rule is that all hard-copy records
produced by the election database and ballot processing systemis shall be so labeled
and archived, Regardless of system type, all audit trail information spelled out in
subsection 4.5 of the Stendards shall be retained i its otiginal format, whether that be
real-time logs generated by the system, or manua) logs maintained by election
personnel. The election audit trail includes not only in-process logs of election-night
(and subsequent processing of sbsentee or provisional ballots), but also time logs of
baseline ballot definition formats, and system readinass and testing results.

In many voting systems, the source of election specific data (and ballot formats) is
contained in a database file, In precinct count systems, this dats is used to Program
cach machine, cstablished ballot layout and generate tallying files. The preliminary
thinking is that it is not necsssary to retain this information on electronic media if
there is docurnented producible hard copy of all final database information, It is
recommended, however, that electronic storage of the aggregate summary data for
each device be retained in addition to hard-copy records so that reconstruction of an
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election is possible without data re-entry. The same requirement and recommendation
shall apply to vote results generated by each precinct device or system.

Specifically, the Department of Justice considers Section 1974 to include the
following items relevant to autornated voting systems:

a. Copies of operating procedures, including security measures, established for
system preparation, operation and data extraction;

b. Election database(s);

o

Election programming and ballot formatting records;
d. Records of the installation of ¢lection programs and ballots;

o

Records of pre-clection testing of electronic vote counting systems;

Test deck(s) and test program(s);

g Printed list of zero totals for precinet count devices (or memory registers in
central count systems);

h

h.  All voted ballots, paper or machine-read, including absentee ballots {Section
1974 requires the retention of the ballots themselves in those jurisdictions
where & voter’s preference is manifested by marking a piece of paper or
punching holes in & computer card);

1. Records of ballot images produced by electronic voting devices:

J»  Strips or sheets mounted on electronic vating machines (ballot faces), sach
identified by machine number and precinct;

k. Assembled vote recorder pages (applicable to Votomatic systems), each
identified by precinct;

. Any record reflecting the identity of those who cast ballots, if automated:
m. Official canvass records, if automated:
n. All Statements of Votss;

0. Removable dats storage compenent (PROM, memory pack, cartridge, chip,
cic.) [Either the storage component itself is saved, or save, an electronic
medium, record of programming the device, and the post-clection hard copy

» of its output plus the program used to read the component.);

p. Reports produced by voting devices at the opening and closing of polls;

4. Records of service and maintenance to voting cquipment at the polling place;
I. All vote-counting software; and

5. All audit treil records;

The ahove listing docs not include other items required that are of an administrative
nature and not elements of the voting system itself,

Draft Review—June 13, 2001 2-18



Draft Revime—lune 13, 2001

2.3 Pre-voting Functions

This section defines capabilities required of voting systems to support furictions
performed prier to the opening of polls. All voting systems shall provide capabilities
tO support:

+ Ballot Preparation;

¢+ Election Programming;

¢ Ballot and Program Installation;

¢+ Readiness Testing;

+ Verification at the Polling Place; and

4 Verificaticn at the Central Counting Place.

These standards also include requirements to ensure compatible interfaces with the
ballat definition process and the reporting of election results.

2.3.1 Ballot Praparation

Ballot Preparation is the process of using election databases to define the specific
contests, questions and related mstructions to be contained in ballots and to produce
all parmissible bailot layouts.

¢ General Capabilities;
¢+ Ballot Formatting; and

+ Ballot Production.

2.3.1.1 General Capabilities

The general capabilities for Ballot Preparation define cormmon standards and also
standar'ds specific to all paper based systems.

23114 Common Standards

Al systems shall be capable of:
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Enabling the automatic formatting of ballots in accordance with the
reguirements for offices, candidates, and measures qualified to be placed
upon the ballot for each politicat jurisdiction;

Generating ballots that contain identifying codes or marks uniquely
associated with each format;

Supporting at least 500 potentially active voting positions, which can be
arranged 50 as to identify party affiliations in a primary election; and

Collecting and maintaining the following data:

*  Offices and their zssaciated labels and instructions;
+ {(andidate names and their associated labels; and

*  Izsues or measures and their associated text.

Ensure that vote response fields selection buttons, or switches properly align
with the specific candidate names and/or issues printed on the ballot display,
ballot card or sheet, or separate hallot pages.

2.2.11.2  Paper Based System Standards

Paper Based Systems also shall meet the following stendards applicable to the
technelogy utilized:

a,

b

Enable voters to make selections by punching a hole or by making a mark in
fields (regions) designated for this purpose upon each ballot card or shect;

For punchcard systems, ensure that the vote response fields can be praperly
aligned with punching devices used to record votes, and

For marksense systems, ensure that the timing marks align properly with the
vote response fields.

For marksense ballots, ensure that vote sefections are read for only a single
baliot at a time, without detection of marks from multiple ballots concurrantly
(e.g., reading of bleed-through from other ballots)

23.1.2 Ballot Formatting

Ballot Formatting is the process by which election officials ar their designees use
tlection databases and vendor system software to define the specific contests and
releted instructions to be contained on the ballet ang to present them in a layout
permitted by state law, All systems shall provide a capability for the:

Creation of newly defined elections;
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b. Rapid and error-free definition of eiections and their associated ballot
layouts;

¢.  Uniform allocation of space and fonts used for each office, candidate, and
contest such that the voter perceives no active voting position to be praferred
to any other;

d. Simultaneous display of all choices for a single contest an the same page,
with no splitting across multiple pages or displays;

¢. Easy navigation of multi-page bailots by voters, with no way to get lost or
leave the balloting process except deliberately:

f.  Retention of previously defined formats in that election:

g. Prevention of unauthorized modification of ballot formats subsequent to an
election; and

h. Modification by authotized persons of a previously defined ballot format for
use in a subsequent election.

2.3.1.3 Ballot Production

Ballot Production is the process of canverting ballot formats to a media ready for use
i the physical ballot production or clectronic presentation, The voting system shall
provide a means of printing or otherwise generating a ballot display, which can be
installed in all system voting devices for which it is intended. All systems shall
provide 2 capability to ensure:

2. The electronic display or hardcopy document on which the user views the
ballet is capable of rendering an image of the ballot in any of the languages
required by The Voting Rights Act of 1965, as amended:

b. The electronic display or hardcapy document on which the user views the
ballot shall not show any advertising or commercial logos of any kind,
whether public service, cornmercial, or political, unless specifically provided
for in State law; and for electranic displays shall not provide connection to
same via hyperlink; and

¢. Conformance to vendor specifications for type of paper, stock, weight, size,
shape, and ink for printing if paper ballot documents or paper displays are -
" part of the system. '

2.3.2 Election Programming

Election Pragramming is the process by which election officials or their designees
use election databases and vendor systern softwars/firmware to logically define to the
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system’s software the voter choices associated with the contents-of the ballot(s). All
systems shall provide for the:

a, Logical definition of the ballot(s), including the definition of the number of
allowable choices for sach office and contest:

b. Logical definition of political and administrative subdivisions, where the list
of candidates or contests may vary among polling places;

¢. Activation or exclusion of any portion of the ballot(s) upon which the
entitlement of a voter to vote may vary by reason of place of residence, or
other such administrative or geographical criteria;

d. Ability to select from 2 range of voting options to enable conformanes with
the laws in the jurisdiction in which the system will be nsed; end

¢. Generation of all required master and distributed copies of the voting
program, in conformance with the definition of the ballot(s) for each voting
device and polling place, and for each tabulating device.

2.3.3 Ballot and Program Installation

All systems shall provide a means of installing baliots and programs on gach piece of
polling place or central count equipment in aceordance with the ballot Tequirements
of the election, and the requirements of the jurisdiction in which the equipment will
be used.

All systems shall include the following at the time of Ballot and Program Installation
at the jurisdiction:

a. A Detailed Work Plan or other form of documentation providing a schedule
and steps for the software and ballot installation, which includes a table
outlining the key dates, events and deliverables;

b. A method for validating that software (whether nonresident or resident) has
' been properly selected and installed in the equipment or in a programmable
memery device; and

¢. , A method for validating that software carrectly matches the ballot formats
that it is intended to process,

2.3.4 Readiness Testing

Election personne! conduct equipment and systern readiness tests prier to the start of
an election to ensure that the voting systemn functions properly; to confirm that system
equipment has been properly integrated; and to obtzin equipment status reports.

2-17



Lrait Review—June 13, 2001

All systems shall contain appropriate and necessary provisions for:

a. Verifying that voting machines or vote recording and data processing devices,
precinet count ballot-counting devices, and central counting equipment are
properly prepared for an election;

b. Obtaining status and data reports from each set of equipment;
¢. Verifying the effective integration of all system equipment:
d. Verifying that hardware and software function correctly; and

e. Generating conselidated data reports at the polling place and higher
jurisdietional levels.

2.3.5 \Verification at the Polling Place

Jurisdiction election officials perform Verification at the Polling Place to ensure all
voting systems and equipment fimction properly before and during an election. All
systerns shall provide a formal recard of the following, in any media, upon
verification of the authenticity of the commands: :

a. The election's identification data;
b. The equipment’s unit identification;
¢. The ballot's format identification;

d. The contents of each active candidate register by office and of each active
measure register (showing that they contain ali zeros):

e. A listof all ballot fields that can be used to invoke special voting options; and

f.  Other information needed to ¢onfirm the readiness of the equipment, and to
accommodate administrative reporting requirements.

2,3.6 Verification at the Central Location

Jurisdiction election officials perform Versfication at the Central Location to ensure
that vote counting devices and software function properly before and after an
election.

If a precinct count system includes equiptment for the consolidation of polling place
data at one or more central counting places, it shall have means to verify the correct
extraction of voting data from transporteble memory devices, or to verify the
ranstrission of secure data over secure communication links.

2-18



2.3.6.1 Varification Standards

Vernfication shall include the use of tests needed to assure the readiness of the
equipment and to accornmodate administrative reporting requirements.

23.6.2 TestData

Test data shall be segregated from zctusl voting data, either procedurally or by
hardware/software featuras,

2.3.6.3 Data Verification Reporting

Any paper based system used in a central count environment shall provide a printed
record of the following upon verification of the authenticity of the commands;

4, The election's identification: data;

b. The contents of each active candidate register by office and of each active
measure register (showing that they contain all zeros); and

¢. Other information needed to ensure the readiness of the equipment and to
acconmmodate administrative reporting requirements.

2.4 Voting Functions

All systems shall provide capabilities to support the following voting functions:

¢ Opening the polls; and
+ Casting a ballot,
All electronic systems also shall provids capabilities to support:

+  Enabling the Ballot,
¢ Augmenting the Election Counter: and
¢+ Augmenting the Life-Cycle Counter.
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2.4.1  Opening the Polls

The standards for Opening the Poils are specific to individual voting systern
technologies. The vendor shall provide, at a minitnum, systems with the functional
capabilities indicated below.

2.4.1.1 Paper Based System Standards

All paper based systemns shall include:

a. aineans of verifying that ballot punching or marking devices are properly
prepared and ready for use;

b. a voting booth or similar facility, in which the voter may punch or mark the
ballot in privacy; and

¢. secure receptacles for holding voted ballots.

In addition, precinct count equipment shail include a means of:

d. activating the ballof counting device;

¢. verifying that the device has been correctly activated and is functioning
properly; and

f. identifying device failure and comrective action needed.

24.1.2 Electronic System Standards

All electronic systems shall provide a means of opening the polling place and
activating the equipment for voting that incorperates:

a. asecurity seal, a password, or a data code recognitien capability to prevent
the inadvertent or unautharized actuation of the poll-opening function;

b. ameans of enforcing the execution of steps in the proper sequence if mors
'than one step is required;

c. ameans of verifying the device has been activated correctly; and

d. a means of identifying device failure and comrective action needed.
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2.4.2  Activating the Ballot (Electronic Systems)

Electronic systerns shall provide capabilities for;

2. Accomplishing the recording of votes and the gasting of a ballot by cach
eligible voter;

b. Preventing the voter from voting on a ballot to which he or she is not entitled,
and

c. Preventing a voter from casting more than ane ballot in the same election.

2.4.3 Casting a Ballot

Seme required capabilities for Casting a Baflot are commoan to all systems. Others are
specific to individual voting technologies or intended use. Al systems must provide
capabilities that enable voters with disabilities to cast a ballot unsssisted,

Systems must provide additional funetional capabilities that enable accessibility to
disabled voters as defined in Section 2.2.5 of these Standards.

24.3.1 Common Standards

All systems shall provide the means for:

a. the voter’s selection of candidates whose names do not appear on the ballot,
if applicable under State law, and the recording of as many write in votes as
the number of candidates the voter is allowed to select: and

b. protecting the secrecy of the vote such that the content of the voied ballot
may not be viewed and associated with the voter at any time, unless
specificaily required by State law (for example, Arkansas).

24.3.2 Paper Based Systoems Standards

24.321  All Paper-Based Systems

 All paper based systems shal] provide the means for the voter to:
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Easily identify the voting field that is associated with each candidate or ballot
Mmeasurs response;

Either directly punch or mark the ballot to register votes, or punch ot mark
the ballot to reflect choices made on the basis of separate baliot pages;

Place the voted ballot, or cause it to be placed, into the ballot counting device
{precinct count systems} or into a secure receptacle (central count sysiemns);
and

Protecting the secrecy of the vote while making selections and while the
voted ballot is being handied, either by the voter or by & polling place official,
if the voter must Jeave the voting booth to place the ballet in a secure
receptacle or ballot counting device.

24322 Precinct Gount Paper-Based Systemns

Precinct count paper based systems shall provide the means to:

a.

Provide feedback to the voter that identifies specific contests or ballot issuss
for which an over-vote or under-vote is detected;

Allow the voter, at the voter™s choice, to vote a corrected ballot or submit the
ballot *ag is” without commection; and

Allow a voting official, with appropriate access control, to tumn off the
capabilities defined in “a’ and *b* above,

2.4.3.3 Electronic Systems Standards

Electrenic systems shall provide the means for:

a,

b.

The voter to easily identify the selection button or switch, or the active area
of the ballot display that is associated with each candidate or ballot measure
TEsponse.

Allowing the voters to be able to select théir preferences on the ballot in any
legal number and combination;

¢. " Indicating that a selection has been made or canceled;

d.

n

Preventing voters from over-voting (i.¢., voting for more candidates than
permitted for a single office);

Sigmifying to each voter that the selection of candidates and measures has
been completed;

Allﬁwing the voters, before the ballot is cast, to review their choices and, if
they desire, to delete or changs their choices before the ballot is cast:

-
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Prompting the voter to confirm the voter's choices before casting their ballot,
signifying to the voter that casting the ballot is irrevocable and directing the
voter to confirm the voter’s intention to cast the baliot:

Sigmifying to the voter that the ballot has been cast after the vote is stored
successiully;

Ensuring that the votes stored accurately represent the actual votes cast;
Preventing modification of the voter's vote after the baliot i5 cast;

Recording an itmage of the ballot cast in human readable form {in accordance
with the requirements 0£2.2,2.2.2 and 2.2.8)%

Incrementing the proper ballot position registers or counters {not applicable
to Internst systems),

Protecting the secrecy of the vote such that the vote may not be observed
during the voter’s selection of preferences, during the casting of the ballot,
and as the voted ballot is transmitted for recording on & storage device; and

Prahibiting vated ballots from being accessed by anyone until after the close
of polls,

2434 Internet Voting Systems Standards

In addition to the standards for electronic systems listed above, Internet voting
systems shall provide the means for:

a.

b.

o

A

Using a unique persona! identifier assigned to the voter for voting;

Using a unigue voter identifier, such as a password, assigned to the voter
during the election official’s authentication of the voter;

Providing only deliberate selections for exiting the voting process, with no
ability to link to other sites or processes;

Encrypting the voted ballot as it travels gver the Internet to protect the
secrecy and integrity of each vote;

Providing sufficient computational performance to provide responses hack to
voters in ten seconds even if some vote servers ars down;

L]
The vote server only accepting a voted ballot in its entirsty,

Providing a means to communicate to the voting device and voter that & voted
ballot has not been accepted by the server {due to non-receipt or other
problem), and enabling the voter to Ty to vote agein by Internet or other
means;

Providing a means to count only the initial ballot cest when a ballot has been
successfully received by the vote server but confirmation hag been received
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by the voting device, thus avoiding double counting or voter changes to the
mitia] baliot;

i Avoiding the storage of keys or other tools for decrypting ballots on the vote
server for votes that are managed by persons other than the election officials;

I+ Providing high-bandwidth connections to the Internet sufficient to support
peak voter activity during the last hours Internet voting is permitted;

k. Providing high-bandwidth connections to the Internet sufficient to support
peak voter activity aggregated across the junisdiction, and aggregated across
all jurisdictions and elections supported by the same vote server dzta center.

L. Maintaining high system availability, detecting and defeating denial of
service attacks during allowable voting periods;

m. Recording a maximum allowable time period for voting hours to be extended:

n. Casting of test ballots for use in verifying end-to-end integrity of the entire
voting system; and

0. Isolating test ballats such that they are accounted for accurately in vote
counts and are not reflect in official vote counts for specific candidates or
measures.

2.4.4 Augmenting the Election Counter (for Paper-based
Systems)

Vote counting equipment for all paper-based systems shall provide s counter that:

a. Can be set to zero prior ta opening of the polling place;
b. Records the number of ballots cast during that particular election:
¢. Adds incrementally only by the input of 2 ballot:

d. Prevents or disables reseiting the count by other than authorized persons afier
the polls ¢lose; and

¢ Is visible to all designated polling place officials.

2.4.5 Augmenting the Life Cycle Counter (for Paper-based
Systemns)

Vote counting equipment for a1l paper-based systems shall provide a counter that:

2. Records all of the test and clection ballots input since the unit was built;
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b. Cannot be reset and cannot be changed by any cause other than the casting of
a ballot; and :

c. Is visible at all times when the devies is configured for test, maintenance, or
el=ction nse.

‘2.5 Post-Voting Functions

All systemns shall provide capabilities to accumulate and report results for the
jurisdiction and to generate audit trails. In addition, precinct count systems must
provide a means of closing the polling place including generating appropriate reports.
If the system provides the capability to broadcast results, additional standards apply.

2.5.1  Closing the Polling Place (Precinct Count)

These standards for closing the polling place are specific to precinct count systems.
The systern shall provide the means for:

a. Preventing the further casting of ballots once the polling place has closed:
b, Incorperating a visible indication of system status; and

¢. Precluding the unauthorized reopening of the polls once the poil closing has
been completed for that election.

2.5.2 Closing the Palling Place (Internet Voting Systems)

The standards for closing the poliing place are specific to Intemet voting systems,
These systems shall provide the means to:

a. Provide automatic termination of the ability to cast ballots system-wide at a
tirne specified by an authorized central office election official.

b. Enable an authorized local election official, for poll site Internet voting
systems, to extend voting time at the specified poll site for a specific
duration, and terminate voting at the time specified by the official;

¢. Enable an authorized central office election official to monitor whether
ballots are being cast at pol! sites during extended voting hours and terminate
voting at any pol! site (for example, if 2n authorized loca! official specifiesa
voting time extension determined to be unduly long by the central office
official);
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2.5.3 Obtaining Polling Place Reports (Precinct Count)

The standards for obtaining polling place reports are specific to precinct count
systems. These systems shall provide a means to:

a.

Prevent the printing of reports or the extraction of data, until the proper
sequence of events associated with closing the polling place has been
completed;

Produce a printed report of the votes counted upon each voting machine or
precinet tabulator;

Produce all reports or electronic memory that contains all system audit
information required in Section 4.5;

Extract information from a transportable programmable memory device or

‘data storage medium;

If more than one vating machine or precinct tabulator is used, consolidate and
repart the data contained in each unit into a single report for the polling
place; and

Prevent memory data from being altered or destrayed by report generstion, or
by the electronic Tansmission of results over telscormmunications lines.

2.5.4 Obtaining Precinct Reports Jurisdiction-wide (Centrél

Count)

For all central counting equipment, the squipment shall provide a means for, ata
tninimum:

&

Extracting data from transportable memory devices and storage media;

b.  Allowing the data to be used to produce a printed report of the vote for sach

c.

precinect:

Producing & printed report of the vote counted by each counting machine if
mltiple machines ars used:

d. Producing reports that contain all information required for auditﬁ, as defined

<.
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in Sections 2,2.3 and 4.5; and

Preventing memory data in portable media from being altered or destroyed by
report generation.
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2.5.5 Obtaining Consalidated Reports or Resuits

All systems shall provide a means for:

a. Consolidating into one report the data and/or results from all polling places;
and

b. Consolidating the data at cne or more intermediate {evels.

2.5.6 Consolidation of Absentee Ballots

Al systems shall provide a means for;

a. Consolidating into one report the data from all poliing places with that from
absentse ballats; and

b. Consolidating the data at one or more intermediate levels,

2.5.7 Consolidation of Internet Baliots

For all systems that are intended to operate in combination with an Intemet voting
system, the systern shall provide a means for:

a. Consolidating into one report the data from al] polling places with that from
Internet ballots

b. Consolidating the data at one or more intermediate levels

258 Broadcasting Results

Sotne voting systems offer a capability to make interim, unofficial results aveilable to
externg| organizations such as the news medis, political party officials, and others in
the form of paper reports or electronic reports or data files. Although this capability is
not required, systems that make unofficial results available shall:

2. Provided only aggregated results, and not data for individuzl ballots;

b. Provide no access path from unofficial electronic reports or data files to the
storage devices for official data; and
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¢. Provide prominent labeling of all reports and data files indicating they
contain unofficial election results.

2.6 Maintenance

All systerns shall be designed and manufactured to facilitate preventive and corrective
maintenance, conforming to the standards described in Section 3, Hardwara
Standards.

2.7 Transportation and Storage (Precinct Count)

All precinct count devices shall be capable of:

2, Functioning without degradation in capabilities after transit to and from the
polling place, as demonstrated by meeting the performance standards
described in Section 3; and

b. Funeticning without degradation in capabilities after storage between
¢lections, as demonstrated by meeting the performance standards described in
Section 3.
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Hardware Standards

3.1 Intreduction

3.1.1 Scope

This section contains the performance characteristics, physical characteristics, and
design, construction and maintenance characteristics for the hardware and selected
related components of all voting systems, specifying the minimum values for key
attributes of these characteristics. This section focuses predominantly on the devices
utilized in the design and manufacture of voting systems, encompassing COMPONEnts
such as;

¢ Ballot printers;
+ Ballot cards;
+ Ballot displays;

+ Voung devices, including punching and marking devices and electrenic
recording devices;

¢ Voting booths and enclosure;
¢ Ballot boxes and ballot transfer boxes;
+ Ballot rezders:

+ Computers used to prepare ballots, program elections, consolidate and report
votes, and perform other elections management activities

¢ Electronic ballot recorders:
¢ Electronic precinet vote control units;
+ Removable clectronic data storage media;
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+ Servers; and
+ Priniers.

For electronic vote recording devices used as part of an Internet Voting system, the
standards contained in this section also apply to:

¢ General purpose devices (such as personal computers) acquired by the
Jurisdiction for the purpose of poll site Internet voting;

¢ General purpose devices acquired by others (such 2s schaol systems,
libraries, military installations and other public organizztions) for the purpese
of voting at sites supervised by election officials; and

¢ Devices designed solely for remote Internet voting by individuals,

This section 1s not intended to apply to multi-purpose devices such as personal
computers (PCs) and personal data assistants (PDAs) owned by the voter or third
persons (e.g., employer, library, hotel, college,} which are utilized for remote Internet
voting at ymcontrolied locations, However, these devices, a5 well as those utilized at
controlled voting locations, are subject to the security requirements of Section 6 of
these Standards,

This section describes the requirements for voting devices that are intended for use by
individuals without disabilities. Section 2.2.5 describes the functional and
performance requirements for voting devices intended for use by individuals with
dizabilitiss,.

This section also applies to the combination of software with hardware to accomplish
specific performance and system control requirements. Standards that are specific to
software alone are provided in Section 4 of these Standards,

3.1.2 Organization of this Section

The stendards presented in this section are organized as follows:

a. Performance Requirements, which represent the combined operational
capability of both system hardware and software across 2 broad range of
! parameters (see below);

b. Physical Requirements, which address the gize, weight and transportability of
voting systems; and

¢. Design, Construction and Maintenance Requirements, which address the
reliability and durability of materials, product marking, quslity of system
workamanship, safety and other atiributes to assure smooth system operation
in the voting envirenment,
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The Performance Requirements address a broad range of parameters, encompassing:

a. Environmental requirements, where no distinction is made betwesn
requirements for paper based and electronic systems, but requirements for
precinet and central count are described:

b. Control requirements, where no dishinetion is made between requirements for
paper based and electronic systems;

¢. Yote recording requirements, where separate and distinct requirements are
delineated for paper based and elsctronic systems;

d. Conversion requirements, which apply only to paper based systems;

e. Processing requirements, where separate and distinct requirements are
delineated for paper based and electronic systems;

f. Reporting requirements, where no distinction is made between requirements
for paper based and ¢lestronic systems, but where differences between
precinct and central count systems are readily apparent based on differences
of their reporting; and

g Vote data management requirements, whete no differsntiation is made
between requirements for paper based and electronic systems.

The Performance Requirements include such attributes as hzllot reading and handling
requirements, system accuracy, memnory stability, and the ability to withstand
specified temperature, vibration, and shock tests, These characteristics also
encempass system wide requircments for shelter, clectrical supply, and compatibility
with data networks,

3.2 Performance Requirements

Performance requirements for voting systems represent the combined operationa)
capability of both system hardware and software. Accuracy, as measured by data
crror rate, and operational failure are treated as two distinct atiributes in operational
testing (exclusive of code review). )

a. , During system performance, the desired maximum system-level data error
tate shall be no more than 1 in 1,000,000; that is for the recording, storage,
and reporting of individual characters and markings, the error rate shail be no
more than one in one million characters/marks. For example, when scanning
votes for individual candidates and contests on a ballot ¢ard the maximum
acceptable error rate shall be no more than one ervor in one million ballot
pasitions.
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b.  Quantitative system reliability shall be measured by the number of
unrecoverable failures in a time-based operating test consisting of no less
than 163 cumulative hours (with nio failures); and

¢. All hardware performance requiraments shall be met imder operating
conditions and after storage under non-operating conditions,

3.2.1 Environmental Requirements

The environmental requirements for voting systems inzlude shelter, space, furnishings
and fixtures, supplied energy, environmenta) control equipment, and external
telecommunications services, The Technical Data Package (TDP} supplied by the
vendor shall include a statemnent of all requirements and restrictions regarding
environmental protection, electrical service, telecommunications service, and any
other facility or resource required for the installation and aperation of the system,

3.2.1.1 Shelter Requirements

All precinct count systems shall be capable of being stored and operated in any
enclosed and habitable facility ordinarily used as a warchouse or pelling place, with
prominhent instructions as to any special storage requirements.

3.2.1.2 Space Requirements

There is no restriction on space allowed for the instaliation of voting systems, except
that the arrangement of these systerns shall not impede performance of their duties by
polling place officials, or the orderly flow of voters through the polling place.

3.2.1.3 Furnishings and Fixtures

Any fumnishings or fixtures provided as a part of voting systems, and any companents
not a part of these systems but that arc used to support its storage, transportation, or
operation, shall comply with the design and safety requirements of Subsection 3.4.

3.21.4  Electrical Suppiy

Components of voting systems that require electrical supply systern shall mast the
follewing minimum standards:
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a. Precinct count systems shall operate with the elecirical supply ordinarily
found in polling places {120vae/60hz/1};

b, Central count systems shall operate with the slectrical supply ordinarily
found in central tabulation facilities or computer room facilities
(120vac/60hz/1, 208vac/60hz/3, or 240vac/60hz/2); and

¢. Precinct count systems shall also be capable of operation for a period of at
least 16 hours on battery energized power supply. This capability shall
include the provision of all power required to:

1) activate voting, vote recording (in electronic systems), and ballot
counting (in paper based systems);

2} display all system status and error messages; and
3) maintain the contents of program and data memory. This capability does

not require the provision of illumination of the voting area, nor does it
include the production of an cutput report of the voting data.

3.21.5 Environmental Control

Equipment used for election management activities or vote counting (inchuding both
precinct and central count systems) shall withstand sterage temperatures ranging from
-15 to +150 degrees Fahrenheit, and be capable of operation throughout the
temperature range of 40 to 100 degrees Fahrenheit.

3.2.1.6 Data Networks Guidelines

Voting systemns may use a local or remote data network, If such a network is used,
then all components of the network shall comply with the telecommunications
requirements described in Section 5 of these Standards and the Security requirements
described in Section &..

3.2.2» Control Requirements

The Control Requirements for voting systems consists of the physical deviess, and
software (supplemented by administrative procadures) that accomplish and validate
specific election operations in all systems.
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3.2.2.1  Equipment Preparation

Equipment preparation includes all operations necessary to install ballot displays,
software, and memory devices in each electronic voting device and in each counting
device for paper-based systems. The system shall be designed in such a manner as ta:

a. provide a eapability for automated validation of ballot and software
installation;

b. detect errors arising from incorrect or improper installation: and
¢. notify an election official of detacted errors immediately,

3.22.2 Pro-Election Testing

Prior to setup at the polling place, or at any locetion where diagnostic and
maintenance support arc unavailable, all voting and counting devices prepared as in
the foregoing paregraph are subjected to a series of tests. The requirements for zll
precinct count and central count systems address hardware snd software required to
support these tests, and the collection of data that verifies device readiness. Resident
test software, external devices, and special purpose test software cannscted to or
nstalled in voting devices to simulate opetator and voter functions may be used for
these tests providing the following standards are met:

2. These elements shail be capable of being tested separately, and shall be
proven to be reliable verification tools prior to their use; ang

b. These elements shall he incapable of altering or introducing any residual
effect on the intended operation of the voting device during any succeeding
test and operational phase.

3.22.3 Tests at the Polling Place

To activate opening of the polling place, specifically, preparing precinct count system
voting devices to accept voted ballots, the system shal} provide the capabiiities to test
ach device prior to opening to verify that each is in correct operational statys, The
tests supported shall include, as a minimum: -

a. production of a diagnostic test record indicating thet there are no hardware or
software failures;

b. identification of the device and its designated polling place location;

¢. confirmation that there are no data stored in metnory locations reserved for
voting data; and
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d. confirmation that the device is ready to be activated for voting.

3.2.24 Tests at Central Counting Facilities

To allow opening or activation of central count facilities, specifically, preparing
central count system voting devices to accept voted hallats, the system shall provide
the capabilities to test cach counting device prior to opening to verify that each is in
cofrect operational status, The tests supported shall include, as a minimum:

a, production of a diagnostic test record indicating that there are no hardware or
software failures;

b. identification of the device and its designated location:

¢. confirmation that there are no data stored in memory locations reserved for
voting datg; and

d. confirmation that the device is ready to be activated for Processing.

3.22.5 Opening the Poliing Place {Precinct Count Systerns)

To activate the opening of the polling place that is, to allow voting devices to be
activated for voting, the system shall provide;

&  anintemal test or diagnostic capability to verify that all of the polling place
tesis specified in the preceding section have been successfully completed: and

b. automatic disabling frorn voting of any device that has not been tested until it
has been tested.

3226 Activating a Ballot (Electronic Systems)

Ta activate the ballots to be used in specific ¢lections, the system shall pravide the
following capabilities; :

a. activate the casting of a ballot in a general election;

k. in a primary election, to select the party affiliation dectared by the voter;

¢. activate ]l portions of the ballot upon which the voter is entitled to vte; and
d. disable any portion of the ballot upon which the voter is not entitled to vote.
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3.2.2.7  Error Recovery (Precinct Count System)

To accomplish recovery from a non-catastrophic failure of 2 device, or from any errer
or malfunction that is within the operator's ability to correct, the system shall provide
the following capabilities;

a. restoration of the device to the operating condition existing prior to the eror
or failure, without loss or corruption of voting data previausly stored in the
device,

b. resumption of normal operation following the correction of a failure in a
Tiemary component, or in a data processing component, including the central
processing unit;

c. recovery from any other external condition, which causes a voting device to
became inaperable, provided that catastrophic electrical or mechapical
damage due to external phenomena has not occurred; and

d. for voting systems other than electronic systems equipment, checkpointing
may be acceptable provided it occurs frequently enough to minimize the
amount of re-processing needed to recover from an error condition,

3.228 Closing the Polling Place

To activate closing of the polling place that is, disabling the casting of additiona]
baliots, and enabling the production of voting data reports, the system shal! provide
the following capabilities:

a. an internal test or diagnostic capability which verifies that the prescribed
closing procedurs has been followed, and that the device status is normal; and

b. production of a diagnostic test record that verifies the sequence of events, and
indicates that the extraction of voting date has been activated.

3.2.29 Polling Place Repors

If a report of voting data for the polling place is required to be gencrated at the
polling’place, the syster shall provide a capability to produce a report, of
conselidated data from all system devices in the polling place.
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3.2.3 Election Managemant System Requirements

The Election Management System Requirements address electronic hardware and
software required to conduct the pre-voting functions defined in Section 2 with regard
to ballot preparation, election programming, ballot and program installation, readiness
testing, verification at the polling place, and verification at the central location.

3.2.3.1 Recording Accuracy

Voting systems shall meet the following requirements for recording accurately all
election management data entered by the user, including efection officials, vendors or
contractors;

a. Detect every selection made by the user;

b.  Add permissible selections correctly to the memary components of the
device;

€. Verify the correctness of detection of the user selections and the addition of
the selections correctly to memory;

d. Add various forms of dats entered directly by the user, such as text, line art,
logos, and images.

¢. Verify the correctness of detection of data entered directly by the user and the
addition of the selections correctly to memory;

f.  Preserve the integrity of election management data stored in Mmemory against
comruption by stray electromagnetic emissions, and intemally generated
spurtous electrical signals;

E. Achieve an error rate not to exceed one error in one million characters, as
applied independently to the voting data memory and to the user’s data
recording devices. (Recording accuracy may be achieved or enhanced by the
incarporation of multiple detection and memory elements that employ device-
polling techniques); and

h. Corrected data errors shall in these instances be logged by the system.

3.2.3.2 Memory Stability

Electronic system memory devices, used to retain slection management data, shall
heve demonstrated at least 2 99.95 percent probability of error-free data retention for
a period of 22 months. Error-free retention tmay be achieved by the use of redundant
memory ¢lements, provided that the capability for conflict resolution or correction
amotig clements is included.
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3.24 Vote Recording Requirements

The Vote Recording Requirements address paper based equipment and electronic
hardware and software required to record voter choices, There are separate and
distinet requirements for paper based and electronic systems.

3.241 Paper Based Recording Requirements

The paper based recording requirements address ballot cards or sheets, puanching
devices, marking devices, frames or fixtures to hold the bailot while it is being
punched, and pages or assemblies of pages containing ballot field identification data.
They also address compartments or booths where votes may be conveniently recorded
and that screen the ballot being voted from the view of others, and secure containers
for the coliection of voted ballots.

32411 Balio! Standards

Paper ballots utifized by voting systems shall mest the following standards:

a. Ballot cards or sheets shall meet the specifications stated by the vendor with
respect to formulation, size, thickness, color, watermarks, layout, size and
style of printing, arrangement of offices, and size and location of punch or
mark fields.

b.  Puncheard ballots and some Marksense ballots may be counted or recounted
on various card readers; therefore, card stock, size, opacity, color, field
layout, arientation, falding, end bleedthrough shall be specified by the vendor
and ballots shall conform to the specifications.

c. Printed or punched timing marks may be used for synchronizing the detection
of voting punches or marks, provided that they do not appear in any of the
data fields.

324.12 Punching Devices

Punching devices utilized by voting systems shall:

a. be suitable for the type of ballot card used,

b. e designed and constructed so as to facilitate the clear and accurate
recording of each vote intended by the voter,

¢. incorporate features to ensure that the chad (debris) is completely removed,
without damage to other parts of the ballot card, and
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d. meet the durability and reliability requirements of this Section.

Punching devices shall be deemed suitable for use if ballots marked by themn meet the
systern performance requirements specified previously.

3.24.1.3 Marking Devices

Marlang devices utilized by voting systems shall meet the following standards:

2. Marking devices shali be constructed of any materials suitable for the
intended use, provided that they meet the durability and reliability
requirements of Subsections 3.4.2 and 3.4.3.

b. Marlang devices shall be deemed suitable for use if ballots marked by them
meet the system performance requirements specified previously.

¢. Vendors shall provide detailed specifications for the pens te be used with
marking devices, identifying:

1} specific characteristics of pens that affect readability of marked ballots;
2) performance capabilities with regard to sach characteristic; and

3) for pens manufactured by multiple external sourcss, a listing of sources
and pen mode] numbers that are compatible with the system.

3.2414  Frames or Fixtures for Puncheard Sallots

The frame or fixture for punchcards shall:

& hold the ballot card securely in its proper location and orientation for voting.

b. when contests are not printed directly on the bailot card or sheet, incorporate
an assembly of ballot label pages that identify the offices and issues
corresponding to the proper ballot format for the polling place where it is
used and that are aligned with the voting fislds assigned to them.

¢. incorporate a template to preclude perforation of the card except in the
specified voting fields; a mask to allew punches only in fields designated by
+ the format of the ballot; and a backing plate for the capture and removal of
chad, (This may be satisfied by equipment of a different design but similar in
intent to the workings described above as long as they achieve the same resnlt
as the standards with regard to:

1) positioning of the card;
2) association of ballot iabel information with corresponding punch felds;

3) enabling of only those voting fields which cotrespond to the format of the
ballot; and
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4} punching of the ficlds and for the positive removal of chad).

3.241.5 Framss or Fixtures for Printed Ballots

A frame or fixture for printed ballot cards is optional. However, if such a device is
provided, it shall:

a. be of any size and shape consistant with its intended use;
b. be designed and constructed to position the card properly;

¢. hold the bailot card securely in its proper location and crientation for voting;
and . -

d. comply with the requirements for design and construction contzined in
Subsection 3.4,

3.24.1.8  Voting Booths

Vaoting booths, whether integral with the voting system or supplied 2s components of
the voting system, shall comply with the following requirements;

a. provide an enclosure, which is integral with or makes provision for the
ingtallation of the ballot punching or marking device;

b. ensure by its structure stability against movement or overturning during entry
occupancy, and egrass by the voter;

¢. provide privacy for the voter, and be designed in such 2 way as to prevent
abservation of the ballot by any person other than the voter;

d. provide interior space and lighting sufficient to make the process of vote
recording convenient and accessible to voters without physical handicap; and

e. if the design and construction of the voting booth is such that it cannot be
conveniently used by voters with disabilities relating to vision, hearing,
cognitive abilities, physical mobility, or fine motor skills, then each polling
place shall be equipped with at least cne station, meeting the criteria listed
above, that can be used by voters with these handicaps,

,

32417 Ballot Boxes and Ballot Transfer Boxes

Ballot boxes and ballot ransfer boxes serve as secure containers for the storage and
transportation of voted ballots, and shall comply with the following requirements;

a. be provided in 2 size, shape, and weight commensurate with their intended
UsE;
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b incorporate locks and seals as required by the statutes and procedures of the
Jurisdictions in which they are used; and

¢. for both precinet and central count systems, may contain separate
compartments for the segregation of unread baliats, ballots containing write-
in votes, or any irregularities that may require special handling or processing.
In lieu of compartments, the conversion processing may cause such ballots to
be marked with an identifying spot or stripe to facilitats manual segregation.

3.24.2 Electronic Systems Recording Requirements

The electronic systems recording requirements address the detection and recording of
votes, including the logic and data processing functions required to determine the
validity of voter selections, to accept and record valid selections, and to reject invelid
ones. The requirements also address the physical environment in which ballots are
cast,

3.24.21  Enclosura

Electronic systems shall provide an enclosure for the voting device whereby the
enclosure complies with the following requirements:

a. The voter is able to enter the enclosure prior to any other action related to the
voling process.

b.  The structure of the enclosure ensures its stability against movernent or
overtuming during entry, occupancy, and egress by the voter.

c. The enclosure provides privacy for the vater, and is designed in such a way as
to prevent observation of the ballot display by any person other than the
voler,

d. The enciesure provides interior space and iighting sufficient to make the
process of vote recording convenient and aceessible to vaters without
physical handicap.

¢. Ifthe design and construction of the enclosure is such that it cannot be conve-
nicntly used by voters with sensory (including visual), physical, cognitive, ar
»personal compatibility disabilitiss as described in Section 2.2.5 of these
Standards, then each polling place shall be equipped with at least one station,
meeting the eniteria listed above, that can be used by voters with these
disabilities.
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3.2422  Activity Indlcator

Electronic systems shall provide an activity indicator that meets the following
requirsments:

a. Each electronic voting device shall be equipped with an audible or visible
raeans for the poll worker indicating that the device has been activated for
voting, and that a ballot has been cast.

b. This indicator shall be capable of activation or inactivation as required by the
using jurisdiction.

32423 Vote Recording

Electronic systems shall provide vote recording capabilities that meet the following
réguirements:

a. Electronic systems shall contain all mechanical, electromechanical and
electronic components, and software and centrols required to detect and
record the activation of candidate and contest selections, write-in vote
selections, made by the voter in the process of casting a ballot.

b. Electronic systems shall incarporate multiple memories, both in the voting
naching and in its programmsable memmory device, with polling to detect any
discrepancy in the content of individual memories. These systems shall also
maintain an electronic or physical image of each ballet, in an independent
data path.

c. [Electronic systems shall maintain a record of each ballot cast, in & manner
independent and distinct from the main vote detection, interpretation,
processing and reporting path, while protecting the ananymity of each voter (
for example, by means of storage location scrambling}. The system shall be
capable of reproducing these bailot images in human readable form.

d. The vote recording capability shal! ensure that recorded ballot images protect
the integrity of the data and the anonymity of the voter. The method of
recording may include any appropriate encoding or data compression
procedure consistent with the regeneration of an unequivocal record of the

, ballot as cast by the voter.

3.24.24  Recording Accuracy

Electronic systems shall meet the following requirements for recording accurately
each vote and ballot cast;

a, Detect every selection made by the voter;
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b. Add permissible selections correctly to the memory components of the
device;

c. Venfy the correctness of detection of the voter selections and the addition of
the selections correctly to memory;

d. Preserve the integrity of voting date and ballat images (for electronic
machines) stored in memery against corruption by stray electromagnetic
emissions, and internally generated spurious electrical signals;

e, Achicve an error rate not to exceed one error in one million selections, as
applied independently ta the voting data memory and to the ballot image
recording devices. (Recording accuracy may be achieved or enhanced by the
incorporation of multiple deteetion and memory elements that employ device-
polling technigques); and

f. Corrected data errors shall in these instances be logged by the system.

32425 Recording Religbility

Recording reliability refers to the ability to sustain accuracy during the requirad
operating peried. Electrenic systems shall relizbly support the collection and -
retention of voting data in the voting device and the transmission of voting data
among devices. The retention, transmission, and collection of voting data shal] be
subject to the following standards during national qualification testing:

2. Demonsirate a MTBF of at least 163 hours with the exception of Intemet vote
data servers: and

b. Demonstrate a MTBF of at lezst 3368 hours for Internet vots data servers.

3.24.26  Pubilc Counter

Electronic systems shall be equipped with a public counter on sach voting device that
meets the following requirements:

a. Can be set to zero prior to opening of the polling place;
b. Records the number of ballots cast during that particular election;
¢. Is incremented only by the casting of a ballot;

d. Prevents disabling or resetting by other than authorized persons after the polls
close; and

€. Is visible to all designated polling place officials so long as the device is
installed at the polling place.
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32427 Pratective Counter

Electronic systems shall be equipped with a protective counter on sach voting device
that meets the following requirements:

a. Records all of the testing and election ballots cast since the unit was built:

b. Maintains a reading cannot be changed by any cause other than the casting of
a ballot;

¢. s incapable of ever being disabled ar reset; and

d. Isvisible at all times when the device is configured for test, maintenance, or
ei=chon use,

3.2.5 Paper Based Conversion Requirements

The paper based conversion requirements address the ability of the system to read the
ballot card and 1o translate its pattern of punches or marks into electronic signals for
later processing. These capabilities may be built into the voting system in an
integrated fashion, or may be provided by one or more components, which are not
unigue to the system, such as a gencral-purpose data processing card reader, or read
head, suitably interfaced to the system. These requirements address two major
fimctions: ballot handiing and ballet reading.

3.25.1 Ballot Handling

Ballot handling consists of the acceptance of a ballot card, its movement through the
read station, and transfer into a collection station or receptacie. The speed of ballot
handling is not important for precinct count systems into which the voter, or a polling
piace official, places the baliots one at a time. However, speed is important to central
count systems. Speed capabilities for central count systemns and their card readets
shall be eited by tha vender,

32514  Outstacking

This requirement refers to the ability of the card readers designed specifically for a
voting system to divert unread cards, or when some condition is detectad Tequiring
that the cards be segregated from normally processed ballots, and given special
handling.

a. Both precinct and central count systems shall provide, as a minimum, the
ability to segregate or to place an identifying mark on unprocessed cards, and
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io segregate or mark cards containing write-in votes, if the candidate's name
15 entered on the card rather than on a card stub.

b. Ifthe design of the card reader does not provide for outstacking, then any of
the conditions referred to in the preceding paragraph shall cause the card
reader to stop. A status message will be displayed permitting the operator to
remove the card(s) requiring special handling from the remainder of the degls.

c. Alternatively, such ballots may be marked with an identifying flag to
facilitate their identification and removal.

32512 Multiple Feed Prevention

This paper based system requirement refers to the ability of the reader to prevent the
feeding of more than one card at a time, or to detect and to provide an alarm
indicating the presence of more than one ballot card passing through the read station
simultaneously.

a. If multiple feed is detected, the card reader shall halt in a condition that
permits the operator to remove the unread cards causing the error, and
rcinsett them in the card input hopper.

b. The frequency of multiple feeds with baliots intended for use with the systeml
shall not exceed 1 in 5600.

3.25.2 Ballot Reading

This paper based system requirement is limited to the conversian of the physical
ballot image into an analogous electronic image. The requirements for interpretation
of the electronic image are described in Section 3.2.6, Processing Requirements.
Requirements for ballot reading include accuracy and reliability.

3.2521 Reading Accuracy

This paper based system atiribute refers to the inherent capebility of the read heads to
tespond to vote punches or marks, and to discriminats between valid punches or
marks and extrancous perforations, smudges, and folds. '

It includes the conversion of the cutput of the read head electronic girguitry into
digital signals, Conversion of the output is in response to the presence or absence of 2
valid voting punch or mark, and not to the presence of signals failing to meet the
detection criteria of a valid punch or mark.

Paper based systems shall meet the following accuracy requirsments applying to both
the presence and to the absence of a punch or mark in any active ballet field.
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a. Valid punches or marks shall be detected, invalid punches or marks shall he
rejected, and no detection signal shail be accepted in the absence of 2 valid
punch or mark.

b. Conversion testing shall be performed using ail potential ballot positions as
active positions.

c. For systems without pre-designated ballot positions, ballots with active
poesition density shall be used.

d. The error rate measured by this criterion shall not exceed one stror in one
million ballot fields,

3.25.22 Reading Reliability

This paper based system attribute refers to the ahility of the system to sustain
accuracy during the required eperating period.

a. Inaddition to the reliability requirements contzined in Section 3.4.3
Reliability, the system shall reliably read ballots that cantain vote marks
meeting reasonable criteria for placement, size, and intensity.

b. The rate of rejection of voted ballots shall not exceed 3 percent.

3.2.6 Processing Requirements

Processing requirements address the hardware and software required to aceumulate
voting data for all candidates and measures within voting machines and polling
places, and to consolidate the voting data at a central level or multiple levels, These
requirements also address the generation and maintenance of audit records, the
detection and disabling of impraper use or operation of the system, and the
monitoring of overall system status. Separate and distinot requirements for paper
based and electronic voting systems are presented below.

3.2.6.1 Paper Basad System Processing Requirements

The paper based processing requirernents address all mechanical, electromechanical,
electronic devices, and software required to perform the logical and numerical
functions of interpretmg the clectronic image of the voted ballot, and assigning votes
to the proper memory registers.
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32611 Processing Accuracy

Processing accuracy refers to the ability of the system to receive electronic signals
produced by punches for puncheard systems and vote marks and timing information
for marksense systems; perform logical and numerical operations upon these data;
and reproduce the contents of memory when required, without error. Specific
requirements are detailed below:

2. Processing accuracy shall be measured as vote selection error rate, the ratio
of uncorrected vote selection errors to the total number of vote selection
points that could be recorded across all ballots when the system is operated at
its nominal or design rate of processing, in a time interval of 4 hours.

b. The vote selection error rate shall include data that denotes ballot style or
precinct as well as data denoting a vote in a specific contest or ballot
proposition.

¢. The vote selection crror rate shall include all errors from any source.
d. For all paper based systems, the Maximum Acceptable Value (MAV) for the
vote selection error rate shall be 1 in 1,000,000 sslection points.

3.26.1.2  Memory Stability

Paper based system memory devices, used to retain control programs and data, shall
have demonstrated at least a 99.95 percent probability of error-free data retention for
a peried of 22 months, under the environmental conditions for operatien and ton—
operation {i.e. storage),

3.2.6.2 Electronic System Processing Requirements

The electronic system processing requirements address all mechanical,
electromechanical, electronic devices, and software required to process voting data
after the poiling places are closed.

3.26.2,1 Processihg Speed

Electronic voting systems shail meet the following requirements for processing speed:

4. Operate at a speed sufficient to respond to any operator and voter input
without perceptible (less than 250 milliseconds) delay: '

B. Extract voting data from a voting device by electranic means in a time not to
excecd one minuate; and
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¢. If the consclidation of polling place data is done locally, perform this
conselidation in a ime not to exceed five minutes for each device in the
polling place.

32622 Procassing Accuracy

Processing accuracy is defined as the ability of the system to process voting data
stored in electronic voting devices, or in removable memory modules installed in
them. Processing includes ail operations on the data performed after the polling
places have been closed to conselidate voting data at the polling place, Electronic
voting systems shall meet the following requirements for processing accuracy:

a. All reports are completely consistent, with no discrepancy among reports of
voting device datg produced at any level.

b. Consolidated reports containing absentee, provisional, or other voting data
are similarly error-free. Any discrepancy, regardless of source, is resolvabie
to & procedural error, to the failure of a non-memory device, or to an external
cause.

32623  Memory Stability

Electronic system memory devices, used to retain control programs and data, shall
have demonstrated at least a 99,95 percent probability of error-free data retention for
a period of 22 manths. Error-free retention may be achieved by the use of redundant
memory elements, provided that the capability for conflict resolution or correction
among lements is included.

3.2.7 Reporting Requirements

The Reporting Requirements address all mechanica?, clectromechanical, and
electronic devices required for voting systems to print audit record entries and results
of the tabulation. These requiremeants also address data storage media and, where
used, communications devices for transportation or transmission of data to other sites,

»

3.27.1 Removable Storage Media

In voting systems that utilize removable storage media that can be removed from the
systemn and trensported to another location for readout and I=port generation, these
media shall use devices with demonstrated memory stability egual to at least 3 99.95
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percent probebility of error-free retention for 2 period of 22 months under the
environmental cenditions for operation and non-operation contained in Section 3.2.1.

Examples of removabie storage media include: programmable read-only memory
(PROM), random access memory (RAM) with battery backup, and magnetic tape or
disk media.

3.2.7.2  Communication Devices

Components that may be incorporated in or attached to devices of all systems for
ransmitting tabulation data to another data processing system, printing systern or
display device, shall not be used for the preparation or printing of an official canvass
of the vote unless they conform to the requirements described in Section 5 of the
Standards.

3.2.7.3  Printers

All printers used to produce reports of the vote count shall be capable of producing:

2. aiphanumeric headers;
b. election, office and issue labels; and

¢. alphapumeric entries generated as part of the audit record.

3.2.8 Vote Data Management Requirements

The Vote Data Management Requiremenys for all systems address capabilities that
manage, process, and report voting data after the data has been consolidated at the
polling place or other intermediate levels. These capabilities;

3. consolidate voting data from polling place data memery or transfer devices;
b. report polling place summaries; and

¢. process absentee ballots, manually input data, end administrative bailot
definition data.

The requirements address both hardware and sofeware required to generate all output
reports in the various formats required by the using jurisdiction,

-
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3.2.8.1 Data File Management

All voting systems shall provide the capability to:

a. integrate voting data files with ballot definition files;
b. verfy file compatibility; and
¢. edit and update files as required.

3.2.8.2 Data Report Generation

All voting systems shall include report generators for producing output reports at the
device, polling place, and summary level, with provision far administrative and
judicial subdivisions as required by the using jurisdiction.

3.3 Physical Characteristics

This section covers physical characteristics of all voting systems, and components,
which affect their general utility and suitability for election operations.

3.31 Size

There are no numerical limitations to the size of any voting system, but it should be
compatible with its intended usage.

3.3.2 Weight

There are no restrictions on equipment weight, provided that it is consistent with the
environment in which the equipment is to be used.

The vendor shall specify the classification of the system, based on the following use
environments, so that the proper classification can be used for the hardware transit
drop test.

a. Portable equipment is regularly transported batween its operating location
and & place of storage, It is typically installed and operated on a table or stand



to which it is not permanently affixed, or it is equipped with a collapsible or
removal stand or base. It is intended to be hand-carried or handled by one
persot.

b.  Movable equipment is regularly transported berween its operating location
and a place of storage. It is typically equipped with a rigid stand or base, with
or without wheels or roilers. It is intended to be handied by one or two
persons, and handling may require the use of a dolly or lifting mechanism,

¢. Fixed equipment is intended for long-term or permanent placement in its
operating location and is not regularly transported to and from a place of
storage. It is typically equipped with an integral stand or base. It is intended
to be hendled by more than one person, and handling may require the use of a
dolly er lifting mechanism.

3.3.3 Transport and Storage of Portable Systems

All portable systems shall meet the following requirements for transport and storage:

a. provide 2 handle or handles to facilitate their handling, transport, and
installation: and

b. be capable of, or be provided with 2 protective enclosure rendering them
capable of, withstanding:

1} impact, shock and vibration loads accormpanying surface and air
fransportation: and

2) stacking loads accompanying storage,

3.34 Security

All types of equipment shall meet the security requirements described in Section § of
these Standards.

»

3.3.5 Transportability

All types of voting systems, including partable, movable snd fixed cquipment
systems, shall be capable of transport by road, reil, or air common carriers.
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3.4 Design, Construction, and Maintenance
Characteristics

This sectien covers voting system materials, construction workmanship and specific
design characteristics important to the successfis] opetation and efficient maintenance
of the system.

3.4.1 Materials, Processes and Parts

The approach to systemn design is unrestricted, and may incorporate any form or
variant of technology capable of meeting the voting systems requirements and
standards,

Precinct count systems shall be designed in accordance with best commercial practice
for microcomputers, process controllers, and their peripheral components. Central
count voting systems and equipment used in 3 central tabulating environment shall be
designed in accordance with best commereial and industrial practice.

a. The frequency of equipment malfimctions and maintenance requirements
shall be reduced to the lowest level consistent with cost constraints.

b.  Manufacturers shall prepare an Approved Parts List {APL) for submission as
a part of the Technical Data Package.

¢. Nounit submitted for qualification testing and no production units submitted
for sale shall contain parts or components not included in the APL.

3.4.1.1 Ballot Cards

For paper-based voting systems, the ballot cards shall meet the following
requiremnents:

a. For ballots processed by general purpose card readers, utilize 2 card stock,
punch configurations, and punch field locations complying with industry
* standards cited by the vendor for Automatic Data Processing (ADP) supplies
and equipment;

b. For ballots intended for use only with their parent system, utilize any material
and configuration consistent with the requirements of the system; and

¢. As part of stock finishing, each distinet ballot configuration utilizes a unique
identification code punched or marked for machine verification.
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3.4.1.2 Baligt Printing

For paper based voting systems, the content and arrangement of printing on ballot
cards affects the suitability of systems for election use. Printing shall comply with the
regulations and specifications of the using agency. If such do not exist, then the
requiremnents indicated below apply.

34121 Punchcard Ballots

For puncheard ballots:

a. Printing on pre-scored cards shall consist of ballot format identification and
punch field designation in a type font not smaller than 10 point.

b. Printing on cards that are not pre-scored shall comply with the requirements
for Marksense cards,

34122 Marksense Ballots

For marksense ballots:

a. Legends and information other than the names of candidates or the staterent
of is5ues shall be printed in & type font not smaller than 12 point.

b, The names of candidates and the titles of issues shall be printed in 2 type font
nat smaller than 10 point, and information associated with the name of the
candidate or the statement of the igsue shall be printed in a type font not
smaller than 8 point.

3.4.1.3 Punching Stylus

The stylus for use with automatic puncheard systems shall meet the following
requITemsEnIs:

@, suitable for use with the vote recorder and ballots used by the system;
b. designed so as to reliably remove chad; and

¢. designed to avoid excessive damage or weat to vote recorder components.
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3.41.4 Vote Recorder

Vote recorders, which utilize ballots to be processed by generel-purpose card readers,
shall comply with industry standards cited by the vendor for punch configuration and

location. Otherwise, they shall preduce punched or marked ballot cards in any manner
compatible with their parent system.

3.4.2 Durabitity

The durability of all voting systems and their components refers to their ability to
withstand notmal use without premature deterioration or weaning out. This propenty
can be measured in terms of design life: the period of ime throughout which, on the
average, individual devices will remain serviceable without incurring excessive
maintenance costs. The design life of all voting systern devices shall be 10 years.

3.43 Reliability

The relizbility of voting system devices refars to the mean time between failure
{MTBF), defined as the value of the ratio of operating time to the number of failures
which have occurred in the specified time interval. For the purpose of demonstrating
compliance with this requirement, a failure is defined as any event that results in the
loss or unacceptable degradation of one or more of the device functions. Voting
systemn devices shall meet the following requirsments during national gualifieation
testing:

a. Demonstrate a MTBF of at least 163 hours with the exception of Internet vote
data servers: and

b. Demonstrate s MTBF of at least 336 hours for Internet vote data servers.

3.4.4 Maintainability
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3.44.1 Elements of Maintainability

The maintainability of voting systems represents the ease with which maintanance
actions can be performed based on the dezign characteristics of the system.
Maintenance actions include all scheduled and unscheduled events, whach are
performed to:

a. determine the operational status of the systern and its slements;
b. adjust, align, or service circuits and components;

¢. replace a circuit or component having a specified operating life or
replacement interval;

d. repair or replace a circuit or component, which exhibits an undesirable
predetermined physical condition or performance degradaticn;

€. repair or replage a circuit or component, which has failed; and

f.  verify the restoration of a circuit, a component, or the system to operational
status.

Cualitative characteristics of maintainability include:

a. ease of access to internal companents;
b. presence of labels end the identification of test points;

¢. provision of built-in test and diagnostic circuitry or physical indicators ef
condition:

d. ease with which adijustment and alignment can be parformed; and

e. presence of sasily disconnected electrical and mechanical interfaces, which
facilitate the removal and replacement of circuits and components.

3.4.4.2 Mean Time to Repair (MTTR) Guidelines

MTTR is the average time required to perform a2 corrective maintenance task during
periods of systam operation. Corrective maintenance task time is active repair time,
plus the time atributable to other factors that could lead to logistic or administrative
delays, such as travel notification of qualified maintenance perscnnel and travel time
for such personnel to arrive at the appropriate site.

Cotrective maintenance may consist of substitution of the complete device or one of
its components, as in the case of precinct count and some central count gystems, or it
may consist of on sits repair.

For all voting davices and components, their MY TR attributas should be sufficient to
achieve, in combination with their MTBF, the required availability defined in Section
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3.4.5. In addition, vendors shall specify the assumptions made with regard to any
pararneters that impact the MTTR. These factors shall include at a minimum:

2. Recommended number and locations of spare devices or components to be
kept on hand for repair purposes during periods of system operation;

b. Recommended number and locations of qualified maintenance personnel who
need to be available to support repair calls during system operetion; and

¢. Organmizational affiliation {}.e., jurisdiction, vendor} of qualified maintenance
personnel,

3.4.5 Availability (Ai)

Availability is the probability that the voting system will respend to an operational
demand. It is the ratio of the time during which the system is operational {up time) to
the total time period (up time plus down time). Inherent availability (Aj), is based
upott MTEF and active repair time (MTTR), that is:

Ai = (MTBF)/(MTBF + MTTR)

The system availability ratio for zll voting systsms shall be at least 0.99 during
normz] operation.

3.4.6 Environmental Conditions

Environmental conditions appiicable to the design and operation of voting systerns
cansist of the following categories:

a. Natural environment, which includes the effects of temperature, humnidity,
and attnospheric pressure;

b. Induced environment, including hoth the effects of use, such as the proper
and improper operation and handling of the system and its components during
, the election processes;

¢. Effects of ransportation and storage: and

d. Electromagnetic signal environment, including exposure to and the
generation of radio frequency energy,

All voting systems shall be designed to withstand the environmental conditions
contained in the appropriate test procedure of these standards. These procedures will
be applied to 2l devices for casting, scanning and counting ballots, except those that
constitute commercial off-the-shelf devices which have not been modified in any
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mannér {0 support their use as part of a voting systern and which have a documented
record of performance under conditions defined in these Standards.

3.4.7 Electromagnetic Radiation

All voting systems shall meet the following requirements for electromagnetic
radiation;

a. Voting systems of all types shall comply with the Rules and Regulations of
the Federal Communications Comumission, Part 15 "Radio Frequency
Deviges," Subpart I, "Caomputing Devices."

b. Voting systems of any type shall be considered "Class B" computing devices,
as defined tharein,

3.4.8 Electrostatic Test (ESD)

All devices shall be constructed such as to prevent static electricity from disrupting or
dizabling their proper operation.

3.4.9 Magnetic Susceptibility Test

All devices shall be constructed such as to prevent magnetic fields generated by other
polling place or vote count equipment, or devices carried by voters or election
officials, from disrupting or disabling their proper operation.

3.4.10 Product Marking

All voting systems shall mest the following requirements for product marking:

a. All voting systemn components shall be identified by means of a permanently
affixed nameplate ot label contatnmg the neme of the manufacturer or
vendor, the name of the device, its pert or model number, its revision letter,
and its serial number. Power requirements, if any, shall also be specified.
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b. A separate data plate containing a schedule far and list of operations required
to service or to perform preventive maintenance on the component shall be
similarly affixed.

c. Advisory caution and wamning instructions to assure sefe operation of the
equipment and to avoid exposure to hazardous electrical voltages and moving
parts shall be provided at all locaticns where operation or eXpasure may
oCoUr.

3.4.11 Workmanship

All voting systems shall meet the following requirements for workmanship:

8. Manufacturers of all voting systems and components shall adopt and adhere
to practices and procadures to ensure that their products are free from damage
ot defect that could make them unsatisfactory for their intended purpose.

b. Manufacturers of voting systems that utilize components provided by external
suppliers shall adopt and utilize practices and procedures that assure thet
supplied components are free from damage or defect that could make them
unsatisfactory for their intendad purpose.

3.4.12 Interchangeability

Manufacturers of voting systemns and components shall utilize design and
gonstruction features that maximize interchangeability, thereby facilitating
maintenance and the incorporation of preduct revisions or improvements.

3.4.13 Safety

All voting systems shall meet the following requirements for safety:

a? All voting systems and their components shall be designed so as to sliminate
hazards to personnel, or to the equipment itseif.

b. Defects in design and construction, which can resalt in personal injury or
equipment damage, must be detected and corrected before voting systems and
components are placed into service.

¢. Eguipment design for personnel safety shall be equal to or better than the
appropriate requirements of the Occupational Safety and Health Act (OSHA),
as identified in Title 29, part 1910, of the Code of Federal Regulations.
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3.4.14 Human Engineering—Controls and Displays

All voting systems and compenents shall be designed and constructed so as to
simplify and facilitate the fonctions required, and to ¢liminate the likelihood of
erroneous stimuli and responses on the part of the voter or operator. Other specific
requirements for controls and displays are described below. In addition, specific
funetional requirements for system use by individuals with disabilities are described
in Section 2.2.5 of thess Standards.

All voting systemns shall met the following requirements for controls and displays:

a. In all systemns, controls used by the voter or equipment operator shall be
gonveniently located, shall use designs that are consistent with their
functions, and shall be clearly labeled. Instruction plates shall be provided, if
they are necessary to avoid ambiguity or incorrect actuation.

b. Information or data displays shall be large encugh to be readabie by a person
with no disabilities and by individuals with disabilities consistent with the
requirements defined is Section 2.2.5 of these Standards.

c. Stetus.displays shall meet the same requirements as data displays, and they
shal! also follow conventional industrial practice with respect to color.

1y Green, blue, or white displays shall be used for indications of normal
status;

2) Amber indicators shall be uscd to indicate warnings or marginal status;

3} Red indicators shall be used to indicate errer conditions or equipment
states that may result in damage, or in hazards to personnel; and

4} unless the equipment is designed to halt under conditions of ingipient
damage or hazard, an audible alarm shall also be provided.
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Software/Firmware Standards

4.1 Scope

. This section describes essential design and performance characteristics of the

software embodied in voting systems, addressing both system level software, such as
operating systems, and voting system application software. The requirements of this
section are intended to ensure that the overall objectives of accuracy, logical
correcineass, privacy, system integrity, and reliability, are achieved.

4.1.1 Software Types

The more general requirements of this section apply to software used to support the
broad range of voting system activities, encompassing pre-voting, voting and post-
voting activities. More specific requirements are defined for baliot counting, vote
processing, the creation of an unaltsrable audit trail, and the generation of cutput
reports and files. Requirements are also defined for Internet voting systems that
address the unique characteristics and considerations of systems that support the
casting of ballots over the Internet. Although this section emphasizes software, the
standards described also influence hardware design considerations.

These standards arc intended to guide the design of software written in any of the
programming languages commonly used for mainframe, mini-computer and
rmicroprocessor systems, They are not intended to preclude the use of other languages
and environments, such as those that exhibit "declarative” structure, “object-ariented”
languages, "functional” programming languages, or any other combination of
language and implementation that provides appropriate levels of performance,
testahiﬁ'c}r, reliability, and security. '
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4.1.2 Software Sources

The requirements of this section generally apply to all software devaloped for use in
voting systems, These requirements apply to:

a. Software provided by the voting system vendor and its component suppliers

b. Software fumnished by an extemal provider (for example providers of
commercizl off-the-shelf (COTS) operating systems and weh browsers)
where the software is potentially used in any way during voting systam
operation

¢. Software developed by the voting jurisdiction

4.1.3 Location and Control of Software and Hardware on
Which it Operates

The requirements of this section apply to all softwars used in any manner to support
any voting related activities, regardless of the ownership of the software and the
ownership and location of the hardware on which the software is installed or operates.
These requirements apply to;

8. Software that aperates on voting devices and vote counting devices instalied
at polling places under the control of the voting jurisdiction

b. Software that operates on ballot printers, vote counting devices, and other
hardware typically installed at centra! or precinct locations {including
contractor facilities)

c. Software that operates on voting devices (such as personal computers} under
the control of individual voters and third persons other than the voting
jurisdiction (e.g., employer, library, hotel, college) for use by the voter, such
as for Internet voting systems

However, seme requirements apply in only specific situations as indicated in this
section.

In addition to the requirements of this saction, all software nsed in any manmer to
support-any voting related activities shall meet the requirements for security
described in Section 6 of these Standards.
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4.1.4 Exclusions

This section is not intended to apply to general purpose non-voting software (e.g,,
operating systems, programming language compilers, database managernent systems,
Web browsers) that is resident on 2 vote recording or counting device but which is
ot operationally supporting any voting related activities. For exarple, this section
does 110t apply 10 an operating system that is resident on a personal computer used to
record vobes but which is bypassed by the installation of another operating system
that controls the functioning of all software that supports voting related activities.

Compliance with the requirements of these sofrware standards shall be assessed by
means of cade examination of the application software, as well as other formal tests.
Commercial software will not be subject to code review. Some of the analysis and
test requirements do not depend upon the design and coding of the software, but
others do. The use of proven structured software design methods facilitates the
necessary analysis and testing.

4.2 Software Deslgn and Coding Standards

All voting system application software shall be designed in a modular fashion and
shall not be self-modifying. Modular programs consist of code written in relatively
small and easily identifiable sections, with each unit having a single entry point and a
single exit point. Each module shall have & specific function that can be tested and
verified more-or-less independantly of the remainder of the code.

it is preferable, but not mandatory, that a high level programming language be used
for that segment of the ballot tabulation software associated with the logical and
numerical operations on vote data. Such languages include, but are not limited to:
Visual Basic, Java, C and C++. It is similarly preferable that structured programming
techniques, which embody constraints on module entry and exit conditions, and on
the manner in which internal logical tests and operations are implemented, be utilized.

The preferential use of high level language for logical operations does not preciude
the use of assembly language for hardware-related segments, such as device
controlicrs and handler programs. Alse, operating system software may be designed
in assembly language,

4.3 Data Quality Assessment

All systems shall provide data quality assessment capabilitics that meet the following
minimum requirements:
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&. Provide real-time monitoring of system status and data quality. The methods
of assessment is determined by the vendor. Implementation options include
but are not limited to; (1) hardware monitoring of redundant processing
functions which are carried out in paralls! or serially; and {2} statistical
asscssment and measures of system operation,

b. Provide measurement of the relative frequency of entry to program units, and
the frequency of exception cenditions, as part of the quality assessment.

4.4 Data and Document Retention

All systems shall contain provisions for maintaining the integrity of voting and audit
data during an election, and for a pericd of at least 22 months thereafter, a time
sufficient in which to resolve most contested elections and support other activities
related to the reconstruction and investigation of a contested election. These
pravistons shall include protection against the failure of any data input ot storage
device at a location controlled by the jurisdiction or its contractors, and against any
anempt at improper data entry or retrieval. Specific data that nesd to be retained are
described in Section 2.2.8, Retention of Data.

Prior to system qualification, each vendor shall submit to the Federal Election
Commission a wriften request for information regarding the types and respective
formats of election specific data that must be retained by the uger Jjurisdictions for a
22-month period in accordance with United States Code Title 42, Bections 1974
through 1874e (as described in Section 2.4.4 of these Standards). For each system, the
vendor shall present detailed operational charscteristics, such that FEC can rule an
specific data and document items and their preferable media (manual and/or
¢lectronic format) that are to be retained for the auditebility and recenstruction of the
election process.

4.5 Audit Record Data

Election audit trails are essential to ensure the ntegrity of a voting system.
Operationzl requirements for audit trails are described in Section 2.2.3 of these
Standagds. Audit record data are gencrated by these procedures. The audit record
requirernents listed in the following subsections are considered essential to the
completz recording of election operations and reparting of the vote tally. This list of
audit records may not reflect the design constructs of some systems, Thersfore,
vendors shall supplement it with information relevant to the aperation of their
specific systems,
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4.5.1 Pre-election Audit Records

The following minimum requirements apply to Pre-election Audit Records:

a. During election definition and ballot preparation phases, an sudit log shall be
maintained of completion of the baseline ballot formats and modifications to
them, a descripticn of these modifications, and corresponding dates. These
data are required to verify the election-specific database has been correctly
prepared and maintained throughout subsequent modifications to the baseline
format,

b. The pre-clection andit log shall include manual data maintained by election
persannel, samples of all final ballot formats, and the ballot preparation edit
listings associated with them.

4.5.2 3ystem Readiness Audit Racords

The following minimum requirements apply te Svstem Readiness Audit Records:

2. Prior to the initiation of ballot counting, software shall be able to varify
hardware and software status through a readiness audit record. This record
shall include the identification of the software release, the identification of
the election to be processed, and the results of software and hardware
diagnostic tests.

b. Inthe ease of systems used at the polling place, the record shall include the
poiling place's identification.

¢. The ballot interpretation logic capebility shall test ballot formats to be
processed, verifying:
1) the allowsble number of votes for an office or issue;
2) the combinations of voting patterns permitted or required by the using
Jurisdiction;
3) the inclusion or exclusion of offices or issues as the result of multiple
districting within the polling placs; and

4) any other characteristics that may be peculizr to the jurisdiction, the
election, or the polling place's location

d. The software shall ensure non-contarnination of voting data through checks of
all dats paths and memory locations 1o be used in actual vote recording.

¢. Upan the conclusion of the tests, the software shall provide evidence in the
andit record that the test data have been expunged.
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f.  For paper based systems only, the readiness audit capability shall evaluate the
accuracy of the ballot reader and the arithmetic-logic unyt, Ik shall allow the
processing, or simulated processing, of sufficient test ballots to provide a
statistical estimate of processing accuracy.

453 In-Process Audit Records

In-process audit records consist of data documenting precinct and central count
system operation during diagnostic routines and the casting and tellying of paper-
based ballots. At a minimum, the in-process audit records shall contain the following
iterns, which apply to all systems, except as otherwise noted:
a. Machine generated error and sxception messages to ensure that successfil
recovery has been accomplished. Examples include, but are necessarily
limited to:

1) The source and disposition of system interrupts resulting in entry into
exception handling routines
2} All messages generated by exception handlers

3) The identification code and number of occurrences for each hardware
and software error or failure

4) Notification of system log-in or access errors, file access errors, and
phiysical violations of security as they occur, and a summary record of
these svents after processing

5) For paper based systems, an ¢vent log of any ballot-related exceptions
such as:

i, Quantity of ballots that are not processable
ii. Quantity of ballots requiring special handling

ifi. In a central count environment, the quantity and identification
number of aborted precinets

6) Other exception events such as power failures, failure of critical
+  hardware components, data transmission errors, or other type of operating
anomaly

b, Critical system status messages other than informational messages displaysd
by the system during the course of normal operations. These itsms include,
but are not limited to:

1) Diagnostic and status messages upon startup
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2} The “zero totals" check conducted before opening the polling place ar
counting a precinct centrally

3) For paper based systems, the initiation or termination of card reader and
commuaications equipment operation

4) For electronic machineas at controlled voting locations, the event (and
time, if available) of enabling/casting each ballot (i.e., sach voter's
transaction as an ¢vent). This data can be compared with the public
countsr for reconciliation purposes.

Mon-critical status messages that are generated by the machine's data quality
monitor o by software and hardware cotrdition monitors. This information is
not required in real-time and may, instead, be reperted in log form. The intent
i5 to gauge the accuracy of the ballot data and adequacy of the system in
monitoring and detecting system processing errors. For example,a -
cumulative or surnrmary record of data read-rite-verify, parity, or check-sum
errors and retries is required.

System generated log of all normal process activity and system events that
Tequire operator intervention, 0 that each operater access can be monitored
and access sequence can be constructed.

454 Vote Tally Data

In addition to the audit requirements described above, other el=ction-related data are
essential for reporting results to interested parties, the press, and the voting public,
and are vital to verifying an accurate count.

Voting systerns shall meet these reporting requirements by providing software
capable of obtaining data conceming various aspects of vote counting, and to produce
reports of them on a printer or at 2 terminal. At a minirmum, vote tally data shall

include:

a. Number of ballots cast, by each ballot configuration/type;

b. Candidate and measure vote totals for each contest;

c. The number of ballots read within each precinct, by type, including totals for
sach party in primary elections;

d. " Separate accumulation of overvotes and undervotes for cach race or issue {no
avervates would be indicated for electronic voting devices); and

¢. For paper based systems only, the total number of ballots both processed and

unprocessable; and if there are multiple card ballots, the total number of cards
read.
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For systems that produce an electronic file containing vote tally data, the contents of
the file shall include the same minimum data cited above for printed vote 1ally
TEpOTTS.

4.6 Software for Internet Voting Systems

Voting over the Internet introduces considerations that are not addressed sufficiently
by the standards for other forms of voting systems due to the inherent technical
design differences of Intemet voting systems. These considerations underlie
additionzal software requirements pertaining to:

2. systemn availability;

b. vote accuracy and integrity, including precluding the changing of votes and
identifying system malfunctions;

C. Yote privacy,
d. ballot presentation; and
e. ballot acceptance and storage at the server,

These requiremnents pertain in some instances to the voting machine, such as a
personal computer, and in other instances to the facility used to store votes,
commonly referred to as a vote server, which is operated at a Vote Server Data Center
(VSDC}. To provide maximum flexibility to system vendors, while assuring strong
safeguarding of the integrity of the election process, the additional softwars
requirements for Internet voting systems focus on specific objectives to be achieved
and refrain to the extent possible from describing specific technical solutions,

46.1 System Availability and Risk of Failure

Internet voting systems shall be designed and configured such that they are not
vulnerable to a single point of failure resulting in the loss of voting capability at all of
one or more cantrolled polling places.

*

4.6.2 Vote Accuracy and Integrity

Internct voting systems shall mect the following software requirements for aceuracy
and integrity:



Transmit an accurate copy of the voter’s selections to the vote server with no
reasonable possibility of undetected modifications anywhere in the
transmission path in any of the intervening computers and networks,
in¢cluding within the voter’s own machine or machine provided by g third
person.

Provide 2 capability to transmit test ballots regularly from all controlled
voting machines to verify end-to-end integrity of the entire voting system.
These ballots shall be undistinguishable from real ballots for al} purposes
except that they would not count in the final vote tally.

Provide a reporting of test ballots that includes:

1) Number of ballots sent

2) When each ballot was sent

3) Machine from which each ballot was sent

4) Specific votes or selections contzined in the ballot.

Pravide a storage media for the vote server that provides for redundant data
storage

Provide a storage media for the vote server that provides for beckup by
alternate power sources continuously during voting operations in the event of
power failure,

4.6.3 Vote Privacy

Internet voting systems shall meet the following software requirements for vote
privacy: '

Employ every reasonable technical means to prevent anyone from viclating
privacy anywhere along the path from the voter to the canvass, Ata
minitram, votng system software should check for the presence of the
common kinds of rermote control software, inform the voter of its presence,
and not allow voting on the remotely monitored or controlled voting machine
(such as a personal computer).

b. Erase from the voting machine all record of the voter’s vote immedistely after

Drefr Ravigs—tunn 13, 2001

,the ballot is sent to the vote server ot immediately after the voter chooses to
cancel his’her choices, Any choices made shall be:

1) Erased from the screen
2) Deliberately erased from any memory.

f. Store the voter’s vote on the voting machine only in volatile memory so
that it will be automatically erased in the event of a power failure or
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rebooting of the machine. The encrypted and unencrypted vote shall not
be:

1) Stored in any file, including temporary files, on the voting machine
2) Paged out to secondary storage as a result of virtual memary

3} Written to any log, cache, index, cookie, or other long-term record

4.6.4 Ballot Presentation

Intemet voting systems shall present all the information for a single contest (i.e.,
elected office, proposition, referendum, etc.} on a single screen page, with no
scrolling required to view the informaticn, while conforming to the minintum
typeface size requirements of these Standards.

4.6.5 Ballot Acceptance and Storage at the Vote Server

Internet voting systems shall meet the following saftware requirements for ballot
acceptance andg storage at the vote server:

a. Wholly accept or wholly reject 2 ballot in its entirety at the vote server, with
no accepiance of partial ballots,

1} Preclude & voter from vating again if a ballot is accepted at the vote
server,

2) Permit a voter to vote again if a ballot is not accepted at the vote server.

b. Check a ballot immediately at the vote server to ensure it is formatted
correctly, and store it on a permanent medium (retaining its encrypted form)
for later decryption and canvass, and to be considered part of the audit trail, If
it 1s niot formatted carrectly, notify the user of the next action to takee, and
store it on @ permanent medium {retaining its encrypted form).
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Telecommunications

5.1 Scope

This section contains the performance, design and maintenance characteristics of the
telecommunications components of voting systems and the acceptable levels of
performance against these characteristics. For the purpose of these Standards,
telecommunications is defined as the capability to transmit and receive data
electromically over a distance using hardware and softwara components.

The requirements specified in this Section represent acceptable levels of combined
telecommumications hardware and sofrware function and performance for the
transmission of data that i5 used to operate the system and report official election
results, This section, where applicable, specifies minimurm values for critical
performance and functiona! attributes involving telecommunications hardware and
software components.

This section does not apply to other means of moving data, such as the physical

transport of data recorded on paper based media, or the transport of physical devices,
such as memery cards, that store data in electronic form.

51.1 Types of Components

This section addresses telecommunications hardware and software across 2 broad
range of technologies including, but not limited to, the following:

a. »Dial-up communications technologies:
1} Standard landline
2} Wircless
3 Microwave
4) Very Small Aperture Terminal (VSAT)
3) Integrated Services Digital Network (ISDN)
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6} Digital Subscriber Line (DSL)
b. High-speed telecommunications lines {public and private}

1) FT-I,T-l, T-3

2) Frame Relay

3} Private line
¢, Cabling technologies:

1) Universal Twisted Pair (UTF) cable (CAT § or higher)

2} Ethemnet hubfswitch

3} Wireless connections {Radio Frequency (RF) and Infrared)
d. Communications rauters

€. Modems, including those internal and external to personal computers,
computer servers, or other voting system components (whather instailed at
the polling place or central count location)

f. Modem drivers, dial-up networking softwars

g Channel service units {CSUYData service units (DSU) (whether installed at
the polling place or centra] count location)

k. Dial-up networking applications software

$.1.2 Telecommunications Operations and Providers

This section applies to transmissions over public netwarks, such as thoss provided by
regional telephone companies and long distance carriers, as well as private networks
that may be employed by a jurisdiction, This section applies to private networks that
transmit data between facilities (¢.g., polling place and central office) regardless of
whether the network is owned and operated by the election jurisdiction or by a third
party, such as a telecommunications company, under contract to the jurisdiction.

a. For systems that transmit data over public networks, inciuding Poll Site
Intermet Yoting systems, this Section applies o telecommunications
,components that are to be installed and operated at settings supervised by
election officials, such as traditional poliing places, and the central office,
These standards apply to:

1) Components acquired by the jurisdiction for the purpaose of voting,
including components installed at the poll site or central office {inciuding
central site facilities operated by vendors or contractors).

2) Components 2cquired by others (such as schoo! systems, libraries,
military installations and other public organizations) which are utilized at
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settings supervised by election officials, including minimum
configuration components required by the vendor but which the vendor
permits to be acquired from third party sodrces not under the vendor's
control sources other than the vendor (e.g., router or modem card
mznufacturer or supplier}

b. For Remote Internet Voting systems, this section applies to:

1} Components acquired by the jurisdiction for the purpose of voting,
inciuding components installed at central office {including central site
facilities operated by vendors or contractors).

2) Telecommunications components that are required by the vendor to be
installed and operated at the facility used to cast a ballot remotely,
including facilities such as the voter's personal home computer or those
of a third perty, such as employer or university, designed to enable
remote Internet voting from those facilities,

In addition to the components specified above, the telecommumications capabilities of
the system as a whole are subject to the security requirements of Section 6 of these
Standards.

5.1.3 Data Transmissions

These requirements apply to the use of telecommunications to transmit data during all
of the three phases of voting activity described in Section !, Functional
Reguirements: preparing the system for an elcction; conducting an election; and,
afterwards, preserving the system data snd audit trails. While this section does not
assume a specific model of voting system operations and use of telecommunications
to support operations, it does address, at a minimum, the fellowing types of data
Tansmissions:

a. Voter Registration Information Transmission-—Information that identifies the
name and eligihility of a voter

b, Voter Key Transmission—Far Internet Voting Systems, coded information
that uniquely identifies a voter for security purposes

c. Aurhentication of Security Information Transmission—For Internet Voting
» Systems, coded information (typically used in an Internet Voting System) that
confirms the identity of @ voter for security purposes

d. Ballot Definition Transmission—Information that describes to a voting
machine the content and appearance of the ballots to be used in an alsction

e. HBallor Transmission to Voter—For Internet Voting Systerns, the transmission
of the appropriate ballot image to an authenticated voter
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f.

Vore Transmission to County—For Intermet Voting Systems, the transmission
of a single vote to the county {or contractor) for consolidation with other
county vote data

Vote Count Transmission—Information representing the tabulation of vores
at any one of several levels: polling place, precinet, or central count

List of Voters Transmission—A listing of the individual voters who have cast
ballots in a specific election.

Additional data transmissions used to operate the system in the conduct of an election
but not explicitly listed above are also subject to the standards of this section.

For systems that transmit data using public networks, including al} forms of Internet
voting systems, this section applies to telecommunications hardware and software for
transmissions between ail combinations of senders and receivers indicated below:

a.

b

Polling places
Precinct count facilities/locations

Central count facilities/locations (whether operated by the jurisdiction or a
contractor}

Individual voter locations {for Remote Internet Voting systems)

5.1.4 Organization of Standards

The standards presented in this section are organized as follows:

.

5.2

Performance Requirements, which represent the combined aperational
capability of both telecommunications hardware and software across a broad

range of parameters

Prohibitions, which address specific data and combinations of data that shall
not be fransmitted in electronic form using telecommunications

Performance Regulrements

Performance requirements for telecommunications represent the combined
operational capability of both system hardware and software. These capabilities shall
be considered basic to all data transmissions.
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5.2.1 Accuracy/Integrity

Accuracy/fntegrity represents the capability of the systern to receive electronic signals
that represent data provided by the sender and reproduce the data exactly at the point
of receipt of the signals. This capability includes the ability 1o detect and correct
automatically (i.e., without hurnan intervention) data errors introduced during the
transmission. The telecotnmunications components of & voting system shall meet the
following requirament:

a. Provide the capahility to receive electronic signals that represent data
provided by the sender and reproduce the data exactly at the point of receipt
of the signals. During system performance, the maximum error rate shall be
no more than the squivalent of 1 in 1,000,000 characters.

5.2.2 Availability

Availability represents the extent to which the system is accessible and usable to
transmit data upon command under expected voting system environmental conditions.
Availability is measured the probability that the telecommunications devices,
including networks, will respond to an aperational demand. It is the ratio of the time
during which the systern is operational (up time) to the total time period (up time plus
down time). Inherent availability (A}, is based upon MTRF and active repair time
(MTTR), that is:

Ai = (MTBFY/(MTBF + MTTR}

The telecommunications components of a voting system shall meet the follewing
Tequiremenis:

a. Provide the ability to respend to operational demands upon command with
availability of at least 99%, including for Intemet voting systems sufficient
capacity to handle the maximum rate of votes that might reasonably be
expected to be cast in the last hours that Internet voting is pertitted by the
jurisdiction,

b. Achieve the minimum specified availability under environmental conditions
, that are the same as those applicable to hardware components as described in
Section 4, Hardware Standards
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5.2.3 Privacy

Privacy generally represents the ability to protect data from access and reading by
umauthorized users. For purposes of these standards, protection of data from access by
unauthorized users through a system’s telecommunication components is addressed in
Section 6, Security Standards. The requirement for privacy for telecommunication
components addresses the form in which data is transtnitted, assuring that any data
intercepted through telecommunications components is not understandable in its
transmitted form to an unauthorized third persor for nnavthorized use.

The telecommunications components of a voting system shall encrypt data (selecting
from algerithms specified in Section 6 of the Standards) into 2 non.readable form and
allow only deciphering of specific data and specific combinations of data to only
authorized individuzls as defined for each type of data.

524 Confirmation

Confirmation tepresents the capability of the system to notify the user of the
successful or unsuccessful completion of the data transmission, where successful
completion is defined as accurate receipt of the transmitted data,

The telecommunications compenents of a voting system shall meet the following
requirdments;

a. Provide the capability to notify the user of the successfial ar unsuccessfial
completion of the data transmission

b. Notify the user of the action to be taken in the event of unsuccessful
transmisgion

525 Reliability

Reliability represents the expected mean time between failure {MTBF), defined as the
value of the ratio of operating time to the number of failures which have occurred in -
the specified time interval. For the purpose of demonstrating compliance with this
requirement, a failure is defined as any event that results in the loss or unzcceptable
degradation of onc or more of the system functions.

The telecommunications components of & voting system shall meet the following
requiretents during national qualification testing:
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8. Demonstrate 8 MTBF of at least 163 hours with the exception of components
used at a central site for receipt of votes cast over the [nternet

b. Demonstrate a MTBF of at Jeast 336 hours for components used at a central
site for receipt of votes cast over the Internet

0.2.6 Durability

Durability vepresents the ability of the system to withstand normal use without
premature deterioration or wearing out. Durability is measured as the design life of
the voting system’s telecommumications components.

The telecommunications compenents of a voting system shall withstand normal use
without premature deterioration or wearing out under expected voting system
environmental conditions. The telecommunications components shall have z durable
life of ten years,

5.2.7 Maintainability

5.2.7.1  Elements of Maintainability

Maintginability represents the sase with which maintenance actions ¢zn be performed
based on the design characteristics of the system. Maintainability addresses all
scheduled and unscheduled events, which are performed to:

a. Detcrmine the operational status of the system or a component,
b, Adjust, align, or service components,

¢. Replace a component having a specified operating life or replacement
interval, or

d. + Repair or replace a component that exhibits an undesirable predetermined
physical condition or performance degradation; repair or replace 8 component
which has failed; and verify the restoration of & component, or the system 1o
operational status.

Qualitative characteristics of maintainability include;

a. Ease of access to internal components
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Presence of labels and the identification of test points

b. Provision of built-in test and diagnostic cireuitry or physical indicators of
condition

c. Ease with which adjustment and alignment can be performed

d. Presence of casily disconnected electrica! and mechanical interfaces, which
facilitate the removal and replacement of circuits and components

Qualitative measures of maintainability include mean time to repair.

5.2.7.2 Mean Time to Repair (MTTR) Guidelines

MTTR is the average time required to perform a corrsctive maintenance task during
perieds of systemn operation. Corrective maintenance task time is active repair time,
plus the time attributable to other factors that could lead to logistic or administrative
delays, such as travel notification of qualified maintenance personnel and travel time
for such personnel to arrive at the appropriate site.

Corrective maintenance may consist of substitution of the complete device or one of

its compenents, as in the case of precinet count and some central count systems, or it
may consist of on site repair. -

For all voting devices and components, their MTTR attributes should be sufficient to
achicve, in combination with their MTBF, the required availability defined in Section
5.2.2. In addition, vendors shall specify the assumptions made with regard to any
parameters that impact the MTTR. These factors shall include at a minimum:

4. recommended number and locations of spare devices or components to be
kept on hand for repair purposes during periods of system operation;

b. recommended number and locations of qualified maintenance persannel who
need to be available to support repair calls during system operation: and

¢. organizational affiliation (i.e., jurisdiction versus vendor) of qualified
maintenance personnel.

5.2.8 Response Time

Response Time represents the elapsed time between the taking of action by the user,
or by the system automatically, to transmit data and either the receipt of data at the
receiving node i no confirmation is provided, or the receipt of confirmation at the
sending node.

3-8



The telecommunications components of a voting system shall achieve a response
time: .

2. Not to exceed 10 seconds during nermal operating conditions for any
operation performed by a voter

b. Not to exceed 30 seconds during normal operating conditions for any
operation performed by an election official at the poll site or central office
location.

5.3 Prohibitions (Pre-Voting, Voting, and Post
Voting) _ _

Prohibitions represent specific types of voting-related information that shall not be
communicated and/or transmitted via telecommumications at any time due to the
limits of existing technology to prevent unauthorized access and use of dats. The
design of & voting system shall provide for the secure transfer of the following types
of information with no use of telecommunications as defined in this Section:

a. Requests for Intemet voting submitted by individual voters to the jurisdiction

b. Registry of voter keys and voter PINs to any persons, including the voter
(such as to authenticate himself/herself to cast 2 ballot over the Internet)

¢. Election Management Database

d. Baliot definition programs and databases

e¢. Ballot installation programming

1. System programming and software installation
Pre-election test programs
Voting device and system audit logs
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6 Security Standards

6.1 Scope

This section describes essential security capabilities for a voting system,
encompassing the hardware, software, communications, and docurmnentation. The
standards of this section recognize that no predefined set of security capabilities is
capable of defeating all conceivable or theoretical threats, while focusing on
achieving an acceptable level of confidence in the integrity, reliability, and
inviclability of the election process. Ultimately, the objectives of the security
standards for voting systems are:

+ Establish and maintain controls which can ensure that accidents, inadvertent
nistakes, and errors are minimized,

¢ Protect the system from intentional, fraudulent manipulation, and from
malicious mischief, and

+ Idenufy fraudulent or erroneous changes to the system.
These standards are intended to address a broad range of risks to the mtegrity of a
voting system. While it is not possible ta identify all potential risks, these standards

identify several types of risk that must be addressed by a voting system. These
inclhade;

¢ Lhnauthenzed changes to systemn capabilities for:
1) Defining ballot formats
«2) Casting and recording votes
3} Caleulating vate totals consistent with defined baliot formats
4) TReparting vote totals

¢ Alteration of voting system audit trails,
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¢ Changing, or preventing the recording of, a vote.
¢+ Introdocing data for a vote not cast by a registersd voter.
¢ Changing calculated vote totals.

¢+ Preventing access to vote data, including individual votes and vote totals, to
unatthorized individuals.

¢ DPreventing access to voter identification data and date for votes cast by the
voter such that an individual can determine the content of specific votes cast
by the individual,

The standards of this security section describe specific capabilities that vendors shail
provide integral to a voting system in order to address the risks listed above.

6.1.1 System Components and Sources

The requirements of this section generally apply to the broad range of hardware,
software, and communications compenents, as well as docurnentation, which
COmprise 3 voting system and support the functions of a voting system as defined in
Section 2 of these standards. These requirements apply to:

a. Components provided by the voting system vendor and its component
suppliers,

b. Components furnished by an external provider (for example providers of
personal computers and commercial off-the-shelf (COTS) operating systems
and web browsers) where the components are potentially used in ANy way
during veting systemn opetation.

¢. Components developed by the voting jurisdiction,

6.1.2 Location and Control of Software and Hardware on
» Which it Operates :

The requirements of this section apply to all software used in any inanner to support
any voting related activities, regardless of the ownership of the software and the
ownership and location of the hardware on which the software is installed or aperates.
These requirements apply to:
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a. Sofrware that operates on voting devices and vote counting devices installed
at polling places under the control of the voting jurisdiction.

b. Software that operates on ballot printers, vote counting devices, and other
hardware typically installed at central or precinct locations {including
contractor facilities).

¢. Software that operates on voting devices (such as personal computers} under
the contrel of individual voters and third persons other than the voting
Jurisdiction (e.g., employer, library, hotel, college) for use by the voter, such
as for Internet voting systems.

However, some requirements apply in only specific situations as indicated in this
SECtion.

6.1.3 Application to Internet Voting Systems and Public
Telecommunications Networks

The requirements of this section apply to all forms of Internet voting systems.
Requirements for Internet for voting systems are identified for poll site systems fthat
utilize voting devices under the control of election officials at controlled locations
such as traditional poiling places, and remote Internet Voting Systems that utilize
uncentrolled devices operated by the voter at uncontrolled locations, such as at home,
place of employment, or public library.

The requirements of this section also apply to telecommunications capabilities,
including the use of public netwarks, for those systems that use such capabilities as 2
primary means of data transmission for system operation.

For Internet Vating Systems as well as other forms of systems that use public
telecommunications networks, the requirements of this secticn place primary
emnphasis on preventing disruption of voting by individual voters, and preventing
systemic manipulation of vote recarding, counting, reporting and audit processing.

6.1.4 Exclusions

This section is not intended to apply to general purpose non-voting software (¢.g.,
operating systems, programming language compilers, database management systems,
Web browsers) and other software components that are resident on a vote recording
or counting device but which de not operationally supporting any voting related
activitics, including components that are bypassed or disabled during pracessing for
any voting related activitics. For exampie, this section does not apply to an operating
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systern that is resident on & personal computer or other device used to record votes
but which is bypassed compiletely by the installation of another operating system that
controls the functioning of all voting related software.

8.1.5 Other Elements an Effective Security Program

The requirernents of this section apply to the capabilities of a veting system provided
by the vendor. The VS8 recognize that effective security requires safeguards beyond
those pertaining to the system, or “product”, provided by the vendor, encompassing
practices of the state or local jurisdiction which include:

a. Administrative and management controls for the voting system and election
management, including access controls

b. Internzl security procedures

¢. Adherence to, and enforcement of, operational procedures {e.p., effective
password management)

d. Physical facilities and arrangements

€. Organizational responsibilities and personnel scresning.
Specific standards for these elements are not under the direct contro! of the vendor
and therefore are not included in this volume of the VSS. However, they will be

addressed in new volumes of the VS8 that address best practices for jurisdictions
conducting elections and managing the eperation of voting systems.

6.1.6 Organization of this Section

The standards presented in this section are organized as foliows:

+ decess Control, which addresses procedures and system capabilities that limit
or detect access to critical system components to guard against loss of system
*integrity, availability, confidentiality and accountability

¢ Equipment and Data Security, which addresses physical security measures
and procedures that prevent disruption of the voting process at the pol! site
and corruption of voting data.

+ Software and Firmware Installation, which addresses the installation of
software or firmware in the voting system.
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¢ Telecommunication and Data Transmission, which addresses security for the
electronic transmission of data between system components and locations

+ Internet Voting System Security which addresses required security
capabilities for systems that commmunicate individual votes or vote counts
over the Intemst.

There are three areas of concern that must be addressed by telecommunications and
data transmission security capabilities:

¢ Access control for telecommunications capabilities.
+ Detection and prevention of data interception.

¢ Protection against viruses to which commercial products utilized by a voting
system may be susceptible

System audit requirements are covered in Section 4, Sofbware Standards. As an
integral part of softwere capability, computer-generated audit controls provide
inherent system security.

6.2 Access Control

Access controls are procedures and system capabilities that limit or detect access to
critical system components to guard agzinst loss of system integrity, availability,
confidentiality and accountability. Access controls provide reasonable assurance that
system resources such as data {iles, application programs, and computer-related
facilities and equipment are protected against unauthorized operation, modification,
disclosure, loss, or impairment. Unauthorized aperations include, but are not limited
to: modification of compiled or interpreted code, run-time alteration of flow control
logic or of data, and abstraction of raw or processed voting data in any form other
than a standard output report by an anthorized operator,

Agcess controls may include physical controls, such as kecping computers in locked
rooms to limit physical access, and technical controls, such as security software
programs designed to prevent or detect unauthorized access to sensitive files. The
access controls contained in this section of the VS8 are limited to those tequirsd of
system vendors. Access controls required of jurisdictions will be addressed in new
vohames of the VS that address best practices for management and operation of
voting systems by the jurisdictions.
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68.2.1 Penetration Analysis

The vendor shall provide a penstration analysis relevant to the operating states of the
system, and 1o its enviromment. This anzlysis shall cover;

a. The individuzl use of program units

b. The planned or inadverient sharing of program units

¢. The resulting transitivity relationships

d. All entry points and the methods of attack to which each is vulnerable.
Such penetration analysis will be subject to strict confidentiality and non-disclosure
by the test authority. For security reasons, the penetration analysis shall not be

routinely distributed to the jurisdictions that program elections. The penetration
analysis, however, will be part of the escrow deposit.

6.2.2 Access Control Policy

6.2.21 Ganerai Access Control Policy

Voting system vendors shall specify the general features and capabilities of the access
control policy recommended to provide effective voting system security. The access
control policy shall be described in terms of:

a, Software access controls

b. Hardware access controls

¢.  Communications

d. * Effective password management

e. Protection abilitics of a particular operating system

f. General characteristics of supervisory access privileges

g Segregation of duties

Draft Review—Jupe 13, 2001 &5



Draft Revien—June 13, 2001

h. Other relevant characteristics.

The using jurisdiction in charge of voting system operations shall be responsible for
determining the specific access policies applying to each election, and far defining
any variations of these resulting from use of the system in more then one
envirommnent.

6.2.2.2 Individual Access Privileges

Voting system vendors shall meet the following requirements for specifying access
privileges to be granted individuzals:

a. Identify ali persons to whorn access is granted, and the specific fimetions and
data to which each holds authorized access.

b. If an authorization is limited to 2 specific time, time interval, or phase of the
voting or counting operations, this limitation shall also be specified.

c. Mot affect the ability of a voter to record votes and submit & ballot, but

preclude voter aceess to all other physical facilities of the vote-counting
processes,

6.2.3 Access Control Measures

Vendors shall provide a detailed description of all system access control measures
designed to permit access to system states in accordance with the access policy, and
to prevent all other types of access, Examples of such measures include:

a. Use of data and user authorization

b. Program unit ownership and other region houndaries

¢. One-end or two-end port protection devicas

d.  Security kemels

¢. Computer-generated password keys

f. Special protecols

g Message encryption

h. Controlled access security.
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Vendors also shall define and provide a detailed description of the methods used
preciude unauthorized aceess to the access control capabilities of the system itself.

6.3 Equipment and Data Security

There are two areas of concern that must be addressed by squipment and data security
capabilities:

4+  Disruption of the voting process

+ Comuption of voting data.

6.3.1 Physical Security Measures

The sensitivity of a voting system to distuption or corruption of data depends, in part,
on the physical location of equipment and data media, and on the establishment of
secure telecommunications among various Jocations, Disruption of voting and vote
counting results most often from a physical violation of one or more areas of the
system thonght to be protected. Security procedures shall, ther=fore, address physical
threats and the corresponding means to defeat them.

6.3.1.1  Polling Place Security

For polling place operations, vendors shall develop and provide detailed
docurnentation of measures to anticipats and counter acts of vandalism, civil
disobedience, and similar occurrances, The measures shall:

2. Allow the immediate detection of tampering with the vote casting devices,
and with precinct ballet countars.

b. Control physical access to a telecommumications link if such a link is used.

6.3.1.2 Central Count Location Security

Vendors shall develop and document in detail the measures to be enforced in a central

. counting environment. These measures shall include physical and procedural controls

on:
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a. Handling of baliot boxes
b, Preparing of ballots for counting
£. Counting operations

d. Reporting data.

6.4 Software and Firmware Installation

The system shall meet the following requirernents for installation of software or
firmware;

2. If software is resident in the system as firmware, the vendor shall require and
state in the system documentation that:

1) Every device is to be retested to validate each ROM pricr to the start of
elections operations.

2) Firmwate or the equiptment containing it shall be maintained in a secure
environment at all times,

b. To prevent alteration of executable code, no software or firmware shall be
permanently installed or resident in the system unless it is required and stated
in the system documentation that the Jurisdiction provide a secure physical
and procedural environment for the storage, handling, preparation, and
transpertation of the syster hardware,

¢.  The system bootstrap, moniter, and device-controller software may be
resident permanently, provided that this firmware has been shown to be
naccessible to actuation or control by any means other than the authorized
mitiation and execution of the vole-counting program, and its associated
exception handlers.

d. After initiation of election day testing, no source code or compilers or

assemblers shall be resident or accessible to prevent alteration and
srecompilation of the program.,
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6.5 Telecommunications and Data Transmission

There are three areas of concern that must be addressed by telecommunications and
data transmission security capabilities:

+ Access control for telecommmmications capabilities.
+ Detection and prevention of data interception.

+ Protection against viruses to which commercial products utilized by a voting
system may be susceptible.

6.5.1 Access Control

Voting systems that use telecommunications to communicate berwesn system
components and locations are subject te the same security requirements goveming
access to any other system hardware, software, gnd data function.

6.5.2 Data Interception and Prevention

Voting systems that use telecommunications to communicate between system
compaonents and locations shall:

a. Use data integrity and other relevant techniques that make the interpretation
of intercepted data difficult, and that are capable of detecting corrupted data.
Examples of applicable techniques include Parity checks, check-sums and
error detection and correction codes,

b. Provide a means t3 detect the pressnce of an intrusive device, such as a
wiretap or ¢lectromagnetically-coupled pickup, and to prevent the Jeakage of
data from an authorized process (such as a telecommunications transmission)
to an unauthorized recipient.

¢. “Use data encryption algorithms to make the interpretation of any intercepted
data very difficult, expensive and time consuming. At this time, the Advanced
Encryption Standard (AES) selected by the National Institute of Standards
and Techrology (NIST) and which will be specified in an upcoming Federal
Infermation Processing Standard (FIPS) in second half of late 2001, or the
Triple Data Encryption Standard (Triple DES) specified m FIPS 46-3 are

acceptable.
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6.5.3 Virus Protection for Third Party Products and
Services ]

Voting systems that use public telecornmunications networks to transmit data
berween system components shall deploy protection against the many forms of
viruses to which they may be exposed. Vendors of such systems shali conduct certain
activities that help assire that such protection is maintained in a sufficiently current
status to assure protection against all known forrns of viruses that could attack the
vendor's system.

8.5.3.1  Identification of Potentially Vuinerable Third Party Prcc{ucts

Yoting systems that utilize public telecommunications networks shall provide system
documentation that clearly identifies all commercial third party hardware and
software products and communications services used in the develepment and/or
operation of the voting system, including:

a. Operating systems

b. Communications routers

c. Modem drivers

d. Dial-up networking software

Such documentation shall identify the name, vendor and version used for each such
component.

6.5.3.2 Virus Forms

Voting systems that utilize public telecommunications networks, including Intemnet
systemns, shall protect against all ¥nown forms and varants of viruses, including:

a. File viruses that execute when an infected file is executed

r

b.  Macro viruses that infect executable code embedded in third party software
programs

. Worms, 2 form of virus that aiters or destroys data
d. Trajan horses

¢.  Logic bombs
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6.5.3.3 Use of Antivirus Software

Voting systems that utilize telecommimications, including Internet systems, shall
utilize antivirus software at the recetving end of all communications paths to:

a. Detect the presence of a virus in a transmission.
b. Remaove the virus from infected file(s)/data.
c. Prevent against storage of the virus anywhere on the receiving device.

d. Provide data to the system audit log indicating the detection of a virus and
processing performed.

Vendors shall use multiple forms of antivirus software as nesded to provide

capabilities for the full range of telecommunications products utilized by the voting
system.

€.5.3.4 Update and Maintenance of Antivirus Software

Vendors of voting systems that that utilize telecomnumications, including Internet
systems, shall update and maintain all antivirus sofrware on a regular basis, to assure
that it s capable of respending to 2!l virus and comparsble threats known to exist for
the telecommunications products utilized by the voting system. Specifically, vendors
shall:

2. Protect against all viruses and comparable threats identified by the
assessments, advisories and alerts of the National [nfrastructure Pratection
Center {NIPC), for which a current listing can be found at

http:/www mipe. gov/warnings/warnings. htm or the quarterly summaries and
advisories of the Federal Computer Incident Rcspnnse Capab1l1ty (FedCIRC),
tor which additional information can be found at http://www fedeire gov/.

b. Maintain such protection such that it is updated on at least a quarterly basis.

c. Provide complete and detailed documentation of the procedure uzed to assure
compliance with requirements 2) and b} above.

8.54 Shared Operating Environment

In general, it is preferable to have all ballot recording and counting performed in a
strictly dedicated environment. However, if ballot recording and vote-counting
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operations are performed in an environment which is shared with other dara
processing functions, both hardware and software feamyres shall be presenit to protect
the mtegrity of vote counting and of vote data. Systems which use a shared operating
environment shall meet the following requirements:

8. Security procedures and logging records are used to control access to system
functions.

b. Voting system functions are partitioned or compartmentalized from other
concurrent functions at least logically, and preferably physically as well.

¢. Systetn access must be controlled by means of passwords, and restriction of
account aceess to necessary functions only.

d. Capabilities are in place to control the flow of information, precluding data
leakage through shared system resources,

8.5.5 Access to Incomplste Election Returns and
Interactive Queries

All systems shall meet the following requirements for access to incomplete election
returns and interactive queries:

+ For equipment which operates in a central counting environment, provision
1s made for external access to incornplete elaction returns before completion
of the official count provided that access for these purposes is authorized by
the statutes and regulations of the using agency. This requirement applies as
well to polling place equipment that contains a removable memory module,
or that may be removed in its entirety to a central piace for the consolidation
of polling place retums.

* Voting system software and its security environment is designed so that data
accessibie to interactive queries resides in an external file, or database, that
is created and maintained by the elections software under the rastrictions
applying to any other output report, namely, that:

» 1) The output file or database has no provision for write-access back to the
system.

2) Persons whose only authorized access is to the file or database are
denied write-access, both to the file or database, and to the system.
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6.6 Internet Voting System Security

Internet voting systems face security risks that are not present in other forms of voting
systems. This section describes standards applicable to Internet voting systems that go
beyond those established for telecommunications capabilities that do not rely on the
Internet—identifying those standards applicable to all forms of such systems and
standards that apply to only remote site or poll site Intemet voting systerns.

8.6.1 General Security Requirements for Internet Voting
Systems

All Internet voting systems shall:

a. Preserve the secrecy of a voter's ballot choices, and use every reasonable
technical means to prevent anyone from viclating ballot privacy anywhers
along the path from the voter to the canvass.

b. Assure that the ballot that is ransmitted to the vote server is an accurate copy
of the voter’s choices, with no reasonable possibility of undetected
medification anywhere in the transmission path in any of the intervening
computers and networks, including within the voting device,

¢. Employ encryption/decryption for all communications between the vote
server and other devices that commmunicate with the server over the Internat.

d. Retain decrypted baliots in a secure format to allow for subsequent auditing
and recount procedures.

e. Assure that no single ¢lection official is able to delete, change, forge, or
violate the privacy of Intemet ballots.

f.  Guarantee at that at least 2 employees concur whenever any critical operation
regarding the processing of Internet ballots takes place, i.e. the passwards or
cryptographic keys of at least 2 employees are required to perform processing
of votes,
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6.6.2 Vote Server Data Center Reguirements for Internet
Voting Systems

The Vote Server Data Center (VSDC}) is considered to be that part of the voting
system infrastructure that receives ballots from the Internet and secures them, The
VSDC may be replicated, it may be geographically distributed, and it may or may not
be at the same location as the rest of the vote-handling infrastructure, The standards
of this section apply to the VSDC regardless of the organization rasponsible for its
management (i.e., vohng jurisdiction, vendor or contractor).

The ¥SDC for all Internet voting systems shall:

+ Be physically secure—at least as secure against physical intrusion as the
county election agency where votes are stored and tallied.

+ Beengincered for highly religble vote storage—redundant, invulnerabie to
power faslures, and utilizing write-once storage, such as CD-R.

¢ Be architected for high availability—cepable of being up and running fer
voting for all but a negligible fraction of the time during the time peried in
which Internet voting takes place. Specific features include:

13 Redundant servers
2) Redundant communication

3) Smooth failure response procedures so that if one resource goes down,
the others remaining automatically take up its slack with no loss of votes
and minimal disruption

¢ Be equipped with systems and procedures to withstand most attacks on its
scrvers, including denial-of-service attacks. At a minimum, the technology
and procedures used shall:

4) Be capable of blocking all incoming packets on all ports except those
invelved in voting.

5) Be cenfigured to filter malformed packets and any other suspicious
+  traffic, -
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6.6.3 Voting Process Security for Poll Site Internet Voting
Systems

Systems designed for poll site Internet voting shall meet security standards oriented 1o
address the security risks attendant with the casting of ballots from poll sites
controlled by election officials using voting devices configured and installed by
voting officials and/or their vendor or contractor, and using in-person authentication
of individual voters.

6.6.3.1 Documentation of Security Activities at Poll Site

Vendors of poll site Internet voting system shall provide detailed descriptions of:

& All activities to be performed in setting up the system for operation that are
mandatery o assure effective system security, including testing of security
bafore an efection.

b.  All activities that should be prohibited during system setup and the during the
timeframe for Internet voting operations, including both the hours when polls
are open and when polls are closed,

6.6.3.2 Capabilities to Operata During Denial of Service Attack {Poll
Site Internet System Only)

The poll site Internet voting system shall provide the following capabilities to provide
resistance to denial of service attacks and other cvents that prevent voting devices at
the poll site from comtmunicating with the vote server:

- 2. Diagnose the occurrence of a denial of service attack at the poll site and
switch to an alternative mode of operation that is not dependent on the
conmection between poll site voting devices and the vote server,

b, Provide an alternate mode of operation that includes the functionality of an
electroniz voting system, and switch to this mode without losing any single
vote.

c. Create and preserve an audit trail of every vote cast during the period of
interrupted communication and system operation in electronic voting system
mode.

d. Upon recstablishment of commumications with the vots server, transmit and
process votes accumulated while operating in electronic voting systerm mode
with all safeguards related to vater identification and authentication in effect.
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6.6.4 Voting Process Security for Remote Site interret
Voting Systems

Systems designed for remote site Internet voting shall meet security standards
onented to address the security risks attendant with the casting of ballots from

uncontrolied locations using uncontrelled voting devices, such as personal computers

and personal data assistants (PDAs). These standards define a combination of

functional processing czpabilities as well as technology requirements and restrictions:

8.64.1  Request for Internet Balloting

Systems designed for remote site Internat Voting shall:

a. Require that voters request Internet voting in writing with an original
signature

b. Require that voters re-request for each new election, and must not request
both an absentee ballot and i-voting in any one election

6.6.4.2 Authorization for Internet Bailot

Systems designed for remote site Internet Voting shall;

¢ For the authorization of voting using the Internet provide a way of linking the

eventua] vote cast using that autharization to the registration record for that
voter, such as by key distribution, so that it can be determined bevond a
reasonable doubt that each Internet vote is associated with a registered voter
in the proper district, and that at most one vote is counted for any voter,
whether at the polls, or by absentes ballat, or by Internet voting,

Provide the means to suppert key distribution prior to the opening of the
polls.

Be zble to handie the voter's loss of, or failure to use, authorization for
Internet balloting, If a voter loses, or claims to loze, his'har Intermet ballot

*authorization, or if that authorization for some reason fails to work to allow
votng, then the system shall be capable of enabling the voter to request a niew
Internet authorization, or an absentes ballot.

1) The system shall cancel the old authorization bafore either such Tequest is
granted.



2) The systetn shall snable woter to cast a ballot at the polling place on
election day and vote with a provisional ballot even if hisher
authorization for Internet voting has not yet been canceled by the
Jurisdiction.

6.6.4.3  Vofer Authentication

Systetns designed for remote site Internet Voting shall provide a level of secunity
equivalent to that of a paper hased system for absentee ballots. The systemn shall:

Provide the voter with an authentication code from the jurisdiction that is
combined with a personal identification number (P.LN.) that will allow the
voter to authenticate him/herself for the system.

'Prevent the use of data obtained during a single “out-of-band" transmission
by an individual to cast a fraudulent ballot.

6.6.4.4 Casting of Votes

Systems designed for remote site Internet voting shall;

¢ Assure that the actyal contents of the voter's votes are automatically erased in

the event of a power failure or rehooting.

Not write votes te long-term storage on the elient machine or for any reason,
even in encrypted form.

¢ Not store the vote in a file on the voter’s computer, including a temporary

Drafy Review—June 13, 2001

file, m secondary storage as a result of virtual memory, any log, any index,
any cache, or any cooide.

Immediately after the ballat is sent to the vote server, and without waiting for

feedback from the server, or immediately after the voter clicks on the
“cancel” button, erase all record of the vote from the voter's computer,

including:
: 1) Erase the voter’s choices from the screen.

2) Zero out the voter’s choices that are recorded in the computer's RAM.



6.64.5 Transmitting a Ballot to the Vote Server

Systems designed for remote site Internet Voting shall:

8, Transmit the ballot, along with a timestamp, voter’s identification, precinct,
a1d any other appropriate information, to the vote server in eticrypted form.

b, Prevent anyone who taps the communication Yinks between the votar’s
computer and the vote server to read the ballot, or any of the associated
information, or to tamper with any of itin a way that might go undetected,

¢. Prevent the injection of & duplicate of the encrypted baliot and have that
counted as an additional vote.

6.6.4.6 Receipt of a Ballot by the Vote Server

The vote server of 2 remote site Intemet voting system shall;

a.  Upon receipt of a baliot immediately check it to ensure that it is formatted
correctly.

T

Accept or not accept a ballot in its entirety, with no partial acceptance of a
ballot,

>

For a ballot formatted correctly, inmediately store the ballot, still enerypted,
on a permanent medium (e.g. a CD-R disk) so that any subsequent power or
equipment failure will not lose the bailot.

Lo

For a ballot formatted correctly, record data needed to assure that the voter
for that ballot cannot vote another ballot by Intsrnet or other means.

n

For a ballot determined to not be formatted correctly, notify the voter and

provide given advice about what to do, such as attempt o cast the ballat 2gain
or vote at the polis.

f.  For a ballot determined to not be formatted carrectly, recard data that enables
the voter to vote again sither by Internet or at a poll site by provisional ballot,

8. [For both ballots determined to be formatted correctly and those formatted
incorrectly, store the vote permanently and redundantly for later decryption
and canvass—enabling the encrypted to be considered part of the audit wail in
case a recount is called for, or the election is challenged in court,

-

For vote servers managed by vendors ar contractors (rather than by slection
officials), not store on the vote server kays or other tools for decrypting
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baliots, and assure that such keys and tools are not available to the vendor or
contractor. All such keys must remain strictly in the hands of election
officials,

6.6.4.7 Vote Authentication and Separation from Voter Identification

The remote site Internet voting system shall:

a.  Verify the authenticity of 2 ballot before the votes on the ballot are viewed or
counted.

b. Verify a for authenticity before the authenticating information is stripped
from the ballat.

¢. Ensure the true source of the ballot, ensiming that the ballot really is from the
persom it claims to come from, and not just from another individual
attempting to electronically impersonate that person.

d. Once the ballot is separated from the authenticating information, the ballot
must be incapable of being traced to the voter who cast it.

e. Decrypted and count a ballot only after the authenticating information is
reviewed and removed from the ballot.
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Quality Assurance

Qualtty Assurance is a vendor function with associated practices that confirms
throughout the system development and maintenance life cycle system that a voting
system conforms with the Stendards and other requirements of state and local
jursdiction. Quality Assurance focuses on building quality into a system and
reducing dependence on system tests at the end of the life cycle to detect deficiencies,
thus helping ensure the system:

¢+ Meets stated requirements and objectives,
¢ Adheres to established standards and conventions,

+ Functions consistent with related components and meets dependencies for use
within the jurisdiction,

¢ Has been developed and maintzined in a manner that reflects ali changes
approved during its initial development, intemal testing, qualification and if
applicable, additional centification processes,

7.1 General Requirements

The voting system vendor is responsible for designing and inmplementing a quality
assurance program to enstre that the design, workmanship, and performance
requirements of this standard are achieved in all delivered systems and components.

At a minimum, this program shall;

a. Include procedures for specifying and procuring parts and raw materials of
the requisite quality, and for their inspection, acceptance, and control.

b. Require the documentation of the hardware and software development
process,

¢, Identify and enforce all requirements for in-process inspection and testing
which the manufacturer deems necessary to ensure proper fabrication and
assembly of hardware, and installation and operation of software or firmwars.

d. Include plans and procedures for post-production environmental Seresning
and acceptance tests.
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e. Include a procedure for maintaining all datz and records requirad to document
and verify the quality inspections and tests.

f.  Include a procedure for maintaining records of errors and defects reported by
state autharities and local junsdictions.

Effective Quality Assurance conveys several benefits. For the FEC, state and local
Jurisdictions, and vendors these benefits include:
2. Vendor deveiopment teams focus on meeting jurisdiction expectations.

b. Work is accomplished efficiently because standards exist for document
formats, directory structures, development and testing procedures, and
management functions, This helps to decrease the time required for software
qualification and certification.

¢. [ssue and action item identification and tracking reduce risks,

d. Software change recommendations are in line with jurisdiction nesds because
commumication with jurisdiction sponsors is rmaintained.

7.1.1  Guidelines

Venders who do not manufacture all components of voting systems, but who procure
these components us standard commercial items for assembly and integration into
vating systerns, should verify that their supplier vendors follow documented quality
assurance procedures that are at least as stringsnt as those utilized internally by the
vendor.

7.2 Responsibility for Tests

The manufacturer or vendor shall be responsible for:

- a. Performing all quality assurance tests
b. Acquiring and documenting test data

c. ,Providing test reports for review by the purchaser upon request
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7.3 Paris & Materials Special Tests and
Examinations

Vendors shall select voting system parts and materials according to their suitability
for the intended application. Listed below are the vendor requirements regarding
special tests and exarminations of these parts and materials:

2. Parts and materials to be used in voting systems and components shali be
selected according to their suitability for the intended application, Suitability
may be determined by simtlarity of this application to existing standard
practice, or by means of special tests.

b. If special tests are required, they shall be designed to evaluate the part or
material under condittons accurately simulating the actual operating
ENVITONINAnL.

&. The resulting test data shall be maintained as part of the quality control
program documentation.

7.4 Quality Conformance Inspections

The vendor performs conformance inspections to ensure the overall quality of the
voting system and components deliversd to the jurisdiction. The vendor conformance
inspection requirements are listed below:

a. The manufacturer or vendor shall inspect and test each voting system or
component to verify that all inspection and test requiremnents for the system
have been met,

b. A record of tests, or a certificate of satisfactory completion, shall be delivered
with each system or component.

7.5 Documentation

Vendors are required to produce various types of documentation to support the
development and formal testing of voting systemns. Listed below are the vendor
documentation requirements;

a. Complete product documentation shall be provided with voting systems or
COmpPoneEnts.

b. This documentation shall be sufficient to serve the needs of the voter, the
operator, 2nd the mantenance technician.
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¢. It shall be prepared and published in accordance with standard industrial
practice for electronic and mechanical equipment.

d. It shall consist, at 2 minimum of the following:
1} System functionality specifications
2) System configuration overview
3) System hardware specifications
4) System software specifications
5) System communications specifications
6} System sscurity specifications
7 System test and verification specifications
8) System parts, materials and supplies specifications
9) Facilities specifications
10} System installation and tést specifications
11} Personnel deployment and training requirements
12} Yoter Manua|
13) System Operations Manual
14) System Maintenance Manua]
15) Diagnostic Testing Manual

7.6 Error Notification Reporting Process & Issues
Management

The vendor shall have a process in place to ensure that system software is of high
quality and meets jurisdiction expectations. This process focuses on the basic
technigues for Quality Assurance (QA) review at mejor milestones during system
development, and after system release, to meet the following specific abjectives:

¢  Software releases meet quality expectations (format, content, style)

¢+ Consistency with initial specifications and previous software relcases
¢ Identification of subject matter errors or omissions

¢ Consistency with jurisdiction expectations

Vendors shall meet the following general requirements;
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Establish and adhere (o some form of review process to ensure the objectives
noted above are met;

Implement 2 process to track issues and software defects reported by states,
local jurisdictions, or other test authorities, and report them to affected
parties,

Track, analyze and {ormally approve change orders and requests subwmitted 1o
the vendor prior to inclusion in a subsequent software release;

Notify all affected jurisdictions of any defects found and their potential
impact on the operation of current software releasas when vendors become
aware of a defeet in software that has already been released to and
implementad by at lest one jurisdiction;

Notify the state election official of each state with an affected jurisdiction
when vendors become aware of a defect in software that has already been
released to and implemented by at lest one jurisdiction; and

Send all notifications by registered mail via the U.S. Postal Service to the
designated point of contact for each jurisdiction and state.
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Configuration Management

This section contains specific requirements for configuration management of voting
systems. For the purpose of these Standards, configuration management is defined as
a set of activities and associated practices that assures fujl knowledge and control of
the components of 2 systen, starting with its initial development and progressing
through its ongeing maintenance and enhancement. This section describes activities
i terms of their purpose and outcomes. It does not describe specific procedures or
steps to be employed to accomplish them—these are left ta the vendor to select.

Vendors are required to submit these procedures to the Independent Test Authority
(ITA} as part of the Technical Data Package far system qualifications described in
Volume II, Voting Systemis Qualification Testing Standards, for review against the
requirements of this Section 8. Additionally, as articulated in state or Jocal election
legislation, regulations, or contractual agreements with vendors, authorized election
officials or their representatives reserve the hght to inspect vendor facilities and
eperations to determine conformance with the vendor's reported procedures

8.1 Introduction

8.1.1 Configuration Management Scope

Configuration management addresses a broad set of record keeping, audit, and
reporting activities that contribute to full knowledge and controt of a system and its
components. These activities inglude:

r

2. Identifying discrete system components

b. Creating records of 2 formal baseline and later versions of COTPONEnts

x|

Controlling changes made to the system and its cormnponents

o

Releasing new versions of the system to [TAs
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¢. Releasing new versions of the system to customers

f. Auditing the system, including its documentation, against configuration
management records

g. Controlling interfaces to other systems

Identifying tools used to build and maintain the system

8.1.2 Configuration Management Benefits

The Vating Systern Standards stress configuration management due to the significant
benefits resulting for state and local election officials, independent test authorities,
and vendors. Configuration management benefits for state and local Jjurisdiction
election officials include:

a. Version Conformance to Standards—More accurate information provided by
the vendor regarding the current version of a system, 1ts individual
components, the date of last revision, and status with regard to NASED
quzlification and, where applicable, state certification.

b. Improved Docwnentation Quality—Greater confidence that documentation
for & system delivered to the jurisdiction has been gudited and is complete
and accurate,

¢. Easier System Installations—Improved information regarding the purpose
and impact of a new systent release and improved information to perform
initial installation and maintenance upgrades.

d. Avoidance of System Disruption—Prevention of accidental deletion or
unsutherized medification of system comnponents could adversely impact the
system.

Configuration management benefits for ITAs include.

a. Improved System Structure, Version and Status Information—More acourate
and better organized information about the content, version and status of
individual system components for national qualification or state certification.

b. More Efficient Test Plan Development—Improved ability and greater
efficiency to specifically identify discrete system components and compare
«different versions of the same component during test plan development and
testing for testing of modified systems.

Configuration management benefits for vendors include those stated zbove for ITAs,
plus the following;
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a. Greater Consistency of Sofrware Products——Coding standards and naming
conventions reduce variation among sefrwars products, streamlining the
development, testing, and maintensnce processes.

b. Reduced Developmeni-to-Test Migration Cyeles—Complete and accurate
system documentation and configuration management records increass
programmer productivity and reduce software errors and implementation
delays,

c. Improved Coordination among Teams—Documented roles and
responsibilities enable the various orgenizational entities involved with
system1 development and impletmentation to accomptlish interdependent tasks.

4. Faster and More Efficient Qualification and Certification—Adherence to
configuration management procedures enables more efficient and focused
testing during initial systemn qualification and certification and subsequent
retesting of system changes to maintain qualification and certification.

8.1.3 Organization of Configuration Managament
Standards

The standards presented in this section are organized as follows:

2. Application of Configuration Management Requirements

b. Configuration Management Policy
¢. Configuration Identification
d. Baseiine, Promotion, and Demotion Procedures
€. Release Process
f. Configuration Control Procedures
Release Process

h. Configuration Status Accounting

i. Configuration Audits

J. Interface Control

k. *Configuration Management Resources
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8.2 Application of Configuration Management
Requirements

Requirements for cenfiguration manesgement apply 10 all voting systems subject to the
Vating System Standerds regardless of the specific tachnologies employed. They
apply to all systern components, including:

a. Software components

k. Hardware components

¢. Communications components

d. Documentation

e. Identification and naming and conventions (including changes to thess
conventions} for software programs and data files

f. Development and testing artifacts such as test data and scripts

g File archiving and data repositories

8.3 Configuration Management Policy

Vendors shail describe their organizational palicies for configuration management.
This description shall address the following elements:

4. Scope and nature of configuration management program activitics

b. Breadth of application of vendor’s policy and practices to the voting system
{i.e., extent to which policics and practices apply to the total system, and
extent to which policies and practices of suppliers apply to particular
components, subsystems, or other defined systemn ¢lements

¢. Internal organization respensibilities for carrying out the vendor’s policy and
practices, including the organizational position and individual ultimately
accountable for implementation

d. Procedures that will be used to determine and assure compliance with the
policies, procedures and related practices submitted by the vendor,

8.4 Configuration Identification

Configuration Identification is the process of identifying, naming, and acquiring
configuration items. Configuration identification encompasses all systermn components
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8.4.1  Structuring and Naming Configuration ltems

Yendors shall describe the procedures and conventions used to:

a. Classify configuration items into categories end subcategories
b, Uniquely number or otherwise identify configuration items

c. Name configuration items

8.4.2 Versioning Conventions

Vendors shall describe the conventions used to identify the specific versions of
individual cenfiguration items, and versions of sets of items that are used by the
vendor to identify higher level system elements such as subsystems.

a. Classify configuration items into categories and subcategories

b.  Uniquely number or atherwise identify configuration items

¢. Natne configuration items

8.5 Baseline, Promotion, and Demaotion Procedures

Vendors shall establish formal procedures and comventions for establishing and
provide a complete description of the procedures and related conventions nsed to:

a. Establish & particular instance of a component as the starting baseline

b. Promote subsequent instances of 2 component to baseline status as
development progresses through to completion of the initial completed
version released to the ITAs for national qualification testing

¢. Promote subsequent instances of a component to baseline statys as the

“component is taintained throughout its life cycle until system retirernent
(.., the system is no longer sold or maintained by the vendor.
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3.6 Configuration Control Procedures

Configuration control is the process of approving and implementing changes to a
configuration item to prevent unauthorized additions, changes, or deletions, Vendors
shall establish such procedures and related conventions, providing a complete
description of those used to:

a. Develop and maintain intemally develaped items
b.  Acquire an maintain third-party items
¢. Resolve internally identified defects for items regardless of their origin

d. Resolve externally identified and reported defects (i.2., by customers and
ITAs).

8.7 Release Process

The release process is the means by which the vendor installs, transfers or migrates
the system to external parties (i.e., ITAs and customers). Vendors shall establish such

procedures and related conventions, providing a complete description of those used
1o

&, Perform a first release of the system to an ITA

b. Perform a subsequent maintenance or upgrade release of a system, or
particular components, to an ITA

¢. Perform the initial delivery and installation of the system to a customer

d. Performa subsequent, or maintenance or upgrade release of a system, or
particular components, to a customer

8.8 Configuration Status Accounting

¥

Configuration status accounting is the process of tracking the progress of and changes
to configuration items through initia] development end subsequent maintenance and
upgrade, Vendors shall establish and provide a complete description of the
procedures and related conventions used to track the following types of changes:

a. Functional system specifications
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8.9

Current configuration baselines
System development archives
Systemn installation archives
Systemn change proposals

System trouble reports, error notifications, and comparable reports of
potential system errors

Notification of ITAs of confirmed system errors

Notification of customners of confirmed system errors

Configuration Audits

These standards provide for two types of configuration audits: Physical configuration
audits and functional configuration audits,

8.9.1

Physical Configuration Audit

The Physical Configuration Audit (PCA) compares the voting system components
subrritted for qualification to the vendor’s technical documentation. Vendors shall
describe and provide a complete description of the procedures and related
conventions used to conduct this audit in terms of

a.

d.

Establishing a configuration baseline of the software and hardware to be
tested

Confirming whether the system documentation matches the corresponding
systemn components

Confirming whether the documentation is suffirient for the user to instal],
validate, operate, and maintain the sysiem

Confirming whether the vendor’s documentation is sufficient for testing by -
* the ITA or cther tast authorities (i.e., state certification authorities).

BT



8.9.2 Functional Configuration Audit

The Functional Configuration Audit (FCA}) encompasses an examination to verify
that the system performs all the functions described in the system documentation.
Vendors shall describe and provide a complete description of the procedures and
related conventions used ta conduct this audit for all system compeonents.

In addition to such audits performed by the vendor, elements of this audit may also be
performed by ITAs during the system qualification precess, state alection
organizations during the system certification process, and individual jurisdictions
during system acceptance testing.

8.10 Interface Control

Interface control refers to the process of managing voting system interdependencies
with regard to the following types of interfaces:

4. Organizational—Relationship and responsibilities between organizaticnal
entities (2.g., system vendors, third party service providers, jurisdictions,
[T As}—in terms of specific responsibilities during software development,
qualification testing, certification testing, installation and maintsnance,

b. Tachnical-—Relationship between the voting system and other systems with
which it interfaces, such as voter registration, addressing how a change in
system hardware or software can affect the surrounding technical
components; connectivity and compatibility et a local jurisdiction..

Vendors shall describe and provide a complete deseription of the procedures and
related conventions usad to control the:

a. Organizational mterfaoes
b. Technicel interfaces

8.11 Configuration Management Resources

i)

Cenfiguration management activities often are performed with the aid of automated
tools. Assuring that such tools are available throughout the system life eycle,
including situations where the vendor is acquired by another arganization, is critical
to effective configuration management. Vendors may choose the specific tools they
use to perform the record keeping, audit, and reporting activities of the configuration
management standards. The resources docurnentation standard provided below focus
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on assuring that procedures are in place to record information about the tools to help
assure that they, and the data they contain, can be transferred effectively and
promptly 1o a third party should the need arise. Within this contéxt, vendors are
required to develop and provide a complete description of the procedures and related
practices for maintaining information about:

a. Spectfic tools used, current version, and Operating environment

b, Physicai location of the tools, including designation of computer directories
and files

¢. Procedures and training materials for using the tools
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9 Overview of Qualification Tests

9.1 Introduction

This section provides an overview of the testing process for qualification testing of
voting systems. Qualification testing is the process by which a voting system is shown
ta comply with the requirements of the Standards and the requirements of its own
design and performance specifications, The testing also evaluates the completeness of
the vendor's developmental test program, including the sufficiency of vendor tests
conducted to demonstrate compliance with stated system design and performance
specifications, and the vendor's documented quality assurance and configuration
management practices.

Testing is performed by an Independent Test Authority (ITA) that is certified by
NASED. The test process described in this section may be conducted by one or maore
ITAs for a given system, depending on the nature of tests to be conducted and the
expertise of the certified ITAs at any point in time,

Qualification testing is distinct from all other forms of testing, including the vendor's
developmental testing, certification testing by a state election organization, and
systemn acceptance testing by a purchasing jurisdiction.

2. Qualification testing foilows the vendor’s developmental testing.

b. Qualification testing provides an assurznce to state slection officiais and Iocal
junisdictions of the conformance of a voting systern to these Standards as
Input to state certification of a voting syst:m and acceptance testing by a
purchasing jurisdiction.

. Qualification testing may precede state certification testing, or may be
sconducted in parallel as established by the certification program of individual
states.

The remainder of this section describes the scope of qualification testing,
applicability to voting system components, documentation submitted by the vendor,
and the flow of the test process.
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9.2 Testing Scope

The qualification test process is intended to discover errors which, should they oceur
in actual election use, could result in failure to complete election operations in a
satisfactory manner.

Five types of focuses guide the overall qualification testing process:

+  Absolute logical correctness of all ballot processing software, for which no
margin for etror exists.

+ Operational accuracy in the recording and processing of voting data, as
measured by character error rate, for which the maximum acceptable error
raie 18 one in one million character; (while it would be desirable that there be
an error rate of zere; If this had 1o be proven by a test, the test itself would
take an infinity of time);

+ Operational failure{s) or the number of unrecoverable failures under
conditions simulating the intended storage, operation, transportation, and
maintenance environments for voting systems, using an actual time-based
period of processing test ballats. -

¢ System performance and funetion under normal and abnormal conditions

¢ Completeness and aceuracy of the system documentation and configuration
management records to enable purchasing jurisdictions to effectively install,
test, and operate the system.

The ITA undertakes sample testing of the vendor's test modules and &lso desipns
independent system-level tests to supplement and check those designed by the vendor.
The ITA may utilize automated software testing tools to assist in this process if they
are available for the software under examination, and if they do not duplicate vendor
testing.

The pracedure for disposition of system failures or deficiencies discovared during
qualification testing is described in Volume II of the VS8, This procedure Tecognizes
that some but not necessarily all operational malfunctions (apart from software logic
defects) may result in rejection. Basically, any defect that results in or may result in
the loss or cortuption of voting data, whether through failure of system hardware,
software or communication, through procedural deficisncy, or through deficiencies in
security and audit provisions, shall be cause for rejection. Otherwise, malfimctions
that result from failure to fully comply with other requirements of this standard will
not in every case warrant rejection. Specific failure definition and scoting criteria are
also contzined in Volumes II.
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8.2.1 Test Categories

The qualification test procedurs is presented itt several parts:

+ hardware qualification tests,

+ software qualification tests,

¢ comgnunication qualification tests,

¢ secunty tests,

+ documentation tests,

+ system-level tests, including audits,

+ reviews of decumented vendor practices for quality assurance, and

¢ reviews of documented vendor practices for configuration management

This division is somewhat artificial, In reality, there may be concurrent indications of
hardware and software function, or faiture to function, during certain examinations
and tests, Operating tests of hardware partially exercise the software ag well, and
therefore, supplement software qualification, Security tests exercise hardware,
software and communications cepabilities, Documentation review conducted during
software qualification supplements the review undertaken for system-level testing.

The qualification test procedures are presenied in these categories because test
autharities frequently focus separately on each. The following subsections provide
information that test authorities need to conduct testing.

Not all systemns being tested are required to complete all categories of testing. For
example, if 2 previously-qualified systemn has had herdware modifications, the system
may be subject only to non-operating environmental stress testing of the modified
companent, and a partial systermn-level test. If a system consisting of general purpose
commercial hardware or one that was previously qualified has had modifications to
its software, the system is subject only to software qualification and system-level
tests, not hardware testing. However, in all cases the system documentation and
configuration management records will be examined to confirm that they completely
and accurately reflect the components and component versions that comprise the
voting system.

I

9.2.1.1 Focus of Hardware Tests

Hardware testing begins with non-operating tests that require the use of an
environmental test facility. These are followed by operating tests that are performed
partly in an environmental facility and partly in a standard test laboratory or shop
environment

53
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The non-operating tests are intended to evaluate the ability of the systern hardware to
withstand exposure to the variqus environmental conditions incidental to voting
system storage, maintenance, and transportation. The procedures are based on test
methods contained in Military Standards (MIL-STD) 810D, modified where
appropriate, and include such tests as: transit drop, bench handling, vibration, fow
and high temperature, tumidity, rain exposure, and sand and dust exposure. The first
five tests are required, The rain, sand, and dust exposure tests are discretionary.

The operating tests invalve running the system for an extended period of time under
varying temperatures and voltages. This period of operation assures with confidence
that the hardware meets or exceeds the minimum requirements for reliability, data
reading, and processing accuracy contained in Section 3. The procedure emphasizes
equipment operability and data aceuracy; it is not an exhaustive avaluation of all
systemn fimetions. Moreover, the severity of the test conditions has, in most cases,
been reduced from that specified in the Military Standards to reflect commercial and
industrial, rather than military and aerospace, practice

82.1.2 Focus of Software Evaluation

The software qualification tests encompass a number of interrelated examinations.
The primary cbjective is to examine selectively in-depth all ballot procassing source
code for abselute logical correctness, for its moedularity and overall construction, and
for conformance with the documentation provided by the vendor, Part of this code
examination will be focused on the 2ssezssment of potential (or agtual) hidden code.
The code inspection will be followed by a series of functional tests to verify the
proper performance of all system functions controlled by the software.

8213 Focus of Telecommunicstions Tests

Some, but not all, systems utilize telecommunications capabilities as defined in
Section 5. For those systems that do utilize such capabilities, the telecommunications
tests embody elements of both hardware and software testing, as well as additional
tests. The physical hardware components of the telecommunications capability that
arc located at either the poil site or vote counting site are subject to the same fests as
other components. Software compaonents, along with hardware components, are tested
for effective interface, accurate vots transmission, failure detection, and failure

TECOVEDY.

For voting systems that use telecommunications lines or networks that are not under
the control of the vendor (e.g., public telephione networks), the ITA will test the
interface of vendor supplied components with these external components for effective
interface, vote transmission, failure detection, and failure recovery.
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8.21.4 Focus of Security Tests

The security qualification tests focus on the ability of the system 10 detect, prevent,
log and recover from a broad range of security risks as identified in Section &. The
range of risks tested is determined by the design of the system and potential exposure
to risk. Regardless of system design and risk profile, all systems are tested for
effective access control and physical data security,

For systems that use public telecommunications networks, including the Internet, to
transmit election management data {including blank ballot images) or official eiection
results (i.e., individual ballots or tabulated results), tests are conducted to assure that
the system is capable of detecting, logging, preventing and recovering from the broad
range of viruses, variants, and other forms of attack known at the time the system is
subritted for qualification. The ITA will confirm the deployment of proven
commercial security software and, at its discretion, conduct or simulate attacks on the
system to confirm the effectivensss of the system's security capabilities.

8.21.5 Focus of Integration Tests

The hardware, software, communications and security qualification tests supplemant
a fuller evaluation of these components performed by the systern-leve! tests. System-
level tests focus on these aspects jointly, throughout the full range of system
operations. They include tests of ballot definition, election management and ballot-
counting logic, and include the Physical Cenfiguration Audit (PCA) and the
Functional Configuration Audit (FCA).

The PCA compares the voting system components submitted for qualification to the
vendot’s technical documentation, and confirms that the documentation submitted
meets the requirements of the Standards. As part of the PCA, the ITA also witnesses
the build of the executable system to ensure that the qualified executable release is
buiit fram the tested components,

The FCA is an exhaustive verification of every system function and combination of
functions cited in the vendors' documentation, Through use, the FCA verifies the
accuracy and completeness of the system's Vater Manual, Operations Manual,
Maintenance Manual, and Diagnostic Testing Manual,

9.21.6 Focus of Useability/Accessibility Tests

The interface between the voting system and its users, both voters and election
officials, iz a key element of effective system operation and confidence in the system,
At this time, general standards for the useability of voting systems by the average
voter and election officials have not been defined, but are planned to be addressed in
the next update of the VSS. However, standards for usesbility by individual voters

5



with disabilities have been defined in Section 2 based on Section 508 of the
Rehabilitation Act Amendments of 1998, Voting systems are tested to assure that a
voting device is included in the system and its design and operation conforms with
these stendards.

8.21.7  Tests of Ballot Counting Accuracy

The various options of software counting logic shall be tested during the system-leval
Functional Configuration Audit, Generic test ballots or test entry data for electronic
systems, representing particular sequences of ballot-counting events, will test the
counting logic during this audit. For example, muitiple test decks for variations in
straight party and cross party endorsement will be created and processed by the [TA

8.2.1.8 Sequence of Tests and Audits

There is no required sequence for performing the system qualification tests and
audits. For a new system, not previously qualified, a test using the generic test ballot
decks might be performed before undertaking any of the more lengthy and expensive
tests or documentation review, The test agency or vendor mzay, however, schedule the
PCA, FCA, or other tests in any convenient order, provided that the prerequisite
conditions for each test have been met before it is initiated.

9.2.2 Test System

Vendors shall submit for testing the specific system which is to be offered to
jurisdictians. Specifically,

8. The hardware subrnitted for qualification testing shall be equivalent, in form
and function, to the actual production versions of the hardware umits,

b. Engineering or developmental prototypes arc not acceptable, unless the
vendor can show that the equipment to be tested is equivalent to standard
preduction units in bath performance and construction.

c. "The software submitted for qualification shall be identical to the sserowed
VETSIOn.

d. Benchmark directory listings shall be submitted for all software/firmware
elements (and associated documentation) included in the vendor’s release as
they would normally br installed upon setup and instaliation.
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9.3  Applicability

9.3.1 General Applicability

Voting system hardware, software, communications and documentation are sxamined
and tested to determine suitability for elections use. Examination and testing
addresses the broad range of system functionality and compenents, including system
functionality for pre-voting, voting and post-voting functions described in Section 2.
All products custom designed for election use shall be tested in accordance with the
applicable procedures contained in this section. Hardware, system software and
communications components with proven performance in commercial applications
other than elections, however, need not be subject to all of the tests. Compatibility of
these items with the voting environment shall be determined through functional tests
integrating the standard product with the remainder of the system.

9.3.1.1 Exclusions

Specifically, the hardware test requirements shatl apply in full to alt equipment used
in a voting system with the exception of the following:

a. Commercially available models of general purpose information technology
equipment that have been designed to an ANSI or [FEE standard, have a
documented history of successful performance for relevant requirements of
the standards, and have demonstrated compatibility with the voting system
components with which they interface;

b Production models of special purpose information technology equipment that
have a documented history of successful performance under conditions
equivalent to election use for relevant requirements of the standards, and that
have demonstrated compatibility with the voting system componests with
which they interface; and

¢. Any ancillary devices that do not perform ballot definition, election database
" maintenance, ballot reading, ballot data processing, or the production of an
official output report; and that do not interact with these system fimctions
(e.g.; modems used to broadeast results to the press, printers used to generate
unofficial reparts, or CRTs used to monitor the vote counting process),

This equipment shall be subject to functional and operating tests performed during
software evaluation and system-level testing. However, it need not undergo hardware
non-operating tests. If the system is composed entirely of off the shelf hardware, then
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the system also shall not be subject to the 48-hour environmental chamber segment of
the hardware operating tests.

9.3.1.2 Sofftware

Software qualification is applicable to the following:

a. Application programs that control and carry out ballot processing, com-
mencing with the definition of a ballot and voting image, and including
processing of the image (gither from physical ballots or electronically
activated images) and ending with the system's access to memory for the
generation of output reports.

b. Specialized compilers and specialized operating systemns associated with
hallot processing.

c. Standard compilers and operating systems that have been modified for use in
the vote counting process.

Ballot layout, vote recording, vote tabulation and audit trail shall be subjected to
selectively in-depth code inspection, If an electronic voting system incorporates
independent processing paths, each path or module shall be examined, Functional
testing of all these programs during software evaluation and system-level testing shall
exercise any specially tailored software off-line from the ballot counting process
(e.g.; software for preparing ballots and broadcasting results).

9.32 Modifications to Qualified Systems

9.3.2.1 General Requirements for Madifications

Changes introduced after the system has completad qualification will necessitate
further review. The ITA will determine tests necessary for re-qualification based ena
review of the nature and scope of changes, and other submitted information including
the system documentation, vendor test documentation, configuration management
records, and quality assurance information. Based on this review, the ITA may:

a. determine that a review of all change documentation sgainst the baseline
materials is sufficient for recommendation for qualification, or
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b, determine that 21l changes must be retested against the previousiy qualified
version (this will include review of changes to source code, review of all
updates to the TDP, and a performance of functional tests), or

¢. determine that the scope of the changes is substential and will require a
complete retest of the hardware, software, and/or telecommunications.

9.3.22 Potential for Limited Testing of Modifications

A modified system will be subject only to a limited qualification testing if it can be
shown that;

2. The change does not affect demonstrated compliance with these Standards
for:

1) Performance of voting system functions.
2}  Gverall flow of system controi.

3) Manner in which ballots are defined and interpreted, or voting data are
processed,

b. The change also falls into one or more of the following classifications:

1) It is made for the purpose of correcting a defect, and test documentation
and configuration management records are provided which verify that the
installation of the altered hardware or corrected code results solely in the
climination of the defect.

2) Itis made solely for the purpose of providing additional audit or report
generating capability, using existing audit and reporting subroutines.

3) It is made for the purpose of enabiing interaction with other equipment
{general purpose or approved), or with other computer programs and
databases. Procedural and test documentation, and configuration
manzgement recards, must be provided to verify that such interaction
does not involve or adversely affect vote counting and data storage.

4) It is made for the purpose of permitting operation on 2 different Processor
or of using additional or different peripheral devices, and does not alter
the software's structure and function in any manner.

These gxceptions are intended to facilitate the correction of defects, the incorparation
of improvements, the enhancement of portability and flexibility, and the integration
of vote-counting software with other systems and elections software.
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9.3.2.3  Utility Software and/Device Handlers

No retesting 15 required by the addition or alteration of utility software and device
handlers that only interact with vote counting software through the Input/Ourput
channels, as originally approved.

9.4 Documentation Submitted by Vendor

The vendor shall submit to the ITA docwnentation necessary for the identification of
the full system configuration submitted for evaluation and for the development of an
appropriate test plan by the ITA for system qualification testing.

One element of the documentation is the Technical Data Package (TDF). The TDP
contains information that that defines the voting system design, method of operation,
and related resources. It contains:

2. System functionality specifications
b. System configuration overview
¢. System hardware specifications
d. System software specifications
¢. System communications specifications
f. System sccurity specifications
g. Systern test and verification specifications
System parts, materials and supplies specifications
i. Facilities specifications
j. Systemn installation and test specifications
- k. Persorme] deployment and training requirements
1. Voter Manual
m. »System Operations Mznual
n. Systern Maintenance Manual
o. Diagnostic Testing Manual

The TDP 15 used by the ITA to assist in the construction and execution of the
qualification testing plan. Volume I provides a detailed description of the TDP.
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A second category of docurnentation is the vendor's documented practices for quality
agsurance and configuration management, This documentation s used by the ITA in
constructing the qualification testing plan, and is particularly important in
constructing plans for the re-testing of system that have been qualified previously.
Re-testing of systems submitted by vendors that consistently adhere to particutarly
strong and well documented quality assurance and configuration management
practices will generally be more efficient than for systems developed and maintained
using less rigorous or less well documented practices, Volume II provides a detajled
description of the documentation required for the vendor's quality assurance and
configuration manzgement practices utilized for the system submitted for
qualification testing.

9.5 Qualification Test Process

The qualification test process may be performed by one or more ITAs which together
perform the full scope of tests required by the VSS. Where multiple ITAs are
involved, testing shall be conducted first for the voting systern hardware, firmware
and related documentation; then for the system software and communications; and
finally for the integrated system as a whole. Voting system hardware and firmware
testing may be patrformed by one [TA independently of the other testng performed by
other ITAs. Testing may be coordinated across ITAs so that hardware/firmware tested
by one TTA can be used in the overzall system tests performed by another ITA.

Whether one or more ITAs are utilized, the testing generally consists of three phases:
Pretest Activities, Qualification Testing, and Qualification Report Issuance and Fost
Test Activities.

9.5.1 Pretest Activities

9.5.1.1 Initiation of Tasting

CQualification testing shall be conducted at the request of the vendor, consistent with
the provision of these Standards. The vendor shall:

a. Request the performance of qualification testing from among the certified
ITAs,

b. Enter into formal agreement with the ITA(s) for the performance of testing,
and



¢. Prepare and subrrit materials required for testing consistent with the
requircments of these Standardgs.

Qualification testing shall be conducted for the initial version of a voting system as
well as for all subsequent changes to the system prior to release for sale or for
instailation. As described in Section 9.3.2 the nature and scope of testing for system
changes or new versions shall be determined by the ITA based on the nature and
scope of the modifications to the system and on the quality of system docummentation
and configuration management records submitted by the vendor.

9.5.1.2 Pretest Preparation

Pretest preparation encompasses the foliowing activities:

a8, The vendor shall prepare and submit a complete technical data package
(TDP) to the ITA, The TDP should consist of the items listed in Section 9.4
and specified in greater detail in V8S Volume II.

b. The ITA shall perform an initial review of the TDP for compietenass and
clarity and requests additional information as required.

¢. The vendor shall provide additional information, if requested by the ITA.

d. The vendor and ITA shall enter into an agreement for the testing to be
performed by the ITAs in exchange for payment by the vendor.

€. The vendor shall deliver to the ITA all hardware and software needed to
perform testing.

9.5.2 Qualification Testing

Qualification testing encompasses the activities described below:

9.5.2.9 Qualification Test Plan

The ITA shall prepare a Qualification Test Plan to define all tests and procedures
required to demonstrate compliance with Standards, including.

4. Venfy or check equipment operational status by means of manufacturer
operating procedurss.

b. Establish the test environment or the specia] environment required to perform
the test.
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¢. Initiate and compiere operating modes or conditions necessary to evaluate the
specific performance characteristic under test.

d. Measure and recard the value or range of values for the characteristic to be
tested, demonstrating expected performance levels.

e. Vertfy, as above, that the equipment is still in normai condition and statys
after all required measurements have been obtained.

f. Confirm that documentation submitted by the vendor corresponds to the
actual configuration and operation of the systern.

g Confimm that documented vendor practices for quality assurance and
configuration management comply with the Standards.

A recommended outline for the test plan, and the details of required testing, are
contained in V8S Volume II.

8.5.2.2 Quaslification Test Practices

The ITA shall conduct the examinations and tests defined in the Test Plan such that
all applicable tests identified in V53 Volume I are executed to detenmine compliance
with the requirements in Sections 2-8 of these Standards. The TTA shall evaluate data
resulting from examinations and tests, employing the following practices;

a. If any malfunction or data error is detected which would be classified as a
relevant failure using the ¢riteria in Volume TI, its occurrence, and the
duration af operating time preceding it, shall be recorded for inclusion in the
analysis of datz obtained from the test, and the test shall be interrupted

b. If a malfunction is due to a defect in software, then the test shall be
terminated and system returned to the vendor for correction.

¢. Ifthe malfunction is other than a software defact, and if corrective action is
taken o restore the equipment to a fully operational condition within & hours,
then the test may be resurmed at the point of suspension.

d. If the test is suspended for an extended period of time, the ITA shall maintain
a record of the procedures which have been satisfactorily cempleted. When
testing is resumed at a later date, repetition of the successfully completed
procedures may be waived, provided that no design or manufacturing change

» has been made which would invalidate the earlier test results.

e. Any and all failures which occurred as a result of a deficiency shall be
classified as purged, and test results shall be evaiuated as though the failure
or fzilures had not occurred, if:

1) the vendor submits a design, manufacturing, or packaging change notice
to correst a deficiency, together with test data to verify the adequacy of
the change,
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2) the examiner of the equipment agrees that the proposed change will
corrgct the deficiency, and

3) the vendor certifies that the change will be incorporated in all existing
and future production units.

f.  If corrective action cannot be successfully taken as defined gbove, then the
test shall be terminated, and the equipment shall be rejected.

6.5.2.3 Qualification Test Conditions

The ITA may perform Qualification tests in any facility capable of supporting the test
enviromment. The following practices shall be employed:

2, Preparations for testing, arrangement of equipment, verification of equipment
status, end the execution of procedures shall be witnessed by at least one
independent, qualified observer, who shall certify that all test and data
acquisition requirements have been satisfied

b. When a test is to be perforned at "stendard” or "ambient™ condidons, this
requirement shail refer to a nominal laboratory or office environment, with a
temperature in the range of 68 to 75 degrees Fahrenheit, and prevailing
atmospheric pressure and relative humidity,

c. Otherwise, all tests shall be performed at the required temperature and
electrical supply voltage, regulated within the following tolerances:

1} Temperature +/- 4 degrees F
2} Electrical supply voltage  +/- 2 vac

9.5.24 Qualffication Test Data Requirernents

The following qualification test data practices shail be employed;

4. A testlog of the procedure shall be maintained. This log shall identify the
system and cquipment by mode} and serial number.

b, Test envirenment conditions shall be noted,

¢. «All operating steps, the identity and quantity of simulated ballots, annotations
of output reports, the ¢lapsed time for each procedure step, and observations
of cquipment performance and, in the case of non-operating hardware tests,
the condition of the equipment shall be recorded
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9.5.2.5 Qualification Test Fixtures

ITAs may utilize test fixtures or ancillary devices to facilitate qualification testing,
These fixtures and devices may include arrangements for automating the operation of
voting devices and the acquisition of 125t data.

a. For systems which utilize a light source as a means of detecting voter
selections, the generation of & suitable optical signal by an external device is
accepteble. For systems which rely on the physical activation of a switch, a
mechanical fixture with suitable motien generators is acceptable.

b. ITAsmay utilize 2 simulation device, and appropriate software, to speed up
the process of testing and eliminate human error in casting test ballots,
provided that the simulation covers all veting data detection and control paths
which are used in casting an actual ballot, In the event that only partial
simulation is achieved, then an independent method and test procedure shall
be used to validate the proper operation of those portions of the system not
tested by the simulator,

¢. Ifithe vendor provides a means of simulating the casting of baliots, the
simulation device is subject to the same performance, reliability, and quality
requirements that apply to the voting device itself.

9.5.2.6 Witness of System Buiid and Installation

Although most testing is conducted at facilities operated by the ITA, a key element of
voting system testing shall be conducted at the vendor site. The ITA responsibie for
testing voting system software, telecommunications, and integrated system operaticn
(i.e., system wide testing) shall wimess the final system build, encompassing
hardware, software and communications, and the version of associated records and
documentation. The system elements witnessed, including their specific versions,
shall become the specific system version that is recommended for qualification.

9.5.3 Qualification Report Issuance and Post Test
Activities

"

Qualification report issuance and post test activities encompass the activities
described below:

2. The ITA may issue interim reports to the vendor, informing the vendar of the

testing status, findings to date, and other information. Such reports do not
constitute official test reparts for voting system qualification,
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b.  The ITA shall prepare a Quatification Test Report that confirms the voting
has passed the testing conducted by the ITA, The ITA shall include in the
Qualification Test Report the date testing was completed, the specific systemn
version addressed by the report, the version numbers of ail system elements
separately identified with a version number by the vendor, and the scope of
tests conducted. A recommended outline for the test report is contained in
Volume II.

c. Where a system is tested by multiple TTAs, each ITA shail frepare a
Qualification Test Report.

d. The ITA shall deliver the Qualification Test Report to the vendor and to
MNASED.

e. NASED shall issue a single Qualification Number for the system to the
vendor and to the ITA(s). The issuance of a Qualification Number indicates
that the system has been tested by certified ITAs for compliance with the
national test standards and qualifies for the certification process of states that
have adopted the nationz] standards.

f. This number applies to the system as a whole, for anly the versions of the
system elements tested by the ITA(s) and identified in the Qualification Test
Repori(s).

8. The Qualification Number is intended for use by the states and their
Jurisdictions to support state and jurisdiction processes conceming voting
systems. States and their jurisdictions shall request ITA Qualification Test
Reports based on the Qualification Number as part of their voting system
certification and procurement processes systems that rely on the Standards.

9.54 Time Limited Qualification for Data Transmission
Using Public Networks

Gengerally a voting system remains qualified as long as no modifications are made to
the system that have not been submitted to, and tested by, & certified ITA. The
qualification test report remains valid for as long as the voting system remains
unchanged.

However, voting systems that transmit live system data using public networks, are
subject40 an additional requirement that recognizes that the risks and threats to
system availability and integrity increase over time, and system capabilitics that may
have been adequate at one point in time may longer be sufficient. Internet voting
systems, and systems that ransmit data between poll sites and central offices using
public networks are particularly vulnerable.

Faor systems that transmit live data using public networks {(as defined in Section 5) the
following standards for system qualification apply:
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a. The system shall therefore be given a V35 Qualification Number that is valid
for only 2 single vear, beginning with the date of issuance.

b. The one year qualification epplies to the initial system qualification,
gualification of system modifications, and periodic annual re-qualification.

¢.  Vendors shall submit their system for testing at least suxty calendar days in
advance of the expiration of the current VS8 Qualification Number.

d. ITAs shall conduct re-qualification tests that confirm whether the system
provides sufficient capabilities to fully meet the requirements of Section 5 of
these Standards with respect to risks and threats that have been identified
since the previous qualification testing for the system.

The above standards do not apply 1o systems that transmit data using public networks
where the data transrnitted is parzallel to the transmission of official data or records
and is not used to operate the system or report official election results.
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Glossary

Ballots cast by voters unable to vote in person at their polling place on alsction
day.

The examination of voting systems and their componsnts by the purchasing
glection authority {usually in a simulated use environment) to velidate
performance of delivered units in accordance with procurement reguiremsants,
and validate that the delivered systam is, in fact, s cartified or qualified systemn.
Tesling to validate performance may be less broad than that involved with
qualification testing end successful performance for multiple units {pracinct
count systems) may be inferred fram a sample test.

The date upon which the state adopts the standards.

A prescribed set of rules, processes, or sequence of steps (often iterative) to be
followed to arrive at the solution to a problem.

Represents the American Standard Code far information inter-change—A.
standard 7 or 8 bit code used to exchange information among aqufpment units.
It is also the standard for digital communications over telaphone linas.

Softwara designed to fulfil specific needs of a user, for example election
managemeant, vote recording. [pattemed after IEEE Std. §10.12-1890)

A program that transiates assembly language source code into machine-
language object code. Each assembly language instruction is transiated into one
corresponding machine-language instruction, After all transiation has taken
Place, the program is ready for execution by the computer,

A lower level computer language which uses mnemonic instructions, |t glvas the
prograrmmer control over machine operations, and can manlpulate data at the
byte level, and, on some systems, at the bit lavet,

An automated means to trace back to the original source of data any input
record or process parfermed on a voting system.

The process whereby a user or information source proves they are whao they
claim to be. in other words, the process of determinitng the identify of a usar
ditampting to access a system

One of any number of specific ballot configurations issued to the appropriate
precinct. (Sometimes also referred 1o as "baliot style’).

An slectronically produged record of all votes cast by a single vater. (Also
referred ko as *ballot set”)
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The process of using election databases to select the specific cantests and
questions to ba contalned in & ballot format and related Instructions; preparing
election specific software and firmware containing these selsctions; producing
all possible ballot forrnats (or styles): and valldating the comrsctness of ballot
materials and softwara containing these seleclions for an upcoming election,

The process of converting tha ballot formats to 2 madia ready for use in the
physical baliot production or electronic presentation,

Tha procass of varying the location of candidate names on baliots to reducs the
likelihood of positicnal voting blas. Candidate names may ba rearranged
gccording to a number of different formulas by voter, by precinct, or by political
subdivision,

See “Ballot Image®

A product configuration that has been formally submitted for review against the
Voting System Standards, and thereafter serves as the basis for further
deveiopment; and that can be changed and offered to jurisdictions only through
formal change contral and requalification procedures {andfor recertification
procedures where applicable). (Patterned after IEEE Std. 610.12-1990}

A device used to read the data from a marksense ballot

The number of errors divided by the total bits that are processed; the gauge of
system acouracy.

An element of structura far program coding which conslsts of declarations of
data objects and their types, a BEGIN statement, descriptive cornments, a
sequence of statements that describe operations to be performed on tha data
objects listed in the declarations, and an END statemant.

To depart from tha sequential execution of the statements in a program by
command. A branch may be conditional or unconditional. A conditional branch is
one In which the flow of the program [s altered from axecuting the next
seglential instruction if certain conditions are met. An unconditional branch is
one in which tha flow of the pragram is always directed to scme statement other
than the next statement in the sequence of the program regardless of the
condition.

A compilation of election returns and validation of the cutcome that forms the
basis of the official results.

A device for computers, used to read the date from punch card ballots.

A total iess of function or functions as opposed to a partiai loss or degradationh of
function, such as, the loss or unracoverable carruption of woting data, or the
failure of an gn-board battery for volatiie memary.

'Fhe CPU performs all the arithmetic and logic operations, and cantrols the flow
of information throughout the antire computer gystem.

The state examination, and possibly testing, of a votlng system to determina its
compliance with state laws, regulations end rules and any other state
requlremants for voting systems.

A recovery method by which tha systam is designed to save all information
necessary {0 define the state of the system at some point In time.
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A system of conducting paths and the etectronic elements they connect that is
constructed to perform a specific function.

On a local area network or the Intemet, a8 computer that accesses shared
netwark resources provided by anather computer callad a server,

A% a noun, coda means the system of characters, symbols, logic retationships,
arnd rules for representing Informatlon. As & verb, to code means the same as to
write, as in to code a program.

A program that translates a sourca program wrltten in a higher lavel language
such as COBOL, FORTRANM, C++, Visual BASIC into a machine language
program, written in object code that a computer can execute. A compilar may
generate more than one machine language instruction for each source cods
instruction, whereas an assembler generates only one machine languaga
instruction for each scurce code instruction. A compiler generates the complete
obiett code program before it is executad by the computer.

Individua! elements or items that collactively comprise a device. Examples
include circuit boards, intemal modems, processors, disk drives, computer
memory.

A coliection of instructions coded according to specific rules, and in a specific
sequence, that 2 compuier can execute diractly, or that can be translated inio
objsct code which the computer can execute. The program tells the computer
what to do.

An slament of configuration a managament, consisting of selecting the
configuration items for a system and recording their functicnat and physical
characteristics in tachnical dogurnentation, {from |EEE Std. 610.12-1990)

A document used in configuration management, providing an accounting of the
configuration items that make up a praduct. {from [EEE Std. 610.12-1890)

An aggregation of hardware, software ar both that is designated for
configuration management and treatad as a single entity in the configuration
menagement procass. (from IEEE Std. 810.12-1990)

A disciplina applying tachnical and administrativa diraction and surveillanca to:
identify and document functierial and physical characteristics of a configuration
item, control changes to thess characteristics, record and report change
processing and implementation status, and verlfy compliance with specified
requiremants. {from IEEE Std, §10.12-1990)

An element of configuration management, consisting of the recording and
reporting of information needed o manage a configuration effectively. This
information includes a listing of the approved conflguration (dentification, the
stalus of proposed changes to the configuration, and the implemantation status
df approved chenges. {from IEEE Std. §10.12-1930)

The process of totaling votes.

A candidate who has been nominated by mare than one politicai party to run for
a singis elacted office.

A term that refers to the system’s ability to process voting data absant emrors
generated by the system [nternally. It is distinguishad from data intagrity which
encompasses arrors introduced by an outside source.
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The entire flle or coliection of data that is relevant to a partlcular application or
the entire computer system, that is processad by the systam over an extended
pariod of time.

A term that refars to the invulnarability of the system to accidental intervention or
deliberate, fraudulent manipulation that would resuit in arrcrs in tha processing
of data. It is distingutshed from data accuracy that encompasses intemal,
system generatad arrors.

The protection of data against unauthorized use, destruction, or disclosurs,
whether it is accidental or deliberate.

A functional unit that parforms Its assigned tasks as an integrated whole.

A tast program used to test the individua! units of a computer system, or the
antira system itself ic ensure that the software and hardware us functioning
praperly. Diagnostic programs can be used {o test memaory, the instruction set,
and the various peripheral davices in an attempt to pinpoint the cause of a
spacific problem.

Facts, notes, or instructions which arg used to sxplain system functionality,
software and hardware charactaristics, and developmeantal testing. Many
programming languages allow for documentation within the program itself.

& pragram or subprogram designed to control the oparation of a spacific place
of paripheral hardware, such as a card readar, printer o disk drive. The driver
takes Into account the specific characteristics unigue to the device.

The state datermined date after which systems presented for certification or
aoquigition should bea in adnarence with the standards.

Generally, read-only memaory 13 mamory that is nonvolatile and cannct be
eragad. An EEPROM is nonvolatile {will hold its data if power is shut off to i) but
can be erased through a techniqua of pulsed signals.

Saa Election Programming.

A data file or set of files that contains geographic information about political
subdivisions and boundaries; all contests and questions to be Inciuded in an
elaction; and the candidates for each contest.

A set of processing funclions and databases withln a Yoting Systern that define,
develop and maintain election detabases; perform election definition and setup
functlons; format ballots; count votes; consolidate and report resulis; and
maintaln audit trails.

The Process by which election officlals or their deslgnaas use voting system
saftwara to logically define the ballot for a specific election. {Somelimes called
Election Coding)

The deposit of source code, object or executable coda, documentation and
other materials, including updates, modifications and versian changes, with 2
nautral third party. {This third party is sometimas referred to as an Escrow
Agent)

An acronym for the Federal Elaction Commission.

Compuier programs {software} stored in raad-only memory (ROM)] devices
embedded in the system and not capable of being altered during system
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operation,

A test performed to verify or validate the accomplishment of a function or a
serigs of functions.

The mechanical, electrical and electronic assemblies. inctuding materials and
supplies, which are a part of the system, such as microprocessor, disk drives,
printer, circuit boards, integrated circults.

A language which allows the programmer to writa in & notation which Is familiar,
such as the use of English language words, as opposad to writing in mnemanics
or directly In object code. Examples of higher level languages are COBOL,
FORTRAN, Pascal, C++ and Visual BASIC. A higher level language is
transtated into abject code by a compiler or interpreter.

Ta return a computer to its original atate when a program was first run b
retumning all counters, i.e., memory, to zero or their starting values.

Those peripheral devices that aliow human interface, storage of data, hard
copy. or communication with another computer, such as keyboards, disk drives,
printars, and modems.

A microcircuit with alt necessary components fabricated on a single chip. The
chip is mounted Inside a package, with pins along the side, that allows it to be
Plugged into a socket, or soldered directly onto a circuit board. The entira
package is often referred to as the integratad circuit.

An acronym for Independent Test Authority.

A hand-held, pen-shaped, photosensitive device allowing 2 user to select, draw,
or modify information on a CRT. The CPU can determine the coordinates of the
light pen whan it 15 touched to the screen. Light pens are very valuable In CAl or
CAD applications, because the user does not have to be aware of the intemal
program that controls it in order tg vse it.

A condition signifying that, for a given input, a computer program will satisfy the
program specification {produce the required output).

Machine language is the lowest level of programiming, in which all instructions
and data are represented in binary form. Programming directly in machine
language consists of supplying the microprocessor in binary form with machine
inatrugtions, memary locatiens, and data in certain sequences. The program
helps the microprogessor distinguish between instructions and data,

A high-lavel computer designed for the most intenslve computational tasks. In
early voting systems that used computer technology, this tarm referred to than
large computers that relied primarily on punched cards for their tnpt.

A system by which votes are recorded by means of marks made In vating
rbsponss fislds designated on one or both faces of a ballot card or series of
cards. Marksense aystens use a ballot scanner to read the ballots.

Any device n @ computer system where information can be stored for future
use. The Intermal memory of a computer conslsts of ROM and RAM. ROM s
Read-Only Memory. It is nonvolatile in that its contents ramain stored even if
power s removed, Information can be read from ROM, but cannot be placed
inta ROM. RAM Is volatile memory. The contents of RAM will be destroyed if
power is removed, and can be written over by the user, RAM is used o stors the
programs and information that the computer Is currently processing.
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A chip that is tha central prucessing unlt of a computer cantaining the arithmatic-
lagic unit, & control unit, and data ragisters. Each microprocessor nas its own
uhlque instruction set.

A mathod of software design in which an independent body of cade statements
performs a single logleal function, The module is self-contained, and its remaoval
from the program will disable only its unique function.

An interconnacted system of transmlssion lines or wireless connections that
allows computers, terminals, peripheral devices, and similar types of aguipment
to communicate with each other.

An slectad office for which candidates run independent of political party
affiliation.

Memary in which information can be stored indefinitely with no power applled.
ROMs and EPROMs are exampies of nonvolatile memory.

The binary code produced by a compller or assembler that can be executed
diractly by a computer without further simplificstion. A machine language
program is written in object coda.

A supervisory pragram or collection of programs, used to manage the hardwsre
and logic functions of a computer. An operating system may perform debugging,
contral the YO davices, run the compiler or interpreter, and perform a variety of
othar housekeaping chores,

The generally prohiblted practice of voting for mere thar the allotted number of
candidates for the office being contested.

A method of detarmining the validity of data in which the summation of the
binary digits for each wark, or other specified piece of data, is checked against a
previously cemputed parity digit.

An elected office for which candidates run as representatives of a political party.

A serles of characters that enabls a user to access a file, computer, or program
and help prevent unauthorized access.

Any unit of govenment (often excepting scheol districts} having authority to hold
slections for offices or on ballet issuas.,

The physical address of a polling place.,
The area within the poiling location where voters cast ballots.

An administrative division representing & contiguous geographic area in which
voters cast ballots at the same polling place. {4 spiit precinct is a precingt
containing morg than one ballot format, Voters casting absentes ballots may
aiso be combined into ona or more absentes precincts ).

An election hald to determine which candidate will represent a political party in
the general alection. In a Closed Primary System, voters receive a ballot listing
onty thoge candidates running for office in the parly with which thay are
registared. Unaffiliated voters may nat participate. A variation of the closed
primary allows unaffiliated voters to vote in ona or mare of the party primaries,
Open Primary Systams allow aii vaters to vote in a party primary election.
Depending on State law, voters may be required either to apenty declare their
choice of party ballot at tha polling place, or they receive ballots for each political
party and make their choice of which primary to participate in within the privacy
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of the voling booth, In a Blanket Primary System, vaoters receive a ballot listing
all candidates running for office regardless of party affiliation,

A primary slection In which votars choose the delegates ta the Presidentia
nominating conventions allotted to their State by the national party committees.

A gircuit in which conducting strips are printed or etched into an insuiating
board, and used in place of wires, to form the conductiva path betwesn the
variols circult components,

A systematic and structured means of communicating with a computer through
the use of a dafined set of charactars written In predatermined sequences.
There are thrae tevels of programming languages. Machine language, which
cansists of binary object cods, is the iowest lavel, Next come languages, such
as assembly language, which uses mnemonics as aids for the programmer..
FORTRAN, COBOL, Pascal, C++ and Visuai BASIC are examples of higher
lavel languages. They contaln familiar English werds, and are transiated into
object ¢ode through the use of a comipiler of interpreter. Thers are usuaily many
machine language instructions for sach source code instruction written in a
higher level language.

A nonvolatle, or permanent, memary which can be programmed by the device
manufacturer ar supplier,

The specific saquence of slgnals in the initial exchange betwean two
communications devices, 1o make sure that the two devices can recognize each
other's signals, and that the information being transmitted and received is
inteffigible. A protocol determinas what pattemn the flow of data bits will follow,
and how the devices will cooperats in their communication, Protocols can be
used betwesn a computer ang s peripherals, Protocols are common in
networks, to vartfy that the user has authority to use the network.

One where votes are recorded by means of punches made In voling response
fields designated on one or both faces of a ballot card or series of cards,

A number issued by NASED to a systerm that has been tested by certified
Indapendent Test Autharitles for compilance with the national test standards.
The issuance of a Qualification Number indicates that the system gualifies for
certification process of states that have adopled the national standards.

A report of results of Independant tasting of a voting system by an Independent
Test Autharity indicating the date tasting was compiated, the specific system
version tested, and the scope of tests conducted

The examination and testing of a computerized voting syster by an
trdependent Test Authority using national test standards to determine If the
Systam complies with the nafional performance and design standards and with
kEs own specifications. This process occurs prior to state certification.

Memory that provides Immediate sccess to any information in storage. RAM in
somputers is in the form of an integrated circuit, that provides the computer with
quick-access volatile memory. Information can be read from or written to RAM.
Hewever, when the power is turned off, all information in RAM is lost.

A number selectad from a group of numbers in such a way that each number in
the group is squally iikeiy to be chosen. Most programming languages for
computers have the ability to sefect random nurnbers.

7277

AT



ballots

Racall issues {wlth optians}

Recertlfication

Romote Device

RCM {Read Only Memary)

Sorver

Softwara

- Source Code

Spllt precinst
Straight party voting

Support Software

Systems Software

Tabulation

Telacommunications

Dvaft Redw—Jurm 13, 2001

The procass that allows volers to remove their elected representatives from
office prior to the expiration of their terms of office. Often, the racall invalves not
ohiy the question of whather a particular officar should be remaved from office,
but also the question of naming a successor in the gvent that there is an
affirmative vota for the recall. {There is ng provision for tha recall of fedaral
office holders).

Tha state axamination, and possibly the ratesting, of a voling system which was
modified subsequent o recaiving state certification. The ohiact of this pracess is
to detarmine if the modification sti! permits the systern to function propety in
accordance with state raquiremants.

A peripheral device that is not on-slte, and is connected to a computer by a
communications link, such as a telephone line, through the uss of a madem or
similar device.

A nonvolatiie form of memory that, once programmed, cannot be changed,
ROM can be read from, but cannot be written to. If power is lost, the Information
in ROM remains. Alsg, the information in ROM cannat be changed by a
computer aperation.

On a local area network, a computer running administrative software that
controls access to the network and its resources, such as printers and dlsk
drives, and provides resources to computers functioning as warkstations on the
network.

On the Intarnat or other netwerk, a computer that responds te commaends fram
a client.

The application and operating aystem programs associated with a computer, s
opposed to hardware that refers o the physical components of a computer
system,

A programmer codes a program in & specific languaga called source code. The
sourca cods of the computer language is then compiled, Interpreted, or
assembled into object code by the computer. The rasult is a machine language
prograrn in binary farm which can be run by the computer.

See FPrecinct

A mechanism by which voters are permitted to cast a vote indicating the
selaction of all candidates on the ballot for a singte palitical party.

Software that aids in the development or maintenance of other software, for
exemple compilers, loaders and gther utilities. (from IEEE 5td, G10.12-1650)

The software for a particular computer, supplied by the manufecturer, and
rlecessary for the basic opsration and maintenance of the sysiem. The software
may be resident in ROM, or provided on disk or tape. Systems software
genersily includes the operating system, the O routines, diagnostic and
debugging programs, and the programming language capabilities,

Same as Count
The transmission and reception of infermation of any type, including data,

television plctures, sound, and facsimiles using electrical or optical signals sent
over wires or fibers or through the air.



Undervotas

Utility

Validation

Varification

Vote for N of M

Voter Registration System

Writa-in-voting

Dt Rve—Junm 13, 2001

The practice of voling for less than the total number of election contests listed
on the ballot, or of voting for less than the number of positions to be filled for a
single office. {i.e. A person would undervots if a contest required the salection of
3 out of a given number of candidates, and the voter chose only two
candidates).

Computer software or firmware of 2 generlc nature that assists the computer
{and the programmer) in performing tasks as directed in specific applications
programs.

The process of evaluating a system or campanant during or at the end of the
davelopment process to detarmine whether it satisfles spaciflad raquirements.
{from IEEE Std. §10.12-1 850)

Tha process of evaluating a system or component to determing whether the
products of a given devalopment phase satisfy the conditions {(such as
specifications) impesed at the start of that phase. {from IEEE Std. 610.12-1880)

A ballot choice in which voters are raquired ta vote for a limited number of
candidates for a single office from a larger field of candidates. {For exampls, in
an election for city councli voters may ba tald that they can only vote for six -the
number of council seats up for election- out of twelve candidates aciually listed
on the ballot).

A set of processing functions and data storage that maintains records of ellgible
voters. This system generally is not considerad part of a Voting System
subject to these Standards.

A means to cast a vote for an individuzl not listed on the bailat. Voters may do
this by using a marking device to physically writa thalr choice on the ballot or
they may use a keypad, touchscresn or other alectronic means {o indicata theair
choica,
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Appendix B

B.1 Applicable Documents

The following publications have been used for puidance in the preparation of this
standard; they also contain infortnation, which is usefu] in interpreting and complying
with the requirements of this standard.

Code of Federal Regulations, Title 47, Parts 15 and 18, Rules and Regulations of the
Federal Communications Comimission

Code of Federal Regulations, Title 20, Part 19 10, Occupational Safety and Health Act

ANSIISOMEC TR
9294.1590

ANSLISOVIEC TR
16176,1998

ANSIISOVIEC
6592.2000

ANSI/ISO/ASQC
Q9000-3-1997

ANSI/ISOASQC
Q9000-1-1994

ANSI/IBOFARGC
Q10007-1995

IS0 20Q0-3:1957

ISO/IEC TR 13335-

4:2000

ISOfIEC TR 13335-

J:194G3

Information Technology Guidelines for the Managemsnt of
Software Documentation

Information Tectmology Guidelines for the Preparztion of
Programming Language Standards

Information Technology Guidelines for the Documentation of
Computer Based Application Systems '

Quality management and quality assurance standards Part
3: Guidelines for the application of ANSI/ LAD/ASQC QO001-
19584 1o the Development, supply, installation and
maintenance of computer soltware

Quality Management and Quality Assurance Standards—
Guidelines for Selection and Use

Quality Management Guidelines for Configuration
Management

Quality Management and Quality Assurance Standards -
Part 3: Guideslines for Applicaton of ISGS001; Development,
Supply, Installaton and Maintsnence of Computer Software

Information technology—Guidelines for the managsment of IT
Security—Part 4; Selection of safepliards

Infermation technology—Guidelines for the managernent of IT
Security—Part 3 Technigues for the management of IT
sacurnty

E-1



Nationaf Institufe of

Sftandards and
Technology

Elactrenic Industries

Alllance Standarts
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ISO/IEC TR 13335-
2:19497

[SO0/IEC TR 13335-
1: 1596

150 10007:1985
I3 10005-1965

ANSIfISOfASGQC
QJ59000-3-1957

IEC 61000-5-7 £d4.

1.0 b:2001

FIPS 102

FIPS 112

FIPE 113

FIPS 140-1

FIFS 180-1

FIFS 188

FIPS 196

FIPS ([mumber TBL)

MB2, MBS, MB9
ElA 157

ElA GB2-0BS
El4 RBS

ElA SEB1—SEB4
RE-232-C

>

RS5-366-A

RE5-404

Information technology—Guidelines for the management of IT
Security—Part 2: Managing and planning [T security

Information technology—Guidelines for the management of iT
Security—Part 1: Concepts and models for IT security

Cruality Mgmt. Guidelines for Configuration Management
Creality Mgmt, Guidelines for Quality Plana

QM and QA stendards Part 3: Guidelines for the application
of ANSI/IS0/ASQU Q9000-1994 to the Develapment, Supply,
Installation, and Maintenance of Computer Software

Electromagnetic compatibility (EMC)}—Part 5-7: Installation

and mitigation guidelines—Degrees of protection provided by
enclosures against electromagnetic distarbances

Guideling for Computer Security Certification and
Accreditation

Pasgword Usage

Computer Data Authentication

Security Requirements for Cryprographic Modulss
Secure Hash Standard

Standard Security Label for [nformaton Transfer
Entity Authentication Using Public Ksy Cryptography

Advanced Encryption Standard (AES) (Expected to becorme
official August-March 2001)

Maintainability Bulletins

Quality Bulletin

Quiality Bullstins

Failure Mode and Effect Analysis, Revision 71

Safety Engineering Bullatins

Interiace Between Data Terminal Equipment and Data
Communicatons Equipment Empleying Serial Binary Data
Interchange

Interface Between Data Terminal Equipment and Automatic
Calling Equipment for Data Communicaton

Standard for Start-Stop Signal Quality Betwesn Data Terminal
Equipment and Non-synchronous Data Communication
Equipment



Instilute of Electrical

and Electronics
Engineers

Military Standards
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488-1987

796-1983

510.12-1950
730-1998
B828-1938
B29-1508
830-1998

750.1-16995
[O08-1387
1016-1998
E012-1998

MIL-HDBK-454
MIL-BDBK-470
MIL-8TD-852
MIL-5TD-1472

MIL-STD-973
MIL-3TD-458
MIL-STD-2168

[EEE Standard Digital Interface for Programmable
Instramentadon

IEEE Standard Microcomputer System Bus iEEE f AMSI
Software Engineering Standards

IEEE Standard Glossary of Software Engineering Terminology
IEEE Standard for Software Quality Assurance Plans

IEEE Standard for Software Configuration Management Plans
IEEE Standard for Software Test Documentation

[EEE Recommended Practice for Software Requiremerits
Specifications

IEEE Guide for Software Quality Assurance Flanning

IEEE Standard for Software Unit Testing

IEEE Recommended Practice for Software Design Descriptions
IEEE Guide for Software Verification and Validation Plans

Standard General Requirements for Electronic Equipment
Maintainability Program for Systems & Equipment
Systems Sefety Program Requirements

Human Engineering Design Criteria for Military Systems, .
Equipment and Facilities

Confignration Management, 30 Ssptember 2000
Software Development and Documentation, 27 May 1998
Seftware Quality Program, 27 March 19972
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