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E-Discovery & The New
Federal Rules of Civil
Procedure: What Agencies

Need To Know
BY JASON R. BARON

Effective December 1, 2006, the
Federal Rules of Civil Procedure were
significantly modified to expressly
include a new legal term of art,
“electronically stored information”
(a/k/a “ESI”’). The amendments to
the Rules serve to highlight the rapidly
growing importance of electronic
records in litigation, an area of special
significance to federal agencies given
their recordkeeping responsibilities
under a variety of statutes, including
the Federal Records Act, the Privacy
Act, and the Freedom of Information
Act. This article will provide a brief
synopsis of the Federal rules as newly
amended, and is intended to inform
you about what you need to know to
get a better handle on the inevitable
lawsuits your Agency may face in the
future that involve ESI.

What constitutes “electronically
stored information™ or “ESI”” that is
subject to the new Rules?

Any information or records created
or received by employees using their
desktop computers may potentially
constitute relevant ESI in a given
lawsuit. This may mean: email
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Gary Cramer retires as Director
of the San Francisco Federal
Records Center (San Bruno)

After 39 years, 7 months, and 1
day of service to NARA (26 years and
5 months of it at NARA San Bruno),
Gary Cramer has retired as Director
of the San Francisco Federal Records
Center. In the midst of the Johnson
Administration and the Vietnam
War, with a new BA in Government
Administration/ History in hand and
other skills--Gary’s résumé included
valuable experience in a rock band--
he accepted a position at the
Washington National Records Center
in Suitland, Maryland, where he
worked from 1968 to 1974. Among

Continued on p. 2
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Gary Cramer retires from
NARA San Bruno,
continued from p. 1

his vivid memories of Washington
during that time: monitoring the
transfer of the Nixon Presidential
papers after Nixon’s resignation.

In 1974, Gary was called on
by NARA to transform a
warehouse in Bayonne NJ--
lacking bathrooms, adequate
lighting, and an outside wall--
into a Federal Records Center.
After bringing that facility up to
Federal standards and leading it
for a number of years, Gary (a
native New Yorker) gathered his
courage and belongings into his
VW van and headed to NARA San
Bruno in 1981.

In California, he met Diana,
now his wife of 22 years, and
became a frequent
supernumerary performer with
the San Francisco Opera. Among
his many accomplishments at the
San Bruno FRC, Gary pioneered
the records management
workshop program and
implemented the new “fee for
service” program at the San
Bruno FRC. In all, Gary’s long
and productive career spanned
seven Presidential admin-
istrations, several wars, and the
death of two of the Beatles. We
join the Archivist of the United
States in thanking Gary for his
many years of service to the
public. We at NARA San Bruno
will miss his collegiality, wit, and
leadership.

E-Discovery & The New
Federal Rules of Civil Procedure,
continued from p. 1

(including any form of
attachments), word processing,
spreadsheets, powerpoints,
instant and text messaging, voice
mail, proprietary databases,
Internet and intranet pages,
wikis, blogs, data contained on
PDAs, cell phones, recorded
videoconferences or webinars,
and associated audit trail and
other “metadata.” Sources of
ESI may include: mainframe
computers, online network
servers, local hard drives,
disaster recovery backup tapes,
DVDs, CD ROMs, floppy disks,
laptops, flash drives, iPods, and
devices stored by third parties.
Basically, if an agency deploys
applications for employees to
use, including but not limited to
on their desktop PCs, the agency
should fairly expect that such
data is “fair game” for lawyers
to possibly request in discovery.

What are the most
important Rules changes?

Although the drafters tinkered
with a number of provisions in
the Federal Rules, there are
three important changes in the
Rules of which everyone should
be aware. First, under the new
“meet and confer” provisions in
Rule 26(f), lawyers on both sides
of a case are expected to engage
in early discussions on such
topics as what the scope of ESI
holdings are (online, near-line,
offline), what format(s) ESI
should be preserved in native,
PDF, TIFF, etc.), and how ESI
will be accessed or searched.
This discussion necessarily will
require that agency lawyers, IT
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staff, and records managers work
together to establish intellectual
control over their electronic
holdings, so as to be able to
meaningfully assist the Justice
Department in engaging in the
meet and confer process and
responding to inquiries posed.

Second, under Rule
26(b)(2)(B), while agencies will
need to preserve and generally
identify all known relevant ESI in
whatever form it is in, the duty
of an agency to pro-actively
search ESI that is not reasonably
accessible will be more limited,
where the duty will most likely
arise only when a motion has
been filed to compel production.
In such a case, the agency will
have the opportunity to say why
conducting such a search would
prove unduly burdensome and/or
costly. Although the drafters
left open what forms of ESI could
be deemed *“not reasonably
accessible,” current case law
recognizes substantial hurdles
faced by agencies when
attempting to restore
information from disaster
recovery backup tapes, and
other select forms of legacy
media. The determination of
whether ESI is not reasonably
accessible will, however, have to
be made on a case-by-case basis,
given the rapid pace of change in
underlying technologies.

Third, Rule 37(f) provides that
sanctions will not be imposed for
a party failing to provide ESI lost
as a result of the routine, good-
faith operation of an electronic
information system. This
provision is intended to function
as a limited form of “safe
harbor,” which presumably will
protect agencies from sanctions
in all cases where backup tapes

Continued on p. 3
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E-Discovery & The New Federal Rules of Civil Procedure, continued from p. 2

may have been recycled or e-mail has
been automatically deleted by
systems administrators, prior to
reasonable steps being taken to
implement some form of litigation
hold during the pendency of a case.
The exact scope of this provision -
including how “safe” the harbor turns
out in fact to be - will only become
clear as future cases are decided
depending on the facts of each case.

How do an Agency’s obligations
under the new Federal Rules
match up with its existing
recordkeeping obligations under
the FRA and related statutes?

Federal agencies operate in a
different world than does the private
sector. The Federal Records Act (FRA)
requires that agencies put
recordkeeping practices into place
that ensure the adequate and proper
documentation of their policies and
transactions, 44 U.S.C. 2904(a). In
turn, the longstanding definition of
what constitutes a “federal record” is
very broad, including “machine
readable” records (i.e., ESI) created
or received by an agency in
connection with the transaction of
public business and preserved or
“appropriate for preservation” as
“evidence of the organization,
functions, policies, decisions,
procedures, operations, or other
activities of the Government.” 44
U.S.C. 3301. (Additionally, a variety
of other statutes, including the
Freedom of Information Act and the
Privacy Act, to name just two, impose
their own separate requirements and
expectations on agencies.)

Accordingly, even before the new
Federal rules, agencies have had the
obligation to manage and preserve all
forms of ESI that qualify as federal

records. Various sub-provisions of
General Record Schedules 20, 23 and 24
(covering such diverse categories as
email, word processing, transitory
records, and backup tapes) all provide
guidance on how to manage electronic
versions of such records, and many
agencies have their own records
schedules (SF-115s) approved by the
Archivist, covering records unique to
their programs in the form of databases
and other types of electronic records.
Agencies would certainly be well
advised to put into place some form of
review mechanism of their existing
agency records schedules, so as to
determine whether such schedules have
gaps or need updating in light of e-
government initiatives the agency has
participated in -- before litigation is
reasonably foreseeable on the horizon.

Most importantly, because certain
lawsuits will necessarily require a great
deal of knowledge as to what forms of
ESI are stored within an agency, it
cannot be recommended too highly that
agencies designate key personnel -
including from General Counsel’s
headquarters and regional offices, IT
shops, and tapping headquarters and
regional records officers and records
liaisons -- as a form of litigation “SWAT”
team. This agency SWAT team should
be charged with anticipating where
issues affecting the preservation,
formatting and access to ESI may arise,
and putting procedures in place
(including consideration of an agency-
wide holds policy) that are of practical
benefit.

How should an Agency go about
meeting its litigation obligations
to preserve relevant evidence?

When a lawsuit arrives at the
doorstep, or even where litigation may
be reasonably anticipated, special

Continued on p. 4
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San Bruno Contacts:

Daniel Nealand, Director
Archival Operations
daniel.nealand@nara.gov
(650) 238-3478

Richard Boyden, Director
Records Management
Program
richard.boyden@nara.gov
(650) 238-3461

Patti Bailey, Acting
Director

Federal Records Center
patricia.bailey@nara.gov
(650) 238-3475

Patti Bailey, Team Leader,
Transfer and Disposition
patricia.bailey@nara.gov
(650) 238-3475

William Stanley,

Agency Services Supervisor
william.stanley@nara.gov
(650) 238-3470

Supplemental readings:

E-Discovery Amendments
and Committee Notes
http://www.uscourts.gov/rules/
EDiscovery_w_Notes.pdf

The Sedona Principles,
Second Edition (2007)

www.thesedonaconference.org

Jason R. Baron, “Information
Inflation: Can The Legal
System Adapt?”

Richmond Journal of Law and
Technology, XI11:3 (2007)
(with co-author George L. Paul)

http://law.richmond.edu/jolt/v1
3i3/article10.pdf


http://www.uscourts.gov/rules/EDiscovery_w_Notes.pdf
http://www.uscourts.gov/rules/EDiscovery_w_Notes.pdf
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E-Discovery & The New Federal Rules of Civil Procedure, continued from p. 3

actions should be taken “over
and above” day to day
recordkeeping practices in order
to ensure that relevant evidence
to a lawsuit is preserved.
Agencies would be well advised
to consider now how they would
best communicate a general
obligation to preserve relevant
evidence to a particular lawsuit,
including through the issuance of
a litigation “hold.” As recent
case law recognizes, best
practices in this area consist of
an agency recognizing that it has
a continuing duty to monitor
compliance with preservation
instructions issued by Justice
Department counsel or internal
senior officials and lawyers of
the agency itself. Counsel for
the agency, as well as records
officers and IT staff, all have a
role to play in creatively coming

up with defensible measures for
preserving ESI from a technical
standpoint, and documenting
ongoing compliance, including
having in place an agency-wide
hold policy; issuing specific notices
in a given case; using intra-web
notices and banners and spot-
checking actual compliance.
Agencies should also consult with
counsel of record in litigation
regarding whether they have an
obligation to pull one or more
days’ worth of backup tapes, to
preserve relevant ESI that might
be lost due to routine recycling or
system-wide deletion of email.
Every lawsuit will have unique
aspects to it, and there is no
“cookie cutter” approach that will
ensure that an agency’s e-
discovery obligations are fully met.
Agencies will differ widely in their
technical capacity to implement

changes and in the resources they
have to devote to responding to e-
discovery obligations. However,
agencies can take reasonable steps
in planning for the next litigation
*“crisis,” including thinking through
who the key players are and
putting into place procedures and
protocols for handling e-discovery
obligations as they may arise.

This article previously appeared in the
NARA Rocky Mountain Region Summer 2007
edition of The Rocky Mountain Record,
and in the ARMA Denver Chapter
December 2007 newsletter. Reprinted
with permission.

A Summary of the E-Discovery Amendments to the Federal Rules

Rule 16(b) (5)

Includes discovery of ESI as a possible topic in a pretrial scheduling order.

Rule 26(a)(1)(B)

Includes ESI along with other documents and tangible things subject to the mandatory “initial disclosures”
required of parties at the start of every case.

Rule 26(b)(2)(B)

or cost.”

Permits a party to exclude from discovery any ESI “not reasonably accessible because of undue burden or
cost,” except that “[o]n motion to compel discovery or for a protective order, the party from whom
discovery is sought must show that the information is not reasonably accessible because of undue burden
Additionally, even “if that showing is made, the court may nonetheless order discovery from
such sources if the requesting party shows good cause.”

Rule 26(b)(5)

Allows parties to reclaim inadvertently produced documents and ESI that are otherwise considered to be
privileged. The Advisory Notes recognize that “the risk of waiver, and the time and effort required to
avoid it, can increase substantially because of the volume of [ESI] and the difficulty in ensuring that all
information to be produced has in fact been reviewed.”

Rule 26(7)(3)

Includes “any issues about disclosure or discovery of [ESI], including the form or forms in which it should
be produced,” as a topic for discussion at the parties’ initial “meet and confer” discovery conference.

Rule 33(d)

Allows parties to answer interrogatories by producing business records derived or ascertained from ESI.

Rule 34(a)(1)

Broadly allows any party to serve on any other party a request to produce ESI “stored in any medium from
which information can be obtained.” The request may specify the form or forms in which ESI is to be
produced, and may also include a request for a “sample.”

Rule 37(f)

Prohibits a court form imposing sanctions, “[a]bsent exceptional circumstance. . .on a party for failing to
provide [ESI] lost as a result of the routine, good-faith operation of an electronic information system.”
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2008 Records Management Workshops - By Date

Date Course Name Location Regionwide Contacts:
Feb. 11-12 KA4 - Records Schedule Implementation Las Vegas, NV David Drake, Acting
Feb 13-14 KA5 - Asset & Risk Management Las Vegas, NV Regional Adr"ninistrator
Feb. 15 KA6 - RM Program Development Las Vegas, NV david.drake@nara.gov
Feb. 26-27 KA2 - Creating & Maintaining Agency Business Info | Tucson, AZ (650) 238-3477
Feb. 28-29 KA3 - Records Scheduling Tucson, AZ
March 11 Electronic Records Briefing FREE San Francisco, CA Richard Boyden,
March 11-12 | Advanced Electronic Records Management San Diego, CA Director, Records
April 8 Electronic Records Briefing FREE Phoenix, AZ Management Program
April 15-16 Emergency Planning and Response for Vital Sacramento, CA richard.boyden@nara.gov
Records and Essential Information (650) 238-3461
April 14-15 KA4 - Records Schedule Implementation Tucson, AZ
April 16-17 KA5 - Asset & Risk Management Tucson, AZ Laguna Niguel
April 18 KA6 - RM Program Development Tucson, AZ
April 23 Basic Records Operations Reno, NV Contacts:
April 24 Recordkeeping: A Program Manager’s Survival Reno, NV .
Guide FREE PauI_Wormser, I'._)lrector,
May 6 Basic Records Operations Las Vegas, NV Archival Operations
May 7-8 Emergency Planning and Response for Vital Las Vegas, NV paul.wormser@nara.gov
Records and Essential Information (949) 360-2640
May 13-14 Advanced Electronic Records Management Phoenix, AZ Cathy Westfeldt,
May 21 Basic Records Operations South Lake Team Coordinator,
. _ Tahoe, CA Records Management Program
May 22 Recordkeeping: A Program Manager’s Survival South Lake cathy.westfeldt@nara.gov
Guide FREE Tahoe, CA (949) 360-2642
June 3-4 KA2 - Creating & Maintaining Agency Business San Diego, CA
Information . )
June 5-6 KA3 - Records Scheduling San Diego, CA Riverside Contacts:
June 24-25 KA2 - Creating & Maintaining Agency Business Info | Reno, NV . .
June 26-27 |I:E{mergdencydP:Eanning_;; zlar:deespo_nse for Vital Reno, NV gﬁg?g: Egigcrgs %gﬁi;?r’
ecords and Essential Information -
July 16-17 Advanced Electronic Records Management South Lake gfgagébl%e;gz@nara.gov
Tahoe, CA
July 18 Survival Guide for IT Professionals: Information South Lake Susie Bielawski, Assistant
Assurance & RM FREE Tahoe, CA Director and Team Leader
July 21-22 KA4 - Records Schedule Implementation San Diego, CA Transfer and Disposition
July 23-24 KA5S - Asset & Risk Management San Diego, CA susie.bielawski@nara.gov
July 25 KA6 - RM Program Development San Diego, CA (949) 360-2631
July 30-31 KA3 - Records Scheduling San Francisco, CA
August 12-13 | KA4 - Records Schedule Implementation San Francisco, CA Trudy Valo,
August 19 Basic Records Operations San Diego, CA Agency Services Supervisor
August 20-21 | Emergency Planning and Response for Vital San Diego, CA trudy.valo@nara.gov
Records and Essential Information (949) 425-7283

Questions about courses?

E-mail: lagunaworkshops@nara.gov or

audrey.shapin@nara.gov or phone: (949) 360-2620

Register at: http://nara.learn.com/recordsmanagement-training
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RECORDS TRANSFER and REFERENCE WORKSHOPS

These FREE half-day Federal Records Center Programworkshops address:

How to transfer non-current records to your Federal Records Center

» How to make a request for reference services
» Other services available from your Federal Records Center

In Northern California (classes held 8:30 am until Noon):

WHEN WHERE
March 13, 2008 National Archives & IN/_: OR_'MA TION & REGISTRATION
May 21, 2008 Records Administration ~ Patti Bailey

(650) 238-3475

July 17, 2008 1000 Commodore Drive )) £307
September 9, 2008 San Bruno, CA 94066 patricia.bailey@nara.gov

In Southern California, Nevada and Arizona (classes held 9:00 am until 1:00 pm):

WHEN WHERE INFORMATION & REGISTRATION
February 12,2008  Long Beach, CA Diane Jones

April 8, 2008 San Diego, CA (951) 956-2060

May 13, 2008 Las Vegas, NV Diane.Jones@nara.gov

July 15, 2008 Riverside, CA

September 16, 2008 Phoenix, AZ

National Archives and

Records Administration

1000 Commodore Drive
San Bruno, California 94066
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