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SUBJECT: Forest Service’s Financial Statements for Fiscal Years 2006 and 2005  
 
 
This report presents the auditors’ opinion on the Forest Service’s (FS) principal financial 
statements for the fiscal years ending September 30, 2006 and 2005.  The report also includes an 
assessment of FS’ internal control structure and compliance with laws and regulations. 
 
KPMG LLP, an independent certified public accounting firm, conducted the audits.  We 
monitored the progress of the audit at all key points, reviewed KPMG’s report, reviewed selected 
audit documentation, and performed other procedures, as we deemed necessary.  We determined 
the audits were conducted in accordance with generally accepted auditing standards, Government 
Auditing Standards (issued by the Comptroller General of the United States), and the Office of 
Management and Budget Bulletin No. 06-03, “Audit Requirements for Federal Financial 
Statements.” 
 
It is the opinion of KPMG, that the financial statements present fairly, in all material aspects, the 
FS’ financial position as of September 30, 2006, and 2005; and its net costs, changes in net 
position, budgetary resources, and reconciliation of net cost to budgetary obligations for the 
years then ended, in conformity with accounting principles generally accepted in the United 
States of America. 
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KPMG’s report on FS’ internal control structure over financial reporting identified two material 
internal control weaknesses.  Specifically, KPMG identified material weaknesses in FS’: 
 

• Financial management and reporting process (repeat material weakness); and 
 

• general controls environment (repeat material weakness). 
 
KPMG’s report on FS’ laws and regulations disclosed noncompliance with appropriation law 
and instances of noncompliance with the Federal Financial Management Improvement Act of 
1996.  
 
In accordance with Departmental Regulation 1720-1, please furnish a reply within 60 days 
describing the corrective actions taken or planned, including the timeframes to address the report 
recommendations.  Please note the regulation requires a management decision to be reached on 
all findings and recommendations within a maximum of 6 months from report issuance. 
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Independent Auditors’ Report 
 
 
Chief, USDA Forest Service and 
Inspector General, United States Department of Agriculture: 
 
We have audited the accompanying consolidated balance sheets of the United States Department of 
Agriculture (USDA) Forest Service as of September 30, 2006 and 2005 and the related consolidated 
statements of net cost, changes in net position, and financing, and the combined statements of budgetary 
resources for the years then ended (hereinafter referred to as the “financial statements”). The objective of our 
audits was to express an opinion on the fair presentation of these financial statements. In connection with our 
2006 audit, we also considered the USDA Forest Service’s internal controls over financial reporting, Required 
Supplementary Information, Required Supplementary Stewardship Information, and performance measures, 
and tested the USDA Forest Service’s compliance with certain provisions of applicable laws, regulations, 
contracts, and grant agreements that could have a direct and material effect on these financial statements. 
 
SUMMARY 
 
As stated in our opinion on the financial statements, we concluded that the financial statements as of and for 
the years ended September 30, 2006 and 2005, are presented fairly, in all material respects, in conformity with 
U.S. generally accepted accounting principles.   
 
As discussed in Note 5 to the financial statements, the USDA Forest Service changed its method of reporting 
for heritage assets and stewardship land in fiscal year 2006 to adopt the applicable provisions of the Federal 
Accounting Standards Advisory Board’s Statement of Federal Financial Accounting Standards (SFFAS) No. 
29, Heritage Assets and Stewardship Land.  Also, as discussed in Note 1.P. to the financial statements, the 
USDA Forest Service changed its method of accounting for and reporting earmarked funds in fiscal year 2006 
to adopt the provisions of the SFFAS No. 27, Identifying and Reporting Earmarked Funds.   
 
Our consideration of internal controls over financial reporting, Required Supplementary Information, 
Required Supplementary Stewardship Information, and performance measures resulted in the following 
conditions being identified as reportable conditions. The first two are considered material weaknesses. 
 
• The USDA Forest Service Needs to Continue to Improve its Financial Management and Reporting 

Process 
 
• The USDA Forest Service Needs to Improve Its General Controls Environment 
 
• The USDA Forest Service Needs to Refine and Monitor its Expense Accrual  
 
• Accountability for Unliquidated Orders (ULOs) Needs Continued Improvement 
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• The Review of Purchase Card Transactions and Monitoring of the Program Needs Continued 
Improvement 

 
• Controls Related to Physical Inventories of Capital Assets Need Continued Improvement 
 
• The Design and/or Implementation of Controls Related to the Accurate Recording of Revenue-Related 

Transactions Needs Improvement 
 
• The USDA Forest Service Needs to Continue to Improve its Internal Controls over its Reconciliation and 

Management of Fund Balances with Treasury 
 
• The Design and/or Implementation of Controls Related to the Accurate Recording of Personal Property 

Transactions Needs Improvement 
 
• The Compilation of Performance Measures Needs Improvement 
 
• The Compilation of the USDA Forest Service’s Required Supplementary Information Needs 

Improvement  
 
• The Posting of Certain Transactions Needs to Contain the Proper Reference Data to Link Related 

Transactions 
 
• A Segregation of Duties Policy related to Electronic Data Processing Must be Fully Implemented 
 
The results of our tests of compliance with certain provisions of laws, regulations, contracts, and grant 
agreements disclosed the following instances of noncompliance or other matters that are required to be 
reported herein under Government Auditing Standards, issued by the Comptroller General of the United 
States, and Office of Management and Budget (OMB) Bulletin No. 06-03, Audit Requirements for Federal 
Financial Statements. 
 
• The USDA Forest Service Does Not Obligate all Transactions Required by Appropriations Law 
 
• The USDA Forest Service’s Systems Do Not Comply with the Federal Financial Management 

Improvement Act of 1996 (FFMIA) 
 
The following sections discuss our opinion on the USDA Forest Service’s financial statements, our 
consideration of the USDA Forest Service’s internal controls over financial reporting, Required 
Supplementary Information, Required Supplementary Stewardship Information, and performance measures; 
our tests of the USDA Forest Service’s compliance with certain provisions of applicable laws, regulations, 
contracts, and grant agreements, and management’s and our responsibilities. 
 
OPINION ON THE FINANCIAL STATEMENTS 
 
We have audited the accompanying consolidated balance sheets of the USDA Forest Service as of September 
30, 2006 and 2005 and the related consolidated statements of net costs, changes in net position, and financing, 
and combined statements of budgetary resources for the years then ended. 
 
In our opinion, the financial statements referred to above present fairly, in all material respects, the financial 
position of the USDA Forest Service as of September 30, 2006 and 2005, and its net costs, changes in net 
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position, budgetary resources, and reconciliation of net costs to budgetary obligations for the years then 
ended, in conformity with U.S. generally accepted accounting principles. 
 
As discussed in Note 5 to the financial statements, the USDA Forest Service changed its method of reporting 
for heritage assets and stewardship land in fiscal year 2006 to adopt the applicable provisions of the SFFAS 
No. 29, Heritage Assets and Stewardship Land.  Also, as discussed in Note 1.P. to the financial statements, 
the USDA Forest Service changed its method of accounting for and reporting earmarked funds in fiscal year 
2006 to adopt the provisions of the SFFAS No. 27, Identifying and Reporting Earmarked Funds.   
 
The information in the Management Discussion and Analysis, Required Supplementary Stewardship 
Information, and Required Supplementary Information sections is not a required part of the financial 
statements, but is supplementary information required by U.S. generally accepted accounting principles and 
OMB Circular No. A-136, Financial Reporting Requirements. We have applied certain limited procedures, 
which consisted principally of inquiries of management regarding the methods of measurement and 
presentation of this information. However, we did not audit this information and accordingly, we express no 
opinion on it. As a result of such limited procedures, we believe that the Required Supplementary Information 
related to deferred maintenance, heritage assets, and stewardship land may not be consistently prepared across 
all USDA Forest Service locations and controls have not been effectively designed to ensure the accuracy, 
completeness, and timeliness of the reported information. 
 
INTERNAL CONTROL OVER FINANCIAL REPORTING 
 
Our consideration of internal control over financial reporting would not necessarily disclose all matters in the 
internal control over financial reporting that might be reportable conditions. Under standards issued by the 
American Institute of Certified Public Accountants, reportable conditions are matters coming to our attention 
relating to significant deficiencies in the design or operation of the internal control over financial reporting 
that, in our judgment, could adversely affect the USDA Forest Service’s ability to record, process, summarize, 
and report financial data consistent with the assertions by management in the financial statements. 
 
Material weaknesses are reportable conditions in which the design or operation of one or more of the internal 
control components does not reduce to a relatively low level the risk that misstatements caused by error or 
fraud, in amounts that would be material in relation to the financial statements being audited, may occur and 
not be detected within a timely period by employees in the normal course of performing their assigned 
functions.  Because of inherent limitations in internal control, misstatements due to error or fraud may 
nevertheless occur and not be detected.    
 
In our fiscal year 2006 audit, we noted certain matters, described in Exhibits I and II, involving internal 
control over financial reporting and its operation that we consider to be reportable conditions. We believe that 
the two reportable conditions presented in Exhibit I are material weaknesses. Exhibit II presents the other 
reportable conditions. 
 
A summary of the status of prior year reportable conditions, including those open conditions on which we are 
making no further recommendations in this report, is included as Exhibit III. 
 
We noted certain additional matters that we have reported to management of the USDA Forest Service in a 
separate letter. 
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INTERNAL CONTROLS OVER REQUIRED SUPPLEMENTARY STEWARDSHIP 
INFORMATION AND PERFORMANCE MEASURES 
 
Under OMB Bulletin No. 06-03, the definition of material weaknesses is extended to other controls as 
follows.  Material weaknesses are reportable conditions in which the design or operation of one or more of the 
internal control components does not reduce to a relatively low level the risk that misstatements caused by 
error or fraud, in amounts that would be material in relation to the Required Supplementary Stewardship 
Information or material to a performance measure or aggregation of related performance measures, may occur 
and not be detected within a timely period by employees in the normal course of performing their assigned 
functions.  Because of inherent limitations in internal control, misstatements due to error or fraud may 
nevertheless occur and not be detected.   
 
Our consideration of the internal control over the Required Supplementary Stewardship Information and the 
design and operation of internal control over the existence and completeness assertions related to key 
performance measures would not necessarily disclose all matters involving the internal control and its 
operation related to Required Supplementary Stewardship Information or the design and operation of the 
internal control over the existence and completeness assertions related to key performance measures that 
might be reportable conditions.   
 
In our fiscal year 2006 audit, we noted a reportable condition involving the design and operation of internal 
controls over the existence and completeness assertions related to key performance measures described in 
Exhibit II that, in our judgment, could adversely affect the USDA Forest Service’s  ability to collect, process, 
record, summarize and report performance measures in accordance with management’s criteria.  However, the 
reportable condition is not believed to be a material weakness as defined above.   
 
COMPLIANCE AND OTHER MATTERS 
 
Our tests of compliance with certain provisions of laws, regulations, contracts, and grant agreements, as 
described in the Responsibilities section of this report, exclusive of those referred to in FFMIA, disclosed 
noncompliance with appropriation law as described in Exhibit IV that is required to be reported under 
Government Auditing Standards and OMB Bulletin No. 06-03. 
 
The majority of the deficiencies for noncompliance with appropriation law result from the USDA Forest 
Service’s travel system limitations. The USDA Forest Service’s current system does not allow them to 
obligate funds for travel.   
 
The results of our tests of compliance with certain provisions of other laws and regulations, exclusive of those 
referred to in FFMIA, disclosed no instances of noncompliance or other matters that are required to be 
reported under Government Auditing Standards or OMB Bulletin No. 06-03. 
 
The results of our tests of FFMIA disclosed instances, described in Exhibit IV, where the USDA Forest 
Service’s financial management systems did not substantially comply with the three requirements discussed 
in the Responsibilities section of this report.   
 
RESPONSIBILITIES 
 
Management’s Responsibilities. The United States Code Title 31 Sections 3515 and 9106 require agencies 
to report annually to Congress on their financial status and any other information needed to fairly present their 
financial position and results of operations.  To meet these reporting requirements, the USDA Forest Service 
prepares and submits financial statements in accordance with OMB Circular No. A-136. 



 

5 

 
Management is responsible for the financial statements, including: 
 
• Preparing the financial statements in conformity with U.S. generally accepted accounting principles; 
 
• Preparing the Management Discussion and Analysis (including the performance measures), Required 

Supplementary Information, and Required Supplementary Stewardship Information; 
 
• Establishing and maintaining effective internal controls; and 
 
• Complying with laws, regulations, contracts, and grant agreements applicable to the USDA Forest 

Service, including FFMIA. 
  
In fulfilling this responsibility, management is required to make estimates and judgments to assess the 
expected benefits and related costs of internal control policies.  
 
Auditors’ Responsibilities.  Our responsibility is to express an opinion on the fiscal year 2006 and 2005 
financial statements of the USDA Forest Service based on our audits. We conducted our audits in accordance 
with auditing standards generally accepted in the United States of America; the standards applicable to 
financial audits contained in Government Auditing Standards, issued by the Comptroller General of the 
United States; and OMB Bulletin No. 06-03. Those standards and OMB Bulletin No. 06-03 require that we 
plan and perform the audits to obtain reasonable assurance about whether the financial statements are free of 
material misstatement. An audit includes consideration of internal controls over financial reporting as a basis 
for designing audit procedures that are appropriate in the circumstances, but not for the purpose of expressing 
an opinion on the effectiveness of the USDA Forest Service’s internal control over financial reporting. 
Accordingly, we express no such opinion. 
 
An audit also includes: 
 
• Examining, on a test basis, evidence supporting the amounts and disclosures in the financial statements; 
 
• Assessing the accounting principles used and significant estimates made by management; and 
 
• Evaluating the overall financial statement presentation. 
 
We believe that our audits provide a reasonable basis for our opinion. 
 
In planning and performing our fiscal year 2006 audit, we considered the USDA Forest Service’s internal 
control over financial reporting by obtaining an understanding of the USDA Forest Service’s internal control, 
determining whether internal controls had been placed in operation, assessing control risk, and performing 
tests of controls in order to determine our auditing procedures for the purpose of expressing our opinion on 
the financial statements. We limited our internal control testing to those controls necessary to achieve the 
objectives described in Government Auditing Standards and OMB Bulletin No. 06-03. We did not test all 
internal controls relevant to operating objectives as broadly defined by the Federal Managers’ Financial 
Integrity Act of 1982. The objective of our audit was not to provide assurance on the USDA Forest Service’s 
internal controls over financial reporting. Consequently, we do not provide an opinion thereon. 
 
As required by OMB Bulletin No. 06-03, in our fiscal year 2006 audit, we considered the USDA Forest 
Service’s internal control over Required Supplementary Stewardship Information by obtaining an 
understanding of the USDA Forest Service’s internal control, determining whether these internal controls had 
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been placed in operation, assessing control risk, and performing tests of controls. We limited our testing to 
those controls necessary to test and report on the internal controls over the Required Supplementary 
Stewardship Information in accordance with OMB Bulletin No. 06-03.  However, our procedures were not 
designed to provide an opinion on internal control over the Required Supplementary Stewardship Information 
and, accordingly, we do not provide an opinion thereon.  
  
As further required by OMB Bulletin No. 06-03, in our fiscal year 2006 audit, with respect to internal controls 
related to performance measures determined by management to be key and reported in the Management 
Discussion and Analysis section, we obtained an understanding of the design of internal controls relating to 
the existence and completeness assertions and determined whether these internal controls had been placed in 
operation. We limited our testing to those controls necessary to test and report on the internal control over key 
performance measures in accordance with OMB Bulletin No. 06-03.  However, our procedures were not 
designed to provide an opinion on internal control over reported performance measures and, accordingly, we 
do not provide an opinion thereon.  
 
As part of obtaining reasonable assurance about whether the USDA Forest Service’s fiscal year 2006 financial 
statements are free of material misstatement, we performed tests of the USDA Forest Service’s compliance 
with certain provisions of laws, regulations, contracts, and grant agreements, noncompliance with which 
could have a direct and material effect on the determination of financial statement amounts, and certain 
provisions of other laws and regulations specified in OMB Bulletin No. 06-03, including certain provisions 
referred to in FFMIA. We limited our tests of compliance to the provisions described in the preceding 
sentence, and we did not test compliance with all laws, regulations, contracts, and grant agreements applicable 
to the USDA Forest Service. However, providing an opinion on compliance with laws, regulations, contracts, 
and grant agreements was not an objective of our audit and, accordingly, we do not express such an opinion. 
 
Under OMB Bulletin No. 06-03 and FFMIA, we are required to report whether the USDA Forest Service’s 
financial management systems substantially comply with (1) Federal financial management systems 
requirements, (2) applicable Federal accounting standards, and (3) the United States Government Standard 
General Ledger at the transaction level. To meet this requirement, we performed tests of compliance with 
FFMIA Section 803(a) requirements. 
 
RESTRICTED USE 
 
This report is intended for the information and use of the USDA Forest Service’s management, the USDA 
Office of the Inspector General (OIG), OMB, the U.S. Government Accountability Office and the U.S. 
Congress and is not intended to be and should not be used by anyone other than these specified parties. 

 

November 10, 2006 
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INTRODUCTION 
 
In FY 2004, the USDA Forest Service began a major transformation of business operations throughout the 
agency, beginning with two business functions. The first involved its Information Resources Management 
organization for which some segments were offered for competitive bid under OMB Circular No. A-76, 
Performance of Commercial Activities. Government employees in the USDA Forest Service were the 
successful bidders which resulted in a realignment of both organization and operations. The second was the 
effort to consolidate its finance and accounting operations from 153 accounting centers to the Albuquerque 
Service Center (ASC) in New Mexico. Significant work was accomplished in FY 2004 and 2005 to design 
and staff the new organization, re-engineer finance and accounting business processes, and migrate work from 
field locations.  In FY 2006, new system design efforts were undertaken to accommodate for operational gaps 
identified in the new business structure.   
 
In the current FY, the USDA Forest Service also began to consolidate its human capital management (HCM) 
operations from its field offices throughout the country to Albuquerque, New Mexico.  Currently, HCM is 
undergoing business processing re-engineering and new system design efforts, and expects to be fully 
operational in FY 2007.   
 
The USDA Forest Service is beginning to reap the benefits of consolidating its finance and accounting 
operations at the ASC through improvements in its financial management, strengthened internal controls, and 
consistency in the executing of its operations.  Although the USDA Forest Service continues to make year 
over year progress in correcting several prior year noted weaknesses, we believe the depth of many 
weaknesses may require years to resolve.  As with any major reorganization and/or implementation of new 
systems, some additional control weaknesses have been identified.    
 
For each weakness identified, we believe we have performed appropriate substantive procedures as applicable 
to enable us to issue our opinion. In addition, we continue to recognize that certain recommended information 
technology (IT) control enhancements pertaining to the USDA Forest Service’s operations cannot be 
implemented solely by the USDA Forest Service, because the USDA Forest Service’s applications are in 
many cases hosted on USDA – managed systems. As a result, several IT control weaknesses identified in this 
report will require the combined effort of USDA and the USDA Forest Service management. 
 
Exhibits I and II provide an update to prior year material weaknesses and reportable conditions, respectively, 
as of and for the year ended September 30, 2006, and include applicable new recommendations. Exhibit III 
summarizes the status of prior year recommendations. Exhibit IV provides an update of those instances of 
noncompliance with laws and regulations and other matters and applicable new instances of noncompliance. 
Exhibit V summarizes the status of prior year recommendations for noncompliance with laws and regulations. 
USDA Forest Service management’s response is presented in Exhibit VI. 
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MATERIAL WEAKNESSES 
 
 
Number 1:  The USDA Forest Service Needs to Continue to Improve its Financial Management and 
Reporting Process (Repeat Condition) 
 
During FY 2005 the USDA Office of the Chief Financial Officer (OCFO) instructed its agencies, including 
the USDA Forest Service, that journal vouchers (JVs) could no longer be processed. Instead, USDA agencies 
had to request that new accounting entry IDs (ACCTEIDs) be established generally based on specific standard 
Treasury posting logic models. The USDA OCFO generally establishes these ACCTEIDs as standard 
vouchers (SVs) as SVs are generally used to correct errors, abnormal balances, and out-of-balance conditions. 
 
Through the elimination of JVs and the consolidation effort discussed in the introduction section, the USDA 
Forest Service continues to make progress in improving its financial management and reporting activities. 
However, weaknesses continue to exist in the USDA Forest Service’s ability to produce accurate financial 
information. 
 
General Ledger Clean-up of Prior Year Non-routine Transactions is Necessary 
 
During our current year testwork it was noted that the USDA Forest Service is not identifying, researching, 
and correcting adjusting entries that no longer belong in the general ledger.  Specifically, 50 samples (i.e., 
Transaction codes JVs, YEs, SVs, and RCs) which related to prior FY activity were invalid.  These 
documents were identified in general ledger accounts 4221, Unfilled Customer Orders without Advance, 
2190, Other Liabilities, and 48XX, Undelivered Orders.  The table below summarizes the dollar value of the 
exceptions by transaction code and general ledger account.   

 
 
 
 
 
 
 
 
 
 
 

 
OMB Circular A-123, Management Responsibility for Internal Control states that financial reporting means 
that management can reasonably make the following assertions: 
• All reported transactions actually occurred during the reporting period…; and 
• All assets, liabilities, and transactions that should be reported have been included and no unauthorized 

transactions or balances are included…  
 
Recommendation Number 1: 
 
We recommend that the USDA Forest Service management assign the Treasury Symbol analysis team the 
responsibility to research and analyze all of the general ledger accounts to identify and remove potentially 
erroneous entries from the general ledger.   
 
 

Standard General Ledger Account 
Transcode 

4221 2190 48XX 

Total 

JV ($84,645,944) ($5,675,243) ($10,939,034) ($101,260,221) 

RC - (10,837,494) - ($10,897,494) 

SV - 102,690 (97,888) $4,802 

YE - 14,172 (15,333) ($1,161) 

 Total ($84,645,944) ($16,455,875) ($11,052,255) ($112,154,074) 
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Improvement in the Recording of Non-routine Transactions is Necessary to Improve the Accuracy of 
ULOs and Accruals 
 
At the end of FY 2006, the USDA Forest Service continued to use mass general ledger entries, via an SV, for 
delivered orders and ULOs that were not recorded into the various sub-systems due to the early year-end 
cutoff.  This policy was designed and implemented in FY 2005 to ensure completeness of data in the general 
ledger. In order to accommodate the volume of both undelivered and delivered orders to be entered, summary 
documents with detailed information were used to enter transactions. 
 
As part of our non-routine year-end sampling, 17 ULO and 63 accrual transactions were selected as of 
September 30, 2006. Of this sample the following errors were noted: 
 
• 14 of the 17 ULO transactions were for delivered orders and therefore not properly recorded in the general 

ledger, and 
 
• 36 of the 63 accrual transactions were not valid accruals and therefore not properly recorded in the general 

ledger. 
 
The USDA Forest Service has two over-arching internal control policies and procedures that should ensure 
the accuracy of the data entered into the general ledger. Those policies and procedures are as follows: 
 
• The USDA Forest Service’s general ledger contains security profiles and a system configuration that 

require two separate employees to enter and approve SV transactions. 
 
• In addition, Chief Financial Officer (CFO) Bulletin 2002-010 SV Documentation Policy states “SV 

documents require approval by an approving official and will process similar to balance vouchers, internal 
vouchers, working capital fund vouchers and journal vouchers in that one individual will create the SV 
and another (approving official) will approve the document before it is accepted in the Foundation 
Financial Information System (FFIS). Approving the SV document means the approving official has 
reviewed the supporting documentation and agrees that the SV transaction is appropriate, adequately 
documented and should be made in the current accounting period.” 

 
Although the USDA Forest Service does have these internal controls in place, they are not operating 
effectively based on the errors cited above.  As a result of the lack of adherence to the USDA Forest Service’s 
policies and procedures for reviewing and approving period-end standard vouchers, erroneous ULO and 
accrual transactions existed.  
 
Recommendation Number 2: 
 
We recommend that the USDA Forest Service management develop a plan to improve the operating 
effectiveness of its review and approval of all period-end accrual adjustments. 
 
Other Financial Reporting Issues  
 
Although the USDA Forest Service has made significant improvements in its financial reporting process the 
following areas for improvement were noted: 
 
• The USDA Forest Service did not perform timely research to determine the reasons for abnormal general 

ledger account balances, especially when abnormal balances were identified in general ledger flow 
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accounts (i.e., revenues, expenses and budgetary accounts that close).  As a result, our testwork disclosed 
transactions that were identified as current year activity but in reality had a prior year effect.  

  
• The USDA Forest Service needs to continue to refine its account relationship formulas to ensure that if 

variances exist, they are legitimate when taking into consideration standard general ledger account 
posting logic and the USDA Forest Service’s business processes.  For example, during our review of the 
formula for the account relationship entitled unexpended appropriations equals general ledger accounts 
4450 through 4899, it was noted that general ledger account 4802, Undelivered Orders – Obligations 
Prepaid/Advanced is considered in the account relationship formula.  However it should not be, because 
the unexpended appropriations account balance is not affected by advance transactions that are posted to 
general ledger account 4802. 

 
• The USDA Forest Service needs to develop a process for analyzing its budget clearing, suspense and 

deposit funds at the end of each accounting period.  At the end of the FY 2006, an abnormal balance of 
$53 million was identified in general ledger account 2400, Liability for Deposit Funds, Clearing 
Accounts, and Undeposited Collections.  This general ledger account is used to record transactions, often 
between other Federal agencies, when the offsetting obligation or other document attributes are not known 
and need to be researched by the USDA Forest Service.  If timely research is not performed, liabilities are 
overstated and expenses and expended appropriations are understated.   

 
Recommendation No. 3: 
 
We recommend that the USDA Forest Service management develop a process for analyzing its budget 
clearing, suspense and deposit funds at the end of each accounting period.   
 
Also, we continue to recognize the need for the USDA Forest Service to provide Standard General Ledger 
(SGL) training to employees; identify business processes that are causing irregularities in the general ledger 
and develop an expedited corrective action plan; and to perform an effective monthly review, identification, 
research and correction of all abnormal balance and account relationships as reported in the prior 
recommendations 3 and 8 of Audit Report No. 08401-3-FM. 
 
Number 2: The USDA Forest Service Needs to Improve its General Controls Environment (Repeat 
Condition) 
 
In response to previously reported weaknesses in this area, the USDA Forest Service has undertaken 
initiatives to improve its information technology functions.  Specifically, as part of the business operations 
reorganization and consolidation, the USDA Forest Service recently established a contract-like relationship 
with Federal employees to manage the USDA Forest Service IT infrastructure functions and processes.  As a 
result of the reorganization, the USDA Forest Service IT infrastructure functions and processes are currently 
being centralized and updated. 
 
While we commend USDA Forest Service’s efforts to centralize and improve its IT infrastructure functions, 
more actions are necessary to fully address the general control weaknesses identified in prior years, as well as 
to ensure an appropriate level of confidentiality, integrity, and availability of sensitive information systems 
and resources.   
 
Specifically, eight prior general control recommendations remain open.  A description of the eight issues 
comprising this material weakness follows.  Furthermore, at the USDA level, the parent organization, the OIG 
has identified a security weakness related to IT general controls.  Actions to resolve the USDA issue are 
incumbent upon resolution of the USDA Forest Service general control material weakness. 
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The criteria for this finding is based on the guidance in the Federal Information Security Management Act 
(FISMA), passed as part of the Electronic Government Act of 2002, which mandates that the Federal entities 
maintain IT security programs in accordance with the OMB and National Institute of Standards and 
Technology (NIST) guidance.  OMB Circular A-130, Management of Federal Information Resources, and 
various NIST guidelines describe specific essential criteria for maintaining effective general IT controls. 
 
The Entity-Wide Process for Assessing IT Risks Has Not Been Fully Implemented (Repeat Condition) 
 
We previously reported that the USDA Forest Service did not have a formal risk assessment policy, 
procedure, or guidance to allow for appropriate and complete risk assessments (RAs).  During fiscal year 
(FY) 2006, we reviewed the RAs for the USDA Forest Service Computer Base (FSCB), which is the USDA 
Forest Service General Support System (GSS); Paycheck 7; Automated Timber Sale Accounting (ATSA); All 
Service Receipts (ASR); and the Financial Transaction Request System (FTRS).  The following weaknesses 
were noted:  
 

Risk Assessment (RA) Conditions Application 

No RA existed ASR 
FTRS 

The RAs were not current FSCB 

The vulnerability lists did not classify risk 
levels for AIX (IBM Operating System) 

ATSA 
PAYCHECK 7 

 
We continue to recognize the need for the USDA Forest Service to ensure that controls are established to 
facilitate adherence to the USDA Forest Service’s risk assessment policies and procedures as reported in prior 
recommendation 20 of Audit Report No. 08401-3-FM.  
 
System Security Plans and the Computer Incident Response Team Charter Are Incomplete (Repeat 
Condition) 
 
We previously reported that the USDA Forest Service did not have policies to govern the development of 
system security plans (SSPs).  In fiscal year 2006, we reviewed the SSPs for FSCB, Paycheck 7, 
Infrastructure (INFRA), ATSA, ASR and FTRS and noted the following weaknesses: 
 

SSP Conditions Application 

The SSP was not updated after the reorganization and 
transition to the Information Solution Organization (ISO)  

FSCB 
 

There are no current SSPs ASR 
FTRS 

The SSP did not identify a system owner INFRA 

No Memorandums of Understandings (MOUs) are 
documented 

ATSA 
PAYCHECK 7 
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Additionally, we noted that the Computer Incident Response Team (CIRT) charter, which grants the CIRT its 
authority, is still in draft.  
 
Furthermore, we found that training for staff with specific information technology duties has not been 
provided. 
 
We continue to recognize the need for the USDA Forest Service management to establish controls to facilitate 
adherence to USDA Forest Service SSPs as reported in prior recommendation 21 of Audit Report No. 08401-
3-FM. 
 
Access Controls at Data Processing Facilities Need Improvement (Repeat Condition) 
 
We previously reported that there were weak logical and physical access controls across the USDA Forest 
Service entity-wide.  Specifically, we found: 
 
• Management had not periodically reviewed individual logical access privileges, unauthorized access 

attempts or audit logs.   
 
• Standard forms were not used to document the approval of data sharing, archiving, and deletion.   
 
During our FY 2006 general controls review, we noted that improvements were made, such as: 
 
• System software access paths had been identified and documented; and 
 
• Health and Human Services (HHS) Payment Management System (PMS) access reviews were performed 

and documented. 
 
Although improvements were made to access controls, the following weaknesses still existed at the 
Washington Office, the ASC, regional office in Atlanta, and regional office in Portland: 
 
• Policies not communicated and enforced – While policies and processes surrounding logical and physical 

access controls, wireless access, Intrusion Detection Software (IDS) or firewall software, audit logging, 
and resource classification were all established in July of 2006; we found that the USDA Forest Service 
had not established and finalized policies early enough in the fiscal year to allow for the policy to be 
properly disseminated and promulgated throughout the agency.   

 
• Unauthorized Remote Access to the USDA Forest Service Network – Four (4) out of thirty (30) USDA 

Forest Service employees and contractors had remote access to the USDA Forest Service network without 
proper approval. 

 
• Weak logical access controls over system software and sensitive utilities – USDA Forest Service does not 

have procedures in place for monitoring, logging, and reviewing system software access and system 
utility use.  Furthermore, access to system software is controlled through root access.  Root access is 
controlled through the Oracle “Password Application,” however; access to the password application is not 
documented and maintained, and quarterly system software access reviews are not documented and 
maintained.  In addition, users have the ability to grant and remove access. 

 
• Weak logical access controls over servers – All servers are not “hardened”, which means that users could 

gain root server access anonymously, and actions could not be tracked to individual users.  Currently forty 
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(40) percent of USDA Forest Service servers, maintaining applications such as the INFRA database and 
FFIS, have not been hardened.    

 
• No maintenance or review of audit trails – Procedures and processes for enabling, maintaining, and 

reviewing audit logs have not been approved and disseminated.  Currently, the USDA Forest Service is in 
the process of implementing audit logging, which is scheduled to be implemented in phases.  Logging and 
monitoring of root access, remote access, Oracle Database (DBA) access, and network access is currently 
not in place to document successful and unsuccessful logins attempts. 

 
• Inadequate physical access controls over sensitive areas – Physical access to sensitive areas is not 

restricted to individuals with pertinent job responsibilities.  We found three (3) individuals out of forty-
two (42) with inappropriate physical access to sensitive areas at the ASC.  Furthermore, one individual 
did not have a documented access authorization form.  We also noted that non-USDA Forest Service 
employees have access to the USDA Forest Service server room located in Portland, OR and access to the 
server room is not periodically reviewed.  In addition, the authorization and periodic review of physical 
access to sensitive areas in Atlanta is not documented and maintained. 

 
• No safeguards for protecting sensitive personnel information – The USDA Forest Service records and 

maintains sensitive personnel information within Office Personnel Folders (OPFs).  The USDA Forest 
Service has established an MOU with the Office of Personnel Management (OPM) to scan all OPFs and 
convert them into electronic files (eOPF); however, no safeguards have been established to protect the 
confidentiality and sensitivity of the OPF data.  Furthermore, physical access to the HCM building was 
not properly controlled as the badge entry system was not activated at the time of our review. 

 
• No assignment of ownership of shared resources – USDA Forest Service has agreed to share resources 

with the Bureau of Land Management (BLM), however no agreement exists establishing controls and 
responsibilities for safeguarding resources and data. 

 
We continue to recognize the need for the USDA Forest Service management to establish logical and physical 
access controls to data processing facilities as reported in prior recommendation 6 of Audit Report No. 
08401-6-FM and prior recommendation 22 of Audit Report No. 08401-3-FM. 
 
Network Account Management and Access Controls Needs Improvement (Repeat Condition) 
 
We previously reported that USDA Forest Service has not established a formal password policy.  
Additionally, insufficient password parameters and login information existed across the USDA Forest 
Service.  Weak password controls existed on a significant number of hosts within the USDA Forest Service 
information technology infrastructure.  Specifically, several hosts were identified with weak administrator and 
other power user account passwords, including blank passwords.  
 
An external assessment was completed and identified several File Transfer Protocol (FTP) servers that 
allowed anonymous users write access to the public directory, default FTP accounts, writable FTP directories, 
and several default user names and password combinations present for various FTP accounts. 
 
During the FY 2006 general controls review, we conducted an internal vulnerability assessment of the 
Washington DC Office (WO), the ASC, and the regional office in Portland.  The following weaknesses were 
noted during the review: 
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• USDA Forest Service did not finalize Forest Service Manual (FSM) 6600 Chapter 6680 directive 6684.1, 
“Password Management,” until July 19, 2006.  As a result, this policy was not effective for the majority of 
the fiscal year. 

 
• At the WO we identified: 

o Four instances of a Microsoft Windows 2000 local administrator account password equal to the user 
account name. 

o Five instances of a blank Microsoft Windows 2000 local administrator account password. 
o Five instances of a Microsoft Windows 2000 power user account password equal to the user account 

name. 
o 98 instances of a Microsoft Windows 2000 local user account password equal to the user account 

name. 
o Two instance of a blank Microsoft SQL Server System Administrator (SA) password (Spida Worm). 
o Six instances of the Microsoft Windows 2000 Autologin feature in use. 
 

• At the regional office in Portland we identified: 
o One instance of default Oracle database user name and password combinations present, including the 

user name Scott and the password Tiger. 
o 19 instances of a Microsoft Windows 2000 local user account password equal to the user account 

name. 
o One instance of a blank Microsoft SQL Server SA password (Spida Worm). 
o Two instances of the Oracle TNS Listener service with a blank password. 
o Five instances of the Microsoft Windows 2000 Autologin feature were in use. 
o Two instances of TELNET with a blank username and password. 
 

• At the ASC we identified: 
o Seven instances of a Microsoft Windows 2000 local administrator account password equal to the user 

account name. 
o 22 instances of a Microsoft Windows 2000 local user account password equal to the user account 

name. 
o Two instances of the Oracle TNS brand listener service with a blank password. 
o 11 instances of TELNET brand access with a blank username and password. 

 
• As part of the FY 2006 external vulnerability assessment of USDA Forest Service, the following prior 

year conditions were repeat conditions, including: 
o Three hosts were identified as having default user name and password combinations present for 

various FTP accounts, including oracle and anonymous. 
o Three hosts were identified as having a writable FTP root directory.   
 

We continue to recognize the need for the USDA Forest Service to develop access controls and to improve 
the management of network accounts as reported in prior recommendation 7 of Audit Report No. 08401-6-
FM. 
 
Patch Management and Configuration Guidance is Not Complete and There is a Lack of General 
Policy Around System Software and Change Control (Repeat Condition) 
 
We previously reported several findings in the area of system software and change control, and service 
continuity related to the operating system software.  Additionally, we found:  
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• The FSM 6600, Systems Management, subsection 6683.6, Hardware Systems and Software Maintenance, 
and the Configuration Management Board (CMB) charter were in draft; and  

• No formal policy provides access restrictions over software code, change control, emergency change 
procedures, library management policies, or library access controls.   

 
During the FY 2006 general control review, a lack of current formal policies and procedures still exists over 
the change control processes.  Specifically, the following formal documents were not found to exist: 
 
• Software/application distribution policy; 
• Enterprise policies and procedures for controlling the movement of programs and data among program 

libraries; 
• Procedures for logging and reviewing system software installations; 
• Software change control forms;  
• Procedures for scheduling and notifying system users of software installations; and 
• Standard configuration for network software, links, and services. 
 
We also identified the following control weaknesses during the change control and systems software review: 
 
• Programmers are not trained on the System Development Life Cycle (SDLC) methodology; 
• Management does not ensure that consistent change control standards are in place for all USDA Forest 

Service application changes; 
• Management does not ensure that application developers are segregating production and test libraries and 

limiting access to software libraries to appropriate individuals; 
• INFRA/I-Web developers have access to the production and development environment and are also able 

to grant access to users; 
• Results of the testing performed for changes is not consistently documented and maintained; and 
• Vendor maintenance of system software is not logged. 
 
During the FY 2006 external and internal vulnerability assessment of the WO, Portland Regional Office, and 
the ASC, a significant number of issues were identified in four areas: outdated software; missing critical 
patches on various services and/or software; improperly configured services or software; and outdated or 
unnecessary services and/or software installed.  The weaknesses included 59 instances of outdated software; 
200 instances of hosts missing critical patches and/or updates; 33 instances of Oracle and 7 instances of 
Adobe Acrobat Reader buffer overflows; 5 instances of missing miscellaneous service updates; 1 instance of a 
Dell OpenManage web server with missing patches; 30 instances of improperly configured services; and 13 
telnet and 20 remote procedure call (RPC) services were unnecessarily installed. 
 
We continue to recognize the need for the USDA Forest Service to develop and implement a patch 
management policy and configuration management policy to strengthen change controls and system software 
controls as reported in prior recommendation 23 of Audit Report No. 08401-3-FM. 
 
Weaknesses Still Exist in Continuity of Operations and Contingency Plans (Repeat Condition) 
 
We previously reported service continuity control weaknesses at the USDA Forest Service indicating that 
policies and procedures did not exist for the IT contingency and disaster recovery planning, emergency 
procedures were not documented, a business impact analysis (BIA) was not performed for various regional 
offices, application contingency plans were weak, and backup site procedures and agreements are not 
documented. 
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In our FY 2006 audit, we inspected the USDA Forest Service’s continuity of operations plans (COOP) and 
disaster recovery documentation.  COOPs provide procedures and capabilities to sustain an organization’s 
essential, strategic functions at an alternate site.  IT contingency plans provide procedures for recovering an 
application.  We noted that, while improvements had been made over the last year, the following weaknesses 
were identified: 
 
• Policies and procedures – USDA Forest Service did not finalize an IT recovery policy until July 19, 2006.  

As a result this policy was not in effect for most of the year.  This policy covers critical areas of:  
o IT contingency planning,  
o IT restricted space, 
o Data backup and recovery, and 
o Information identification and classification. 
 

• USDA Forest Service IT Continuity of Operations Plans – The COOP plans from Regions 5 and 6, both 
Network Operating Centers (NOC), and the ASC did not address the IT and telecommunication services 
needed to resume service continuity.   

 
• Procedures and agreements – Procedures and agreements regarding regional office backup facilities had 

not been developed for instances where one region is the backup site for another region.  Regional offices 
had not established service agreements for emergency telecommunication services.   

 
We continue to recognize the need for the USDA Forest Service to develop and implement a COOP policy 
addressing IT contingency and disaster recovery planning as reported in prior recommendation 5 of Audit 
Report No. 08401-6-FM. 
 
The Certification and Accreditation (C&A) Process for General Support Systems and Major 
Applications per the Requirements Set Forth in OMB Circular A-130 (Repeat Condition) 
 
We previously reported that the USDA Forest Service did not have C&A policies and procedures for 
continuous monitoring of the systems or performing annual self-assessments.  Additionally, major 
applications had incomplete C&A packages and one did not undergo C&A. 
 
During our FY 2006 review, we identified that the USDA Forest Service did not have any pre-existing policy 
regarding C&As and self-assessments prior to the approval of the FSM 6600 on July 17, 2006.  We noted that 
there was no time in the FY to implement the policy.  As a result, we were not able to evaluate individual 
C&A packages. 
 
We continue to recognize the need for the USDA Forest Service to develop and implement a C&A policy 
based on NIST Special Publication as reported in prior recommendation 19 of Audit Report No. 08401-3-FM. 
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REPORTABLE CONDITIONS 
 
Number 1:  USDA Forest Service Needs to Refine and Monitor its Expense Accrual 
 
Statistical Accrual Model Needs Refinement 
 
During FY 2006, USDA Forest Service developed a regression analysis model to determine a statistically 
derived amount for a component of its expense accrual.  This model is used to determine an estimate of the 
amount of accrue on a macro level for many smaller dollar obligation transactions.   
 
Regression analysis is a statistical tool that derives a mathematical relationship between two or more 
quantitative variable of interest (the dependent variable) can be estimated by one or more of the others 
(independent variable(s)).  Typically, for regression models to produce valid and reasonably precise estimates, 
the sample data must cover a wide range of values for the independent variable(s), and must also have enough 
observations (i.e., data points) to ensure both the geometric shape and precision of the resulting estimates with 
a high degree of statistical confidence.  The number of sample observations required for such validity and 
precision is generally accepted to be in excess of 50 plus the number of coefficients being estimated by the 
model employed.  In the case of a simple two-variable straight line model, a sample size of 52 or more would 
be desirable; while with a more complex curvilinear model using two or more variables, a larger sample size 
would be appropriate.     
 
Currently the USDA Forest Service is planning to use several different geometric models as derived from the 
currently available 33 data points.  These different models incorporate both straight line and curvilinear 
mathematical functions with potentially different forms of the variables being employed as the format for the 
independent variable portion of the model.  While it may be appropriate to have different geometric patterns 
for accrual estimating equations for the various broad range of obligations, it was noted that all of these 
models are producing wide ranges of variability around the estimating equations.  The lack of precision (i.e., 
at the 95% confidence level) could be caused by either using the wrong geometric function or using the wrong 
form of the various variables being employed.  However, with the current number of observations (i.e., data 
points), we are unable to tell whether those things are responsible for perhaps; there is some other root cause. 
 
While these newly developed regression models appear to produce slightly better results overall then past 
methods for the various accrual estimates, there are issues that should be noted on a go forward basis.  Some 
of these issues follow: 
 
• Lack of Sufficient Number of Data Points –The USDA Forest Service uses 33 data points for establishing 

the accruals model at the end of the third quarter.  Ideally a minimum of 52 or more data points should be 
used; however because the data are abased on time series, that goal will not be able to be achieved for 
another 19 plus months.  

 
• Correlation of ULO Balances and Payments- The statistical models developed by USDA Forest Service 

use various geometric relationships between unliquidated obligations and payments; with payments being 
the dependent variable of interest in each of the models. In each case, a correlation is developed from the 
coefficient of determination (i.e., the ratio of the “explained variation” to the “total variation” of the 
payment data).  Because the correlation coefficients are relatively high for all of the models constructed, 
the USDA Forest Service management has assumed that the models will be useful and precise enough to 
provide tight estimates of the actual amounts earned by contractors and grantees, but not yet paid.  
Various expert texts have shown that the correlation coefficient, while helpful in initially determining the 
strength of the possible relationship of the variables in an estimation model, may not be the final indicator 
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of how appropriate and definitive a regression model might be.  The paucity of data points might lead to 
an incorrect conclusion for future estimation of future amounts to be accrued.    

 
• The Use of Three Different Model Forms- The USDA Forest Service analysis has produced three different 

geometric model forms; one for grant and agreements, one for construction contracts, and one for 
operations.  While the use of different curve forms for regression estimates is to be expected because of 
the timing and billing differences implicit in the different types of obligations, it was noted that there 
appeared to be a lack of consistency of “goodness of fit” or precision of estimate even when comparing 
the models being used within a single type of obligation.  Sometimes the curvilinear form is preferred; but 
in other time frames, the straight line format provides a more precise estimate.  The USDA Forest Service 
management must plan to verify and validate the various models developed against data that are not part 
of that which was used to develop the models.  In addition, they must arrive at the geometric form that is 
appropriate and consistently applied for each one of the three types of obligations.  It is also possible that 
they will need to consider the use of a multiple regression model (i.e., one with two or more independent 
variables) in order to more fully describe the amount that needs to be accrued for a given obligation type. 

 
• ULOs above $500,000- The data used starting at the beginning of FY 2004 and forward to analyze the 

relationships between ULOs and payments, and to calculate the regression equations includes UDOs 
above $500,000.  However, the regression equations are then applied only to UDOs below $500,000.  
This inconsistency might be responsible for some of the unexplained variation that is observed in the 
various models. 

 
The book entitled Regression Diagnostic written by M.S. Younger and published by John Wiley & Sons, 
New York, NY 1977 suggests that model-building data sets for regression analysis should be sufficiently 
large so that a reliable model can be developed. This reference suggests that the model data set should contain 
at least 60 to 100 cases in order to identify a meaningful relationship between two variables. In addition, the 
author also states that the coefficient of determination (R squared) is not an adequate indicator of the 
usefulness of the regression relation; therefore, a combination of other statistical parameters and diagnostics 
plots should be considered when evaluating a regression model.  The reference describes, in detail, diagnostic 
techniques and model-building characteristics that should be taken into consideration when developing a 
regression model. 
 
The variability in the various models developed and the inconsistency of results in comparison with actual 
data results in a certain amount of uncertainty as to the reliability of the accrual estimates being made.  Such 
determinations can only be made as more data are made available over time and Forest Service management 
verifies and validates the set of models that are finally arrived at for use in the accrual process.  However, at 
this time with the available information, we do not believe the variability observed would cause a material 
misstatement in the USDA Forest Service’s financial statements. 
 
Recommendation Number 4: 
 
We recommend that USDA Forest Service management: 
• Expand the number of data points in the various regression models to at least 52; 
• Expand the number of variables to form multiple regression models and/or the types of analysis to include 

the use of seasonal indexes in order to account for the various changes in the payment patterns by fiscal 
quarter; and  

• Test models with specific additional independent variables in some of the models may help to substantiate 
and better expose the true nature of the relationships between ULOs and payments in the various types of 
obligations. 
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Continued Monitoring of Field Site Expense Accrual Estimates is Required 
 
Although the USDA Forest Service made significant progress in developing an auditable accrual methodology, 
the accuracy of accruals and our subsequent disbursements testwork disclosed that not all transactions are 
properly reported as accruals at period-end.   
 
Our testwork of accruals recorded as of 9/30/06 disclosed 27 exceptions out of 184 transactions.  Of these 27 
exceptions: nine related to goods and services that were received and paid for prior to 9/30/06, 12 related to goods 
and services that were not received as of 9/30/06, five lacked adequate supporting documentation, and one had an 
ULO that was liquidated prior to 9/30/06.   
 
Our subsequent disbursements testwork of 94 transactions disclosed 11 transactions that were not accrued at year-
end by field offices.  Over 50 percent of these transactions related to temporary travel.  The remainder of the 
transactions does not appear to have a consistent cause for the lack of an accrual and as a result are considered 
anomalies that would only be identified and minimized from a robust monitoring program.   
 
 During the last quarter of 2006, the USDA Forest Service developed a monitoring program at the ASC that 
should help minimize the conditions noted above.  The USDA Forest Service has not had adequate time to fully 
implement this monitoring program. 
 
We continue to recognize the need for the USDA Forest Service ASC to implement an adequate monitoring 
program for quarterly review of field compliance and accuracy with its methodology as reported in the prior 
recommendation 15 of Audit Report No. 08401-3-FM. 
 
Number 2: Accountability for ULOs Needs Continued Improvement (Repeat Condition) 
 
During FY 2005 the USDA Forest Service experienced a lack of compliance with its policies and procedures 
to review and certify the accuracy of ULOs.  In response to the FY 2005 ULO material weaknesses, the 
USDA Forest Service revised its policies and procedures regarding its certification of undelivered orders.  
Although there was improvement in this area, internal control weakness still existed.   
 
During FY 2006, an internal control sample of ULOs was selected from the USDA Forest Service’s May 31, 
2006 ULO certification report at each of the ten field sites reviewed during the audit.  Of the 53 sample items 
tested, the following 14 were noted as exceptions: 
 
• One ULO was not reviewed by the unit because the responsible party did not understand their 

responsibility to review the ULO as the funding unit. 
• Four ULOs were identified as invalid, but were not de-obligated prior to the required 30 day de-obligation 

period subsequent to the certification. 
• Eight ULOs were certified as valid, but were determined by our review to be invalid. 
• One ULO did not have enough information to certify its validity.  The ULO was subsequently identified 

to be invalid and de-obligated after the 30 day de-obligation period. 
 
Additionally, during the initial implementation of the USDA Forest Service’s new ULO certification policy, 
the USDA Forest Service prepared report, used to assign ULO transactions to responsible offices, divided the 
ULO balances into line balances rather than the transaction total for the ULO balance. 
 
Because of the poor operating effectiveness of the internal controls over ULOs, the September 30, 2006 ULO 
extract was reviewed in detail. The review results disclosed 34 of 188 routine ULO transactions as exceptions. 
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USDA Forest Service Directive 6500-218 states that for the months ending November 30, February 28, May 
31 and August 31, all obligations that are: 
 
• $250,000 or greater regardless of age, 
• $100,000 to $249,000 and 36 months or older, and 
• Under $100,000 and 60 months or older must be reviewed to determine that they are valid, accurate, and 

supported.  Any unliquidated obligations found to be invalid or incorrectly stated must be reported to ASC 
Budget Execution to be de-obligated or adjusted no later than 15 days after the date of certification. 

 
We continue to recognize the need for the USDA Forest Service management to continue to monitor its ULO 
certifications and if necessary modify exiting policies and procedures as noted in prior year recommendation 
1 of Audit Report No. 08401-4-FM.  
 
Number 3: The Review of Purchase Card Transactions and Monitoring of the Program Needs 
Continued Improvement (Repeat Condition) 
 
The USDA Forest Service uses the purchase card to reduce administrative costs and allow its employees to 
procure supplies and services faster than through traditional government procurement regulations. 
 
Although internal control improvements have been noted in this area, weaknesses continue to exist as found 
in the current year testwork.  During our testwork over quarterly supervisory reviews of purchase card 
transactions, three quarterly reviews out of 20 samples did not have evidence of supervisory review.   
 
In addition, during testwork over the authorization for the use of purchase cards, the following exceptions 
were noted in a sample of 121 cardholders: 
 
• Six cardholders did not have their Micro-Purchase & PCMS (Purchase Card Management System) 

System Training Certification Request forms signed by the Local Agency Program Coordinator (LAPC).  
• One Micro-Purchase & PCMS System Training Certification Request form was not provided. 
 
Also, while performing purchase card reviews, we noted the following control weaknesses:   
 
• The ASC could not provide a list of purchase card holders who transferred to the ASC but had not 

surrendered their purchase cards at the locations from which they were transferred. 
• One cardholder had retired (approximately 18 months ago) but was still in the PCMS system. 
• One cardholder did not have the same single purchase limit on the Micro-Purchase & PCMS System 

Training Certification Request form and in PCMS.  
 
USDA Departmental Regulation 5013-6 requires that supervisors of purchase card holders monitor the 
purchasing activity of card holders in their units.  Paragraph 18 of the Regulation states that all personnel 
must be trained to use PCMS before a card may be conferred, and individuals issued a card will certify that 
they have received the training, understand the regulations and procedures, and know the consequences of 
inappropriate actions.  In addition, on June 30, 2003, the WO sent a letter to USDA Forest Service activities 
instructing them to have all USDA Forest Service cardholders authorized in writing by December 31, 2003 
[and on a go-forward basis]. 
 
On April 19, 2004, the USDA Forest Service Director of Acquisition Management reminded the various 
USDA Forest Service activities of the emphasis placed on the supervisor’s review of purchase card holders. A 
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supervisory review checklist was provided to document the reviews starting with the second quarter review 
(January – March 2004).  Documentation of these reviews should be maintained for three years. 
 
Without effective quarterly supervisory reviews of PCMS transactions, the USDA Forest Service increases its 
risks for inaccurate and inappropriate purchase card transactions. In addition, without complete and accurate 
cardholder information in PCMS and adequate authorization/training records for PCMS cardholders, USDA 
Forest Service management can not effectively monitor purchase card holders and transactions incurred by its 
cardholders. 
 
We continue to recognize the need for the USDA Forest Service management to reinforce its policies in this 
area and incorporate procedures to test reviews of purchase card transactions in its Acquisition Management 
reviews as reported in prior year recommendation 4 of Audit Report No. 08401-4-FM. 
 
Number 4: Controls Related to Physical Inventories of Capital Assets Need Continued Improvement 
(Repeat Condition) 
 
The USDA Forest Service provides capitalized asset written physical inventory instructions to its reporting 
units. We reviewed the instructions and believe they are effectively designed.  For economy and efficiency, 
the USDA Forest Service performs a physical inventory of personal property on a two-year cycle, preferably 
in the even years. The last inventory was performed in the current fiscal year. Real property inventory 
procedures were changed in FY 2002 to require inventories on a rolling basis every five years starting in FY 
2003. 
 
In our FY 2005 audit, we noted four types of deficiencies: 
 
• Lack of Signatures and or Dates on Inventory Reports; 
• Lack of Evidence of Segregation of Duties; 
• Lost or Found Items Discovered during Physical Inventories were not Properly Documented and/or 

Corrected in the Property Systems; and 
• Lack of Inventory of Level 1 and 2 Roads. 
 
In our FY 2006 audit, we noted the previous four and one new deficiencies which were primarily caused by a 
lack of compliance by field units with the USDA Forest Service’s written inventory instructions. 
 
• Lack of Signatures and/or Annotations on Inventory Reports- Inventory reports were either not signed or 

not annotated by the inventory takers for 18 of 167 inventory reports. This deficiency existed at 7 of 10 
units visited. Unsigned and undated physical inventory lists could result in a misstatement of assets 
because the physical existence of assets is not verified and/or properly recorded.  

 
• Lack of AgLearn Training for Inventory Takers – Documentation evidencing AgLearn training for 

inventory takers was not available for 4 of 220 inventory takers. This deficiency existed at 3 of 10 units 
visited. Lack of proper training of inventory takers can result in non-compliance with USDA Forest 
Service inventory instructions and thus causing the misappropriation or misstatement of assets.  

 
• Lack of Evidence of Segregation of Duties— The inventory was conducted and the inventory reports were 

annotated only by the inventory taker.  In other instances, the inventory taker was the accountable officer. 
This condition existed in 4 of 147 inventory reports at 2 of the 10 units visited. Lack of proper oversight 
of inventory can result in the misappropriation or misstatement of assets.  
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• Lost or Found Items Discovered during Physical Inventories were not Properly Documented and/or 
Corrected in the Property Systems – Non-reconciling items discovered during the physical inventories 
were not corrected in the property systems. This condition existed in 7 of 95 lost or found items at 2 of the 
10 units visited. The effect is a misstatement of assets because assets were not properly recorded in the 
property subsidiary ledgers.  

 
• Lack of Inventory of Level 1 and 2 Roads – Level 1 and 2 roads were again not inventoried in FY 2006 

and at the current rate of their inventorying, USDA Forest Service will not complete a 100% physical 
inventory of roads within the five years.   

 
We recommend that the USDA Forest Service increase their monitoring of reporting units for compliance 
with the USDA Forest Service written physical inventory instructions and implement an appropriate 
inventory methodology for level 1 and 2 roads as reported in prior year recommendation 9 of Audit Report 
No. 08401-6-FM.  
 
Number 5:  The Design and/or Implementation of Controls Related to the Accurate Recording of 
Revenue-Related Transactions Need Improvement (Repeat Condition) 

During our prior year audit, we noted that revenue transactions were not recognized in the correct month 
and/or year, were not sufficiently documented, or had values that were not supported by the documentation.  
We also noted for accounts receivable that unbilled receivables were not reduced upon the issuance of actual 
billings, and incorrect balances were caused by system transaction linking issues. 

During our FY 2006 audit, we tested 208 timber revenue samples, 571 general revenue samples, 581 accounts 
receivable samples, 124 unfilled customer orders with advance samples, and 306 unfilled customer orders 
without advance samples and noted the following errors. 

Timber Revenue 

• Five samples, not accrued for in the prior FY, were recorded as a current economic event instead of a 
prior year event.  All of these samples related to a court settlement in which the USDA Forest Service was 
aware of the $8.4M settlement in August of FY 2005. 

• Two samples resulted in a misstatement of revenue in the current year that were not corrected before 
9/30/06. 

 
General Revenue 
 
• 40 samples, not accrued for in the prior FY, were recorded as current economic event instead of a prior 

year event.  Of these, 12 were the result of the USDA Forest Service correcting an account balance that 
was misstated at the end of FY 2005.  The corrections were posted to a revenue account in FY 2006 
instead of to the prior period adjustments account due to USDA not permitting its subsidiary agencies to 
use that account.   

• Three samples had insufficient documentation to support the sample amount. 
• One sample recorded revenue in FY 2006 that had already been recognized in FY 2005. 
• Two samples were recorded in FY 2007 however they should have been accrued in FY 2006. 
   
Accounts Receivable 
 
• 15 samples were collected, but the accounts receivable balance was not reduced. 
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• 11 samples were prior years unbilled that were not adjusted against advance or reversed at time when bills 
were issued. 

• Five samples were recorded as duplicate billings. 
• Two samples were not valid receivables because prior period accrual entries had not been reversed. 
• Two samples were still recorded as receivables even though the customers filed for bankruptcy and the 

USDA Forest Service had no chance of collection. 
• One sample had documentation that did not tie to the sample amount. 
• One sample did not have sufficient documentation to support the sampled amount. 
 
Unfilled Customer Orders 
 
• Eight samples had an agreement with an expired period of performance. 
• One sample was a refund payment that was incorrectly posted. 
• Two samples showed an abnormal balance. 
• Ten samples had insufficient documentation to support the sample amount. 
• Two samples had agreements with expired authority. 
• One sample revealed activity on an agreement that had expired. 
• Five samples had an agreement amount that did not tie to the documentation. 
• One sample had an advance that had been collected. 
 
The effect of these deficiencies results in an over or underestimate of revenue and an overstatement of 
unfilled customer orders. 
 
We continue to recognize the need for the USDA Forest Service management to review and update its 
policies and procedures for accurate recording of revenue as reported in prior year recommendation 6 of 
Audit Report No. 08401-4-FM. 
 
Number 6: The USDA Forest Service Needs to Continue to Improve its Internal Controls over its 
Reconciliation and Management of Fund Balances with Treasury (Repeat Condition) 
 
Financial Management Service (FMS) 6652 Reconciliation Process 
 
During FY 2006 control testing, 50 sample items were selected from the FMS 6652 reports reconciliation 
process.  The test results disclosed that all 50 sample items were adequately researched and resolved.  
However, 25 sample items were not corrected timely.  Of these items, 22 were not reconciled timely due to 
the backlog of credit card transaction processing at the USDA National Finance Center (NFC) Administrative 
Billing and Collection Office (ABCO).   
 
Government-wide Accounting System Reports Reconciliation Process 
 
During FY 2006 control testing, 38 sample items were selected for our control tests of the Government-wide 
Accounting System reports reconciliation process.  The test results disclosed that all 38 sample items were 
adequately researched and resolved.  However, 14 sample items were not corrected timely.  While this 
demonstrates an improvement in the reconciliation process, the deficiencies noted in the prior years have not 
been fully corrected. 
 
We continue to recognize the need for the USDA Forest Service to ensure adequate reconciliations of Fund 
Balance with Treasury as noted in prior year recommendation 27 of Audit Report No. 08401-3-FM.  
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Number 7: The Design and/or Implementation of Controls Related to the Accurate Recording of 
Personal Property Transactions Needs Improvement (Repeat Condition) 
 
The USDA Forest Service has improved its property internal controls during FY 2006, including monthly 
general ledger to property subsidiary ledger reconciliations and other corrective actions.  
 
However during FY 2006 substantive testing of 340 samples, we identified immaterial errors where the 
recorded data did not agree with the supporting documentation. These errors included: 
 
• 21 samples that related to FY 2005 or prior events that were recorded as FY 2006 activity; 
• 13 samples that did not have sufficient supporting documentation; 
• 13 samples with an overstatement in accumulated depreciation; 
• Three samples with an overstated asset cost; 
• Two samples with an understated asset cost; and  
• One sample with understated accumulated depreciation.  
 
Additionally, upon review of the year-end data downloads for the personal property sub-ledgers, Equipment 
Management Information System (EMIS), and Personal Property Computer System (PROP) we identified 
536 items (i.e., 110 PROP and 426 EMIS items) that did not meet the capitalization threshold at the time these 
were placed in service.  These items resulted in overstatement of asset cost by $4,084,338 and accumulated 
depreciation of $(1,508,572).    
 
We continue to recognize the need for the USDA Forest Service to increase its monitoring of compliance with 
property recording policy as reported in prior recommendation 30 of Audit Report No. 08401-3-FM. 
 
Number 8: The Compilation of Performance Measures Needs Improvement (Repeat Condition) 
 
The USDA OIG identified, in a March 2005 report entitled Forest Service Implementation of the Government 
Performance and Results Act, certain significant deficiencies in internal control over reported performance 
measures that, in our judgment, could adversely affect the USDA Forest Service’s ability to collect, process, 
record, summarize, and report performance measures in accordance with management’s criteria. Specifically, 
the OIG reported the USDA Forest Service had not effectively implemented a comprehensive strategy for 
collecting and reporting performance data. The OIG report identified several examples of inconsistencies, 
errors, and omissions in measuring performance, and that the standards used to define performance varied 
between regions, forests, and even among the districts in a forest. The report further stated that definitions of 
performance measures were often vague and open to varied interpretation and were not always distributed 
timely to the field. 
 
During our FY 2006 audit follow-up work, we reviewed several USDA Forest Service performance review 
reports and identified the following weaknesses: 
 
• Accomplishment reporting databases were not integrated and some were not fully functional. 
• There was an inconsistent application of performance management throughout the agency. 
• Some business rules of work planning and accomplishment reporting appeared to be in conflict with on-

the-ground efforts toward integrated work. 
• No universal verification process had been followed. In addition, standards for documentation in support 

of reported accomplishments were not in place. 
• At different levels of the organization there were varied perspectives on the number and kind of 

performance measures needed at the different levels of the organization. 
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• Primary purpose, in some areas, was not being followed.  USDA Forest Service must follow primary 
purpose to comply with Congressional intent, maintain validity of the reported accomplishment, and 
ensure that the expenditure information is consistently reported. 

 
In addition, we reviewed USDA Forest Service’s OMB Circular A-123 control evaluation documentation 
which stated that, “USDA Forest Service has not effectively implemented a comprehensive strategy for 
collecting and reporting performance data.  The USDA Forest Service lacks an effective internal control 
system to ensure data quality.” 
 
Representatives from the USDA Forest Service’s Strategic Planning and Resource Assessment Office stated 
that USDA Forest Service is moving forward with implementing the Performance Accountability System 
(PAS) to accurately, consistently, and timely report performance information.  However, PAS is still under 
development and implementation is not scheduled until FY 2007. 
 
Recommendation Number 5: 
 
We recommend that the USDA Forest Service should: 
• Refine its policies and procedures for gathering and verifying its performance measure data to ensure 

consistent reporting across all offices.   
• Implement PAS and adequately train personnel in the operation and use of the system. 
• Ensure that an adequate quarter (at least June 30 reporting) and year-end reporting process is in place to 

accurately and completely report its performance measures in the financial statements and Performance 
and Accountability Report (PAR).   

 
Number 9: The Compilation of the USDA Forest Service’s Required Supplementary Information (RSI) 
Needs Improvement (Repeat Condition) 
 
We noted that the USDA Forest Service does not have adequately designed controls to ensure the consistency 
of information compiled and reported in its RSI section of the financial statements. 
 
AU Section 558, sub section .07, a. requires the auditor to inquire if the required supplementary information 
is (i) measured and presented within prescribed guidelines….and; b. The information is consistent with the 
audited financial statements…..  
 
We continue to recognize the need for the USDA Forest Service to revise its current control structure for data 
collecting of RSI as reported in prior recommendation 37 of Audit Report No. 08401-3-FM.   
 
Number 10: The Posting of Certain Transactions Needs to Contain the Proper Reference Data to Link 
Related Transactions (Repeat Condition) 
 
The USDA Forest Service business processes require that relevant subsequent transactions (e.g., an expense) 
be linked to an initiating transaction (i.e., obligation) to provide for the transaction history and overall net 
affect of a transaction.  This link facilitates the matching of related transactions, such as an advance and the 
draw down of that advance through subsequent payments, which results in a net balance. However, this 
required information is not always entered in the general ledger. 
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During our review of data extracts as of September 30, 2006 from the general ledger for accounts for 48XX 
and 2190, we noted that trans-codes BG, Z7, DG, and DH remained open and unlinked in our extracts. The 
following trans-codes and the respective balances were identified in each of the extracts: 
 

Standard General Ledger Account
Transcode 

48XX extract 2190 extract 
BG $4,118,962 ($2,623) 
Z7 0 0 
DG (5,167,006) (12,892,985) 
DH (54,133) (3,799) 
Totals ($1,102,177) ($12,899,407) 

 
Although the extract as a whole is valued correctly, individual document transactions relating to undelivered 
orders and accruals are overstated as of September 30, 2006. 
 
We continue to recognize the need for the USDA Forest Service to ensure adequate linking of its transactions 
as reported in prior recommendations 34, 35, and 36 of Audit Report No. 08401-3-FM. 
 
Number 11:  A Segregation of Duties Policy related to Electronic Data Processing (EDP) Must be Fully 
Implemented (Repeat Condition) 
 
We previously reported that, although a number of the controls around segregation of duties related to IT 
were in place and new segregation of duties policy controls have been approved, weaknesses were still found: 
 
• Management did not periodically review segregation of duties controls; 
• Staff were unaware of a segregation of duties policy at all sites except the WO; and 
• Segregation of duties training was not created or distributed to USDA Forest Service employees. 
 
During our FY 2006 general controls review, we found that the weaknesses previously reported still exist.  
Although the segregation of duties policy documented was in existence for the entire fiscal year, there were 
no steps taken to implement this policy.  Additionally, we found that performance plans and appraisals could 
not be located for all staff. 
 
We continue to recognize the need for the USDA Forest Service to develop and implement a segregation of 
duties policy as reported in prior recommendation 10 of Audit Report No. 08401-6-FM. 
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STATUS OF PRIOR YEAR’S REPORTABLE CONDITIONS/MATERIAL WEAKNESSES 
 
As required by Government Auditing Standards and OMB Bulletin No. 06-03, Audit Requirements for 
Federal Financial Statements, we have reviewed the status of the prior year’s reportable conditions.  The 
following table summarizes these issues and provides our assessment of the progress USDA Forest Service 
made in correcting these reported conditions.  We have also provided the OIG report where the issue is 
monitored for audit follow-up.  These tables contain only those audit reports that are open.  In addition, only 
those recommendations that remain open or were closed in the current year are noted in the tables. 
 

Open Conditions In this Table are Referenced In Exhibit I and II 

USDA OIG Audit Report No. 08401-6-FM December 2005  

(Replaced prior Audit Report: USDA OIG Audit Report No. 08401-5-FM) 

Reported Condition Recommendation Status 

The USDA Forest Service 
Needs to Continue to Improve 
its Financial Management and 
Reporting Process  

In addition to the prior recommendations 1, 3, 8, 11 
(closed) of Audit Report No. 08401-3-FM, we recommend 
that the USDA Forest Service: 

• In conjunction with the USDA OCFO, complete the 
existing project for producing the SOF [Statement of 
Financing] on a transactional basis.  Document the 
propriety of all ACCTEIDs that constitute valid and 
logical reconciling items in the SOF. Obtain training 
for personnel involved in financial statement 
preparation regarding the relationship of the SOF to 
the statements of budgetary resources and net cost. 
Perform a comprehensive technical review of the 
SOF to ensure it is accurately prepared.   

• Establish a separate general ledger sub-account 
within GL 2190 to separately record unfunded 
liabilities or otherwise segregate funded and 
unfunded liabilities.   

 

 

 

 

Closed 

 

 

 

Closed 

Accountability for 
Unliquidated Orders (ULOs) is 
Lacking 
(2006 Reportable Condition; 
2005 Material Weakness) 

2.   In addition to the prior year recommendation 1 of Audit 
Report No. 08401-4-FM, we recommend that the 
USDA Forest Service develop a plan to improve the 
operating effectiveness of its review and approval of 
all period-end accrual adjustments. 

Open 

Implementation of the USDA 
Forest Service Accrual 
Methodology Needs 
Strengthening  
(2005 Material Weakness) 

3.    We recommend that the USDA Forest Service modify 
its accrual methodology to require responsible USDA 
Forest Service officials to take additional/alternate 
steps to obtain additional information when vendors 
cannot provide the necessary information to determine 
an accurate estimate, or when the USDA Forest 
Service is aware that the information provided is 
inaccurate.   

4.    We recommend that the USDA Forest Service improve 
its quarterly monitoring function to ensure that 

Closed 
 
 
 
 
 
 
 

Closed 
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Open Conditions In this Table are Referenced In Exhibit I and II 

USDA OIG Audit Report No. 08401-6-FM December 2005  

(Replaced prior Audit Report: USDA OIG Audit Report No. 08401-5-FM) 

Reported Condition Recommendation Status 

reviews of fire and other incident accruals are 
performed accurately and completely and that such 
recorded accrual amounts are valid. 

The USDA Forest Service 
Needs to Improve its General 
Controls Environment 
(2006 Material Weakness; 
2005 Material Weakness) 

5.    We recommend that USDA Forest Service: 
Complete, approve, communicate, and document the 
enforcement of policies and procedures addressing IT 
contingency and disaster planning and protection of 
sensitive information and classification.  These 
policies and procedures should include the removal 
and return of storage media and physical and 
environmental security.   
 
Additionally, USDA Forest Service should conduct a 
Business Impact Analysis at the WO, Fort Collins, CO 
– WO Detached, and Region 3 (supporting the ASC) 
data centers to assist in identifying the criticality and 
sensitivity of USDA Forest Service information, 
systems, and facilities.  The COOP for the Regional 
headquarters, WO and Fort Collins – WO Detached 
need to be enhanced.  Also, the contingency plan for 
ConnectHR/Paycheck7 needs to be enhanced.  USDA 
Forest Service should establish controls to certify all 
COOP and contingency plans are tested annually and 
updated based on test results.  Regional service level 
agreements or contracts with all backup site facilities 
and telecommunication services should be developed.   

 
Finally, we recommend that the USDA Forest Service 
develop materials and provide employees identified as 
occupying emergency roles with disaster recovery and 
continuity of operations training. 

6.   We recommend that USDA Forest Service management 
develop, communicate, and establish controls to 
facilitate adherence to entity-wide policies and 
procedures on access controls to address access key 
controls, including: 
• A standardized process for requesting access to the 

USDA Forest Service network.  Include procedures 
for changes to existing user accounts and requesting, 
granting, and removing temporary and emergency 
access; 

• Periodic management review of network account 

Open 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Open 
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Open Conditions In this Table are Referenced In Exhibit I and II 

USDA OIG Audit Report No. 08401-6-FM December 2005  

(Replaced prior Audit Report: USDA OIG Audit Report No. 08401-5-FM) 

Reported Condition Recommendation Status 

access listings for appropriateness, identifying and 
disabling inactive user accounts, and removing 
network access for separated employees; 

• Requesting, granting, and removing access to 
system software, sensitive utilities, and database 
management utilities; 

• Periodic review of network, server operator, and 
remote access audit logs as required by USDA 
Forest Service Interim Directive 6680-2005-3, 
“Technical Controls.”  Include procedures and 
requirements for investigating suspicious user 
activity and reporting security violations; 

• Management approval for archiving, deleting, and 
sharing ATSA data;  

• Finalize the USDA Forest Service Manual 6683.2, 
“Physical and Environmental Security,” and 
communicate requirements to FS personnel.  
Establish controls to facilitate adherence to policy; 
and 

• The USDA Forest Service needs to modify server 
settings on all USDA Forest Service servers to 
ensure that users cannot gain root server access 
anonymously.  USDA Forest Service network audit 
functions must be configured to maintain a history 
of successful and unsuccessful login attempts and 
user activity for the USDA Forest Service network 
as required by USDA Forest Service Interim 
Directive 6680-2005-3, “Technical Controls.”  
USDA Forest Service management should identify 
and document all access paths for the USDA Forest 
Service network and servers.  Finally, USDA Forest 
Service needs to develop and implement a user 
access review policy and procedure for the 
Department of Health and Human Service’s 
Payment Management System application. 

7.    We recommend that USDA Forest Service 
management: 
• Update the USDA Forest Service Interim Directive 

6680-2005-3 to include the USDA requirement that 
users change their password every 60 days and 30 
days for system administrators;  

• Establish controls to facilitate entity-wide adherence 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Open 
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Open Conditions In this Table are Referenced In Exhibit I and II 

USDA OIG Audit Report No. 08401-6-FM December 2005  

(Replaced prior Audit Report: USDA OIG Audit Report No. 08401-5-FM) 

Reported Condition Recommendation Status 

to the USDA Forest Service Interim Directive 6680-
2005-3; including the application of strong 
passwords to all user accounts identified as having a 
weak password during the vulnerability assessment, 
and the removal or disabling of all default, 
temporary, and guest user accounts; and 

• Continue with the USDA Forest Service 
implementation of Microsoft Active Directory in 
order to enforce screen saver passwords, account 
lock-out after three invalid login attempts, and the 
minimum password requirements documented in the 
USDA Forest Service Interim Directive 6680-2005-
3 for all FS network users. 

8.  We recommend that USDA Forest Service system 
owners, in cooperation with the USDA OCIO [Office 
of the Chief Information Officer] and in compliance 
with USDA and USDA Forest Service information 
security requirements: 
• Complete, approve, communicate, and document the 

enforcement of policies and procedures, specifically 
addressing the conditions resulting from the new 
business operations organization; 

• Develop and implement a policy to include review 
of personnel with access to sensitive facilities, the 
appropriateness of FFIS and NFC access 
authorizations, and the network security status; 

• Install the latest software versions, service packs, 
and security patches (and remove out-dated 
versions); 

• Develop and implement software configuration 
standards for Windows, UNIX [operating system], 
and all other USDA Forest Service platforms with 
defined images that specify what software 
applications should be in use and on what kinds of 
machines these applications should be installed on; 
and 

• Use automated tools to detect and eliminate unused 
or unauthorized applications including the use of 
Internet Security Systems (ISS) Internet Scanner in 
accordance with USDA Cyber Security Policy CS-
007. 

 
 
 
 
 
 
 
 
 
 
 
 

 
 

Open 
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Open Conditions In this Table are Referenced In Exhibit I and II 

USDA OIG Audit Report No. 08401-6-FM December 2005  

(Replaced prior Audit Report: USDA OIG Audit Report No. 08401-5-FM) 

Reported Condition Recommendation Status 

Controls Related to Physical 
Inventories of Capital Assets 
Need Improvement 
(2006 Reportable Condition; 
2005 Reportable Condition) 

9.    We recommend that the USDA Forest Service increase 
their monitoring of reporting units for compliance 
with the USDA Forest Service written physical 
inventory instructions and implement an appropriate 
inventory methodology for level 1 and 2 roads. 

Open 

A Segregation of Duties Policy 
related to EDP Must be Fully 
Implemented 
 
(2006 Reportable Condition; 
2005 Reportable Condition) 

10.  We recommend that USDA Forest Service: 
• Establish controls to facilitate adherence to the 

segregation of duties policy and supporting 
procedures as well as develop, implement and 
document training so that employees are aware of 
the policy and their responsibilities.   

• Modify, approve, and communicate a policy to 
address periodic management review of segregation 
of duties. 

Open 

 
Open Conditions In this Table are Referenced In Exhibit I and II 

USDA OIG Audit Report No. 08401-4-FM November 2004 

Reported Condition Recommendation Status 

Accountability for 
Undelivered Orders is Lacking  

(2006 Reportable Condition; 
2005 Material Weakness; 
2004 Material Weakness) 

1.    We recommend that USDA Forest Service 
management: 
• Require all locations to fully comply with review 

and certification requirements and follow up to 
resolve questionable items. 

• Previously Closed. 

 

Open 

 

The Review of Purchase Card 
Transactions Needs 
Improvement 
(2006 Reportable Condition; 
2005 Reportable Condition; 
2004 Reportable Condition) 

4.   We recommend that USDA Forest Service management 
reinforce its policies in this area and incorporate 
procedures to test the reviews of purchased 
transactions in its Acquisition Management reviews. 

 
Open 

The Internal Controls Related 
to Recording, Classification 
and Accounting for 
Information Related to Leases 
Need Improvement 
(2006 Management Letter 
Comment; 2005 Reportable 
Condition; 2004 Reportable 
Condition) 

5.   We recommend that USDA Forest Service management 
establish policies and procedures for the accurate 
recording of leases, appropriately train reporting unit 
personnel on such policies and procedures, and 
monitor reporting units for compliance with its 
policies and procedures. 

 
 

 
Closed; 

Downgraded 
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Open Conditions In this Table are Referenced In Exhibit I and II 

USDA OIG Audit Report No. 08401-4-FM November 2004 

Reported Condition Recommendation Status 

The Design and/or 
Implementation of Controls 
Related to the Accurate 
Recording of Revenue Related 
Transactions Need 
Improvement 
(2006 Reportable Condition; 
2005 Reportable Condition; 
2004 Reportable Condition) 

6.   We recommend that USDA Forest Service management 
review and update its policies and procedures for the 
accurate recording of revenue, appropriately train 
reporting unit personnel on such policies and 
procedures, and monitor reporting units for 
compliance with its policies and procedures. 

 

 
Open 

 
Open Conditions In this Table are Referenced In Exhibit I and II 

 
USDA OIG Audit Report No. 08401-3-FM January 2004 

 
The USDA Forest Service 
Needs to Improve its Financial 
Management and 
Accountability 
(2006 Material Weakness; 
2005 Material Weakness,  
2004 Material Weakness,  
2003 Material Weakness) 

1.  We recommend that the USDA Forest Service 
provide SGL training to selected employees and 
appoint them to be “resident” SGL experts 
responsible for preparing as well as reviewing and 
approving the adjusting journal vouchers (AJVs).  

3.  We recommend that the USDA Forest Service 
identify those business processes that are causing 
irregularities in the general ledger and develop an 
expedited corrective action plan to resolve and 
correct any deficiencies identified. 

6.  We recommend that the USDA Forest Service 
identify all revenue generating business processes 
that are currently maintained in the budget 
clearing accounts and work with OMB and U.S. 
Department of the Treasury to establish a separate 
receipt and expenditure Treasury symbol so that 
revenue collections will not reside in the 12F3875 
clearing account.  

8.    We recommend that the USDA Forest Service 
follow its procedures in order to perform monthly 
review, identification, research, and correction of 
all abnormal balances, and report the status of all 
abnormal balances of $5 million or more to the 
USDA OCFO. 

11. We recommend that the USDA Forest Service 
implement an effective monthly process to review 
general ledger account relationships.  The process 
must include the research, reconciliation, and 
resolution of all significant differences in a timely 
manner. 

 
Closed 

 
 

 
Open 

 
 
 

 
 
 

Closed 
 
 
 

 
 

 
 

Open 
 
 
 

 
 

Closed;           
Management      

Letter Comment 
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Open Conditions In this Table are Referenced In Exhibit I and II 
 

USDA OIG Audit Report No. 08401-3-FM January 2004 
 
Implementation of the USDA 
Forest Service Accrual 
Methodology Needs 
Strengthening 
(2006 Reportable Condition; 
2005 Material Weakness; 
2004 Material Weakness; 
2003 Material Weakness) 
 

14. We recommend that the USDA Forest Service 
WO Office of Finance [ASC Quality Assurance 
Team] provide adequate communication and/or 
training of the accrual methodology, as well as, a 
summary of lessons learned from the fiscal year 
2003 [including 2004 and 2005] audit to all of the 
USDA Forest Service reporting units. 

15.  We recommend that the USDA Forest Service 
WO Office of Finance [ASC Quality Assurance 
Team] perform management oversight of the 
accrual methodology through analysis and follow 
up on large or unusual items, as well as the USDA 
Forest Service units that do not report any data. 

 
Closed 

 
 
 
 
 

Open 
 

 
 

 

The USDA Forest Service 
Needs to Improve Its General 
Controls Environment 
(2006 Material Weakness; 
2005 Material Weakness; 
2004 Material Weakness; 
2003 Material Weakness) 

19. We recommend that USDA Forest Service 
develop and implement a C&A policy based on 
the NIST Special Publication 800-37, “Guide for 
Certification and Accreditation of Federal 
Information Systems.” Once the policy has been 
developed, it is recommended that FS 
management immediately reevaluate all major 
information system C&A packages to determine 
completeness based on the Forest Service policy.  
Additionally, we recommend that USDA Forest 
Service verify that each application’s Plan of 
Action and Milestone (POA&M) report includes 
the accurate status of all findings.   

20. We recommend that USDA Forest Service 
management establish controls to facilitate 
adherence to the Forest Service Risk Assessment 
policies and procedures.  All risk assessments 
should be developed in accordance with agency, 
USDA, and federal guidelines.  Additionally, 
USDA Forest Service should revise any existing 
risk assessments to align with the NIST Special 
Publication 800-30.   

21. We recommend that USDA Forest Service 
management establish controls to facilitate 
adherence to the USDA Forest Service’s SSP 
policies and procedures and document SSPs in 
accordance with agency, USDA, and federal 
guidelines.  All SSPs should be revised to align 
with NIST Special Publication 800-18.  
Additionally, USDA Forest Service should 
complete, approve, communicate, and establish 
controls to facilitate adherence to Forest Service 
Computer Incident Response Team (CIRT) 

 
 
 
 

Open 
 
 
 
 
 
 
 

 
Open 

 
 
 
 
 
 

 
 

Open 
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Open Conditions In this Table are Referenced In Exhibit I and II 
 

USDA OIG Audit Report No. 08401-3-FM January 2004 
 

policies and procedures, and provide guidance so 
personnel are aware of the guidelines and their 
roles. 

22. USDA Forest Service management should develop 
and implement enterprise-wide system architecture 
standards for Internet-facing services.  These 
standards should ensure agency compliance with 
USDA regulations and should address firewall 
configuration, proper use of de-militarized zones, 
and limiting the use of unsecured services to 
ensure protection of internet-accessible data.  
USDA Forest Service management should also 
eliminate access to all unnecessary services from 
the Internet and implement strong authenticated 
access control to those services that are necessary.   

23. It is recommended that management develop and 
implement enterprise-wide policies and procedures 
regarding software management and change 
control.  These policies and procedures should 
address: 
• Access restrictions over system software code 

and program libraries;  
• Emergency change procedures; 
• FSM 6600, subsection 6683.6, ‘Hardware and 

Systems Software Maintenance’; 
• CMB Charter; 
• Approval process for changes that fall below the 

CMB watermark; 
• Installation of the latest software versions, 

service packs, and security patches (and removal 
of out-dated versions); 

• Software configuration standards (with defined 
images that specify what software applications 
should be in use and on what kinds of machines 
these applications should be installed on); and 

• Use of automated tools to detect and eliminate 
unused or unauthorized applications (including 
the use of ISS Internet Scanner in accordance 
with USDA Cyber Security Policy CS-007). 

Additionally, USDA Forest Service management 
should review all systems for the presence of 
outdated software or services, missing critical 
patches and/or updates, and improperly configured 
servers or systems.  Forest Service should then 
proceed to update or delete any identified outdated 

 
 

 
 

Open 
 
 
 
 
 
 

 
 
 
 
 

Open 
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Open Conditions In this Table are Referenced In Exhibit I and II 
 

USDA OIG Audit Report No. 08401-3-FM January 2004 
 

software, test and install applicable patches or 
updates, configure servers and systems in 
accordance with Forest Service technical bulletins 
and federal criteria, and remove any unneeded 
services. 

 

The USDA Forest Service 
Needs to Continue to Improve 
its Internal Controls over its 
Reconciliation and 
Management of Fund Balance 
with Treasury 
(2006 Reportable Condition; 
2005 Reportable Condition; 
2004 Reportable Condition; 
2003Reportable Condition) 

27. We recommend that the USDA Forest Service 
perform complete and timely resolution of 
reconciling items for all Fund Balance with 
Treasury accounts within 60 days of report [FMS 
6652 and Government-wide Accounting System 
Reports] receipt.  

 
Open 

 
 

 
 

The Design and/or 
Implementation of Controls 
Related to the Accurate 
Recording of Personal 
Property Transactions Need 
Improvement 
(2006 Reportable Condition; 
2005 Reportable Condition; 
2004 Reportable Condition; 
2003 Reportable Condition) 

30. We recommend that the USDA Forest Service WO 
improve its monitoring of reporting units for 
compliance with the USDA Forest Service 
property transaction recording policies.  

 
 

 
Open 

 

Postings of Certain 
Transactions Needs to Contain 
the Proper Reference Data to 
Link Related Transactions 
(2006 Reportable Condition; 
2005 Reportable Condition; 
2004 Reportable Condition; 
2003 Reportable Condition) 

34. We recommend that the USDA Forest Service 
develop a methodology to link transactions that 
are currently in the financial systems. 

35. We recommend that the USDA Forest Service 
work with the USDA and FFIS contractor to 
incorporate edit checks that would disallow 
processing of transactions that do not provide the 
required data. 

36. We recommend that the USDA Forest Service 
establish direction and quality assurance protocols 
to ensure that appropriate data is entered in the 
system. 

Open 
 

 
 

Open 
 

 
 

Open 
 

Compilation of the USDA 
Forest Service’s RSI Needs 
Improvement 
(2006 Reportable Condition; 
2005 Reportable Condition; 
2004 Reportable Condition; 
2003 Reportable Condition) 

37. We recommend that the USDA Forest Service 
revise its current control structure for data collection 
and reporting of RSI to ensure the timeliness and 
completeness of the reported information. 

 

 
Open 
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Open Conditions In this Table are Referenced In Exhibit I and II 
 

USDA OIG Audit Report No. 08401-3-FM January 2004 
 
The USDA Forest Service 
ATSA Application Controls 
Need Improvement 
(2005 Reportable Condition; 
2004 Reportable Condition; 
2003 Reportable Condition) 

38. We recommend that USDA Forest Service 
management update the SSP for the ATSA system.  
SSP should be based on the ATSA Risk 
Assessment results; and be approved by 
management and reviewed and updated at least 
annually to reflect any changes to the current 
environment and the risks associated with those 
changes.  USDA Forest Service management 
should incorporate in the ATSA SSP required 
management review of activity logs. Currently, the 
Security Plan identifies that audit trails exist but 
does not indicate the frequency with which they 
should be reviewed and who should review them.  
These reviews should be performed on a consistent 
basis regardless of whether potential unusual 
activity is detected.  USDA Forest Service should 
also take steps to ensure required management 
reviews of ATSA activity logs are carried out and 
according to the updated security plan.  
Additionally, USDA Forest Service should modify 
the ATSA front end application to capture user 
activities.  

 

Closed 
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COMPLIANCE AND OTHER MATTERS 
 
The USDA Forest Service Does Not Obligate all Transactions Required by Appropriations Law 
 
Obligation testwork performed over approximately 183 transactions disclosed that 74 transactions1 were not 
obligated as required by appropriation law prior to payment. The transactions that were not obligated included 
temporary travel and reoccurring utility type transactions.   
 
Due to the USDA Forest Service’s current system limitations, the USDA Forest Service can not obligate 
temporary travel without a consider effort that would exceed expected benefits.  The USDA Forest Service is 
in process of migrating to a new travel system that will allow for the obligation of temporary travel 
transactions.  For other transactions not obligated, several USDA Forest Service offices did not obligate these 
transactions because of the variability in determining the estimated cost for these types of transactions. 
 
The Government Accountability Office (GAO), publication GAO/OGC-92-13, Appropriations Law, defines 
an obligation in very general terms as, “an action that creates a liability or definite commitment on the part of 
the government to make a disbursement at some later time. The obligation takes place when the definite 
commitment is made, even though the actual payment may not take place until the following fiscal year.” 
Furthermore, GAO’s Appropriations Law cites 9 criteria for recording obligations. When one criterion is met, 
the agency not only may, but also must record that transaction as an obligation. Criterion 7 addresses travel 
expenses. With regard to the timing, Appropriation Law states that, “the obligation is not incurred until the 
travel is actually performed or until the ticket is purchased.” While the precise amount of the liability should 
be recorded, the precise amount is not always known immediately. When this takes place, “the obligation 
should be recorded on the basis of the agency’s best estimate.” 
 
Without obligating all required transactions, obligations are understated at any one point in time. Also, as 
existing obligations are used in determining accruals, these types of unobligated transactions are not 
considered in the accrual determination process. 
 
We continue to recognize the need for the USDA Forest Service to obligate all transactions as reported in 
prior year recommendation 8 of Audit Report No. 08401-4-FM. 
 
The USDA Forest Service’s Systems Do Not Comply with FFMIA of 1996 
 
Federal Accounting Standards 
 
Instances of FFMIA non-compliance relating to compliance with applicable Federal accounting standards 
were identified during the fiscal year 2005 audit. 
 
The following table lists those Statements of Federal Financial Accounting Concepts (SFFAC) and 
Statements of Federal Financial Accounting Standards (SFFAS) that the USDA Forest Service did not 
comply with during the audit period. 

                                                      
1 The 40% error rate would not be a true representation of the error rate to the population sampled.  The 40% error rate is 
skewed as a result of the type of statistical sampling used for audit testwork.  
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FFMIA Non-compliance with Federal Accounting Standards  
 

SFFAS/SFFAC 
Number 

 
Accounting Deficiencies Noted 

SFFAC 2  Unliquidated Obligation errors 
 Preparing proper note disclosures (e.g., dedicated collections, 

Statement of Budgetary Resources to President’s Budget 
reconciliation) 

 Not timely assessing the impact of abnormal balances 
SFFAS 5  Incorrect accruals 
SFFAS 7  Errors with recording timber and non-timber revenue 
SFFAS 8  Improper stewardship reporting 

 
Although the USDA Forest Service continues to improve its accounting operations, deficiencies still exist in 
the processing of various transactions. The deficiencies noted in the above table resulted in additional time 
and effort of the USDA Forest Service to research and resolve the deficiency. 
 
We continue to recognize the need for the USDA Forest Service to identify business process causes for 
noncompliance with accounting standards as reported in prior year recommendation 9 of Audit Report No. 
8401-4-FM. In addition, we also recognize the need for the USDA Forest Service to develop a remediation 
plan as reported in prior year recommendation 10 of Audit Report No. 08401-4-FM. 
 
Financial Management Systems 
 
As noted in our material weakness on the general controls environment, the USDA Forest Service did not 
have policies and procedures for C&A until July 2006.  Due to the late implementation of the C&A policies 
and procedures, we were not able to evaluate the current year C&A packages.  During FY 2005 we noted that 
the USDA Forest Service did not fully comply with the requirements of OMB Circular No. A-130, 
Management of Federal Information Resources.  The USDA Forest Service systems that were impacted by 
our FY 2005 testwork were Travel, Connect Human Resources (HR), INFRA, ATSA, and Paycheck 7 
applications and their general support environment. A certification and accreditation that is fully compliant 
with OMB Circular A-130 is a requirement for systems to comply with FFMIA. 
 
We continue to recognize the need for the USDA Forest Service to implement its issued policies and 
procedures to ensure that its system certification and accreditations are comprehensive and accurate as 
reported in prior recommendation 1 of Audit Report No. 08401-3-FM. 
 
Compliance with the United States Standard General Ledger 
 
During our FY 2006 audit, we noted the following deficiencies in the USDA Forest Service’s standard 
general ledger posting: 
 
• EMIS is used to manage working capital fund equipment which consists of computer hardware and 

vehicles. The system does not record depreciation at the equipment transaction level using the SGL. It 
records depreciation by unit monthly at the summary level in the USDA Forest Service general ledger.  
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• USDA Forest Service capitalized lease and internal use software work in process transactions are not 
recorded in the general ledger at the transactional level.  Instead transactions are summarized from EMIS 
and entered in the general ledger at the organizational level. Instead, they are maintained in off-line 
spreadsheets and then recorded in the general ledger only at year-end closing. 

• During testwork over general ledger account series 57XX, it was note that the USDA Forest Service 
improperly debited 1010, Fund Balance with Treasury, and credited 3102, Unexpended Appropriations-
Transfers-In, to record Non-expenditure financing sources.  Instead, FS should have credited general ledger 
account 5755, Non-expenditure Financing Sources-Transfers-In. 

• During testwork over expenditures, it was noted that for stewardship land acquisitions, the USDA Forest 
Services improperly debits 6100, Operating Expenses/Program Expenses instead of debiting 6908, 
Stewardship Land Acquisition (Nonproduction Cost).  At the end of the year FS transfers the total 
stewardship land activity from general ledger account 6100 to 6908.  This occurs because USDA current 
doesn’t have a posting model at the transactional level to accommodate this business process.  Because this 
process requires manual involvement in increases the chances for human error.  During FY 2006, USDA 
Forest Service did not move approximately $2.2 million from general ledger account 6100 to 6908.   

 
Recommendation Number 6: 
 
We recommend that the USDA Forest Service develop posting models to appropriately record Non-expenditure 
financing sources-transfers-in and stewardship land acquisitions.   
 



Exhibit V 
 

40 
(Continued) 

STATUS OF PRIOR YEAR’S NONCOMPLIANCE FINDINGS AND OTHER MATTERS 

Open Conditions In this Table are Referenced In Exhibit I and II  
 

USDA OIG Audit Report No. 08401-6-FM December 2005 
 

(Replaced prior Audit Report: USDA OIG Audit Report No. 08401-5-FM) 
 

Reported Condition Recommendation 
 

Status 

The USDA Forest 
Service May Not be 
in Compliance with 
31 USC 1517 

11. We recommend that the USDA Forest Service 
fully investigate the circumstances surrounding this 
issue and obtain appropriate legal advice from the 
USDA Office of the General Counsel. 
 

Closed 

The USDA Forest 
Service’s Systems Do 
Not Comply with the 
Federal Financial 
Management 
Improvement Act 
(FFMIA) 
(2006 Non-
compliance) 

12.  We recommend that the USDA Forest Service 
comply with recommendation 1 of this report as 
well as develop systems and methodologies that 
comply with the SGL at the transactional level. 
 

Open 
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Open Conditions In this Table are Referenced In Exhibit I and II 

 
USDA OIG Audit Report No. 08401-4-FM November 2004 

Reported Condition Recommendation Status 

The USDA Forest 
Service Does not 
Obligate All 
Transactions as 
Required by 
Appropriation Law 
(2006 non-
compliance; 2005 
non-compliance; 
2004 non-
compliance) 

8.     We recommend that the USDA Forest Service 
management develop policy and procedures to 
obligate funds for transactions as required by 
Appropriations Law. 

 

 
Open 

Instances of Non-
Compliance with 
FFMIA were 
Identified Related to 
Federal Accounting 
Standards 
 
(2006 non-
compliance; 2005 
non-compliance; 
2004 non-
compliance) 

9.  We recommend that the USDA Forest Service 
management identify the business process causes for 
the noted instances of non-compliance, develop 
adequate policies and procedures, and if necessary, 
modify existing policies and procedures to ensure 
that transactions are processed and reported in 
accordance with Federal accounting standards.  
 
10.  We recommend that the USDA Forest Service 
management develop a remediation plan within the 
required time frames that includes extensive training 
of personnel specifically addressing the deficiencies 
noted above. 

 

Open 

 

 

 

Open 

 
Open Conditions In this Table are Referenced In Exhibit I and II 

 
USDA OIG Audit Report No. 08401-3-FM January 2004 

 
Reported Condition Recommendation Status 
The USDA Forest 
Service Systems are 
Not Compliant with 
Federal Financial 
Management System 
Requirements 
(2005 non-
compliance; 2003 
non-compliance. 

1.  We recommend that the USDA Forest 
Service, working with the NFC, as necessary, 
take steps to certify and accredit the ATSA, 
and Paycheck 7 systems and their general 
support environment or replace these legacy 
systems.  

Open 
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