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Current Events
Highlight Challenge
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From: CIOs and Deputy CIOs [mailto:CIO-DEPTCIO@LISTSERV.GSA.GOV] On Behalf Of
Evans, Karen

Sent: Wednesday, June 07, 2006 5:05 PM
To: CIO-DEPTCIO@LISTSERV.GSA.GOV
Subject: [CIOCD] Request for Information
Importance: High

Hi Everyone

By 8:00am tomorrow morning, I need to have a status of where you are on the
requirement included in the May 22, 2006 memo from Clay which states:

"In addition, please ensure your agency employees are reminded within the next 30 days
of their specific responsibilities for safeguarding personally identifiable information,
the rules for acquiring and using such information as well as the penalties for
violating these rules.“

Please report the percentage of employees notified and the method of notification.

Thanks in advance
Karen

Management
Responses Needed
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From: Streufert, John(M/DCIO))
Sent: Thursday, June 08, 2006 8:40 AM
To: 'Evans, Karen'; Karen_Evans@omb.eop.gov; 'Schlarman, Glenn R.‘
Cc: Bussow, Mark; Heneghan, Phil(M/DCIO); Moore, George(M/DCIO); Hughes,
Mike(M/AA:AINS); Alumbaugh, John(GC/LE); Haiman, Arnold J(GC)
Subject: RE: [CIOCD] Request for Information
Importance: High

Karen,

Summary. Within 24 hours after Clay Johnson’s notice (May 23, 2006) USAID had notified its
staff [in 20 time zones] world-wide regarding employee responsibilities for protecting
personally identifying information as a result of the … incident. This event included
confirmed receipt of delivery to individuals by name at 80 overseas locations,
awareness training and testing of concept understanding.

…
• 97.7% coverage (8,268 people)
• All Agency employees who failed to answer the True –False question concerning the

… incident correctly the first time were immediately retested.
• Fifty-five employees world-wide answered the question incorrectly twice
• And 169 personnel did not respond to the test.

Response Provided
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JSAS Meets These Needs

• New threats need quick response – and
confirmation that the threat was understood

• Adults learn by doing – daily security interactions
build habits and reinforce learning

• Users need – comprehensive training and periodic
refreshment, remediation for transgressors
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Agencies Selecting JSAS
Receive

 A comprehensive approach to IT Security Awareness
training consistent with NIST SP 800-50

 A proven, reliable solution that verifies retention of
material and concepts

 A two-part solution -- current daily training and periodic
in-depth training

 A well established training program that uses industry
standard web-based delivery mechanisms and secure back-
end database technology
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Leverage E-Training
Provider

• The Foreign Service Institute
– An OPM-authorized Service Provider
– Decades of experience training other federal agencies
– Reliable reimbursement processes under the Economy Act
– Special contracting and hiring authorities under the Foreign

Service Act which provide great flexibility

• This customer-driven, service-oriented delivery
highlights the quality and experience of the JSAS
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JSAS Offers Leading

Technology

People

Processes
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People

• Security Subject Matter Experts
– Certified Security Practitioners
– Threat Specialists
– Policy Analysts

• Instructional Systems Designers
– Specialists in Adult Learning

• Data Managers
– Slicing and Dicing Data Supporting

Metrics
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Processes

• JSAS Elements
– Awareness Needs Assessment
– Customer Relationship Management
– Content Management
– Technology Management
– Risk Management
– Rapid Response
– Metrics – Effectiveness & Efficiency
– Training Administration
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Technology

• JSAS is
– Easy To Use
– Comprehensive and Complete
– Timely, Compliant and Secure
– Flexible in Delivery

 Annual Training
 Daily Refresher
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The JSAS Awareness Package

• Adults Learn By Doing (Effective)
– Comprehensive Awareness Course
– Awareness Daily Reminder
– Required Interaction

• Results (Efficient)
– Instant Feedback
– Certificate of Completion
– Automated Administration



Tips of the Day
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Daily Refresher Training Tool
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Normal Operation
• User logs into system and receives a tip

• User reads the question

• User presses one button to answer
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Normal Operation

• No user navigation is
required

• Login is an automatic
result of network login

• Current frequency: 1 tip
per workday

• Concise and Actionable
• New users are

automatically registered
• Login, tip, and response

are all logged in the
Database
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User Report

ADD IMAGE

User
May

Click to
Review

Tip
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Customization

• User Options:
– Reached from the

options link on any tip
– User may choose to get

more tips less often
– For 508 compliance, user

may request text only
tips which are black &
white
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Custom Frequency

• Users have system-roles

• System-roles contain content categories

• Categories contain tips

• Customer agencies have great flexibility in dialing
in tip frequency by role, category, and or
individual tips, to fine tune content to emerging
issues/threats



20

XXSystem and Information IntegritySI

XXSystem and Communications ProtectionSC

XSystem and Services AcquisitionSA

XRisk AssessmentRA

XXPersonnel SecurityPS

XSecurity PlanningPL

XXPhysical and Environmental ProtectionPE

XXMedia ProtectionMP

XXSystem MaintenanceMA

XXIncident ResponseIR

XXIdentification and AuthenticationIA

XXContingency PlanningCP

XXConfiguration ManagementCM

XCertification, Accreditation, and Security AssessmentCA

XAudit and AccountabilityAU

XSecurity Awareness and TrainingAT

XXAccess ControlAC

Tier II SpecialTier I GeneralNIST 800-53 Categories

Categories of Tips
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Personal Computers

Password Selection

Password Protection

Network Access

Introductory Tips (Tips on Tips)

Intellectual Property Mgmt

Handling SBU

Ethics

Emergency Preparedness

Data Protection

Access Management

Workstation Protection

Virus Protection

Spyware, Adware, Malware

Software Management

Security Incidents

Reducing Phone Call Costs

Prohibited and Inappropriate Behavior

Processing Classified

Privacy

Physical Property Mgmt

Agency Specific Tip Topics
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Diagnostic
Symptoms

Organization’s
Score

Individual’s
Score

Organizational Metrics
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Configuration
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These Configurable Features, and More

Configuration

• Systems Covered
• System Roles Covered
• The probability of selecting content

from a System Role
• Categories of content within each

System Role
• The probability of selecting a category

within the selected system role.
• Tips within each category
• The probability of selecting a tip from

within a category
• New User Defaults
• New User Default Alerts
• Customer Organizational Structure
• Customer Organizations

• Organizational Contact Types
• Contact Address Types
• User-Account Types (active, inactive,

group, etc.)
• User Roles for Administration and

Reporting
• Method of linking users to organization

(via domain or directly)
• Questions for each set of tip-content.
• Buttons that are used for answers
• Buttons for each tip-content/question

combination
• Whether to record user IP address
• Whether to record user machine name
• Whether to record user MAC address
• Passing Grades, etc.
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Proposed SOA will provide this capability, as neededInteroperability

Downloads to standard tools (such as Excel) using COTS componentsIntegration

The presentation layer is provided via Internet Explorer. Standard methods are used to
generate the HTML pages: these include ASP and JSP pages

Presentation/
Interface

The data model is well normalized and uses standard naming conventionsData Administration

Data interchange between the presentation layer and the database is managed by structured
software between the business model and the database

Data Interchange

The business logic layer is maintained in the software between the database and the
presentation layers

Business Logic

Mature simple industry standard platform architecturesSW Architectures

Mature processes with ample testing, configuration managementSW Engineering

Mature configurations designed to promote security which are regularly scanned for
vulnerabilities (then graded and remediate)

Hardware/Infrastructure

IIS and Oracle Application Server; Windows PlatformsDelivery Servers

SQL-Server and/or Oracle 10gDatabase Storage

HTTP or HTTPS (SSL); SMTP for user feedback and error loggingService Transport

Application integration and access via standard IEDelivery Channels

User – IE Web Browser HTML V3Access Channels

ComponentsModel Area

Technically Standard &
Scalable
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Solution has a high availability rate (>95%)Available

Only the executable code has the ability to write results. Results
are not modifiable

Integrity

Various users and admin role have different accessConfidential

Authentication is role basedAuthentication

PII where employed is fully protectedPrivacy

SummaryFactor

Security Compliance



CyberSecurity Awareness
Course
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The Course

CyberSecurity Awareness is a 30-minute web-based
course requiring only an IE browser.
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Context

Purpose and context are clearly stated.
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Purpose

Course objectives are clearly stated.
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Content reflects NIST 800-50 Guidance.

Content
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A variety of interactive features improve learning. This
is an audio example of social engineering.

Interaction
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The end of each section includes an interactive quiz.
Immediate feedback is provided on the choices made.

User Action and Response
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When the answer is correct, there is additional
positive reinforcement.

User Action and Response



35

Exam

Exam consists of 12 questions of different types
(multiple choice, multiple answer, true/false)
randomly selected from a pool covering topic areas.
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Exam Results

At the end, users get immediate feedback on which
questions they got wrong – but not why. They can go back

to any section and review the material.
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User Certificate

• Completion certificate is
immediately available to
print or e-mail

• The user can access it
again anytime during the
following year
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Survey

More than 30,000 surveys have been completed.
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Survey Reporting

All stakeholders can have access to the results of the user
survey.
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Reporting

• Periodic reports on
– Successful completions
– Overdue re-takes

• Ad hoc inquiry capability
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Benefits

The course meets several needs

• Initial training for new users

• Annual refresher training

• Remediation training for miscreants



Business Operations
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Administration

The Foreign Service Institute provides
financial and acquisition administration
– Legal authorities
– Decades of interagency financial dealings
– Customers from 47 agencies/services
– An OPM-authorized e-Training Service Provider

under the Human Resources Line of Business
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Business Options
• Basic Services

– Re-branding
– Help Desk M-F 8am-

5pm Eastern Time
– Content Refreshment
– Reporting

• Hosting
– Customer Hosts
– JSAS Hosts

• Premium Services
– Content Additions
– Customization

 Ad hoc reporting
 Technology
 Look and feel

– 24x7 Help Desk
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Planning Documents

• Service Level Agreements

• Customer Profile

• Migration Plan

• eMail Questions to JSAS@State.Gov

• Web Page http://JSAS.state.gov
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Customer Cost
• Assumptions

– An agency of 100,000 users
– JSAS hosts the solution
– No changes to content except branding
– No changes to roles and responsibilities

• Base planning figure
– Tip of the Day $3/user/year
– CyberSecurity Course $1/user/year

• Customer requirements will affect price
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Customer Cost

Customer requirements will affect price
– Number of users
– Operating systems
– Firewalls
– Browsers
– Customer-hosting
– Content additions/deletions/alterations
– Any other agency specific or unique requirement
– Adjustments to roles and responsibilities



Conclusion
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Agencies Selecting JSAS
Receive

 A comprehensive approach to IT Security Awareness
training consistent with NIST SP 800-50

 A proven, reliable solution that verifies retention of
material and concepts

 A two-part solution -- current daily training and periodic
in-depth training

 A well established training program that uses industry
standard web-based delivery mechanisms and secure back-
end database technology



Joint STATE-USAID Solution

Complimentary Products,
Comprehensive Solution


