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1. APPLICABILITY:  These policies/procedures apply to all Oregon Military Department (OMD) employees and authorized representatives.

2.   AUTHORITY/REFERENCE:


2. ATTACHMENTS:
No. 1:  Use of Oregon Military Department State Computer             

            Equipment and Systems

4.
PURPOSE:  To provide policy for use of Oregon Military Department State Computer Equipment and Systems

5.
POLICY/PROCEDURES:
a. General Policy

(1) Oregon Military Department computer equipment, software, systems, and information are state property.  All equipment, software, systems, and information are, and shall remain, the property of the agency, subject to its sole control.  No part of agency computer equipment, systems, or information is, or shall become, the private property of any user.  The agency owns all legal rights to control, configure, transfer, or use all or any part or product of its systems.

(2) Computer equipment, systems, and information may only be used for agency related business or activities sanctioned by the agency.  They shall not be used for any personal business or communications.  The agency shall have sole discretion to decide whether a use is personal or business.  Questions regarding authorized use of agency computer equipment, systems, and information will be referred to the Director of Financial Administration for resolution.

(3) Only individuals with written authorization from the Director of Financial Administration may install software or hardware on agency computers, equipment, and systems.  Personally owned hardware and software will not be connected to or loaded onto state equipment without written authorization of the Director of Financial Administration.
(4) Computer equipment, systems service, repair or upgrade:

(a) When an end user is in need of service, repair or upgrade to their   computer, any related equipment or systems the Information Systems Administrator (ISA) will be notified. The ISA is located in the State Financial Administration Office, AGC/Rm158 x3594 or x3897.  
(b) Divisions assigned a Systems Administrator will resolve problems related to their specific division.  In the event the division’s ISA is not available, and there is a need for assistance, please notify the ISA located in AGC/Rm158.
(5) The agency reserves, and intends to exercise, all rights relating to information used in its systems.  The agency intends to trace, review, audit, access, intercept, block, restrict, screen, delete, recover, restore, publish, or disclose any information at any time without notice to the extent allowed by law.  The agency may withdraw permission for any or all use of its systems at any time without cause or explanation.

(6) Additional security features, scramblers, encryption methods, re-mailer services, drop-boxes, or identity-stripping may not be used without written authorization of the Director of Financial Administration.  No user may attempt to access, copy, forward, delete, or alter the messages of any other user without authorization of the Director of Financial Administration.  An agency system may not be used to attempt unauthorized access to any information or system.

(7) Uses of agency systems must not be false, unlawful, offensive, or disruptive.  No use shall contain profanity, vulgarity, sexual content, or character slurs.  No use shall make rude or hostile reference to race, age, gender, sexual orientation, religious or political beliefs, national origin, health, or disability.  Copying of agency software for personal use is unlawful.

(8)
Internet games and personal games may not be used.  Games that come with software may be used only when approved in writing by the Deputy Director of State Affairs.  They may be permitted only during normal lunch breaks, not rest breaks.  They shall be used without sound and only where not visible to individuals other than immediate workgroup staff.  State owned or licensed games created to teach real, needed knowledge or skills may be used when approved in writing by the Deputy Director of State Affairs.

(9) Only individuals with written authorization from the Director of Financial Administration may grant access to Oregon Military Department computer equipment or systems without authorization of agency Management Service staff.  Individuals requiring access to Oregon Military Department state computer equipment and systems are required to sign and forward Attachment 1 to the Oregon Military Department, Director of Financial Administration, prior to being granted access.

(10)All use of agency computer equipment, systems, and information must comply with this policy and all other applicable policies and rules.  This policy applies to all locations and computer equipment and systems under the jurisdiction of the Oregon Military Department.  The Director of Financial Administration is responsible for ensuring compliance with this policy and other applicable computer equipment, systems, and information system policies and rules.

b.         Internet Policy

(1)   Use of the Internet by employees and duly authorized individuals is permitted 

  in cases where such use is required for agency related business or activities 

sponsored by the agency.  In such cases, the Internet is to be used in a manner that is consistent with standards of business conduct and as part of the normal execution of an employee's job responsibilities.  It is not, under any circumstances, to be used for personal use.

(2) Anyone using the Internet for personal use will be disciplined accordingly.  

Employees should be aware that the use of computers and computer networks is subject to monitoring by the agency and that an audit log of Internet access transactions is maintained by the agency.

(3) Examples of inappropriate use include, but are not limited to, viewing 

Internet sites at any time for other than agency related business or activities sponsored by the agency, designing or maintaining personal web pages, monitoring personal financial investments, viewing news or weather sites, purchasing personal items (shopping), playing video games, or viewing pornographic material.

c.
Electronic Mail Policy

(1)
Electronic Mail (E-mail) shall only be used for agency related business or 

activities sponsored by the agency.  It shall not be used for personal business.  E-mail shall be used responsibly and individuals shall abide by normal standards of professional and personal courtesy and conduct at all times. In particular, e-mail will not be used in a way that would interfere with official duties, undermine readiness, reflect adversely on the Oregon Military Department or the State of Oregon, or further any unlawful activity or personal commercial purpose.


(2)
E-mail communications will not be used in such a manner as to reasonably 

cause, directly, or indirectly, excessive strain on any computing facilities, or unwarranted or unsolicited interference with other's use of e-mail or e-mail systems.  Such interference includes, but is not limited to, using e-mail services to send chain letters; exploiting list servers or similar group broadcast systems for purposes beyond their intended scope to provide widespread distribution of unsolicited e-mail; sending e-mail repeatedly to one or more recipients to interfere with recipient's use of e-mail; broadcasting e-mail messages of daily quotations, jokes or other similar transmissions; broadcasting unsubstantiated virus warnings from sources other than the ISA; and directing messages to large audiences and sending repeats of the same messages as "reminders."


//s//

      KARL D. JORGENSON
      Director of Financial Administration
      Oregon Military Department
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