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1. Introduction

The U.S. Nuclear Regulatory Commission (NRC) requires individuals and organizations to
have digital ID certificates in order to submit and/or view documents electronically. The
Electronic Information Exchange (EIE) system was the first NRC system requiring digital
IDs. This system supports several document submission forms used by different program
areas at the NRC. The NRC is developing more applications, which will require digital
certificates for access.

Digital ID certificates are stored in the user’s web browser such as Microsoft’s Internet
Explore web browser.

The NRC uses client style digital certificates issued through VeriSign Inc. The digital
certificates enable NRC’s users to establish secure encrypted communications between the
users’ PC and the NRC’s application servers. The NRC uses digital certificates in
conjunction with logins and/or special access lists to control access to some applications.
The NRC uses digital certificates for digital signing and to enable encrypted communications
using a two-key security technology and a public key infrastructure. Digital certificates
provide an added level of protection against electronic fraud and malicious Internet based
communications. Use of digital certificates makes it much more difficult for someone to
electronically steal another person’s login and password and transmit false or misleading
information.

2. NRC’s Use of Digital ID Certificates

Three different EIE programs require NRC customers to use digital ID certificates. People
submitting documents to the NRC must determine which program will meet their needs and
contact this program’s staff to get approval to participate. The three program areas are:

1. Criminal History Program

2. Adjudicatory Proceedings

3. General Form

The Criminal History Program supports nuclear power plant requests for FBI background
investigations of their staff. Fingerprints and other personal data are transmitted via this
program. Participants in this program need to be sponsored by a nuclear power plant and
must be included on the Criminal History Program’s access list.

The Adjudicatory Proceedings Program (which involves any case being brought before the
NRC) uses digital ID certificates and various access lists to enable hearing participants to
submit and view appropriate hearing materials. Access rights to hearing materials are
controlled based upon the sensitivity of documents and other factors judged appropriate.
Documents associated with various adjudicatory hearings will have lists of people who may
have various access rights to hearing documents.

The General Form Program is less restrictive and is functionally like an electronic mailbox
for incoming documents from various individuals representing many public and corporate
entities. This form allows people to submit digitally signed documents to the NRC for a
variety of purposes.
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3. Public Key Infrastructure Security — What is it?

NRC-issued VeriSign certificates use a Managed Public Key Infrastructure (MPKI). A Public
Key Infrastructure (PKI) enables users to securely and privately exchange information
through the use of a public and private cryptographic key pair that is obtained and shared
through a trusted authority. PKI provides a digital certificate that can identify an individual,
device, or organization and directory services that can store, add, and revoke certificates.
PKl is an enabler of trust that provides strong user identification, confidential
communication, data integrity, and evidence for non-repudiation among individuals who may
or may not have had prior knowledge of each other. Non-repudiation provides a proof-of-
participation in an action or transaction by establishing that a user’s private key was used to
digitally sign an electronic business transaction. The trust that PKI facilitates is enterprise-
wide through distinct yet integrated policies and technology components. These policies
and components explicitly identify and determine the roles, responsibilities, constraints,
range of use, and services available.

Mathematically related key pairs (a public key and a private key) are generated through the
use of PKI technology. While the users’ private key is safeguarded, their public key is linked
to identifying information in a digitally signed public key certificate, certifying their ownership
of both public and private keys. The certificate and the keys are used in systems and
applications to represent the user or individual identified by the certificate. A user must have
one current key pair for encryption and decryption, and a second key pair for digital
signature and signature verification.

The public key can be accessed by anyone. Only the person to whom the private key is
issued has knowledge of this key; the private key is never revealed or transmitted. What
one key in the pair encrypts, only the other key can decrypt. The keys are mathematically
related in such a way that guessing one key from the other is almost impossible. For
example, a user (Bob) can send a message to another user (Carol) by encrypting the
message with “Carol's” public key because only “Carol” holds the private key to decrypt it.
For authenticity (digital signature), “Bob” can send “Carol” a message encrypted with his
private key. “Carol” can be certain the message came from “Bob” because the message
can be decrypted only by using “Bob’s” public key. The identity of “Bob” is verifiable
because only “Bob” has access to his private key.

A digital signature is an electronic signature that can be used to authenticate the identity of
the sender of a message or the signer of a document. Besides being easily transportable,
the digital signature ensures that the content of the message or document is unchanged.
When time-stamped, the ability to ensure that the original signed message arrived means
that the sender cannot easily repudiate it later.

Certification Authorities (CAs) represent the people, processes, and tools to create digital

certificates that securely bind the names of users to their public keys. The following four

parties rely on the appropriate level of trust with respect to the creation and use of public key

certificates:

® The individual subscriber or entity identified by the certificate,

@ The Certification Authority who issues the certificate,

® The Registration or Validation Authority that provides certificate validation services in
certain implementations, and

@ The Relying Party (company, agency or individual) relying on the certificate.

As long as users trust a CA and the CA’s policies for issuing and managing certificates, the
users can trust certificates issued by the CA. The CA investigates individuals and verifies
their identity, binding that identity to the public key and verifying that the individual has the
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private key. Levels of trust are placed on the level of identification and verification required
by the certificate level (e.g. low, moderate, high).

4. Overview of the steps to get a Digital ID Certificate from NRC

There are three steps to get a VeriSign Digital ID from the NRC:

® Request an NRC Approval Code from the associated NRC program staff,

@ Enroll for your Digital ID certificate on-line using the NRC Approval code, and
® Install your Digital ID certificate in your personal computer’s web browser.

To submit documents to the NRC, you must request inclusion in a program and be given a
NRC digital ID approval code. This code is needed when you enroll for your digital ID.
The first step in the digital ID request process is to contact the appropriate NRC program
area person. Some of the NRC'’s electronic document submittal programs are set up for
very specific groups of people with specialized document transmission needs. To open
forms and submit documents for NRC’s Criminal History program or NRC’s Adjudicatory
Proceedings program, you must have a digital ID and you must be included on a
computerized access list for the program.

After you have received the NRC digital ID approval code from the appropriate NRC
authority, you are now ready to begin to enroll on-line for a digital ID. You will be required to
provide some basic information on the digital ID enroliment form including your name, phone
number, email address, company name, job title and your digital ID Approval Code. When
you submit this form, the information is electronically sent to NRC’s VeriSign digital
certificates administrator for review and approval. Within minutes of submitting you should
receive back from NRC an email acknowledging receipt of your enrollment request. If your
enrollment is approved, then a second email will be sent to you with instructions for installing
your digital ID certificate. Approval may take up to three business days.

If your enrollment is approved, you will receive an email that contains two things: first it
contains a 10-digit VeriSign-issued Personal Identification Number (PIN). Second, it
contains a web link to the VeriSign certificate digital ID pick up site. For security purposes
you are required to pick up your digital ID certificate from the same computer where you
enrolled for this certificate. When you pick up the certificate, it is downloaded and installed
into your PC’s web browser. This certificate can then be exported (copied) to a removable
media for backup, and it can be imported into other computers. It is your responsibility to
protect your certificate both physically and with a strong password. We recommend setting
certificate security to “High”, which then requires you to enter your certificate password each
time you go to use it. If a certificate password is forgotten, it cannot be reset. A new
certificate must be requested).

5. How to Request an NRC Approval Code

To request an NRC Approval Code, you must first determine which NRC program meets
your needs. Each program area will want basic information from you including your name,
email address, phone number, organization, role in the organization and reason for
submitting documents to the NRC.

Criminal History Program participants should call (301) 415-6511 or send an email request
to the NRC’s Criminal History Program staff at: CrimHist@nrc.gov

Page 5 of 44



Adjudicatory Proceedings Program participants should call (301) 415-1679 or call (301) 415-
1966 or send an email request to the NRC's Office of the Secretary staff at:
HearingDocket@nrc.gov

NRC General Form Program participants should call (301) 415-0439 or send an email
request to the NRC’s General Form Program staff at: GeneralForm@nrc.gov

ERDS participants should send an email request to the NRC’s ERDS staff at:
ERDS@nrc.gov

6. Digital ID Certificate Enroliment Steps

You must pick up your digital ID certificate from the same PC where you enrolled. This is a
security precaution imposed by VeriSign. Therefore only enroll from a PC where you
receive email for the email address to be associated with your digital ID certificate.

Prior to starting the Digital ID enrollment process, you must first have an NRC Approval
Code since this is a required field in the electronic enrollment form. If you don’t have an
NRC Approval Code, follow the instructions within Section 5 of this document to get an

approval code.

1. Open your Internet
Explorer browser.

Help

Conkents and Index

. . Inkernet Explorer Tour
2. Determine if you have Internet Explorer online Suppart

7.0 by clicking on the Ea&EH tab and Customer Feedback Options. ..
About Internet Explorer Send Feedback

selecting:

about Internek Explorer

. @ internet Explorer7 _J{ 3. An “About Internet Explorer” dialogue box will
PP appear, displaying the version.

Version: 7. 30.11
Cipher Strength: 128-bit

omputer progral protected
al treaties, Unauthorized repro

............................................

Click the | 2z | button to close the
dialogue box.
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Do you have Internet Explorer 7.0?

Yes Continue with the Step #4 instructions below.
No Continue with the instructions on Page 10, Step #14.

4. For Internet Explorer 7.0 users,
the following steps must be
conducted prior to successfully
completing the enroliment
process if security is set to
“High” or “Medium High”. You
must reduce your PC’s Internet
Explorer security to “Medium”
for the enrollment process,

then you may reset it higher
again. Delete Browsing Histary. ..

Google

Google Search T Feeling Lucky

Pop-up Blocker »
Phishing Filker »
Manage Add-ons »

Windows Update

5. Click on the BMisall tab. Then scroll windows Messenger
down and select: Spybot - Search Deskroy Configuration

T — Sun Java Console

Internet Options

Gener Security gacy | Content | Connections || Programs || Advanced

Security

6. Click on the tab.

To create home page kabs, bype each address on its own line,
=3P

IEEp: e, google. comy

[ Lise current H Use default H Use blank

Erowsing history

Delete kemporary files, history, cookies, saved passwords,
) and web Form information.

Delete... ] [ Settings ]
Search
}_’J Change search defaults. Sethings
Tabs
Change how webpages are displayed in Settings
tabs,
Appearance
Colars ] [ Languages ] [ Fonts ] [ Accessibility ]
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Internet Options

General| Security |Privacy Content | Connections | Programs | Advanced

Select a zone ko view or change security settings.
Localintranet  Trusted sites  Restricted

R— stes 7. Below Security level for this zone,
nternel . . .
@ This zone is for Inkernet websites, the Securlty IeVeI IS dISp|ayed

except those listed in trusted and
restricted zones.

Security level For this zone
Allowed levels For this zone: Medium to High
Medium-high
- Appropriate For mast websites
- Prompts before downloading potentially unsafe
content
- Unsigned Activel controls will not be downloaded

Custarn level,..

Ok ] [ Cancel

Is the security level set at “Medium”?

Yes Continue with the instructions on Page 9, Step #12.

No  Click on the | Customlevel... | button, then continue with the Step #8 below.

r
Security Settings - Internet Zone

B . Settings
8. Below Reset custom settings, click on the 5 TR
drop-down menu within the Reset to: field. .gﬂgose KA
T —— Disable
Scroll down and select: @ Enable
O Prompk
.93 ®AML browser applications
() Disable
(%) Enatle
O Prompt
Reset custom setkings &% #P5 documents
() Disable
Resebto:  medium-igh (default) v © Enable
O Prompk
HiI;Ih @ MET Framewatk-reliant components
MEdium-hiih default B Permissions for components with manifests
™ Micshla
4 |

*Takes effect after you restart Internet Explorer

Reset custom setkings

Resetto: [ modium-high (deFault) [ Reset.. |

| f(:ancel |

9. Click the button.
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O

— 10. A Warning dialogue box will

appear. Click the
| éj Are you sure you wank to change the settings for this zonez PP
8 fes button to

change the settings.

Yes Mo

Security Settings - Internet Zone

Settings

g‘vg JMET Framewark,
5% Loose xaML
() Disable
(&) Enable
O Praompt
.g-‘f #AML browser applications
() Disable

@ Enable
11. Click the o | button. O e

@3 %PS documents
() Disable
(%) Enable
O Prarmpt
% MET Framework-reliant components
@ Permissions for components with manifests
™ Nicahla |

Internet Options

General| Security |Privacy Content | Connections | Programs || Advanced

Select a zone to view or change security settings.

@ |« v O

Internet Localintranst  Trusted sites  Restricted
sites

Internet

This zone is Faor Inkernet websites,
except those listed in trusted and
restricted zones,

Security level For this zone

12. Below Security level for this zone, the , , ,
. . . . Allowed levels For this zone: Medium to High
security level displayed is Medium. et

- Prompts before downloading potentially unsafe

content
- Unsigned Active controls will not be downloaded

[ Custam level. .. H Default level ]

[ Reset all zones o defaulk level ]

13. Click the | button. =

QK Cancel ][ Apply
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Ingex | Sfte Map | FAQ | Facilty Ino | Help | Giossary | Contact U Google Custom Search SN

The StepS tO enrO” for an Protecting People and the Environment
NRC-issued digital ID N l I S NRC

certificate are: \  UNITED STATES NUCLEAR RECULATORY COMMISSION

Nuclear MNuclear Radioactive Nuclear Public Meetings
EECUREE Reactors Materials Waste Security & Involvement

14. Navigate to the NRC

A . NRC Jobs - Key Topics
public website: vty | 4% ‘ <t
Report a ) i Lt New Reactor Licensing
WWW.nre.gov . | ¥ Ve
> = R 1 Emergency Preparedness

Event Reports S = D Y .
_ =l High-Level Waste Disposal
News & Information \ Reactor License Renawal

Electronic Reading " Polonium-210

\ Previous Key Topics
Business with NRC i S
NRC's Doug Coe, Husung Ahn 2nd Richard Chang talk to a student (2nd

from left) about his project at the annual Mantgomery County Science
Fair. Four projects will receive = special NRC Award.

News Relcases Shdenis
& Teachers

Business with NRC
15. Move your mouse cursor over the button located on the left side of

the screen. A drop-down menu will appear. Click on | Electronic submittals |

16. Scroll down to the “Submittal Instructions” section and click on the NRC’s Digital ID
Center.

Ko Digital ID Center

17. Click on the U.S. Nuclear Regulatory Commission

ENROLL

option.
Choose this option o enroll for a client Digital ID

PICK UP ID

Choose this eption if you enrolled for a Digital 1D but did net pick it up.

SEARCH

Choose this option to search for a Digital ID. This function is useful for determining whether
a Digital 1D is valid, expired, or revoked. You may also download IDs from this option

RENEW

Choose this option to renew a Digital ID which is expiring or which has already expired. You
should generally start renewing your Digital ID at least one month before your Digital ID is
due to expire.

REVOKE

Choose this option to revake your Digital ID. Digital IDs should be revoked immediately for
any suspected compromise, including lost or stolen private keys, corrupted key pairs:
change in site ownership, or suspected fraud

ight @ 19582004, VariSign, inc. All rights reserved. ﬁ \%llSlgn

TRUST NETWORK"
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https://onsite.verisign.com/services/USNuclearRegulatoryCommissionADDOCIO/digitalidCenter.htm
https://onsite.verisign.com/services/USNuclearRegulatoryCommissionADDOCIO/digitalidCenter.htm

VoriSion
(Cg’isl s Enrollment

Help with this Page

18. The Enroliment Form Complete Enrollment Form
will be displayed.

Enter your Digital ID information

Fill'in all required fields. Fields marked with an asterisk (*) are included with your Digital ID and
are viewable in the certificate’s details.

First Name: ¥ (r=quired)
MNickname or middle initial allowed
(Example: Jack B.)

Last Name: ¥ (requirad)
(example —- Doe)

Your E-mail Address: ¥ (r=quirad)
(example — jbdoe@verisign.com)

Title: *

(Example: Programmer)

NRC Certificate Approval Code:

(required]

Organization Name: ¥ (r=guirad)

Phone Number: ¥ (required)

Helpful tips for filling out the Enrollment Form:

¢ Include your middle initial after your first name as in “John D”.

The email address you enter will be stored on your digital ID certificate and has

multiple uses including:

@ Itis used to send your certificate to you

@ It must match the email address stored in NRC access list(s) in order for you to
be able to submit documents other than through the General Form

® ltis used to send your annual renew reminder messages.

e The challenge phrase is needed for you to revoke your certificate if, for example, you
change jobs and no longer need a certificate. It may also be needed a year from
now in order to renew your digital ID certificate.

e The challenge phrase rules are:

@® 1 to 32 characters long
@ Only letters, numbers and/or spaces
® Case and space sensitive (avoid trailing blanks)
@ Spaces and numbers are not required
® Punctuation is not allowed
o The “Optional: Enter Comments” can be ignored since this is not used by the NRC.

19. Complete the online enroliment form, populating all required fields.

Note: When entering your E-mail Address, ensure it is correct before submitting your
request.

Page 11 of 44



Challenge Phrase

The Challenge Phrase is a unique phrase that protects you against unauthorized action on your
Digital ID. Do not share it with anyone. Do not lose it. You will need it when you want to revoke or
renew your Digital 1D.

Enter Challenge Phrase: (reguired)
Do not use any punctuation.

20. Atfter verifying
the fields were
populated i
Optional: Enter Comments
COFreCﬂy, scroll In some cases, your administrator will instruct you to enter Shared Secref information (known only
to the bottom of to you and the administrator) in this field. The administrator uses this shared secret to verify that it

really is you submitting the application. This comment will not be included in your Digital 1D.

the screen and
click on the

button to submit _ _ .
. . If all the information above is correct,
your application. —_—

Copyright © 1998-2004, VeriSign, Inc. All rights reserved. '. "ICI'ISl n
k TRUST NETWORK™

Challenge Phrase
The Challenge Phrase is a unique phrase that protects you against unauthorized action on your

Digital ID. Do not share it with anyone. Do not lose it. You will need it when you want to revoke or

renew your Digital ID. 21. Did you receive

Enter Challenge M the Confirm your

2 Clonﬁrm your e-mail address: e'mail addl'eSS.'
N ey dialogue box?

Do not use any punctu

If your e-mail address is correct, dick OK. If not, dick CANCEL and
correct itin the enrollment form.

If the e-mail address is not correct, you will not be able to use your Digital ID. YeS CIle on the

Optional: Enter Cog
In some cases, your ad I oK I ] ] |

to you and the administ J

really is you submitting treappreaTTT TS COTIT e T OO Ty oo Dy ——— button, then
continue with the
‘ Step #22

instructions on
the next page.
If all the information above is correct, No Continue with

click Submit to continue. the Step #22

instructions on

the next page.

Copyright ® 1998-2004, VeriSign, Inc. All rights reserved. "‘ ‘lrerlsigl]
L TRUST NETWORK™
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22. Did you receive the Potential Scripting Violation dialogue box?

Potential Scripting Violation

This Web site is requesting a new certificate on your behalf. You should allow only trusted Weh sites to request a
certificate for you.
Do you want to request a certificate now?

il

Yes

Yes Click on the fes button, then continue with the Step #23 instructions below.
No Continue with the Step #23 instructions below.

Creating a new RSA exchange key

An application is creating a Protected item.

23. Atthe Creating a new
RSA exchange key
dialogue box, click on the

Set Securty Level...

CryptoAP| Private Key

Security level set to Mediuml Set Security Level... | l

Cancel | Details. .. |

button.

Importing a new private exchange key 24. Click on the radio
o - ot button for High
00SS 3 SeCU EVEl dPPropnate 1or this mem. i
(@ Hgnl). This wil
activate the password

permission with a password when this p!'o.tectlon fOl'.}I/OUl'
be used. digital ID certificate.

" Medium
Reguest my permission when this item is to be used.

25 Click on the

< Back Next > Cancel | to continue.
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26. Create and enter the new password twice.

Commit to memory this password as it will be
necessary to enter this password each time you
use the certificate. If a certificate password is
forgotten, it cannot be reset. A new certificate must
be requested.

|
| Creat iew RSA exchange key

Create a password to protect this tem.

Create a new password for this tem.
Password for:

sessesese 27. After entering
the password
twic, click on

the

button.

Importing a new private exchange key

An application iz creating a Pratected item.

) ) Crypto& Pl Private ke
28. The Security level is

now set to High.
Click on the

B Cccunity level set to High [ Set Security Level... l
button. I ' '

[ Cancel ][ Details... ]
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You have now successfully requested your digital ID certificate. A notification will appear to
Look in Your E-mail.

#. Digital ID. Enrollment

Verisign )

(’ OjflTE Dlgll'al ID Services

Digital ID Center

Look in Your E-mail

5o to the inbox of the e-mail address you entered in the enrollment form. There you will
find an e-mail message from your administrator with instructions for installing wour
Digital 10.

Copyright @ 1998-2004, VeriSign, Inc. All rights reserved. %ﬂf’ﬂgl 1
Trust Network

Within minutes you should receive an email acknowledging receipt of your enroliment
request.

Within several hours (Eastern Standard Time business hours) your request should be
reviewed and approved or disapproved. You should then receive a second email. The
approval email’s subject is: “Your Digital ID is ready”.

Follow the instructions in this document for installing a digital ID certificate (see Section 7,
Digital ID Certificate Installation Steps).

If you have not received an approval or rejection email within two business days, send an
email to DigitallDHelp@nrc.gov or call (301) 415-0439.
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7. Digital ID Certificate Installation Steps

You will receive a “Your Digital ID is ready” email, if your digital ID certificate request is
approved. This email will contain both a VeriSign provided Personal ID Number (PIN) and a
link to NRC’s Digital ID Center.

The steps to pick up and install your digital ID certificate are:

1. Open the “Your Digital ID is ready” email message.

teb

- =88« . i aa

X Close ETReply ~ FJForward ~

t reTAfie your Digital ID from the PC you used to enrol for tis digital D and you must use:

ur ¥ the uniaue
1 Digital ID by folloning these simple st

igita ID:

2. Copy the PIN (provided in
Step 2 of the email
message). An easy copying
method is to highlight the
PIN then right-mouse click
and select the “Copy”
option.

St ifcate ASRStrator at NRC by repling to this email message.

w8 IF 0
To: <mmg@nrc.gov>
Subject: Your Digital ID is ready
Dear MALLORY M GREEN,
Your Administrator has approved your Digital ID request.
To assure that someone else cannot obtain a Digital ID that contains your personal information, you must retrieve your Digital IL
Personal Identification Number (PIN)provided here. You can retrieve your Digital ID by following these simple steps:

Step 1: Visit the following Digital ID Center web page and pick up your Digital ID:

https: /fonsite. verisign.com fservices USNudearRegulatoryCommissionADDOCIO fdigitalidCenter .hitm

Step 2: In the form, enter your Personal Identification Number (PIN):
Your PIN is: 9227201240

Step 3: Follow the instructions on the page to complete the installation of your Digital ID.

If you have any questions or problems, please contact the VeriSign Certificate Administrator at NRC by replying t~

3. Next, click on the link (provided in Step 1 of the e-mail message), which takes you to
NRC’s Digital ID Center’s “PICK UP ID” web page.
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4.  Click within the Enter the Personal Identification Number (PIN) field and paste the

Ctrl
PIN into the field (an easy way to do this is by pressing the ===l key on the

i Digital ID Pick up internet Explorer provided by USNRC V

Fle Edt Vien vites  Tools Help : = S
Qe - Q- ¥ & 0 | ) search ¢ Fevorites :;c| . 4 keyboard and the
— e da= = fkey).

(‘/4 Ssr’.x/ggm’\' Digital ID Services / ‘

Pick Up Digital ID

Important: To complete this step, you must use the sgihe computer you used
to submit the enrollment form.

You need the Persanal Identification Number (PIN) to complete thiffstep. You received it in an e-
mail message that was sent immediately after you submitted theffnrollment form

This was sent by the administrator to the e-mail address entereghin the enrollment form.

Copy (Ctrl + c} the PIN number from the e-mail, paste (Ctr + ffit into the box below, and click
SUBMIT.

After you submit the PIN, it will take up to three minutes ilienerate the Digital ID. Do not interrupt 5 CI . k th

the browser until there is a response.
l Enter the Personal i i
Number (PIN): 9227201240

button.

curign! © 1393:2004, VeriSign, Inc. All rights ressrued

[T & @ mteme

6. Did you receive a Potential Scripting Violation dialogue box (see screen print
below)?

Yes Click on the fes button, then continue with the instructions at the top of the
next page.
No Continue with the instructions at the top of the next page.

}{ onsTE Digital ID Services

Congratulations!
Your Digital ID has been successfully generated and installed.
Your Digital ID Information,

Organization = U.S. Nucle Farum e ]
Organizational Unit = ADD;
Organizational Unit = www ' This Web site is adding one or more certificates to this computer. Allowing an untrusted Web site to update your

99 u certificates is a security risk. The Web site could install certificates you do not trust, which could allow programs that

oOrganizational Unit = Orga you do not trust to run on this computer and gain access to your data.

Title = Analyst Do you want this program to add > Click Yes if you trust this Web site, Otherwise, click No.
Common Name = Mallory h
Email Address = mmg@nrc =

Yes I 1

Serial Number = 043372c8

Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our tutorials and other useful information.
2. Go to the Digital ID Center to find out more about Digital IDs and Digital ID services.

Page 17 of 44




23 1D Download - Microsoft Internet Explorer provided by USNRC

Fle Edit View Favortes Tools Hep

Qo - Q) - |ﬂ @ _:j ‘ ) searcn {:_(Favnnces {‘3| - \_;| & L‘j Tj

address [E] verisign.comjservices/USNu DDOCIO cgi-bi exe 8 % -
You will receive a W - ) 7
. ONSITE Digital ID Services
Congratulations! o 9
screen te”'_ng you Con_g_ratulations! )
that you r d |g |ta| I D ‘Your Digital ID has been successfully generated and installed.
Certificate have Your Digital ID Information.
been successfully Sremestona Ut~ soorocig Y Commesen
generated and gogrgamzatmna\ Unit = www.verisign.com/repository/CPS Incorp. by Ref.,LIAB.LTD(c)
h t ” d Organizational Unit = Organization Name - NRC/QIS/ICOD/COTB
Ins a e . Title = Analyst

Common Name = Mallory M Green
Email Address = mmg@nre.gov

Serial Number = 043372c87720303884cdc5ef2dbdesbo
Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our tutorials and other useful information.
2. Go to the Digital ID Center to find out more about Digital IDs and Digital ID services.

Coowinnt © 19982004, VeriSign, Inc. All rights reserved ﬁ‘risign‘
Trust Network

£] Done [T T T |5 [ ntemet

8. Digital ID Certificate Viewing Steps

Your VeriSign digital ID certificate is installed into your browser. The following steps on your
PC may be somewhat different depending upon your browser, browser version, browser
setting, operating system and operating system settings.

To view your certificate in the Internet Explorer browser Version 6.0, complete the following
steps:

File Edit View Favorite
Google |[Cl+ Delete Browsing History... @) ¢ Bookmarksw &0 bloc

'@ - Pop-up Blocker

Phishing Filter
Manage Add-ons

5':? “1".;? [Google

Windows Update 1. Open Internet Explore

Windows Messenger

Diagnose Connection Problems. .. j and C”Ck on the

tab. From the drop-
down menu select

Internet Oplions

Tools

Web Images

| Google !

Advertising Progi
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Internet Options

General | security | Peuclly | Content | fonnections | Programs | Advanced |

=

= = .
2. Se|eCt the tab |n the Internet / @ To create home page tabs, type each address on its own line.

Options window. s

[ Use current H Use default H Use blank

Browsing history

’/l_l Delete temporary files, history, cookies, saved passwords,
V) and web form information,

Delete... H Settings ]
Search
p Change search defaults.
Tabs
~ | | Change how webpages are displayed in

1 tabs.

Appearance
[ Colors ][ Languages H Fonts ][ Accessibility ]

l OK I[ Cancel ] App

Note: Under some restricted computer access and security settings users may not have all
the above Internet Options tabs and may be prevented from seeing, exporting or
deleting their digital ID certificates via their computer browser.

Internet Options

| General | security | Privacy | Content | Cannections | Programs | Advanced |

Content Advisor

@ Ratings help you control the Internet content that can be
viewed on this computer,

Certificates

Use certificates for encrypted connections and identification.

A _\/-’ 3. Click on the l
[ Clear 551 state I'H Certificates l Publishers button.
[ {

AutoComplete

= AutoComplete stores previous entries
% on webpages and suggests matches
for you.

Certificates

Feeds
E Feeds provide updated content from
2

websites that can be read in Internet
Explorer and other programs.

OK H Cancel l App
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4. Choose a
certificate to view
by clicking on the

desired certificate.

5. Click on the
View

button to see
information about
the selected
certificate.

6. Click on the tab. e

Certificates [ 7] %]

Intended purpose: |<Aﬂ> ﬂ
Personal ]mm|mmmmuﬁammmmhmmdnmtcuﬁﬁm&r |

P [ssued To | tssued By | Exprrato... | Frie
E=dMallory E Green VeriSign Class 2 OnSite Indnadual CA &f22{2007 <
EM&IH}I Green Nudear Regulatory Commission Internal... &/30/2007 <M
Elmaliory Green Nudlear Regulatory Commsson Internal...  6/30/2007  <bh

EMALLORY GREEN-MPKLL.. VeriSign Class 3 OnSite Enterprise Admi...  7/26/2007 <tk
EMaLLORY GREENMEKI... VeriSign Class 3 OnSite Enterprise Admi,..  5/20/2007 <t

Mallory M Green VeriSign Class 2 OnSite Indnidual CA 630/2007

—Certificate intended purposes

This certificate is intended for the following purpose(s):

=Frotects e-mail messages

*Froves your identity to a remobe computer
+Ensures software came from software publisher
“Protects software from alterabon after pubbation
«2.16.840.1.113733.1.7.23.2

*= Refer to the certificabion authority’s statement for detads,

Issued to: Mallory M Green

Issued by: VeriSign Class 2 OnSite Individual CA

Valid from &/23/2006 to &/30/2007

?? You have a private key that corresponds to this certificate.

[oc |
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7. Click on the

field to see your data.

Notice that your email address
is saved after E = and your

name is saved after CN = in the
certificates “Subject” field.

8. Click on the : button.

Certificate

General Detals | Certfication Path |

ki E3

[Flsignature slgarithm mdSREA

[ssuser

Flvaid from

Show: Icﬁﬂ} ;I

Field |_\rah.|e =
Eh‘u’smn V3

Elserial number 1b 00 5289 d6 78 4F 49 0F 2e ...

VeriSign Class 2 OnSite Individ...
Wednesday, June 23, 2006 8:...
Saturday, June 30, 2007 7:59...

9. Digital ID Certificate Export

1. Open Internet Explore browser.

2.  Click on the LEEN menu
option.

3. From the drop-down list,
select

Internet Options

& Google - Windows Internet Explorer

S Az, - http:,l’,l’www.google.com.l’ ~| | *2|| X |_

B

File  Edit Wiew Favorite Help

i’:f ﬁ'ﬁ [Google

Delete Browsing History. ..,

— . »
-~ I-_;}Page + {0 Tools -

Pop-up Blocker
Phishing Filter
Manage Add-ons

Web |mages Video §M

windows Update

Windows Messenger
Sun Java Console

Inkernet Options

iGoogle | Sign in

Google Search ” I'm Feeling Lucky

L RS S SRR YNTRRRPR = TR S

Enables you to change settings.

H 100% -
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Internet Options

4. Click on the tab.

onnections | Programs | Advanced

[ Use current ][ Use default ][ Use blank

Browsing history

’l_ \ Delete temporary files, history, cookies, saved passwords,
¥ and web Form information,

Delete, .. ] [ Settings ]

Change search defaults, Settings

Search

Change how webpages are displayed in Settings

tabs,

Appearance

[ Colors ][ Languages H Fonts ][ Accessibility ]

Internet Options

General | Security || Privacy | “ontent | Connections | Programs | Advanced

Content Advisor

Ql Ratings help vou contral the Internet content that can be
vigwed on khis computer,

Certificates 5
Use certificates for encrypted connections and identification. ’

[ Clear 551 state ] [ Certificates Publishers
J

AutaComplete

AutoComplete stores previous entries Settings

on webpages and suggests matches
far wou.

Feeds provide updated content from Settings

websites that can be read in Internet
Explorer and other programs.

Page 22 of 44
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Certificates

Intended purpose: <All= w
6. The EXport button may Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior. € *
not be activated. If this
occurs yOU must C”Ck Issued To Issued By Expiratic...  Friendly MName
on the Certiﬁcate that iS =liohn L Doe Muclear Regulatory C... 44172003 =Mone=
- . =lohn L Doe Muclear Regulatory C... 4411,/2003 =Mone=
going to be exported Elyohn Dos VeriSign Class 2QpS... 4212008 =None=

(which is listed within
the Personal tab). This
will activate the Export
button.

\cake intended purposes

7. Click on the

button.

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate brust
lists and certificate revaocation lisks From a certificate
store ko your disk.

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used bo protect data or to establish secure network

connections, & certificate store is the syskem area where
certificates are kept.

. In the Export
To continue, click Mext. Wizard screen,
click on the

button.

Cancel
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Export Private Key
¥ou can choose to export the private keyw with the certificate,

Private keys are password protected. IF ywou wank bo export the private key with the

9. Ensure certificate, vou musk bype a password on a later page,
E} ‘Yes, export the private key Do wou wankt bo export the private with the certificate?
L)
is selected () Yes, export the private key

()Mo, do not export the private key

10. Click on the

button.

< Bacl Mext = ][ Cancel

11. Select the following on the Certificate Export File Format screen;
©® Personal Information Exchange.
M Include all certificates in the certificate path if possible.
M Enable strong protection (requires...).

Note: Before proceeding, these three items MUST be checked to ensure the export
process is successful. \

Certificate Export Wi rard

Export File Format
Certificates can be exfyorted in a variety of File Formats,

Select the Format wou wal

(%) Personal Information Exchange - PKCS #12 { PF)

Include all certificates in the certification path if possible

Enable strong protection (requires IE 5.0, MT 4.0 5P4 or above)

[JDelete the private key if the export is successful
12. Click on the

Mext = |
button. < Back 1[ Mext = Cancel

_
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13. Type in an export/import i Wizard
password twice.

bu musk protect the private key by using a password,

Note: This password is
created during the
export process and —
only used during the |*
import process. It
should not be
confused with your
digital ID certificate
password set
immediately after
setting security to
“High” for your
certificate.

Confirm passward:

|***=k*>k*>k:k|

—

14. Click on the L_M&t > [putton.

* * * * * * * * * * * * * * * * * * * L 4 * * * *

15. Select the button to navigate to the appropriate file path location of where
the certificate is to be stored.

[0 dr o

File to Export
specify the name of the file you want to export

File: narne:

Browse. ..

[ < Back. ” Mt = l[ Cancel ]

Note: If you know the file directory location of where the certificate is to be stored, you may
simply type the file path into the File name field, then proceed to the instructions on
Page 26, Step #18.
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16. Type the

Save i | |9 YWerisign Certificate

certificate name
within the File
name field (the
certificate file’'s
extension is
Personal
Information
Exchange
(*.pfx)), then
click on the

Fy Docurnents

Save
button.

]

by Metwork

File name:

Save as type:

.

Perzonal Information Exchange [~ pfx]

dlE [0 drl [

17. The File name

File to Export
Specify the name of the file you wank to export
File narne:
@:\Werisign Certificate)Certificate 07 pFx <« | [ Browse, ..
< Back, Mexk = ] [ Cancel

18. Click on the button.

Page 26 of 44
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Certificate Export Wizard

Completing the Certificate Export
Wizard

ou have successfully completed the Certificate Expart
wizard,

‘You have specified the Following settings:

File Mame C:\Dac

Export Keys fes

Include all certificates in the certification path  Yes )

File: Format Person 19. At the Completing
the Cetrtificate
Export Wizard
dialogue box,
select the

button.

20. Within the CryptoAPI

Private Key field,
enter the certificate

password, then select

the . button.

Exporting your private exchange key

An application is requesting access to a Protected item.

CryptodsPl Private Key ITITITL )

ak. H Cancel H Details...

Certificate Export Wizard E|

The export was successful,

21. A dialogue box will appear with the message that

the export was successful. Select the .
button
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Certificates

Intended purpose: <pll

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ *

Issued To Issued By Expiratio.., Friendly Name

@John L Doe Muclear Regulatory C... 4/11/2008 =None=
John L Doe Muclear Regulatory C... 4/11/2008 =MNone=
John Doe VeriSign Class 2 OnS... 472172008 =Mone=

22. To complete the .
exporting process, B

SeleCt the Certificate intended purposes

button.

10. Digital ID Certificate Import

ff Google - Windows Internet Explorer

=5 - |http:,|',|'www.gygl! ; | o |-

Edit  Wiew
1. Open Internet Delete Browsing Histary...
EXpIore Pop-up Elocker
~

browser. o Vi Phishing Filter iGoogle | Signin
Manage Add-ons

.\-__/. .\__-/.

= v i Page - () Took ~

Windows Update

2. Click on the Windows Messender

Sun Java Console
Toals

menu

[ Google Search ” I'm Feeling Lucky

Enables you to change settings. Ho100% -+

3. From the drop-down list, select ERREIEREENT
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Internet Options

General 7 onnections | Programs | Advanced

%

4. Click on the

tab [ Use current ] [ Use default ][ Use blank

Browsing history

T Delete temporary files, history, cookies, saved passwords,

v ,-' and web Form information,

Delete, .. ] [ Settings ]

Search
p Change search defaults, Settings

Tabs

Change how webpages are displayed in Settings
— tabs,

Appearance

[ Colors ][ Languages H Fonts ][ Accessibility ]

Internet Options

General | Security || Privacy | Content | Connections || Programs | Advanced

Content Advisar

Ql Ratings help vou contral the Internet content that can be
vigwed on khis computer,

Certificates 5 CI|Ck on the Certificates

Use certificates for encrypted connections and identification.
button.

[ Clear 55L skate ] [ Certificates ] [_ Publishers

AukoComplete

AutoComplete stores previous entries Settings

on webpages and suggests matches
far wou.

Feeds provide updated content from Settings

websites that can be read in Internet
Explorer and other programs.
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6. Click on the
button.

-

Certificates

<dll=

Intended purpose:

Personal

Issued To Issued By

Eldohn L Doe

Certificate intended purposes

Cther People | Intermediate Certification Autharities

Expiratio. ..

=liohn L Doe Muclear Regulatory C...
Muclear Regulatary C..

41152005 =Mong=
41152005 =Mongs=

b

Trusted Rock Certificatior. & *

Friendly Mame

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lisks, and certificate revocation lists From wour disk bo a
certificate stare,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ko establish secure netwark
connections, & certificate store is the svstem area where
certificates are kept,

To continug, click Next.,

Cancel
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Certificate Import Wizard

File to Import

Specify the file you want to import, 8. Enter the direCtory
where the certificate
is stored or select

File narme:
| | G

button to navigate to
the file path location
of the certificate.

Moke: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (.55T)

[ Cancel ]

Note: If browsing to locate the certificate, within the Files of Type field (at the bottom of
the Open dialogue box), using the drop-down menu, you must select “Personal
Information Exchange (*.pfx)” in order to see the certificate file you are looking
for.

9.  After the File name: field is populated, click on the button.

* * L 4 * * L 4 L 4 * L 4 L 4 * * L 4 * * L 4 * * * * * * * *

10. Enter the export/import password created during the certificate export process.

Certifica'e Import Wizard

Passward:

|=k********|

11. Check (&) the

“‘Enable strong

private key Enable strong private key probection. You will be promphed every time the
protection,, option brivate key is used by an application if you enable this option.

12. Check (M) the ark this key as exportable. This will sllow vou to back up or transport wour
“Mark the private keys at a later time,
key as
exportable”
option.

J[ Mext = ll Cancel

13. Click on the button.
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14.

15.

Make sure the radio

button is selected ('@')
for "Place all
certificates into the
following store” with
the Certificate Store:
field populated with
“Personal”.

Click on the

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location For
ased on the kype of certificate
(%) Place all certificates in the following store

Certificate skore:

Mext = | button.

Certificate Import Wizard

17.

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import

wizard.

‘fou have specified the Following settings:
Certificate Store Selected by User  Personal

Content
File Namne

[ gBackI [ Mext = Cancel

PF¥
G:iWerisign Certificate

The Completing the
Certificate Import Wizard
dialogue box will appear. To

exit, click on the

button.

Finish

Importing a new private exchange key

An application iz creating a Protected item.

Click on the [ Set Securnty Level... J

Cryptad Pl Private Key

button.

Secunty level sl T Set Secunty Level ..

k. H Cancel ” Details... ]
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18. Select the “High” () radio button. This will activate password protection for your
digital ID certificate.

Importing a new pri vate exchange key

Choose a security level appropriate for thiz item.

equesl my permizzion with a pazsword when thiz
itern iz to be uzed.

() Medium
Request my permizzion when this item iz to be uged.

Cancel

19. Click the [E button to continue.

20. Enter the new password twice.

| Creating a new RSA exchange key

Note: Commit to memory this
password as it will be A e e
necessary to periodically
enter this password
every time you use it.
during the life of the e e
certificate. If a el
certificate password is
forgotten, it cannot be
reset. A new certificate
must be requested.

Password: sssnsrnne

Confim: sesnasens

21. Click on the button.

Page 33 of 44



Importing a new private exchange key

An application iz creating a Pratected item.

22. Atthe Importing a
new private
exchange key R
dialgue box, select K . -

the _ . CryptodsPl Private Fey

button.

Security level zet ta High [ S et Security Level... l

l[ Cancel ][ Cetails... ]

23. The message will appear that the import was
\l‘) The import was successful / successful. Select the button.

Certificates

Intended purpose: <l v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ *

24. The newly imported

certificate WI” be Issued To Issued By Expiratio...  Friendhy Name
disp|ayed W|th|n the @John L Doe MNuclear Regulatory ... 4/11/2008 =None=
@John L Doe Muclear Regulatory C... 4/11/2008 =None=

Personal tab. John Dog VeriSign Class 20nS...  4121/2008  <None>

Certificate intended purposes

25. To complete the
importing process,
select the

button. >
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11. Digital ID Certificate Renewal

The NRC issues digital ID certificates from VeriSign with a one year term. You should
receive an email message from the NRC first two weeks before and then again one week
before your digital ID certificate is scheduled to expire. These email messages will include a
link to a web address for you to request a replacement certificate. When you go to this link
the software will verify that your certificate is on your PC and due to be renewed. You will
be prompted to provide you digital ID certificates password. This is the password you
established when you originally enrolled for you certificate and is required each time you use
your certificate.

RENEW vs. ENROLL

You should enroll for a new certificate if:
e Your email address or name has changed since your enroliment last year.
¢ You have problems renewing your certificate. Sometimes the renewal process
doesn’t work correctly. Problems are likely to occur if your PC has been upgraded
during the last year.

If the RENEW process doesn’t work, then just ENROLL for a new certificate using
your same name and email address. In this case, you may use the NRC Approval Code
of: “RENEWAL”. NRC'’s digital ID certificate administrator will review the records for your
name and email address to confirm this is a renewal of a previously approved NRC digital ID
certificate.

Enroll for a new digital ID certificate by going to NRC's Digital ID Center,
https://onsite.verisign.com/services/USNuclearRegulatoryCommissionADDOCIO/digitalidCe

ENROLL

nter.htm and choosing the option.

If you choose to ENROLL instead of RENEW because your name or email address has
changed, you may also need to notify the associated NRC program area staff to update their
access list(s) to reflect this name and/or email address change.

You should receive a “Your Digital ID is about to expire” email 2 weeks prior to and then 1
week prior to your certificate’s expiration date.

Note: You may also renew your digital ID certificate any time within one month of its
expiration. To renew one month ahead of the expiration date, go to the NRC's
Digital ID Center located at website:
https://onsite.verisign.com/services/USNuclearRegulatoryCommissionADDOCIO/digi
talidCenter.htm. Choose the REN Ew option in the Digital ID Center, then
follow the instructions beginning at step 3 below.
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Follow these instructions to renew your digital ID e
certificate:

1. Open your renewal email notice and copy
the Renewal ID number (included in the e-
mail message) by highlighting the Renewal
ID number, then right-mouse click and
choose “copy”.

g [ s e o GooN s
0 Uil 1) an0 0 (D
Dear MALLORY M GREEN,
Our record indicates that your Digital ID will
expire on 06/30/20086.
Please visit
https: /fonsite. verisign. com/services USHNudearRegulator yCommissionADDOCIO /digitalidCenter . hitm
to renew your Digital 1D,

Your Renewal ID number is : 9764147770

If you have any questions or problems, please contact your
NRC Certificates Administrator by replying to this e-mail message.|

2. Click on the provided link.

* * * * * * * * * * * * * * * * * * * * * * * *

7 Digital ID Renewal - Microsoft Internet Explorer provided by USNRC N [=] E3

File Edit View Favorites Tool Help ‘ -

@Ead{- \) - D @ \_h ;)Ssard‘! *Faunnms @‘ [ﬁzv;, % Iﬁ Dlj

Address IEhttps:f,’nnsihe‘vemsigr\.cnmfsErvicesﬂJSNudEarRagulamrycnmmissmr\ADDOClOfd\entfuserRenewa\MS‘hm’\ =l B ‘@ -

3. Click on the L_P=™* | pytton — =
in the Enrollment window. (‘i{%}”@ Enrollment

Digital ID Renewal

If information above is correct,
islelaa]w to continue.

Copyright ® 1388-2004, VeriSign, Inc. All rights reserved %risign‘
Trust Network

=
Sl L B

Note: Do not worry when no information is displayed about your existing Digital ID. The
reference to “If information above is correct” should really be asking you to
confirm that you want to do a “Digital ID Renewal”. Once you click on the

Fenew

button, the next screen will give you information about the certificate to
be renewed.
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6.

Select Digital ID

Please select digital ID

-

r
Click on the L=
button on a pop-up screen aLip paTEs
which co_r_ltalns your name 2 ey s 2 e T
and certificate dates L OHN DOE

o

Cancel | Help |

Now you are asked to enter your certificate password. This is the same password
you will enter every time you use this certificate since your certificate security is set
to high. If your certificate security is not set to high, you will not see this pop-up
window.

Signing data with your private exchange key

g access to a Protected item.

CryptoAP| Private Key

Click on the

OK

button.
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7. Did you receive the Potential Scripting Violation dialogue box?

Potential Scripting Violation
This Web site is requesting a new certificate on your behalf. You should allow only trusted Weh sites to request a
! certificate for you.

Do you want to request a certificate now?

Yes

Yes Click on the button, then continue with the Step #8 instructions below.
No Continue with the Step #8 instructions below.

Creating a new RSA exchange key

An application is creating a Protected item.

8. Click on the
Set Securty Level ...

button.

CryptoAP| Private Key

Set Securty Level..

Cancel Details. ..

Importing a new private exchange key

9. Click on the radio button
Choose a security level appropriate for this tem. for ngh () This

will activate the password

protection for your digital
permission with a password when this . g
item is to be used. ID certificate.

" Medium
Request my permission when this item is to be used.

10. Click on the L.

< Back Ned > | | <Creomeem—t— button to continue.
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11. Enter the new password twice.

Note:

Commit to memory this password as it will be needed
every time you use your certificate. If a certificate password
is forgotten, it cannot be reset. A new certificate must be
requested. Since you are getting a new certificate during a
renewal, you must again create a new certificate password.
A minimum of 7 characters is recommended for your
certificate password.

Creati iew RSA exchange key

Create a password to protect this tem.

Create a new password for this tem.

Password for:

Password: T

Confirm:

12. Iick on the

13. Click on the

button,

since the Security
Level is set to High.

utton.

Creating a new RSA exchange key I

An application is creating a Protected tem.

Crypto APl Private Key

Security level set to High Set Securty Level... |

Cancel Dietails.. |
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14. If you get a pop-up “Potential Scripting Violation” screen, click on the

button to save your certificate to your computer. With Windows XP you are asked to

verify that you want to install a digital certificate as shown below.

Yes

}{ onsTE Digital ID Services

Congratulations!

Your Digital ID has been successfully generated and installed.

Your Digital ID Information,

Organization = U.S5. Nucle: Forumrepmrrsmere [

Organizational Unit = ADD;

Organizational Unit = www ' This Web site is adding one or more certificates to this computer. Allowing an untrusted Web site to update your
99 u certificates is a sequrity risk. The Web site could install certificates you do not trust, which could allow programs that
oOrganizational Unit = Orga you do not trust to run on this computer and gain access to your data.

Title = Analyst Do you want this program to add the certificates now? Click Yes if you trust this Web site, Otherwise, cick Mo,
Common Name = Mallory h

Email Address = mmg@nrc Yes |

Serial Number = 043372c8

Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our tutorials and other useful information.
2. Go to the Digital ID Center to find out more about Digital IDs and Digital ID services.

/3 1D Download - Microsoft Internet Explorer provided by USNRC
Fle Edt Vew Favortes Tools Help

eﬁadc - - d @ _7;] /,m? Search \;"\?Favorites {f}| - Tf % L:j Dlj

Address [ €] htips: /onsite. verisign. com/services/USNudearReguiataryCommissionADDOCIO/cgi-bin/sophia. xe

(\«é Sfri_.*is"né) Digital ID Services

Congratulations!

Your Digital ID has been successfully generated and installed.
Your Digital ID Information.

Organization = U.S. Nuclear Regulatory Commission

QOrganizational Unit = ADD/OCIO

Organizational Unit = www . verisign.com/repository/CPS Incorp. by Ref.,LIAB.LTD(c)
99

Organizational Unit = Organization Name - NRC/OIS/ICOD/COTB

Title = Analyst

Common Name = Mallory M Green

Email Address = mmg@nrc.gov

Serial Number = 043372c877e0303884cdc5ef2dbdesbo
Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our tutorials and other useful information.
2. Go to the Digital [D Center to find out more about Digital IDs and Digital ID services.

Cooyright © 1998-2004, VieriSign, Inc. All rights reserved. %risigll‘
Trust Network

YT

You will receive a Congratulations! screen telling you that your digital ID certificate have
been successfully generated and installed.
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12. Digital ID Certificate Revocations

The certificate owner must remember and use the Challenge Phrase which he or she chose
during the certificate enrollment process in order to revoke his or her digital certificate. The
steps to revoke your digital ID certificate are:

1. Click on the “NRC’s Digital ID Center” link from either the “Electronic Submittals”
web page or the “Obtain a Digital ID Certificate” web page.

REVOKE

2. Click on the option.

Lot Digital ID Center

U.S. Nuclear Regulatory Commission
ADD/OCIO Digital ID Center

ENROLL

Choose this option to enroll for a client Digital ID

PICK UP ID

Choose this option if you enrolled for a Digital 1D but did not pick it up.

SEARCH

Choose this option to search for a Digital ID. This function is useful for determining whether
a Digital 1D is valid, expired, or revoked. You may also download IDs from this option

RENEW

Choose this option to renew a Digital ID which is expiring or which has already expired. You
should generally start renewing your Digital ID at least one month before your Digital 1D is
due to expire.

@ REVOKE

o revoke your Digital ID. Digital IDs should be revoked immediately for
any suspected compromise, including lost or stolen private keys, corrupted key pairs
change in site ownership, or suspected fraud.

poyright i 19982004, VieriSign, Ing. All rights resarved " “’é]'isi ]
e \ gl

TRUST NETWORE"
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3. Enter an appropriate email address or name to search for the certificate you want

2 Digital ID Center - Microsoft Internet Expl rer provided by USHRC

to revoke and press the button.

Fle Edt View Favortes Tools Help

Qﬁadc -© - |ﬂ @ _;j|/j)5ea\ ‘?‘:‘\'(Favorines €‘3| - :7‘ }‘é L‘j T_l‘

Address [i] htb:s:ffuns\te.veﬂslgn‘cDmfservlcEstSNud‘rRegulaturycDmm\ssmnADDOCIO[dlentfrevukE.htm

\
\éris' g
’o 1
-

Digital ID Center || Help with this Pag> |

Revoke a Digital ID
To revoke your Digital ID, you must first find it by fgarching on the name or e-mail
address. You cannot use wildcard characters.

Digital I\ Services

Please read the Relying Party Agreement below beforgstarting your search. When you
click the SEARCH button, you accept the terms of thagelying Party Agreement.

earch by E-mail Address (recommended):

Enter the E-mail Address: W
(example: john_doe@verisign.com) 9 9

Search by Name:

Enter Name:
The name must be entered exactly as it is in
the Digital ID. including punctuation.

Relying Party Agreement

| &] Done

4.  Click on the applicable certificate you want to revoke.

7 Results - Microsoft Internet Explorer provided by USNRC

Fle Edt View Favorites Tools Help

@Eadc - - \ﬂ @ _;j ‘ /'fjsﬁrm ;::(Faunntes {&3‘ 3 :?| x Lf_“| Qlj

Address [{] https: jonsite. verisign. com/services/USNuclearReguiatoryCommissionADDOCIO cgi-bin/Xquer y.exe

Véiisign )

( ONSITE Digital ID Services

Search Results

The query returned the following matching Digital IDs. Click on a name
to view more detailed information about the ID, or perform actions
such as downloading or revoking the ID.

This icon next to a listing indicates that the Digital ID is the owner's
Edpreferred D for encrypting secure e-mail messages.

p_

MALLORY M GREEN (Valid)

mmg(@nrc.gov

Digital ID Class 2 - OnSite Subscriber

Validity period from Jun-29-2006(GMT) to Jun-30-2007(GMT)

MALLORY E GREEN (Valid)

mmg@nre.gov

Digital ID Class 2 - OnSite Subscriber

Validity period from Jun-22-2006(GMT) to Jun-22-2007(GMT)

New Search

Copyright  1988-2004, VeriSign, Ine. All rights reserved

=
T T —
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5. Review the data for the certificate you have chosen to revoke.

3 Digital ID Informati soft Internet Explorer provided by USHRC =1 B3
Fle Edit vew Favorites Tooks Hel | w

@Eack - - \ﬂ |g] ;;j /:]Saar:h {t(Favcntes ej‘ - \7| % LL‘] Dlj

Address [(E] https: /orsite. verisign.com/services/USNudearR egulatoryCommission ADDOCIO cgi-bin/Xquery. xe?vs _ssuer_digest=ede2df33873429d2923f2d76 16 7 | [£] 6 |@ B

Lind Digital ID Services

m Digital ID Center

Digital ID Information

If this is the correct ID, you can download or revoke the Digital ID.

MName MALLORY M GREEN

E-mail mmg@nrc.gov

Status Valid

Validity Jun 29,2006 - Jun 30,2007

Class Digital ID Class 2 - OnSite Subscriber
Address not available

Qrganization = U.S. Nuclear Regulatory Commission
Qrganizational Unit = ADD/OCIO

Qrganizational Unit = www verisign.com/repository/CPS Incorp. by Ref LIAB LTD{c)
Subject 93
Title = IT Specialist
Common Name = Mallory M Green
Email Address = mmg@nrc_gov

Serial

1b008289d6784M490f2ec5e5153332d
Number

By submitting this request, you accept the terms of our Relying Party Agreement.

Relying Party Agreement

[&]pore

VeriSign

a Digital ID Information - Microsoft Internet Explorer provide d by USNRC

File Edit View Favorites Tools Help

Q- O - ¥ 18] | Dswr S @[ (1 LK D D)
Address Iﬂ:l htb:s:ﬂunsite.Verisign‘:Umj'sErvi:EstSNudearREgfh:lry'CUmmiss\UnADDOCIOf’:gi-binf\'query‘Exe?vsfissuerfd\gest=adezdf838?3429d3923de?616j Go |@ -
Walidity Jun.29 2006 - Jun 30,2007 y A |
Class Digital ID Class 2 - OnSite Subscr"er

Address not available I

Organization = U_S. Nuclear Reffulatory Commission

Organizational Unit = ADD/OC,

Organizational Unit = www.vegfsign.com/repository/CPS Incorp. by Ref. LIAB.LTDi{c)
Subject 99

Title = [T Specialist

Common Mame = Mallory il Green

Email Address = mmg@yfc.gov

Serial
Number

1b008289d8784f490f2¢595153332d

By submitting this request, yoyfaccept the terms of our Relying Party Agreement.

Relying Party Agreemen

VeriSign Pelying Party Agreement il
YOU MUST READ THISJRELYING PARTY AGREEMENT ("AGREEMENT") BEFORE

VALIDATING & VERIJIGN TRUST NETWORE ("VIN") DIGITAL CERTIFICATE
("CERTIFICATE") , JUSING VERISIGN'S CNLINE CERTIFICATE STATUS

Downloac Revoke

right & 1888-2004, VeriSign, Inc. All rights reserved. %risign‘
Trust Network

SED EEEEEY
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7.  Enter the Challenge Phrase you entered during enrollment for this digital ID

certificate and then click on the -

a Revoke Digital ID - Microsoft Internet Explorer provided by USK ¢C

button.

File Edit Wew Favorites Tools Help

@Back - \_) 2 d @ _h ‘ /.j)Seardﬂ \_”J‘:_(Favorif €3| <]~ :‘ﬁ‘ % L|:] Dlj

Address I@‘l httus:f’f’onsihe‘verisign‘camfservicestSNudaarRegu\amryInmmissionADDOCIOfcgi-bin}haydn‘exe?VHTML,FILE=..%ZthﬂIdocs%ZFdient%ZFrevoke,start‘hh'n&vsfcert,selj Go |@ -

J
Verisign )

(ONSITE Digital ID %rvices ‘

Revoke Digital ID

Enter your Challenge Phrase, and select thipreason for revoking the Digital ID.

\

By applying for, submitting, or using a Digital ID, you are agreeing to the terms of the
VeriSign Relying Party Agreement.

Challenge Phrase: I.

Reason For Revoking: Key compromise -

Click the Submit button to Revoke
the Digital ID

Relying Party Agreement

J

VeriSign Relying Party Agreement ﬂ

YOU MUST READ THIS RELYING PARTY AGREEMENT ("AGREEMENT") BEFORE
[VALTDATING & VERISIGN TRUST NETWORK ("VTIN") DIGITAL CERTIFICATE
("CERTIFICATE"), USING VERISIGN'S ONLINE CERTIFICATE STATUS

Cooyrignt ® 1988-2004, VeriSign, Inc. All rights reserved %ﬂSlg! 1
Trust Netwnrk ;I

T T —

Steps 1 — 7, above, made Certificates

your certificate invalid, Intended purpose: | <All>
however, it did not remove the
certificate from your PC,

Personal |Other People | Intermediate Certification Autharities | Trusted Root Certificatior €

therefo re fO"OW StepS 1 _ 4 Issued To Issued By Expiratio.., = Friendly Mame
. . . . . =iohn L Doe Muclear Regulatary C... 401172008 =Mane=

W|th|n the SeCtlon 8, Dlgltal ID =liohn L Doe Muclear Regulatary C... 41172008 =Mane=

Certlfl Cate V|eW| ng SteDS Eohn boe YeriSion Class 2 3. 421/2003 =Mong=

Instructions. After locating
and selecting the certificate,
to remove it from your PC,

click on the -
button. (ot )T oo o )

Certificate intended purposes

<Al
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