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UNITED STATES ms"rmcr COURT FORTHE RELTE WA
| EASTERN DISTRICT OF VIRGINIA. © GLERK, US. ms‘rmc‘r COURT.
' Alexandna Divxsion - _____._LEXAN .R} AGINIA
" FEDERAL TRADE COMMISSION, ) -
: S .. .. . ) '
Plaintiff, . - T
V. ) ~ Civil Action No. O%— %‘8 -
ONE OR MORE UNKNOWNPARTIES ) : ' :
DECEIVING CONSUMERS WHILE DOING . )
BUSINESS AS OR USING )
PREMIER-ESCROWCOM, )
)
Defendant(s). )
Iy .—‘_) .
TEMPORARY REs'mA'INmG ORDERAND ORDER TO SHOW CAUSE | | Ve

| Y ] ON SHOULD NOT IS

Plaintif the Federal Trade Commission (“FTC” or “Commission’), baving ﬁléd a
Complaint for Tnjunctive and Other Equitable Rehef pursuant to Secm:ms 5(a), 13(b) and 19 of
the Federal Trade Commission Act (° FTC Act?), 15US.C. §§ 45(a), 53(b) and 57D, and the .
FTC’s Mazil or Telephone Order Merchandme Rule (the “Mail Otder Rule or the “Rule™), 16

CFR. Part 435, and baving moved for an ex parte temporary restrmmng order (‘“]‘RO ) pmsuant

‘to Rule 65(b) of the Federal Rulcs of C1v11 Procedure, Fed. R. Civ. P 65 (b), and the Court havmg

considered the pleadmgs and exh1'b1ts ﬁled in support of the lenuff ] motxon, finds that:

1. ThJs Court has Junschctxon of thc mlbjectmarter of tlns case and there is good

. o
7

- cause to believe it will have Jm'xsdlcuon of all parhes hereto

cs

2, There is good cause to beheve that One or More Unlcnown Partics Decewmg

Consumers While Doing Busmess as or Usmg Premwr-Escrow com (Www.prem ler-g__sggow,com)

'
!
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have engaged and are hkely to engagc in acts and prac‘uces that vwlate Sectxon S(a) of the FTC .

Act, 15 U S C § 45(a), a:nd/or the Maﬂ OrderRule, 16 C F .R. Part 435, and that the Comnussmn

- A_1s therefore hkaly to preva11 on the men’w of thls acuon

'3. * “Thére is gi‘aﬁdc"‘ A“ob 1evethatmunedlate andmparabledamag,etothe o

.Court’s abxhty to grant effectlve ﬁnal rehef n the fm:m of. monetary rcsututxon or dlsgorgexnent

- will occur ﬁ‘om the u'ansfcr, dxsposmon or- concealment by Defendant(s) of their as';ets or

bus: mcss records unless Defendant(s) are nnmedwtely restramed and enJomed by Ordcr of this
Court The cwdence set forth in the lenhﬂ" s Ex Parte Monon jor TRO aud C)thel Equrable
Rehef, and i m the accomPanymg exhibits, shows that Def endant(s) have engaged ina concerted
course of illegal activity in their deahngs ‘W.lth consumers nauonvnde in connection thh tbe use
or opcratmn of frandulent onhne escrow servxces, vmlatlon of Sectlon 5 of the ¥TC Act, 15
US.C. § 45, and/or the Mail Order Rule, 16 CF R.. Paxt 435. Thus, there is good cause to
believe that Defendant(s) will aitempt to conceal the scope of their illegal actions to avoid |
returning their ill-gotten. gams to consumers injured by thenr unlawful practices if not restrained
from doing so by Order of this Court ‘In addmon, the identities of Defendant(s) are unknown.

Thus, the Commission is reheved of the duty to pmmde Defenda.ni(s) thh prior -notxce of its

s apphcatwn, and, in accord&nce thh FecL R. CW P. 65(b) the mterest ofj Jusnce reqmrm that the

Commission’s motlon for a TRO be heard ex par:e w1th01tt pnor notice to Defemiant(s).

4, Thcre is good cause for ordermg an asset ﬁ'eeze, permitting the FTC to take

/. .

L expedated dxscovery
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5. nghmg the eqmtxes and cons1denng the Comm:ssxon 5 hkehhood of ult:matc

' sucoess, aTRO wﬂ:h an asset freeze, e:xped1tcd dascovery and other eqmtable rehef isin the '

- :.pubhc mte:rest

: 6., : As an agency of thc Umted States, DO secunty is rcqmred of the Commxssmn for

the issnamoe of a rcstrmmng order. See Fod. R. Cw P. 65(o)

For the purpose of thxs TRO thc followmg deﬁmtlons shall apply:

1. -“Defendant(s)” means One. or More Unknown Pames Deceis vmg Com.zmer‘ .
Whﬂe Doing Business as or Usmg Premler-Escrow com; then' ofﬁcers, agents servaunts,
employaes ani.attomeys, and any person actmg in active concert orpartlmpatxon with any of the
foregomg who receives actual nohce of this Order by personal service or otharw1se See Fed. R.
Civ. P. 65(d). |

2. “Assets” means any legal or equitable interest in, right to, or claim to, any real and
personal property, including, but not limited to chattels, goods, instruments, equipment, fixtures,
general mtangibles, inventory, ohecks, notes, leaseholds, effects, contracts, mail or other
dehvcnes, sharcs of stock, lists of consumer names, accounts, credits, pren:uses, rec mvablcs,
funds, and cash, wherever located, whethor in the United States or abroad.

3. “Document” is synonymons in meaning and equal in scope to the usage of t.hc

. term in Federal Rule of Civil Procedure 34(a), and mcludos writings, drawings, graphs, charts,

P photographs andio and video recordmgs, computer records, and other data compﬂxmons from .

Which mfonnanon can be obtained and translated, if necessary, through detection devices into
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. reasonably usable form. A draft or ﬁén—idenfical copy is a separate document within the meaning .

of the term,

4., : “Finanmal mshhxuon mcans any banlc, sav:ngs and loan mstltlltan, credlt umon,

or any & ﬁnanclal depos:tory of any k:md, mcludmg bnt not lnmted to any brokerage house, trustee,

" broke;—dealer, ‘tltle.company, commochty tradmg company, or precxous metal dealer.

5, -“Online payment service” means any person, corparatxon, or other entity that

' operates via the. Intemet asan mtermedlary between two parues to transfer, dlrectty or mdlrectly,

credit card payments, bank account payments, or othcu forms of paymeri ﬁom actnal or

purported cOnsumers or, purchasers to actual or purpo:ted merchants sellers, or supphe.rs of

_ goods or services.

6. “Curﬁncy exchange service” means any_'p'ers{;p, éorporation, or other ‘exxtity that .
exchanges any currency, including D’&lﬂ' x'xaﬁonal. currencies, pre'é;ious mamls;, or digital or |
electronic gold, for .another form of currency, including other national currencies, precious
mctals, or digital or electronic gold.

7. “Online escrow service” means any person that operates via the Intcrﬁet as an
intermediary between two parties to take custody of, hold, transfer, directly or mdu'ectly, credit
card payments bank account payments, onhne payments, or other fox:ms of paymemt from actual

or purported consumers in exchange for goods or servmes from actual or purported merchants,

n ;'é'-;'sellers, or snpphm‘s of goods or secvices.

/l. .
/

8. “Person” means anynatural person, corporanon, pa:'tucrshlp or other busmess

association, and all other legal entity, including all members, officers, pradccesso.rs, ass1gn;s, ‘

divisions, affiliates and subsidiarjes.
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BERES

I PROHIBITION AGAINST VIOLATION OF SECTION 5

IT IS THEREFORE ORDERED that, in connecuon with (1) the adverhsmg, promotmn,

: 'nffennz for sale, sale, or Lurported sale, of any m@tchandlsc, or (2) the oﬂ'ermg to purchase
purchase, or purported pmchase of any mcrchxmdlse, Defendant(s) are hcrcby temporanly
‘ restramed and enjomed from wolatmg ar asststmg others o vmlate Sectnon 5 of the- FTC Act, 'ﬁ_ -

_ mcludmg but not h:mted to

A Msrepresenhng fhat consumers Who agree to ?ﬁf@hanC mc.rchandis-' from
Dcfenda;xt(s) and send Defendant(s) the agreed—upon payment will receive the uffered
merchagdise, |

B. Msrepresenmng that ¢onsumers who agree to sell their mcrvbandise to

Defendant(s) and send merchandlse to Defendant( ) wxll recelve the agreed-upon.

payment;
C. Misrepresenting to cOnsamers who briy merchandise via the Internet that,

a.fter taking custody of buyers” fimds, they will return such funds to the buyers if sellers
fail to' ship the merchandise; and

D.  Misrepresenting to consumers who sell merchandise via the I;itemet that,

. aﬁer taking custody of buyers f\mds they will dehver such fimds to seller s upon sellers’

shxpmcnt of merchandise to buyers

o
L
[
4t
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I PROHIBITION AGAINST VIOLATmN OF THE MAIL ORDER ]1ULE

IT IS FURTHER ORDERED that Defendant(s) are hereby temporanly restrznned and

N enjomed ﬂo:n v:xolarmg or assxstmg othe:s to vxolate any provxsmns of the Ma:l Order Rule, 1 6
| g,.FR.DarM‘*S,mdndmgbutmthmxtedto . ' 7 L ‘ _ o
| -'A. Sohcxtmg maﬂ or telephone sales when Defend t(s) do not have a reasonahle E '
basis to expect that they will be able to shxp the ordered merchandlse elther' (1) w11h1n the tnme -
stated by. Defendant(s), or(2) ifno ume 1s stated, thhm ﬂmty (30 days aﬁer recexp*t ofa proper]y | ' .
| completed order' ' '
B. Fallmg to offer to the buyer, clearly and conspicuously and without.];.:rior demand,
op’uon elthex to consent m a delay in shlppmg or to cancel the order and recelve a prompt |
reﬁmd; or |

C.  Fhiling to make a prompt refind if ymable to ship the order to the buyer.

1. ‘ORDER TO THIRD PARTﬂﬂS 'fO TEMPORARILY DISABLE WEB SITES
IT IS FURTHER ORDEREQ that, p_ending dete;minaﬁon of the Commission’s request
fora prehnunary injunction, any person or enﬁty.hosting a;nyweb pages or web sites for
Defendam(s) dall: -7
A. Immedxately take whatever steps may be necessary to ensure that any web pages
.01 web sites operated, in Whole or mpart, under the name, www,premier-escrow,com, and any
¥ other web pages or web sites operated by Defendant(s) that advemse, market, Oor promote online

escrow servmes cannot be accessed by the pubhe,
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B. ' Prevent the dcstructxon or erasme of web pages or Web sites operated, in whole or

; in pa:ft under the name, ple_m; ;gggoy_r com, or any othet web pages or web ‘,1tes dpérated
i _by Dcfendant(s) that adveruse, market, or promote (mhne esmw servxces, by presen'vmg such

| dowmﬁﬂts in the format n whmh they are cxnrenﬂy mmntamea, and .' e S

C, . Immedlately notxfy cnunsel for ﬂw FTC of any other wcb page or Web site -

| oparated or controlled, m whole orin part, by Dcfendant(s)

IV. O RDER TO THTRD PARTIES TC TEMPOP.AP.IE..Y
SUSPEND INTERNET DOMAIN NAME REGISTRATIONS

ITIS FURTHER ORDERED that, pcndmg determmauon of the Comm1ssmn s request
for a preliminaiy mJuncnon, any Iniemet domam name reg;strar shall (1) suspend the regxstratmn
of _premi fes W.COm OF any other Intemet domam name reglstered by Deftmdant(s), and ,
(2) immediately notif& counsel for the FTC of any othcr Internet domam names registered by

Defendant(s).

.V. ASSET FREEZE
ITIS FURTHER ORDERED that Defendant(s) are hereby temporaily restrained and
enjoined from dlrectly or mdn‘ecﬂy‘ .

A, Transfcmng, convemng, encumbenng, selhng, concealmg, dlssix;mting,

dlsbuxsmg, assxgnmg spcndmg, wnhdrawmg, or otherwxse d:spomng of any assets, wherever

; | localcd mcludmg any assets outmde the territorial Umted States, that are:

1. owned or controlled, in whole orin part, by any Defcndant;,

2. utled or held in the name, smgly or Jomtly, of any Defendmnt
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3 P m the. actnal or consl:rucuve possesmon of any Defendant, or
| _‘ 4 _ ‘. . owned, contxolled by, orin the actual or consu-ucuve possessmxt of a.ny
' _corporancn, partnerslup, or other enuty duectly or mdzrecﬂy owned, managed, or
controlled by, or mder Ccommon contml mth, any Defendant, mcludmg, but not lumted
to, any assets held by or for any Defendant at or with any ﬁnanclal mstxtuttm, on_'lme
.payment servxce, or currency exchange service;- B
f _B. Opemng or causmg to be opened any safe deposxt boxes ntled in. the name of or | .
Sub_]BCt to access by any Defendant' | . .
C. Incumng charges or cash advanc&s on.any crgciit card, debit ¢ard, or checking card.
1ssued in the nagoe, singly or Jomtly of any Defendant |
D. Securmg aloan thh or incurting a lien on thc real property, the pers.onal property, E
or other asset in the name, smgly or jointly, of any Defcndam:; ‘
Provided, however, that the assets affected by this Section shall include; (1) all of the
ussets of Defendant(s) existing as of the date this Order was entered; antl (¢4 fér as:sets obtained

afier the date th1s Order was entered, only those assets of Defendant(s) that are derived ﬁ'om or

othermse rclated to the activities alleged in the Commission’s Complaint.

Provided ﬁmher that an asset is not subJ ect to this Sectmn upon 2 sufficienit showmg by

Dsfandant(s) that 1t was obtamed 1) aﬁer the date of this Order and 2) mdepcndgntly from the

o conduct proscnbed by this Order and/or dascussed in the Commzsaon s Complaint.

/
/
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asset shau.

A VI D'UTIES OF ASSET HOLDERS

IT IS FURTHER ORDERED that, pending detexxmnatmn of the Plamuﬁ‘s r:»quest fora

o prehmmary m_]unctwn, any ﬁnancxal mstltuhon, onlme paymant servme, mxrrency exchange

‘ serv:ce, or any person or othcr exmty ﬂtat holds, controls ar mamtams custody of any account,

dncument, or asset titled in the name of, held for the beneﬁt of or othermse mder the control of

- any Defendant, ar has held, controlled or mamtamed custody of any such accoun’c, docummt, or .

PP

A 'ﬁold and retain w1thm their conﬁ'ol and ;)ﬂiafszé .prc.vmt any disp'czsi‘tion,_ '
transfer, conversmn, ass1gnment, Mthdrawal removal, siisbmseiﬁent, desu'ucﬁsn, or dissipation
whatsoever of any and all accounts, docmnents, or assets related 1o, connected to, or associated
w1th Defendant(s) cxcept by ﬁn'ther order of the Court; | |

B. Deny any person or entity access to any' safe deposit box that is titled in the name
of any Defendant, either indiVidually or jointly, or otherwise ‘held for the benefit of or subject to
acoess by Defendant(s). | | )

C. Prowde Comnussmn s counsel, within ﬁve (5) business days of receiving a copy
of ﬂns Order, a sworn statemant that: |
1. Identifies the locatlon of any accounts, documents, or assets related to,
connectcd to, or assocmted with Defendant(s), including any relevant account
numbers, Of names assomated with the accounts;

2. Sets forﬂt':ﬂ':ie,,:balance of any account related to, connected to, or associated

_ with Defendant(s);
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s

3. : .ﬁesmbes how such accomts or assets are mlated to, connected to, or

| assocmtcd w1th Defendant(s), and . . |

4. Provxdss any avmlablc mfnnnatmn concemmg the Defendant(s) or any
otnsr.psrsons rﬁ sntiﬁes thnt"”‘e associat fed with or connected to Deiendants

' mcludmg but not lmted o, names by whxch these partLes are lcmown, their
.busmess and remdmual addresses, the:r postal or commsrc:al box mmnbm-s, then
telephone numbers, theu' facsmule nmnbers, and ths:lr emaxl addressss

. D, Upon the request of ‘the Conmnission, promptly pmmds the Comrms sion w;th

cop1es or all records or other docmnentanon pertaining to any accounts-or assets re~1ated to,

connected to, of assoclated Wlﬂl Defendant(s) Any ﬁnancxal mstxtutlon, onlme pa:ymeni servme,
currensy exchsnge ssrv1ce, or any other aforementxoned entlty may arrange for the Commlsmon

0 obtam copies of any such records that thc Commission seeks

VIL PRESERVATION OF RECORDS
IT IS FURTHER ORDERED that Defendant(s) are hereby temporanly restramsd and

enjoined from destroying, srasmg, mutilating, conceahng, altering, transferring, or otherwxse

. d15pomng of, in any manner, du'ectly or mdn‘ectly, any identification templatcs, fa]se
identification documents, computers, computcnzed files, storage medla (mcludmgr but not

L. h:mted 1o ﬂoppy disks, hard dnm, cd-roms, zZip dlsks punch caxds, magnetlc tape, backup tapcs
.and computer chxps) on which mformaﬁon has beexi saved, any and all equipment needed to  read

: ‘any such material, conu'acts accounting dam., comsspondemcs (;ncludmg, but not lnmted to,

elech'omc corrsspondenoe), advertlscments (including, but not lnmtsd to, advertxs.ements placed
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on thc I;ntemet), USENET Newsgroup postmgs, ch pages, web sﬁes, books written or prmtcd

records, handwntten notes, tclephone logs, telephone scnpts, recexpt books ledgers., personal and

. ‘ .busmcss canccled checks and check reglsters bank statements appomtment books, copms of -

- federal statc or local business orpe,rsunm income or wﬁpcﬂ:y f.ax :@tux.ns 1099 fonm, and other‘ -

docments or records of any kmd that rclate to the busmess practlces or busmess or personal

ﬁnances of Defendant(s)

© VIIL FOREIGN ASSET REPATRIA EION
IT IS FUR'II—IER ORDERED that within five (5) busmcss days follomngthe serv:ce of

this Order, Defendani(s} shall

A. Transfer to the temtory of the Umtcd Statcs all funds documents and assets -
located in forelgn conntries which are: (1) titled i in the name mdm.dua]ly or jointly of any
Defendant; or (2) held by any person or entity, for the benefit of any Defendant; or(3) under the
direct or indirect ;:ontrol, wheﬂxer j oinﬂy or singly, of ahy Defendant; a.nd

B. Hold and retain all regatriatqd assets, accounts, or documents and prevent any

transfer, disposition, or dissipation whatsoever of any such assets or documents.

= 'INTERFEREN'CE WITH REPATRIATION

ITIS EURTHER ORDERED that Defendant(s) are hers"by temporarily restrained and

' enjomed from taking any actlon, dlrecﬂy or mdlrecﬂy, whlch may result in the encmnbrance or
: dissipation of foreign assets, or in the hindrance of the repatnanon reqmredby the ME

Section of this Order, mchxdmg but not hmited to:
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engagmg in any othm‘ act dn:ectly or md:rectly, that results m a determmatxon by a forc1 g trustee -

A Sendmg any statement, lsttm', fax, e-mail .or wire transmxsmon, te]ephomng or

other  entity tb...t "duress” event has occm'red unda' the terrns of a2 forexgn trust agrcement

I\T‘
Vi W AL by

| unnl such time that all assets have been t'ully repamated pursuanl' to the prec g___g@_gg Section of ﬂns

Order;

B, Notifying any trustee, protector or ofher agent of any forexgn trust or other related

entmes of e1ther the exxstence of tlus Ordw:, or of the fact that repatnaﬁon is requm,d pursuant to. -

a Court Ordu, auntil such hme that all assets have bcen fully repahi&ad pmsuam t *he pree ggg

Sectign of this Qrder. '
| X SER\fiéE'oF ORDER |
IT IS FURTHER ORDERED that copies of this Order may be served by any meas, -
includih** facsimile transmission, email transmission, personal or overmight deﬁvay, or U.S.
Mail, by agents and employees of the FTC or any state or federal Iaw enforcement agency or by
pnvate Process server, on: (1) Defandants* ) any financial msutunon, on]me payment service,

currency exchange service, entity or person that holds, controls or mamtams custuciy of any

account, document or asset of any Defendant or has held, comrol]ed or mmntameci custody of

any account, .docu:ment or asset of any Defendant or (3) any other person or enuty that may be

subject to any provision of this Order.

P
AN
/ v
P

I
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'take depositions upon oral exaxmnatlon of any person or mtxty, including any Defendant or ﬂmﬂ

XI. EXPEDITED DISCOVERY ’

- ITIS FU'RTHER ORDERED hat in hght of the necd to promptly asceﬁam the possxble .

L consumcr mjmy caused by Defendant(s)’ deceptlve pracnces as a]leged by the Comm:ssxon, the

need to 1dent1fy Defendant(s) and then' whereabouts, the need to 1dent1fy assets and documents

subject to this Ordc.r and the need to momtor comphance with ﬂns Order the FI‘C is granted

lezve to conduct cm'tam expechted dlscovery Commencnng w1th the tnne and date of this Ordex,

. in lien of the tlme penods, mtxce provmons, and other reqmrements of Fed R. Civ. P 26, 30

34, and 45, and Loca] Rules 26, 30, and 45, exped.tted mscovery shall pmceed as follows

A, Pursuant to Fed. R Civ.P.30 and 45 and Local Rules 30 and 45, the FTC may

party regardmg Defendant(s)’ identities; thexr whereabouts thc namte, locauon, status, a.mi

ent of their assets; and the locatmn of documents reflecting their busmess transanctxons 'Forty-
cight (48) hours notice shall be deemed uﬁic:ent for any such deposmon, and ﬁve (5) days
nohce shall be deemed sufficient for the production of any such docume:nts This s‘nbsscﬁon
shall not be construcd in any manner to preqlude the Commission’s right to take subsequent
depasitions of the same witnesses on the merits of this acuon Any deposition takm pu:rsuant 10
this subsecuon is in addition to, and not subj ect to, the presumpﬁve limits on depoannons set '.
forth in limitations and condmons set forth in Fed. R. C1v P. 30(a)(2)(A)

| B. "'Pmsuant to Fed. R. va P 34(b) and 45, and Local Rule 45, Defcndant(s) and.any

N other person or entxty ghall produce documents relating to the above that are requested by the

FI‘C thhm five (5) days of servxce of such request, with production of documents made to such

person or place as counsel for the FTC may du:echng in writing.
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Xﬂ. CONSUWR CREDIT REPORTS - _
_IT IS FURTHER ORDER.ED that, pursuant to Section 604 of the F air Cr:=d1t Reporhng

Act, 15 U S.C § 1681b, anyconsmner renortmz agencvmavfurmsh theCam.s.ﬂon v'zth a

o consumcr report concermng any Defendant

XIII. SERVICE ON THZE COMM[SSION
IT IS FURTHER ORDERED that wﬁh regard to any cozrespondence pleadmgs, or
notifications related to this Order service on the Cummlsszon shall be perrormea by personal or
facsimile delivery (but not dehvery by U S. Maﬂ) before 4:45 p.m (EST) of the daythatsach -
- service is due to the attention off . | ) B o | o
' Delores G. Thompson |
Staff Attorney -
- Federal Trade Commwsxon :
600 Pennsylvania Ave., N.W., Room 238

Washington, DC 20580
facsimile munber (202) 326-3395 .

. . XIV. PAPERS ON MOTIONFOR PRELIN[_[NARY INJUNCTIO'N

w IT IS FURTHER ORDERED that, pursuant to Fed. R. Civ. P. 6(d), memarania and

‘_ ~ affidavits, if any, supportmg or opposfng the motion for prelmnnary injunction éha.ll be served
not later than one day before the preliminary injunction hearing.
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XV PRELINHNARY ENH.WCTION HEARING ._

T 8 FURTI-IER ORDBRED that Defendant(s) shall appear before ﬂns C ourt on the
7L day of 2003, at / 000 1000 4 clockﬁm. at the United States Courthouse o

" Room / D(I?/’ - N ,to show caus, if any there be, why this Conrt

should not enter a prelumnary ngnncnon, pendmg ﬁnal rulmg on the Complmnt, against said

Commxssmn Act, 15U.S. C § 45(2), and the Mail Order Rule 16 C FR. Part 435, ccmnnumg the

freeze of their assets and i 1mposmg such additional rehef as ma.y be appropnate

XVL COURT’S RETEN TION OF JURISDICTION '
ITIS FURTHER ORDERED that this Court retains junsdactlon of this maﬁ‘er for all

purposes. .

SO ORDERED, this_ 7~ Hay of ﬂ/;ﬂ/{gZOOBJtthishourof 73 et
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