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AHRQ STAFF/CONTRACTOR AGREEMENT 

Regarding the SECURITY OF DATA Maintained by the

Center for Delivery, Organization, and Markets at the

Agency for Healthcare Research and Quality
This agreement must be signed by anyone seeking to use confidential or proprietary data maintained by the Center for Delivery, Organization, and Markets (CDOM) at the Agency for Healthcare Research and Quality (AHRQ) before access to such confidential or proprietary data can be granted.  All data maintained by CDOM/AHRQ is confidential or proprietary except data specified for public release, or data authorized by CDOM/AHRQ and the original data source for re-release.

Your signature on this agreement acknowledges that you:






(1)
Have read and understand this agreement;  

(2)
Understand the consequences of violating any provision of this agreement; and

(3)
Agree to be bound by the statutory requirements and rules of CDOM/AHRQ and any contractual obligations that apply to specific confidential or proprietary data sets. 

Scope of Agreement
The rules and regulations described below apply to all confidential or proprietary data purchased, collected, or otherwise acquired and maintained by CDOM/AHRQ.  All officers, employees, and agents of the United States must execute this agreement before they shall be given access to such confidential or proprietary data; no one shall be given access without executing this agreement.

Sensitivity and Legal Status of Data Acquired and Maintained by CDOM/AHRQ 
Databases acquired and maintained by CDOM/AHRQ contain information that is often considered sensitive by individuals and organizations.  For example, data used for the Healthcare Cost and Utilization Project (HCUP) has confidential or proprietary data describing the clinical condition of specific individuals, and the medical services they received.  In some cases, these confidential or proprietary data could identify patients (through complex analyses and linking to outside data sources), providers or institutions.  In general, therefore, these confidential or proprietary data are subject to various legal provisions, including the U.S. Department of Health and Human Services Standards of Conduct and Section 924(c) of the Public Health Service Act (42 U.S.C. 299c-3(c)) as amended, which states:

No information, if an establishment or person supplying the information or described in it is identifiable, obtained in the course of activities undertaken or supported under this title may be used for any purpose other than the purpose for which it was supplied unless such establishment or person has consented (as determined under regulations of the Secretary) to its use for such other purpose.  Such information may not be published or released in other form if the person who supplied the information or who is described in it is identifiable unless such person has consented (as determined under regulations of the Secretary) to its publication or release in other form.
Specific confidential or proprietary data sets maintained by CDOM/AHRQ may be subject to further restrictions because of contractual or other legal obligations.  For example, special agreements were executed with data sources in constructing the HCUP databases maintained by CODS/AHRQ.  These agreements contain additional data protections and restrictions.

Rules for Using Confidential or Proprietary Data Maintained by CDOM/AHRQ

(1) 
You may not reveal, or cause to be revealed, the identity of a person represented in the confidential or proprietary data.  You may not make available, reveal, or cause to be revealed, to any person not authorized to use the data, the identity of a health care provider, or other organization represented in the confidential or proprietary data, when the identities of these entities are confidential and not revealed in the public use data.

(2)
You may not make available to any person not authorized to use the data, confidential or proprietary data or statistics that could identify a person, health care provider, or other organization represented in the confidential or proprietary data. 


(3)
You may not make documentation or other information that facilitates access to the confidential or proprietary data files available to anyone other than individuals authorized to receive such information.

(2) 
You may not use confidential or proprietary data to do anything other than AHRQ-sponsored and approved database development and/or research.


(5)
You are not permitted access to the data after you have left the employment of AHRQ or the employment of your AHRQ contractor.  

(6) 
You may not take any other action that could jeopardize the security of the confidential or proprietary data.

You are required by law to inform your supervisor immediately if you know or suspect that these rules are being violated.  If you are unsure about what you can and cannot do in any specific circumstance, ask your supervisor or if using HCUP data, ask the HCUP Project Officer.

What You Must Do
One copy of this document must be completed, signed, and sent to:

Center for Delivery, Organization, and Markets


Attention: HCUP Project Officer

Agency for Healthcare Research and Quality

540 Gaither Road

Rockville, MD  20850

Consequences of Violating These Rules
If you violate the rules described here or any other agreement protecting confidential data used in research by AHRQ, your affiliation with AHRQ may be terminated immediately.  You may also be subject to civil litigation and criminal prosecution and you may be held liable financially for any damages that you cause.  Title 18, Section 1905 of the U.S. Code provides for removal from office or employment and for fines of up to $1,000 and/or imprisonment of up to one year for unauthorized disclosure of confidential information. .
Furthermore, HCUP data are subject to laws of participating states, laws which punish unauthorized disclosure of health care information.  For example, the Wisconsin Statute 153.90 specifies penalties of not more than $10,000 or imprisonment for not more than 9 months, or both, for intentional violation of state rules on protection of patient confidentiality.

You shall be given access to CDOM/AHRQ confidential or proprietary data only after the Director, CDOS, has reviewed this document and authorized your access in writing.

AHRQ STAFF/CONTRACTOR AGREEMENT

Regarding Security of Data Maintained by CDOM/AHRQ

I have read the AHRQ Staff / Contractor Agreement Regarding the Security Data Maintained by the Center for Delivery, Organization, and Markets at the Agency for Healthcare Research and Quality.  As a result, I understand


the statutory prohibitions against release of any confidential or proprietary data that could identify individuals or organizations, 


the legal confidentiality provisions governing confidential or proprietary data collected for research by AHRQ, and


the consequences of violating these statutes or the provisions of this data security agreement.

Further, I agree to be bound by any additional rules that govern the use of confidential or proprietary data available to me as established by the AHRQ Center/Office with which I am affiliated. 

Requestor's Signature _______________________________________________________Date______________                   
Name ____________________________________________________________________                                                                                              
Title _____________________________________________________________________
Agency/Office
 ____________________________________________________________                                                                                                                                  
Address __________________________________________________________________                                                                                                                                                                                                                                                                           
              __________________________________________________________________
Telephone Number __________________________________                                                                                                                              

Authorized ________________________________________________________________Date________________                                 
                          [Requestor’s Center Director if AHRQ staff or 



   Contract Project Director if AHRQ Contractor]
_________________________________________________________________________Date                                
  
                                    [CDOM Center Director]                 
_________________________________________________________________________Date_______________ 
                                    [HCUP Project Officer]










     �	If not an AHRQ employee, indicate your contractual affiliation with AHRQ.







AHRQ Staff/Contractor Agreement                                
                                                                    Revised 8-16-04

[image: image1.png]AHRQ

Agency for Healthcare Research and Quality

Advancing Excellence in Health Care \[AUATALI{sKs[aY




_1151821768.bin

_1156922339.bin

