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{(36' Simply put, if NSD had really been convinced that a FISA order was
warrafited, it had enough to pursue it withoutm
mbcforc going to OIPR, it could have forced the produclion of
- them in a matter of days. ™ -
s bl
i What is obvious here is that NSD did not go to OIPR until December 1998 not
Ffﬁ because it did not have but because it did not believe it had the facts. SSA
b despite what Director Freeh and Secretary Richardson were told, viewed the
C as a "bust.?ﬂ 15/99) This perception of theﬁnd its
. a perception which the AGRT believes to be maccurate, is what really
S accounts for this unfortunate delay.
o ~ ' .
rejecting FBI-AQ’s FISA request bear the same date. (FBI 1406) Givea that UC
&oumal for December 13, 1998 says, in part, “BC to AQ,” it is at least possible
although dated December 10, 1998, did not actually leave FBI-HQ until
i after UC and SSA-had received and review:
|
DbE e, bIC mattettoOIPRxsFBI-H ' " . b,
i is critical to the AGRT's finding that
i e
4 ®BI 1350)-and cnapparenﬂyﬁ'omDOB,notFB -AQ (FBI 11952) - _this argument  ©7¢
e b, b1

 F8% i completely without merit. Tho contents of
T bb communicated to FBI-HQ in
communicated again in SA

were fully
/ 28, 1998 EC (FBI 7487) and, then, fully
. order. (FBI 1381) Indeed, the November w*
/ . dp"l:mrt in their entire(y. It appears
1

I-AQ's Novunba' 10, 1999 BC seeking a FISA.

tes 9 of the 11 paragraphs in
ch this himself, His
rcportandstates E?E

b7¢

notes of a December 15, 1998 meeting with DOE
that it is “almost ved:aﬁm to AQ's BC.” (FBI 11950, 21563)
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,(85 That the Wen Ho Lee investigation was not accorded the priority it deserved
within FBI-HQ was acutely illustrated by NSD’s handling of the single most important
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Within days, FBI-AQ leamed that SC Dillard had serious concerns about
b{ | making the representation that SS roposed to make on behalf of NSD. On

k| February 19, 1998, SSAJIold S ¢ his EC was "delayed” because SC
Dillard was "not ready to approve situation yet." According to SAhnotes:

| B (AQ15599)

| *"g"))mmough this EC is drafted in language that suggests that the matter had
already been reviewed and approved by the Assistant Direotor, John Lewis, the EC never

left FBI-HQ and was never approved by AD Lewis.
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(AQI 4970)

)

On March 24, 1998, SA’
and thea drafted an internal memorandum for the file:

raised the matter again with SSA.
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of his NSD's supérvisors, DAD Lanty Torrence or AD John Lewis, or outside the
Division. (Dillard 3/23/00) The messape weat out to the Albu ¢ ivisiox—
(FBI 232) (

( written by SA
conversation with SS It is on his li‘st of thmgs to do

Fos
bh, WiIC
i
i
o4
o)
RI-SIN-4 3
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(AQI 1665) NSD accepted this decision and did not appeal or contest CID's veto.
3/22/00) Indeed, according to U the matter was not even elevated to the AD or

DAD level within NSD. SC Dillard confirmed that this matter was not raiséd with either

(AQI 4964)

mn 1ad discussed the matter with nMarch 5, -

1998 and was advise(jbys%hewasb with a FISA application in an
slated matter and, therefore, acco to tes, he “hasn't done anything
abou QI 4968)




that NSD should not




would not have accepted “no” for an answer and would have clevated this.matter to a
level where the competing interests of CID and NSD could have been resolved.

(o)
(ﬁi' £5A4T) SSA-lo GRT that Director Freeh was deeply interested in
b6 | opening a LEGAT in Beljing, 12/15/99) But SS Iso knew that
Director Frech — as he told FBI-AQ in his December 19, 1997 teletype - “has personally

been briefed on this [the Wen Ho Lee] case three times in the last four months™ and that
the case was being cited as a “central example” by the intelligence community of “its
assessment of and response to counterintelligence problems at the nuclear weapons labs.”

(AQI 1560)
SAHY Moreover, the stark choice that SC Dillard was apparently concerned

or the Lee investigation too i mpomm :
But that decision was never reached because it was never. -

i
|
4. (Spg Finally.ﬁnsmustbc said: NSD petmittedCID's admittedlyl
4 concerns abou ensitivities to undermine a critical FBI investigation abot
nd . . ,
e ™ (SAFY February 19, 1998 notes of a
\°"L y reporting on SC Dillard's position
o l,
to meet with SC Dillard that day to (¥BI |

11992, 20330)
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espionage. The cquitics of thar equation ought to have propelied this decision to the
head of the line, or at lcast a good deal farther down the line than it went. The results

might have been the same but, then again, the results might have been precis t

SS had sought from the beginning!
AQI 4971) If, as a result, a price ultimately had to be paid for that
eciston, it was surely some consolation that what was at issue was one of the gravest

and most consequential purported acts of espionage ever investigated by the. FBI. Some
price, after all, would inevitably have to be paid in the pursuit of the truth of these

allegations.
R
g ’s problematic handli ers related to FIS
n
| i.(,(S')' June 1997
0 |
(SY Chapters 11 and 12 examine in detail the handling of the FISA application by
. NSD, by OIPR, and by senior officials in the Department of Justice. For purposes of this
section, which is focused on NSD, it is sufficient to note that the Letterhead

orandum (“LHM”) submitted by NSD in support of a FISA application and SSA
ipplemental inserts did not contain all the inculpatory information which the

FBI already knew, or could have known, or should have known. See Chapter 11.
. ) | ‘ ,
ii. g‘) December 1998
,(ﬁ)/OnDeoembctzz, 1998, SS/ d a five minute meeting ithan -
OIPR attomey, Dave Ryan, ostensibly to ascertain whether OIPR thought the: ' bl
warranted the submission of a new FISA application in the Wea HoLee
¢ m on. A - . ‘ . .
-8 For the reasons set forth in detzil in Chiapter 16, NSD failed to make cither a
serious or & substantial case for.a FISA application to OIPR in December 1998, Asis
further described in Chapters 14 and 16, there was such a case to be made, and it did

warrant a submission to the FISA Court, largely arising out of the partial, but
nevertheless significant, success of th% . Ll
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owever, along with various supervisors at NSD, thought the

was so convinced of this fact that two weeks before he met with Ryan, he formally
rejected FBI-AQ’s request for a FISA. That Ryan would endorse this judgment on
December 22 was a foregone conclusion given the way in which it was presented to him.

,(8)/ Would OIPR have approved the submission of an application? Given j
reservations in July and August 1997, and given the fact that the
was only partially successful, it is quite possible it would not have. What can be said is
that, due to the casual, cursory and dismissive way in which the issue was preseated to
OIPR in December 1998 — a preseatation that really was intended not to procure FISA
but to procure an endorsement of a rejection that was already literally signed, sealed and
delivered — it was inevitable that FISA coverage would again be denied.

h. (U) NSD’s mishandling of the computer issue

(U) The FBI's failure to recognize the importance of gaining access to Wen Ho
Lee’s compuiter files during the entire time frame of this investigation prior to March
1999 is a failure of incalculable and potentially catastrophic significance. This failure
occurred because each of the three FBI eatities involved in the making of decisions
concerning this matter - FBI-AQ, NSD and the National Security Law Unit (“NSLU”) —
made serious mistakes. Those mistakes are documented in detail in Chapter 9 and will

not be repeated here, '

(U) Itis sufficient here tn state the following: When a case is micro-managed -
from FBI-HQ, as this one most certainly was, FBI-HQ must bear responsibility for the
decisions it makes that would normally be made in the field. In this case, it was NSD
that determined the investigative strategy and investigative priorities of the case. That
may well have been the *total anomaly” that d it was [ 7/23/99),
but it was nevertheless the reality of the Wen Ho Lee investigation.

) It was NSD that both ﬁgmuvely and literally gave FBI-AQ its “To Do” list.
See, e.8, SSA”W ctions to FBI-AQ on June 10, 1996 (AQI 954), July 2,
1996 (AQI 957), and December 19, 1997 (AQI 1560). It was NSD that in every

ror piCrer
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to be a failure, and his prescntation to OIPR on December 22, 1998 |, |
reflected his own conviction that no FISA order was warranted. Indeed, SS
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significant respect was making the corc and, in some cases, the most peripheral decisions
of this investigation and, therefore, it is NSD that must be held responsible for failing to

recognize the importance of gaining access to Wen Ho Lee's computer files.

(U) Itis not as if NSD was not apprised again and again and again of the
significance of Wen Ho Lee's computer work.?™ See Chapter 9. Nor is it as if NSD was
unaware of the possibility that alternatives to a search warrant might well exist through

which the FBI could gain lawful access to Wen Ho Lee’s computer files. (FBI 716) Yet
these alternatives were not pursued.

W) ‘

. S(S)f It is true that the NSLU gave inadequate and erroncous legal advice to NSD,
but that is only half the story. According to NSLU attomey*hb advice to
the Wen Ho Lee investigation was that either a banner or a court order was required to
conduct a search of Wen Ho Lee’s computer files. 7/16/99) That advice was
wrong for a variety of reasons detailed in Chapter 9, but at least it left open the
possibility that something other than a court order could be used to pry open Wea Ho
Lee’s computer files. However, whea SSA mmunicated the NSLU’s advice
to FBI-AQ, the banner option dropped out entirely and FBI-AQ was left with the
complete mis-impression that it was FISA or nothing. (FBI 720, 13211) The
consequences of this miscommunication were dramatic: FBI-AQ essentially gave up on
gaining access to Wea Ho Lee’s computer except through FISA. And when the FISA
request was rejected — which did not even contain a computer search request — the

computer search issue essentially dropped off the map.

. %j‘ In short, what the FBI discovered in 1999 could have beea discovered in
1998, 1997, 1996 or even earlier. The implications flowing from this finding are
caommously sigificant, not east because the FBI could have been monitoring Leé's

illicit compiter activities while he was In the midst of those llicit computer activities.

*",&" While it is true that NSD did not get everything that FBI-A

including the s cant FD-302's of the first interviews of Wen Ho Lee’s

ﬁm December 1996, NSD had numerous othér indications of Wea
0 Lee’s seasttive work with computers. See, o.g,, the tecview

reports of April 1997 and May 1997, transmitted to SS n May 15, 1997.

(FBI 910)
186 e
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* Surveillance court that the Lees should be subjected to electronio
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That this did not happen is surcly not all NSD's fault but, just as surcly, NSD must bear a
substantial measurc of responsibility.

wJ :
L. ES'Y NSD'’s exclusive focus on FISA and its unreasonable reluctance to

take other critical actions

) .
% There is little doubt that there is no tool so powerful in a counterintelligence

investigation as the ability to conduct electronic surveillance (“ELSUR”) and
microphone surveillance (“MISUR") pursuant to FISA. That said, the Wen Ho Lee
investigation illustrates the considerable risk that the FBI runs when it so focuses on

obtaining FISA coverage that it virtually ignores other valuable investigative techniques.
This would be true even where FISA coverage is authorized, but even more so where it is

rejected.
2)
i.f(&’f e exclusive focus on FISA

From the beginning of the full investigation of Wen Ho Lee — indeed, from

of
before the beginning®™ - virtually all NSD could think about was obtaining FISA
coverage on Wen Ho Lee.?” As SSA old the AGRT: “From Day One I told

n) |
. ”‘gsi%m) Even before the full investigation was opened, NSD was telling DOE
to expect a FISA submission in 30-60 days. See Memorandum from Notra Trulock to
Joan Rohlfing, eatitled “Action Plan and Next Steps,” dated May 25, 1996.. (DOE 1844)

| 34 mmFBImdsWZMGW_W ‘
““he would be interested in any information that would get FISA: coverage.™) (AQL954);

7110196 (Bricfing memorandum on the “Kindred Spiri¢” investigation: “The shott tezm
objective is to collect enough probable cause to pessuade the Foreign Intelhgen::m s

critical in cases of this type.”) (FBI 583); 10/9/96 (Mcmorandum from
SC Doyle: “The present thrust of the investigation is still to obtain justification for
ELSUR:coverage.™) (FBI 706); 1/23/97 (Bricfing memorandum on the “Kindred Spirit”
investigation: “The preseat objective of this investigation is to uncover eaough probable
cause to support a request for eleotronio survefllance.”) (FBI 745); 1/3097 (Bricfing

memorandim on the “Kindred Spirit™ investigation: “The use of long periods of
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7/23/99) Remarkably, the exclusive focus on

AQ we would need F SA.”—
obtaining FISA coverage did not change cven after OIPR rejected NSD's FISA
application.™ Indeed, even when NSD supposedly went to “Plan B" (AQI 5326) - the

electronic surveillance is always . . . necessary. . [T]hc first half of this investigation
is aimed at collecting enough probablc cause to pcrsuadc the Forcign Intelligence
Surveillance Court to authorize use of electronic surveillance against the LEEs, and if
indicated, clandestine physical searches of their residence, papers, and property.”) (FBI
751); 4114197 (“During the last eleven months . . . we have focused on locating and
obtaining information about LEE and Sylvia that will allow us to seek electronic
surveillance authority from the Foreign Intelligence Surveillance Court. Typically, an

investigation of this type is only successfully concluded in one of two ways: Catching the

subject in the commission of a clandestine act of espionage; or obtaining a confession.
Electronic surveillance is always a necessary precondition to either of these two
conclusions.”) (FBI 6403); 4/21/97 (A briefing memorandum concerning a
Congressional brieﬁng: “It was mentioned that the next significant investigative

milestone in this investigation would be the initiation of FISC-authorized coverage of the

subject’s home and work telephones, fax, oomputcts and other appropriate elsur and
fisur coverage.”) (FBI 823) : . .
”’%”S_ﬁﬂm scatancntbyAD JohnLevas to Director Frech onAugust 14,

1997, two days after OIPR rejected NSD's FISA application: “Since our initial elsur

application has been rejected, we now intead to pursue a inore aggressive but risky
course which will include interviews of coworkers, former supervisors, and associates.

Such steps could produce sufficient elsur justification while at the same time uncovering
information about the subjects that will be needed for their eventual interrogation. (FBI

13331) See also this note to AD Lewis from SC Dillard, dated September 12, 1997:
“This is to advise that we will now direct the Albuquerque Division to expand the scope
of this investigation to include poteatially alerting leads such as interviews of co-
workers and associates, trash coverage, physical surveillance, and recruitment of assets.

It is hoped that this more aggressive investigation will produce information to justify a
rencwed applidation for electronic surveillance.” (FBI 13023) (emphasis in original)
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December 19, 1997 teletype ~ the goal remaincd unchanged: FISA.™' Even th
- FBI-AQ’s onc truc initiative from 1996 to 1998 - was viewed by FBI-

as having one primary objective: getting support for a FISA.*"?

Li

The goal of obtaining FISA coverage so dominated the FBI's thinking that it
even altered the FBI's internal description of the case. Rather than opening it as a_“65 |

cod case” — espionage - it was opened as a e” — counterintelligence. SS
£o told S#&at it “will not become a 65 matter until the very last minute because
bb it would be hard to go to the FISA court under this category at this point. To do so
would make this case look to[0] criminal in nature.”?* (AQI 954)

ii. (U) Consequences
(w)

/8 The AGRT does not take issue with the value of FISA. Even a cursory review
of recent espionage prosecutions demonstrates that FISA is a unique tool in the arsenal of
a éounterintelligence investigation. What the AGRT does take issuc with is a situation,
such as in the Wen Ho Lee investigation, where the focus on FISA is so myopic and
exclusive that it leads the investigators to ignore other vital investigative techniques and, J

WIC

m 988 See AQI 1560: “An immediate goal is still to obtain sufficient justification |

for ELSUR coverage . ..." i
c

|

’“gf See AQI 1694: “The objective of the operation is to obtain the a}ddiﬁonal N
justification needed for approval of electronic surveillance of subjects, but evxdenqc | J

supporting prosecution will be pursued if an opportunity arises.” __. .. | _
’“%SSA actually confirmed this reasoning to the AGRT. He stated:

“We have to say with a straight face that we are requesting a FISA for FCI purposes. I 3
you have a 65 [espionage] investigation, it is not much of a leap to say you are getting
information for criminal purposes.” He added: “If you pit a 65 label on it, it's alot - . :
easier to say it’s [the FISA application’s] a sham.” 12/15/99) SSA&

did not seem to appreoiate that mis-characterizing a case in order to support the claim
that the purpose of a FISA request was for FCI purposes, rather than criminal purposes,

would itself be a “sham.” :

|

|
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cven worse, (o decline taking important and critical actions out of fear that it will alert the
suspect.

W) :
&S‘) There were several significant investigative techniques which were essentially
precmpted or neglected by the exclusive focus on FISA. Five examples will suffice:

W :
a. (8) Failure to conduct a comprehensive financial analysis

W |

&87 A comprehensive review of Wen Ho Lee’s and Sylvia Lee’s finances to

determine whether there were unexplained sources of income was never done. Financial

records were sought,* and were reccived,*** but a rigorous, thorough and expert analysis
of these records was never made. FBI-AQ made a start in this direction through the

scheduling of various bank records and the identification of unexplained deposits (AQI

4367), and S did demonstrate some interest in this regard (AQI 5591), but the

1l .

urpose in getting Ee’s records was
(AQL5385)

b%ﬁeﬂmﬂ.«:@&&ﬂmﬂm&

%‘ Interviews of curreat and former supervisors, and current and former co-
workers, were largely ignored.  Between June 1996, when the full investigation was

T MU) See c.£., AQI 1099, 1106, 1102, 1164, 1194 1453, 1465, 1471, 1479
‘1492 and 1486.

”’(U) S_@.%AQI 1169, 4480

”‘,(8)’ In part, dhis was certainly attributable to SSAqPosition that
conducting interviews in a counterintelligence investigation was a “definite no-no™ and

could “screw” up & case. 12/15/99)

rop tecrer NN
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“opened, and April 1997, when the preparation of a FISA application and certain other

developments made it virtually impossible nof to interview a few supervisors, the FBI did
not pursuc what could have and should have been one of the most important sources of

information about the Lees. In that time period, it conducted just two interviews of
DOE blo,pC supcrz'is rs/co-workers, that of] #’"
: . Far more interviews should have been done and, with care, far more

b et FAL .

interviews could have been done without tipping off Wen Ho Lee to the FBI's interest in
him. For example, former supervisors should have been identified and interviewed, along

with selective interviews of former co-workers. Such interviews could have been done
without alerting Wen Ho Lee.?*

% There were two serious consequences of the FBI's failure to conduct such
interviews: ~

(SAEE] First, the FBI never really understood or probed the true nature of Wen Ho
Lee’s empl and the extent to which Wen Ho Lee’s work depended on computer

(AQI3809) Two
years later, SA jvas in no better position than he was in March 199410 . .
understand what he had been told, what it meant, and how this information might focus
his investigation. Given that the undedying allegation in this case was that Wen Ho Lee
used his employment to gain access to classified information which he thea passed to the
PRC, the lack of interest in the nature and substance of that employment was
inexplicable. : )

“',8‘)0 So focused had the FBI become on obtaining FISA covérage that these two
interviews (AQI 1143, 1147, 1151, 1153, 1155) —which contained critical information
about Wen Ho Lee's computer activities — were never seat to NSD and NSD was given
to understand that “no useful information™ had been obtained from them. (FBI 745)

m%cm”
- 191

e 0 For example, SA used a bit of misdireotion when he and . |

‘ terviewed & in Rebruary 1996 as part bé)g |

of the DOE AL (FBI 285 Lo
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(U)LBfNW This fallure to interview supervisors and co-workers was consistent with
the FBI's gencral reluctance to wrestle with what was really at issue in this case. No
cffort was made, for example, to review Wen Ho Lee’s work product over the course of
his cimployment at LANL. No cffort was made to study his published papers™ or to
interview other American scientists who traveled with Wen Ho Lee to the PRC in 1986
and 1988.*° No effort was made to interview at LANL the nuclear weapons designers
who had been involved in the Kindred Spirit Analytical Group that had advised DOE on
the significance of the walk-in document. This is not to say that the FBI needeéd to

become intimately familiar with nuclear physics or needed to understand the precise

mechanics of r needed to understand the intricate details of the codes developed _
a five-day course in nuclear F~ 41

by Wen Ho Lee. Itis to say that sending SSA-o
weapons was just not enough. (AQI 2993) ) bé, L7C

' (m) The FBI's failure to undcrtake'this effort was consequential: It left the
FBI completely dependent on DOE’s flawed represeatation of the predicate, an error
whose significance can hardly be minimized. See Chapter 6. It left the FBI without an

appreciation of the central role that computers played in Wen Ho Lee’s work, resulting in
eeking FISA authority to tap Wen Ho Lee’s telephone but

such peculiarities as the

one occasion, it should be noted, there was an effort to see if Wea Ho
uthored any papers. They had not. (AQI 1541)

2% I'9) This was suggested in NSD's December 19, 1997 teletype. (AQI 1560) It
should have been a part of NSD's original instructions to FBI-AQ. Of course, since FBI-
AQ did not pursue this suggestion in 1998 there is some question as to whether it would.

have been any more enthusiastic about it in 1996.

m)écmg—-——!
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&Sﬂ)"ﬂ\c ccond major consequence of the FBI's failure to conduct these
interviews was that it prevented the FBI from figuring out that scientists within X
Division had no “expectation of privacy," that each scientist - including Wen Ho Lec -
had signed waivers on file, that there were banners in the X Division, and that ttie
information provided by to SA was far from the whole story.
Thus, these interviews would have told the FBI, first, that gaining access to Wen Ho
Lee’s computer files was critical and, second, that the FBI could gain access to those files
without a warrant. The second part would no doubt have required reconsideration of the
matter by NSLU but there is little doubt what result NSLU - in the face of Wen Ho Lee’s
signed waiver and the X Division banners - would have reached.

c. (8) Failure to conduct trash covers
@] &

£8Y Trash covers - i.c., the surreptitious recovery of Wen Ho Lee’s office

-and home trash ~ was never done. This required no FISA authority and yet it was never

done. Itis clear that SSA-thought about it (FBI 582), but it was never pursued -
even though it could have advanced the investigation by months.** A trash cover was
suggested in the December 1997 teletype (AQI 1560), but it should have been pursued a
year-and-a-half earlier when it could have had a dramatic effect on the FBI’s learning

curve concerning the Lees. *?

: ”‘,g)) For example, instead of the FBI depending on a mail cover to ideatify the
Lecs® banking relationships — a process that took five months from initiation to .
implementation - the FBI could have perused Lee’s trash and would likely have had such
information in a matter of days. .. -

u . .
”’k))'l‘hisisnotto suggest that a trash cover was implemented pursuant to the
December 19, 1997 teletype. It was not. (AQI 1990) Morcover, whatever problems
there might have been in conducting a non-alesting trash cover in Wea Ho Lee'’s
residential neighborhivod - and FBI-AQ suggested in November 1998 that a resideatial
trash cover was not “a feasible option” (AQI 1990) — there is simply no reason why &
trash cover should not have been implemented at Lee's office.

i m%m”—




TOP ECRETL-

d@wmm;uusﬂm_

ES&P)‘Nor was any cffort made to conduct regular or even episodic physical
surveillance of Wen Ho Lee, which certainly could have been conducted by the FBI
without alerting him.?® And if| in order to accomplish this, FBI-AQ needed to
periodically import a surveillance team from elsewhere within the FBI, that certainly
could have been accomplished. Nor was there any effort to conduct surveillance of Wen
Ho Lee during his two overseas trips to Taiwan in March and December 1998.2¢

e. (U) Failure to develop a plan or strategy for the intcm‘cw

iﬂgn.ﬂg.ug

(U) So focused was the FBI on FISA that, tcmadmbly, the Albuquerque Division
never developed a plan or strategy to interview Wen Ho Lee.

ﬁA subject interview in an FCI invcsﬁgation may be an event planned months
and even years in advance. Or an agent may find out foday that a significant and
unanticipated development has created a requirement, or an opportunity, to conduct an
interview with the subject of the investigation fomorrow. FBI-AQ’s lack of preparation
for either eventuality was astonishing. Even after the FISA application was rejected, no
cffort was made to prepare for an interview of Wen Ho Lee. There was talk about it,

(AQL5527), just no actual preparation. Nor did this change when thy
being planned. If ever a situation was g retextual integview of a
Ject, itwaw

”’%"On a few Mom, FBI-AQ dxd drivc bfWen Ho Ix;e's residence.. See,

8.AQL 13?4
C e (U
‘While the FBI did not leam of the March 1998 trip until after ch Ho

Lec had left the United States, it did leam of it in time to mount & surveillance effort {f i

had it been inclined to do so. Wen Ho Lee was in Taiwan from March 15, 1998 until
April 30, 1998 (FBI 1275) and the FBI leamed of the trip on or about March 23, 1998.
(AQI 5492, 1664) As to the December 1998 trip, the FBI knew about this trip bcfore

Wen Ho Lee left. (FBI 1405)
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bi contacted Wen Ho Lee. Even after the was over and DOE's
old Wen Ho Lec that the FBI might be contacting him about the purported contact | P,
87¢

PSRN K I X E T SV

LIRS W 3

¢ 5% | the Decenber 19, 1997 teletype. (FBI 1156) S

b

L1¢  certalnly true but the failure to plan for such an cven

from the PRC, the FBI failed to prepare or conduct such an interview.

(U) As late as December 1998, two and a half years into this investigation, FBI-
AQ was still wholly unprepared (o do an interview of Wen Ho Lee. This was one of the
reasons why the long-term subject of & critical espionage investigation found himself on
December 23, 1998 across a table from a DOE contract counterintelligence officer and a
Wackenhut polygrapher, instead of the FBI. SAC Kitchen had told DOE's Curran that
FBI-AQ was not able to do a subject interview and needed more time.?* That was

unfortunate. It was not as if Curran was demanding that DOE, and only DOE, interview

Wea Ho Lee. If SAC Kitchen had said the FBI was going to do the interview and
polygraph of Lee on December 23, 1998, Curran told the AGRT, "I would have kissed his

feet. Please do it." (Curran 2/9/00)

(U) To be fair, the FBI’s failure to plan for an interview of Wen Ho Lee at any
time prior to 1999 cannot be solely attributed to an unreasonable or exclusive focus on
FISA. There were too many other problems with the FBI's handling of this case to
associate this failure with just one cause. Nor can it be solely attributed to FBI-AQ.
NSD, after all, was driving this train; NSD was making the "To Do*" lists and setting the
terms of the investigation. And planning for a subject interview was not on any of these
llsts 296

”‘%) Both Curran and Director Frech were told that the additional time was -
necessary to interview certain of Lee's coewotliers, who had not previously beea
interviewed to avoid alerting Lee. (Curran 2/9/00; FBI 7721) These interviews could
havc,andshouldhavc,beendoncayearormorebcforeand.mfaot,werehstedas .

options in Ot{he December 19, 1997 teletype. (AQI 1560) -
% (8) Indeed, the possibility of a subject interview was euq)lioitly excepted from
encral view was that a

12/15/99) Thatis
made it alf the more like that

“rash subject interview can kill {an] esplonage case.
the interview, when it did take place, would be “rash.”
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iii. (%) Concems about alerting the Lecs

% A principal reason why the FBI did not pursuc these other investigative
techniques was an overarching, nearly paralytic, concern that its conduct not alert Wen
Ho Lec to the existence of the investigation. This fear of doing anything that could
conceivably have alerted Wen Ho Lee to the FBI’s interest in him had such a vice-like
grip on NSD’s calculus that in the Fall of 1997 - after telling Director Freeh that NSD
would now pursue "a more aggressive but risky course" (FBI 13331) and "a more overt
investigation" (FBI 1175) and telling AD Lewis that NSD would now direct FBI-AQ to
"expand the scope of this investigation to include potentially alerting leads" (FBI 13023)
(cmphasis in original) - the FBI actually took only the most tentative and hesitant steps in
this direction. Its December 19, 1997 teletype - the document that was supposed to lay
out this new aggressive and risky strategy ~ contains warning after warning to avoid just

such risks.?’
The notion that the FBI should avoid alerting the subject of an espionage

investigation is both correct and unremarkable. The value of a FISA is obviously
diminished or eliminated entirely if the subject is aware of the FBI's investigative interest

o -
”’;(8)) See, ¢.g., the following statements in the December 19, 1997 teletype: (1)
“{Slince ELSUR will only be valuable if the subjects do not know they are under
investigation, AQ must use its best judgment and first hand knowledge of the lab to

- “pursue the most promising but most discrect Ieads first.”(2) In connection with a

suggestion to interview a particular scientist: “[TJhis interview . . . -should be aborted if
there are any indications [that the scientist] might be hostile orindiscreet™ 3)In- -

- connection with another suggestion to interview scientists with whom Wea Ho Lee had

Sontact: “AQ should be very cautious if it decides to conduct any such interviews, and
should avoid doing the interviews if there is a risk of alerting the subjects.” (4) In
connection with a suggestion to intecview Lee's former supervisors: “AQ should us
caution in deciding to do such interviews, and avoid alerting subjects.” (5) “AQ should
consider discreet, repeat, discreet, physical surveillance of subjects.” (6) “Leads to other
divisions should be coordinated so as to cvaluate and minimize beforchand the risk of

alerting the subjects to the existence of our investigation.”




in him. And FISA asidt, there is a risk in virtually cvery espionage case that the subject,
il alerted, will decide to take up residence in another country.

% Thus, there is nothing wrong with the FBI being concerned about engaging in
alerting conduct. The problem in the Wen Ho Lec investigation is that the FBI went way
beyond mere concern about alerting conduct. The need to avoid at all cost any conduct
that could remotely be alerting became the mantra of the investigation, the value that
trumped all other values.® This is despite the fact that there were ways in which the FBI

could have substantially mmnmzcd the risk of alerting Wen Ho Lee.

%} The catcgoncal refusal to do anything that could conceivably be alerting led
the FBI into several serious errors:

w
&BfN‘F) First, until August 12, 1997, it caused the FBI essentially to insist on DOE
not altering Wen Ho Lee’s access, work status, or clearances in any respect, despite the

significant danger that this posed to the national security. See Chapter 18.

b » ,(8)’ The does represent a willingness to undertake some

slight risk of alerting the subject, but the FBI reverted back to its non-alerting mode
immediately , declining to move forward with an interview of Wen Ho Lee
pOE bb bIC despite the fact that told Wea Ho Lee on August 19, 1998 that he was going

- to notify the “local FBI for their possible follow-up.” (AQI 1883)

2 (SAFJ LANL is, after all, one of the nation’ sprcmxetnuclearweapons
facilities. Its scieatists know that they have access to the nation’s most seasitive secrets

: and that the FBI is a routine presence at the laboratory. Thus, the mere fact that the FBI-
: was on-site or asking questions would not, in and of itself, datuctoanyming

Moreovet. evuylANLscienﬁstalsoknewﬂmthemust neriodically. undergo a

R(FBI 10794) Thc FBI-HQ supervisor involved in the 1983 b/
orrence who, 14 years later, would re-enter the Wen Ho Lee

invcstiga&on as Jo Lewis® replaocment as NSD's Deputy Assistant Direotor for
Counterintelligence.




-————

)

g‘) Sccond, it led the FBI to avoid productive and valuable investigative
techniques, such as supervisor/co-worker interviews, surveillance, and trash covers, as
described above. In part, the FBI's avoidance of these techniques was a product of its
exclusive focus on FISA but in part it was a product of the FBI's intense concern that
almost anything it did could alert Lee and thus render a FISA less productive.

“W ,
(,68‘} And, third, it kept the FBI from discovering the truth of the "expectation of

rivacy" issue as it applied to the X Division. As is discussed in Chapter 9, SA
hwas just one interview away from discovering that his understanding of the
computer issue was erroneous.>® He did not conduct the interview™* and *did
not get interviewed by the FBI until 1999.3% :

.“
’“Mmt interview was with It was o could have
provided S ¢ critical information that Wen Ho Lee had in fact executed a
told SA

computer waiver form. See Chapter 9. On December 9, 1996,
that “should the FBI need assistance” in connection with computer issues,
for X Division. (AQI 1143)

30 Y3y Given NSD’s concerns about alerting Wen Ho Lee, any interview became

the subject of literally months of deliberation. On August 30, 1996, a LANL
. counterintelligence officer advised SC Doyle had
approved the interviews of two of Wen Ho Lee’s (AQI
1015) A month [ater, on September 25, 1996, btained verification from

... NSD that it had in fact approved the intervi (FB1 702) Two
months later, on November 22, 1996,
in which he leamed that S.

interviews going forward. (FBI 719) F‘mally. on December 9, 1996 and December 20,
1996, the interviews took place (AQI 1151, 1155), almast four months after they were

Sirst reférenced,

%?Althougﬂ it was who could have told definitively
and specifically that Wen Ho Lec had a signed waiver on file, ei
that all X Division solentists had to sign su to

could have told S
gain computer acoess. apter 9.
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I. (U) The impact of FBI personnel changes on the investigation

(U) Between the end of May 1996 and the end of March 1999, there were more
than 30 changes in personnel at FBI-AQ and FBI-HQ that had a direct or potential impact

on the Wen Ho Lee investigation.’”

33 (U) The only consistent FBI presence in this case was Director Freeh, UC
and SSA Beyond these three positions, changes in pcrsonncl occurred
with remarkable rapidity (Note: “A” signifies that the individual served in an acting
capacity):

SAC: Kneir, Dick (A), Weber, Dick (A), Kitchen

ASAC: Dick, Coffey (A), Tabman (A), Parrish (A), Lueckenhoff

NFIP Manager: Kneir, Dick, Lueckenhoff

NFIP Coordinator and FCI Squad Sixpervisor'. _-_

Sauta Fe RA Supervisor:- - -
Ca;e Agent for the Wea Ho Ice'mvwﬂgaﬁon:---.
FBEHO
Deputy Directdr: Kennedy, Espésito, Bryant
Assistant Director, NSD: Bryant, Lewis, Torrence (A), Gallaghcr
DAD for CI, NSD: Lewis, Torreace (A), Mislock A), O'Connor (A), Torrence, Caruso

(A), Horan
NI%M
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(U) Both FBI-Aii and FBI-HQ personnel understood the effect this had on the

investigation.  SSA ho became the supervisor of the Wen Ho Lee investigation
in November 1998, characterized the frequent changes of lcadership at FBI-AQ as a
"revolving door." 9/9/99) SSA aid “No one sticks around long

enough to understand [the] situation.” 128/99)

)
{8) These frequent changes in personnel had numerous adverse affectson the

investigation. For example:

(1) (SAYF) However flawed S andling of the case might have
been, his transfer to FBI-HQ deprived the investigation of its historical memory, which

" included S dling of the preliminary inquiry on Wen Ho Lee. All SA

R ocw about the case was what he read in the case file, and such limited information
as he acquired himself. The nuances o which 8_ bl
understood because he drafted a criti the gub eotback in. March 1994 -

were lost on SA-and, as it turned out, on SS

consequences for the FISA application. Similarly, it was S
Washington for the October 31, 1995 bneﬁng the only briefing the case agents ever

received on the predicate for the investigation. And it was S o was the
original recipient of information from lated to access to Wea Ho Lee’s Doe bb,

c-mail ~ not that he did a remotely adequatc Jjob w:th that information. > L7¢

SSA-depatmrc fmm the investigation was ificant.
a veteran FCI supervisor who had supervised uring a
portion of the preliminary inquiry and during all of ce as case agent
supervisor whose

of the full Wen Ho Lee investigation. He wasteplacedby a
background was not in FCI work and who had only minimal previous involvement in the

Wen Ho Lee investigation. SS | cparture ﬁvm the case deprived the

{£) Section Chlef..Doylc-(A), Dillaxd-(A). Middleton b |

iS; This is not intended to suggest that the Wen Ho Leo investigation did not
benefit, on the whole, from smepmm and SAQJJJJEcivel. 1tdid -
benefit. It is only to acknowl 0 suffered. ‘
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investigation of both Cl experience as well as his detailed first-hand knowledge of the

casc.

(w)
(3) £8) The departure of SAC Kneir and the arrival of SAC Weber had an adverse

affect on the case, caused in part by FBI-HQ's inexplicable failure to brief SAC Weber on
the fact that the Division he was about to take over was responsible for one of the nation’s
most important and significant espionage investigations. Among other consequences of
SAC Kneir's departure was the fact that SAC Kneir, who had personally solicited FBI--
HQ for the two additional agents, almost certainly would not have permitted their
diversion by ASAC Dick. SAC Weber, on the other hand, was not even aware of the

issue until 1999. (Weber 10/28/99)

(4) (U) At FBI-HQ, the most consequential changes in management were at the
Section Chief and Deputy Assistant Director level. There were ten different individuals
who served in just these two leadership posxtlons between May 1996 and March 1999,
NSD’s problems in the handling of this case are by no means solely attributable to these
changes in management but they were certainly a contributing factor.

) Itis important to make clear the limitations of this issue. In any large
organization, particularly one with the diverse and challenging mission of the FBI, there
will always be very significant changes in personnel. Some of those changes represent
the natural and inevitable consequence of having talented personnel in responsible
positions: over time, they will be promoted to positions with even greater responsibility.
For the most part, the changes in pecsonnel listed above reflect this upward mobility and,
in a number of cases, this upward mobility did still keep anmdmdualmanomnght :

capacity-over the Wean Ho Lee investigation.

. (U) Nevertheless, two points should be made: First, it does not appear that the
importance of maintaining continuity in the Wen Ho Lee investigation was ever
considered as a factor in determining whether to proceed with any particular change in
personnel® Sccond, # should have been a factor - cven if not a determinative one - in

%3 (U) This conclusion is based on two considerations: the frequenoy with which
certain positions changed hands and the clear evidence at both NSD and FBI-AQ that the

ropXecreri N
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at least some of the personncl changes listed above, particularly those at the level where
the incumbent had a direct and routine impact on the handling of the casc.

. (U) Communication problems within the FBI

W)
&Sf)’ The AGRT has identified two significant problems in the nature, frequency
and substance of communications between senior officials within NSD and D,jrccto'r

Freeh:

W)
&8)' First, Director Frech should have been bricfed at a much earlier point in time.
Both Congress and the National Security Council received detailed briefings on the FBI's
*Kindred Spirit” investigation before Director Frech himself received such a briefing.
Indeed, even the Attorney General received a memorandum describing the case before
Director Freeh. '

(U) Second, when Director Freeh was briefed on the case, NSD failed to advise
the Director on certain critical matters that, had he been so advised, could have made a

difference.

%) On the positive side, the AGRT has also determined that, after the Director
identified DOE’s general counterintelligence problems as an issue requiring his special
attention, NSD effectively and thoroughly briefed and supported the Director on this
issue, ultimately resulting in PDD-61. Moreover, although NSD was late in initiating
*Kindred Spirit" briefings of the Director, once it began to apprise the Director of
developmeats in the case, it did so routinely and in considerable detail. -

b = -~

F/ﬂ Wen Ho'Lee investigation was not a priority matter at any point prior to December 1998.
noted, however, that, with the exception of the records assoclated with SA

o It sh
| 1-.‘! bé ﬁpmmoﬁon to FBI-HQ in 1997, the AGRT has not examined the selection
b7 C " documents involving any of the other individuals listed in this seotion.
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K87 From its very beginning, NSD officials - at the most scnior level - were
briefed on the "Kindred Spirit" investigation, and participated in determining its direction.
Sce, ¢.g., the various notes and briefing papers for the period July 1995 to March 1997.3*

36 (SABRDY On July 13, 1995, Trulock met with DAD Lewis and briefed him
on DOE'’s concerns. (AQI 2936, FBI 11762) The briefing by Trulock was preceded a
day earlier by a briefing memorandum which, although not addressed to DAD Lewis,
was almost certainly prepared for Lewis’ review before the Trulock meeting. (FBI

(FBI 11834, 20353)

(SAIFJ On July 18, 1995, Ken Baker, the Acting Director of DOE’s Office of

Nonproliferation and National Security (“NN”), wrote DAD Lewis to request access to
Hﬂommﬁon in connection with the “Kindred Spirit”
investigation. (AQI 2938) |

)y )
SS‘?*B On,August 14, 1995, there may have been a meeting with Trulock, DAD
Lewis, and SSA# The only proof of this is a handwritten note by S
dated September 18, 1995, in which he references a telephone call from the

) _in tum, references an August 14, 1995 Trulock/Lewis meeting.

On September 6, 1995, the “Kindred Spirit” investigation was briefed to
by DAD Lewis, SC Doyle, and SSA Schmidt. There is a reference in SSA

AD Bryant
ﬁnotcs of this meeting to two statements made by AD Bryant: (1) “How come
Jump on this case weeks ago?” and (2) “Maybe we should have been more

c We
L7 proactive @ this & have prevented the Chinese from stealing this in the first place.”




_
o &7

i

(FBI 365)
) '
On September 13, 1995, Trulock met with DAD Lewis and SC Doyle.
Trulock was sceking the FBI's help and SC Doyle told him to send over a letter from
DOE “setting forth predication for this case” and also told him that the FBI was thinking
of bringing Sﬁdup from Tampa “to work this special.” (FB1378) ..-

)
&8)' On September 25, 1995, Ken Baker of DOE sent a letter to AD Bryant
requesting the assignment of an FBI agent to DOE’s Counterintelligence Division to

assist in an Administrative Inquiry “to determine the facts and circumstances relative to
the loss of ﬁxﬂ information.” (AQI 2960, FBI 13045)

bl

(AQI 2981, FBI 400)

% On December 21, 1995, SC Doyle sent AD Bryant another briefing
mémorandum on the investigation, including providing AD Bryant information about the

cquired by SS*when he.attended a course on Nuclear, Biological and
Chemical Proliferation at the Defense Nuclear Weapons School, Kirtland Air Force Base
in Iate November 1995. (FBI391) .

u .
(£8) On January 29, 1996, SC Doyle seat AD Bryant a third briefing -
memorandum on the investigation, including reference to work.on the DOE
Al and other matters related to the investigation. ' "

% On April 18, 1996, DAD Lewis and Trulock had another meeting, which was.
preceded by a briefing which DAD Lewis received from SC Doyle. (FBI 16609) The
only reference which the AGRT has been able to obtain concerning this meeting is an
FBI summary document eatitled “Meetings Re DOE/Kindred Spirit” which indicates that

the meeting with Trulock also included SC Doyle and S and that the subject of
the meeting was “China Case.” (FBI 16609) The AGRT cannot confirm this meeting

took place.
ror Screr N
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In all that time, however, the AGRT has not identificd a single briefing paper addressed

to Dircctor Frech.’”?

%} On May 22, 1996, Deputy Secretary of Energy Charles Curtis met with DAD

Lewis, according to a DOE IG report of interview of Secretary Curtis. (DOE 1675)
Trulock wrote a memorandum dated May 25, 1996 to Deputy Secretary Curtis which

makes reference to “our May 22 meeting with John Lewis, FBL.” (DOE 4351)

On January 24, 1997, Trulock, and other DOE personnel (Ken Baker and
met with DAD Lewis, SC Dillard, Ummd SSA b
(FBI 7629) This meeting was preceded by a briefing paper to Lewis on
the status of the investigation. (FBI 745) It was followed by another briefing

memorandum which indicated that the principal purpose of the meeting was to discuss

DO’s request for FBI assistance in its counterintelligence program. The “Kindred Spiri¢”

investigation was discussed after DAD Lewis left.

(SRDBAF) On March 19, 1997, Lewis, who had become Assistant Director upon
Bryant’s promotion to Deputy Director, received a letter from Randy Beers, Special
Assistant to the President and Senior Director for Intelligence Programs, of the NSC. In
the letter, Beers states that he had disclosed to the director of the SSCI staff “the
existence of an FBI counterintelligence operation in response to a direct question.” (FBI
790) AD Lewis was then provided a briefing mem: i “Itis not
certain to what investigation he may have been referring.

bech identified and our investigation has been ongoing forajear.

37 (U) Copies of some of the documents referenced in the preceding footnote
were located in Director Frech’s files provided to the AGRT. Sce memoranda dated
November 3, 1995 (FBI 16560), December 21, 1995 (FBI 16563), January 29, 1996 (FBI

16556, 16565), January 29, 1997 (FBI 16590), March 24, 1997 (FBI 16593) and April '
28, 1997 (FBI 16882). This does not indicate, however, that Direotor Frech was
provided these documents at the time of thelr creation. Rather, it means only that
Director Frech received these documents at some polnt in time, the most likely time
being 1999 when, as a result of intense Congressional scrutiny, Director Frech was
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2. (U) Infonmation provided to Director Frech

(U) Given the extraordinary nature of the underlying allegation, it is baffling that
Dircctor FFrech was not bricefed far earlier than he was on the status of the investigation.
There is little doubt that such briefings could have caused the FBI to address more

aggressively the problems identified in this report.”®

(U) When did Director Freeh first learn about the case? The documé;lts obtained
by AGRT indicate that the first written and oral briefing received by the Director on this
investigation was on or about July 31, 1997.3® This is consistent with what Director

provided a substantial amount of material relevant to the investigation. (Parkinson
3/28/00) When the AGRT says, therefore, that Director Freeh was not briefed orally or
in writing until July 1997, see below, this finding is based on the record of briefings
cither addressed to Director Freeh or known to have been given to Director Freeh.

. %t () Director Freeh made this precise point to the AGRT. He indicated that if
he had been briefed on this case at an earlier point in time, and given more information
about it, he would have reacted to it sooner and more aggressively. (Frech 11/11/99)

%9 (SIRBYNE) There is a bricf reference to the “Kindred Spirit” investigation in
an April 14, 1997 briefing memorandum to Director Freeh, but the reference is in the

context of a broader FBI review of various situations in which information was provided

to NSC staff members but not trdnsmitted to key policy makers. “Kindred Spirit” was
cited as one of several examples in which information was communicated to the NSC
staff but-not briefed up within the NSC, -The memorandym fioted that on March 25,
1997, an NSC staff member contacted SC Dillard and advised SC Dillard that the staff
member had been asked by National Security Advisor Sandy Berger to brief Berger on
any cases in which the staff member had received briefings that were not forwarded to
key policy makers: ‘The staff member told SC Dillard that he had previously received a

bricfing from AD Bryant and DAD Lewis coricemning]
U was then
16 brief inolu &d

—

nstructed to rebrief the statt member and ho did o that same day.
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206

the following

bl




. o0 Q.w;’ m:ﬁ—’.- :‘ .

b

ror i/

Frech has told the AGRT.>"  On or about July 31, 1997, it appears that Dircctor Frech
reccived a onc page briefing memorandum on the investigation (FBI 1063) and was

bricfed on the case by SS-" (FBI 12031)

(U) It is worth belaboring this point a bit since there is some confusion in the
record as to when the Director was first bricfed on the case:

. % On May 25, 1996, Trulock wrote a memorandum to Depiity Secretary
Curtis which Trulock entitled "Action Plan-and Next Steps." In that
memorandum, which references a May 22, 1996 meeting between Trulock,
Secretary Curtis and DAD Lewis, it notes that "Director Frech has been
bricfed on this case." (DOE4351) The AGRT has obtained no
documentary verification that such a briefing took place.!?

. 3(U) Director Frech told the AGRT that he first became aware of the
investigation in June or July 1997. (Frech 11/11/99) o
"“%'Ihcimpemsforﬂwbdcﬁngandﬂmendmnmayhmbemto
prepare Director Freeh for a meeting with National Security Advisor Sandy Berger on
July 31, 1997, at which the “Kindred Spiri¢” investigation was discussed. (FBI 18197;
Frech 11/11/99) Alternatively, the memorandum siay have been requested in preparation
for an August 1, 1997 briefing AD Lewis was due to receive from Notra Trulock. (FBI

1026; Gallantin 11/23/99; Trulock 10/12/99)
32 () Deputy Secretary Curtis also expressed the belicf that Dircotor Frech had

ty
been briefed in the 1995/1996 time period, but his belief was third-hand, Scoretary
Curtis told the AGRT that he had a “specific memory” that he was told by either Trulock

TOP ECM
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. &};} On December 27, 1996, a memorandum went from the Office of
Dircctor Frech to OIPR for transmittal to the Attomey General. (AGO
139, OIPR 68) The memorandum was in support of the Wen Ho Lee mail
cover and states explicitly the predicate for the investigation.””’ This would |
suggest that Director Freeh had been briefed at or before the time he signed |
this memorandum, but it is clear that Director Freeh did not sign the ;
memoraridum. Rather, the memorandum was initialed for Director Frech by I
DAD Lewis. *** (AGO 139) The memorandum secking a mail cover was )
then forwarded to the Attorney General with OIPR's summary and ]
endorsement (OIPR 64), and the Attorney General then authorized the mail . |
cover. (AGO 138, FBI290) The Attorney General told the AGRT that she N

- read OIPR’s cover memorandum, which set out the predicate for the f
investigation based on Director Frech’s memorandum.®** (Reno 11/30/99) |
This leads to the following odd result: the Attorney General received a

or Baker that DAD Lewis had been briefed and that DAD Lewis had informed the
Director. (Curtis I/ 14/00)

Director Freeh’s memorandum states in p

DiteetorFmehsmﬂmthehasnoreoolleeﬁonofcvasedngﬁemaﬂ .
covudocmnents. (Fmeh 11/11/99) ‘
OIPR's cover memorandum to ¢h ‘
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written bricfing on the FBI's Wen Ho Lece investigation before the Director
did.

) .
The FBI's own chronology states that Director Freeh was actually first

briefed in June 1997, not July 1997, and that two noles were created in
connection with these bricfings.>'® The AGRT cannot confirm any briefings

of Director Frech on the Wen Ho Lee investigation that took place in June
and the two notes do not support the conclusion that Director Freeh was
briefed in June 1997. In fact, the first of the two notes (FBI 1063) appears -

to have been created on July 30, 19973

(U) Therefore, the AGRT concludes that the correct date for the Director’s first

written and oral briefings on the Wen Ho Lee investigation is on or about July 31, 1997.

0 ' L :
e %S%IF) The notes are related to each other. The first note is a general briefing

paper on the Wen Ho Lee investigation. (FBI 1063) Director Freeh placed a
handwritten note at the bottom of the paper, asking three questions of AD Lewis: “What
was done in 1982 to work the Lee case? Whea/how was it closed? Did DOE know @

it?” (FBI 1063) The second note is a response to Director Freeh’s three questions.
(FBI 1062) . . ‘
. i oonclusioniéb&sedonarcvicwofaoomputadiskpmvidgdtgd;e
AGRT various memoranda related to the “Kindced Spici€® .
investigation. "(FBI 11371A) One of those memorandum bears the file name “Spirit”

arid is identical to the first of the two memoranda, (FBI 11372A, FBI 20046) Its file date .

is July 30, 1997.. (Jd.) While that does not conclustvely establish a lon date of July
30%, it does suggest it, and it is consistent with the fact that SS or:?l{sten
0 CO t

briefing of Director Frech took place the next day, July 31, 1997, It
with the fact that Director Frech had & copy of the “Spiri¢® memorandum with him when

he met with Sandy Berger the next day (FBI 11779, 18197; Frech 11/11/49) and made
handwritten notations conceming this meeting on it. (FBI 18208) '
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(U) After July 1997, Dircector Frech received numerous additional bricfings on the

Wen Ho Lec investigation.®'

) :
M '%NF) See the following memoranda, which excludes notes dealing
exclusively with the DOE counterintelligence reform initiative:

(’(lé? On August 5, 1997, Director Freeh was scheduled to meet with Deputy
Director Esposito, SC Dillard, U d SSAFonceming the “Kindred
Spirit” investigation. (FBI 16610) Based on a note that the Director wrote on August 5,
1997, the AGRT concludes the meeting took place. (FBI 12479)

U
MF) On August 12, 1997, Diréctor Frech was briefed by Notra Trulock on the

general issue of Chinese attempts to acquire United States Government nuclear secrets.
The “Kindred Spirit” case was discussed during this meeting. (FBI 12505, 21286,

11781, 20311, 21813)

U
(,(Sg’On August 14, 1997, FBI records indicate a briefing memorandum to Director

Frech from AD Lewis concemning OIPR’s rejection of the FBI's FISA application on
Wen Ho and Sylvia Lee. AD Lewis advises the Director that “we did not have as much
information to justify an elsur request as we might have wished” and OIPR had made-“a
real effort to find a way for an application to go forward.” (FBI 1060) Now that the
application had beea rejected, the Director was told, the FBI would “pursue a more
aggressive but risky course which will include interviews of coworkers, former

supervisors, and associates.”

A . - .
%3)% September 11, 1997, FBI records indicate a briefing memorandum to

Director Frech from SC Dillard conceming a §, 1997FBl briefing to NSC
staff at which the “Kindred Spiri¢” investigation discussed “at length.” (FBI 1085,
20916) Attached to SC Dillard’s memorandum was a time fin¢ on the “Kindred Spirit” -

investigation prepared for the NSC by U (FBI 1086, 13024, 12395, 20919)

“Kindred Spirit" investigation was disoussed in some detail. (FBI 123 12) Direotor

(8§ On September 18, 1997, Director Frech met with AD Lewis, Bob Bucknam,
Micha¢l Waguespack, § w Y
While the purpose of the meeting was to discuss the DOE Cl reform e -
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Frech asked scveral questions at the imeeting related to the “Kindred Spirit” investigation
and, on Scptember 22, 1997, SC Dillard provided a memorandum to AD Lewis

responding to those questions. (FBI 1100)

Also on September 18, 1997, Director Freeh was provided a briefing
packagﬁsblﬁch contained a CIA assessment of China’s
nuclear weapons program done at the request of the NSC. (FBI 12316-12349, excluding
CIA assessment.) See Chapters 6 and 13

,(Sg’ On September 24, 1997, FBI records indicate a briefing memorandum to
Director Frech from AD Lewis, which was entitled “Update on Department of Energy
Initiatives,” and which made an indirect reference to the “Kindred Spmt" investigation.

(FBI 1117)

(‘(8)' On or prior to October 15, 1997, Director Freeh received a set of Talking
Points for use in a meeting with CIA Director Tenet and DOE Secretary Pena, which also

made reference to the “Kindred Spirit” investigation. (FBI 20942)

W
&8)' On J anuary 8, 1998, FBI records indicate an update memorandum to
Director Frech from AD Lewis on the status of the “Kindred Spirit” investigation in
connection with a briefing that Berger had asked CIA Dlrector Tenet to provide. (FBI

1175)

£8Y On September 1, 1998 FBI records indicate a bri memorandum to
DuectorFmehfromDADTonenoewhlchteportedonme d
promised a new submission to the FISA Couit dfter NSD

_(FBI 13011)

,(Xf On November 6, 1998, FBI records indicate a briefing memorandum, created
in connection with a briefing by SC Middleton to the NSC which took place on

November 10, 1998, (FBI 7724, 19993) A copy of this memorandum, which laid out the
cvents of th was attachied to the Deeembet 18, 1998
meémorandum des low.

ropkecrer
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Q85 On December 18, 1998, FBI records indicate a bricfing memorandum to

Dircctor Frech from AD Gallagher advising him (1) to expect a call {from Secretary
Richardson concemning the Secretary's interest in having the Lee matter “resolved as
quickly as possible”; (2) DOE wanted to interview and polygraph Lee and NSD had told

DOE “it had no objection”; (3) FBI-AQ was being instructed to prepare for a full
interrogation of Lee; and (4) FBI-AQ had been advised that thc_did
not justify a FISA order. (FBI 7652, 1408, 7721) ‘

W
On December 24, 1998, FBI records indicate a briefing memorandum to
Director Frech from AD Gallagher advising that Lee had been interviewed the previous
day and had “passed” DOE's polygraph, but that DOE was suspending his access for a

30-day period. (FBI 1427, 7654)

&%} On January 12, 1999, FBI records indicate a briefing memorandum to
Director Freeh from AD Gallagher advising, among other matters, that DOE wanted to
fire Wen Ho Lee. (FBI 1467)

M j%% On January 29, 1999, FBI tecords indicate a briefing memorandum to

Director Freeh from AD Gallagher advising hiin of Lee’s January 17, 1999 FBI
interview, his signed statement, that Lee passed the DOE polygraph with “very positive

measurements” and that DOE was now going to come up with a “list of prescat and
former employees that will be larger thm“idenﬁﬁed as possible
suspects.” (FBI 1531, 7658) . ) . .

On February 17, 1999, FBI reconds indicate a briefing inemorandum to

SSANE) . i
LMMWWWMmmeme
FBI on February 10, 1999 and was “inconclusive” on the first examination and- - '

“deception indicated” on the second exam. The memorandum also indicated that, based
on admissions by Wen Ho Lee concerning disclosures he made to the PRCduring his -
1986 and 1988 trips, DOB “will probably revoke Lee’s geourity olearance.” The
memorandum concluded: “Lee's sta

(FBI 12999, 7717)
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This is not to say that Director Frech received all notes generated within the FBI after he
began receiving bricfings on the case.®® It is to say that beginning in July 1997 the
Dircctor was routincly advised of developments in the case.’®

3. (U) Where the briefings failed

(U) Several critical issues were never briefed to Director Freeh but should have
been. e

First, none of the briefing memoranda ever make it clear to the Director that
FBI-AQ’s handling of the investigation was seriously deficient. was firmly bl
convinced that FBI-AQ was "screwing up and sitting on a time bomb"  FET
| be, L7C

n .
((.S%\IF) Finally, on March 10 or 16, 1999, CIA Director Tenet sent Director
Frech a copy of the same September 1997 CIA assessment of China’s nuclear warhead

program that had been provided to Director Freeh on September 18, 1997. (FBI 17206)

W
"’,%8)) From the time Director Freeh was first briefed on the case in July 1997
until Wen Ho Lee was fired on March 9, 1999, there were innumerable briefing papers
generated within the FBI that did not go to the Director and would not have been
expected to go to the Director. These briefing memorandums were created for various
purposes, including Congressional briefings, NSC briefings, and briefings within NSD.
See, ¢.g., bricfing papers dated: December 31, 1997 (FBI 1160), Apsil 30, 1998 (FBI

6417), May 5, 1998 (FBI 11655), June 1, 1998 (FBI 1312), June 17, 1998 (FBL 13016),

July 22, 1998 (FBI 13015), July 29, 1998 (FBI 1339), October 29, 1998 (FBI 1373),
November 6, 1998 (FBI 7724), January 21, 1999 (FBI 1493), February 22, 1999 (FBI
1575) and February 26, 1999 (FBI 1589, 5331). .

’”,(Sf The fact that the Director received only one update note between Ootober
15, 1997 and September 1, 1998 is not attributable to a failure to brief but, rather, to a
failure to investigate on the part of FBI-AQ. There were no updates beoause thero was
nothing to update, other than FBI-AQ's ongoing planning of th_
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12/15/99), yet that message never reached Director Freeh.’® While the reasons for this
arc understandable,’ that docs not make them acceptable. Dircctor Freeh, properly
briefed, could have brought to bear on the Wen Ho Lee investigation the full weight of
NSD’s expertisc - just as was eventually done in the spring of 1999.>® To be clear, the
AGRT is not suggesting that Deputy Director Bryant or AD Lewis intentionally chose not
to brief the Director on the truth of FBI-AQ's inadequate investigative efforts. They
themselves had not been briefed on how bad things were in Albuquerque. -

S Second, prior to 1999, Director Freeh was never briefed on the serious and
consequential difference of opinion as to the scope of the compromise at issue. Merely
providing the Director a copy of the CIA's September 1997 assessment, as was done on
September 18, 1997, was surely not enough, if for no other reason the fact that

Director Frech had not been given a copy of DOE’s Al as well.
the recipient of both documents and which had been responsible for this investigation for

several years - did not appreciate the discrepancy between the two documents, it is hard
to imagine how the Director could have done so.?*

3 (U) - Director Freeh told the AGRT that he was never advised of problems with
the Lee investigation. (Freeh 11/11/99)

In connection with
inspection interrogatories, SS inted to the reluctance to “dime out

b‘l ¢ | colleagues, dime out [an] office,” particularly where “it’s in writing.”

12/15/99)

B W) Asto FBI-AQ’s diversion of two ageats, it is unlikely this issue would
ever have reached Director Freeh becanse it would have first been necessary to clevate it
to senior NSD management. Once that was done, cither AD Bryant or DAD Lewis
would no doubt have conclustvely and categorically resolved this issuc — and not the way
FBI-AQ had resolved it.

U (8)) That Director Froch would have been keenly interested in this issue is
beyond question. Indeed, he asked members of his staff specifically on Scptember 18,
1997 whether it was their “position that the evidence supports the conolusions Notra
Trulock made in his presentation {to Director Froch on August 12, 1997.]".(FBI 12312)

ror skcreT/
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(U) Third, the singlc matter that could have fundamentally transformed the Wen
Ho Lec investigation - the need to gain access to Wen Ho Lee’s computer files - was
never bricfed to Director Freeh because it was never recognized by NSD, or FBI-AQ for
that matter, to be an issue of particularly significant consequence. Sce Chapter 9. Would
it have made a difference? That is impossible to say, of course, but what can be said is
that FBI-AQ, NSD and NSLU each responded inadequately to this issue and each would
have benefitted from an instruction to conduct a thorough review and vetting of the
matter. There are no guarantees where such a review would have led, but it certainly
might have led to the discovery of the X Division’s banners, it might have led to the
discovery of Wen Ho Lee's signed waivers, and it might have led to an NSLU
reconsideration of its advice to NSD which, although it did have the virtue of simplicity,
was nevertheless erroneous. As Director Freeh told the AGRT in reference to the FBI's
acceptance of DOE’s representations about the lack of banners: “We should have pressed
the issue, we should have gotten into the weeds o it." (Frech 11/11/99)

{S/RP) Finally, there is the matter of NSD’s failure to formally brief any aspect of
the *Kindred Spirit" investigation to Director Freeh until late July 1997 *

NPXW
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(U) The failure to brief Director Freeh at an earlier point in time was
consequential. Had Director Freeh been briefed at the beginning of the investigation,
rather than two years into it, he could have insured it was given the priority it deserved.
Many of the problems identified in this report are direct bi-products of the lack of priority
given this investigation at FBI-AQ and within NSD and that lack of priority might have
been avoided had the Director been a participant in decision making about this case in

1995, 1996 or the first half of 1997.

% By the time Director Frech was finally bricfed on the case, it was in trouble,
and the prognosis for the case seemed grim.>* So much had already gone wrong - in

3% (U) -When former Depitty Director Bryant was interviewed by the AGRT, he
stated that FBI-HQ’s upper management’s knowledge of the “Kindred Spirit”
investigation from 1995 to 1997 was too limited. He said the significance of the
investigation was not elevated to managers on the “Seventh Floor” [the executive level]
of the FBI building. (Bryant 11/15/99) The AGRT understands this to be a reference
not only to the lack of briefings between NSD and the DlrectorlDeputy Du'ector buttoa

lack of briefings within NSD itself.

- 3% ,8)’) A member of the NSC’s staff was bricfed on the “Kindred Spirit”

investigation on March 25, 1997 by UC The same individual had previously
- been ' briefed on the investigation byAD ryant. (FBI 7633 798, 805, 12076, 20338)

R
- SCDillard and U rovided a detailed briefing on the “Kindred
Spirit” inmﬁgaﬁon to HPSCI and SSCI staff on April 16, 1997. (FBI 6413, 6403, 823)

W |
4 (8) Just how grim became apparent to S ugh & voice mail message

he received from SS . reporting on
with Notra Trulock and DOE Deputy Secretary Betsy

Ho Lce investigation should not be used as an excuse for DOR to fail to address its

ror secre-
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how the casc wis handled and supcrvised in Albuquerque, in the problematic relationship

between and FBI-AQ, in NSD's and FBI-AQ's continuing failure to grasp the
importance of gaining access to Wen Ho Lee's computer files, in the drafting of the FISA
application itself - that only radical changes in the handling of the case would likely have
significantly altered its prognosis by this point in time. Such changes were warranted but,
given what Director Frech was being told, that after a full year of investigation there was
not even enough evidence to convince OIPR of probable cause, it is not surprising that

such changes were not even contemplated.’?

4. (U) Where the briefings succeeded

N
(,(8% First, NSD played a critical supporting role in assisting Director Freeh in
addressing at a structural level DOR's counterintelligence problems. From August 1997
forward, an enormous amount of FBI resources and effort was dedicated, at the Director’s

instructions, to designing, implementing and executing a plan to reform DOE’s

general counterintelligence problems and its specific security concerns about Wen Ho
Lee. According to SS irector Freeh told DOE: “This case is off the table
and the case is dead.” (AQI 5325) In fact, Director Frech appears only to have told
DOE that the Lee investigation was of “lesser importance” than stemming the flow of
seasitive information from the DOE laboratories and that the case “pales in comparison”
to DOE’s need to move forward to preserve United States Government information. See
AGRT review of FBI SSA notes of August 12, 1997 mecting. (NSC
001-004) i ,

| ) S L
’”§85 Nor was Director Frech given any cause to blame the current state of

affairs on the way in which the FBI had conducted its investigation or the way in which |

OIPR had handled the FISA spplication. What Director Frech was being told back in
August 1997 is that there was a deficiency in the facts, not in the investigators or
attorneys handling this matter. As AD Lewis put it in a memo to the Director, “[W]e did
not have as much information to justify our elsur (clectronio surveillance] request as we

might have wished.” (FBI 1060)

. TOB ECRH
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counterintelligence program.® While the Director is not solely responsible for PDD-
61,7 itis clear that he was the driving force behind the reform of counterintelligence at
DOE.»? NSD played a critical role in kccpmg Dircctor Freeh regularly advised of
developments in the reform initiative and in insuring that the Director had the information

he needed to do the job.

(U) Second, once NSD did begin briefing the Director on the Wen Ho Lec
investigation, it do so regularly and in significant detail, although somewhat fmore

U,
3% £8) This is not meant to suggest that the FBI was uninvolved in this issue prior
to August 1997. It had been involved in this issue for years. See, ¢.g., the FBI's April

- 1997 report titled “DOE’s CI Activities: An FBI Assessmwt" (DOE 4397)

”‘,GS) DCI Tenet, for cxamplc, also played a substantial role in the effort to
reform counterintelligence within DOE, ‘as did the NSC.

Director Frech mobilized his staff to address the DOE counterintelligence
issues. (FBI 12479) He made it clear that he was prepared to do “whatever it takes” to
address the problems in the DOE laboratories. (FBI 20768) He bluntly told DOE in
August 1997 that the Wen Ho Lee investigation could no longer be a factor in DOE’s
addressing security concemns at the laboratory. (NSC 004, FBI 21286, 21813-21816)
He-made the same point again in October 1997 in a meeting with Secretary Pena, (FBI
18751; Webb 1/6/00; Freeh 11/11/99) He repeatedly briefed or caused his deputies to
brief the National Security Advisor on developments in the DOE countenntclhgencc
reform cffort. (FBI 20808, 12197, 20647, 21302, 20608, 20597) He sclected a senior
FBI official, Ed Curran, to be the chief of counterintelligence at DOE and thea took
necessary steps to make it possible for him to take on this responsibility. - (FBI 20643,
20439, 21036) He and DCI Tenet met with, and wrote to, DOE Secretary Pena |

conceming the reform initiative. (FBI 20942, 20666, 16988) He received numerous
notes from his staff addressing a variety of issues related to the initiative. (FBI 21395,
21347, 20600, 21343) He helped resolve a number of contested issues. (FBI 20451,
21279, 20453, 20447)- Even after PDD-61 was signed by the Presideat, he continued to
be involved in insuring that the initiative was properly executed and implemented. See,
£.8. the Director's meeting with DOE laboratory dircotors on March 30, 1998. (FBI

7176, 20415, 7178)
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optimistically than the track record of FBI-AQ's handling of the Wen Ho Lee
investigation might have warranted.””

) ‘
K. &SfNSD'S failurc to recognize and address the danger posed by Wen Ho Lee's
continuing access to nuclear weapons secrets

U

gtﬂ) Chapter 18 describes in detail the array of serious misjudgments and
unfortunate mis-communications by both the FBI and DOE that resulted in Wen Ho Lee
retaining his access to nuclear weapons secrets until December 24, 1998. It 1s sufficient
to note here that NSD played a significant role — from the beginning®** - causing DOE to
retain Wen Ho Lee in a position where he continued to pose a danger to the national

security.

DX TR SN L

’”;?é)) For example, the Director was told on August 14, 1997 by AD Lewis that,
following OIPR’s rejection of the FISA application, the FBI would now pursue a “more
aggressive but risky course” of conducting interviews of coworkers, former supervisors,
and associates. (FBI 1060) With a very few exceptions, that did not happen.

W) , :
 34(8) See, e.g., this FBI briefing memorandum, dated January 30, 1997,
containing a chronology of eveats related to the “Kindred Spirit” investigation:

U
7/2-3/96: FBI-HQ personnel travel to Albuquerque to confer with the -
. Special Agent in Charge and Assistant Special Agent in Charge. All then
meet with the Director of Los Alamos and his staff'to briefhimonthe
- FBI's proposed investigation and to ask for cooperation: The LEES tust
not be alerted to the investigation and Lee Wen Ho must continue to have

his normal access.

LAl o L.

]
o ¢

(FBI 751) (cmphasis added).
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