CHAPTER TWENTY

(U) “PRIMARY PURPOSE" AND THE SHARING OF INTELLIGENCE
INFORMATION AMONG THE FBI, OIPR, AND THE CRIMINAL DIVISION

uestions Presented

Question One: (U) Whether OIPR and the FBI are correctly interpreting and
properly applying the Attomey General’s July 19,.1995 memorandum, which requires
notification of the Criminal Division during an FCI investigation when “facts or
circumstances are developed that reasonably indicate that a significant federal crime has

been, is being, or may be committed.”

Question Two: (U) Whether the “direction and control” of arl FCI investigation is

an appropriate standard for assessing the propriety of advice given to the FBI by the
Criminal Division, when the FISA statute, as interpreted uniformly by the courts, focuses

upon the “primary purpose” of the FISA search or surveillance.

Questioni Three: (U) Whether the provision in the Attorney General's July 19,
1995 memorandum, prolubmng the Criminal Division from giving the FBI any advice that

might, even “inadverteatly,” give the “appearance” of “directing or controlling” an FCI
investigation, is appropriate or necessary, given the FISA statute’s focus upon the “primary
putpose” of the search or surveillance and the dcfctence accorded to the FBI Director’s

cettification as to such purpose.

Question Faur: (U) Whether the Criminal Dmsmn may gtve advice during an

" FCl investigation that is intended not only to “preserve,” but also to “enhance,” a potential
criminal proswuuon, provided that the Criminal Division does not instruct the FBI on the
on, continuation, or expansion of any FISA scarch or surveillance, mept for the

~ operati
PWPOSO of preveating damage to a potenﬁal criminal prosecution. —
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A. (U) Introduction

(U) The Attomey General's July 19, 1995 memorandum, captioned “Procedures for
Contacts Between the FBI and the Criminal Division Concerning Foreign Intelligence and
Foreign Counterintelligence Investigations,” requires that the Criminal Division be
notified when a foreign counterintelligence (“FCI”) investigation dcvclops facts or

circumstances that “reasonably indicate that a significant federal crime has been, is being,
or may be committed.” (Appendix D, Tab 23) As discussed in Chapters 9 and 19, supra,
the failure of the FBI and the Office of Intelligence Policy and Review (“OIPR") to follow
the letter and spirit of the July 1995 memorandum in the Wen Ho Lee investigation had
significant, and poteatially disastrous, effects upon the investigation. Unfortunately, the
practice of excluding the Criminal Division from FCI investigations was not an isolated
event confined to the Wen Ho Lee matter. It has been a way of doing business for OIPR,
acquiesced in by the FBI, and inexplicably indulged by the Department of Justice. One
FBI supervisor has said that it has only been “lucky” that a case has not yet been hampered
by the rigid interpretation of the rules governing contacts with the Criminal Division.
(Bereznay 8/30/99) It may be said that in the Wen Ho Lee investigation, luck ran out.

(U) Lanry J. Parkinson, FBI General Counsel, has described the relationship among
the FBI, OIPR, and the Criminal Division in the arena of foreign counterintelligence as
“strained,” “awkward,” and “dysfunctional.” (Parkinson 8/11/99) James K. Robinson,
Assistant Attorney General for the Criminal Division, agreed that the relationship is
“dysfunctional.” (Robinson 8/13/99) John Dion, acting Chief of the Intemal Security
Section (“ISS™), described the relationship as “broken.” (Dion 8/5/99) In particuler, me

problem lics m’the role that the Criminal Division is pemmitted to play — or, more precisely,
on that has ﬁlepotcnualfowdminal .

is not permitted to play — in an FCI investigati
prosecution.®* Many of those interviewed by the AGRT traced the ofigins of these
difficulties to'the implementation of the Attorney General’s July 19, 1995 memorandum.

—

”'(U) Because this is the context in which the mission of the AGRT arose, in the

FCl investigation of Wen Ho Les, this chapter and the recommendations-contained

herein apply specifically to FCI investigations. As discussed below, the legislative
history of the FISA statuts recognizes important differences between foreign intelligence

(“FI”) investigations and FCI investigation. Accordingly, not all of the recommendations
made here may be applicable to FI investigations.

—
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(U) 1t should be noted at the outset that this is not a new problem, but one that has
persisted from the time that the July 1995 memorandum was promulgated. It was the
subject of a working group in 1997 chaired by Daniel S. Scikaly and composed of
representatives of the FBI, the Criminal Division, and OIPR. Scikaly concluded that the
Attomney General’s memorandum was being “ignored” by both OIPR and the FBI.

(Appendix D, Tab 45) Unfortunately, the work of the group brought about no change in
the status quo, and things have not improved since then. If anything, the sutuatlon has

gotten worse.

(U) To understand why, it is important to appreciate the dual purposes of the
Attorney General’s July 1995 memorandum, which are “to ensure that FI and FCI
investigations are conducted lawfully, and that the Department’s criminal and

intelligence/counterintelligence functions are propedy coordinated.” - There is a tension in
the achievement of these two purposes. The first purpose, ensuring that the investigations

are conducted “lawfully,” has to do, for the most part, with the statutory requirement that
of electronic surveillance and physical searches conducted pursuant to the

the “purpose™
Foreign Intelligence Surveillance Act (“FISA™) must be “to obtain foreign intelligence
information.” 50 U.S.C. §§ 1804(a)(7)(B), 1823(a)(7)(B). In other words, the “primary
“purpose” of the FISA coverage™ must be to obtain foreign intelligence information, and
not to investigate criminal activity.>® Thus arises the tension with the second purpose of
the Attomey General’s July 1995 memorandum, the “proper{] coordinat{ion]” of the
Department’s criminal and FCI functions. The concem is that the greater the coordination
of these two functions in the context of a particular investigation, attended by the sharing
of information and the secking 'and giving of advice from prosecutors, the greater the

possibility that a court might find that the primary purpose of the FISA coverage was not

7 ee— .. o - —

" Iy “FISA Coverage” will refer herein to both electronic surveillance and
physical searches conducted pursuant to FISA.

*(U) See United States v, Pelton, 835 F.2d 1067, 1075-76 (4th Cir. 1987)
rimary purpose of surveillance must be to gather foreign intelligence information) and

@®
United States v, Johnson, 952 .2d 565, 572 (1st Cir. 1991) (primary purpose of
surveillance must not be the mvcsdgation of criminal activity).

e
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foreign intelligence gathering. Were a court to make such a finding in an espionage
prosccution, for example, it would be obliged to order the suppression of the unlawfully
obtained evidence and its fruits. 50 U.S.C. § 1806(g).

(U) The concem that a court in a criminal prosecution might suppress cvidence on
this ground (although no court since the enactment of FISA has done so), or that it might
cause the Foreign Intelligence Surveillance Court (“FISA Court”) to reject an application
in the first place (although this has never occurred cither), has skewed the balance between
these potentially competing purposes. As discussed below, this is due in part to the
context in which the July 1995 memorandum was created, following the investigation of
Aldrich Ames. It results, too, from-an unnecessarily timid reading of the FISA statute and
the relatively small number of cases interpreting it. As a result, “the Criminal Division is
not cven at the table” (Richard 8/12/99), because it is not informed of FCI investigations
with the potential for prosecution, or, what amounts to the same thing, it is preveated from
making any meaningful contribution to the investigation because of an unduly strict
application of the “primary purpose” rule. In either case, the Criminal Division is
prevented from carrying out its essential functions.

(U) As discussed below, the Attorney General’s July 19, 1995 memorandum is not

 being followed: The Criminal Division is not being notified when FCI investigations have

developed evidence of significant federal crimes. Or the Criminal Division is being
notified at the eleventh hour, shortly before an arrest, with all the attendant problems that
creates for preparing the prosecution and fulfilling disclosure obligations. Beyond this,
howeves, the July 1995 memorandum needs to be rewritien. There is considerable
uncertainty and difference of opinion conceming the naturé and extent of the advice that
the Criminal Division may give once nofified of an FCl investigation, as well as the
meaning and application of the “primary purpose” rule. At this juncture, such differcaces
can only be addressed by a clear statement from the Attomey General expressing what is
expected of the affected componeats, Some of these were suggested in interim
recommendations-submitted to the Attomney General by the AGRT in October 1999.

(Appeadix D, Tab 54) Additional recommendations follow in this chapter.*"

¥1(U) To address the issues in this chapter, the AGRT gathered extensive
materials from the Offices of the Attorney General and Deputy Attorney General, OIPR,
the Criminal Division, and the FBL In addition, the AGRT ¢onducted numerous

i ¢ _IH m,“
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B. (U) The relevant facts

1. (U) The “legislative history” of the Attorney General's July 19, 1995
memorandum

(U) From 1984 until her death in October 1993, Mary C. Lawton was the head of
OIPR. (Schroeder 7/7/99) As Counsel for Intelligence Policy, Lawton was regarded as a
“guru” in any intelligence matter, and OIPR was seen as a “mini Office of Lega] Counsel”
with respect to any issue concerning intelligence policy. (Richard 8/12/99) During
Lawton’s teaure, there were no written guidelines governing contacts between the FBI and
the Criminal Division in FCI investigations. (Richard 8/12/99; Reynolds 10/14/99)

(U) According to Deputy Assistant Attorney General Mark M Richard, the Internal
Security Section (“ISS”) of the Criminal Division received informal briefings from the FBI
in FCI matters, with Mary Lawton’s knowledge, which served at least three purposes. (Id.)
First, the briefings insured that investigative steps being considered by the FBI would not

uundercut a potential prosecution. (Id.) Second, the briefings served to insure that a given

FCI investigation would not be unduly prolonged at the expense of Criminal Division
interests that the investigation begin to focus on prosecution. (Id.) Third, the briefings

- served to maintain the dichotomy between the criminal and intelligence branches, because

there were separate offices making the judgments about the equities in a particular

_ investigation. (Id.)

* eme

investigative purposes. (Id) Rather, the function of the briefings was to maintain the

(U) Atthese bﬁeﬁngs, John Dion and John Martin of ISS would opine on how to
preserve the prosecutorial option. (Richard 8/12/99) According to Richard, “we knew we
were not to “direct’ the FCI investigation. or to suggest the use of FISA” for criminal

W e e .

interviews, including those-of the-Attorney General, the Director of the FBI, their
deputics, and division and seotion heads at the Department of Justice and the FBL
(Bereznay 8/30/99; Bowman 8/11/99; Bryant 11/15/99; Dion 8/5/99; Freeh 11/11/99;
Holder 11/22/99; Ho 9/99; Korablum 7/26/99; Lewis 7/6/99; MoAdams 7/16/99;
Perkinson 8/11/99 116/99; Reno 11/30/99; Reynolds 10/14/99; Richard
8/12/99; Robinson 8/13/99; Ryan 7/8/99; Schroeder 7/7/99; Soruggs 9/9/99; Seikaly
7/1199; Skelly-Nolen 7/7/99; Torrence 7/30/99; Townsend 6/29/99; Vatis 7/29/99)
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viability of the prosccutorial option and to prevent missteps, for example, (o advisc against
interviews without appropriatc warings or prevent the making of “off-the-wall™
representations (o witnesses that might harm a subsequent prosecution.”? (1d.) During
these briefings, the Criminal Division played a “defensive role,” according {o Richard, but
the briefings also afforded an opportunity for the Criminal Division to say, “This should go
criminal now.” (Id.) The FBI was not required to notify OIPR of communications
between the FBI and 1SS, but Mary Lawton was aware that ISS was being kept apprised of

the intelligence investigation. (Id.)

(U) This system appears to have worked quite satisfactorily while Mary Lawton
was the head of OIPR, both from the perspective of the Criminal Division and from that of

the FBIL. (Richard 8/12/99; Dion 8/5/99; Reynolds 10/14/99; Bryant11/15/99) After
Lawton’s death, when Richard Scruggs replaced her as Counsel for Intelligence Policy, he

felt that “[iJt was a really sloppy operation under Mary.” (Scruggs 9/9/99) Scruggs was
concerned that there were no written guidelines governing contacts between the Criminal
Division and the FBI, (Reynolds 10/14/99) This coincided with issues arising from the

investigation of Aldrich Ames @

%)
,%?fNF.) During the Ames FCI investigation, the Attorney General was asked to sign
as many as nine certifications to the FISA Court in support of applications for FISA

surveillance.”* (Richard 8/12/99) According to Richard, “on the ninth certification” in

<3

"%‘)NF) According to John Dion, Deputy Chief of ISS, the section was
generally aware of ongoing FCI investigations under Lawton's teaure, and was involved
- ~ -— . before the interview of the subject of an investigation. (Dion 8/5/99) Dion stressed that
many espionage cases depend upon admissions made during the intesview of the subject.

%00y Aldigk ATiSs vis arrosted in February 1994 and pleaded gullty to various ___

cspionage charges on April 28, 1994, |
*4(U) Bach applicaﬁbn for FISA coverage requires “the approval of the Attorney
General based upon [her] finding that it satisfies the criteria and requirements of such
application as set forth in this subchapter.” 50 U.S.C. §§ 1804(a), 1823(a). The
Attorney General therefore must implicitly certify, as the FBI Dircotor does explioitly,
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the Ames investigation, Scruggs went to the Attorney General and “ginned her up™ about
contacts that the FBI had been having with prosecutors. (Id.) Scruggs raised concerns
with the Attomey General that the FISA statute had been violated by these contacts and
that her certifications had been inaccurate.” (Id.) Scruggs believed that the relationship
that existed between the FBI'and ISS during the Ames investigation could be used by
defense counsel to cast doubt upon the “primary purpose” of the FISA surveillance and
thereby jeopardize the prosecution. (Scmggs 9/9/99) Scruggs told the Attomey General
that she might be called as a witness in the Ames case regarding the searches she
authorized. (Id.) Although the position of Richard and Shapiro was that there was no
problem with the contacts between the FBI and ISS,** the Attorney General was “very
upset” by what Scruggs had told her. (Richard 8/12/99) Accordmg to Scruggs, the
Attomey General told him to-“make sure this did not happen again.” (Scmggs 9/9/99)

)
ABAXT) After Aldrich Ames pleadcd guilty, the “word” weat out from FBI
Headquartcrs according to Richard, that there were to be no further contacts with
prosecutors in FCI investigations without the permission of OIPR, due to the issues raised
about these certifications. (Richard 8/12/99) Given what the FBI was being told by OIPR,
this reaction was understandable. According to Robert M. Bryant, Deputy Director of the
FBI, Scruggs gave the impression that he believed the FBI had violated FISA by using the

surveillance for criminal investigations. (Bryant 11/15/99) Scruggs told Shapiro that what

that the purpose of the FISA coverage is “to obtain foreign intelligence information.” 50

uU.s C. §§ 1804(a)(7) 1823(a)(7)
According to OIPR Deputy Counsel Alan Kornblum, howevet, he was

943

told by Scruggs in November 1993 thatFBIGeneqﬂ
and said that FBI Director Louis Frech would not sign a FISA certification in the Ames

investigation because of contacts between ISS and the FBL (Komblum 7/26/99)
Parkinson, off the other hand; did not-beliove that the Director hiad refused to sign a
certification in Ames. (Parkinson 8/11/99)

$46(U) Dion believes that there was no critical event which occurred in the
investigation that had not previotisly ocourred in other espionage investigations. What
changed, according to Dion, were the individuals who handled these issues aﬁcr the

death of Lawton. (Dion 8/5/99)

\\\\\

Counsel Howard Shapiro had called .
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Scruggs regarded as a “backdoor” channel between the FBI and ISS was being closed.”’
(Scruggs 9/9/99) Because of the perceived threat to obtaining FISA coverage, Deputy
Director Bryant made it clear to the agents that this was a “carcer stopper” if they violated

this rule. (Richard 8/12/99)

(U) In June 1994, Scruggs proposed an amendment to the Attorney General’s
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence
Investigations (“AG Guidelines”).”* The proposed amendment™ would have  provided
that “questions which arise relating to potential criminal prosecution shall be Teferred first
to” OIPR, with OIPR “coordinat[ing] any response necessary with the Criminal Division.”
(Appendix D, Tabs 2 & 3) It also proposed that “[n]either FBI Headquarters nor any FBI
field office should contact the Criminal Division of the Department of Justice or any
United States Attorney’s office without prior consultation with OIPR.” (Id.) In Scruggs

view, to ensure the accuracy of the Director’s certification as to the purpose of the FISA
surveillance, “it is imperative that contacts between FBI Agents and prosecutors during on-
going foreign intelligence cases be carefully proscribed and carefully monitored.”
(Appendix D, Tab 3) Because Scruggs believed that “the courts are going to look to the
overall scope and direction of the case to determine the actual purpose of the surveillance
or search,” he proposed that the amendment apply not only to investigations where FISA
surveillance was actually in use, but also in those where FISA usage was contemplated.

#7(U) According to Scruggs although the Attorey General's memomndum was
not signed until July 19, 1995, it became effective “de facto™ in mid 1994." (Scruggs

9/9/99) (.u ) -
#4(8)” The most recent version of the AG Guidelines, effective March 8, 1999,

can be found in Appendix D;-at Fab-1.- The relevant provisions of two cadier vmions of

the AG Guidelines applicable to the period covered by this chapter, which were effective

April 1, 1983 (OIPR 2027) and May 25, 1995 (OIPR 0999), contain, in all material

respeots, language and numbering that is identical to the March 1999 AG Guidelines.

*(U) The memorandum proposing the change in the AG Guidelines was actually
drafied by Komblum. (Komblum 7/26/99)

i 714
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(1d.) “[T]he role of prosccutors at all stages of the investigation, including the period of

time preceding any FISA orders, will potentially be subjected to close scrutiny by the

courts.” (Id.)
(U) Scruggs’ proposal touched off considerable controversy and led to a serics of

meetings among the principals in the Criminal Division, OIPR, the FBI, ISS, the Criminal

Division’s Terrorism and Violent Crime Section (“TVCS"), and the Executive Qffice for
National Security (“‘EONS”). (Scruggs 9/9/99; Komblum 7/26/99; Appendix P, Tab 7) A
number of counter proposals were circulated and discussed. These materials constitute, in
effect, the legislative history for the Attomey General’s July 19, 1995 memorandum **°

(U) Shapiro opined that the proposal would be “unnecessarily burdensome and will
deter useful and productive contacts.” (Appendix D, Tab 5) According to Shapiro, FBI
contacts with Criminal Divisions attorneys during an FCI investigation were needed “to

ensure that steps taken to further the primary FCI purpose of the investigation do not

needlessly prejudice a potential criminal case.”™! (Id.) Moreover, according to Shapiro
as the same investigation will often accomplish both FCI and criminal purposes, and as

both the statute and the courts permit this to be the case, there is nothing inappropriate in
FBI agents cansulting with Criminal Division attorneys during the course of these

¥9(U) The materials are collecte&mAppmde Tabs 3, 5 through 11, and 13

through 23.
%}(U) Shapiro noted that “[i]a the past, the goveming procedure was that the FBI

could consult with [the predecessor to ISS] to ensure that activitics undertaken by the
FBI did not inadvertently foreclose the possibility of criminal proseoution at some time in

the future.” (Appendix D, Tab 5)
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investigations.” (1d.) Shapiro distinguished between having the Criminal Division
maintain “dircction and control"** over an investigation and having the Criminal Division

provide “advice and guidance™ during the investigation:

(U) The secking of advice and guidance from the Criminal
Division of the Department in terrorism and espionage cascs
falls far short of ceding the “direction and control” of the
investigation to the Criminal Division. This latter is surely .
prohibited, as it is inconsistent with the investigation having -
foreign counterintelligence as its primary purpose. The former
— advice and guidance ~ is merely prudent, given the likelihood
that some of these FCI cases will result in criminal prosecution.

y .
{(&g'Assistant Attorney General Jo Ann Harris objected to the Scruggs proposal on
the grounds that it would place in OIPR responsibility for balancing both intelligence and
law enforcement objectives.®® (Appendix D, Tab 6) “Since there will sometimes be a
tension between the [intelligence and criminal justice] perspectives, the Department is not
well-served by having a single organization represent both functions.” (Id.) Adopting the
standard for notification of the Criminal Division contained in the Attorney General’s
Guidelines on General Crimes, Racketeering Enterprise and Domestic Security/Terrorism

d)

9%(U) This term, “direction and 'cbntrol;’f was appareatly coined by OIPR
_attomneys. (Seg Appendix D, Tabs 3 & 44) It docs not appear, as a qualifier on the
“"purpose of the survelilance, in the FISA statute, its legislative history, or in the cases

discussing “primary purpose.™ Tt does eppear in defining the circumstances in which an~

catity may be deemed to be a “foreign power,” 50 U.S.C. § 1801(a), but in this sease, it
sets quite a high standard for finding an eatity to be “directed and controlled” by a

foreign government. See, ¢.g., S. Rep. No. 95-604, pt. 1, at 19, (1977) reprinted in 1978

U.S.C.C.A.N. 3904, 3920,

"3(U) This memorandum was actuslly drafted by TVCS Chicf James Reynolds.

(Reynolds 10/14/99) The draft version in Appendix D, at Tab 6, is the one that was
cigoulated. (Id.) ‘

E 716 I
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Investigations, AAG Harris proposcd that the Criminal Division should be notified in an
FCl investigation “when facts or circumstance rcasonably indicate that a federal crime has
been, is being, or will be committed.” (Id.) AAG Harris rejected “the view that an
investigation is cither entirely FCI or entirely criminal.” (1d.) Rather, AAG Harris argucd,
“FISA intelligence can be part of a continuum which Ieads to criminal prosecution,” and at
some point on that continuum, “is a period during which there is a convergence of
intelligence and criminal justice interests. During that time, it is appropriate that Criminal
Division prosecutors become involved in criminal aspects while FISA survcnllancc remains

ongoing."*** (Id.)

28)’ The Criminal Division’s guidance to the FBI would relate
to restrictions in the course of the intelligence investigation
necessary to preserve the criminal justice option. This
guidance would, as stated above, not pertain to the undertaking
of FISA searches, but would be limited to issues such as the
handling of sensitive human sources so that they would not
have to be compromised in the event of an ultimate decision to

pursue a criminal prosecution.

ad,)

(U) Deputy Attorney General Jamie S. Gorelick asked Michael A. Vatis, Deputy
Director, of EONS, to resolve the disagreement among OIPR, the Criminal Divisiori, and
the FBI conceming FBI contacts with the Criminal Division. (Vatis 7/29/99) On February
2,-1995, Vatis met with principals from OIPR, the FBI, ISS, and TVCS. (See Appeadix D,
Tab 7) Following the meeting, Vatis circulated draft procedures for contacts between the
FBI and the Criminal Division during FCI investigations “embodying . . . the consensus

" fromy&sterday’s meeting.” (Id) With certain changes to be discussed below; these draft .. .. .

procedures evolved into the Attorney General's July 19, 1995 memorandum.

. - . . [ — e em—

”‘%l AAG Harris noted that “until recently we were frequently consulted by the
FBI concemning the criminal justice ramifications of FCI investigations and our role in
those instances has not served to compromise subscquent litagative efforts.” (Appendix

D, Tab 6)



rorsesre

(U) The draft procedures were divided into two sections, the first addressing
investigations in which FISA authority had been used, and the second addressing
investigations in which there was no FISA coverage. (Appendix D, Tab 7) From the start,
the draft procedures contained the provisions requiring the FBI and, when FISA authority
had been used, OIPR to notify the Criminal Division when “facts or circumstances are
developed that reasonably indicate that a significant® federal crime has been, is being, or
will be committed.”** (Id.) The draft also required the FBI to notify OIPR when it
contacted the Criminal Division in an investigation where FISA had been used.

(U) The draft set forth limitations on the nature of the communications the FBI and
the Criminal Division could have, which was, essentially, taken from the procedures
suggested by AAG Harris (see Appendix D, Tab 6):

(U) Consultations between the Criminal Division and the FBI
shall be limited in the following manner: The FBI will apprise -
the Criminal Division, on a timely basis, of information
developed during the FCI investigation that relates to
significant federal criminal activity. The Criminal Division
may give guidance to the FBI aimed at preserving the option of
“a criminal prosecution. (For example, the Criminal Division

may provide advice on the handling of sensitive human sources
so that they would not be compromised in the eveat of an

_ ultimate decision to pursue criminal prosecuﬁon.)

(Appendxx D, Tab 7) The draft contained, as had AAG Haris’ proposal, a provision that
the Griminal Division could not “instruct the FBI on the operation, continuation, or
expansion of FISA electmmo survetllanoc or physical searches,” and added the OIPR-

.
b o Jo 2w sasatns0 00t s
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#(U) According to Reynolds, the word “significant™was added at the requwt of
the FBL. (Reynolds 10/14/99) The understanding at the time was that thils addition
“meant anything other than a petty offense or light misdemeanor.” (Id.)

#%(U) In the drafting leading to the final version, this clause was changed to “may
be committed,” (Appendix D, Tab 10) So important was this notification that'the first
section in the draft was later amended to require that OIPR and the FBI, each
independently, notify the Criminal Division. (Appendix D, Tabs 9 & 10) (einphasis

added)
! E\! 718 !
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inspired phrase providing that the Criminal Division could not in any other way “dircct or
control the conduct of™* FISA surveillance or searches.

(U) The draft procedures circulated by Vatis did not engender significant
controversy. (See Appendix D, Tabs 8 & 9; Vatis 7/29/99) Shapiro suggested additional
language concerning FBI contacts with the Criminal Division, however, that effected a
significant, and perhaps unintended, shift in the meaning of the “direction and control”

limitation:

(U) Additionally, the FBI and the Criminal Division should
ensure that advice intended to preserve the option of a criminal
prosecution does not inadverteatly result in either the fact or
the appearance of the Criminal Division directing or
controlling the intelligence investigation toward law
enforcement objectives.

(Appendix D, Tab 9)

. (U) Note that until this point in the drafting process, the only explicit limitations on
the advice that the Criminal Division could provide concerned the use of FIS4, whereas
the limitation proposed by Shapiro now focused on the investigation as a whole. While it
may seem axiomatic that the Criminal Division should not control an intelligence
investigation, whea the focus shifts to prohibiting advice that might, even inadvertently,

- result in merely the appearance that the Criminal Division is directing an investigation

toward law enforcement objectives, such a prohibition is considerably more problematic.
Nevertheless, Shapiro®s language was adopted into the final version, appareatly without

comment*”? (See Appendix D, Tabs 11 & 23)

*1(U) Shapiro commented, without claboration, that his suggestion “makes
explicit a fundamental legal and polioy principle that must be bom in mind constantly
during such consultations.” (Appendix D, Tab9) As discussed below, however, there is
no legal principle requiring such self-imposed restrictions, and policy considerations

favor a more active role for the Criminal Division. |
719 |
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(U) On February 14, 1995, Assistant Attomey General Walter Dellinger wrote a
mcmorandum to Vatis containing the Officc of Legal Counsel's advice on the meaning of

“primary purposc” and its application to the question of FBI contacts with the Criminal

Division during an FCl investigation. (Appendix D, Tab 11) Dellinger concluded that

(U) because the “primary purpose” test necessarily allows that
intelligence-gathering will not always be the sole purpose for a
FISA search, it must be permissible for prosecutors to be :
involved in the searches at least to the extent of ensuring that--
the possible criminal case not be prejudiced. Thus, they can
advise the FBI agents in charge of the investigation, at least
insofar as that advice is necessary to prevent damage to the

criminal case.

ad) -
(U) Dellinger’s opinion dealt with the extent to which prosecutors could be
involved “in the planning and execution of FISA searches.””* Dellinger opined that there

was “enough elasticity” in the term “primary purpose” to permit the involvement of
prosecutors,-but added the caveat, quoted above, “at least to the extent of ensuring that the

possible criminal case is not prejudiced.” (Id.) A substantially verbatim draft of this
memorandum had been circulated on January 19, 1995, and had obviously influeaced the
thinking of Shapiro (Appeadix D, Tab 5) and AAG Haris (Id., Tab 6). However, where
Dellinger’s caveat pertiined to the permissible involvement of prosecutors in searches,
AAG Harris and Shapiro applied the caveat to the entire hzvesﬂgation. This, moreoveg, is
how the limitation on prosecutorial advice was ultimately cast in the Attorney General’s -

July 19, 1995 memorandum. (Ld,, Tab 23)

) On April 12, 1995, Vaus transmitted to the Amomey General a draft of what

~ would become, essentially without change, the Attomey General's July 19, 1995
memorandum, (Appendix-D;-Tab-13)-While describing Dellinger’s memorandum as

“[t]he starting point for resolving this issue” of the role of prosecutors in FCI

investigations, Vatis adopted the formulation of the problem in terms of the investigation, -

rather than the use of FISA:

Dellinger included in this term eleotronic surveillance as well as physioal

searchcs (Appeadix D, Tab 11) (jtalios addod)
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(U) Based upon these principles [articulated by Dellinger], the
working group agreed that, when information of significant
criminal activity comes to light during an Fl or FCI
investigation, it is permissible - and prudent ~ for FBI agents
to consult with criminal prosecutors for the purpose of

obtaining advice on how to avoid prejudicing a potential
criminal prosecution. To avoid running afoul of the “primary

purpose” test, however, criminal prosecutors must refrain from .
taking actions that would result in cither the fact or the
appearance of the prosecutors’ directing or controlling the FI or
FCl investigations toward law enforcement objectives.®**

(d.) Vatis explained that these procedures would “ensurfe] that intelligcncc-gaﬂxcriﬁg
remains the ‘primary purpose’ of FI and FCI investigations. (Id,)

2. (U) Interpretations of, and mpli omey General’s July 19

1995 memorandum

(U) Almost from the start, questions were raised concerning the interpretation and
implementation of the Attorney General’s July 19, 1995 memorandum.’® (See Appendix

. *9(U) That this summarizes the intended purpose of the July 19, 1995
memorandum is made clear by several similar references in discussions leading up to its
promulgation. As Vatis explained to the Deputy Attorney General:

(U) The pupose of the procedures is to allow ciiminal

o : prosecutors to advise FBI ageats on how to conduct an FI
investigation without prejudwing a possible ctiminal
" prosccution, while at the same time making sure that the

prosecutors do not ~ in appearance or reality — exert direction
or control over the FI investigation.

(Appendix D, Tab 22; see also Tab 18)

%9(U) The United States Attorney’s Office for the Southem District of New York
complained about the effect of Part B on closely related counterintelligence and criminal
investigations involving terrorist groups operating in that district. (Appeadix D, Tab 27)

oty
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D, Tabs 25 & 26) In Junc 1996, a memorandum was drafied for the Attomcy General to
issuc cmphasizing that contacts between intelligence and criminal agents were not
prohibited. (Appendix D, Tab 28) This draft memorandum®™' was never issued, however.
(McAdams 7/16/99) By September 1997, according to Daniel S. Seikaly, Director of the
Executive Office for National Security (“EONS"), the Director of the FBI had complained
to the Attorney General that, despite the July 1995 memorandum, OIPR was preventing the
FBI from contacting the Criminal Division.*? (Seikaly 4/4/00) According to a
memorandum Scikaly wrote at the time, the Attorney General was “anxious® to see the
problem resolved. (Appendix D, Tab 37) Deputy Attomey General Holder instructed
Scikaly to convene a working group consisting of representatives from OIPR, the FBI, and
the Criminal Division to address the issue. (Appendix D, Tab 37; Scikaly 4/4/00) Seikaly
concluded that the Attorney General's memorandum was not being followed, indeed that
both OIPR and the FBI “were ignoring the procedures out of an abundance of caution.”
(Appendix D, Tab 45) One suggestion was “simply to ask the Attomey General to . . .
reassert the validity of the Procedures™ (id.), but there was some seatiment that it would be
inappropriate for the Attorney General to issue a memorandum that essentially said “And I
really mean it this time.” (Seikaly 4/4/00) In the end, the working group disbanded
without any written recommendation and no significant action was taken. (Id.)

(U)- As discussed below, despite this direct involvement of the Attorney General,
the Deputy Attorney Geaeral, and the Director of the FBI, OIPR’s failure to follow the
Attorney General’s memorandum, and the consequent exclusion of the Criminal Division
from a significant role in — or even notice of — FCI investigations with the potential for

criminal prosecution, remains a persistent problem. Subtle reinforcement of the July 19?5
memorandum has had no effect. What is called for now is decisive, meaningful change in

the relationship of OIPR, the FBI, and the Criminal Division in FCl investigations.
Eventually, a special exemption for that distriot was issued. (., Tab36) .

Mcﬁdams, former Counsel for Intelligence Policy, told the
supports the draft memorandum and may have drafted it. MoAdams

— - 98LrY.
AGRT that he fully
16/99)

“(U) According to Seikaly, the FBI complained that it was being “bullied by

V)
OIPR into keeping the Criminal Division out.” (Seikaly 4/4/00) Seikaly explained that
whenever the FBI wanted to bring in the Criminal Division, it was told by OIPR, “If you

do, you will not get a FISA." (Id.) B
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a. (U) The notification provision of the July 1995 memorandum

(U) The Attorncy General's July 19, 1995 memorandum provides that when, in the
course of an FCl investigation, “facts or circumstances arce developed that reasonably
indicate that a significant federal crime has been, is being, or may be comumiitted,” the FBI
and, in the case of an investigation employing FISA, OIPR shall notify the Criminal
Division. (Appendix D, Tab 23) It is apparent that there are disparate interpretations of
this notification provision. It is equally clear that this provision is not being complied with
in the manner in which it was intended to be. This, moreover, has been a recognized
problem at least since 1997. (See, ¢.g., Appendix D, Tabs 39, 40, 44)

L5365 According to Richard, the importance of Criminal Division notification is not
just about providing legal advice. Itis about affording the Criminal Division an
opportunity to interject its prosecutive judgment about what is best for the country and to
raise that with the appropriate decision-maker. (Richard 8/12/99) The Criminal Division
needs to be brought in when decisions are made that may have prosecutorial consequences,
according to Richard. (Id) Richards described some of the “choke points™ during an
investigation when the Criminal Division should be involved: At the point where there is a
formulation of a “game plan”; at the “target selection” stage; when the FBI makes .
judgments about how it is going to approach the allegations; and when there is discussion
of the means for developing the case against the target, such as throughﬁ

(Richard 8/12/99) At such times, the Criminal Division sho ave the
oppo! to object, according to Richard, “or to suggest, if more forward leaning.” (id.)

(U) According to its drafter, Vatis, the notification provision of the July 1995
memorandum was intended to be a “low threshold” that is “definitely short of probat‘)le
cause.” (Vatis 7/29/99) Vatis anticipated that the notice requirement would be met in
most FCI investigations involving FISA. (fd) Kerablum, on the other hand, belicves that
the foreign counterintelligence goals of the investigation should be completed, or very
nearly so, beforé the Criminal Division is notified. (Komblum 7/15/99) According to
Komblum, the question hie asks-when the FBI suggests notifying the Criminal Division is,
“Are you ready to wrap this up?* (Id.) In other words, in Komblum's view, the FBI

* should not notify the Criminal Division until the FBI is prepared to end its FISA

surveillance.® Obviously, it provides a strong disinceative for the FBI to notify the

() In 1997, Komblum allowed that “[i]¢ has been OIPRs practice to wait until
the case ‘matures’ to the point that some of the esseatial information relied on for the
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Criminal Division if doing so would jeopardizc its ability to use FISA. And, in fact, it has,
in the vicw of many in the FBI.

(U) According to Timothy D. Bereznay, Section Chicf in the FBI's National
Security Division (“NSD"), the FBI has only limited contact with ISS out of fear that
doing so will result in the loss of FISA coverage.” (Bereznay 8/30/99) Similarly,
according to Bowman, the FBI belicves that contacts with the Criminal Division can
Jjeopardize the FBI's ability to ever get FISA coverage in an investigation where it has not

yet been obtained. (Bowman 8/11/99) Deputy Assistant Director Sheila Horan described

a “super hyper reluctance” on the part of OIPR to admit that the conditions requiring

Criminal Division notification have been met. (Horan 7/29/99)

" (U) Representatives from the Criminal Division as well believe that the FBI is
discouraged from complying with the notification provisions of the July 1995
memorandum, out of fear that involving the Criminal Division will jeopardize the FBI's
ability to obtain or maintain FISA coverage. (Rcynolds 10/ 14/99) As noted above,
accordmg to Richard, FBI agents have been told that it is a “career stopper if you're
wrong” about contacting the Criminal Division. (Richard 8/12/99) Dion believes that a
perception has been fostered that any contact with the Criminal Division during an FCI
investigation will risk the FBI's ability to seek a FISA in the future or, if one is already in

place, that such contact will result in it being shut down. (Dion 8/5/99)

- probable cause in the FISA is corroborated.” (Appeadix D, Tab 44) This practice,
which was a bone of contention in 1997, provided notice to the Criminal Division at a

 point later than required by the July 1995 memorandum, andKomblumscutrent :
position calls forevenlater notice. _

-¥(U) sC Bmay also understands that the Fﬁ[ should not contact the Criminal .

Division without first obtaining permission from OIPR. (Bereznay 8/30/99) Such
permission, of course, is not required by cither Part A or Part B of the July 1995
memorandum. Nevertheless, this understanding is shared by Marion “Spike” Bowman,
of the FBI's National Security Law Unit (“NSLU™) (Bowman 88/11/99), and by FBI
Geaeral Counsel Larry J, Parkinson, (Parkinson8/11/99) According to Deputy Direotor

Bryant, even though it is not required by the July 1995 memorandum, the FBI would not
contact anyone in the Criminal Division without first notifying OIPR. (Bryant 11/15/99)

rgrareie A
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. (U) OIPR has played a key role in promoting this reluctance to contact the Criminal
Division. Early on, Scruggs threatened (o use the rejection of FISA applications as a

mecans to curb what he regarded as unnecessary meetings between the FBI and the
Criminal Division>® (Appendix D, Tab 19) According to SC Bereznay, when Scruggs
assumed office, he “clamped down” on contacts between the FBI and the Ctiminal
Division, and, since then, the FBI has not fought these restrictions. (Bereznay 8/30/99)
Komblum's comment to agents who inquire about contactmg the Criminal Division, that
they should be prepared to “wrap up” the FISA surveillance, is another cxample ,

(Komblum 7/15/99)

n . :
N Many have emphasized the problems caused by late notification of the
Criminal Division. As SC Bereznay pointed out, FCI investigations may take three or four
years to.develop, but Criminal Division attomeys may have only two weeks or less to
digest all of this information and to prepare for the criminal prosecution. (Bereznay

8/30/99) Dion noted that notice to the Criminal Division occasionally has been so late that
it has had to make decisions over the weekend before a Monday arrest. (Dion 8/5/99) In

such circumstances, the Criminal Division is deprived of the opportunity to offer timely
and well considered input. (Id.) For example, according to Dion, many espionage cases
are made with admissions from the targets during interviews, yet ISS is frequently not

consulted prior to the initial interviews. (Id.)

(U) Because of the tradécraft training which many espionage suspects have
received, there is always a risk that the subject may discover surveillance equipment or
otherwise leamn that he is under observation, (Dion 8/5/99) Thus, flight by the subject of
an investigation is always a concem. Yet, without sufficient notification of the -
investigation, the Criminal Division may notbc prepared to rapidly. stepin. (d)

O AAGRobinsonoonsidetsxta“vuysenousproblem to have the Criminal | .
9% (Robinson 8/13/99) By that time, aoeording

Division involvéd late in an investigation.

© %5(U) Scruggs told the AGRT that he is aware that the FBI is under the mistaken
belief that FISA coverage will be terminated, or & FISA request deanied, if ISS is
contacted during an FCI investigation. Scruggs opined that this belief is instilled by FBI
Ieaders and that it should be correocted. (Soruggs 9/9/99)

%4(U) The Attorncy General, as well, recognized that there is a lack of
communioation between FBI investigators and proseoutors carly in investigations and

725




TO T

o AAG Robinson, all the opportunities to shape the prosccution have passed. (Id.) The
Criminal Division is deprived of the opportunity to take certain steps or to consider
whether certain actions could causc trouble later. (Jd.) When notice is provided late, it
sometimes causes (he Criminal Division to take some actions prematurely or without
complete knowledge. (Id.) The Criminal Division is being asked to “hurry up and get it
done,” and it does not have time to look for potential problems in the case or to consider

whether there are significant Brady or Giglio issues that must be considered. (Id.)

(U) AAG Robinson believes that there should be procedures in place-that provide
for automatic notice to the Criminal Division.*” AAG Robinson is in favor of having the
FBI letterhead memoranda (“LHMs"), which are sent to OIPR when a full FCI
: investigation is opened and annually thereafter, regularly seat to the Criminal Division.
ke (Robinson 8/13/99) SC Bereznay favored this idea also. (Bereznay 8/30/99) Bowman saw

no reason why the Criminal Division should not receive a copy of the annual LHMs.
(Bowman 8/11/99) Parkinson favors regular monthly meetings with the Criminal Division
in order to present updates on current significant investigations. (Parkinson 8/11/99)

T

(U) Scruggs opined that if there are sufficient facts to open a full FCI investigation,
then there should also be sufficient facts to suggest a possible prosecution, and the
Criminal Division should therefore be notified. (Scruggs 9/9/99) McAdams, on the other
hand, said he would oppose regular Criminal Division notification on the ground that it
would create the perception that OIPR is a “front” for the Criminal Division. (McAdams
7/16/99) According to Frances Fragos Townsend, current Counsel for Intelligence Policy,
the issue is not the dissemination of information to the Criminal Division; it is whether the
Criminal Division gives “direction” to the FBL. (Townsend 6/29/99)

o
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that this is a problem that needs to be resolved. '(Reno 11/30/99)

! ! *1(U) “A good place to start,” according to AAG Robinson, would be to begin
’ following the Attorncy Genéral's July 19, 1995 memorandum. (Robinson 8/13/99)
Richard, also, expressed the view that the July 1995 memorandum has never beea
implemented in the spirit in which it was promulgated. (Riohard 8/12/99)
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b. (U) The advice provision of the July 1995 memorandum
i. (U) The so-called “negative advice” limitation

(U) As noted above, the starting point for what ultimately became the Attomcy
General's July 19, 1995 memorandum was the memorandum from Dellinger opining that it
would be pcmusslblc for prosecutors to be involved in FISA searches “at least to the
extent of ensuring that the possible criminal case not be prejudiced.” (Appendix D, Tab
[1) According to Dellinger, prosecutors could therefore advise the FBI agents ini charge of
an mvesugatxon, “at least insofar as that advice is necessary to prevent damage to the
criminal case.” (Id) Vatis used the term “negative advice” to describe this kind of advice.
(Vatis 7/29/99) Vatis explained that it would be entirely appropriate for the Criminal
Division to say to the FBI, “You might not want to do that” because of the poteatial effects

of the contemplated action upon a future prosecution. (Id.) However, according to Vatis,
it would be inappropriate for the Criminal Division to suggest affirmative steps, such as
that the FBI install FISA electronic surveillance on a particular telephone line. (Id.)
According to Reynolds, “it’s a difference between saying ¢ You may want to consider not
doing something,” versus saying ‘You may want to consider doing something.” -
(Reynolds 10/14/99) (italics added) Similarly, in Kornblum’s view, the Criminal Division
is involved in an FCI investigation under the July 1995 memorandum only for “defensive”
purposes, that is, so as not to “screw up” a criminal case. (Kornblum 7/26/99)

(U) AAG Robinson does not believe there should be any prohibition on the
Criminal Division giving advice to the FBI during an FCI investigation, whether
“negative” or “positive,” provided that it does not give “direction” concerning the FISA
coverage. (Robinson 8/13/99) Similarly, Richard opined that, consisteat with the FISA
statute, the Criminal Division could give advice not only to preserve, butalsoto -
“enhance,” a futute prosccution. (Richard 8/12/99) Doing so,-according tg Richard,
would not amount to “direction” of the investigation. (Jd,) Parkinson, too, does not
subscribe to the view that the Criminal Division can only give “negative advice.™ (Id,)
The question, according to Parkinson, is whether there is “direction and control.™*

%%(U) This harkens back to the position of Parkinson's predecessor, Shapiro,
who, as discussed above, maintained in the disoussions leading up to the July 1995
memorandum that “secking advice and guidance from the Criminal Division . ., falls far
short of ceding the ‘direction and control’ of the investigation to the Criminal Division.”

(Appendix D, Tab 5) |
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ii. (U) “Nepative advice" and “primary purposc”

(U) According to Bowman, OIPR's vicw is that the “primary purposc™ test must be
applied by cxamining the purpose of the entire investigation, whereas Bowman belicves
that the test should be applied to the primary purpose of the FISA coverage only.
(Bowman 8/11/99) Deputy Director Bryant belicves that as long as the FBI can articulate
that the primary purpose of the investigation is counterintelligence, FBI agents should be
allowed to have contact with Criminal Division prosecutors. (Id.) AAG Robinson agrees
that the “primary purpose” test should only be applied to the FISA coverage, not to the

~ investigation as a whole. (Robinson 8/13/99) Richard, as well, belicves that all that is

necessary is that it be possible to articulate that the primary purpose of the FISA coverage,
as opposed to the investigation, is foreign counterintelligence. (Richard 8/12/99) The
question is important because it dictates the boundaries of the areas as to which the
Criminal Division can give only “negative advice.” In other words, if the “primary
purpose” of the FISA coverage is at issue, then the “negative advice” limitation would
apply only to questions concerning the FISA surveillance, whereas if the “primary
purpose” of the entire investigation is to be considered, the injunction against anything but
“negative advice” is much broader. '

(U) There are significant practical problems in applying the “negative advice”
restriction to the entire investigation. For example, can the FBI ask the Criminal Division,
without sacrificing its FISA coverage, whether it has assembled enough evidence to charge
an espionage suspect? According to SC Bereznay, Komnblum has forbiddea such
questions. (Bereznay 8/30/99) It appareatly depends upon who is asked at OIPR,
however, as McAdams belicves that the Criminal Division can give input &s to what

. -evidence is needed for a criminal prosecution.® (McAdams 7/16/99) This limitation on
advice has also resulted in the Criminal Division being left out of discussions on howto

approach a subject’s initial interview, the handling of which may be critical to a poteatial -
prosecution.’™ (Dion 8/5/99) Finally, the majority of productive conversations between

%9(U) Scruggs scems to have staked a middle ground, saying that there is not a
problem with the Criminal Division providing advice to the FBI, but that the Criminal
Division is prohibited from working closely with the FBI due to the perception that the
primary purpose of the investigation would be criminal, (Scruggs 9/9/99)

"89(U) Other problems, of which the Criminal Division has complained since at
least 1997, include agents being advised by OIPK that it is improper to disouss with the

e




9 0 .
nc—-",": .Q’:a; @ ¢ ces e m

pate— ]

the FBI and prosccutors develop spontancously, and these types of contacts are completely
precluded by the current practice under the July 1995 memorandum. (Dion 8/5/99; scc

also Parkinson 8/11/99)

(U) As discussed in the legal analysis below, a policy that allows prosecutors to
provide only “negative advice” concerning FISA coverage in an FCI investigation is not
expressly required by the FISA statute, nor by the cases interpreting it. Nevertheless, when
applied to the FISA coverage, such a restriction may be an appropriately cautious,
prophylactic measure. When, however, this restriction is applied to the entire’ FCI
investigation, as it is in the July 1995 memorandum, the Criminal Division’s effectiveness
is substantially, and unnecessarily, reduced. When the July 1995 memorandum adds the
further restriction that even the “appearance” of Criminal Division direction in the
investigation must be avoided, the Criminal Division is pushed even farther into the
background. Add to this the FBI agents’ understanding that the breach of this rule, should
it affect the ability to obtain FISA, is a “career stopper,” and the Criminal Division is not
only not “at the table,” it is not even in the neighborhood.

(U) In this way, the “primary purpose” test and the Attorney General’s July 19,
1995 memorandum have been applied to cabin any affirmative advice that the Criminal
Division might give in an FCI investigation, even if it is completely unrelated to the FISA
coverage and, indeed, even if there is no FISA coverage at all. The problem is
compounded dramatically by the unwarranted construction placed on the July 1995

memorandum by OIPR in its communications with the FBL It is clear from intetviews that

the AGRT has conducted that, in any investigation where FISA is employed or.cven
remotely hoped for (and FISA coverage is always hoped for), the Criminal Division is
considered radioactive by both the FBI and OIPR™ |

- - eIy

Criminal Division thé strengths or weaknesses of a potentiai prosecution or legal and

. tactical issues raised by an investigative plan. (AppendixD, Teb40) .

"I(U) This concfusion is not new. As noted above, in September 1997, the
Attorney General and the Director of the FBI commissioned a working group, under the

direction of Seikaly, to “improve the information flow” in FCI investigations. (Appendix

"D, Teb 37) From the start, a consensus was reached that in FCI investigation, with or
without FISA coverage, when ageats “encounter{ed] evidenoe of significant oriminal

activity,” they consulted with the FBI's Office of General Counsel or with OIPR, but rof

with the Criminal Division. (Id) “In many instances, OIPR reportedly advises the

pegmly
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p7 e ‘) The pcrccpllon that contacts with the Criminal Division arc dangerous to an
ongoing FCl investigation is prevalent from the top down at the FBI, beginning with
Director Freeh, who said that OIPR discourages agents from contacting the Criminal
Division and acts as a “road block.” (Freeh 11/11/99) According to Deputy Director
Bryant, he was told during the Nicholson investigation by Kornblum that if the FBI talked
to anyone in the Criminal Division, OIPR would have to take the position ifi court that the
FBI had violated the spirit of FISA. (Bryant 11/15/99) On one occasion, according to
John F. Lewis, FBI Assistant Director, Scruggs told him that OIPR would not even look at
a FISA appllcatxon if Scruggs discovered that the FBI had contacted the Criminal Division

“for advice in the investigation. (Lewis 7/6/99)

)] Dcputy Director Bryant would like to se¢ Criminal Division attorneys involved

in espionage investigations to give guidance to the investigators. (Bryant 11/15/99)

Parkinson, too, said that he is a strong advocate for FBI agents having greater contact with
Criminal Division attomeys. (Parkinson 8/11/99) According to DAD Horan, the Criminal
Division should be brought in as soon as it appears that the case may be prosecuted.
(Horan 7/29/99) This has not been done, however, because of OIPR’s interpretation of
“primary purpose,” according to DAD Horan, and OIPR’s belief that contacting the

Criminal Division will taint the primary purpose of the FCI investigation. (Jd.) Asa
result, the FBI is reluctant to contact the Ciiminal Division for fear that OIPR will

tecminate a FISA order because of the contact. (Id) According to DAD Horan, she has
been told outright by OIPR not to contact the Criminal Division, although OIPRhas never

toldhertlmtaFISAordetwouldbctwnmatedlfshedtd. ([d,)

(U) According to SC Bereznay, OIPRhaswameddwFBIagainstappmadﬁngISS .

for advice relating to the prosecutorial poteatial of an espionage case. . (Berezaay 8/30/99)
OIPR has told the FBI that the Criminal Division without OIPR permission

*Gould result in the termination of FISA coverage. (Id.) This warning has occurred “atall .

Ievels,” according to SC Bereznay.  (Id) Morcover, the FBI has not fought this restrioﬁon

because “you don’t want to do anything that is going to mess up the FISA coverage.” (Id.)

agents not to contagt lawyers in the Criminal Division for advice on preserving a possiblc
criminal prosccution. (id.) The situation has not changed in the intervening years.
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(U) According to “Spike” Bowman, the FBI has been warned by OIPR that if
agents approach the Criminal Division regarding a casc and are perceived to be sccking
advice, FISA coverage will be terminated. (Bowman 8/11/99) As might be imagined,
therefore, there is “tension” between the FBI and OIPR when an agent secks an opinion
from the Criminal Division on the prosecutive potential of an investigation. (Id.) FBI
agents are required to consult with NSLU before approaching the Criminal Division
regarding how a case should be presented, and OIPR trusts NSLU to “restrain” the FBI
agent who wishes to speak with the Criminal Division.*” (Id.) e

(U) Gerald Schroeder, former acting Counsel for Intelligence Policy,
acknowledged that FBI agents do not consult with the Criminal Division as soon as they
should, and offered that this was due to a fear that contacting the Criminal Division will
somehow “screw up” the FISA process. (Schroeder 7/7/99) According to Schroeder,
however, he never tumed down a request from the FBI to meet with prosecutors. (Id.)

McAdams was more adamant, describing as “complete hogwash” the claim that OIPR
would terminate FISA coverage if the FBI contacted the Criminal Division. (McAdams

7/16/99)
(U) Nevertheless, theoverarching'mcssage that the FBI has received from OIPR

over the years is that contact with the Criminal Division is dangerous, either because future

FISA coverage will not be approved or because existing FISA coverage will be taken
down.”™ Adding significantly to this problem is the matter of what advice the Criminal
Division may give when a contact does take place. When the FBI is already concemed

about jeopardizing FISA coverage by having any contact with the Criminal Division, the -

fact that its contact is likely to be unproductive, given the limitations on advice that the

 Criminal Division may provide, makes the whole exercise hardly worth the bother.

™) Bowman believes that tic tensions with OIPR would be reduced if the FBI —---
was allowed to contact the Criminal Division without having to obtain OIPR permission

to do s0. According to Bowman, the FBI could operate more effectively if FBI ageats
could contact the Criminal Division more frequently. (Bowman 8/11/99) . .

Y™(U) The situation has not changed sincé at least 1997, when Parkinson
indicated that FBI NSD ageats were “gun shy” about conversations with the Criminal
Division. (Appondix D, Tab 44)
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(U) Mcanwhile, the FBI's inability to obtain meaningful advice from the Criminal
Division during an FCl investigation is affecting the FBI's ability to perform its job.
(Bereznay 8/30/99; Bowman 8/11/99) Morcover, because of these restrictions on its
ability to give advice, the Criminal Division is prevented from performing ifs core function
as well. It is not the case that prosecutive judgments in an FClI investigation are not being
made; they are simply not being made by the Criminal Division, the entity charged with
that responsibility. (Robinson 8/13/99; Richard 8/12/99; Dion 8/5/99) In fact, as SC
Bereznay observed, if FBI agents cannot approach the Criminal Division for advice, and
OIPR does not render advice on investigative steps that may be taken, the ageiits are forced
“by default” to rely upon the FBI Office of General Counsel and the NSLU on matters

relating to criminal prosecution. (Bereznay 8/30/99)

b. (U) Mestings with the Criminal Divisi

(U) There is no question that the implementation of the Attorney General’s July 19,
1995 memorandum has wrought significant changes in the relationship between the FBI
and the Criminal Division. Nowhere are these more palpable than in the briefings. As
Stephen W. Dillard, then a Section Chief in NSD, explained in 1997:

{U) {[P]rior to the adoption of the AG’s Procedures, the FBI
considered espionage cases to be both criminal and intelligence
driven. As a result, regular contact with ISS seemed

_appropriate. Since adoption of the guidelines, a number of
mectings held between FBI agents and ISS attomeys have
resulted in OIPR attormeys indicating that certain information
could not be shared, apparently to dvoid the appearance that
direction and control of the investigation is being exercised by
the Criminal Division. - -

EahliadP 0 BT S

(AppendixD,Teb4d) |

(U) As a consequence of the current restrictions on the advice that the Criminal
Division may give to the FBI during an FCI investigation, the meetings between the FBI
and the Criminal Division tead to be unproduotive. Parkinson described these meetings as -
“surreal” and “weird.” (Patkinson 8/11/99) According to Parkinson, there is not much
dialog at these meetings, with an OIPR attorney present to hear the brlefing and ISS acting
like a “potted plant.” (Jd) The discussion is not the ordinary interaction between agents
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and prosccutors.”™ (Id,) According to Bowman, OIPR presence at meetings between the
FBI and the Criminal Division can be “intimidating™ because of concerns about
jeopardizing FISA coverage by asking for advice. (Bowman 8/11/99) In fact, the FBI
regards the meetings themselves as potentially lethal to obtaining FISA coverage in
marginal cases. (Id.) SC Bereznay described the ISS briefings as rather useless, because
ISS is not permitted to ask questions that may be interpreted as directing an investigation.

(Bereznay 8/30/99)

(U) Richard complained tha
(Richard 8/12/99) AAG Robinson objected to
OIPR a as referee” at these briefings. Also, OIPR wants to be preseat at every

meeting, according to Richard, and as a result, there are substantial delays in scheduling
them, a concern that AAG Robinson shared. (Richard 8/12/99; Robinson 8/13/99)
According to Dion, these meetings are unusual, and when they do occur, the FBI agents
are scared to ask questions of the ISS prosecutors.”™ (Dion 8/5/99)

(U) According to Komblum, on the other hand, OIPR attends the meetings between

the FBI and the Criminal Division precisely because it should act as “referee.”"

(Komblum 7/26/99) Scruggs, however, believed that a representative of OIPR should be
present at méetings between the FBI and the Criminal Division, acting in a “passive” role
that would not inhibit conversation. (Scruggs 9/9/99) Still, Scruggs believed that the
OIPR represeatative must ensure that the Criminal Division does not take over the

. investigation by giving proactive advice at such meetings. (Id.)

¥4(U) Parkinson’s opinion has not changed since 1997, when he said that the
meetings between the FBI and the Criminal Division “over the last two years have been
stilted” and that “these sessions bear little resemblance to the give-and-take of ageat~
prosecutor discussions in ordinary criminal investigations.” (Appendix D, Tab 42)
75(U) Deputy Director Bryant, on the other hand, believes that the Criminal
Division attorneys are reluctant to work with FBI agents because the attorneys aro afraid

of Komblum's reaction. (Bryant 11/15/99)

7). MoAdams, however, did not beliove that OIPR should act as a “hall
contaots between the Criminal Division and the FBI. (MoAdams 7/16/99)

monitor” for
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(U) Notably, in a questionable clevation of form over substance, OIPR occasionally
adviscs the FBI to refrain from bricfing the Criminal Division on recent developments in
an investigation until afier OIPR files an application with the FISA Court for an order or a
renewal, so that OIPR will not have to inform the court of the bricfing until the next
submission.”” (Bereznay 8/30/99; Parkinson 8/11/99) In a similar preoccupation with
“appearances,” OIPR has a written policy of discouraging agents from sharing with the
Criminal Division even “highly incriminating” evidence obtained from FISA coverage
until the next regularly scheduled briefing, on the grounds that immediate disclosure may
“open[] the evidence to suppression.” (Appendix D, Tab 43; see also Tab 44) In a variant

of this practice, Kornblum believes that meetings between the Criminal Division and the
FBI should not take place shortly before or after a FISA search is conducted. (Kornblum

7126/99)

(U) Parkinson would have OIPR inform the FISA Court that the Criminal Division
is regularly updated on an investigation and views such discussions as appropriate and

- expected.”™ (Parkinson 8/11/99) In Dion’s view, regular briefings of the Criminal

Division, on a “universal” basis, as opposed to on selected investigations, would be more
defensible in court, since there would be a presumption that the Criminal Division would
be notified in all cases involving potential espionage. (Dion 8/5/99) As discussed below,

there is no legal justification not to have such briefings.

C. (U) Legal analysis -

(U) As discussed below, there is no prohibition contained in FISA, nor in the cases
mﬁupreunglt, upon the Criminal Division giving advice regarding an FCI investigation, as
distinguished from FISA coverage employed as part of the FCI investigation. Itis also
clear that the Criminal Division may play some role in the decisions conceming the use of
FISA coverage itself. Nevertheless, the degree to which it may be actively involved in the
FISA is not sufficiently clear, based upon the current state of the decisional law, to

"(U) As Parkinson noted in 1997, “OIPR has advised the ageats about
implications which would militate against:contact with ISS (usually depending upon the
status of a case-related FISA issue, such as & FISA renewal).” (Appendix D, Tab 42)

"4(U) Vatis, too, believed that it would be a good practioe to brief the Criminal
Division about ongoing FISA surveillance if evidence of criminal activity is found.

(Vatis 7/29/99) .
ey
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confidently assert that the Criminal Division's involvement need not be limited in some
way. For this rcason, borrowing from Dellinger's memorandum, we recommend that the
advice that the Criminal Division may give in an FCI investigation specifically concerning
the FISA coverage should be limited to “that advice [which] is necessary to prevent
damage to the criminal case.” (Sec Appendix D, Tab 11) For the reasons discussed
below, however, this should not in any way limit the Criminal Division's knowledge of the
underlying FCI investigation, nor limit the advice and guidance that it may give in
connection with other issues that are not directly related to the FISA coverage. |

1. (U) The Criminal Division clud m investigation i

ord i " of S illan i i
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to the underlying investigation

(U) An application for a FISA order must include, among other things, a
certification by the Director of the FBIP” “that the purpose of the surveillance is to obtain
foreign intelligence information.” 50 U.S.C. § 1804(a)(7)(B).”** While this certification
must be made by the Director, the application as a whole, of which the certification is a
part, must be approved by the Attorney General “based upon [her] finding that it satisfies

the criteria and requiremeants of such application as set forth in this subchapter.” 50 U.S.C.

§ 1804(a). The legislative history of the Act states that “the Attomey Geaeral must
pecsonally be safisfied that the cectification has been made pursuant to statutory
requirements.” S. Rep. No. 95-701, at 49 (1978), reprinted in, 1978 US.C:.CA.N. 3973,

. () The FISA statute provides that the certification must by made by “the
Assistant to the Presideat for National Security Affairs or an executive branch official or
officials designated by the President from among those executive officers employed in .
the area of national security or defense and appoiited by tlic President with the advice
and consent of the Senate.” 50 U.S.C. § 1804(a)(7). Since this chapter deals with the

relationship of the Criminal Division, OIPR, and the FBI, the certifying official referred |

to herein will be the Director of the FBL

"9(U) An application for a physical search under FISA must contain a similar
cettification “that thé purpose of the scarch is to obtain forelgn in

50 U.S.C. § 1823(a)(7)(B). .
- s
735

telligence information.”
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4018; H.R. Rep. No. 95-1283, pt. 1, at 73 (1978). Thus, the Director and the Attomey
General both share a responsibility for ensuring that “the purpose” of the FISA coverage is

to obtain foreign intelligence information.

(U) The statute, as cases interpreting it confirm, does not require that the sole
purpose® of the FISA coverage be to obtain foreign intelligence information, although it
seems clear that obtaining foreign intelligence information cannot be merely a purpose.®®?

Instead, the cases suggest that the primary purpose of the FISA coverage must be to obtain

foreign intelligence information. United States v, Johnson, 952 F.2d 565 (1*Cir. 1991)
(“investigation of criminal activity cannot be the primary purpose of the surveillance™),

cett, denied, 506 U.S. 816 (1992); Qm;e_g_s_m;s_y,_ggggag, 743 F.2d 59, 77 (2d Cir. 1984)
(“foreign intelligence information (must] be the primary objective of the surveillance™);

~ United States v, Pelton, 835 F.2d 1067, 1075-76 (4* Cir. 1987) (“We agree with the

district court that the ‘primary purpose of the surveillance, both initially and throughout,
was to gather foreign intelligence information.””), cert, denied, 486 U.S. 1010 (1988);

- United States v, Badia, 827 F.2d 1458, 1464 (11th Cir. 1987) (approving surveillance that

“did not have as its purpose the primary objective of investigating a criminal act™), cert,

denied, 485 U.S. 937 (1988); United States v. Rahman, 861 F. Supp 247,251 (S.D.N.Y.
1994) (characterizing the required certification to be “that the primary purpose of the

surveillance was the gathering of foreign intelligence information™), aff’d, 189 F.3d 88 (2d

Cir. 1999), cert. denied, 120 S. Ct. 830 (2000); United States v, Megahey, 553 F. Supp.
1180, 1189 (E.D.N.Y. 1982) (requirement that the surveillance be conducted “primarily”
for foreign intelligence reasons is “clearly implicit in the FISA standards™), aff'd, 729 F.2d

1444 (2d Cir. 1983); but sec United States v, Sarkissian, 841 F.2d 959, 964-65 (9" Cir.
1988) (declining to decide whether test was “pmpose or “primary putpose")

— o —

"‘(U) It should be noted that on occasion the legislative history refers to the “sole

purpose” of the surveillance as being the gathedng of foreign intelligence information.
E.g., H.R. Rep. No. 95-1283, pt. 1, at 76 (1978) In other places, as discussed below, the

legislative history speaks of “primary purpose,” and this is the test that the courts have
uniformly applied. - :

") This was the conoclusion of Dellinger when tire Office of Legal Counsel
was asked for an opinion by Vatis prior to the meetings leading to the Attorney General’s

July 19, 1995 memorandum. (Seo Appendix D, Tab 11)
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have “the purposc” ~
“oblain[ing] forcign intelligence information.” 50 U.S.C. §§ 1804(a)(7)(B) &

(U) The FISA statute, by its terms, requires only that the surveillance or the search
or, accepting the judicial gloss, the “primary purpose” - of

1823(a)(7)(B). Nowhere in the language of the statute is there a requirement that the
purpose of underlying investigation be inquired into. In the statute's prerequisites for the
Director’s certification, the Attorney General's approval, and the FISA Court’s order, there
is no requirement that an averment or a ﬁndmg be made conceming the purpose of the
investigation. The purpose the investigation giving rise to the FISA apphcanon is simply

not mentioned in the FISA statute.

(U) The legislative history of the FISA statute, moreover, suggests that Congress
not only did not intend for the purpose of the investigation to be at issue, but affirmatively

' anticipated that the underlying investigation might well have a criminal as well as a foreign

counterintelligence objective. According to the report by the Senate Select Committee on
Intelligence (“SSCT”): ,

(U) U.S. persons may be authorized targets, and the

surveillance is part of an investigative process often designed

to protect against the commission of serious crimes such as

éspionage, sabotage, assassination, kidnapping, and terrorists

acts committed by or on behalf of foreign powers. Intelligence

and criminal law enforcement tend to merge in this area.

S. Rep. No. 95-701, at 10-11 (1978), reprinted in 1978 U.S.C.C.AN. 3973, 3979.

(U) The SSCI was here making the point that forexgn counterintelligence
. investigations differed from foreign tntelligence investigations. The committee was .

" mindful that in counterintelligence tnvestigations, “{tJhe targeting of U.S. persons and the.... .

ovedap with criminal law enforcement require close atteation to traditional fourth.
ameadment principles.” S. Rep. No. 95-701, at 11 (1978), reprinted in 1978 US.CCAN.

3973, 3979. This concern, however, was addressed in the statute itself. Indeed, to do so,

the drafters “adopt{ed] . . . certain safeguards which are more stringent than conventional
criminaf procedures.” [d, at 11, 1978 U.S.C.C.A.N. 3980, One of these safeguards was

that the statute “requires thejudgo to review the certification that surveiilance of a U.S.
person ds necessary for foreign counterintelligence purposes. Beoause the probable cause

standards are more flexible under the bill, the judge must also determine that the executive -

branch certification of necessity is not ‘clearly emroncous. Jd, The report likened the

———
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“clcarly erroncous™ standard to that applicable in administrative law, where “[tJic judge is
required to revicw an administrative determination that, in pursuit of a particular type of
investigation, surveillance is justified to acquire necessary information. The judge may
request additional information in order to understand fully how and why the surveillance is
expected to contribute to the investigation.” 1d, at 11, n.85, 1978 U.S.C.C.A.N. 3980.°%

(U) Thus, the focus of the certification, and the FISA Court's review of it, is upon
the purpose of the surveillance. To the extent that the underlying investigation is
consxdercd at all, according to the SSCI, it is only to assess whcthcr the surveillance wxll

contribute” to it. This in no way suggests that “the purpose” or the “primary purpose” of
the investigation as a whole is at issue. On the contrary, as the passage quoted above
makes clear, the surveillance may be “part of an investigative process . ... designed to
protect against the commission of serious crimes” and the investigation may have both
intelligence and criminal law enforcement interests that “tend to merge.” S. Rep. No. 95-

‘701, at 11, 1978 U.S.C.C.A.N. 3979.
b. (U) While the primary purpose of FISA coverage must be to obtain
foreign intelligence informati iminal law enforcemen
secondary purpose, although, for prudential reasons, this is not where the
line should be drawn for fashioning policy on the giving of advice

o (U) The legislative history of FISA suggests that the surveillance may have a
criminal law enforcemesit purpose, so long as gathering of foreign intelligence information

' is its primary purpose. This conclusion is supported by the SSCI's observation that

" “surveillance conducted under [FISA] need not stop once conclusive evidence of a crime

is obtained, butinswadmaybeadendedlongetwhmpmwc&vemmoﬁmthan
* S. Rep. No. 95701, at 11, 1978

arrest and prosecution are more appropeiate.
US.C.C.AN. 3980. Imphc& in this is a recognition that prosecution-is-one, among other,
““protective measures” for which FISA coverage maybe used ™

‘ "’((J) Nevertheless, as discussed below, the certification is subjeoted to only
“minimal scrutiny” by the courts.

"(U) As the SSCI noted in distinguishing FI from FCl investigations,
“{s]urveillance to colleot positive foreign intelligence may result in the inoidental
acquisition of information about crimes; but that is iot its objeotive. By contrast, forcign

counterintelligence surveillance frequently seeks information nceded to deteot or

oD e
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(U) This point is made explicit in the report by the House Permanent Select

Committee on Intelligence (“HPSCI"):

(U) With respect to inforation concerning U.S. persons,
foreign intelligence information includes information necessary
to protect against clandestine intelligence activities of foreign
powers or their agents. Information about a spy's espionage
activities obviously is within this definition, and it is most
likely at the same time evidence of criminal activities. How
this information may be used “to protect” against clandestine
intelligence activities is not prescribed by the definition of
foreign intelligence information . . . . Obviously, use of
“foreign intelligence information” as evideace in & criminal
trial is one way the Government can lawfully protect against
clandestine intelligence activities, sabotage, and international
terrorism. The bill, therefore, explicitly recognizes that
information which is evidence of crimes involving clandestine
intelligence activities, sabotage, and international terrorism
can be sought, retained, and used pursuant to this bill.

H.R. Rep. No. 95-1283, pt. 1, at 49 (1978) (emphasis added).***

anticipate the commission of crimes.” S. Rep. No. 95-701, at 11, n.83, 1978

U.S.C.C.ANN. 3980 (emphasis added). In discussing the.pravisions of 50 U.S.C. § 1806,
which allow for the use at a criminal trial of evidence gathered through FISA coverage,
the SSCI explained that “{a]lthough the primary purpose of electronic surveillance.
conducted pursuant to this chapter will not be the gatiZrihig of criminal evidence, itis .
- contemplated that such evidence will be acquired and these subsections establish the
procedural mechanisms by which such information may be used: infonnalpmceedmgs

Id,, at 62, 1978 U.S.C.CAN. 4031 (cmphasis added).

75(U) The HPSCI “recognize[d] full well that the surveillance under this bill are
not primarily for the purpose of gathering evidence of a crime, They are to obtain
foreign intelligence information, which whea it concerns United States persons must be
necessary to important national seourity concerns. Combatting the espionage and covert
actions of other nations in this country is an extremely important national concetn.
Proscoution is one way, but only one way and not always the best way, to combat such

@a(m




(U) It could certainly be argued, therefore, that so long as the crimes involve
clandestine intelligence activity, sabotage, or international terrorism, cvidence of such
crimcs could be “sought” as a means “to protect” against them, and that could be a

“purposc” of FISA coverage. Although the relatively small number of cases interpreting
the FISA statute have not addressed this issuc, there is nevertheless some support among

them for such a position.

(U) In United States v. Sarkissian, 841 F.2d 959 (9" Cir. 1988), FISA surveillance

was rcauthorized after it was leamed that the defendants were assembling a bomb and
planning to use it on a Turkish consulate. On the day that the FISA order was issued, the
FBI apparently used information obtained from the FISA telephone surveillance to stake
out an airport, to identify the courier of the bomb-making materials and the plane he would
be taking, to scize the suitcase containing the unassembled bomb, and, ultimately, to arrest
the defendants. 841 P.2d at 961-62. The court rejected the defendants® contention that
“the FBI's priniary purpose for the survcxllancc had shifted from an intelligence to a

criminal investigation.”

(U) We refuse to draw too fine a distinction between criminal
and mtclhgcnce investigations. “Intemational terrorism,” by
-deﬁnmon, requires the investigation of activities that constitute
crimes. That the government may later choose to prosecute is.
irrelevant. FISA contemplates prosecution based on evidence
gathered through surveillance. “[S]urveﬂlancc . need not
stop once conclusive evidence of a crime is obtamed. but
instead may be extended longer where proteotxvcmeasmu
other than arrest arid prosecution are more appropriate.” FISA
" is meant to take into account “{Jhe differcnces between
ordmuycaminaﬁnmﬁgtﬁons to gather evidence of specific
crimes and foreign counterintelligence investigations to

unoowrandmonitorclandesﬁneacﬁviﬁw...." Atnopoint S

was this case an ordindry criminal invwﬁgaﬁon.
841 F.2d at 965 (citations omitted, cditing by the court)

activitics.” H.R. Rep. No. 95-1283, pt. 1, at 36. »
i é L 740 . ‘ _
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(U) Similarly, in United States v. Duggan, 743 F.2d 59 (2d Cir. 1984), FISA

surveillance continued until the defendants were arrested and was used to acquire
information that the defendants were working on behalf of the Irish Republican Army (o
obtain “explosives, weapons, ammunition, and remote-controlled detonation devices . . .
for use in terrorist activities.” Id, at 65. The court agreed with the district court that “the
purpose of the surveillance . . . was to secure foreign intelligence information and was not
.. . directed towards criminal investigation or the institution of a criminal prosecution.” Id,

at 78.

(U) [W]e emphasize that otherwise valid FISA surveillance is
not tainted simply because the government can anticipate that
the fruits of such surveillance may later be used, as allowed by
§ 1806(b), as evidence in a criminal trial. Congress recognized
that in many cases the concems of the government with respect
to foreign intelligence will overlap those with respect to law
caforcement. . . . In sum, FISA authorizes surveillance for the
purpose of obtaining foreign intelligence information; the
information possessed about [the target of the surveillance]
involved international terrorism; and the fact that domestic law
enforcement concerns may also have been implicated did not
eliminate the government’s ability to obtain a valid FISA order.

743 F.2d at 78.

)
816 (1992), the court approved the use of FISA coverage that continued until the
defendants were arrested. The court found “no evidence of an end-tun” around the Fourth
Amendment’s prohibition of warrantiess searches. -952 F.2d at 572. “From our review of-
the FISA applications, it is clear that their primary purpose . . . was to obtain foreign
intelligence information, not to collect evidence for auy criminal prosecution of

search warrant was obtained to open a letter seat to one of the defendants, according to an
opinion by the magistrate judge that was adopted by the district court. United States v,
Johnson, No. 89-221, 1990 WL 78522, at *5 (D. Mass Apr. 13, 1990). In fact, certain
FISA interceptions were inoluded in the affidavit in support of the search warrant. d, at

*6.. In an opinion that the Pirst Circuit desoribed as “lengthy and careful,” 952 F.2d at 571,

In Upited States v, Johnson, 952 F.24 565 (1 Cir. 1991), cert, denied, 506 U.S.

. .

“appellants.” Jd, 'Yet, the FISA garveillance in that case continued for two months aftera-- — -




the lower court dismissed arguments that “the purpose of the FISA surveillance was
therefore to further a criminal investigation. Id. at ¢5.

(U) Gathering of foreign intelligence information and

obtaining information which is evidence of a crime are not
mutually exclusive activities, As was recognized in the FISA
legislative history, “Intelligence and criminal law enforcement
tend to merge in (the area of foreign counter-intelligence '

investigations).”

1990 WL 78522, at *5. The court went on to hold that the purpose of the FISA coverage

was to obtain foreign intelligence information “even though the Government might
reasonably anticipate that the surveillance would yield evidence of criminal activity.”

1d 3%

(U) Cases involving espionage, sabotage, and international terrorism are not
“ordinary” criminal investigations. The legislative history of FISA discussed above, as
well as cases such as Sarkissian, Duggan, and Johnson, suggest that in assessing the FBI’s
use of FISA to uncover, monitor, and “protect against” such crimes, courts should never
draw “too firie a distinction” between criminal and intelligence investigations. In other
words, one might argue, so long as the primary purpose of the FISA coverage is the

- gathering of foreign intelligence information, a secondary purpose of prosecuting such
crimes is permissible. Although this no doubt would be an appropriate position to take in
defending against a motion to suppress, in our view it draws the line unnecessarily close
for purposes of fashioning Department policy on the advice that the Criminal Division may
give, at least in the absence of more definitive rulings from the appellate courts.

© " Nevertheless, while there may be prudential reasons to keep the Criminal Division at arm’s:
" Tengdi fromi the FISA coverage, it is unnecessary to keep itmiles away from any line that ..

. %5(U) In Pelton, the FISA surveillance continued after the defendant was
confronted by the FBI-and discussed with FBI ageats whether he should consult an
attorncy, the possibility of a future prosecution, his poteatial criminal exposure for tax
and drug charges, his possible sentence, and the likelihood that the ageats would testify
on his behalf conceming his cooperation. 835 F.2d at 1070-71." Although the FISA-
surveillance was not challenged speoifically on this ground, the court did not appear at all
troubled by it, and conoluded that the primary purpose of the surveillance “throughout™ -

was to gather foreign intelligence information. Id, at 1076.
v
- 742 ‘
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could logically be drawn using the language of the FISA statute, or to keep it wholly in the
dark until the intelligence objectives have been met. No case interpreting FISA rcquires

such a sterile scparation.

¢. (U) .. - . :
(U) ltis clear from the statute, from the legislative history, and from, the case law

that the government can anticipate that it will use evidence collected from FISA coverage
in a subsequent criminal trial. E.g., United States v, Badia, 827 F.2d at 1464. In fact, not
only may the government anticipate such use, but this is one of the ways that the
govemment may “protect against” the clandestine intelligence activity, sabotage, and
intemational terrorism that FISA was designed to combat. H.R. Rep. No. 95-1283, pt. 1, at
36; S. Rep. No. 95-701, at 11, 1978 U.S.C.C.A.N. 3980; United States v. Megahey, S53 F.
Supp. at 1189 (“Congress clearly viewed arrest and criminal prosecution as one of the
possible outcomes of a foreign intelligence investigation.”).

(U) It cannot be the case, therefore, that Congress intended for the Criminal
Division to have no role whatsoever during the accumulation of such evidence, and that it
must simply await the fortuity that the evidence will fall in its lap after the intelligence -
objectives have been attained and after the cessation of the FISA coverage. Certainly if
that were the intent of Congress, it would have beea expressed in the statute or in the
legislative history. Purther, as noted above, Congress intended that even after conclusive
evidence of a crime was established, the FISA coverage “may be extended longer where
protective measures other than arrest and prosecution are more appropriate.” S.Rep. No.
95-701, at 11, 1978 U.S.C.C.AN. 3980. This of course suggests the involvement in the
investigation of those responsible for ¢riminal law eaforcement, and their participation in
the determination of whether prosecution or continued surveillance it themost appropriate
. protective measure. _ . - .

,@f((ﬁ We are not suggesting that the Criminal Division should “take over” or “run”
an PCl investigation, or even that it should suggest uses of the FISA coverage to obtain
“evidence for a future prosecution. For prudeatial reasons, the advice of the Criminal
Division with respect to FISA coverage should be confined to ensuring that a future

prosecution is not jeopardized. But the Criminal Diviston's role with respect to the
Investigation should not be ~ nor does FISA require that it be — relegated to giving only

“negative advice” that is designed merely to preserve & proscoution. The Criminal
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Division should also be - and can be, consistent with FISA - involved in, and not merely
passively aware of, what Richard called the “choke points” of an investigation. (Richard
8/12/99) These would include when targets of the investigation are being identified, when

there is a formulation of an investigative strategy, when there is an interview of the target
whcn“whcn decisions are made conceming the proof
necessary to establish the elements of a crime, and, of course, when there is a discussion of
whether the evidence amassed is sufficient to warrant the initiation of criminal
proceedings. At each of these stages. the Criminal Division should be giving what Shapiro
described as “advice and guidance” (Appendix D, Tab 5), not to run the invéstigation, but
as one of the responsible entities Iegitimately involved in an area where “intelligence and

criminal law cnforccmcnt tend to merge.” S. Rep. No. 95-701, at 11, 1978 US.C.C. AN
3979. :

(U) The issue is not one of expertise. Obviously, the Director of the FBI, a former
federal judge and prosecutor, and the FBI's General Counsel, a former federal prosecutor,
have such expertise. The issue is that it is the Criminal Division that is charged with the
primary responsibility for asserting the Department’s prosecutive equitics. While it should

~ not be the only party at the table, when such equities are at stake, it should certainly be at

least one of thcm

(U) The Attorney General’s July 19, 1995 memorandum (Appendix D, Tab 23)
blurs the distinction between the giving of advice conceming FISA coverage and the
giving of advice concerning other issues arising in the investigation. In paragraph 6 of
Part A, it specifically forbids the Criminal Division from “instruct[ing] the FBI on the
~ opesation, conﬂnuauon, or expansion of* FISA coverage. But thea it prohibits any advice
that might give the “appearance,” even “inadvertently,” of directing the investigation. Yet
dzaeisnoﬂnngmhdmdymngmdxdwamim!mwsiongimgaduccinmm
mkugauon. Tt is only the FISA coverage ﬁmisw’?ﬁurﬂf Arfendment concemns ¥

"(U) Indeed, to the extent that there is concem about the metging of intelligence
functions with criminal functions, the Criminal Division, unlike the Attorcy General
and unlike the Director of the FBI, is exclusively concerned with matters relating to the

enforcement of federal criminal law.

"4(U) As the HPSCI recognized, “strict standards applicable to the most intrusive

techniques of investigation may not be appropriate for other less intrusive teohniques. . .

[Tlhe deoiston here with respect to eleotronio surveillanoe does not méan the same
Oase  _
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This is implicitly recognized in Part B of the Attorey General's memorandum, which
dcals with FCl investigations in which there has been no FISA coverage. It contains no
limitation on the advice that the Criminal Division may give. If giving advice conceming
the investigation as a wholc were objectionable, there would be no reason (o distinguish
between investigations in which there was FISA coverage and those in which there was

not.

(U) For the reasons discussed above, the July 1995 memorandum needs to be
revised to allow for greater participation by the Criminal Division and to spelf out
explicitly the nature of advice that the Criminal Division may properly give to the FBI
during an FCI investigation. A proposed revision of the July 1995 memorandum is

appended to the end of this chapter.

2. (U) The test is “primary purpose,” not “direction and control”

(U) For the reasons discussed above, the test for determining whether a FISA
application should be authorized by OIPR, as well as the test for determining whether the

Criminal Division may provide advice and guidance in an FCI investigation in which there

is FISA coverage, should mirror the test applied by the courts in determining whether to
grant a FISA: order or in ruling upon a motion to suppress. The test in all instances should
be whether the primary purpose of the FISA coverage is to obtain foreign intelligence
information.?® The phrase “direction and control,” particularly insofar as it relates to the

standard must be applied to all techniques.” H.R. Rep. No. 1283, pt. 1, at 37.

- ™(U) The cas’é‘iib&'p‘mﬁﬁgmmmifomﬂyfomsedonﬂwmbscof&c
- surveillance, not on the undedying investigation. United States v, Badia, 827 F.2d at

se the primary objective of investigating

1464 (the surveillance “did not have as its purpo

a ceiminal ace™); tates v_Cavanagh, 807 F.2d 787, 790 (9% Cir. 1987) (“the

purpose of the surveillance is not to ferret out criminal activity but rather to gather

intelligence™); United States v, Duggan, 743 F.2d at 77 (“{tJhe requirement that foreign

intelligence information be the primaty objective of the surveillance is plain”); United

States v, Johnson, 952 F.2d at 572 (“the investigation of criminal activity cannot be the
urpose of the surveillance™); v, 553 B. Supp. at 1189-

primary p _
90 (B.D.N.Y. 1982) (“surveillance under FISA is appropriate only if foreign intelligence

surveillance is the Government's primary purposo”).
O
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advice that the Criminal Division may give concemning the investigation, as distinguished
from the surveillance, should be jettisoned.

(U) This is not to suggest that it would be desirable or prudent for-the Criminal
Division to supervise or manage an FCI investigation. Rather, the “dircction and control”
formulation should be discarded because it improperly and unnecessarily places the focus
of the inquiry upon the investigation. As demonstrated above, the focus should instead be
upon the purpose of the FISA surveillance or search. Moreover, were the “difection and
control” phrase applied to the FISA coverage, it would add no more clarity than the
statutory test, as applied by the courts: whether the “primary purpose” of the surveillance

or search is to obtain foreign intelligence information.

(U) The “direction and control” language does not find support in the statute, the

legislative history, or the case law interpreting FISA. No court applying FISA has
suppressed evidence on the ground that the FISA coverage was misused. None has

applied a “direction and control” test in arriving at this conclusion. Indeed, no court has

examined the underlying investigation in determining whether the FISA coverage was
properly obtained or employed. The only decision ever to suppress evidence in a search

undertaken for national security purposes, United States v. Humphrey, 456 F. Supp. 51

(B.D. Va. 1978), aff’d sub nom. United States v, Truong Dinh Hung, 629 F.2d 908 (4*

Cir. 1980), was decided before the effective date of FISA. The Truong/Humphrey courts
therefore did not construe FISA, but based their holdings solely upon Fourth Amendment
principles applicable to warrantless searches. This pre-FISA case is the only one to have
examined the undedying investigation in assessing the legality of the national security

v, the defendants were charged with espionage based in

- (U) I=Tuong/Humpheey, : _
' part upon evidence obtained through surveillance consisting of a tap on Truong's
telephone, a microphone in Truong's apartment, and a vided camera in Humphrey's office.

456 V. Supp. at 54. Although the surveillance was approved by the Attorney General, the
government never obtained, nor sought to obtain, judicial approval for the surveillance.
Id. Finding that“no existing warrant procedure can be reconciled with the government’s
need to protect its security and existence,” the district court held that “undec traditional
Fourth Amendment analysis, the United States is not required to apply for a warrant

whenever the President, or the Attorney General acting at the President’s designation, feols

it necessary to clectronically eavesdrop in his conduct of forelgn affairs.” Id, at 55.
Nevertheless, according to the district court, “once proseoution is aotively considered, . . .

E Egjll 746 . l |
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the Court must become involved in order to determine whether the primary focus has
shifted away from forcign intelligence.” Id. at 57.

(U) To make this determination, the district court applied a “primary purposc” test.
456 F. Supp. at 57-58. Initially, the court applied this test to the purpose of the

surveillance:

(U) The “primary purpose” test . . . appears to balance the
interests of the government in the conduct of foreign affairs
and the potential defendant. It asks “was the primary purpose

of this surveillance on this day to gather foreign intelligence
information?”

Id. at 58 (emphasis added). Later in the opinion, the court restated the test, again
emphasizing the purpose of the surveillance:

(U) It is unrealistic to expect, in a case like this one, that the
option of prosecution is never considered. The relevant inquiry
remains however: when, if at all, did the primary focus of the

- surveillance shift away from foreign intelligence gathering?

Id. (emphasis added).*® Then, however, the court shifted its own focus away from the
purpose of the surveillance to the purpose of the mmugauon as a whole.

(U) At the outset, the court found that discussions betweea the FBI and the Internal
Security Section of the Criminal Division of a potential prosecution; and the opening of a

mmgmmmm 456 F. Supp. at 58, Nor were internal Department of
Justice discussions of possible prosecution which were mierely “coincidental to-theforeign
intelligence investigation.” Id, at$9. Similady, briefings by the FBI to ISS on the status

. of the forelgn intelligence investigation did not spoil the “primary purpose.” Id. The court
noted “that during his carly involvement in the case [then ISS Deputy Chief John L.]
Martin offered no advice as o how the tap should be conducted or as fo the focus of the
Investigation.” Id, (cmphasis added). The court found thaf the “primary purpose”

M(U) At still another point, the court questioned whiether “the primary purpose of
the survelllance remained foreign intelligence gathering throughout the life of the

surveillance. 456 F. Supp. at 58-59 (emphasis added)
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changed, however, with the preparation of a July 19, 1977 status memorandum that the
court characterized as “prosccution-oriented” and a July 20, 1977 letter that showed that

the Department of Justice was “trying to put together a criminal case.

(U) Whileitis true . . . that the Justice Departmen( may not’
have had a “winnable” case until much later, this is not the test.
The test is: what is the primary focus of the investigation? The
Court concludes that by July 20, 77, the primary focus of the -
investigation was no longer foreign intelligence gathering, and "
therefore all evidence obtained from the telephone and
microphone surveillance after July 20, 1977, as well as the
fruits thereof, must be suppressed.

456 F. Supp. at 59 (emphasis added).

(U) The Fourth Circuit affirmed the district court analysis, although it too merged
the concepts of the surveillance and the underlying mvesugatlon Initially, the court

appeared to focus on the purpose of the surveillance:

“(U) [A]s the district court ruled, the executive should be
excused from securing a warrant only when the surveillance is
conducted “primarily” for foreign intelligence reasons. We
think that the district court adopted the proper test, because
once surveillance becomes primaiily a criminal investigation,
the courts are eatirely competent to make the usual probablc
cause determination.. .. _

629 P.2d at 915. Later, the court spoke of the purpose of the mkuganon,

(U) Although the Criminal Division of the Justice Department -
had been aware of the investigation from its inception, until
summer the Criminal Division had not taken a central role in

 the investigation. On July 19 and July 20, however, several
memoranda circulated between the Justice Department and the
various iritelligence and national seourity agenoles indicating
that the government had begun to assemble a criminal
proseoution. On the faots of this case, the distriot court’s

-
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finding that July 20 was the critical datec when the investigation
became primarily a criminal investigation was clearly correct.

Id. at 916.

(U) Several important points must be borne in mind when evaluating the holdings
of the Truong/Humphrey decisions. First, Congress did not have Truong/Humphrey in
mind when it drafted FISA, and the statute should in no way be viewed as a “codification”
of its holding. The district court’s opinion itself refers to the “proposed” statite, 456 F.
Supp. at 54, and the legislation was substantially drafted long before the opinion was
issued. See S. Rep. No. 95-604, pt. 1, at 3-4 1978 U.S.C.C.A.N 3905.°! Second, the kind

of warmntless‘ natic;nal ;ecuﬁty ’surveillancc conducted in Truong/Humphrey bears no
resemblance to the judicially-approved surveillance conducted pursuant to FISA. As the
district court noted, such surveillance was “[o]ften . . . undertaken with no probable

cause.” Third, as the Fourth Circuit realized, its opinion would not, and should not,
govern surveillance conducted pursuant to FISA: '

(U) The elaborate structure of the statute demonstrates that the
political branches need great flexibility to reach the
compromises and formulate the standards which will govern
foreign intclligencc surveillance. Thus, the Act teaches that it
would be unwise for the judiciary, inexpert in foreign :
intelligence, to attempt to enunciate an equally claborate
structure for core foreign intelligence surveillance under the

* guise of & constitutional decision. Such an attempt would be
particulady ill-advised because it would not be easily subject to
adjustment as the political branches gain expetience in working
mﬂxawanantmqnimmmtinﬁtefordgninteﬂigenoom

- () The Truong/Humphrey decision was mentioned by the SSCI in the 1994

legislative history for the amendment of FISA that added authority for physical searches.

S. Rep. No. 103-296 (1994) WL 320917 (cited in HLR. Conf. Rep. No. 103-753, at 56

(1994), reprinted in 1994 U.S.C.C.A.N, 2751, 2764). It docs not suggest, however, that

pre-FISA deoision set forth the appropriate test to govern FISA searches or surveillances.
lation retains the same foous on the “purpose” of the search, not

On the contrary, the legis
the investigation, in 50 U.S.C. § 1823(a)(7XB), and the SSCl incorporated by reference
all of the legislative history dating prior to the Truong/Humphroy deolsion. Id,




° RS
wse L camsemese  wye

e G0 OB ew + e

*

. . ¢
*S  mesds amoar

.
. -

?
o oase s

b

L)

629 F.2d at 914 n.4. Finally, while thc Fourth Circuit’s Truong/Humphrey decision may
be regarded as a “constitutional minimum,” it is a minimum applicable to warraniless

national security scarches which often may be conducted in the absence of probable cause.
In stark contrast, FISA requires a certification by the Director of the FBI as to the purposc
and, in the case of a United States person, the necessity of the surveillance; it specifies the
approval required of the Attorney General, which represents an additional certification as
to purpose and necessity; it requires a judicial warrant upon a finding of probable cause
and a determination that the certification is not clearly erroncous in the case, of a United
States person; it requires judicially-approved minimization procedures; it requires periodic
rencwals, where the same showings must again be made to the judicial officer; together
with a host of other safeguards, including reports to and oversight by Congress.” There is
simply no justifiable reason to apply the standard used in Truong/Humphrey — which
involved the reasonableness of warrantless, unsupervised surveillances — to determine the
lawfulness of surveillance that is conducted with all of the attendant procedural safeguards
mandated by FISA, some of which are “more stringent than conventional criminal
procedures.” S. Rep. No. 95-701, at 11, 1978 U.S.C.C.A.N. 3980.

‘ (U) And yet, that is precisely what OIPR has done in applying the Attorney
General’s July 19, 1995 memorandum, by effectively excluding the Criminal Division
from any méaningful role during FCI investigations. Indeed, OIPR’s strictures are more
severe than those of Truong/Humphrey, which at least permitted the Criminal Division to-
be informed at the inception of the investigation, to provide an “initial prosecutive
evaluation,” and to receive briefings conceming the status of the investigation as it -

. progressed. 456 F. Supp. at 59. In its application of a nebulous “direction and control”
standard to the investigation as a whole, coupled with the injunction against evea the
“appearance” of such direction and control, OIPR has effectively crippled the Criminal
Division's ability to carcy out what ought to be one of its cor® functions, which is to
provide affirmative advice and guidance at critical junctures during PCI investigations,
which even the Truong/Humphrey court recognized are “almost all ..... in part ctriminal
investigations.” 629 F.2d at 915. . '

(1) By enacting FISA, Congress sought to bring the President’s use of
surveillance for purposes of national seourity under the control of the legislature; FISA

constitutes a “significant abridgement of an Excoutive prerogative theretofore assumed to
735 R, Supp. 1469, 1472-73 (C.D. Cal. 1990).

cxist.” United States v, Andonjan,
ﬁ @-l 750 - — g
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(U) Thus, the focus should not be on whether the Criminal Division exercises any
“dircction and control” over the investigation. Morcover, by now this term is so freighted
with the practice of cxcluding the Criminal Division that it should be discarded altogether.
It adds nothing to answering the truly significant question, which is whether the primary
purpose of the FISA search or surveillance is the gathering of foreign intelligence

information.

3. (U) There is no reason for an unduly apprehensive application of the “prima

purpose” standard

(U) The FISA Court shall enter an order approving the FISA application if it finds,
among other things, that “the application which has been filed contains all statements and
cettifications required [including that concerning the “purpose”™ of the surveillance] . . .
and, if the target is a United States person, the certification or certifications are not clearly
crroneous.” 50 U.S.C. § 1805(a)(5).”” The certification as to the purpose of the

surveillance is given great deference. “Once this certification is made . . ., it is, under
A, subjected to only minimal scrutiny by the courts.” United States v. Duggan, 743
F.2d at 77.

(U) The FISA Judge, in reviewing the application, is not to
-second-guess the executive branch official’s certification that
the objective of the surveillance is foreign intelligence
information. Further, Congress intended that, when a person
s

affected by a FISA surveillance challenges the FISA Court’
order, a reviewing court is to have no greater authority to
second-guess the executive branch’s certification than has the

FISA Judge.

Xd, (footnote o:mtted) 4 Qmw 827 F.2d at 1463. Sce also
United States v, Pelton, 835 F.2d at 1075 (“Whete, as here, the statutory application was

.8 . 1} l..-‘ "ti‘J.LI .o“ ““‘-..

The provision relating to FISA scarches is identical in all essential respeots.

50 U. s C. § 1824(a)(5).
"(U) The court may, however, require the applicant to provide additional

information to enable the court to make this determination. 50 U.S.C. § 1804(d).
ropRs
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properly made and carlier approved by a FISA judge, it carrics a strong presumption of
veracily and regularity in a reviewing court.”).

(U) Morcover, according to the Second Circuit in Duggan, “to be entitled to a
hearing as to the validity of those presentations, the person challenging the FISA
surveillance would be required to make “a substantial preliminary showing that a false
statement knowingly and intentionally, or with reckless disregard for the truth, was
included’ in the application and that the allegedly false statement was ‘necessary’ to the
FISA Judge’s approval of the application.” 743 F.2d at 77 n.6 (quoting Franks'v,

Delaware, 438 U.S. 154, 155-56 (1978)). '

(U) As discussed above, both the Director and the Attorney General share the
responsibility for ensuring that the primary purpose of FISA scarches and surveillances is
to obtain foreign intelligence information. This, as Congress recognized, is an important
aspect of the FISA scheme for ensuring that such activitics comport with Fourth
Amendment principles. All components within the Department, therefore, - including the
FBI, OIPR, and the Criminal Division — have an interest in ensuring that the Director’s
certification as to the purpose of FISA coverage is entirely accurate. As discussed above,
however, “[o]nce this certification is made . . . , it is, under FISA, subjected to only
minimal scrutiny by the courts.” Duggan, 743 F.2d at 77. A standard that condemns
advice given by the Criminal Division that might, even inadverteatly, result in the
“gppearance” that the Criminal Division is “directing or controlling” the investigation is

simply overkill. It is unnecessary and it has damaged the relationship between the FBI and
the Criminal Division. Indeed, as discussed clsewhere,™ it may have been responsible for
causing very real damage to the country®s “supreme national interest™™ as a consequence

of its effect upon the investigation of Wen Ho Lee.

- . .

#5(U) See Chapters 9 and 19.
’“GD This is how Stephen Younger, Associate Laboratory Direotor at Los
Alamos National Laboratory (“LANL"), described the importance of the nuclear

weapons design codes that Leo had downloaded from LANL's scoure computer system
onto portable tapes that remain unaccounted for. (Detention Hearing 12/13/99 Tr. 38)

M
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D. (U) Recommendations
1. (U) The AGRT’s interim recommendations

(U) On October 19, 1999, the AGRT delivered to the Attomey General three
mterim recommendations for remedying the notification problems discussed above.
(Appendix D, Tab 54) These interim recommendations were implemented in part by a
memorandum approved by the Attomey General on January 21, 2000. The interim.

recommendations were as follows:**’

%)
Recommendation Number One: The procedures in the Attorney General’s July
19, 1995 memorandum, relating to notification of the Criminal Division in certain

FCI investigations, must be strictly followed.

(U) Recommendation Number One is superceded by our recommendation, as
suggested below, that the Attorney General’s July 19, 1995 memorandum be re-written.
This possibility was referenced in the AGRT’s October 19, 1999 letter to the Attorney

General. (Appendix D, Tab 54) -

un)
(‘(Si’ Recommendation Number Two: FBI letterhead memoranda (“LHMs”)
concerning full FCI investigations of United States persons should be automatically

sent to the Criminal Division.
U o
E(S))‘ In an important first step, the January 2000 memorandum requires that the

Criminal Division be provided copies of the LHMs in full FCI investigations falling within

AG Guidelines I(C)(1)(b) (“a person, group or organization . . . engaged in activitics that
. (Appeadix D, Tab 1) Now that the AGRT has issued its

statutes™)
this Recommendation Number Two should be implemented in full, .

final recommendations,
for the reasons given in the AGRTs October 19, 1999 letter to the Attomey General.

") The rationale for the interim recommendations, which can be found in the
General (Appendix D, Tab 54) will not

AGRT's October 19, 1999 letter to the Attorney

bo ropeated here.
: .\ | 753 ' !
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87 Recommendation Number Three: The FBI should provide regularly scheduled
briefings to the Criminal Division concerning those FCI investigations that may

involve potential criminal prosecution.

(U) The January 2000 memorandum provides for a multi-step process for providing
briefings to the Criminal Division. First, during regular monthly meetings of a “core
group” (consisting of the Assistant Director for the FBI's National Security Division, the
Assistant Director of the FBI's Terrorism Division, the Principal Associate Depuity
Attomey General (“PADAG"), and the Counsel for Intelligence Policy), the Assistant
Attorney General for the Criminal Division (“AAG") and the AAG's Chief of Staff will be
briefed by the Assistant Directors on matters satisfying the notification requirement of the
July 1995 memorandum. Second, the AAG may brief the Chiefs of ISS and TVCS, and
the Deputy Assistant Attorneys General responsible for those sections, on the information
the AAG received at the monthly briefing. Third, the Chiefs of ISS and TVCS may
request additional information from the Assistant Directors, which shall be provided unless
the “core group” agrees otherwise. An OIPR represeatative is to be present at resulting
meetings and is to receive a copy of an written briefing. Fourth, the Chiefs of ISS and
TVCS may brief the AAG on the information they receive from the Assistant Directors.

The Chiefs of ISS and TVCS may take no other action. Finally, after this process, if the
AAG believes that the Criminal Division should receive additional information or should

take some affirmative action (such as consulting a United States Attorney’s Office, issuing

a grand jury subpoena, or seeking a Title III order), the AAG must first “consult with” the

“core group.”
(U) While these briefings, too, constifute an important first step, we mention here
certain shortcomings in the procedure that we recommead be addressed. First, the
procedure is unnecessarily restrictive. The Chiefs of TVCS and JSS ought to be included
in the initial briefings to make that exercise both more efficicnt and more effective.
Second, for the reasons discussed above, OIPR need not be present at the follow-up
briefings of the Chiefs of ISS and TVCS, particulady in light of our recommendation

" “¢onceming the affirmative advice that the Criminal Division may provide. The Criminal

Division is perfectly capable of following the limitations on advice (whether those
recommended here or those contained in the July 1995 memorandum), without OIPR’s

intervention, and is equally capable of maintsining a log of the contact. Finally, it docs not
seem appropriate to require the AAG to “consult with” ~ which, in practical effeot, means
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(o obtain the approval of - the PADAG, the Counsel for Intelligence Policy, and the FBI,
before the AAG may take any affirmative action in a matter involving a potential criminal

pl’OSCCU(IOﬂ

2. (U) Additional reccommendations

(U) Additional recommendations, supported by the preceding legal analysis, are set
forth below. These and the interim recommendations are reflected in a proposed revision
of the Attorney General’s July 19, 1995 memorandum that is appended to the end of this

chapter.

(U) Recommendation Number Four: During the course of an FCI investigation in
which there is a potential for criminal prosecution,”” the Criminal Division should be
provided the opportunity to give advice to the FBI with respect to issues that are not
directly related to any existing or planned FISA search or surveillance.

+ (U) This advice should not be limited to the “negative advice” that has been
discussed above. In other words, the advice may be not merely to “preserve” a potential
criminal prosecution, but also to “enhance” it. The Attomey General should affirmatively
state that such advice is expected. This advice could occur during the regular briefings of
the Criminal Division on the status of an FCI investigation, or it may occur more
informally. The Criminal Division should maintain a log of all contacts it has with the FBI
concerning an investigation, whether or not FISA coverage is being employed. The FBI
should inform OIPR in its LHM requesting FISA coverage or rencwel that it has had prior
contact with the Criminal Division. .OIPR should then be given access to the Criminal

Division logs for the purpose of providing to the FISA Court, when a FISA order or
rencwal is sought, abu@fdwcdpﬁon of the contacts between the Criminal Division and -

theFBI. s

¥(U) The AAG is, after all, appointed by the Pre'sident with the advice and
consent of the Senate,

*9(U) This is meant to refer to an FCI investigation in which “faots or
circumstances are developed that reasonably indicate that a significant federal orime has

been, is being, or may be committed,” thus triggering an obligation to notify the Criminal
Division.

TO
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(U) Recommendation Number Five: It is unnccessary for OIPR to reccive prior
notice of any contact bhetween the Criminal Division and the FBI.

(U) OIPR’s role should not be to authorize, forbid, prevent, temper, or otherwisc
“referee” contacts between the Criminal Division and the FBI, including any advice the
Criminal Division may provide. The practice of requiring prior notice to OIPR, even
though not required by the July 1995 memorandum, has served to stifle communications
between the Criminal Division and the FBI. OIPR’s role in informing the FISA Court of
contacts between the Criminal Division and the FBI can be fully realized by reviewing the
Criminal Division’s logs of such contacts. To require that OIPR be present at such
meetings between the FBI and the Criminal Division suggests that they are incapable of
following the Attomey General’s limitations on advice regarding FISA coverage (as
recommended herein) or that the Criminal Division attorneys are unwilling or unable to
accurately record the contact with the FBL. There is no requirement that OIPR have first-
hand knowledge of what transpires at the meetings in order to report them to the FISA

Court.

(U) Recommendation Number Six: The Criminal Division should not provide advice
directly related to an existing or planned FISA search or surveillance, except for the

purpose of preventing damage to a potential criminal prosecution.

(U) For the reasons discussed above, this is a precautionary measure, to ensure that

the FISA Court, and any reviewing court, will find that the Director’s certification as to the

purpose of the FISA search or surveillance is not clearly emroncous (in the case of'a United
States person). We anticipate that occasions when the Criminal Division would provide
any advice directly relating to the FISA coverage would be exceptionally rare, and it is
difficult to anticipate the circumstances under which such an occasion might arise.

Nevertheless, we believed that the policy shotld have sufficient flexibility to allow for the -

Criminal Division to provide advice in those rare instances whea it is necessary to prevent
damage to a potential prosccution. | '

rorriCe
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(U) Recommendation Number Seven: OIPR should include, with cach application
for a FISA order or renewal in connection with an FCI investigation, a statement
that the Criminal Division may provide advice concerning the underlying

investigation.

(U) Each FISA application should contain a statement that spells out the
Department's policy with respect to the advice that the Criminal Division may give
concerning the underlying investigation. Accordingly, in addition to reporting to the FISA
Court the nature of any contacts the FBI and the Criminal Division have already had, the
application should state that the Criminal Division may provide further advice relating to
the investigation. The application should affirmatively state that the advice may be for the
purposes of preserving or enhancing a poteatial criminal prosecution. It should also state
that, out of an abundance of caution, the Criminal Division will not provide advice directly
relating to the FISA coverage, except for the purpose of preventing damage to a potential
prosecution. The application should also contain a brief description of the contacts that

have already taken place between the Criminal Division and the FBI.

(U) Such a statement in the FISA application will serve at least two functions.
First, it will make clear to all ~ the FBI, the Criminal Division, OIPR, and the FISA Court
— that the Department regards Criminal Division advice conceming the underlying
investigation to be entirely appropriate. Second, it will help to insulate the giving of such
advice from attack in a motion to suppress, given the usual deference that is accorded the

FISA Court’s approval of an application.

(U) Recommendation Number Eight: The Attorney General should affirmatively
state that, except with her express approval, no request from the FBI for a FISA
application should be denled, nor any FISA coverage withdrawn, on the basis of any
contact the FBI has had with, or advice the FBI has received from, the Criminal -

Diviston.

(U) The institutional trepidation that has worked its way into the warp and woof of
the FBI's dealings with the Criminal Division in FCI investigations oalls for an
institutional response. This recommendation is intended to allay any FBI concem that,
notwithstanding what may be contained in written procedures, OIPR retains the power to
withhold FISA coverage to impose its will upon the relationship between the FBI and the
Criminal Division. Such concern would not be unfounded, given the manner in which the
Attorey General’s July 19, 1995 memorandum has historically been ignored by OIPR,

TMW
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and given the FBI's own non-compliance with the memorandum out of a fear of doing
“anything that is going to mess up the FISA coverage.” (Bereznay 8/30/99) Rejecting a
FISA application in an FCI investigation on this ground is a dramatic step, onc that could
polentially affect our national security. A decision of (his kind should be made only with

the Attorney General’s express approval.
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L. (U) Proposcd revisions to the Attomey General’s Jul

(U) The procedures contained hercin, unless otherwisc specified by the Attorney
General, apply to forcign counterintelligence (“FCI") investigations conducted by the FBI,
including investigations relating to clandestine intelligence activity, espionage, sabotage,
or international terrorism. The purpose of these procedures is to ensure that FCI
investigations are conducted lawfully, and that the Department’ s oriminal and

counterintelfigence functions are properly coordinated.

L.

(U) If, in the course of an FCI investigation, facts or circumstances are
developed that reasonably indicate that a significant federal crime has been,
is being, or may be committed, the FBI shall notify the Criminal Division. If
OIPR is aware of such facts or circumstances, it shall independently notify
the Criminal Division. Notice to the Criminal Division shall include the
facts and circumstances developed during the investigation that support the
indication of significant federal criminal activity. -

(U) The FBI shall not contact a United States Attorney’s Office concerning
an FCI investigation without the approval of the Criminal Division and

" notice to OIPR. In exigent circumstances, where immediate contact with a

United States Attorney’s Office is appropriate because of potential danger to

life or property, FBI Headquarters or an FBI field office may make such
potification. The Criminal Division and OIPR should be contacted and'

advised of the circumstances of the investigation and the facts surrounding
the notification as soon as possible. _

If the Criminal Division concludes that the information ptovided by the

)
FBIotOIPRmiseslegiumateandsigniﬁeantcnminalhwenfom
concermns, it shall inform the FBI and OIPR. The Criminal Division may, if it

deems it appropiiate, contact the pertinent United States Attomey's Office
for the purpose of evaluating the information. = -

Y .
f@% Upon the initiation of a full PCI investigation of a United States person,

the initial letteshead memorandum (“LHM™) required by the Attomey
General's Guidelines for FBI Foreign Intelligenoe Collestion and Foreign
Counterintelligence Investigations (“AG Guidelines™), § IX(C), and cach
annual LHM thereafter, shall be provided to the Criminal Division at or

—_—
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before the time it is provided to OIPR. Each such LHM shall contain a
statement indicating that it has alrcady been, or is then being,.provided to the
Criminal Division. The Criminal Division shall strictly limit access to the
LHMs and shall coordinate access issues with the FBI.

(U) The FBI shall provide regularly scheduled briefings, which shall occur
at least monthly, to the Criminal Division concerning FCI investigations as
follows: (a) based upon the LHMs provided to the Criminal Division
pursuant to paragraph 4, above, the Criminal Division should idetitify the full
FCI investigations about which it requires information in addition to that
contained in the LHMs; (b) the FBI should brief the Criminal Division on
significant developments in full FCI investigation that enhance or diminish
the likelihood of criminal prosecution; and (c) the FBI should brief the
Criminal Division on matters under investigation that contain a reasonable
indication of significant federal criminal activity which, for whatever reason,
have not been disclosed to the Criminal Division pursuant to paragraph 4,

above.

(U) During the briefings provided for in paragraph 5, above, or informally at
other times, the FBI may request, and the Criminal Division may provide,
advice conceming issues arising during the investigation that are not directly
related to any existing or planned FISA search or surveillance. Such advice
may be intended not only to preserve, but also to enhance, a potential
criminal prosecution. Such advice may relate to, but need not be Iimited to,
the following areas: the ideatification of targets of the investigation; the
formulation of an investigative strategy; the use of investigative techniques
other than a FISA scarch or surveillante; the intecview of a target of the
investigation or of others; mpmennuons made during interviews that may
affect & subsequent prosewtion. actions taken in an invwﬁgauon that may
affect a subsequent prosecution; the planning and execution of an undercover
operation; whether particular conduct constitutes a crime; the proof necessary
to establish the elements of a crime; and whether the evidence amassed by
the investigation is sufficient to warrant the initiation of criminal’ :
proceedings. Advioe of this kind is expeoted and appropriate.

(U) Notwithstanding pamgmph 6, above, the Criminal Division shall not
instruct the FBI on the operation, continuation, or expansion of any FISA
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scarch or surveillance, except for the purpose of preventing damage (o a
potential criminal prosccution.

(U) With respect to cach FCl investigation in which the Criminal Division is
contacted by the FBI, regardless of whether FISA searches or surveillance
have yet been employed, the Criminal Division shall maintain a separate log
of all contacts with the FBI concerning the investigation, noting the date of
the contact, the participants involved in the contact, and briefly summarizing
the content of any communication. The log shall be retained by the Criminal
Division. In investigations involving FISA searches or surveillance, the
Criminal Division shall make available to OIPR a copy of the log for the

particular investigation.
(U) Whenever the FBI seeks authorization for a FISA order or renewal, it
shall inform OIPR if there has been prior contact with the Criminal Division.

If so, OIPR shall obtain from the Criminal Division its log for the particular
investigation. OIPR shall use such logs to inform the FISA Court of any

such contacts.

- (U) In addition to specific information concerning prior contacts between

the FBI and the Criminal Division, each application for a FISA order or
renewal shall contain a general statement that the Criminal Division may
give advice concerning the underlying investigation; that the advice may be
for the purposes of preserving or cahancing a potential criminal prosecution;
and that, out of an abundance of caution, the Criminal Division will not
provide advice directly relating to the FISA coverage, except for the purpose

- of preventing damage to a ppgmﬁal'prosewﬁon.
(U) .In the eveat the Criminal Division concludes that circumstances exist .

that indicate the need to consider initiation of 4 ctiminal investigation or
prosecution, it shall notify the FBI and OIPR. The Criminal Division shall

contact the pertinent United States Attomey’s Office as soon thereaftor as
possible. )
) Any disagreément among the Criminal Division, United States

Attorneys, OIPR, or the FBI concerning the application of these procedures
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in a particular case, or concerning the propricty of initiating a criminal
investigation or prosccution, shall be raised with the Deputy Attomey

General.
(U) No request from the FBI for a FISA application shall be denied, nor any

FISA coverage withdrawn, on the basis of any contact the FBI has had with,
or advice the FBI has received from, the Criminal Division, except with the

express approval of the Attorney General.




