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OFFICE OF SECURE TRANSPORTATION 
 

POLICY NUMBER:  6.20 
 

TITLE: Cellular Phones and Two-Way Electronic Communication Devices Usage 
 
EFFECTIVE DATE:  5 July 06 
 
PURPOSE:  Establish guidelines for the authorized use of cellular phones and two-way 
electronic communication devices. 
 
SCOPE:  All Offices, Commands/Divisions and Branches of the Office of Secure 
Transportation (OST) and contractors while in support of OST operations shall comply 
with this policy. 
 
PROPONENT:  Safety, Security, and Emergency Management Division (SSEMD)/ 
Security Branch (SB) 
 
REFERENCES:    

• DOE M 470.4-2 Chg 1, Physical Protection, dated 8-26-05 
• OST Policy 6.09, Pager and Cellular Phone Request and Issuance 
• Federal Agent (FA) Standard Operating Procedure (SOP), FA9001 
• Technical Publication 45-51B Safety Precautions 

 
Note:  This policy replaces the attachments to Policy 6.09, Pager and Cellular Phone Request and 
Issuance, dated 7-20-01. 
 

 
POLICY 

 
 
1. General Information 

a.   Department of Energy (DOE) Security Areas consist of property protection areas, 
limited areas, exclusion areas, protection areas, vital areas and material access 
areas. 

b.   FA issued equipment as authorized by the Standard Operating Procedure is 
exempt from this policy except where specifically identified below. 

c.   The following items are not authorized in OST Security Areas (Property 
Protection Areas and higher): 
(1) Personally owned cellular phones. 
(2) Personally owned satellite phones. 
(3) Personally owned Personal Digital Assistants (PDA). 
(4) Personally owned two-way electronic communication devices.  
(5) Government and personally owned combination cellular phone/PDA. 

d.   FAs and Contractor Transportation Utilization Program (CTUP) personnel are not 
permitted to carry personal cellular phones during convoy operations. 

e.   Government owned cellular phones must: 
(1) Be issued in accordance with OST Policy 6.09. 
(2) Have a property accountability tag affixed to the instrument. 
(3) Have the battery removed from the device (except as noted in paragraph 1f 

and 3d) when inside security areas.  
(4) Be used for “off-site” Official Use Only communication. 

f.   Government cellular phones requiring to be recharged during the duty day: 
(1) May have the battery in place and placed in the charger.  
(2) Will be charged in a designated area where sensitive conversations are not 

allowed. 




