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OFFICE OF SECURE TRANSPORTATION 
 

POLICY NUMBER:  6.01A 
 

TITLE: Incidents of Security Concern  
 
EFFECTIVE DATE:  27 March 2006 
 
PURPOSE:  Set requirements for the timely identification and notification of, response to, 
inquiry into, reporting of, and closure actions for incidents of security concern. 
 
SCOPE:  All Offices, Commands and Divisions of Office of Secure Transportation (OST) 
and contractors in support of OST operations shall comply with this policy. 
 
PROPONENT:  Safety, Security and Emergency Management Division/Security Branch 
 
REFERENCES:    

• DOE M 470.4-1, Safeguards and Security Program Planning and Management; 
Section N, Incidents of Security Concern 

• DOE M 470.4-3, Protective Force 
• DOE O 221.1 Reporting Fraud, Waste, and Abuse To The Office of Inspector 

General 
• DOE N 221.11 Reporting Fraud, Waste, and Abuse 
• SSEMD Procedure 6.01.01, OST Incidents of Security Concern Inquiry 

Procedure 
 

 
Revision Notes:  Updated manual references.   Paragraphs that were copied from the DOE 
manual were removed.  Responsibilities and requirements were clarified and consolidated.  This a 
substantial rewrite of the original policy.. 

 
 

POLICY 
 
 
1. General Information 

a.   The Incidents of Security Concern (referred to as incidents) program is designed 
to deter, detect, and prevent recurrence of incidents and for the timely 
identification and notification of, inquiry into, analysis of, and reporting of such 
incidents. 

b.    Incidents are actions, inactions, or events that have occurred that: 

(1) Pose threats to national security interests and/or critical DOE assets. 

(2) Create potential serious or dangerous security situations. 

(3) Potentially endanger the health and safety of the workforce or public 
(excluding safety-related items). 

(4) Degrade the effectiveness of the Safeguards and Security (S&S) program or 
adversely impact the ability of organizations to protect DOE S&S interests. 

c.   Inquiries are used to determine the root causes of and individuals responsible for 
incidents. 

d.   All discussions and documents associated with an incident must be classified or 
controlled. 




