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* Activity space

* Proposed new method

* Example 1: Call data records

* Example 2: Active tracking of a suspect
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*Activity space
*Proposed new method
*Example 1: Call data records

M e nta I M a pS *Example 2: Active tracking of a suspect

*Paths — routes of travel that tend to dominate most people’s images of
cities such freeways and railways.

*Edges — boundaries of lines that help to organise cognitive maps such as
rivers, freeways and railways.

*Districts — subareas with recognisable unifying characteristics consisting
of well established cores with fuzzy boundaries for example business
districts or skid rows.

*‘Nodes — intense foci of activities such as intersections, shopping mall,
corner shop, etc.

*Landmarks — symbols used for orientation but which typically are not
physically entered such high buildings, trees, structures (i.e. water
towers), etc.

GIR
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*Activity space
*Proposed new method
*Example 1: Call data records

J ourn ey-to-c ri me *Example 2: Active tracking of a suspect

*Crimes in most cases occur close to the offender’s anchor point.

*The number of crimes committed by an offender decreases with
distance from his/her anchor point.

*Crime types dictate the distance from the anchor points: violent crime
tends to be closer to anchor points than property crimes.

*High crime neighbourhoods influence the crime trip pattern.
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*Activity space

*Proposed new method

*Example 1: Call data records

*Example 2: Active tracking of a suspect

Data from cellular (mobile) telephones

*Call Data Records
*The recorded use by the service provider of the cellular
telephone when it receives and makes calls, (including SMS and
MMS).

*Actively tracking the suspect

*The cellular telephone is actively tracked at predetermined time
intervals such as every five or ten minutes.

GIR
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Call Data Records

*Activity space

*Proposed new method

*Example 1: Call data records

*Example 2: Active tracking of a suspect

No.Calling Call.Dir CELL ID TOWER ID Site location Site suburb
15/12/2002 |000235 |2773228250x [2783765762x || 52 08393 839(ATS Millpark
15/12/2002 |000400 |2783446106x |2773228250x |O 33 08393 839|ATS Millpark
15/12/2002 |000444 |2783765762x |2773228250x |O 36 08393 839(ATS Millpark
15/12/2002 |000535 |2783446106x |2773228250x |O 43 02772 277 | Auckland Park Telkom Ex | AUCKLAND PARK
15/12/2002 001032 |2773228250x [2783765762x || 8 08392 839|ATS Millpark
15/12/2002 |001100 |2783446106x |2773228250x |O 21 08393 839|ATS Millpark
15/12/2002 |001931 |2783347574x | 2773228250x |O 0 08393 839(ATS Millpark
15/12/2002 |001948 |2773288063x |2773228250x |O 17 08393 839|ATS Millpark
15/12/2002 002949 |2772392694x |2773228250x |O 26 08393 839|ATS Millpark
&
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*Activity space

Cel I N etwo rk *Proposed new method

*Example 1: Call data records
*Example 2: Active tracking of a suspect

Example of cell towers and cells as planned by a service provider
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*Activity space

Dete rm i n i n g the ce ntrOid *Proposed new method

*Example 1: Call data records

*Example 2: Active tracking of a suspect
of a cell

Determining the x,y position of a cell used to locate a ping in an active track

Wedge based on begin and end angle
Offset point to indicate a cell

Begin angle

Base station

Centroid of MBR giving
location of the cell used
for linking Cell ID

MBR created around wedge

Thiessen polygon giving cell coverage
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*Activity space

*Proposed new method

*Example 1: Call data records

*Example 2: Active tracking of a suspect

Actively tracking a cellular telephone

SIM

Mobile
Station

ME Mobile Equipment

PSTN,

CSPDN

SIM Subscriber Identity Module

BTS Base Transceiver Station

Base Station

Subsystem Network Subsystem

BSC Base Station Controller
HLR Home Location Register

VTR Visitor Location Register AuC Authentication Centre

» ISDN,PSPDN,

MSC Mobile services Switching Centre
EIR Equipment Identity Register

Send a blind SMS to
the cellular telephone
Cellular telephone
responds by giving the
cell in which it is
located

The cell is then linked
to the centroid, which
gives the geographic
location
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*Activity space

*Proposed new method

*Example 1: Call data records

*Example 2: Active tracking of a suspect

Linking centroids to road network to determine
activity space
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Linking interaction between Cell ID C0001 and C0006 to the road network

Draw ~ [Zg Autoshapes = ™.

Ready

Use Flowmap to link the
interaction to the road
network.
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*Activity space

*Proposed new method

*Example 1: Call data records
*Example 2: Active tracking of a suspect

Call data records

* Drug boss and his gun runner

* (Case was investigated by SAPS and NPA did the
prosecution

* CSIR provided cellphone analysis, just showing linkages
between the suspects for the court case

* QObtained permission by NPA to use the data for this
analysis

* Reported back to both SAPS and NPA and was received
favourably with possible future applications

e SAPS = South African Police Service B

* NPA = National Prosecution Authority GIR

CDR = Call data records
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*Activity space
*Proposed new method
*Example 1: Call data records

Cal I data reco rds *Example 2: Active tracking of a suspect

Suspect 1's activity space and points of interest

Points of intsrest
Y Attempted murder scene

@ Burned out vehicle

} Night clubs

Gang memkberl's house
Gang member2's house
Garden Pct Centre (Mursery)
Kentucky Fried Chicken
Murder scenel (x2)

Murder scene2 (x2)
Petrol station

Suspect 1's brother's house

LD DR D

Suspect 1's business1
Suspect 1's business2
Suspect 1's girlfriend's flat
ff Suspect 1's house

i Suspect 1's wife's business

Mcdelled road usage
ey

NSO-HG

116 - 220

220 - 410
410 - 686
Suspect 1 activity space

Cape Town suburbs

%) O a4 5 Kilometers
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*Activity space

*Proposed new method

*Example 1: Call data records
*Example 2: Active tracking of a suspect

Suspect 2's activity space and points ofwlnterest

Foints of interest _ \ o 8 P
+r Aftempted murder scene g !
’*z

i Burned out vehicle

} Night clubs

Gang memkerl's house
Gang member2's house
Garden Pat Centre (Nursery)
Kentucky Fried Chicken
Murder scenel (x2)

Murder scene2 (x2)

Pstrol station

Suspect 1's brother's house
Suspect 1's business1
Suspect 1's business2

LD S FD R R

Suspect 1's girlfriend's flat
Suspect 1's houss

: - I

Suspect 1's wife's business

Modelled road usage
1-15
N']J 53
53 -104
104 - 169
169 - 251
251 - 350 -
Suspect 2 activity space -
Cape Town suburbs
3 0 & € Kilometers ~
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Activity spaces

*Activity space

*Proposed new method

*‘Example 1: Call data records
*Example 2: Active tracking of a suspect

Activity spaces of Suspect 1 and 2 “%\

2
3 Bloubergstrand.

Legend

Suspect 1 activity space
Suspect 2 activity space
Roads

Cape Town suburbs

Ocean

N




Diurnal patterns

Suspect 1's day time usage of cell towers (number of calls logged at the tower)

Day time usage
. 1-9
e 10-23
@ 26-73

@ 74-170

. 171 - 588

Maodelled road usage
1-17
17 - 50

%50—116

116 - 220

NS 410 -686
Suspect 1 activity space
Cape Town suburbs

3 Q 3 6 Kilometars
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Night time usage
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*Activity space
*Proposed new method

*Example 1: Call data records
*Example 2: Active tracking of a suspect




Frequency of use

*Activity space
*Proposed new method
*Example 1: Call data records

Frequency
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*Example 2: Active tracking of a suspect

Frequency of use of Panther Park base station
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Active tracking

*Activity space

*Proposed new method

*Example 1: Call data records

*Example 2: Active tracking of a suspect
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Space-time diagram
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*Activity space

*Proposed new method

*Example 1: Call data records

*Example 2: Active tracking of a suspect
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*Activity space
*Proposed new method

Di u rn al patte rn *Example 1: Call data records

*Example 2: Active tracking of a suspect
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*Activity space
*Proposed new method

First and Iast pings °Example1:CaII.data recqrds

*Example 2: Active tracking of a suspect
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*Activity space
*Proposed new method

ConCI USionS *Example 1: Call data records

*Example 2: Active tracking of a suspect

*Using call data records (CDR) and/or active tracking data it is possible to
determine the activity space of an individual using cellular telephone data.

*The data alone is not sufficient and needs to be supported by local knowledge
and gathered intelligence.

*SAPS indicates that it will drastically improve their targeted intelligence gathering
based on the analysis done using CDR and/or results from the active tracking of
the handset of a suspect.

*The analysis offers the investigating team an effective method to brief a new
unacquainted investigating officer who joined the investigation with regards to the
suspect’s activity space, anchor points and the suspect’s day/night activity.
*SAPS mentioned that the active tracking of a suspect can help the investigators
to establish a finer detail on specific movements than what the CDR can provide.
*They will use the results of the CDR analysis to guide active tracking exercises.
*It is strongly recommended that the above should not be used for prosecution
purposes, but only for assisting in solving a criminal case.

GIR
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