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(¥} Auditing Data Access

Even when there is broad availability of role based
access controls, networked health information
exchange will bring substantial needs for auditing
access to patient data

There are needs to record
* iIncoming access to EHR and PHR data,
e outgoing requests for data
* Inter-organizational exchanges of data

This session will focus on different approaches for
auditing access to data in a complex networked
care environment, including the data exchanges
needed to support the various auditing models



(" ") Specific Issues for the Panel

To help frame the discussion we have asked the
panel to address some specific architectural issues
related to auditing data access including

1. Types of data that need to be included Iin
messages in order to support the audit
activities of entities involved in the data
exchange process.

2. Needs to connect audit information to create a
coordinated view across multiple settings

3. Alerting needs for auditable events
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