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Janet Doe? received an official-looking letter addressed to
her son John. She opened the letter and discovered that it
directed John to appear at a neeting of creditors convened as
part of his Chapter 13 bankruptcy case. Janet was shocked at this
noti ce, because she knew John had never filed for bankruptcy.
John was five years old. Janet sought help fromthe nearest
United States Trustee field office. She suspected that John’s
father--her estranged husband—filed the case to stay an
i mpendi ng foreclosure of the fam |y hone. The father had filed
for bankruptcy tw ce before, and his second case had been
di sm ssed |l ess than three nonths earlier.

Rut h Roe’s enpl oynment regularly took her away from hone for
extended periods of time. At some point, another wonman began to
i npersonate Ruth, using Ruth’s name, Social Security nunber, and
educational and professional licensing information to take out
| oans for real property and vehicles in Ruth’s nane, and even to
obtain a professional license and enploynment in Ruth’s field. The
wonman failed to repay the loans, and ultimately filed a Chapter
13 petition using Ruth’s nanme and SSN. Ruth found out about the
| ong-standi ng fraud when she returned from her work assi gnnment
and di scovered that her credit record was severely danmaged.

One of Beth Boe's friends asked if she could transfer her
house into Beth’'s nane because she had sone “tax problens.” Beth
al so co-signed a nortgage note on her friend s house. After
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falling behind on the nortgage paynents, the friend filed for
Chapter 13 bankruptcy in Beth’s nanme. The friend actually made
paynments on “Beth’s” Chapter 13 plan for several years. Beth
found out about the bankruptcy when she applied for a vacation
| oan. The | oan was deni ed because of the bankruptcy filing and
| arge honme loan |isted on her credit record.

At the request of her |andlord, eighteen-year-old Martina
Moe signed sone docunents the |andlord needed to “hel p himown
property.” Martina did not understand that the docunents naned
her as a co-owner of an apartnment buil di ng guaranteed by a
Federal Housing Adm nistration |loan. Sone tine |later, Martina was
deni ed credit because she had two bankruptcy filings listed on
her credit record. She discovered that her landlord had filed for
bankruptcy in her name to stay foreclosure on one of his rental
properties. In fact, he had filed nmultiple bankruptcy cases in
the nanmes of nunerous current or forner tenants and enpl oyees.
The U. S. Trustee, the Chapter 13 trustee, and an enpl oyee of the
Bankruptcy Clerk had flagged the petitions as unusual; they were
all filed on behalf of pro se debtors by a bankruptcy petition
preparer who had previously used a false SSN, and none attenpted
to di scharge anything but real property debt.

New Law;, Federal Initiatives

Each of these cases represents a variation of identity
theft—the use of another person’s personal data in sonme way that
i nvol ves fraud or deception, typically for econom c gain.

Hi storically, the “victini of identity theft was considered to be
the creditor who was deceived into extendi ng goods or services;

t he person whose identity was actually appropriated had little

| egal recourse. In Cctober 1998, Congress enacted the ldentity
Theft and Assunption Deterrence Act, 18 U.S.C. 81028 (“ldentity
Theft Act”) to anmeliorate this situation. The Identity Theft Act
made it a crime to “knowingly transfer[] or use[], w thout |aw ul
authority, a means of identification of another person with the
intent to commt, or to aid or abet, any unlawful activity that
constitutes a violation of Federal law, or that constitutes a

fel ony under any applicable State or local law”

To assist wonged victins, the ldentity Theft Act designated
t he Federal Trade Commi ssion as the federal clearinghouse for
receiving and processing identity theft conplaints, providing
information to consuners, and referring consunmers to the



appropriate agencies for investigation of their conplaints.? |n
July 2000, an FTC official testified before Congress that the
agency’s ldentity Theft Hotline, in operation since Novenber
1999, was already receiving nore than 800 calls per week.? About
two-thirds of these calls were from consuners who suspected they
were victinms of identity theft.

Violations of the Identity Theft Act are investigated by
agenci es such as the Federal Bureau of Investigation; the Secret
Service, for bank and credit card fraud; the U S. Postal
| nspection Service, for mail fraud; the Social Security
Adm nistration’s Ofice of Inspector General, for fraud relating
to Social Security benefits; and the Internal Revenue Servi ce,
for tax fraud. The Justice Departnment handl es the prosecution of
cases under the ldentity Theft Act. To help coordinate identity
theft investigation and prosecution, the Justice Departnent
created a working group that includes nenbers from Justice
conponents such as the U S. Trustees, the FBI, and the Crim nal
Division; fromother federal entities including the FTC, Secret
Service, U S. Postal Inspection Service, IRS, and Social Security
Adm nistration; and fromstate and | ocal governnents.

Federal agencies scheduled three identity theft workshops
for the fall of 2000. These wor kshops were designed to build upon
the Treasury Departnent’s March 2000 identity theft “summt
nmeeting,” which brought together federal, state, and | ocal
government representatives, consunmer advocacy groups, credit
organi zations, and others in the private sector to develop a
public/private partnership to prevent identity theft and help its
victinms. On October 23-24, the FTC hosted a public workshop
focusing on assisting victins of identity theft, which included a
presentation by U S. Trustee staff. On Cctober 25, the Soci al
Security Adm nistration held a second public workshop to address
means to prevent identity theft. On Decenber 6, the Justice
Departnent’s Crimnal Division and the Secret Service will host a
wor kshop on | aw enforcenent, with attendance limted to
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Department web site is www. usdoj.gov/crimnal/fraud/idtheft.htm.
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representatives of |aw enforcenent agenci es.

|dentity Theft and Bankruptcy

A significant nunber of identity theft cases are related to
bankruptcy in sone way. The U S. Trustee Progranis primry role
on the Justice Departnent’s identity theft working group is to
outline the various ways in which identity theft intersects with
bankruptcy, and to explain how the Program can assist |aw
enforcenment as it nmonitors the integrity of the bankruptcy
system

The cases described earlier in this article nerely hint at
the range of actions that may constitute bankruptcy-rel ated
identity theft. Forms of bankruptcy-related identity theft
include, without limtation:

. Filing for bankruptcy using the name and/or SSN of
anot her known person, such as a parent, sibling, child,
or other relative; a spouse, ex-spouse, “significant
other” or ex-significant other; a current or forner
busi ness partner, co-enployee, cosigner on a debt,
friend, neighbor, or fellow student; or even a deceased
per son.

. | ncurring debt under a fal se nanme and/ or Soci al
Security nunber and then filing for bankruptcy, using
t hat name and/ or nunber, to discharge the debt.
Sonetines this debt is owed to the governnent, via a
farmloan, small business |oan, student |oan, or
simlar obligation.

. Transferring property into the nane of a relative or
friend, and then filing for bankruptcy using that
person’s nanme and/or SSN to avoid foreclosure.

Typically the transferee agrees to the transfer “to
hel p out,” but does not understand the |egal
ram fications.

. Filing for bankruptcy using a fal se name and/ or SSN

t hat was apparently random y chosen, because it does
not belong to a person known to the perpetrator.

. Transferring a fractional interest in real property
into the nanme of an innocent person whose bankruptcy
case i s pending. The pending case stays foreclosure on
the perpetrator’s real property once the innocent
debtor is listed as a partial owner.
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. Using a fal se SSN when identifying oneself as a
bankruptcy petition preparer.

In many instances, it appears that bankruptcy cases are
filed under a false identity solely to obtain the benefit of the
automatic stay, primarily to delay foreclosure or eviction. In
such cases, the filer fails to appear at the Section 341 neeting
of creditors and the case is dismssed. Arecord of the filing
remai ns, however, in the court record and on the victims credit
record.

In extrene cases of identity theft, a perpetrator may whol ly
co-opt another person’s identity--obtaining driver’s and
prof essional |icenses, obtaining enploynent, applying for
apartnents, taking out hone and autonobile | oans, applying for
credit cards, and even receiving traffic tickets and warrants

under the false identity. Illegal immgration rings have used
this nethod to create identities for illegal aliens. The fal se
name and SSN are initially used to obtain enploynment, and
subsequently to establish credit; ultimately, the illegal alien

files for bankruptcy using the false nane and SSN to di scharge
the debt incurred. Whatever the circunstances surroundi ng such a
“total identity steal,” the bankruptcy filing is only part of a
conpl ex schene of inpersonation, which often collapses only when
the victimdiscovers the fraudul ent bankruptcy cases listed in
hi s or her nane.

War ni ng_Si gns

Typical ly, a fraudul ent bankruptcy filing conmes to the
attention of bankruptcy professionals when the victimcontacts
the U S. Trustee's office to inquire why he or she has received
notice of a Section 341 neeting in the mail, or why a bankruptcy
is listed on his or her credit record. There are other warning
si gns, however, to which bankruptcy professionals and | enders
shoul d be alert. They i ncl ude:

. Aclient’s failure to bring a purported joint debtor to
meet wi th bankruptcy counsel. One debtor w fe asked her
bankruptcy attorney to | et her take the bankruptcy
petition honme for her husband to sign, because he was
too busy to come with her to the attorney’'s office. In
fact, she forged her husband’s nanme on the joint
petition and filed it w thout his know edge.

. A debtor’s failure to appear at the Section 341
nmeeting. In the case described above, the debtor wfe



appeared at the neeting of creditors with a man who
falsely claimed to be her spouse and falsely testified
that he had signed all of the docunents. It is nuch
nor e conmon, however, for the fraudulent filer not to
appear at the Section 341 neeting. In such a case, the
bankruptcy petition nay have been filed solely for the
pur pose of tenporarily avoiding foreclosure or
eviction, w thout the knowl edge of the true hol der of
t he nane and SSN.

. The sane real property listed in different bankruptcy
cases. This may indicate that a perpetrator is filing
serial cases in multiple false nanes to avoid
forecl osure on the property.

. Bankruptcy petitions, filed serially in the sane or
nei ghboring jurisdictions, that contain the sane
debtor’s nane but different SSNs; the sane names wth
different mddle initials; or slightly different forns
of the sane nane.

Renedi es

Cases of suspected bankruptcy-related identity theft should
be reported to the nearest U S. Trustee field office?. In
addition to harming the victim identity theft clearly inpairs
the integrity of the bankruptcy system U.S. Trustee enpl oyees
may, if appropriate, pursue various civil enforcenent renedies.

By statute, the Programis a neutral party that represents
the public interest. Thus, U S. Trustee staff cannot directly
represent the victim who would be well advised to obtain private
counsel to address the specific problens caused by the identity
theft. Nonethel ess, civil enforcenent renedies that pronote the
integrity of the bankruptcy systemoften benefit the identity
theft victimas well, and staff often work with the victimto
obtain information necessary for enforcenment actions. Depending
upon the circunstances of the case and the procedures preferred
by the Bankruptcy Courts in the local jurisdiction, actions by
U.S. Trustee staff may incl ude:

. Moving to dismiss a pending case in which the
bankruptcy filer used a fal se nanme and/or SSN. In sone
cases the U S. Trustee al so seeks a specific court

YContact information for United States Trustee field offices is
avai |l abl e at www. usdoj . gov/ ust.



finding that the naned person did not file the case or
authorize the filing, and that the signature was a
forgery.

. Movi ng to expunge or void a pending or closed case. The
U. S. Trustee seeks expungenent fromthe case docket as
well as the court’s automated system and in sone cases
seeks to have the hard copy of the case file seal ed.

. Moving to correct the debtor’s SSN in the bankruptcy
court record.

. Movi ng to have the di scharge revoked or the discharge
date extended until the SSN is corrected.

. Moving for an in remorder for relief fromthe automatic
stay with respect to all real property interests in the
debtor’ s nane.

. Moving to vacate the order for relief.

. Pl aci ng the burden upon the debtor to amend the petition
to correct the SSN, to obtain a court order that the
true hol der of the nunber did not file the bankruptcy
case or authorize it to be filed; and to serve that
order upon the three major credit reporting agenci es.

. As in any other case of suspected crim nal bankruptcy
fraud, assisting | aw enforcenent by helping to obtain
rel evant information and docunents, advising on
bankruptcy | aw, providing expert testinony at trial, and
general ly providing expertise on bankruptcy | aw and
pr ocedure.

New | dentification Procedure

Over the last few years, a nunber of U S. Trustee offices and
private trustees have introduced procedures to better detect the
use of a false nanme and/or SSN i n bankruptcy cases. In sone
districts, for exanple, the U S. Trustee requires photo
identification or notarized verification of SSN for Section 341
nmeeti ngs conducted by tele-conference. In other districts, Chapter
7 and Chapter 13 trustees require debtors to produce photo
identification and proof of SSN.

The U. S. Trustee Program has begun work to initiate, in 19

districts, a pilot programthat will require identification at the
Section 341 neeting. The pilot programis nodeled after the
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Programi s first region-w de debtor identification procedure,

| aunched by Region 11 U.S. Trustee Ira Bodenstein in the fall of
1999. All Chapter 7 and Chapter 13 debtors who file in the region-
-whi ch consists of Wsconsin and Northern Illinois, with
headquarters in Chicago--are now required to provide the panel
trustees and standing trustees with proof of identity and SSN at
the Section 341 neeting.

Region 11 adopted this policy after uncovering a substanti al
nunber of instances of incorrect SSNs on bankruptcy petitions.
Wil e sonme of these were typographical errors, others were
i nstances of Social Security and/or identity fraud that were
referred to the U S. Attorney’'s office for prosecution.

Region 11 initiated the identification procedure in Septenber
1999 with the Chapter 7 panel trustees in Chicago. By m d- Novenber
1999, all panel trustees and standing trustees in the region were

requiring all debtors to conply. In general, inplenentation
proceeded snoothly, and practitioners in the region now routinely
informtheir clients that proof of identity and SSN wi || be

requested at the Section 341 neeting. Acceptable forns of
identification include a driver’s license, state identification
card, or passport. Proof of SSN may be provided through docunents
such as a driver’s license, Social Security card, or payroll check
st ub.

|f a debtor fails to provide adequate proof of identity and
SSN at the Section 341 neeting, the trustee automatically
continues the neeting to the trustee’s next date for neetings. If
t he debtor provides an SSN different fromthe one |listed on the
petition, the trustee asks the debtor to explain the discrepancy,
reports the matter to the U S. Trustee field office, and continues
the Section 341 neeting; the debtor’s attorney is expected to file
an anmended petition with the correct SSN before the continued
nmeeting date. The debtor’s attorney may be required to notify the
three major credit reporting agencies that the SSN was used
erroneously.

| f debtor’s counsel does not file the anended petition, the
trustee delays the filing of the no-asset report and/or seeks
di sm ssal of the case. Before the continued Section 341 neeti ng,
the U S. Trustee field office investigates whether the incorrect
SSN was used intentionally or inadvertently, using a proprietary
public records search data base. If it appears that the use was
intentional, the U S. Trustee or the private trustee files a
notion to dismss the case or deny discharge, and the matter is
referred to the U S. Attorney for crimnal prosecution.



Typographical errors in SSNs have declined noticeably since
this identification procedure was instituted in Region 11
resulting in a nore reliable official record. In addition, the new
policy has helped to maintain the accuracy of innocent victins’
credit records, by identifying incorrect use of an SSN | ong before
the victimm ght otherw se have | earned of the error.

Clearly, this identification procedure will not catch al
i nstances of bankruptcy-related identity theft. Sonme filers wll
fail to attend the Section 341 neeting; others may produce fal se
identification at the neeting. As the nationw de pilot program
t akes shape, however, the identification procedure will be fine-
tuned—w th input fromthe bankruptcy community--to inprove its
efficiency and effectiveness within each pilot |ocation. Taken as
a whole, the Section 341 neeting identification procedure, the
civil enforcenent remedi es pursued by U S. Trustee staff and
private trustees, and the Program s continuing participation with
concerned public and private groups will help fight bankruptcy-
related identity theft.



