Bank Holding Company Rating System

Section 4070.0

On December 1, 2004, the Board of Governors
approved for System-wide implementation a
revised bank holding company (BHC) rating
system to more closely aign the supervisory
rating system for BHCs, including financial
holding companies, with the Federal Reserve's
current supervisory practices.t The revised rat-
ing system became effective January 1, 2005,
and is to be used for all inspections commenc-
ing after that date.

Each BHC isassigned acompositerating *“‘ C”
based on an evaluation and rating of its manage-
rial and financia condition and an assessment of
future potential risk to its subsidiary depository
institution(s). The main components of the rat-
ing system represent Risk management (R);
Financial condition (F); and potential Impact (1)
of the parent company and nondepository sub-
sidiaries (collectively nondepository entities) on
the subsidiary depository institution(s). While
all BHCs are required to act as sources of
strength to their subsidiary depository institu-
tions, pursuant to the Board’ s rules and palicies,
the impact rating (1) focuses on downside risk—
that is, on the likelihood of significant negative
Impact on the subsidiary depository institutions.
A fourth component rating, Depository institu-
tion (D), will generally mirror the primary regu-
lator’s assessment of the subsidiary depository
institution(s). Thus, the primary component and
composite ratings are displayed:

RFI/C(D)

To provide a consistent framework for assess-
ing risk management, the R component is sup-
ported by four subcomponents that reflect the
effectiveness of the banking organization’s risk
management and controls. The subcomponents
are board and senior management oversight;
policies, procedures, and limits; risk monitoring
and MIS; and internal controls. The F compo-
nent is similarly supported by four subcompo-
nents reflecting an assessment of the quality of
the banking organization’s capital, asset quality,
earnings, and liquidity. A simplified version of
the rating system that requires only the assign-
ment of the risk-management component rating
and composite rating will be applied to noncom-
plex BHCs with assets below $1 hillion.

Composite, component, and subcomponent

1. The Federa Reserve System’'s previous BHC rating
system was the BOPEC rating system. The components of the
name represented the Bank, Other nonbank subsidiaries, Par-
ent company, Earnings, and Capital.

ratings are assigned based on a 1 to 5 numeric
scale. A 1 indicates the highest rating, strongest
performance and practices, and least degree of
supervisory concern; a 5 indicates the lowest
rating, weakest performance, and highest degree
of supervisory concern.

The Federal Reserve recognizes the interrela-
tionship between the risk-management and
financial-performance components of the revised
rating system, an interrelationship that is inher-
entinall supervisory rating systems. Accordingly,
examiners are expected to consider that a risk-
management factor may have a bearing on the
assessment of afinancial subcomponent or com-
ponent rating and vice versa. In general, how-
ever, the risk-management component and sub-
components should be viewed as the more
forward-looking aspect of the rating system, and
the financial-condition component and subcom-
ponents should be viewed as the current aspect
of the rating system. For example, a BHC's
ability to monitor and manage market risk (or
sensitivity to market risk) should be evaluated
together with the organization’s ability to moni-
tor and manage all risks under the R component
of the rating system. However, poor market-risk
management may also be reflected in the F
component if it impacts earnings or capital. (See
SR-04-18 and its attachment.)

All of the BHC numeric ratings, including the
composite, component, and subcomponent rat-
ings, should be presented in the report of inspec-
tion, in accordance with the Federal Reserve's
supervisory practices. The management of each
BHC under inspection should be made aware of
the fact that thisrating is furnished solely for its
confidential use and under no circumstances
should the BHC or any of its directors, officers,
or employees disclose or make public any of the
ratings.

4070.0.1 THE BANK HOLDING
COMPANY RFI/C(D) RATING
SYSTEM

The bank holding company (BHC) rating sys-
tem provides an assessment of certain risk-
management and financial-condition factors that
are common to all BHCs, as well as an assess-
ment of the potential impact of the parent BHC
and its nondepository subsidiaries (collectively
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nondepository entities) on the BHC' s subsidiary
depository institutions. Under this system, the
Federal Reserve endeavors to ensure that all
BHCs, including financia holding companies
(FHCs), are evaluated in a comprehensive and
uniform manner, and that supervisory attention
isappropriately focused on the BHCsthat exhibit
financial and operational weaknesses or adverse
trends. The rating system serves as a useful
vehicle for identifying problem or deteriorating
BHCs, as well as for categorizing BHCs with
deficiencies in particular areas. Further, the rat-
ing system assists the Federal Reservein follow-
ing safety-and-soundness trends and in assess-
ing the aggregate strength and soundness of the
financial industry.

Each BHC? is assigned a composite rating
“C” based on an overall evaluation and rating of
its managerial and financial condition and an
assessment of future potential risk to its subsidi-
ary depository institution(s). The main compo-
nents of the rating system represent Risk man-
agement (R); Financial condition (F); and
potential Impact (1) of the nondepository entities
on the subsidiary depository institutions. While
the Federal Reserve expectsall BHCsto act asa
source of strength to their subsidiary depository
ingtitutions, the Impact (1) rating focuses on
downside risk—that is, on the likelihood of
significant negative impact by the nondeposi-
tory entities on the subsidiary depository institu-
tion(s). A fourth rating, Depository institution(s)
(D), will generally mirror the primary regula-
tor's assessment of the subsidiary depository
institution(s). Thus, the primary component and
composite ratings are displayed:

RFI/C(D)

To provide a consistent framework for assess-
ing risk management, the R component is sup-
ported by four subcomponents that reflect the
effectiveness of the banking organization’s risk
management and controls. The subcomponents
are board and senior management oversight;
policies, procedures, and limits; risk monitoring
and MIS; and internal controls. The F compo-
nent is also supported by four subcomponents
reflecting an assessment of the quality of the
consolidated banking organization’ scapital, asset
quality, earnings, and liquidity.

2. A simplified version of the rating system that includes
only the R and C components will be applied to noncomplex
bank holding companies with assets at or below $1 billion.
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Composite, component, and subcomponent
ratings are assigned based on a 1 to 5 numeric
scale. A 1 numeric rating indicates the highest
rating, strongest performance and practices, and
least degree of supervisory concern, whereasa s
numeric rating indicates the lowest rating, weak-
est performance, and the highest degree of
supervisory concern.

The following three sections contain detailed
descriptions of the composite, component, and
subcomponent ratings; implementation guidance
by BHC type; and definitions of the ratings.

4070.0.2 DESCRIPTION OF THE
RATING-SYSTEM ELEMENTS

4070.0.2.1 The Composite (C) Rating

“C"” isthe overal composite assessment of the
BHC as reflected by consolidated risk manage-
ment, consolidated financia strength, and the
potential impact of the nondepository entities on
the subsidiary depository institutions. The com-
posite rating encompasses both a forward-
looking and static assessment of the consoli-
dated organization, as well as an assessment of
the relationship between the depository and non-
depository entities. Consistent with current Fed-
eral Reserve practice, the C rating is not derived
as a simple numeric average of the R, F, and |
components; rather, it reflects examiner judg-
ment with respect to the relative importance of
each component to the safe and sound operation
of the BHC.

4070.0.2.2 The Risk-Management (R)
Component

“R" represents an evaluation of the ability of
the BHC's board of directors and senior man-
agement, as appropriate for their respective posi-
tions, to identify, measure, monitor, and control
risk. The R rating underscores the importance of
the control environment, taking into consider-
ation the complexity of the organization and the
risk inherent in its activities.

The R rating is supported by four subcompo-
nents that are each assigned a separate rating.
Thefour subcomponentsareasfollows: (1) board
and senior management oversight; (2) policies,
procedures, and limits; (3) risk monitoring and
MIS; and (4) interna controls. The subcompo-
nents are evaluated in the context of the risks
undertaken by and inherent in a banking organi-
zation and the overall level of complexity of the
firm's operations. They provide the Federa
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Reserve System with a consistent framework for
evaluating risk management and the control
environment. Moreover, the subcomponents pro-
vide a clear structure and basis for discussion of
the R rating with BHC management, reflect the
principles of SR-95-51, are familiar to examin-
ers, and parallel the existing risk-assessment
process. SR-95-51 contains a detailed descrip-
tion of thefour risk-management subcomponents.

4070.0.2.2.1 Risk-Management
Subcomponents

4070.0.2.2.1.1 Board and Senior Management
Oversight

This subcomponent evaluates the adequacy and
effectiveness of board and senior management’s
understanding and management of risk inherent
in the BHC's activities, as well as the general
capabilities of management. It also includes
consideration of management’s ability to iden-
tify, understand, and control the risks under-
taken by the institution, to hire competent staff,
and to respond to changes in the ingtitution’s
risk profile or innovations in the banking sector.

4070.0.2.2.1.2 Palicies, Procedures, and
Limits

This subcomponent evaluates the adequacy of a
BHC's policies, procedures, and limits given
therisks inherent in the activities of the consoli-
dated BHC and the organization’'s stated goals
and objectives. This analysis will include con-
sideration of the adequacy of the ingtitution’s
accounting and risk-disclosure policies and pro-
cedures.

4070.0.2.2.1.3 Risk Monitoring and
Management Information Systems

This subcomponent assesses the adequacy of a
BHC's risk measurement and monitoring, and
the adequacy of its management reports and
information systems. This analysis will include
a review of the assumptions, data, and proce-
dures used to measure risk and the consistency
of these tools with the level of complexity of the
organization’s activities.

4070.0.2.2.1.4 Interna Controls

This subcomponent eval uates the adequacy of a

BHC's internal controls and internal audit pro-
cedures, including the accuracy of financial
reporting and disclosure and the strength and
influence of the internal audit team within the
organization. This analysis will aso include a
review of the independence of control areas
from management and the consistency of the
scope coverage of the internal audit team with
the complexity of the organization.

4070.0.2.3 The Financial-Condition (F)
Component

“F’ represents an evaluation of the consoli-
dated organization’'s financial strength. The F
rating focuses on the ability of the BHC's
resources to support the level of risk associated
with its activities. The F rating is supported by
four subcomponents: capital (C), asset quality
(A), earnings (E), and liquidity (L). The CAEL
subcomponents can be evaluated along indi-
vidual business lines, product lines, or on a
legal-entity basis, depending on what is most
appropriate given the structure of the organiza-
tion. The assessment of the CAEL components
should use benchmarks and metrics appropriate
to the business activity being evaluated.

Consistent with current supervisory practices,
examination staff should continue to review rel-
evant market indicators, such as external debt
ratings, credit spreads, debt and equity prices,
and qualitative rating-agency assessments as a
source of information complementary to exami-
nation findings.

4070.0.2.3.1 Financial-Condition
Subcomponents (CAEL)

4070.0.2.3.1.1 Capital Adequacy

“C" reflects the adequacy of an organization’s
consolidated capital position, from a regulatory
capital perspective and an economic capital per-
spective, as appropriate to the BHC.3 The evalu-
ation of capital adequacy should consider the
risk inherent in an organization’s activities and
the ability of capital to absorb unanticipated

3. The regulatory minimum capital ratios for BHCs are 8
percent for total risk-based capital, 4 percent for tier 1 risk-
based capital, 3 percent for tier 1 leverage for BHCs rated
strong, and 4 percent for tier 1 leverage for all other BHCs.
See 12 C.FR. 225, appendices A and D.
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losses, to provide a base for growth, and to
support the level and composition of the parent
company and subsidiaries’ debt.

4070.0.2.3.1.2 Asset Quality

“A” reflects the quality of an organization’s
consolidated assets. The evaluation should
include, as appropriate, both on-balance-sheet
and off-balance-sheet exposures and the level of
criticized and nonperforming assets. Forward-
looking indicators of asset quality, such as the
adequacy of underwriting standards, the level of
concentration risk, the adequacy of credit-
administration policies and procedures, and the
adequacy of MIS for credit risk, may also form
the Federal Reserve' s view of asset quality.

4070.0.2.3.1.3 Earnings

“E” reflects the quality of consolidated earn-
ings. The evaluation considers the level, trend,
and sources of earnings, as well as the ability of
earnings to augment capital as necessary to pro-
vide ongoing support for aBHC's activities.

4070.0.2.3.1.4 Liquidity

“L" reflectsthe consolidated organization’ s abil -
ity to attract and maintain the sources of funds
necessary to support its operations and meset its
obligations. The funding conditions for each of
the material legal entities in the holding com-
pany structure should be evaluated to determine
if any weaknesses exist that could affect the
funding profile of the consolidated organization.

4070.0.2.4 The Impact (I) Component

Like the other components and subcomponents,
the | component is rated on a five-point numeri-
cal scale. However, the descriptive definitions of
the numerical ratings for | are different than
those of the other components and subcompo-
nents. The | ratings are defined as follows:

1 — lowlikelihood of significant negativeimpact

2 —limited likelihood of significant negative
impact

3 — moderate likelihood of significant negative
impact
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4 — considerable likelihood of significant nega-
tive impact
5 — highlikelihood of significant negativeimpact

The | component is an assessment of the
potential impact of the nondepository entities on
the subsidiary depository institution(s). The |
assessment will evaluate both the risk-
management practices and financia condition of
the nondepository entities—an analysis that will
borrow heavily from the analysis conducted for
the R and F components. Consistent with cur-
rent practices, nondepository entities will be
evaluated using benchmarks and analysis appro-
priate for those businesses. In addition, for func-
tionally regulated nondepository subsidiaries,
examination staff will continue to rely, to the
extent possible, on the work of those functional
regulators to assess the risk management prac-
tices and financial condition of those entities. In
rating the | component, examination staff is
required to evaluate the degree to which current
or potential issues within the nondepository
entities present a threat to the safety and sound-
ness of the subsidiary depository institution(s).
In this regard, the | component will give a
clearer indication of the degree of risk posed by
the nondepository entities to the federal safety
net than does the current rating system.

The | component focuses on the aggregate
impact of the nondepository entities on the sub-
sidiary depository institution(s). In this regard,
the | rating does not include individual subcom-
ponent ratings for the parent company and non-
depository subsidiaries. An | rating is assigned
always for each BHC; however, as is currently
the case, nonmaterial nondepository subsidi-
aries* may be excluded from the | analysis at the
examiner's discretion. Any risk-management
and financial issues at the nondepository entities
that potentially impact the safety and soundness
of the subsidiary depository institution(s) should
be identified in the written comments under the
| rating. This approach is consistent with the
Federal Reserve's objective not to extend bank-
like supervision to nondepository entities.

The analysis of the parent company for the
purpose of assigning an | rating should empha-
size weaknesses that could directly impact the
risk-management or financial condition of the
subsidiary depository institution(s). Similarly,
the analysis of the nondepository subsidiaries
for the purpose of assigning an | rating should

4. As ageneral rule, nondepository subsidiaries should be
included in the | analysis whenever their assets exceed 5
percent of the BHC's consolidated capital or $10 million,
whichever is lower.
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emphasize weaknesses that could negatively
impact the parent company’s relationship with
its subsidiary depository institution(s) and weak-
nesses that could have a direct impact on the
risk-management practices or financial condi-
tion of the subsidiary depository institution(s).
The analysis under the | component should con-
sider existing as well as potential issues and
risks that may impact the subsidiary depository
institution(s) now or in the future. Particular
attention should be paid to the following risk-
management and financial factors in assigning
thel rating:

4070.0.2.4.1 Risk-Management Factors

» Strategic considerations. The potential risks
posed to the subsidiary depository institu-
tion(s) by the nondepository entities' strategic
plans for growth in existing activities and
expansion into new products and services.
Operational considerations. The spillover
impact on the subsidiary depository institu-
tion(s) from actual losses, a poor control envi-
ronment, or an operational loss history in the
nondepository entities.

* Legal and reputational considerations. The
spillover effect on the subsidiary depository
ingtitution(s) of complaints and litigation that
name one or more of the nondepository enti-
ties as defendants, or involve violations of
laws or regulations, especially pertaining to
intercompany transactions where the subsidi-
ary depository institution(s) is involved.
Concentration considerations. The potential
risks posed to the subsidiary depository insti-
tution(s) by concentrations within the nonde-
pository entities in business lines, geographic
areas, industries, customers, or other factors.

4070.0.2.4.2 Financial Factors

« Capital distribution. Thedistributionandtrans-
ferability of capital acrossthe legal entities.

* Intra-group exposures. The extent to which
intra-group exposures, including servicing
agreements, have the potential to undermine
the condition of subsidiary depository
institution(s).

 Parent company cash flow and leverage. The
extent to which the parent company is depen-
dent on dividend payments, from both the
nondepository subsidiaries and the subsidiary
depository ingtitution(s), to service debt and
cover fixed charges. Also, the effect that these
upstreamed cash flows have had, or can be

expected to have, on the financial condition of
the BHC's nondepository subsidiaries and
subsidiary depository institution(s).

4070.0.2.5 The Depository Ingtitutions
(D) Component

The (D) component will reflect generally the
composite CAMEL Srating assigned by the sub-
sidiary depository institution’s primary supervi-
sor. In a multibank BHC, the (D) rating will
reflect a weighted average of the CAMELS
composite ratings of the individual subsidiary
depository institutions, weighted by both asset
size and the relative importance of each deposi-
tory institution within the holding company
structure. In this regard, the CAMELS compos-
ite rating for a subsidiary depository institution
that dominates the corporate culture may figure
more prominently in the assignment of the (D)
rating than would be dictated by asset size,
particularly when problems exist within that
depository ingtitution.

The (D) component conveys important super-
visory information, reflecting the primary super-
visor's assessment of the legal entity. The (D)
component stands outside of the composite rat-
ing, although significant risk-management and
financial-condition considerations at the deposi-
tory ingtitution level are incorporated in the
consolidated R and F ratings, which are then
factored into the C rating.

Consistent with current practice, if, in the
process of analyzing the financial condition and
risk-management programs of the consolidated
organization, a major difference of opinion
regarding the safety and soundness of the sub-
sidiary depository institution(s) emergesbetween
the Federal Reserve and the depository institu-
tion's primary regulator, then the (D) rating
should reflect the Federal Reserve's evaluation.

To highlight the presence of one or more
problem depository institution(s) in a multibank
BHC whose depository institution component,
based on weighted averages, might not other-
wise reveal their presence (i.e., depository insti-
tution ratings of 1, 2, or 3), a problem modifier,
P, would be attached to the depository institu-
tion rating (e.g., 1R, 2P, or 3P). Thus, 2P would
indicate that, while on balance the depository
subsidiaries are rated Satisfactory, there exists a
problem depository institution (composite 4 or
5) among the subsidiary depository institutions.

BHC Supervision Manual July 2005

Page 5



Bank Holding Company Rating System

4070.0

The problem identifier is unnecessary when the
depository institution component is rated 4 or 5.

4070.0.3 IMPLEMENTATION OF THE
BHC RATING SYSTEM BY BHC TYPE

The Federal Reserve' sBHC rating system aligns
the rating system with current Federal Reserve
supervisory practices. Therating system requires
analysis and support for BHCs of al sizess As
such, the level of analysis and support will vary
based upon whether a BHC has been deter-
mined to be *“complex” or *‘noncomplex.” ¢ In
addition, the resources dedicated to the inspec-
tion of each BHC will continue to be deter-
mined by therisk posed by the subsidiary deposi-
tory institution(s) to the federal safety net” and
the risk posed by the BHC to the subsidiary
depository institution(s).

4070.0.3.1 Noncomplex BHCs with
Assets of $1 Billion or Less (Shell
Holding Companies)

Rating: Rand C

Consistent with SR-02-1, examination staff will
assign only an R and a C rating for all compa-
nies in the shell BHC program (noncomplex
BHCs with assets under $1 hillion). The R rat-
ing is the M rating from the subsidiary deposi-
tory institution’s CAMELS rating. To provide
consistent rating terminology across BHCs of

5. As described in this manual, SR-95-51, SR-97-24, SR-
99-15, and SR-02-1.

6. The determination of whether a holding company is
“complex” versus ‘“‘noncomplex” is made at least annually
on a case-by-case basis taking into account and weighing a
number of considerations, such as the size and structure of the
holding company; the extent of intercompany transactions
between depository institution subsidiaries and the holding
company or nondepository subsidiaries of the holding com-
pany; the nature and scale of any nondepository activities,
including whether the activities are subject to review by
another regulator and the extent to which the holding com-
pany is conducting Gramm-Leach-Bliley—authorized activi-
ties (e.g., insurance, securities, merchant banking); whether
risk-management processes for the holding company are con-
solidated; and whether the holding company has material debt
outstanding to the public. Size is aless important determinant
of complexity than many of the factors noted above, but
generally companies of significant size (e.g., assets of $10 bil-
lion on balance sheet or managed) would be considered
complex, irrespective of the other considerations.

7. The federal safety net includes the federal deposit insur-
ance fund, the payments system, and the Federal Reserve's
discount window.

BHC Supervision Manual
Page 6

July 2005

all sizes, the terminology is changed to R from
the former M. The C rating is the subsidiary
depository institution's composite CAMELS
rating.

4070.0.3.2 Noncomplex BHCs with
Assets Greater Than $1 Billion

4070.0.3.2.1 One-Bank Holding
Companies

Rating: RFI/C(D)

For all noncomplex one-bank holding compa
nieswith assets of greater than $1 billion, exami-
nation staff will assign all component and sub-
component ratings, however, examination staff
should continue to rely heavily on information
and analysis contained in the primary regula
tor's report of examination for the subsidiary
depository ingtitution to assign the R and F
ratings. If examination staff have reviewed the
primary regulator’'s examination report and are
comfortable with the analysis and conclusions
contained in that report, then the BHC ratings
should be supported with concise language that
indicates that the conclusions are based on the
analysis of the primary regulator. No additional
analysis will be required.

In cases where the analysis and conclusions
of the primary regulator are insufficient to assign
the ratings, the primary regulator should be con-
tacted to ascertain whether additiona analysis
and support may be available. Further, if discus-
sions with the primary regulator do not provide
sufficient information to assign the ratings, dis-
cussions with BHC management may be war-
ranted to obtain adequate information to assign
the ratings. In most cases, additional informa-
tion or support obtained through these steps will
be sufficient to permit the assignment of the R
and F ratings. To the extent that additiona
analysisis deemed necessary, the level of analy-
sisand resources spent on this assessment should
be in line with the level of risk the subsidiary
depository institution poses to the federal safety
net. In addition, any activities that involve infor-
mation gathering with respect to the subsidiary
depository institution should be coordinated with
and, if possible, conducted by, the primary regu-
lator of that institution.

Examination staff are required to make an
independent assessment in order to assign the |
rating, which provides an evaluation of the
impact of the BHC on the subsidiary depository
ingtitution. Analysis for the | rating in noncom-
plex one-bank holding companies should place
particular emphasis on issues related to parent
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company cash flow and compliance with sec-
tions 23A and 23B of the Federal Reserve Act
and the Board' s Regulation W.

4070.0.3.2.2 Multibank Holding
Companies

Rating: RFI/C(D)

For all noncomplex BHCs with assets of greater
than $1 billion and more than one subsidiary
depository institution, examination staff will
assign all component and subcomponent ratings
of the new system. Examiners should rely, to the
extent possible, on the work conducted by the
primary regulators of the subsidiary depository
ingtitutions to assign the R and F ratings. How-
ever, any risk-management or other important
functions conducted by the nondepository enti-
ties of the BHC, or conducted across legal-
entity lines, should be subject to review by
Federal Reserveexamination staff. Thesereviews
should be conducted in coordination with the
primary regulator(s). The assessment for the |
rating requires an independent assessment by
Federal Reserve examination staff.

4070.0.3.3 Complex BHCs
Rating: RFI/C(D)

For complex BHCs, examination staff will assign
all component and subcomponent ratings of the
new rating system. The ratings analysis should
be based on the primary and functional regula-
tors' assessment of the subsidiary entities, as
well as on the examiners assessment of the
consolidated organization as determined through
off-site review and the BHC inspection process,
as appropriate. The resources needed for the
inspection and the level of support needed for
developing a full rating will depend on the
complexity of the organization, including struc-
ture and activities (see footnote 5), and should
be commensurate with the level of risk posed by
the subsidiary depository institution(s) to the
federal safety net and the level of risk posed by
the BHC to the subsidiary depository
institution(s).

4070.0.3.4 Nontraditional BHCs
Rating: RFI/C(D)

Examination staff are required to assign the full
rating system for nontraditional BHCs. Nontra-

ditional BHCs include BHCs in which most or
al nondepository entities are regulated by a
functional regulator and in which the subsidiary
depository institution(s) are small in relation to
the nondepository entities. The rating system is
not intended to introduce significant additional
work in the rating process for these organiza-
tions. As discussed above, the level of anaysis
conducted and resources needed to inspect the
BHC and to assign the consolidated R and F
ratings should be commensurate with the level
of risk posed by the subsidiary depository insti-
tution(s) to the federal safety net and the level of
risk posed by the BHC to the subsidiary deposi-
tory institution(s). The report of examination by,
and other information obtained from, the func-
tional and primary bank regulators should pro-
vide the basis for the consolidated R and F
ratings. On-site work, to the extent it involves
areas that are the primary responsibility of the
functiona or primary bank regulator, should be
coordinated with and, if possible, conducted by,
those regulators. Examination staff should con-
centrate their independent analysis for the R and
F ratings around activities and risk management
conducted by the parent company and non—
functionally regulated nondepository subsidi-
aries, as well as around activities and risk-
management functions that are related to the
subsidiary depository institution(s), for exam-
ple, audit functions for the depository institu-
tion(s) and compliance with sections 23A and
23B and the Board’' s Regulation W.
Examination staff are required to make an
independent assessment of the impact of the
nondepository entities on the subsidiary deposi-
tory ingtitution(s) in order to assign the | rating.

4070.0.4 RATING DEFINITIONS FOR
THE RFI/C(D) RATING SYSTEM

All component and subcomponent ratings are
rated on a five-point numeric scale. With the
exception of the | component, ratings will be
assigned in ascending order of supervisory con-
cern asfollows:

1— Strong

2 — Sdtisfactory

3— Fair

4— Margind

5 — Unsatisfactory

BHC Supervision Manual July 2005
Page 7



Bank Holding Company Rating System

4070.0

A description of the | component ratings is in
the | section (see section 4070.0.4.4).

As is current Federal Reserve practice, the
component ratings are not derived as a simple
numeric average of the subcomponent ratings;
rather, weight afforded to each subcomponent in
the overall component rating will depend on the
severity of the condition of that subcomponent
and the relative importance of that subcompo-
nent to the consolidated organization. Similarly,
some components may be given more weight
than others in determining the composite rating,
depending on the situation of the BHC. Assign-
ment of a composite rating may incorporate any
factor that bears significantly on the overal
condition and soundness of the BHC, athough
generally the composite rating bears a close
relationship to the component ratings assigned.

4070.0.4.1 Composite Rating

Rating 1 (Srong). BHCs in this group are sound
in amost every respect; any negative findings
are basically of a minor nature and can be
handled in a routine manner. Risk-management
practices and financial condition provide resis-
tance to external economic and financial distur-
bances. Cash flow is more than adequate to
service debt and other fixed obligations, and the
nondepository entities pose little risk to the sub-
sidiary depository institution(s).

Rating 2 (Satisfactory). BHCs in this group are
fundamentally sound but may have modest weak-
nesses in risk-management practices or financial
condition. The weaknesses could develop into
conditions of greater concern but are believed
correctable in the normal course of business. As
such, the supervisory response is limited. Cash
flow is adequate to service obligations, and the
nondepository entities are unlikely to have a
significant negative impact on the subsidiary
depository institution(s).

Rating 3 (Fair). BHCs in this group exhibit a
combination of weaknesses in risk-management
practices and financial condition that range from
fair to moderately severe. These companies are
less resistant to the onset of adverse business
conditions and would likely deteriorate if con-
certed action is not effective in correcting the
areas of weakness. Consequently, these compa-
nies are vulnerable and require more-than-
normal supervisory attention and financial sur-
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veillance. However, the risk-management and
financia capacity of the company, including the
potential negative impact of the nondepository
entities on the subsidiary depository institu-
tion(s), pose only a remote threat to its contin-
ued viabhility.

Rating 4 (Marginal). BHCs in this group have
significant risk-management and financial weak-
nesses, which may pose a heightened risk of
significant negative impact on the subsidiary
depository institution(s). The holding compa
ny’s cash-flow needs may be being met only by
upstreaming imprudent dividends and/or fees
from its subsidiaries. Unless prompt action is
taken to correct these conditions, the organiza-
tion's future viability could be impaired. These
companies require close supervisory attention
and substantially increased financial surveillance.

Rating 5 (Unsatisfactory). The magnitude and
character of the risk-management and financial
weaknesses of BHCs in this category, and con-
cerns about the nondepository entities nega-
tively impacting the subsidiary depository insti-
tution(s), could lead to insolvency without urgent
aid from shareholders or other sources. The
imminent inability to prevent liquidity and/or
capital depletion places the BHC's continued
viability in serious doubt. These companies
require immediate corrective action and con-
stant supervisory attention.

4070.0.4.2 Risk-Management Component

Rating 1 (Strong). A rating of 1 indicates that
management effectively identifies and controls
all major types of risk posed by the BHC's
activities. Management is fully prepared to
address risks emanating from new products and
changing market conditions. The board and man-
agement are forward-looking and active partici-
pants in managing risk. Management ensures
that appropriate policies and limits exist and are
understood, reviewed, and approved by theboard.
Policies and limits are supported by risk-
monitoring procedures, reports, and MIS that
provide management and the board with the
information and analysis that is necessary to
maketimely and appropriatedecisionsinresponse
to changing conditions. Risk-management prac-
tices and the organization’s infrastructure are
flexibleand highly responsiveto changing indus-
try practices and current regulatory guidance.
Staff has sufficient experience, expertise, and
depth to manage the risks assumed by the
ingtitution.
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Internal controls and audit procedures are suf-
ficiently comprehensive and appropriate to the
size and activities of the institution. There are
few noted exceptions to the institution’s estab-
lished policies and procedures, and none is
material. Management effectively and accu-
rately monitors the condition of the institution
consistent with the standards of safety and sound-
ness, and in accordance with internal and super-
visory policies and practices. Risk-management
processes arefully effectiveinidentifying, moni-
toring, and controlling therisksto theingtitution.

Rating 2 (Satisfactory). A rating of 2 indicates
that the institution’s management of risk is
largely effective, but lacking in some modest
degree. Management demonstrates a responsive-
ness and ability to cope successfully with exist-
ing and foreseeable risks that may arisein carry-
ing out the institution’s business plan. Although
the ingtitution may have some minor risk-
management weaknesses, these problems have
been recognized and are in the process of being
resolved. Overall, board and senior management
oversight, policies and limits, risk-monitoring
procedures, reports, and MIS are considered
satisfactory and effective in maintaining a safe
and sound ingtitution. Risks are controlled in a
manner that does not require more-than-normal
supervisory attention.

The BHC's risk-management practices and
infrastructure are satisfactory and generaly are
adjusted appropriately in response to changing
industry practices and current regulatory guid-
ance. Staff experience, expertise, and depth are
generally appropriatetomanagetherisksassumed
by the institution.

Internal controls may display modest weak-
nesses or deficiencies, but they are correctable
in the normal course of business. The examiner
may have recommendations for improvement,
but the weaknesses noted should not have a
significant effect on the safety and soundness of
the ingtitution.

Rating 3 (Fair). A rating of 3 signifies that
risk-management practices are lacking in some
important ways and, therefore, are a cause for
more-than-normal supervisory attention. One or
more of the four elements of sound risk manage-
ment8 (active board and senior management
oversight; adequate policies, procedures, and

8. See the Federal Reserve System handbook Framework
for Risk-Focused Supervision of Large Complex Institutions,
August 1997, and SR-95-51, *‘Rating the Adequacy of Risk
Management Processes and Internal Controls at State Mem-
ber Banks and Bank Holding Companies.”

limits; adequate risk-management monitoring
and MIS; comprehensive internal controls) are
considered less than acceptable, and has pre-
cluded the institution from fully addressing one
or more significant risks to its operations. Cer-
tain risk-management practices are in need of
improvement to ensure that management and
the board are able to identify, monitor, and
control al significant risks to the institution.
Also, the risk-management structure may need
to be improved in areas of significant business
activity, or staff expertise may not be commen-
surate with the scope and complexity of busi-
ness activities. In addition, management’s
response to changing industry practices and
regulatory guidance may need to improve.

Theinternal control system may belacking in
some important aspects, particularly as indi-
cated by continued control exceptions or by a
failure to adhere to written policies and proce-
dures. The risk-management weaknesses could
have adverse effects on the safety and sound-
ness of the institution if corrective action is not
taken by management.

Rating 4 (Marginal). A rating of 4 represents
deficient risk-management practices that fail to
identify, monitor, and control significant risk
exposures in many material respects. Generaly,
such a situation reflects alack of adequate guid-
ance and supervision by management and the
board. One or more of the four elements of
sound risk management are deficient and requires
immediate and concerted corrective action by
the board and management.

The institution may have serious identified
weaknesses, such as an inadequate separation of
duties, that require substantial improvement in
internal control or accounting procedures, or
improved adherence to supervisory standards or
requirements. The risk-management deficien-
cies warrant a high degree of supervisory atten-
tion because, unless properly addressed, they
could serioudly affect the safety and soundness
of the ingtitution.

Rating 5 (Unsatisfactory). A rating of 5 indi-
cates a critica absence of effective risk-
management practices with respect to theidenti-
fication, monitoring, or control over significant
risk exposures. One or more of the four ele-
ments of sound risk management are considered
wholly deficient, and management and the board
have not demonstrated the capability to address
these deficiencies.
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Internal controls are critically weak and, as
such, could seriously jeopardize the continued
viability of the ingtitution. If not aready evi-
dent, there is an immediate concern as to the
reliability of accounting records and regulatory
reports and the potential for losses if corrective
measures are not taken immediately. Deficien-
ciesin the institution’s risk-management proce-
dures and internal controls require immediate
and close supervisory attention.

4070.0.4.2.1 Risk-Management
Subcomponents

4070.0.4.2.1.1 Board and Senior Management
Oversight

Rating 1 (Strong). An assessment of Strong
signifies that the board and senior management
are forward-looking, fully understand the types
of risk inherent in the BHC's activities, and
actively participate in managing those risks. The
board has approved overall business strategies
and significant policies, and ensures that senior
management is fully capable of managing the
activities that the BHC conducts. Consistent
with the standards of safety and soundness,
oversight of risk-management practicesis strong
and the organization's overall business strategy
is effective.

Senior management ensures that risk-
management practices are rapidly adjusted in
accordance with enhancements to industry prac-
tices and regulatory guidance, and exposure lim-
its are adjusted as necessary to reflect theinstitu-
tion's changing risk profile. Palicies, limits, and
tracking reports are appropriate, understood, and
regularly reviewed.

Management provides effective supervision
of the day-to-day activities of all officers and
employees, including the supervision of the
senior officers and the heads of businesslines. It
hires staff that possess experience and expertise
consistent with the scope and complexity of the
organization's business activities. Thereisasuf-
ficient depth of staff to ensure sound operations.
Management ensures compliance with laws and
regulations and that employees have the integ-
rity, ethical values, and competence consistent
with a prudent management philosophy and
operating style.

M anagement respondsappropriately to changes
in the marketplace. It identifies all risks associ-
ated with new activities or products before they
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are launched and ensures that the appropriate
infrastructureandinternal control sareestablished.

Rating 2 (Satisfactory). An assessment of Satis-
factory indicates that board and senior manage-
ment have an adequate understanding of the
organization’s risk profile and provide largely
effective oversight of risk-management prac-
tices. In this regard, the board has approved al
major business strategies and significant poli-
cies and ensures that senior management is
capable of managing the activities that the BHC
conducts. Oversight of risk-management prac-
ticesis satisfactory, and the organization’s over-
all business strategy is generally sound.

Senior management generally adjusts risk-
management practices appropriately in accor-
dance with enhancements to industry practices
and regulatory guidance, and adjusts exposure
limits as necessary to reflect the institution’s
changing risk profile, although these practices
may be lacking in some modest degree. Poli-
cies, limits, and tracking reports are generally
appropriate, understood, and regularly reviewed,
and the new-product approval processadequately
identifies the associated risks and necessary
contrals.

Senior management’s day-to-day supervision
of management and staff at all levels is gener-
aly effective. The level of staffing, and its expe-
rience, expertise, and depth, is sufficient to oper-
atethe businesslinesin a safe and sound manner.
Minor weaknesses may exist in the staffing,
infrastructure, and risk-management processes
for individual business lines or products, but
these weaknesses have been identified by man-
agement, are correctable in the normal course of
business, and areintheprocessof being addressed.
Weaknesses noted should not have a significant
effect on the safety and soundness of the
institution.

Rating 3 (Fair). An assessment of Fair signifies
that board and senior management oversight is
lacking in some important way and, therefore, is
a cause for more-than-normal supervisory atten-
tion. The weaknesses may involve a broad range
of activities or be material to a major business
line or activity. Weaknesses in one or more
aspect of board and senior management over-
sight have precluded the institution from fully
addressing one or more significant risks to the
institution. The deficiencies may include a lack
of knowledge with respect to the organization’s
risk profile, insufficient oversight of risk-
management practices, ineffective policies or
limits, inadequate or under-utilized manage-
ment reporting, an inability to respond to indus-
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try enhancements and changes in regulatory
guidance, or a failure to execute appropriate
business strategies. Staffing may not be adequate
or staff may not possess the experience and
expertise needed for the scope and complexity
of the organization's business activities. The
day-to-day supervision of officer and staff activi-
ties, including the management of senior offi-
cers or heads of business lines, may be lacking.
Certain risk-management practices are in need
of improvement to ensure that management and
the board are able to identify, monitor, and
control all significant risks to the institution.
Weaknesses noted could have adverse effects on
the safety and soundness of the ingtitution if
corrective action is not taken by management.

Rating 4 (Marginal). An assessment of Mar-
ginal represents deficient oversight practices that
reflect alack of adequate guidance and supervi-
sion by management and the board. A number
of significant risks to the institution have not
been adequately addressed, and the board and
senior management function warrants a high
degree of supervisory attention. Multiple board
and senior management weaknesses are in need
of immediate improvement. They may include a
significant lack of knowledge with respect to the
organization’s risk profile, largely insufficient
oversight of risk-management practices, ineffec-
tive policies or limits, inadequate or consider-
ably under-utilized management reporting, an
inability to respond to industry enhancements
and changes in regulatory guidance, or afailure
to execute appropriate business strategies. Staff-
ing may not be adequate or possess the experi-
ence and expertise needed for the scope and
complexity of the organization’s business activi-
ties, and the day-to-day supervision of officer
and staff activities, including the management
of senior officers or heads of business lines, may
be considerably lacking. These conditions war-
rant a high degree of supervisory attention be-
cause, unless properly addressed, they could
seriously affect the safety and soundness of the
institution.

Rating 5 (Unsatisfactory). An assessment of
Unsatisfactory indicates a critical absence of
effective board and senior management over-
sight practices. Problems may include a severe
lack of knowledge with respect to the organiza-
tion’s risk profile, insufficient oversight of risk-
management practices, wholly ineffective poli-
cies or limits, critically inadequate or under-
utilized management reporting, a complete
inability to respond to industry enhancements
and changes in regulatory guidance, or failureto

execute appropriate business strategies. Staffing
may be inadequate, inexpert, and/or inad-
equately supervised. The deficiencies require
immediate and close supervisory attention, as
management and the board have not demon-
strated the capability to address them. Weak-
nesses could seriously jeopardize the continued
viahility of the institution.

4070.0.4.2.1.2 Policies, Procedures, and
Limits

Rating 1 (Strong). An assessment of Strong
indicates that the policies, procedures, and lim-
its provide for effective identification, measure-
ment, monitoring, and control of the risks posed
by al significant activities, including lending,
investing, trading, trust, and fiduciary activities.
Policies, procedures, and limits are consistent
with the ingtitution’s goals and objectives and
itsoveral financia strength. The policies clearly
delineate accountability and lines of authority
across the ingtitution’s activities. The policies
also provide for the review of new activities to
ensure that the infrastructure necessary to iden-
tify, monitor, and control the associated risks is
in place before the activities are initiated.

Rating 2 (Satisfactory). An assessment of Satis-
factory indicates that the policies, procedures,
and limits cover all maor business areas, are
thorough and substantialy up-to-date, and pro-
vide a clear delineation of accountability and
lines of authority across the institution’s activi-
ties. Policies, procedures, and limits are gener-
aly consistent with the institution’s goals and
objectives and its overal financial strength.
Also, the policies provide for adequate due dili-
gence before engaging in new activities or prod-
ucts. Any deficiencies or gaps that have been
identified are minor in nature and in the process
of being addressed. Weaknesses should not have
a significant effect on the safety and soundness
of the ingtitution.

Rating 3 (Fair). An assessment of Fair signifies
that deficiencies exist in policies, procedures,
and limits that require more-than-normal super-
visory attention. The deficiencies may involve a
broad range of activities or be material to a
major business line or activity. The deficiencies
may include policies, procedures, or limits (or
the lack thereof) that do not adequately identify,
measure, monitor, or control the risks posed by
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significant activities; are not consistent with the
experience of staff, the organization's strategic
goals and objectives, or the financial strength of
theinstitution; or donot clearly delineateaccount-
ability or lines of authority. Also, the policies
may not provide for adequate due diligence
before engaging in new activities or products.
Weaknesses noted could have adverse effects on
the safety and soundness of the institution unless
corrective action is taken by management.

Rating 4 (Marginal). An assessment of Mar-
gina indicates deficient policies, procedures,
and limits that do not address a number of
significant risks to the institution. Multiple prac-
tices are in need of immediate improvement,
which may include policies, procedures, or lim-
its (or the lack thereof) that ineffectively iden-
tify, measure, monitor, or control the risks posed
by significant activities, are not commensurate
with the experience of staff, the institution’s
strategic goals and objectives, or the financia
strength of the institution; or do not delineate
accountability or lines of authority. Moreover,
policies may be considerably lacking with regard
to providing for effective due diligence before
engaging in new activities or products. These
conditions warrant a high degree of supervisory
attention because, unless properly addressed,
they could seriously affect the safety and sound-
ness of the institution.

Rating 5 (Unsatisfactory). An assessment of
Unsatisfactory indicates a critica absence of
effective policies, procedures, and limits. Poli-
cies, procedures, or limits (or the lack thereof)
are largely or entirely ineffective with regard to
identifying, measuring, monitoring, or control-
ling the risks posed by significant activities; are
completely inconsistent with the experience of
staff, the organization’s strategic goals and
objectives, or the financial strength of the insti-
tution; or do not delineste accountability or lines
of authority. Also, policies may be completely
lacking with regard to providing for effective
due diligence before engaging in new activities
or products. Critical weaknesses could seriously
jeopardize the continued viability of the institu-
tion and require immediate and close supervi-
sory attention.
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4070.0.4.2.1.3 Risk Monitoring and
Management Information Systems

Rating 1 (Strong). An assessment of Strong
indicates that risk-monitoring practices and MIS
reportsaddressall material risks. Thekey assump-
tions, data sources, and procedures used in mea-
suring and monitoring risk are appropriate, thor-
oughly documented, and frequently tested for
reliability. Reports and other forms of communi-
cation are consistent with activities; are struc-
tured to monitor exposures and compliance with
established limits, goals, or objectives; and com-
pare actual versus expected performance when
appropriate. Management and board reports are
accurate and timely and contain sufficient infor-
mation to identify adverse trends and to thor-
oughly evaluate the level of risk faced by the
institution.

Rating 2 (Satisfactory). An assessment of Satis-
factory indicates that risk-monitoring practices
and MIS reports cover major risks and business
areas, although they may be lacking in some
modest degree. In general, the reports contain
valid assumptions that are periodically tested for
accuracy and reliability and are adequately docu-
mented and distributed to the appropriate deci-
sionmakers. Reports and other forms of commu-
nication generally are consistent with activities;
are structured to monitor exposures and compli-
ance with established limits, goals, or objec-
tives; and compare actual versus expected per-
formance when appropriate. Management and
board reports are generally accurate and timely,
and broadly identify adverse trends and the level
of risk faced by the institution. Any weaknesses
or deficiencies that have been identified are in
the process of being addressed.

Rating 3 (Fair). An assessment of Fair signifies
that weaknesses exist in the ingtitution’s risk-
monitoring practices or MIS reports that require
more-than-normal  supervisory attention. The
weaknesses may involve abroad range of activi-
ties or be material to a major business line or
activity. They may contribute to ineffective risk
identification or monitoring through inappropri-
ate assumptions, incorrect data, poor documen-
tation, or the lack of timely testing. In addition,
MIS reports may not be distributed to the appro-
priate decisionmakers, adequately monitor sig-
nificant risks, or properly identify adverse trends
and the level of risk faced by the ingtitution.
Weaknesses noted could have adverse effects on
the safety and soundness of the ingtitution if
corrective action is not taken by management.
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Rating 4 (Marginal). An assessment of Mar-
ginal represents deficient risk-monitoring prac-
tices or MIS reports that, unless properly
addressed, could serioudly affect the safety and
soundness of the institution. A number of sig-
nificant risks to the institution are not adequately
monitored or reported. Ineffective risk identifi-
cation may result from notably inappropriate
assumptions, incorrect data, poor documenta-
tion, or the lack of timely testing. In addition,
MIS reports may not be distributed to the appro-
priate decisionmakers, may inadequately moni-
tor significant risks, or fail to identify adverse
trends and the level of risk faced by the institu-
tion. The risk-monitoring and MIS deficiencies
warrant a high degree of supervisory attention
because, unless properly addressed, they could
serioudly affect the safety and soundness of the
institution.

Rating 5 (Unsatisfactory). An assessment of
Unsatisfactory indicates a critical absence of
risk monitoring and MIS. They are wholly defi-
cient due to inappropriate assumptions, incor-
rect data, poor documentation, or the lack of
timely testing. Moreover, MIS reports may not
be distributed to the appropriate decisionmak-
ers, fail to monitor significant risks, or fail to
identify adverse trends and the level of risk
faced by the ingtitution. These critical weak-
nesses require immediate and close supervisory
attention, as they could seriously jeopardize the
continued viability of the institution.

4070.0.4.2.1.4 Interna Controls

Rating 1 (Strong). An assessment of Strong
indicates that the system of interna controls is
robust for the type and level of risks posed by
the nature and scope of the organization’s activi-
ties. The organizational structure establishes
clear lines of authority and responsibility for
monitoring adherence to policies, procedures,
and limits, and, wherever applicable, exceptions
are noted and promptly investigated. Reporting
lines provide clear independence of the control
areas from the business lines and separation of
duties throughout the organization. Robust pro-
ceduresexist for ensuring compliance with appli-
cable laws and regulations, including consumer
laws and regulations. Financial, operational, and
regulatory reports are reliable, accurate, and
timely. Internal audit or other control review
practices provide for independence and objectiv-
ity. Internal controls and information systems
are thoroughly tested and reviewed; the cover-
age, procedures, findings, and responsesto audits

and review tests are well documented; identified
material weaknesses are given thorough and
timely high-level attention; and management’s
actionsto address material weaknesses are objec-
tively reviewed and verified. The board or its
audit committee regularly reviews the effective-
ness of internal audits and other control review
activities.

Rating 2 (Satisfactory). An assessment of Satis-
factory indicates that the system of internal con-
trols adequately covers major risks and business
areas, with some modest weaknesses. In gen-
eral, the control functions are independent from
the business lines, and there is appropriate sepa-
ration of duties. The control system supports
accuracy in recordkeeping practices and report-
ing systems, is adequately documented, and
verifies compliance with laws and regulations,
including consumer laws and regulations. Inter-
na controls and information systems are
adequately tested and reviewed, and the cover-
age, procedures, findings, and responsesto audits
and review testsaredocumented. | dentified mate-
rial weaknesses are given appropriate attention,
and management’s actions to address material
weaknesses are objectively reviewed and veri-
fied. The board or its audit committee reviews
the effectiveness of internal audits and other
control review activities. Any weaknesses or
deficiencies that have been identified are modest
in nature and in the process of being addressed.

Rating 3 (Fair). An assessment of Fair signifies
that weaknesses exist in the system of internal
controls that require more-than-normal supervi-
sory attention. The weaknesses may involve a
broad range of activities or be material to a
major business line or activity. The weaknesses
may include insufficient oversight of interna
controls and audit by the board or its audit
committee; unclear or conflicting lines of author-
ity and responsibility; a lack of independence
between control areas and business activities; or
ineffective separation of duties. The interna
control system may produce inadegquate or
untimely risk coverage and verification, includ-
ing monitoring compliance with both safety-
and-soundness and consumer laws and regula-
tions; inaccuraterecordsor financial, operational,
or regulatory reporting; alack of documentation
for work performed; or a lack of timeliness in
management review and correction of identified
wesaknesses. Weaknesses noted could have
adverse effects on the safety and soundness of
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theinstitution if corrective action is not taken by
management.

Rating 4 (Marginal). An assessment of Mar-
ginal represents a deficient internal control sys-
tem that does not adequately address a number
of significant risks to the institution. The defi-
ciencies may include neglect of interna controls
and audit by the board or its audit committee,
conflicting lines of authority and responsibility,
a lack of independence between control areas
and business activities, or no separation of duties
in critical areas. The interna control system
may produce inadequate, untimely, or nonexist-
ent risk coverage and verification in certain
areas, including monitoring compliance with
both safety-and-soundness and consumer laws
and regulations; inaccurate records or financial,
operational, or regulatory reporting; a lack of
documentation for work performed; or infre-
quent management review and correction of
identified weaknesses. The internal control defi-
ciencies warrant a high degree of supervisory
attention because, unless properly addressed,
they could seriously affect the safety and sound-
ness of the institution.

Rating 5 (Unsatisfactory). An assessment of
Unsatisfactory indicates a critical absence of an
internal control system. There may be no over-
sight by the board or its audit committee, con-
flicting lines of authority and responsibility, no
distinction between control areas and business
activities, or no separation of duties. The inter-
na control system may produce totally inad-
equate or untimely risk coverage and verifica-
tion, including monitoring compliance with both
safety-and-soundness and consumer laws and
regulations; completely inaccurate records or
regulatory reporting; a severe lack of documen-
tation for work performed; or no management
review and correction of identified weaknesses.
Such deficiencies require immediate and close
supervisory attention, as they could seriously
jeopardize the continued viability of the
institution.

4070.0.4.3 Financial-Condition
Component

Rating 1 (Strong). A rating of 1 indicates that
the consolidated BHC is financially sound in
almost every respect; any negative findings are
basically of a minor nature and can be handled
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in aroutine manner. The capital adequacy, asset
quality, earnings, and liquidity of the consoli-
dated BHC are more than adequate to protect
the company from reasonably foreseeable exter-
nal economic and financial disturbances. The
company generates more-than-sufficient cash
flow to service its debt and fixed obligations
with no harm to subsidiaries of the organization.

Rating 2 (Satisfactory). A rating of 2 indicates
that the consolidated BHC is fundamentally
financialy sound, but may have modest weak-
nesses correctable in the normal course of busi-
ness. The capital adequacy, asset quality, earn-
ings, and liquidity of the consolidated BHC are
adequate to protect the company from external
economic and financial disturbances. The com-
pany also generates sufficient cash flow to ser-
vice its obligations; however, areas of weakness
could develop into areas of greater concern. To
the extent minor adjustments are handled in the
normal course of business, the supervisory
response is limited.

Rating 3 (Fair). A rating of 3 indicates that the
consolidated BHC exhibits a combination of
weaknesses ranging from fair to moderately
severe. The company has less-than-adequate
financial strength stemming from one or more
of the following: modest capital deficiencies,
substandard asset quality, weak earnings, or
liquidity problems. As aresult, the BHC and its
subsidiaries are less resistant to adverse busi-
ness conditions. The financial condition of the
BHC will likely deteriorate if concerted action
is not taken to correct areas of weakness. The
company’s cash flow is sufficient to meet imme-
diate obligations, but may not remain adequate
if action is not taken to correct weaknesses.
Conseguently, theBHC isvulnerableandrequires
more-than-normal supervision. Overal financial
strength and capacity are still such as to pose
only a remote threat to the viability of the
company.

Rating 4 (Marginal). A rating of 4 indicates that
the consolidated BHC has either inadequate
capital, animmoderate volume of problem assets,
very weak earnings, serious liquidity issues, or a
combination of factors that are less than satis-
factory. An additional weakness may be that the
BHC'’ scash flow needsaremet only by upstream-
ing imprudent dividends and/or fees from sub-
sidiaries. Unless prompt action is taken to cor-
rect these conditions, they could impair future
viability. BHCs in this category require close
supervisory attention and increased financia
surveillance.



Bank Holding Company Rating System

4070.0

Rating 5 (Unsatisfactory). A rating of 5 indi-
cates that the volume and character of financial
weaknesses of the BHC are so critical as to
require urgent aid from shareholders or other
sources to prevent insolvency. The imminent
inability of such a company to service its fixed
obligations and/or prevent capital depletion due
to severe operating losses places its viahility in
serious doubt. Such companies require immedi-
ate corrective action and constant supervisory
attention.

4070.0.4.3.1 The Financial-Condition
Subcomponents

The financial-condition subcomponents can be
evaluated along business lines, product lines, or
legal-entity lines—depending on which type of
review is most appropriate for the holding com-
pany structure.

4070.0.4.3.1.1 Capital Adequacy

Rating 1 (Strong). A rating of 1 indicates that
the consolidated BHC maintains more-than-
adequate capital to support the volume and risk
characteristics of all parent and subsidiary busi-
ness lines and products, provide a sufficient
cushion to absorb unanticipated losses arising
from the parent and subsidiary activities, and
support the level and composition of parent and
subsidiary borrowing. In addition, a company
assigned a rating of 1 has more-than-sufficient
capital to provide a base for the growth of risk
assets and the entry into capital markets as the
need arises for the parent company and
subsidiaries.

Rating 2 (Satisfactory). A rating of 2 indicates
that the consolidated BHC maintains adequate
capital to support the volume and risk character-
istics of al parent and subsidiary business lines
and products, provide a sufficient cushion to
absorb unanticipated losses arising from the par-
ent and subsidiary activities, and support the
level and composition of parent and subsidiary
borrowing. In addition, a company assigned a
rating of 2 has sufficient capital to provide a
base for the growth of risk assets and the entry
into capital markets as the need arises for the
parent company and subsidiaries.

Rating 3 (Fair). A rating of 3 indicates that the
consolidated BHC may not maintain sufficient
capital to ensure support for the volume and risk
characteristics of all parent and subsidiary busi-

ness lines and products, the unanticipated losses
arising from the parent and subsidiary activities,
or the level and composition of parent and sub-
sidiary borrowing. In addition, a company
assigned a rating of 3 may not maintain a suffi-
cient capital position to provide a base for the
growth of risk assets and the entry into capital
markets as the need arises for the parent com-
pany and subsidiaries. The capital position of
the consolidated BHC could quickly become
inadequate in the event of asset deterioration or
other negative factors and therefore requires
more-than-normal supervisory attention.

Rating 4 (Marginal). A rating of 4 indicates that
the capital level of the consolidated BHC is
significantly below the amount needed to ensure
support for the volume and risk characteristics
of all parent and subsidiary business lines and
products, the unanticipated losses arising from
the parent and subsidiary activities, and the level
and composition of parent and subsidiary bor-
rowing. In addition, a company assigned a rat-
ing of 4 does not maintain a sufficient capital
position to provide a base for the growth of risk
assets and the entry into capital markets as the
need arises for the parent company and subsidi-
aries. If left unchecked, the consolidated capital
position of the company might evolveinto weak-
nesses or conditions that could threaten the
viability of the ingtitution. The capital position
of the consolidated BHC requires immediate
supervisory attention.

Rating 5 (Unsatisfactory). A rating of 5 indi-
cates that the level of capital of the consolidated
BHC iscritically deficient and in need of imme-
diate corrective action. The consolidated capital
position threatens the viability of the institution
and requires constant supervisory attention.

4070.0.4.3.1.2 Asset Quality

Rating 1 (Strong). A rating of 1 indicates that
the BHC maintains strong asset quality across
al parts of the organization, with a very low
level of criticized and nonperforming assets.
Credit risk across the organization is commen-
surate with management’s abilities and modest
in relation to credit-risk management practices.

Rating 2 (Satisfactory). A rating of 2 indicates
that the BHC maintains satisfactory asset qual-
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ity across al parts of the organization, with a
manageable level of criticized and nonperform-
ing assets. Any identified weaknesses in asset
quality are correctable in the normal course of
business. Credit risk across the organization is
commensurate with management’s abilities and
generally modest in relation to credit-risk man-
agement practices.

Rating 3 (Fair). A rating of 3 indicates that the
asset quality across al or a material part of the
consolidated BHC is less than satisfactory. The
BHC may be facing a decrease in the overall
quality of assets currently maintained on- and
off-balance-sheet. The BHC may also be experi-
encing an increase in credit-risk exposure that
has not been met with an appropriate improve-
ment in risk-management practices. BHCs
assigned arating of 3 require more-than-normal
supervisory attention.

Rating 4 (Marginal). A rating of 4 indicates that
the BHC' s asset quality isdeficient. The level of
problem assets and/or unmitigated credit risk
subjects the holding company to potential losses
that, if left unchecked, may threaten its viability.
BHCs assigned a rating of 4 require immediate
supervisory attention.

Rating 5 (Unsatisfactory). A rating of 5 indi-
cates that the BHC's asset quality is critically
deficient and presents an imminent threat to the
institution’ s viability. BHCs assigned a rating of
5 require immediate remedial action and con-
stant supervisory attention.

4070.0.4.3.1.3 Earnings

Rating 1 (Strong). A rating of 1 indicates that
the quantity and quality of the BHC's consoli-
dated earnings over time are more than suffi-
cient to make full provision for the absorption
of losses and/or accretion of capital when due
consideration is given to asset quality and BHC
growth. Generally, BHCs with a 1 rating have
earnings well above peer-group averages.

Rating 2 (Satisfactory). A rating of 2 indicates
that the quantity and quality of the BHC's con-
solidated earnings over time are generaly
adequate to make provision for the absorption
of losses and/or accretion of capital when due
consideration is given to asset quality and BHC
growth. Generally, BHCs with a 2 earnings rat-
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ing have earnings that arein line with or dlightly
above peer-group averages.

Rating 3 (Fair). A rating of 3 indicates that the
BHC's consolidated earnings are not fully
adequate to make provisions for the absorption
of losses and the accretion of capital in relation
to company growth. The consolidated earnings
of companies rated 3 may be further clouded by
static or inconsistent earnings trends, chroni-
cally insufficient earnings, or less-than-
satisfactory asset quality. BHCs with a 3 rating
for earnings generally have earnings below peer-
group averages. Such BHCs require more-than-
normal supervisory attention.

Rating 4 (Marginal). A rating of 4 indicates that
the BHC's consolidated earnings, while gener-
ally positive, are clearly not sufficient to make
full provision for losses and the necessary accre-
tion of capital. BHCs with earnings rated 4 may
be characterized by erratic fluctuations in net
income, poor earnings (and the likelihood of the
development of afurther downward trend), inter-
mittent losses, chronically depressed earnings,
or asubstantial drop from the previousyear. The
earnings of such companies are generally sub-
stantially bel ow peer-group averages. SuchBHCs
require immediate supervisory attention.

Rating 5 (Unsatisfactory). A rating of 5 indi-
cates that the BHC is experiencing losses or a
level of earningsthat isworsethan that described
for the 4 rating. Such losses, if not reversed,
represent adistinct threat to the BHC' s solvency
through erosion of capital. Such BHCs require
immediate and constant supervisory attention.

4070.0.4.3.1.4 Liquidity

Rating 1 (Strong). A rating of 1 indicates that
the BHC maintains strong liquidity levels and
well-devel oped funds-management practices. The
parent company and subsidiaries have reliable
access to sufficient sources of funds on favor-
able termsto meet present and anticipated liquid-
ity needs.

Rating 2 (Satisfactory). A rating of 2 indicates
that the BHC maintains satisfactory liquidity
levels and funds-management practices. The
parent company and subsidiaries have access to
sufficient sources of funds on acceptable terms
to meet present and anticipated liquidity needs.
Modest weaknesses in funds-management prac-
tices may be evident, but those weaknesses are
correctable in the normal course of business.
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Rating 3 (Fair). A rating of 3 indicates that the
BHC's liquidity levels or funds-management
practices are in need of improvement. BHCs
rated 3 may lack ready access to funds on rea
sonable terms or may evidence significant weak-
nesses in funds-management practices at the
parent company or subsidiary levels. However,
these deficiencies are considered correctable in
the normal course of business. Such BHCs
require more-than-normal supervisory attention.

Rating 4 (Marginal). A rating of 4 indicates that
the BHC' sliquidity levels or funds-management
practices are deficient. Institutions rated 4 may
not have or be able to obtain a sufficient volume
of funds on reasonable terms to meet liquidity
needs at the parent company or subsidiary levels
and require immediate supervisory attention.

Rating 5 (Unsatisfactory). A rating of 5 indi-
cates that the BHC's liquidity levels or funds-
management practices are criticaly deficient
and may threaten the continued viability of the
institution. Ingtitutions rated 5 require constant
supervisory attention and immediate external
financial assistance to meet maturing obliga
tions or other liquidity needs.

4070.0.4.4 Impact Component

The | component rating reflects the aggregate
potential impact of the nondepository entities on
the subsidiary depository institution(s). It is
rated on a five-point numerical scale. Ratings
will be assigned in ascending order of supervi-
sory concern as follows:

1 — lowlikelihood of significant negativeimpact
2 —limited likelihood of significant negative

impact

3 — moderate likelihood of significant negative
impact

4 — considerable likelihood of significant nega-
tive impact

5 — highlikelihood of significant negativeimpact

Rating 1 (low likelihood of significant negative
impact). A rating of 1 indicates that the nonde-
pository entities of the BHC are highly unlikely
to have a significant negative impact on the
subsidiary depository ingtitution(s) due to the
sound financial condition of the nondepository
entities, the strong risk-management practices
within the nondepository entities, or the corpo-
rate structure of the BHC. The BHC maintains
an appropriate capital allocation acrossthe orga-
nizetion commensurate with associated risks.

Intra-group exposures, including servicing agree-
ments, are very unlikely to undermine the finan-
cia condition of the subsidiary depository insti-
tution(s). Parent company cash flow is sufficient
and not dependent on excessive dividend pay-
ments from subsidiaries. The potentia risks
posed to the subsidiary depository institution(s)
by strategic plans, the control environment, risk
concentrations, or legal or reputational issues
within or facing the nondepository entities are
minor in nature and can be addressed in the
normal course of business.

Rating 2 (limited likelihood of significant nega-
tive impact). A rating of 2 indicates a limited
likelihood that the nondepository entities of the
BHC will have a significant negative impact on
the subsidiary depository institution(s) due to
the adequate financial condition of the nonde-
pository entities, the satisfactory risk-
management practices within the parent nonde-
pository entities, or the corporate structure of
the BHC. The BHC maintains adequate capital
alocation across the organization commensu-
rate with associated risks. Intra-group expo-
sures, including servicing agreements, are un-
likely to undermine the financial condition of
the subsidiary depository institution(s). Parent
company cash flow is satisfactory and generally
does not require excessive dividend payments
from subsidiaries. The potential risks posed to
the subsidiary depository institution(s) by strate-
gic plans, the control environment, risk concen-
trations, or legal or reputational issues within
the nondepository entities are modest and can
be addressed in the normal course of business.

Rating 3 (moderate likelihood of significant
negative impact). A rating of 3 indicates a mod-
erate likelihood that the aggregate impact of the
nondepository entities of the BHC on the sub-
sidiary depository institution(s) will have a sig-
nificant negativeimpact on the subsidiary deposi-
tory institution(s) due to weaknesses in the
financial condition and/or risk-management prac-
tices of the nondepository entities. The BHC
may have only marginally sufficient allocation
of capital across the organization to support
risks. Intra-group exposures, including servicing
agreements, may have the potentia to under-
mine the financial condition of the subsidiary
depository institution(s). Parent company cash
flow may at times require excessive dividend
payments from subsidiaries. Strategic-growth
plans, weaknesses in the control environment,
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risk concentrations, or legal or reputational issues
within the nondepository entities may pose sig-
nificant risks to the subsidiary depository insti-
tution(s). A BHC assigned a 3 impact rating
requires more-than-normal supervisory atten-
tion, as there could be adverse effects on the
safety and soundness of the subsidiary deposi-
tory institution(s) if corrective action is not
taken by management.

Rating 4 (considerable likelihood of significant
negative impact). A rating of 4 indicates that
there isaconsiderable likelihood that the nonde-
pository entities of the BHC will have a signifi-
cant negative impact on the subsidiary deposi-
tory institution(s) due to weaknesses in the
financial condition and/or risk-management prac-
tices of the nondepository entities. A 4-rated
BHC may have insufficient capital within the
nondepository entities to support their risks and
activities. Intra-group exposures, including ser-
vicing agreements, may aso have the immedi-
ate potentia to undermine the financia condi-
tion of the subsidiary depository institution(s).
Parent company cash flow may be dependent on
excessive dividend payments from subsidiaries.
Strategic-growth plans, weaknesses in the con-
trol environment, risk concentrations, or legal or
reputational issues within the nondepository
entities may pose considerable risks to the sub-
sidiary depository ingtitution(s). A BHC assigned
a 4 impact rating requires immediate remedial
action and close supervisory attention because
the nondepository entities could seriously affect
the saf ety and soundnessof the subsidiary deposi-
tory ingtitution(s).

Rating 5 (high likelihood of significant negative
impact). A rating of 5 indicates a high likeli-
hood that the aggregate impact of the nonde-
pository entities of the BHC on the subsidiary
depository ingtitution(s) is or will become sig-
nificantly negative due to substantial weak-
nesses in the financia condition and/or risk-
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management practices of the nondepository enti-
ties. Strategic-growth plans, a deficient control
environment, risk concentrations, or lega or
reputational issues within the nondepository
entities may pose critical risks to the subsidiary
depository ingtitution(s). The parent company
also may be unable to meet its obligations with-
out excessive support from the subsidiary deposi-
tory ingtitution(s). The BHC requiresimmediate
and close supervisory attention, as the nonde-
pository entities seriously jeopardize the contin-
ued viability of the subsidiary depository
institution(s).

4070.0.4.5 (D) Depository Institutions
Component

The (D) component identifies the overall condi-
tion of the subsidiary depository institution(s) of
the BHC. For BHCs with only one subsidiary
depository ingtitution, the (D) component rating
generally will mirror the CAMELS composite
rating for that depository ingtitution. To arrive at
a (D) component rating for BHCs with multiple
subsidiary depository institutions, the CAMELS
composite ratings for each of the depository
institutions should be weighted, giving consider-
ation to asset size and the relative importance of
each depository ingtitution within the overall
structure of the organization. In generd, it is
expected that the resulting (D) component rating
will reflect the lead depository institution’s
CAMELS composite rating.

If, in the process of analyzing the financial
condition and risk-management programs of the
consolidated organization, a mgjor difference of
opinion regarding the safety and soundness of
the subsidiary depository institution(s) emerges
between the Federal Reserve and the depository
institution’s primary regulator, then the (D) rat-
ing should reflect the Federal Reserve's
evaluation.



Rating the Adequacy of Risk-Management Processes and
Internal Controls of Bank Holding Companies  Section 4070.1

The Federal Reserve places significant supervi-
sory emphasis on the importance of sound risk-
management processes and strong internal con-
trols when evaluating the activities of banking
organizations it supervises. Properly managing
risksisaways critical to the conduct of safe and
sound banking activities, and it is even more
important as new technologies, product innova
tion, and the size and speed of financial transac-
tions change the nature of banking markets.

A bank holding company’s failure to estab-
lish a management structure that adequately
identifies, measures, monitors, and controls the
risks involved in its various products and lines
of business has long been considered unsafe and
unsound conduct. Accordingly, while a bank
holding company’s financial performance is an
important indicator of the adequacy of manage-
ment, it is essential that examiners give signifi-
cant weight to the quality of risk-management
practices and internal controls when they evalu-
ate the management and overall financial condi-
tion of banking organizations.

Consistent with the greater supervisory
emphasis given to risk management in Federal
Reserve examination and supervisory policy
statements, System examiners are to assign a
formal supervisory rating to the adequacy of a
bank holding company’s risk-management pro-
cesses, including its internal controls. This step
is a natural extension of current procedures that
incorporate an assessment of risk management
and internal controls during each on-site full-
scope inspection. The specific rating of risk
management and interna controls should be
given significant weight when evaluating man-
agement under the bank holding company
RFI/C(D) rating system. Like the other compo-
nents of this system, the risk-management rating
should be based on a five-point numerical scale.

The rating of the risk-management process is
designed to bring together and summarize much
of the analysis of and many of the findings
about a bank holding company’s process for
managing and controlling risks, which are an
important part of the examiner’sreview of these
individual areas. The formal rating is intended
to highlight and incorporate both the quantita-
tive and qualitative aspects of an examiner's
review of an organization’s overall process for
identifying, measuring, monitoring, and control-
ling risk and to facilitate appropriate follow-up
action.

The overal profitability, asset quality, and
capital adequacy of a bank or bank holding
company should continue to influence the exam-

iner's assessment of management, but these
indicators can to some extent be affected, either
favorably or adversely, by factors outside man-
agement’s control. For this reason, the specific
evaluation of therisk-management processshould
be a primary factor when rating management,
especialy in the case of larger banking organi-
zations whose activities and structures require
more-formal and extensive procedures.

Examiners should apply the guidance in this
section flexibly to appropriately reflect the bank-
ing organization’s circumstances and the nature,
scope, and complexity of its operations. Risk-
management ratings should be assigned to all
bank holding companies, regardless of their
size.

In the appropriate open sections of the inspec-
tion report, examiners should discuss in a clear
and straightforward manner the nature and
severity of any problems or deficiencies found
and the steps required to correct them, particu-
larly if the risk-management rating is less than
satisfactory. Serious lapses or deficiencies in
internal controls, including inadequate separa-
tion of duties, can congtitute an unsafe and
unsound practice and possibly lead to signifi-
cant losses or otherwise compromise the finan-
cial integrity of the organization. If appropriate,
the bank holding company’s directors and offi-
cers should be advised that the Federal Reserve
will initiate supervisory actions if its failure to
separate critical operational duties creates the
potential for serious losses or if material defi-
ciencies or situations that threaten the safe and
sound conduct of its activities are not adequately
addressed in a timely manner. Such supervisory
actions may include formal enforcement actions
against the bank holding company, its respon-
sible officers and directors, or both; supervisory
actions would also require the immediate imple-
mentation of all necessary corrective measures.
(See SR-95-51, as amended by SR-04-18.)

4070.1.1 ELEMENTS OF RISK
MANAGEMENT

When rating the quality of risk management at
bank holding companies as part of the evalua-
tion of the overall quality of management, ex-
aminers should place primary consideration on
findings relating to the following elements of a
sound risk-management system:
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1. active board and senior management over-
sight

2. adequate policies, procedures, and limits

3. adequate risk measurement, risk monitoring,
and management information systems

4. comprehensive internal controls

Examiners should recognize that the consider-
ations specified in SR-04-18 and SR-95-51 are
intended only to assist in the evaluation of risk-
management practices. They are not a checklist
of requirements for an individual organization.
Moreover, while al bank holding companies
should be able to assess the major risks of the
consolidated organization, examiners should
expect parent companies that centrally manage
the operations and functions of their subsidiary
banks to have more-comprehensive, detailed,
and developed risk-management systems than
companies that delegate the management of
risks to relatively autonomous banking
subsidiaries.

4070.1.1.1 Active Board and Senior
Management Oversight

In assessing the quality of oversight by boards
of directors and senior management, examiners
should consider whether the bank holding com-
pany follows policies and practices such as
those described below:

1. Theboard and senior management have iden-
tified and have a clear understanding and
working knowledge of the types of risks
inherent in the bank holding company’s
activities, and they make appropriate efforts
to remain informed about these risks asfinan-
cial markets, risk-management practices, and
the bank holding company’ s activitiesevolve.

2. The board has reviewed and approved appro-
priate policies to limit risks inherent in the
bank holding company’s lending, investing,
trading, trust, fiduciary, and other significant
activities or products.

3. The board and management are sufficiently
familiar with and are using adequate record-
keeping and reporting systems to measure
and monitor the major sources of risk to the
organization.

4. The board periodicaly (1) reviews and
approves risk-exposure limits to conform
with any changesin the bank holding compa-
ny’'s strategies, (2) addresses new products,
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and (3) reactsto changesin market conditions.

5. Management ensures that its lines of busi-
ness are managed and staffed by personnel
whose knowledge, experience, and expertise
are consistent with the nature and scope of
the bank holding company’s activities.

6. Management ensures that the depth of staff
resources is sufficient to operate and soundly
manage the bank holding company’s activi-
ties and that its employees have the integrity,
ethics, and competence that are consistent
with a prudent management philosophy and
operating style.

7. All levels of management adequately super-
vise the day-to-day activities of officers and
employees, including management supervi-
sion of senior officers or heads of business
lines.

8. Management is able to respond to risks that
may arise from changes in the competitive
environment or from innovations in markets
in which the organization is active.

9. Before embarking on new activities or intro-
ducing new products, management identifies
and reviews dl risks associated with the
activity or product and ensures that the infra-
structure and internal controls necessary to
manage the related risks are in place.

4070.1.1.2 Adequate Policies, Procedures,
and Limits

A bank holding company’s board of directors
and senior management should tailor their risk-
management policiesand proceduresto thetypes
of risks that arise from the organization’s activi-
ties. The following guidelines should assist
examiners in evaluating the adequacy of a bank
holding company’s policies, procedures, and
limits:

1. The bank holding company’s policies, proce-
dures, and limits provide for adequate identi-
fication, measurement, monitoring, and con-
trol of therisksposed by itslending, investing,
trading, trust, fiduciary, and other significant
activities.

2. The policies, procedures, and limits are con-
sistent with management’s experience level,
the organization's stated goals and objec-
tives, and its overall financial strength.

3. Policies clearly delineate accountability and
lines of authority across the organization’s
activities.

4. Policies provide for the review of new activi-
ties of the organization to ensure that the
infrastructures necessary to identify, monitor,
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and control risks associated with an activity
are in place before the activity isinitiated.

4070.1.1.3 Adequate Risk Monitoring
and Management Information Systems

Effective risk monitoring requires banking orga-
nizations to identify and measure al material
risk exposures. Conseguently, risk-monitoring
activities must be supported by information sys-
tems that provide senior managers and directors
with timely reports on the financial condition,
operating performance, and risk exposure of the
consolidated organization, as well as provide
regular and sufficiently detailed reports for line
managers engaged in the day-to-day manage-
ment of the organization’s activities.

In assessing the adequacy of a bank holding
company’ s measurement and monitoring of risk
and the adequacy of its management reports and
information systems, examiners should consider
whether the following conditions exist:

1. The bank holding company’s risk-monitoring
practices and reports address al of its mate-
rial risks.

2. Key assumptions, data sources, and proce-
dures used in measuring and monitoring risk
are appropriate and adequately documented
and tested for reliability on an ongoing basis.

3. Reports and other forms of communication
are consistent with the bank holding compa-
ny's activities; are structured to monitor
exposures and compliance with established
limits, goals, or objectives; and, as appropri-
ate, compare actual versus expected
performance.

4. Reports to management or the directors are
accurate and timely and contain sufficient
information for decision makers to identify
any adverse trends and to adequately evalu-
ate the level of risk the bank holding com-
pany faces.

4070.1.1.4 Adequate Internal Controls

A bank holding company’ sinternal control struc-
ture is critical to its safe and sound functioning
in general and to its risk-management system, in
particular. Establishing and maintaining an
effective system of controls, including the
enforcement of official lines of authority and the
appropriate separation of duties—such as trad-
ing, custodial, and back-office—is one of man-
agement’ s more important responsibilities.
Appropriate segregation of duties is a funda-

mental and essential element of a sound risk-
management and internal control system. Fail-
ure to implement and maintain an adequate
separation of duties can constitute an unsafe and
unsound practice and possibly lead to serious
losses or otherwise compromise the financia
integrity of the bank holding company. Serious
lapses or deficiencies in interna controls,
including inadequate segregation of duties, may
warrant supervisory action, including formal
enforcement action.

When properly structured, a system of inter-
nal controls promotes effective operations and
reliable financial and regulatory reporting; safe-
guards assets;, and helps to ensure compliance
with relevant laws, regulations, and bank hold-
ing company policies. Ideally, internal controls
are tested by an independent internal auditor
who reports directly to either the bank holding
company’s board of directors or a designated
board committee, typically the audit committee.
Personnel who perform these reviews should
generaly be independent of the function they
are assigned to review. Given the importance of
appropriate internal controls to banking organi-
zations of all sizes and risk profiles, the results
of audits or reviews, whether conducted by an
internal auditor or other personnel, should be
adequately documented, as should manage-
ment’s responses to them. In addition, commu-
nication channels should exist that alow nega-
tive or sensitive findings to be reported directly
to the board of directors or the relevant board
committee.

In evaluating the adequacy of a bank holding
company’s internal controls and audit proce-
dures, examiners should consider whether the
following conditions are met:

1. The system of internal controls is appropri-
ate to the type and level of risks posed by
the nature and scope of the organization’s
activities.

2. The bank holding company’s organizational
structure establishes clear lines of authority
and responsibility for monitoring adherence
to policies, procedures, and limits.

3. Reporting lines ensure that control areas are
sufficiently independent from the business
lines, and the reporting lines adequately sepa-
rate duties throughout the organization, such
as those duties relating to trading, custodial,
and back-office activities.

4. Official organizationd structuresreflect actual
operating practices.
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5. Financial, operational, and regulatory reports
arereliable, accurate, and timely. When appli-
cable, exceptions are noted and promptly
investigated.

6. Adequate procedures exist for ensuring com-
pliance with applicable laws and regulations.

7. Internal audit or other control review
practices ensure independence and
objectivity.

8. Internal controls and information systems are
adequately tested and reviewed; the cover-
age, procedures, findings, and responses to
audits and review tests are adequately docu-
mented; identified material wesknesses are
given appropriate and timely high-level
attention; and management’ sactionsto address
material weaknesses are objectively verified
and reviewed.

9. Theaudit committee or the board of directors
regularly reviews the effectiveness of inter-
nal audits and other control review activities.

4070.1.2 RATING DEFINITIONS

The rating for risk management is based on a
scale of one through five, in ascending order of
supervisory concern. Examiners should assign
this rating to reflect their findings in al four
of the elements of sound risk management
described above. The risk-management rating
should be reflected in the overal *Risk-
Management” rating of the bank holding com-
pany and should be consistent with the follow-
ing criteria:

Rating 1 (Strong). A rating of 1 indicates that
management effectively identifies and controls
all major types of risk posed by the BHC's
activities. Management is fully prepared to
address risks emanating from new products and
changing market conditions. The board and man-
agement are forward looking and active partici-
pants in managing risk. Management ensures
that appropriate policies and limits exist and are
understood, reviewed, and approved by theboard.
Policies and limits are supported by risk-
monitoring procedures, reports, and manage-
ment information systems that provide manage-
ment and the board with the information and
analysis necessary to make timely and appropri-
ate decisions in response to changing condi-
tions. Risk-management practices and the orga-
nization's infrastructure are flexible and highly
responsive to changing industry practices and
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current regulatory guidance. Staff has sufficient
experience, expertise, and depth to manage the
risks assumed by the institution.

Internal controls and audit procedures are suf-
ficiently comprehensive and appropriate to the
size and activities of the ingtitution. There are
few noted exceptions to the institution’s estab-
lished policies and procedures, and none is
material. Management effectively and accu-
rately monitors the condition of the institution
consistent with the standards of safety and sound-
ness and in accordance with internal and super-
visory policies and practices. Risk-management
processesarefully effectiveinidentifying, moni-
toring, and controlling therisksto theinstitution.

Rating 2 (Satisfactory). A rating of 2 indicates
that the institution’s management of risk is
largely effective but lacking in some modest
degree. Management demonstrates aresponsive-
ness and ability to cope successfully with exist-
ing and foreseeable risks that may arisein carry-
ing out the institution’ s business plan. While the
institution may have some minor risk-
management weaknesses, these problems have
been recognized and are in the process of being
resolved. Overall, board and senior management
oversight, policies and limits, risk-monitoring
procedures, reports, and management informa-
tion systems are considered satisfactory and ef-
fective in maintaining a safe and sound institu-
tion. Risks are controlled in a manner that does
not require more-than-normal supervisory
attention.

The BHC's risk-management practices and
infrastructure are satisfactory and generaly are
adjusted appropriately in response to changing
industry practices and current regulatory guid-
ance. Staff experience, expertise, and depth are
generally appropriatetomanagetherisksassumed
by the institution.

Internal controls may display modest weak-
nesses or deficiencies, but they are correctable
in the normal course of business. The examiner
may have recommendations for improvement,
but the weaknesses noted should not have a
significant effect on the safety and soundness of
the institution.

Rating 3 (Fair). A rating of 3 signifies that
risk-management practices are lacking in some
important ways and, therefore, are a cause for
more-than-normal supervisory attention. One or
more of the four elements of sound risk manage-
ment! (active board and senior management

1. See the Federal Reserve System handbook Framework
for Risk-Focused Supervision of Large Complex Institutions,
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oversight; adequate policies, procedures, and
limits, adequate risk-management monitoring
and management information systems; compre-
hensive internal controls) are considered less
than acceptable and have precluded the institu-
tion from fully addressing one or more signifi-
cant risks to its operations. Certain risk-
management practicesarein need of improvement
to ensure that management and the board are
able to identify, monitor, and control al signifi-
cant risks to the ingtitution. Also, the risk-
management structure may need to be improved
in areas of significant business activity, or staff
expertise may not be commensurate with the
scope and complexity of business activities. In
addition, management’s response to changing
industry practices and regulatory guidance may
need to improve.

The internal control system may belacking in
some important aspects, particularly as indi-
cated by continued control exceptions or by a
failure to adhere to written policies and proce-
dures. The risk-management weaknesses could
have adverse effects on the safety and sound-
ness of the ingtitution if corrective action is not
taken by management.

Rating 4 (Marginal). A rating of 4 represents
deficient risk-management practices that fail to
identify, monitor, and control significant risk
exposures in many material respects. Generally,
such a situation reflects alack of adequate guid-
ance and supervision by management and the
board. One or more of the four elements of
sound risk management are deficient and require
immediate and concerted corrective action by
the board and management.

The institution may have serious identified
weaknesses, such as an inadequate separation of
duties, that require substantial improvement in
internal control or accounting procedures or that
require improved adherence to supervisory stan-
dards or requirements. The risk-management
deficiencies warrant a high degree of supervi-
sory attention because, unlessproperly addressed,
they could seriously affect the safety and sound-
ness of the institution.

Rating 5 (Unsatisfactory). A rating of 5 indi-
cates a critica absence of effective risk-
management practices with respect to the identi-
fication, monitoring, or control over significant
risk exposures. One or more of the four ele-

August 1997; SR-95-51, “‘ Rating the Adequacy of Risk Man-
agement Processes and Internal Controls at State Member
Banks and Bank Holding Companies”’ (as amended by SR-04-
18, “Bank Holding Company Rating System’).

ments of sound risk management are considered
wholly deficient, and management and the board
have not demonstrated the capability to address
these deficiencies.

Internal controls are critically weak and, as
such, could seriously jeopardize the continued
viability of the institution. If not aready evi-
dent, there is an immediate concern as to the
reliability of accounting records and regulatory
reports and the potential for losses if corrective
measures are not immediately taken. Deficien-
cies in the institution’s risk-management proce-
dures and internal controls require immediate
and close supervisory attention.

4070.1.3 REPORTING CONCLUSIONS

For bank holding companies, the separate
numerical rating for the risk-management com-
ponent and the rationale for the rating assigned
should be included as the ‘* Risk-Management
Rating: (numerical rating)” and discussed on
confidential page B, * Condition of Bank Hold-
ing Company,” of the bank holding company
inspection report. Comments, conclusions, and
criticisms relating to a bank holding company’s
risk-management process should be brought to
the attention of management and included on
the “Policies and Supervision” page? of the
bank holding company inspection report, as well
as on core page 1, ‘‘Examiner's Comments and
Matters Requiring Special Board Attention,” if
considered appropriate and particularly if the
rating is less than satisfactory.

Inspection reports and transmittal letters to
boards of directors of bank holding companies
should specifically describe the types and nature
of corrective actions that bank holding compa-
nies need to take to address noted risk-
management and internal control deficiencies.
When appropriate, bank holding companies
should also be advised that the Federal Reserve
will initiate supervisory actions if the failure to
separate critical operational duties creates the
potential for serious losses or if material defi-
ciencies or situations that threaten the safe and
sound conduct of a BHC's activities are not
adequately addressed in a timely manner. Such
supervisory actions may include formal enforce-
ment actions against the bank holding company

2. If a problem area is cited within the core section, the
respective supporting report pages (the “Policies and
Supervision” page) are to be included in the report to support
the critical comments. See section 5010.1.3.
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(or astate member bank), its responsible officers  also require the immediate implementation of
and directors, or both; supervisory actionswould  all necessary corrective measures.
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Revising Supervisory Ratings

Section 4070.3

Supervisory ratings should be revised whenever
there is strong evidence that the financial condi-
tion or risk profile of an institution has signifi-
cantly changed.* Inarisk-focused and continuous-
supervision environment, supervisory ratings
should be viewed as a continuum, rather than as
a point-in-time assessment of an ingtitution’s
financial condition.2 It is important that super-
visory ratings reflect a current assessment of
an ingtitution’s financial condition and risk pro-
file. The ratings can affect risk-based deposit
insurance premiums; statutory and regulatory
requirements, including applications and the
prompt-corrective-action provisions of the Fed-
eral Deposit Insurance Act; supervisory reporting
and inspection or examination requirements, and
other factors. While supervisory ratings are most
frequently revised as a result of on-site supervi-
sory activities, other sources of information re-
viewed off-site may also indicate the need for a
rating change.® See SR-99-17.

1. SR-99-17 supersedes SR-92-31, which suspended the
practice of revising CAMELS ratings for state member banks
between examinations.

2. The procedures in SR-99-17 pertain to supervisory rat-
ing systems for bank holding companies (RFI/C(D)); state
member banks (CAMELS); U.S. branches and agencies of
foreign banking organizations (ROCA); and Edge and agree-
ment corporations, overseas subsidiaries of U.S. banks, and
U.S. nonbank subsidiaries of foreign banking organizations
(CAMEQ).

3. For example, a significant change in financial condition
may be evident from some combination of the following:
reports of examinations conducted by other agencies, meet-
ings or other communications with management of the institu-
tion, published financial reports or press releases, status
reports submitted by the institution as required by an enforce-
ment action, and information generated by ongoing surveil-
lance activities.

When a component of one of the supervisory
rating systems is changed, the Reserve Bank
must al so reaffirm or revise the other component
ratings and the composite rating, based on infor-
mation available at that time. The factors con-
tributing to a change in the rating of a selected
component can affect one or more of the other
components in the rating system, as well as the
compositerating. Accordingly, if thereisacom-
pelling reason to change a selected component
rating, all of the other components in the super-
visory rating system must be either reaffirmed
or revised. As applicable for bank holding com-
panies and state member banks, the risk-
management subcomponent rating must also be
reaffirmed or revised when a CAMELS or
RFI/C(D) rating is changed.#

Any change to a component or composite
rating and the rationale for that change must be
communicated in writing via aletter or report to
the board of directors of the affected institution
(or to the senior U.S. management official in the
case of aU.S. branch, agency, office, or nonbank
subsidiary of a foreign bank) and to the appro-
priate state and federal supervisory agencies.

4. Pursuant to the guidelines set forth in SR-04-18, the
assignment of a risk-management (R) rating and a composite
(C) rating is required for noncomplex shell bank holding
companies.
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Nondisclosure of Supervisory Ratings

Section 4070.5

WHAT’S NEW IN THIS REVISED
SECTION

Effective July 2008, this section was revised to
include the Federal Reserve’s statement and
clarification on its expectations regarding confi-
dentiality provisions that are contained in agree-
ments between a banking organization and its
counterparties (for example, mutual funds, hedge
funds, and other trading counterparties) or other
third parties. See section 4070.5.3. (See also
SR- 07-19 and SR-97-17.)

4070.5.1 LIMITED DISCLOSURE OF
CONFIDENTIAL COMPOSITE AND
COMPONENT RATINGS IN
INSPECTIONS AND EXAMINATIONS

The Federal Reserve’s long-standing policy is to
discuss fully and clearly in examination and
inspection reports, and during meetings with
senior management and boards of directors,
supervisory issues, problems, or concerns relat-
ing to banking organizations that are under Sys-
tem supervision. Beginning on December 16,
1988, the Board authorized examiners to dis-
close to the senior officials and boards of direc-
tors of inspected bank holding companies the
composite numeric rating assigned in an inspec-
tion, as part of the inspection report process.
(See SR-88-37.) Generally, the Federal Reserve
has also provided senior management and direc-
tors with the corresponding word descriptions
(consisting of a single word or a few words) for
the numeric component ratings assigned.
Beginning on January 1, 1997, in an effort to
further strengthen communication with super-
vised banking organizations, the Federal Reserve
has provided senior management and directors
with the numeric and alphabetic component rat-
ings assigned under various supervisory rating
systems.! (See SR-96-26 and section 5010.4).
This disclosure includes the alphabetic compo-

1. The composite rating and the supporting component
rating are disclosed for the following rating systems:

CAMELS (state member banks)

RFI/C(D) (bank holding companies, including financial
holding companies)

CAMEO (Edge and agreement corporations and overseas
subsidiaries of U.S. banks)

ROCA (U.S. branches and agencies of foreign banking
organizations)

Uniform Interagency Trust Rating System (UITRS)

« the interagency Uniform Rating System for Information
Technology (URSIT)

nent ratings assigned to management under the
bank holding company RFI/C(D) rating system.
Building on existing practice, this step is intended
to better focus management’s attention on pos-
sible areas of weakness and the need for timely
corrective actions.

The disclosure of the rating and its compo-
nents should be made in the “Examiner’s Com-
ments and Matters Requiring Special Board
Attention” page of inspection reports, in the
summary reports prepared for boards of direc-
tors of inspected institutions, and in meetings
with senior management and directors. In con-
junction with disclosing the ratings and their
components, examiners or supervisory officials
should clearly explain what they mean. During
the exit meeting, the examiner should discuss
key overall inspection findings, including pre-
liminary composite and component numeric rat-
ings. Examiner-assigned ratings are subject to a
review by Reserve Bank supervisory officials,
and final ratings are to be included in the inspec-
tion report. In disclosing composite and compo-
nent ratings, the examiner-in-charge should
remind the board of directors and management
that the ratings assigned are part of the findings
of the inspection and are privileged and confi-
dential under applicable law. If composite and
component ratings need to be changed between
inspections as a result of off-site analysis, the
board of directors and management should be
informed of the change. Ratings should not be
disclosed to the bank holding company’s direc-
tors and management until preliminary approval
has been received from the appropriate senior
Reserve Bank supervisory officials.

4070.5.2 INTERAGENCY ADVISORY
ON THE CONFIDENTIALITY OF THE
SUPERVISORY RATING AND OTHER
NONPUBLIC SUPERVISORY
INFORMATION

A February 28, 2005, interagency advisory
reminds all banking organizations of the
statutory prohibitions on the disclosure of
supervisory ratings and other confidential
supervisory information to third parties. The
agencies? learned that some insurers had

2. The Board of Governors of the Federal Reserve System
(FRB), the Office of the Comptroller of the Currency (OCC),
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requested or required banks and other savings
associations (financial institutions) to disclose
their CAMELS rating during the underwriting
process when those institutions had sought
directors’ and officers’ liability (D&O) cover-
age.> The agencies responded by issuing the
advisory to remind all banking organizations
that, except in very limited circumstances, they
are prohibited by law from disclosing their bank
holding company’s RFI/C(D) rating or their
financial institution’s CAMELS rating, or other
nonpublic rating, and other supervisory informa-
tion to insurers as well as other nonrelated third
parties without permission from their appropriate
federal banking agency. (See SR-05-4, SR-04-18
and its attachment, SR-96-26, and SR-88-37.)
Federal banking regulations provide that the
bank holding company inspection report, which
contains the RFI/C(D) rating, or the financial
institution examination report, which contains
its CAMELS rating, is nonpublic information
and the property of the agency issuing the
report.* These regulations specifically provide
that, except in very limited circumstances, bank
holding companies, banks, and other financial
institutions may not disclose their inspection or
examination report findings or any portion of
the report, nor make any representations con-
cerning the report or the report’s findings, with-
out the prior written permission of the appropri-
ate federal banking agency.> The circumstances
for release of nonpublic supervisory information
may include disclosure to a parent holding com-
pany, a director, an officer, an attorney, an audi-

the Federal Deposit Insurance Corporation (FDIC), and the
Office of Thrift Supervision (OTS).

3. As part of the bank holding company inspection pro-
cess, a bank holding company RFI/C(D) confidential supervi-
sory rating is assigned to each bank holding company regu-
lated by the FRB. (Each BHC is assigned a Composite rating
based on an evaluation and rating of its managerial and
financial condition and an assessment of future potential risk
to its subsidiary depository institution(s). In addition, the
main component ratings are also assigned for Risk manage-
ment, Financial condition, and potential Impact of the parent
company and nondepository subsidiaries on the BHC’s sub-
sidiary depository institutions.) See section 4070.0 for a com-
plete description of the RFI/C(D) rating system. For financial
institution examinations, a confidential supervisory rating
called a CAMELS rating is assigned to each depository insti-
tution regulated by the agencies. (A CAMELS rating is based
on an evaluation of the financial institution’s Capital, Assets,
Management, Earnings, Liquidity, and Sensitivity to market
risk; the rating may range from 1 to 5, with 1 being the
highest rating.) See the appendix of the Commercial Bank
Examination Manual, section A.5020.1, for a complete
description of the CAMELS rating system.

4. See 12 C.ER. 261.2(c)(1), 261.20(g), and 261.22(e).

5. See 12 C.FR. 261.22.
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tor, or another specified third party, as indicated
in the regulations of the appropriate federal
banking agency.® Any person who discloses or
uses nonpublic information except as expressly
permitted by one of the appropriate federal
banking agencies or as provided by the agency’s
regulations may be subject to the criminal penal-
ties provided in 18 U.S.C. 641.

The legal prohibition on the release of non-
public supervisory information applies to all
financial institutions supervised by the agencies,
including bank and thrift holding companies,
Edge corporations, and the U.S. branches or
agencies of foreign banking organizations, that
receive confidential supervisory ratings, includ-
ing the RFI/C(D) rating, ROCA rating, CORE
rating, and CAMEO rating.” As with the
CAMELS rating, these ratings are transmitted to
the regulated institutions in inspection or exami-
nation reports, which are the property of the
agencies.

Financial institutions that receive requests for
confidential supervisory ratings should refer all
requesters to the following publicly available
information in lieu of disclosing any confiden-
tial regulatory information, including the
CAMELS rating. (See the National Information
Center on the Federal Financial Institutions
Examination Council [FFIEC] website: www.
ffiec.gov.)

* for banks, an institution’s quarterly reports of
condition (Call Reports) (see 12 U.S.C. 1817)

* for holding companies or foreign banks with
U.S. operations, an institution’s quarterly and
annual FR Y or H-(b)11 reports (see 12 U.S.C.
1844, 3106, 3108, 601-604a, and 611-631)

6. See 12 U.S.C. 326, and 12 C.ER. 261.20(b) (exceptions).

7. RFI/C(D), ROCA, and CAMEO ratings are assigned by
the Federal Reserve Board as a result of an examination or
inspection. As of January 1, 2005, the Federal Reserve Board
adopted a new rating system, RFI/C(D) ratings, for bank
holding companies that replaces the former BOPEC rating
system. RFI/C(D) ratings components are Risk management,
Financial condition, potential Impact of the parent and nonde-
pository subsidiaries on the subsidiary depository institutions,
Composite, and Depository institution. For noncomplex bank
holding companies with assets of $1 billion or less, only
risk-management and composite ratings are assigned. ROCA
ratings are assigned to the U.S. branches, agencies, and com-
mercial lending companies of foreign banking organizations.
The ROCA rating components are Risk management, Opera-
tional controls, Compliance, and Asset quality. CORE ratings
are assigned to complex holding company enterprises. The
CORE rating components are Capital, Organizational struc-
ture, Relationship, and Earnings. CAMEO ratings are assigned
to Edge corporations and the overseas branches and subsidi-
aries of U.S. banks. The CAMEO ratings components are
Capital, Asset quality, Management, Earnings, and Opera-
tions and internal controls.
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¢ for national banks, the annual disclosure state-
ment (see 12 C.FR. 18.3)

¢ for banks, an institution’s Uniform Bank Per-
formance Report (UBPR), which is available
to all interested parties at www.ffiec.gov and
is designed for summary and in-depth analy-
sis of banks; for savings associations, the Uni-
form Thrift Performance Report (UTPR) is
available from the Office of Thrift Supervi-
sion upon request

* an institution’s publicly available filings, if
any, filed with the appropriate federal banking
agency (15 U.S.C. 78(I)(i)) or with the U.S.
Securities and Exchange Commission

* any reports or ratings on the institution com-
piled by private companies that track the per-
formance of financial institutions®

* any reports or ratings issued by private rating
services on public debt issued by an institution

e any publicly available cease-and-desist order
or enforcement proceeding against an
institution®

 any reports or other sources of information on
institution performance or internal matters
created by the institution that do not contain
information prohibited from release by law or
regulation

The National Association of Insurance Commis-
sioners (NAIC) was advised by the agencies that
some insurers were inappropriately requesting
or requiring disclosure of CAMELS ratings as a
part of the underwriting process. The agencies
requested NAIC’s assistance in notifying insur-
ance companies that this practice should be dis-
continued because of the confidential nature of
the CAMELS rating.

4070.5.3 CONFIDENTIALITY
PROVISIONS IN THIRD-PARTY
AGREEMENTS

Reports of BHC inspections and their ratings
are strictly confidential and cannot be disclosed

8. For bank rating services, see the guidance at
www.fdic.gov/bank/individual/bank/index.html.

9. Information on enforcement actions taken by the Fed-
eral Reserve may be found at www.federalreserve.gov/
boarddocs/enforcement/search.cfm. Information on enforce-
ment actions taken by other federal agencies, such as the
Securities and Exchange Commission, the Financial Crimes
Enforcement Network, and the Department of Justice, as well
as foreign authorities, may also be publicly available.

without the approval of the Board, or in the case
of a subsidiary bank, the bank’s primary regula-
tor. Under the Board’s rules regarding the avail-
ability of information, Board-supervised bank-
ing organizations are prohibited from disclosing
confidential supervisory information without prior
written permission of the Board’s General
Counsel.!? Confidential supervisory information
includes information related to the supervision
or inspection of a banking organization.!! Board
staff has taken the position that identification of
information requested by, or provided to, super-
visory staff—including the fact that an inspec-
tion has taken or will take place—is related to
an inspection and falls within the definition of
confidential supervisory information. It is con-
trary to Federal Reserve regulation and policy
for agreements to contain confidentiality provi-
sions that (1) restrict the banking organization
from providing information to Federal Reserve
supervisory staff; (2) require or permit, without
the prior approval of the Federal Reserve, the
banking organization to disclose to a counter-
party that any information will be or was pro-
vided to Federal Reserve supervisory staff; or
(3) require or permit, without the prior approval
of the Federal Reserve, the banking organiza-
tion to inform a counterparty of a current or
upcoming Federal Reserve inspection or any
nonpublic Federal Reserve supervisory initia-
tive or action. Banking organizations that have
entered into agreements containing such confi-
dentiality provisions are subject to legal risk.
(See SR- 07-19, SR-97-17, and section 1040.0.)

10. See 12 C.ER. 261.20(g).
11. See the definition in 12 C.ER. 261.2(c)(1)(i).
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Federal Reserve System BHC Surveillance Program

Section 4080.0

WHAT’S NEW IN THIS REVISED
SECTION

The BHC Surveillance Program section has
been modified for the Federal Reserve’s adop-
tion of a revised econometric framework, which
is referred to as the Supervision and Regulation
Statistical Assessment of Bank Risk model, or
SR-SABR. This model replaces the former SEER
(the System to Estimate Examination Ratings)
surveillance model. The SR-SABR model assigns
a two-component surveillance rating to each
subsidiary bank of the BHC. The first compo-
nent is the current composite CAMELS rating
assigned to the bank. The second component is
a letter (A, B, C, D, or F) that reflects the
model’s assessment of the relative strength or
weakness of the bank compared with other insti-
tutions within the same CAMELS rating cate-
gory. (See SR-06-2.)

The Federal Reserve System BHC surveillance
program (the program) defined in SR-95-43,
“Revised Bank Holding Company Surveillance
Procedures,” covers companies with consoli-
dated assets of $1 billion or more. Under the
program, bank holding company financial data
are continually monitored by computer-
generated surveillance screens. Information gen-
erated through the surveillance process is to be
used to monitor the financial condition of BHCs
between inspections, assist in setting inspection
schedules, and allocate supervisory or inspec-
tion resources toward institutions with declining
financial conditions. The surveillance program
for BHCs with total consolidated assets of less
than $1 billion is discussed in section 4080.1
and in SR-02-01.

The program consists of three components:
The first phase consists of computer screening
of BHC financial data, which involves generat-
ing and reviewing an exception list of organiza-
tions meeting the exception criteria. (These BHCs
are referred to as having “failed the screen.”)
During the second phase, an analysis is prepared
that discusses the factors or reasons why the
BHCs appeared on the exception list. The analysis
is based on data summarized in the BHC Perfor-
mance Report (BHCPR), the lead bank’s Super-
vision and Regulation Statistical Assessment of
Bank Risk (SR-SABR) rating and the on-site
CAMELS rating for subsidiary banks, and supple-
mental investment and other screens, as well as
on other relevant financial data. The third phase
focuses on developing a suitable supervisory
response, corrective action, and follow-up by

System staff to address problems first identified
through the surveillance process.

The computer surveillance screen, generated
at the Board, identifies BHCs that have $1 bil-
lion or more in consolidated assets and that may
have financial weaknesses or deficiencies. The
analytical effort of Reserve Bank analysts and
examiners is designed to spot trends and changes
in financial condition and to determine if com-
panies identified by the screening effort require
further in-depth review. The System corrective
action and follow-up ensures that identified prob-
lems are monitored until they can be corrected
or resolved.

The BHC surveillance program is designed to
meet the following objectives:

1. To monitor BHC performance using the
BHCPR.

2. To incorporate SR-SABR and CAMELS rat-
ings for subsidiary banks into an off-site
monitoring program. The SR-SABR model
identifies, based on the most recent Call
Report data, banks that exhibit financial char-
acteristics of banks in lower-rated catego-
ries.! Because the condition of a consoli-
dated holding company is typically highly
correlated with the condition of its bank sub-
sidiaries, the BHC surveillance program uses
the off-site SR-SABR ratings and on-site
CAMELS ratings of bank subsidiaries in
identifying deteriorating holding companies.

3. To achieve a BHC program that is sensitive
to changes in the condition of the banking
industry. The financial criteria, as discussed
below, identify outliers based on either a
poor relative percentile ranking or absolute
levels of key financial ratios that meet mini-
mum benchmarks.

4. To incorporate supplemental screens into the
BHC surveillance process. A supplemental
investment-activities screen identifies hold-
ing companies with high levels of unrealized
securities depreciation relative to tier 1 capi-
tal. Additional supplemental criteria may
include BHCs identified through growth and
parent company screens.

5. To enhance and maintain quarterly communi-

1. SR-06-2 briefly describes the SR-SABR model, details
the screening thresholds for SR-SABR within the State Mem-
ber Bank Watch List program, and updates Watch List follow-up
procedures.
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Section 4080.0

cation with Reserve Bank surveillance staff.
The Board’s Surveillance Section sends a
quarterly memorandum to all Reserve Banks
to inform them of the most recent quarter’s
surveillance results. A corresponding Reserve
Bank quarterly letter to the Board provides
Reserve Bank staff with an opportunity to
report on BHCs not identified in the Board
screening process, but whose condition has
deteriorated significantly since the previous
inspection.

4080.0.1 EXCEPTION LIST

BHC surveillance is conducted quarterly for
banking organizations for the reporting periods
ending on the last days of March, June, Septem-
ber, and December. Board staff initiate the
surveillance process by subjecting all BHCs to
the screens. BHCs that fail the screens and are
top-tier holding companies that (1) have con-
solidated assets of $1 billion or more; (2) have a
composite bank holding company RFI/C(D) rat-
ing of 1, 2, or 3; (3) have not been designated as
an “atypical” BHC by the responsible Reserve
Bank; and (4) are not part of the top 50 popula-
tion are placed on the exception list.

The Board sends quarterly BHC exception
lists to the surveillance staff at each Reserve
Bank following the finalization of FR Y-9 data.
Reserve Banks review the condition of the BHC,
prepare a written analysis addressing factors
that caused the BHC to be placed on the excep-
tion list, and submit written analyses of the
BHC:s on the list to the Board. The deadline for
submission of written analyses is extended if the
Reserve Bank determines that an on-site pres-
ence is warranted to satisfy the requirements of
the written analysis.

Three surveillance screens are used to iden-
tify BHC exceptions as outlined below:

1. Rating screen. The rating screen provides a
comparison between the Depository institu-
tion (D) component in a BHC’s RFI/C(D)
rating and the asset-weighted CAMELS and
SR-SABR ratings for the company’s bank
subsidiaries. It includes companies meeting
the following criteria:
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Depository

institution or the

(D) Lead

component Weighted Bank
RFI/C(D) CAMELS SR-SABR
rating rating Contains

1 3+ DorF

2 3+ DorF

3 4+ DorF

2. Financial screen. The financial screen uses
three consolidated ratios from the BHCPR
and identifies exceptions as bank holding
companies meet the cut-off criteria for at
least two of these ratios. A company can
qualify as an exception if it (1) meets the
minimum relative criteria for two of the
ratios, which indicates a BHC with a poor
percentile ranking relative to its BHCPR peer
group, or (2) meets the absolute criteria for
two of the ratios. The latter indicates a BHC
with a low level of earnings or capital or
with a high level of nonperforming assets.
Specific ratios are presented in the table on
the following page.

3. Investment-activities screen. The investment-
activities screen identifies BHCs whose ratio
of total unrealized securities deprecia-
tion (after tax) to tier 1 capital is — 15 percent
or worse and whose leverage ratio, adjusted
for total securities depreciation, is less than
5 percent.

A written analysis is prepared for investment-
activities exceptions when one or both of the
following conditions apply: (1) the organization
manages the investment process on a consoli-
dated or global basis (that is, the parent com-
pany or lead bank formulates and possibly imple-
ments the investment strategy for the parent
company and bank subsidiaries) or (2) the major-
ity of the organization’s bank subsidiary assets
consist of state member bank assets.

If the written-analysis conditions do not apply,
Reserve Banks are requested to provide a brief
summary of the primary regulator’s findings and
actions concerning the bank subsidiaries’ invest-
ment activities. This summary is to ensure that
the primary regulator is aware of potential con-
cerns with the subsidiary banks’ investment
activities, and it also ensures that the BHC is
acting as a source of strength to these particular
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CUT-OFF CRITERIA—BHCPR FINANCIAL-SCREEN RATIOS

Last
fourth-quarter
return on
average assets

Nonperforming and
90+ days
past-due ratio

Tier 1
leverage ratio

Peer-ranking criteria percentile of

5 or less

Ratio-level criteria 0.5% or less

percentile of
5 or less

percentile of
95 or more

5.0% or less 5.0% or more

bank subsidiaries. In addition, a BHC investment-
activities analysis does not have to be prepared
if the Reserve Bank is in the process of pre-
paring or has provided (in one of the previous
two quarters) an investment-activities analysis
for one of the BHC’s state member bank
subsidiaries.

4080.0.2 REVIEW OF BHC
EXCEPTION LIST AND RESERVE
BANK ANALYSIS

The exception list provides a record of BHCs
that failed the screens and helps track Reserve
Bank conclusions on the reasons they failed the
screens. In their review, Reserve Banks are
specifically requested to prepare a written
analysis for all BHCs on the exception list. This
Reserve Bank analysis is to include the follow-
ing sections:

1. Heading, including the BHC’s name, loca-
tion, total assets, RFI/C(D) rating, and date
of last inspection; lead bank’s name, loca-
tion, charter, total assets, CAMELS rating,
and date of last examination; reason for
appearance on the exception list; and Reserve
Bank analyst’s name. For investment-
activities exceptions, also include the ratio of
total securities depreciation to tier 1 capital
and the leverage ratio adjusted for total secu-
rities depreciation.

2. Background, including a summary of prior
surveillance results. For investment-activities
exceptions, a brief summary of the invest-
ment process is included (that is, who formu-
lates and approves the investment strategy
and how it is implemented for the
organization).

3. Analysis of the current period’s surveillance
results, highlighting key changes in the BHC’s
condition during the most recent quarter and
since the most recent inspection. In particu-
lar, this analysis explicitly discusses whether
the factors identified as being responsible for
the company’s appearance on the exception
list present any cause for supervisory con-
cern. Any areas where the current period’s
surveillance results are believed to be mis-
leading or inaccurate are detailed in this sec-
tion. Additional guidance regarding the analy-
sis section is provided below:

a. The analysis should note any acquisitions,
mergers, or de novo activities responsible
for the BHC’s meeting the exception
criteria.

b. For BHCs that meet the criteria for the
CAMELS rating exception, the analysis
should explicitly discuss the factors under-
lying the CAMELS rating as presented in
the examination findings.

c. For BHCs that meet the criteria for the
SR-SABR rating exception, the analysis
should explicitly discuss the factors respon-
sible for the SR-SABR results, as pre-
sented in SR-SABR Schedule of risk
factors.

d. For BHCs that meet the financial excep-
tion criteria, the analysis should explicitly
discuss the ratios identified by the finan-
cial screen.

e. For BHCs that require a written analysis
of investment activities, the discussion
should include—

* the securities portfolio composition and
maturity;

« the investment strategy;

* management’s ability to understand and-
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manage the risks inherent in the invest-

ment portfolio, including a discussion

of risk limits (For example, are the lim-

its appropriate, and is the BHC in com-

pliance with these limits?);

the ability and intent of the BHC to hold

securities with unrealized losses and to

activate contingency plans if the BHC’s
ability to hold these securities is tested;

the susceptibility of the portfolio to fur-
ther depreciation (quantify if possible);

hedging strategies, if any;

the liquidity position of the BHC, includ-

ing a discussion of the structure of the

funding base and concentration of fund-
ing sources; and

the overall impact of securities depre-

ciation on the financial condition of the

BHC.

f. For BHCs that fail the investment-
activities screen but do not meet the con-
ditions requiring a written analysis of
investment activities, a brief summary of
the primary regulator’s findings and actions
concerning the bank subsidiaries’ invest-
ment activities should be provided.

4. Conclusion, summarizing the BHC’s
condition and the key factors supporting the
analysis.

5. Corrective action, detailing corrective action
taken by the BHC or Reserve Bank staff,
including supervisory follow-up actions result-
ing from the current period’s surveillance
results. If no further actions are to be taken
or recommended, the reason for this decision
is stated, as well as the date and scope of the
next scheduled inspection.

6. Sign-off by an officer in charge of BHC
supervision, an officer in charge of BHC
surveillance, and, if there are any investment-
activities exceptions, a capital-markets coor-
dinator. The signatures need only appear
once on the cover letter accompanying the
individual BHC analyses.

4080.0.3 CORRECTIVE ACTION AND
FOLLOW-UP

Corrective action associated with newly identi-
fied problems must be initiated by the Reserve
Bank as soon as possible. Follow-up action
may include correspondence or meetings with
the banking organization’s management or an
on-site inspection or examination. Problem situ-
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ations are closely monitored by System surveil-
lance and supervision staff until they have been
resolved.

4080.0.4 ATYPICAL BHCs

No written analysis is required for BHCs that
are designated “atypical.” Reserve Banks iden-
tify atypical BHCs annually. Atypical BHCs
could include those whose parent equity in non-
bank subsidiaries is one-third or more than their
equity in bank subsidiaries, those that choose
not to consolidate material nonbank subsidi-
aries, and those BHCs that are directly owned
by banks. BHCs may also be considered atypi-
cal due to other characteristics determined at the
Reserve Bank’s discretion.

The atypical BHC list should (1) provide the
name, location, and RSSD-ID of the company;
(2) explain the reason the BHC is considered
atypical; and (3) indicate whether the company
was included on the list during the prior year.
BHCs coming off the prior year’s atypical list-
ing are similarly identified and discussed. Reserve
Banks should monitor atypical BHCs quarterly
and provide a written analysis for an atypical
company when deemed appropriate.

4080.0.5 ROLE IN INSPECTION
PROCESS

In setting inspection schedules, companies iden-
tified as having weak or declining financial con-
ditions would generally not qualify for an exten-
sion of the inspection cycle, as discussed in
section 5000.0 of this manual. These compa-
nies, therefore, would be inspected more fre-
quently than companies without deficiencies.

A pre-inspection analysis, using the latest
BHCPR and other relevant data, should be per-
formed to help the examiner focus the inspec-
tion on areas that may require supervisory atten-
tion. This analysis may uncover declining
financial trends or may indicate financial posi-
tions recently taken by the BHC that could
eventually lead to a problem situation.

The performance report covers (consolidated
and parent-only) current and historical financial
information; ratios; and peer-group percentiles.
This information can be used to analyze and
spot trends with respect to parent or consoli-
dated asset growth, earnings, capital, liquidity,
cash flow and leverage, and reliance on subsidi-
ary dividends. By reviewing performance reports,
analysts and examiners can gain insights into
weaknesses, as well as their nature and severity.
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For example, parent leverage, cash-flow, and
coverage ratios may indicate problems at the
parent level, which could have implications for
the bank’s financial condition. Information on
the parent’s income from subsidiaries could
indicate that nonbank subsidiaries of the hold-
ing company are experiencing financial
difficulties. Financial information on the par-
ent’s dependence on bank and nonbank subsidi-
aries through dividends and management fees,
for example, can give the examiner valuable
insights on the effect the holding company may
be having on the financial condition of the sub-
sidiaries, particularly on the depository institu-
tions. Analysis of profitability ratios, income
and expense data, and loan-loss information can
also be used to pinpoint areas for further review
when the examiners arrive on-site.

Much of this analysis can be conducted
before the on-site inspection, thus enabling the
examiner to better allocate his or her time
on-premises to those areas requiring on-site
review. For example, initial evaluations of capi-

tal, earnings, liquidity, leverage, and cash flow
can be accomplished using information from
the performance reports before the examiner’s
arrival on-site. This early evaluation will allow
the examiner to isolate areas requiring further
on-site review and also to focus attention on
other areas that require on-site inspection, such
as asset quality, nonbank activities, manage-
ment, supervisory report accuracy, and legal
compliance.

Screening results should also be reviewed to
determine which screens, or combination of
screens, the BHC failed and by what margin. If
a particular company has been identified as an
exception, analyses conducted by Reserve Bank
analysts should be reviewed, as well as informa-
tion available from Board staff. Finally, follow-up
material available from Reserve Bank and Board
staff should be reviewed, and, in some cases,
consultation with surveillance staff may be
appropriate. The goal of all these activities is to
help the examiner identify areas to focus on
during the inspection.
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The surveillance program for bank holding
companies having total consolidated assets of
less than $1 hillion is described below. (See
SR-02-1.) The surveillance program is a pri-
mary tool for identifying potentialy significant
changes in the condition of these organizations
between reviews and for targeting the work of
any on-site reviews. Quarterly surveillance
screens identify potential parent-company and
nonbank issues that may adversely affect affili-
ated insured depository institutions. In particu-
lar, the screens address parent-company cash
flow; intercompany transactions; parent-
company leverage; and consolidated capital ratios,
where applicable. The surveillance screens are
periodically updated to reflect industry trends
and issues as well as changes in regulatory
reporting requirements.

Upon receipt and finalization of quarterly Y-9
data, Board surveillance staff provide each
Reserve Bank with the results of the small bank
holding company surveillance screens, which
identify companies that fail key screening crite-
ria. Reserve Bank staff are requested to evaluate
this information and take action, as appropriate,
within 45 days of receipt. In doing so, Reserve
Bank staff determine whether the screen results
reveal that the holding company or its affiliates
could pose or exacerbate a material risk to an
insured depository institution subsidiary. If the
screen results reveal no basis for a significant
concern, a short note documenting this conclu-
sion is prepared and filed, and no further action
may be needed. If it is determined that the
screen results reveal the potential for material
risk to an insured depository institution, Reserve
Bank staff are requested to take appropriate
follow-up action within 90 days, such as con-
tacting the institution to obtain more informa-
tion, requesting a corrective action plan from
the ingtitution, implementing heightened moni-

toring procedures, or schedulinganon-sitereview.
In most cases, follow-up action can be com-
pleted off-site; documentation supporting the
action taken in these cases should be commen-
surate with the level of concerns. Typicaly, a
short memorandum posted in the Nationa
Examination Data (NED) system will suffice. If
an on-site review is recommended, the review is
to commence within 90 days of the Reserve
Bank’s being notified of the surveillance results,
and the findings of the review are to be commu-
nicated to the company, Board staff, and appro-
priate state and federal regulatory authorities
within 120 days of that notification.

In addition to the surveillance monitoring
screens, Board staff will provide Reserve Banks
with program support screens that provide addi-
tional information to assist in the supervision of
small bank holding companies. One set of sup-
port screens identifies companies that are classi-
fied as noncomplex, but which exhibit character-
istics of complex organizations. Reserve Banks
are to evaluate any company meeting those
screens to determine whether its designation as
noncomplex should be changed and its supervi-
sion program modified accordingly. A second
set of support screens monitors compliance of
financial holding companies with the capital,
managerial, and Community Reinvestment Act
standards set forth in the Gramm-Leach-Bliley
Act. Follow-up requirements for companies
failing those screens are outlined in previous
guidance. (See SR-00-11.)

Surveillance information is crucial to identi-
fying potential issues between reviews and for
ensuring that on-site work is risk-focused.
Accordingly, Reserve Bank staff are to continue
taking steps to ensure the accuracy of the regula-
tory reports that are the basis for the surveil-
lance program. In particular, System staff are to
follow up promptly on identified inaccuracies.

June 2002
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Apart from the consideration of the credit-in international portfolios. The approach gener-

worthiness of individual borrowers, holding com-ally consists of three parts:

panies engaged in international activities are

subject to elements of country risk. Country riskL. measuring exposure in each country where

encompasses the entire spectrum of risks arising business relationship exists

from the economic, social, and political environ-2. analyzing exposure in relation to the bank’s

ments of a foreign country, as well as the gov- capital resources and the economic and finar

ernmental policies structured to respond to these cial conditions of each country in which the

conditions. These factors may have potentially bank has outstanding credits

favorable or adverse consequences for foreigr3. evaluating the risk-management system use

ers’ debt and equity investments in a particular by the bank in relation to the size and nature

country. The Federal Reserve, along with the of its foreign lending activities

Office of the Comptroller of the Currency and

Federal DepositInsurance Corporation, hasissuedExaminers should evaluate the adequacy c

enhanced supervisory guidance concerning the country-risk management process at intern:

elements of an effective country-risk managetionally active bank holding companies. This

ment process for banking organizations. (Sedsk-assessment process should include, at

SR-02-05.) Country risk is the risk that eco-minimum, effective oversight by the board of

nomic, social, or political conditions in a for- directors, adequate risk-management policie

eign country might adversely affect an organizaand procedures, an accurate country-exposu

tion’s financial condition, primarily through reporting system, an effective country-risk analy

impaired credit quality or transfer risk. sis process, a country-risk rating system, country
Country risk can occur in many different exposure limits, ongoing monitoring of country

forms, and the nature of specific risks can changeonditions, periodic stress testing of foreign

over time. It is essential that a U.S. bankingexposures, and adequate internal controls and

organization with significant direct or indirectaudit function. A bank holding company’s

international exposure have in place an effectiveountry-risk management process should giv

country-risk management process that is conparticular attention to any concentrations of

mensurate with the volume and complexity ofcountry risk, first at the consolidated level and

its international activities. More specifically, then within the parent company and nonbani

country risk focuses on a borrower’s capacity tesubsidiaries, as well as to any concentration

obtain the foreign exchange required to serviceeported by supervisors at the bank subsidiarie:

his cross-currency debt. A borrower’'s debt-

service capacity may also be affected by the

risks of political and social upheaval, national-

ization and expropriation, governmental repu4090.0.1 COUNTRY RISKS AND

diation of external indebtedness, exchange colFACTORS

trols, and devaluation. Events such as these may

megetrrllally a::_f;ecg_l_tpe ??ndg!on Oft.”q.‘t’.es‘tmentSCountry or sovereign risk encompasses the entil
an € profitability of lending aclivities OVer- ¢.q . m of risks and factors that arise from th

seas; examiners must alert management to thog onomic, social, and political environments of

risks that may be.d.'ff".:u" for the holding com- a foreign country that may have potential conse
pany.and s subS|d|ar|e§ to absorb. uences for foreigners’ debt and equity invest
Using uniform examination procec_iures aNGents in that country. A detailed description of
techniques for evaluating country-risk expo- hese factors is described below
sures for domestic banks, examiners segregatle '
country-risk factors from the evaluation of other
lending risks. The procedures emphasize diver-
sification of exposure to individual countries as#090.0.1.1 Macroeconomic Factors
the primary method of moderating country risk
The first factor affecting country risk is the size
1. Transfer risk is the possibility that an asset cannot b@nd structure of a country’s external debt ir

serviced in the country of payment because the obligor'se|ation to its economy, more specifically—
country lacks the necessary foreign exchange or has put

restraints on its availability. For more information, see the .
Guide to the Interagency Country Exposure Review CommitBHC Supervision Manual December 2002
tee Process (SR-99-35). Page 1
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1. the current level of short-term debt and the
potential effect that a liquidity crisis would
have on the ability of otherwise creditworthy
borrowers in the country to continue servic-
ing their obligations, and

2. to the extent the external debt is owed by the
public sector, the ability of the government
to generate sufficient revenues, from taxes
and other sources, to service its obligations.

The condition and vulnerability of the country’s
current account is also an important consider-
ation, including—

1. the level of international reserves, including
forward market positions of the country’s
monetary authority (especially when the
exchangerate is fixed);

2. thelevel of import coverage provided by the
country’ sinternational reserves,

3. the importance of commodity exports as a
source of revenue, the existence of any price-
stabilization mechanisms, and the country’s
vulnerability to adownturnin either its export
markets or the price of an exported commod-
ity; and

4. thepotentia for sharp movementsin exchange
rates and the effect on the relative price of
the country’ s imports and exports.

Therole of foreign sources of capital in meeting
the country’s financing needs is another impor-
tant consideration in the analysis of country
risk, including—

1. the country’s access to international financial
markets and the potential effects of aloss of
market liquidity;

2. the country’s relationships with private-
sector creditors, including the existence of
loan commitments and the attitude among
bankers toward further lending to borrowers
in the country;

3. the country’s current standing with multilat-
eral and officia creditors, including the abil-
ity of the country to qualify for and sustain
an International Monetary Fund or other suit-
able economic adjustment program;

4. the trend in foreign investments and the
country’s ability to attract foreign investment
in the future; and

5. the opportunities for privatization of
government-owned entities.

Past experience has highlighted the importance
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of a number of other important macroeconomic
considerations, including—

1. the degree to which the country’s economy
may be adversely affected through the conta
gion of problemsin other countries;

2. the size and condition of the country’s bank-
ing system, including the adequacy of the
country’s system for bank supervision and
any potential burden of contingent liabilities
that a weak banking system might place on
the government;

3. the extent to which state-directed lending or
other government intervention may have
adversely affected the soundness of the coun-
try’s banking system, or the structure and
competitiveness of the favored industries or
companies; and

4. for both in-country and cross-border expo-
sures, the degree to which macroeconomic
conditions and trends may have adversely
affected the credit risk associated with coun-
terparties in the country.

4090.0.1.2 Social, Padlitical, and Legal
Climate

The analysis of country risk should also con-
sider the country’s social, political, and legal
climate, including—

1. the country’s natural- and human-resource
potential;

2. thewillingness and ability of the government
to recognize economic or budgetary prob-
lems and implement appropriate remedial
action;

3. the degree to which political or regional fac-
tionalism or armed conflicts are adversely
affecting the government of the country;

4. any trendstoward government-imposed price,
interest-rate, or exchange controls;

5. the degree to which the country’s legal sys-
tem can be relied on to fairly protect the
interests of foreign creditors and investors;

6. the accounting standards in the country and
the reliability and transparency of financial
information;

7. the extent to which the country’s laws and
government policies protect parties in elec-
tronic transactions and promote the devel op-
ment of technology in a safe and sound
manner;

8. the extent to which government policies pro-
mote the effective management of the bank
holding company’ s exposures; and
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9. the level of adherence to internationa legal
and business-practice standards.

4090.0.1.3 Factors Specific to Banking
Organizations

Finaly, a bank holding company’s analysis of
country risk should consider factors relating to
the nature of its actual (or approved) exposures
in the country, including, for example—

1. the bank holding company’s business strat-
egy and its exposure-management plans for
the country;

2. the mix of exposures and commitments,
including the types of investments and bor-
rowers, the distribution of maturities, the
types and quality of collateral, the existence
of guarantees, whether exposures are held for
trading or investment, and any other distin-
guishing characteristics of the portfolio;

3. the economic outlook for any specificaly
targeted industries within the country;

4. the degree to which political or economic
developmentsin a country are likely to affect
the bank holding company’s chosen lines of
business in the country (for instance, the
unemployment rate or changesin local bank-
ruptcy laws may affect certain activities more
than others);

5. for abank holding company involved in capi-
tal markets, its susceptibility to changes in
value based on market movements (As the
market value of claims against a foreign
counterparty rise, the counterparty may
become less financialy sound, thus increas-
ing the risk of nonpayment (this is espe-
cially true for over-the-counter derivative
instruments.));

6. the degree to which political or economic
developments are likely to affect the credit
risk of individual counterparties in the coun-
try (for example, foreign counterparties with
healthy export markets or whose business is
tied closely to supplying manufacturing enti-
ties in developed countries may have signifi-
cantly less exposure to the local country’s
economic disruptions than do other counter-
parties in the country); and

7. the bank holding company’s ability to effec-
tively manage its exposures in a country
through in-country or regional representa
tion, or by someother arrangement that ensures
the timely reporting of, and response to, any
problems.

4090.0.2 RISK-MANAGEMENT
PROCESS FOR COUNTRY RISK

Country risk has an overarching effect on abank
holding company’s international activities and
should explicitly be taken into account in the
risk assessment of all exposures (including off-
balance-sheet) to al public- and private-sector
foreign-domiciled counterparties. The risk asso-
ciated with even the strongest counterparties in
a country will increase if, for example, political
or macroeconomic conditionscausetheexchange
rate to depreciate and the cost of servicing exter-
nal debt to rise. Country risk can occur in many
different forms, and the nature of specific risks
can change over time. A U.S. banking organiza-
tion with significant direct or indirect interna-
tional exposure should have in place an effec-
tive country-risk management process that is
commensurate with the volume and complexity
of its international activities. Examiners should
be continually evaluating the adequacy of the
country-risk management process at internation-
aly active bank holding companies, and they
should regularly update their assessments. A
bank holding company’s country-risk manage-
ment process should give particular attention
to any concentrations of country risk at the
parent level or within its bank and nonbank
subsdiaries.

Country risk is not necessarily limited to
banking organizations with direct international
exposures. Domestic counterparties with signifi-
cant economic dependence on aforeign country
or region (for example, through export depen-
dence) can pose an indirect country risk to bank-
ing organizations that do not have direct interna-
tional activity. While banking organizations are
not required to incorporate indirect country risk
into a formal country-risk management process,
they should nevertheless take these country-risk
factors into account, where appropriate, when
ng the creditworthiness of domestic coun-
terparties. Examiners should ensure that the
overall credit-risk management process takes
into account indirect country risk where applica-
ble in al Federal Reserve—supervised banking
organizations.

To effectively control the risk associated with
international activities, bank holding companies
must have a risk-management process that
focuses on the broadly defined concept of coun-
try risk. The elements of a sound country-risk
management process are discussed in further
detail below.

December 2002
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4090.0.2.1 Oversight by the Board of
Directors

If country risk is to be managed properly, the
board of directors must oversee the process
effectively. The board is responsible for periodi-
cally reviewing and approving policies govern-
ing its international activities to ensure that they
are consistent with the bank holding company’s
strategic plans and goals. The board is aso
responsible for reviewing and approving limits
on country exposure and ensuring that manage-
ment is effectively controlling the risk. When
evaluating the adequacy of the bank holding
company’s capital and allowance for loan and
lease losses (ALLL), the board should take into
account the volume of foreign exposures and
the ratings of the countries to which it is
exposed.

4090.0.2.2 Poalicies and Procedures for
Managing Country Risk

Bank management is responsible for implement-
ing sound, well-defined policies and procedures
for managing country risk that—

1. establish risk-tolerance limits;

2. delineate clear lines of responsibility and
accountability for country-risk management
decisions;

3. specify authorized activities, investments, and
instruments; and

4. identify both desirable and undesirable types
of business.

Management should also ensure that country-
risk management policies, standards, and prac-
tices are clearly communicated to the affected
offices and staff.

4090.0.2.3 Country-Exposure Reporting
System

To effectively manage country risk, the bank
holding company must have a reliable system
for capturing and categorizing the volume and
nature of foreign exposures. The reporting sys-
tem should cover all aspects of the bank holding
company’s operations, whether conducted
through paper transactions or electronically. An
accurate country-exposure reporting system is
also necessary to support the regulatory report-
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ing of foreign exposures on the quarterly Coun-
try Exposure Report, FFIEC 009, and the supple-
mental Country Exposure Information Report,
FFIEC 009a.

Theboard of directorsshould regularly receive
reports on the level of foreign exposures. If the
level of foreign exposures in a bank holding
company is significant,2 or if a country to which
the bank holding company is exposed is consid-
ered to be high risk, exposures should be reported
to the board at least quarterly. More frequent
reporting is appropriate when a deterioration in
foreign exposures would threaten the soundness
of the bank holding company.

4090.0.2.4 Country-Risk Analysis
Process

Although the nature of the country-risk analysis
process and the level of resources devoted to it
will vary, depending on the size and sophistica-
tion of the banking organization’s international
operations, a number of considerations are rel-
evant to evaluating the process in al banking
organizations:

1. Isthere a quantitative and qualitative assess-
ment of the risk associated with each country
in which the banking organization is con-
ducting or planning to conduct business?

2. Is a formal analysis of country risk con-
ducted at least annually, and does the bank-
ing organization have an effective system for
monitoring developments in the interim?

3. Doestheanalysistakeinto account all aspects
of the broadly defined concept of country
risk, as well as any unique risks associated
with specific groups of counterparties the
banking organization may have targeted in
its business strategy?

4. |s the analysis adequately documented, and
are conclusions concerning the level of risk
communicated in a way that provides deci-
sion makerswith areasonable basis for deter-
mining the nature and level of the banking
organization’s exposures in a country?

5. Given the size and sophistication of the bank-
ing organization’sinternational activities, are
the resources devoted to the analysis of coun-
try risk adequate?

2. For purposes of this guidance, concentrations of expo-
sures to individual countries that exceed 25 percent of the
bank holding company’s or bank’s tier 1 capital plus the
ALLL are considered significant. However, in the case of
particularly troubled countries, lesser degrees of exposure
may also be considered to be significant.
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6. Asafinal check of the process, are the bank-
ing organization’s conclusions concerning a
country reasonable in light of information
available from other sources, including exter-
nal research and rating services and the Inter-
agency Country Exposure Review Commit-
tee (ICERC)?

4090.0.2.5 Country-Risk Ratings

Country-risk ratings summarize the conclusions
of the country-risk analysis process. The ratings
are an important component of country-risk
management because they provide a framework
for establishing country-exposure limits that
reflect the bank holding company’ stolerance for
risk.

Because some counterparties may be more
exposed to local country conditions than others,
it isacommon and acceptable practice for bank-
ing organizations to distinguish between differ-
ent types of exposures when assigning their
country-risk ratings. For example, trade-related
and banking-sector exposures typically receive
better risk ratings than other categories of expo-
sure because the importance of these types of
transactions to a country’s economy has usually
moved governments to give them preferential
treatment for repayment.

The risk-rating systems of some banking
organizations differentiate between public-
sector and private-sector exposures. In some
banking organizations, a country’s private-
sector credits cannot be rated less severely than
its public-sector credits (that is, the banking
organization imposes a “ sovereign ceiling” on
the rating for all exposures in a country). Both
are acceptable practices.

A banking organization's country-risk ratings
may differ from the ICERC-assigned transfer-
risk ratings because the two ratings differ in
purpose and scope. A banking organization’s
internally assigned ratings help it to decide
whether to extend additional credit, as well as
how it should manage existing exposures. Such
ratings should, therefore, have a forward-
looking and broad country-risk focus. The
ICERC's more narrowly focused transfer-risk
ratings are primarily a supervisory tool to iden-
tify countries where concentrations of transfer
risk might warrant greater scrutiny and to deter-
mine whether some minimum level of reserves
against transfer risk should be established. For
more information on ICERC ratings, see section
7040.3 of the Commercial Bank Examination
Manual and SR-99-35.

4090.0.2.6 Country-Exposure Limits

As part of their country-risk management
process, internationally active bank holding com-
panies should adopt a system of country-
exposure limits. Because the limit-setting pro-
cess often involves divergent interests within
the banking organization (such as the country
managers, the bank holding company’s over-
al country-risk manager, and the country-risk
committee), country-risk limits will usually
reflect a balancing of several considerations,
including—

1. the overall strategy guiding the bank holding
company’s international activities,

2. the country’s risk rating and the bank hold-
ing company’ s appetite for risk,

3. perceived business opportunities in the coun-
try, and

4. the desire to support the international busi-
ness needs of domestic customers.

Country-exposure limits should be approved by
the board of directors, or a committee thereof,
and communicated to all affected departments
and staff. Exposure limits should be reviewed
and approved at least annually—and more fre-
quently when concerns about a particular coun-
try arise.

A bank holding company’s board of directors
and senior management should consider whether
itsinternational operations are such that it should
supplement its aggregate exposure limits with
more discrete controls. Such controls might take
the form of limits on the different lines of busi-
ness in the country, limits by type of counter-
party, or limits by type or tenor of exposure. A
bank holding company might also limit its expo-
sure to local currencies. Bank holding compa-
nies that have both substantial capital-market
exposures and credit-related exposures typically
set separate aggregate exposure limits for each
because exposures to the two lines of business
are usually measured differently.

Although country-by-country exposure limits
are customary, bank holding companiess should
also consider limiting (or at least monitoring)
exposures on a broader (for example, regional)
basis. A troubled country’ s problems often affect
its neighbors, and the adverse effects may also
extend to geographically distant countries with
close ties through trade or investment. By moni-
toring and controlling exposures on a regional
basis, bank holding companies are in a better
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position to respond if the adverse effects of a
country’s problems begin to spread.

For bank holding companies that are engaged
primarily in direct lending activities, monthly
monitoring of compliance with country expo-
sure limits is adequate. However, bank holding
companies with more volatile portfolios, includ-
ingthosewith significant trading accounts, should
monitor compliance with approved limits more
frequently. Exceptions to approved country-
exposure limits should be reported to an appro-
priate level of management or the board of
directors so that it can consider corrective
measures.

4090.0.2.7 Monitoring Country
Conditions

The bank holding company should have a sys-
tem in place to monitor current conditions in
each of the countries where it is significantly
exposed. The level of resources devoted to
monitoring conditions within a country should
be proportionate to the bank holding company’s
level of exposure and the perceived level of risk.
If the bank holding company maintains an in-
country office, reports from the local staff are an
obviously val uableresourcefor monitoring coun-
try conditions. In addition, periodic country vis-
its by the regional or country manager are
important to properly monitor individual expo-
sures and conditions in a country. The bank
holding company may also draw on information
from rating agencies and other external sources.

Communication between senior management
and the responsible country managers should be
regular and ongoing. The bank holding com-
pany should not rely solely on informal lines of
communication and ad hoc decision making in
times of crisis. Established procedures should
bein placefor dealing with exposuresin troubled
countries, including contingency plans for
reducing risk and, if necessary, exiting the
country.

4090.0.2.8 Stress Testing

Bank holding companies should periodicaly
stress-test their foreign exposures and report the
results to the board of directors and senior man-
agement. As used here, stress testing does not
necessarily refer to the use of sophisticated
financial modeling tools, but rather to the need
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for all bank holding companies to evaluate in
some way the potential impact different sce-
narios may have on their country-risk profiles.
The level of resources devoted to this effort
should be commensurate with the significance
of foreign exposures in the bank holding compa-
ny’s overall operations.

4090.0.2.9 Internal Controls and Audit

Bank holding companies should ensure that
their country-risk management process includes
adequate internal controls and that an audit
mechanism ensures the integrity of the informa-
tion used by senior management and the board
to monitor compliance with country-risk poli-
cies and exposure limits. The system of internal
controls should, for example, ensure that the
responsibilities of marketing and lending per-
sonnel are properly segregated from the respon-
sibilities of personnel who analyze country risk,
rate country risk, and set country limits.

4090.0.3 REPORTING
REQUIREMENTS

4090.0.3.1 Country Exposure Report
(FFIEC 009)

Banks and bank holding companies that own
banks are reguired to file the Country Exposure
Report (Form FFIEC 009, formerly Form
FR 2036) when the bank or banks have a for-
eign branch, a foreign subsidiary, or an Edge
corporation, and when they have, on a consoli-
dated basis, total outstanding claims on resi-
dents of foreign countries of $30 million or
more. The report is to be filed quarterly within
45 days of the end of March, June, September,
and December.

The report measures lending to residents of
foreign countries by U.S. banking organizations.
It is used to provide information on the distribu-
tion, by country, of foreign claims held by such
banking organizationsto (1) determinethedegree
of risk in bank portfolios and how adverse
developments in particular countries affect the
U.S. banking system; (2) assess country risk for
supervisory purposes, and (3) assist the Bank
for International Settlementsin compilingworld-
wide data on cross-border claims. The report
also includes information on revaluation gains
for off-balance-sheet items and for securities
held in trading accounts.
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4090.0.3.2 Country Exposure Information
Report (FFIEC 009a)

The County Exposure |nformation Report (Form
FFIEC 009a) supplements the Country Exposure
Report. The purpose of FFIEC 009a is to pro-
vide public disclosure of significant country
exposures of U.S. banking institutions. Every
institution that submits the FFIEC 009 and that
has exposures to a country that exceed 1 percent
of total assets or 20 percent of capital of the
reporting ingtitution submits the FFIEC 009a.
FFIEC 009a respondents also furnish a list of
countries in which exposures were between ¥
of 1 percent and 1 percent of total assets or
between 15 and 20 percent of capital. Filing of
the report is required.

4090.0.3.3 Country Exposure Report for
U.S. Branches and Agencies of Foreign
Banks (FFIEC 019)

The Country Exposure Report for U.S. Branches
and Agencies of Foreign Banks (Form FFIEC
019) is similar to the FFIEC 009 report that is
filed by U.S. banks. The FFIEC 019 report col-
lects information, by country, on the direct
claims, indirect claims, and total adjusted claims
onforeign residents; information on direct claims
on related non-U.S. offices domiciled in coun-
tries other than the home country of the parent
bank that are ultimately guaranteed in the home
country that are included in total adjusted claims
onthehomecountry; and abreakdown of adjusted
claims on unrelated foreign residents. The data
are used by the supervisory agencies to monitor
significant foreign-country exposures of U.S.
branches and agencies of foreign banks. The
reports are also used to evaluate the financial
condition of these branches and agencies.

The FFIEC 019 is collected quarterly from
those branches and agencies of foreign banks
that have, as of the quarterly report date, more
than $30 million in total direct claims on resi-
dents of foreign countries. The FFIEC 019 pro-
vides data on the foreign-risk exposure of each
reporting branch and agency.

Respondents to the FFIEC 019 must prepare
the data as of the close of each calendar quarter
and submit the forms to the appropriate Reserve
Bank no later than 45 days following the report
date. Data are due at the Board 60 days follow-
ing the report date. Bank holding companies
should obtain, from the management of their
respective foreign bank subsidiaries, written
confirmation that the FFIEC 019 and all other

Federal Reseserve and FFIEC reports have been
filed, as required.

4090.0.4 INSPECTION OBJECTIVES

1. If the bank holding company is internation-
aly active, to determine the nature and
extent of its direct and indirect country-risk
EXPOSUres.

2. If the bank holding company has significant
direct or indirect international exposure, to
evaluate and determine whether it has in
place an effective country-risk management
process that is commensurate with the vol-
ume and complexity of its international
activities.

3. To review and determine if the bank hold-
ing company’s system of policies, proce-
dures, internal controls, rating system, and
stress testing for county-risk management
are adeguate and reliable.

4. To determine if the bank holding compa
ny’'s board of directors oversees and regu-
larly reviews its country-risk management
process, approves limits on country expo-
sure, provides for adequate capital that is
commensurate with its direct and indirect
country-risk exposures, and ensures that
management is effectively controlling the
risk.

5. To determine if management clearly com-
municates the bank holding company’'s
country-risk management policies, stan-
dards, and practices to the affected offices
and staff.

6. To (1) determine if the scope of the bank
holding company’s audit function is ade-
quate and if the function is sufficiently com-
prehensive to ensure the integrity of the
information senior management and theboard
use to monitor the bank holding company’s
country-risk management process, and
(2) ensure that the board of directors or its
audit committee has provided for adequate
audit coverage of country-risk management
functions.

7. To recommend corrective action if a bank
holding company’s country-risk manage-
ment process and controls are deficient
in relation to the level of country-risk
exposure.

8. To determine if the bank holding company
is properly preparing the Country Exposure
Report, FFIEC 009, and the supplemental
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Country Exposure Information Report,
FFIEC 0093, both of which are required to
befiled quarterly with therespective Reserve
Banks, as applicable.

9. To identify and report individual exposures
considered significant in relation to the bank
holding company’s capital and the eco-
nomic performance of the country.

10. To prepare a report on the bank holding
company’s country-exposure management
system and on any noted deficiencies.

4090.0.5 INSPECTION PROCEDURES

When performing and updating the bank hold-
ing company’ s risk assessment, the central point
of contact for the bank holding company should
include an analysis of its direct and indirect
country-risk exposures (including any signifi-
cant country-risk concentrations) and of the
adequacy and reliability of its country-risk man-
agement. The analysis of the bank holding com-
pany’ s country-risk management systems should
consist of three important components.

One component is the provision for evalua-
tion of economic trends, political developments,
and the social fabric within countries where the
bank holding company’sfunds are at risk. These
so-called country studies are derived from eco-
nomic data supplied by the borrower or pub-
lished by ingtitutional lenders; sociopolitical
commentaries; on-site reports from bank
branches, subsidiaries, or affiliates; or bank-
officer visits to the country.

In the second component, the board of direc-
tors and senior management define the level of
country exposure the bank is willing to assume.
This undertaking normally includes the estab-
lishment of limits on aggregate outstandings,
maturities, and categories of risk exposures by
country, which serve as a guide to operating
management in the development and servicing
of the bank holding company’s international
credit portfolio.

The third component is the bank holding
company’s internal reporting system, which
should be designed to monitor and control coun-
try exposure. A comprehensive reporting sys-
tem is required to accurately assign risk expo-
sures to the country of risk, ensure adherence to
the directives of the board of directors, provide
for at least an annual review of portfolio compo-
sition in individual countries, and establish a
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clear-cut methodology for reporting exceptions
to established limits.

A summary of the country-risk management
system should be prepared. Set forth below are
guidelines and procedures for examiners to use
in evaluating the systems banks use to monitor
and control country-risk elements in their inter-
national loan portfolios. In assessing the quality
of the country-risk management system, exam-
iners should, as a matter of course, spot-check
the accuray of the data submitted on the Coun-
try Exposure Report, FFIEC 009, and the supple-
mental Country Exposure Information Report,
FFIEC 009a, as applicable. The review should
include a review of the exposures for at least
several countries. The report page, Examiners
Comments and Matters Requiring Special Board
Attention, should be used to comment on mate-
rial exceptions.

1. Obtain any written policies, procedures, or
summaries of the bank holding company’s
country-risk management system. Determine
whether the bank holding company’ s country-
risk management system includes—

a. effective oversight by the board of
directors,

b. adequate risk-management policies and
procedures,

C. an accurate country-exposure reporting

system,

. an effective country-risk analysis process,

. acountry-risk rating system,

country-exposure limits,

. ongoing monitoring of country conditions,

. periodic stress testing of foreign expo-

sures, and

i. adequate internal controls and an audit
function. (See SR-02-05.)

2. Review internationa-lending policies and
determine—

a. if the board of directors regularly reviews
and gives final approva to the limits on
country exposure at least annually (or
quarterly, if the foreign exposures are high
risk or the concentrations are significant);

b. who initiates the country ratings and coun-
try limits;

c¢. how frequently and by whom country rat-
ings and limits are reviewed and changed;

d. how the bank holding company defines
the ratings assigned to the various
countries,

e. how country limits are determined;

who isresponsible for monitoring compli-

ance with country limits;

g. if country-risk limits consider—

(1) the overall strategy guiding the insti-

QMoo
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tution’s international activities,

(2) the country’srisk rating and the insti-
tution’s appetite for risk,

(3) perceived business opportunities in
the country, and

(4) the desire to support the interna-
tional business needs of domestic
customers;

. to what extent country limits are viewed

as guidelines that may be exceeded;

i. if the bank holding company has different

sublimits for private- and public-sector
credits,

j. if separatelimitsareestablishedfor private-

and public-sector credits;

. if the board of directors or a committee
thereof periodically reviews country rat-
ings and limits, and evaluates the bank
holding company’s performance against
those standards;

. to what extent comments or classifica

tions of bank supervisors are considered
in establishing, increasing, or decreasing
country limits;

.how the system has been changed since
the last examination;

. if the bank holding company has a reli-
able system for capturing and categoriz-
ing the volume and nature of foreign
exposures,

. whether the bank holding company has a
system to monitor current conditions in
each of the countries where it is signifi-
cantly exposed;

. if there is regular, ongoing communica-
tion between senior management and the
responsible country managers;

. if established procedures are in place for
dealing with exposures in troubled coun-
tries, including contingency plans for
reducing risk and, if necessary, exiting the
country; and

. whether the bank holding company peri-
odicaly conducts stress tests (financial

modeling or measuring the impact of vari-
ous scenarios on its country-risk profiles)
of its foreign exposures, and if the results
are reported to senior management and
the board of directors.

. Review reports furnished to the board or the

appropriate committee to ensure that compre-
hensive and accurate information is being
submitted on atimely basis.

. Obtain the bank holding company’s report

on the genera distribution and characteris-
tics of the international loan portfolio and
compare loan-category distributions for
adherence to guidelines.

. During a discussion with senior manage-

ment, direct inquiries to—

a gain insight into general management’s
international-lending philosophy, and

b. elicit management responses for correc-
tion of deficiencies.

. When reporting on the bank holding compa-

ny’s country-risk management system, con-

sider factors such as—

a. the quality of internal policies, practices,
procedures, and controls over the
international -lending functions;

b. the scope and adequacy of the interna
loan- review system asiit pertains to coun-
try risk;

. causes of existing problems;

d. commitments from management for cor-
rection of deficiencies;

e. expectations for continued sound interna-
tional lending or correction of existing
deficiencies;

f. the ability of management to monitor and
control transfer risk;

g. the general level of adherence to internal
policies, practices, procedures, and con-
trols; and

h. the scope and adequacy of the bank hold-
ing company’s analysis of country
conditions.
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