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WARTIME EXECUTIVE POWER AND THE NA-
TIONAL SECURITY AGENCY’S SURVEIL-
LANCE AUTHORITY

MONDAY, FEBRUARY 6, 2006

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 9:30 a.m., in room
SH-216, Hart Senate Office Building, Hon. Arlen Specter, Chair-
man of the Committee, presiding.

Present: Senators Specter, Hatch, Grassley, Kyl, DeWine, Ses-
sions, Graham, Cornyn, Brownback, Leahy, Kennedy, Biden, Kohl,
Feinstein, Feingold, Schumer, and Durbin.

OPENING STATEMENT OF HON. ARLEN SPECTER, A U.S.
SENATOR FROM THE STATE OF PENNSYLVANIA

Chairman SPECTER. It is 9:30. The Judiciary Committee will now
proceed with our hearing on the administration’s program adminis-
tered by the National Security Agency on surveillance.

We welcome the Attorney General of the United States here
today, who will be testifying. We face as a Nation, as we all know,
an enormous threat from international terrorism. The terrorists at-
tacked this country on 9/11, and we remain in danger of renewed
terrorist attacks.

The President of the United States has the fundamental respon-
sibility to protect the country, but even as the Supreme Court has
said, the President does not have a blank check. And this hearing
is designed to examine the legal underpinnings of the administra-
tion’s program from the point of view of the statutory interpreta-
tion and also from the point of view of constitutional law.

The Foreign Intelligence Surveillance Act was passed in 1978
and has a forceful and blanket prohibition against any electronic
surveillance without a court order. That law was signed by Presi-
dent Carter with a signing statement that said it was the exclusive
way for electronic surveillance. There is also a constitutional issue
as to whether the President has inherent powers under Article II
of the Constitution to undertake a program of this sort. If the
President has constitutional authority, that trumps and supersedes
the statute. The Constitution is the fundamental law of the coun-
try, and a statute cannot be inconsistent with a constitutional pro-
vision.

We will be examining the administration’s contention that, not-
withstanding the Foreign Intelligence Surveillance Act, there is
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statutory authority for what the President has done by virtue of
the resolution of Congress authorizing the use of force against the
terrorists. I have already expressed myself as being skeptical of
that interpretation, but I believe the administration is entitled to
a full and fair opportunity to advance their legal case on that im-
portant issue.

We will be examining with the Attorney General the generalized
rules of statutory interpretation. One of them is that a repeal by
implication is disfavored. Also, the specific governs the generaliza-
tions. And in the Foreign Intelligence Surveillance Act you have
the specific prohibition contrasted with the generalized authority
under the resolution for the authorization for the use of force.

I sent a letter to the Attorney General propounding some 15
questions, and I thank the Attorney General for his responses.
They will provide to a substantial extent the framework for our dis-
cussion here today. One of the key points on my mind is the role
of the Foreign Intelligence Surveillance Court. One of the questions
which I asked of the Attorney General was the role of the court in
granting permission in advance, the role of the court in granting
permission within 72 hours after the President exercises surveil-
lance authority. I also asked whether the administration might
now consider having the Foreign Intelligence Surveillance Court re-
view this entire issue.

The whole question of probable cause is one with very substan-
tial flexibility under our laws, depending upon the circumstances
of the case. The Foreign Intelligence Surveillance Court has a great
reputation for integrity, with no leaks—candidly, unlike the Con-
gress; candidly, unlike the administration; candidly, unlike all of
Washington, perhaps all of the world. But when that court has se-
crets, they keep the secrets, and they also are well respected in
terms of their technical competence.

One of the questions, the lead question, which I will be asking
the Attorney General is whether the administration would consider
sending this entire program to the court for their evaluation. The
scope of this hearing is to examine the law on the subject, and the
ground rules are that we will not inquire into the factual
underpinnings of what is being undertaken here. That is for an-
other Committee and for another day. That is for the Intelligence
Committee and that is for a closed session.

It may be that some of the questions which we will ask the At-
torney General on legal issues may, in his mind, require a closed
sessc,lion, and if they do, we will accommodate his request in that re-
gard.

One of the other questions which I will be directing to the Attor-
ney General to follow up on the letter is the practice of making dis-
closures only to the so-called Gang of 8—the Speaker and the Dem-
ocrat Leader in the House, the Majority Leader and the Democrat
Leader in the Senate, and the Chairmen and Vice Chairmen of the
two Intelligence Committees—and the adequacy of that in terms of
the statute which calls for disclosure to the committees. The com-
mittees are much broader. And if the administration thinks that
the current law is too broad, they have the standing to ask us to
change the law, and we would certainly consider that on a showing
of necessity to do so.
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We have told the Attorney General we would require his pres-
ence all day. We will have 10-minute rounds, which is double what
is the practice of this Committee, and as I have announced in ad-
vance, we will have multiple rounds.

There has been some question about swearing in the Attorney
General, and I discussed that with the Attorney General, who said
he would be willing to be sworn. After reflecting on the matter, I
think it is unwarranted because the law provides ample punish-
ment for a false official statement or a false statement to Congress.
Under the provisions of 18 United States Code 1001 and 18 United
States Code Section 1505, the penalties are equivalent to those
under the perjury laws.

There has been a question raised as to legal memoranda within
the Department, and at this time and on this showing, it is my
judgment that that issue ought to be reserved to another day. I am
sure it will come up in the course of questioning. The Attorney
General will have an opportunity to amplify on the administra-
tion’s position. But there is a fairly well-settled doctrine that inter-
nal memoranda within the Department of Justice are not subject
to disclosure because of the concern that it would have a chilling
effect. If lawyers are concerned that what they write may later be
subjected to review by others, they will be less than candid in their
positions.

This Committee has faced those issues in recent times with re-
quests for internal memoranda of Chief Justice Roberts. They were
not produced, and they were more relevant there than here because
of the issue of finding some ideas as to how Chief Justice Roberts
would function on the Court if confirmed. Here we have legal
issues, and lawyers on this Committee and other lawyers are as ca-
pable as the Department of Justice in interpreting the law.

One other issue has arisen, and that is the issue of showing
video. I think that would not be in order. The transcripts of what
the President said and the transcripts of what you, Mr. Attorney
General, said earlier in a discussion with Senator Feingold are of
record. This is not a Sunday morning talk show, and the tran-
scripts contain the full statement as to legal import and legal ef-
fect, and I am sure that those statements by the President and
those statements by you will receive considerable attention by this
Committee.

That is longer than I usually talk, but this is a very big subject.

Senator FEINGOLD. Mr. Chairman?

Chairman SPECTER. This is the first of a series of hearings, at
least two more, because of the very profound and very deep ques-
tions which we have here involving statutory interpretation and
the constitutional implications of the President’s Article II powers.
And this is all in the context of the United States being under a
continuing threat from terrorism. But the beauty of our system is
the separation of powers, the ability of the Congress to call upon
the administration for responses, the willingness of the Attorney
General to come here today, and the capability of the Supreme
Court to resolve any conflicts.

Senator FEINGOLD. Mr. Chairman?

Chairman SPECTER. I would like to yield now—

Senator FEINGOLD. Mr. Chairman?
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Chairman SPECTER [continuing]. To the distinguished Ranking—
Senator FEINGOLD. Can I just ask a quick clarification?
Chairman SPECTER. Senator Feingold?

Senator FEINGOLD. I heard your judgment about whether the
witness should be sworn. What would be the distinction between
this occasion and the confirmation hearing where he was sworn?

Chairman SPECTER. The distinction is that it is the practice to
swear nominees for Attorney General or nominees for the Supreme
Court or nominees for other Cabinet positions. But the Attorneys
General have appeared here on many occasions in the 25 years
that I have been here, and there should be a showing, Senator
Feingold, to warrant swearing.

Senator FEINGOLD. Mr. Chairman, I would just say that the rea-
son that anyone would want him sworn has to do with the fact that
certain statements were made under oath at the confirmation hear-
ing, so it seems to me logical that since we are going to be asking
about similar things that he should be sworn on this occasion as
well.

Senator LEAHY. And, Mr. Chairman, if I might on that point—
if I might on that point, of course, the Attorney General was sworn
in on another occasion other than his confirmation when he and Di-
rector Mueller appeared before this Committee for oversight. And
I had asked the Chairman, as he knows, earlier that he should be
sworn on this. And I made that request right after the press had
pointed out where an answer to Senator Feingold appeared not to
have been truthful. And I felt that that is an issue that is going
to be brought up during this hearing, and we should go into it.

I also recall the Chairman and other Republicans insisting that
former Attorney General Reno be sworn when she came up here on
occasions other than her confirmation.

I think because, especially because of the article about the ques-
tions of the Senator from Wisconsin, Senator Feingold. I believe he
should be sworn. That is obviously the prerogative of the Chair-
man, but I would state again, and state strongly for the record
what I have told the Chairman privately. I think in this instance,
similar to what you did in April with Attorney General Gonzales
and Director Mueller, both of whom were sworn, and as the Chair-
man insisted with then-Attorney General Reno, I believe he should
be sworn.

Chairman SPECTER. Senator Leahy and I have not disagreed on
very much in the more than a year since we first worked together
as ranking member and Chairman, and I think it has strengthened
the Committee. I did receive the request. I went back and dug out
the transcript, and reviewed Senator Feingold’s vigorous cross-ex-
amination of the Attorney General at the confirmation hearings. I
know the issues as to torture, which Senator Feingold raised, and
the issues which Senator Feingold raised as to searches without
warrants. I have reviewed the provisions of 18 USC 1001 and the
case involving Admiral Poindexter, who was convicted under that
provision. I have reviewed the provisions of 18 United States Code
1505, where Oliver North was convicted, and there are penalties
provided there commensurate with perjury. It is my judgment that
it is unnecessary to swear the witness.
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Senator LEAHY. Mr. Chairman, may I ask, if the witness has no
objection to being sworn, why not just do it and not have this ques-
tion raised here? I realize only the Chairman can do the swearing
in. Otherwise, I would offer to give him the oath myself, insofar as
he said he would this morning be sworn in, but if he is willing to
be, why not just do it?

Senator SESSIONS. Mr. Chairman?

Chairman SPECTER. The answer to why I am not going to do it
is that I have examined all the facts, and I have examined the law,
and I have asked the Attorney General whether he would object or
mind, and he said he would not, and I have put that on the record.
But the reason I am not going to swear him in, it is not up to him.
Attorney General Gonzales is not the Chairman. I am. And I am
going to make the ruling.

Senator SESSIONS. Mr. Chairman?

Senator FEINGOLD. Mr. Chairman?

Senator LEAHY. Mr. Chairman, I would point out that he has
been here before this Committee three times. The other two times
he was sworn. It seems unusual not to swear him this time.

Senator DURBIN. Mr. Chairman, I move the witness be sworn.

Chairman SPECTER. The Chairman has ruled. If there is an ap-
peal from the ruling of the Chair, I have a pretty good idea how
it is going to come out.

Senator DURBIN. Mr. Chairman, I appeal the ruling of the Chair.

Chairman SPECTER. All in favor of the ruling of the Chair say
“aye.”

[Chorus of ayes.]

Senator SCHUMER. Roll call.

Chairman SPECTER. Opposed?

Senator LEAHY. Roll call has been requested.

Senator FEINGOLD. Mr. Chairman, ask for a roll call vote.

Chairman SPECTER. The clerk will call the roll. I will call the
roll.

[Laughter.]

Chairman SPECTER. Senator Hatch?

Senator HATCH. No.

Chairman SPECTER. Senator Grassley?

Senator GRASSLEY. No.

Chairman SPECTER. Senator Kyl?

Senator KYL. Mr. Chairman, is the question to uphold or to reject
the ruling?

Chairman SPECTER. The question is to uphold the ruling of the
Chair, so we are looking for ayes here, Senator.

[Laughter.]

Senator LEAHY. But we are very happy with the noes that have
started on the Republican side, being the better position.

Senator HATCH. I am glad somebody clarified that.

Chairman SPECTER. The question is, should the ruling of the
Chair be upheld that Attorney General Gonzales not be sworn?

Senator HATCH. Aye.

Senator GRASSLEY. Aye.

Senator KYL. Aye.

Senator DEWINE. Aye.

Senator SESSIONS. Aye.



Senator GRAHAM. Aye.

Senator CORNYN. Aye.

Chairman SPECTER. By proxy, for Senator Brownback, aye.

Senator Coburn?

[No response.]

Chairman SPECTER. We have enough votes already.

Senator Leahy?

Senator LEAHY. Emphatically, no.

Senator KENNEDY. No.

Senator BIDEN. No.

Senator KoHL. No.

Senator FEINSTEIN. No.

Senator FEINGOLD. No.

Senator SCHUMER. No.

Senator DURBIN. No.

Chairman SPECTER. Aye. The ayes have it.

Senator FEINGOLD. Mr. Chairman, I request to see the proxies
given by the Republican Senators.

Chairman SPECTER. Would you repeat that, Senator Feingold?

Senator FEINGOLD. I request to see the proxies given by the Re-
publican Senators.

Chairman SPECTER. The practice is to rely upon the staffers. But
without counting that vote—well, we can rephrase the question if
there is any serious challenge to the proxies. This is really not a
very good way to begin this hearing, but I found that patience is
a good practice here.

Senator SESSIONS. Mr. Chairman?

Chairman SPECTER. Senator Sessions?

Senator SESSIONS. I am very disappointed that we went through
this process. This Attorney General, in my view, is a man of integ-
rity, and having read the questions, as you have, that Senator
Feingold put forward, and his answers, I believe he will have a per-
fect answer to those questions when they come up at this hearing,
and I do not believe they are going to show he perjured himself in
any way or was inaccurate in what he said. I remember having a
conversation with General Meyers and Secretary of Defense Rums-
feld, and one of the saddest days in their career was having to
come in here and stand before a Senate Committee and raise their
hand as if they were not trustworthy in matters relating to the de-
fense of this country. And I think that is it not necessary that a
duly confirmed cabinet member have to routinely stand up and just
give an oath when they are, in effect, under oath and subject to
prosecution if they do not tell the truth.

I think it is just a question of propriety and good taste, and due
respect from one branch to the other, and that is why I would sup-
port the Chair.

Senator LEAHY. Mr. Chairman, I do not—

Chairman SPECTER. Let us not engage in protracted debate on
this subject. We are not going to swear this witness and we have
the votes to stop it.

Senator Leahy?
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STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR
FROM THE STATE OF VERMONT

Senator LEAHY. Mr. Chairman, I stated my position why I be-
lieve he should be sworn in, but I understand that you have the
majority of votes.

Now the question for this hearing goes into the illegality of the
Government’s domestic spying on ordinary Americans without a
warrant.

The question facing us is not whether the Government should
have all the tools it needs to protect the American people. Of course
it should. Every single Member of Congress agrees they should
have all the tools necessary to protect the American people. The
terrorist threat to America’s security remains very real. We should
have the tools to protect America’s security. That is why I co-au-
thored the PATRIOT Act 5 years ago, and why it passed with such
broad bipartisan support, and I would also remind everybody that
is why we amended FISA, the Foreign Intelligence Surveillance
Act, five times since 9/11 to give it more flexibility, twice during
the time when I was Chairman.

We all agree that if you have al Qaeda terrorists calling we
should be wiretapping them. We do not even need authority to do
that overseas, and certainly going into, so far, the unsuccessful ef-
fort to catch Osama bin Laden in Afghanistan. Congress has given
the President authority to monitor al Qaeda messages legally with
checks to guard against abuses when Americans’ conversations and
e-mails are being monitored. But instead of doing what the Presi-
dent has the authority to do legally, he decided to do it illegally
without safeguards.

A judge from the special court Congress created to monitor do-
mestic spying would grant any request to monitor an al Qaeda ter-
rorist. Of the approximately 20,000 foreign intelligence warrant ap-
plications to these judges over the past 28 years, about a half dozen
have been turned down.

I am glad the Chairman is having today’s hearing. We have pre-
cious little oversight in this Congress, but the Chairman and I
have a long history of conducting vigorous bipartisan oversight in-
vestigations, and if Congress is going to serve the role it should,
instead of being a rubber stamp for whoever is the Executive, we
have to have this kind of oversight.

The domestic spying programs into e-mails and telephone calls,
apparently conducted by the National Security Agency, was first
reported by the New York Times on December 16, 2005. The next
day President Bush publicly admitted that secret domestic wire-
tapping has been conducted without warrants since late 2001, and
he has issued secret orders to do this more than 30 times.

We have asked for those Presidential orders allowing secret
eavesdropping on Americans. They have not been provided. We
have asked for official legal opinions of the Government that the
administration say justify this program. They too have been with-
held from us.

The hearing is expressly about the legality of this program. It is
not about the operational details. It is about whether we can le-
gally spy on Americans. In order for us to conduct effective over-
sight, we need the official documents to get those answers. We are
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an oversight Committee of the U.S. Senate, the oversight Com-
mittee with jurisdiction over the Department of Justice and over its
enforcement of the laws of the United States. We are the duly
elected representatives of the United States. It is our duty to deter-
mine whether the laws of the United States have been violated.
The President and the Justice Department have a constitutional
duty to faithfully execute the laws. They do not write the laws.
They do not pass the laws. They do not have unchecked powers to
decide what laws to follow, and they certainly do not have the
power to decide what laws to ignore. They cannot violate the law
or the rights of ordinary Americans.

Mr. Attorney General, in America, our America, nobody is above
the law, not even the President of the United States.

There is much that we do not know about the President’s secret
spying program. I hope we are going to get some answers, some
real answers, not self-serving characterizations.

Let’s start with what we do know. Point one, the President’s se-
cret wiretapping program is not authorized by the Foreign Intel-
ligence Surveillance Act.

The law expressly states it provides the exclusive source of au-
thority for wiretapping for intelligence purposes. Wiretapping that
is not authorized under this statute is a Federal crime. That is
what the law says. It is also what the law means. This law was
enacted to define how domestic surveillance for intelligence pur-
poses can be conducted while protecting the fundamental rights of
Americans.

A couple of generations of Americans are too young to know why
we passed this law. It was enacted after decades of abuses by the
Executive, including the wiretapping of Dr. Martin Luther King,
and other political opponents of earlier Government officials. After
some of the so-called White House enemies on the Nixon White
House enemies list, during that time another President asserted
that whatever he did what was legal because he was President,
and being President, he could do whatever he wanted to do.

The law has been updated five times since September 11, 2001.
It provides broad and flexible authority. In fact, on July 31, 2002,
your Justice Department testified this law is a highly flexible stat-
ute that has been proven effective. And you noted, “When you are
trying to prevent terrorist acts, that is really what FISA was in-
tended to do and it was written with that in mind.”

But now the Bush administration concedes the President know-
ingly created a program involving thousands of wiretaps of Ameri-
cans in the United States over the periods of the last four or 5
years without complying with FISA.

And legal scholars and former Government officials, including
many Republicans, have been almost unanimous in stating the ob-
vious, this is against the law.

Point two, the authorization for the use of military force that
Democratic and Republican lawmakers joined together to pass in
the days immediately after the September 11 attacks did not give
the President the authority to go around the FISA law to wiretap
Americans illegally.
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That authorization said to capture or kill Osama bin Laden, and
to use the American military to do that. It did not authorize domes-
tic surveillance of American citizens.

Let me be clear. Some Republican Senators say that we are talk-
ing about special rights for terrorists. I have no interest in that.
Just like every member of this Committee and thousands of our
staffs, and every Member of the House of Representatives, I go to
work every single day in a building that was targeted for destruc-
tion by al Qaeda. Of course, I want them captured. I wish the Bush
administration had done a better job. I wish that when they almost
had Osama bin Laden, they had kept on after him and caught him,
and destroyed him, rather than taking our Special Forces out of Af-
ghanistan and sending them precipitously into Iraq.

My concern is the laws of America, and my concern is when we
see peaceful Quakers being spied upon, where we see babies and
nuns who cannot fly in airplanes because they are on a terrorist
watch list put together by your Government.

And point three, the President never came to Congress and never
sought additional legal authority to engage in the type of domestic
surveillance in which NSA has been secretly engaged for the last
several years.

After September 11, 2001, I led a bipartisan effort to provide
legal tools. We passed amendments to FISA. We passed the U.S.
PATRIOT Act, and we upgraded FISA four times since then. In
fact, when a Republican Senator on this Committee proposed a
legal change to the standards needed for a FISA warrant, the Bush
administration did not support that effort, but raised questions
about it and said it was not needed. The administration told the
Senate that FISA was working just fine.

You, Mr. Attorney General, said the administration did not ask
for legislation authorizing warrantless wiretapping of Americans,
and did not think such legislation would pass. Who did you ask?
You did not ask me. You did not ask Senator Specter.

Not only did the Bush administration not seek broader legal au-
thority, it kept the very existence of this illegal wiretapping pro-
gram completely secret from 527 of the 535 Members of Congress,
including members of this Committee and members on the Intel-
ligence Committee.

The administration had not suggested to Congress and the Amer-
ican people that FISA was inadequate, outmoded or irrelevant. You
never did that until the press caught you violating the statute with
the secret wiretapping of Americans without warrants. In fact, in
2004, 2 years after you authorized the secret warrantless wire-
tapping program—and this is a tape we are told we cannot show—
the President said, “Anytime you hear the U.S. Government talk-
ing about wiretap, a wiretap requires a court order. Nothing has
changed...When we’re talking about chasing down terrorists, we're
talking about getting a court order before we do so.” That was
when he was running for reelection. Today we know at the very
least, that statement was misleading.

Let me conclude with this. I have many questions for you. But
first, let me give you a message, Mr. Attorney General, to you, to
the President and to the administration. This is a message that
should be unanimous from every single Member of Congress, no
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matter what their party or their ideology. Under our Constitution,
Congress is a co-equal branch of Government, and we make the
laws. If you believe you need new laws, then come and tell us. If
Congress agrees, we will amend the law. If you do not even at-
tempt to persuade Congress to amend the law, then you are re-
quired to follow the law as it is written. That is true of the Presi-
dent, just as it is true of me and you and every American. That
is the rule of law. That is the rule on which our Nation was found-
ed. That is the rule on which it endures and prospers.

Thank you, Mr. Chairman.

[The prepared statement of Senator Leahy appears as a submis-
sion for the record.]

Chairman SPECTER. Thank you, Senator Leahy.

We turn now to the Attorney General of the United States,
Alberto R. Gonzales. The Attorney General has held the office for
a little over a year. Before that he was Counsel to the President,
right after the President’s inauguration in 2001. He had served in
State Government with Governor Bush. He attended the U.S. Air
Force Academy from 1975 to 1977, graduated from Rice University
with a bachelor’s degree, and from Harvard Law School. He was a
partner in the distinguished law firm of Vinson and Elkins in
Houston before going into State Government.

We have allotted 20 minutes for your opening statement, Mr. At-
torney General, because of the depth and complexity and impor-
tance of the issues which you and we will be addressing. You may
proceed.

STATEMENT OF ALBERTO R. GONZALES, ATTORNEY GENERAL
OF THE UNITED STATES, DEPARTMENT OF JUSTICE, WASH-
INGTON, D.C.

Attorney General GONZALES. Good morning, Chairman Specter,
Senator Leahy and members of the Committee. I am pleased to
have this opportunity to speak with you.

And let me just add for the record, when Chairman Specter
asked me whether I would be willing to go under oath, I did say
I would have no objections. I also said that my answers would be
the same, whether or not I was under oath.

Al Qaeda and it affiliates remain deadly dangerous. Osama bin
Laden recently warned America, “Operations are under prepara-
tion and you will see them in your homes.” Bin Laden’s deputy,
Ayman Al-Zawahiri added just days ago that the American people
are, and again I quote, “destined for a future colored by blood, the
smoke of explosions and the shadows of terror.”

None of us can afford to shrug off warnings like this or forget
that we remain a Nation at war. Nor can we forget that this is a
war against a radical and unconventional enemy. Al Qaeda has no
boundaries, no government, no standing army. Yet they are capable
of wreaking death and destruction on our shores. And they have
sought to fight us not just with bombs and guns. Our enemies are
trained in the most sophisticated communications, counterintel-
ligence, and counter-surveillance techniques, and their tactics, they
are constantly changing.

They use video feed and worldwide television networks to com-
municate with their forces, e-mail, the Internet and cell phones to
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direct their operations, and even our own training academies to
learn how to fly aircraft as suicide-driven missiles.

To fight this unconventional war, while remaining open and vi-
brantly engaged with the world, we must search out the terrorists
abroad and pinpoint their cells here at home. To succeed we must
deploy not just soldiers and sailors and airmen and marines, we
must also depend on intelligence analysts, surveillance experts,
and the nimble use of our technological strength.

Before 9/11 terrorists were clustered throughout the United
States preparing their assault. We know from the 9/11 Commission
report that they communicated with their superiors abroad using
e-mail, the Internet and telephone. General Hayden, the Principal
Deputy Director of National Intelligence, testified last week before
the Senate that the terrorist surveillance program instituted after
9/11 has helped us detect and prevent terror plots in the United
States and abroad. Its continuation is vital to the national defense.

Before going any further, I should make clear what I can discuss
today. I am here to explain the Department’s assessment that the
President’s terrorist surveillance program is consistent with our
laws and the Constitution. I am not here to discuss the operational
details of that program or any other classified activity. The Presi-
dent has described the terrorist surveillance program in response
to certain leaks. And my discussion in this open forum must be
limited to those facts the President has publicly confirmed, nothing
more.

Many operational details of our intelligence activities remain
classified and unknown to our enemy, and it is vital that they re-
main so.

The President is duty bound to do everything he can to protect
the American people. He took an oath to preserve, protect and de-
fend the Constitution. In the wake of 9/11 he told the American
people that to carry out this solemn responsibility, he would use
every lawful means at his disposal to prevent another attack.

One of those means is the terrorist surveillance program. It is an
early warning system designed for the 21st century. It is the mod-
ern equivalent to a scout team sent ahead to do reconnaissance or
a series of radar outposts designed to detect enemy movements.
And as with all wartime operations, speed, agility and secrecy are
essential to its success.

While the President approved this program to respond to the new
threats against us, he also imposed several important safeguards
to protect the privacy and the civil liberties of all Americans.

First. Only international communications are authorized for
interception under this program, that is, communications between
a foreign country and this country.

Second. The program is triggered only when a career professional
at the NSA has reasonable grounds to believe that one of the par-
ties to a communication is a member or agent of al Qaeda or an
affiliated terrorist organization. As the President has said, if you
are talking with al Qaeda, we want to know what you are saying.

Third. To protect the privacy of Americans still further, the NSA
employs safeguards to minimize the unnecessary collection and dis-
semination of information about U.S. persons.
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Fourth. This program is administered by career professionals at
NSA. Expert intelligence analysts and their senior supervisors with
access to the best available information, they make the decisions
to initiate surveillance. The operation of the program is reviewed
by NSA lawyers, and rigorous oversight is provided by the NSA In-
spector General. I have been personally assured that no other for-
eign intelligence program in the history of NSA has received a
more thorough review.

Fifth. The program expires by its own terms approximately every
45 days. The program may be reauthorized, but only on the rec-
ommendation of intelligence professionals, and there must be a de-
termination that al Qaeda continues to pose a continuing threat to
America based on the latest intelligence.

Finally, the bipartisan leadership of the House and Senate Intel-
ligence Committees has known about this program for years. The
bipartisan leadership of both the House and Senate has also been
informed. During the course of these briefings, no Members of Con-
gress asked that the program be discontinued.

Mr. Chairman, the terrorist surveillance program is lawful in all
respects. As we have thoroughly explained in our written analysis,
the President is acting with authority provided both by the Con-
stitution and by statute. First and foremost, the President is acting
consistent with our Constitution. Under Article II, the President
has the duty and the authority to protect America from attack. Ar-
ticle II also makes the President, in the words of the Supreme
Court, “the sole organ of Government in a field of international re-
lations.”

These inherent authorities vested in the President by the Con-
stitution include the power to spy on enemies like al Qaeda without
prior approval from other branches of Government. The courts have
uniformly upheld this principle in case after case. Fifty—five years
ago the Supreme Court explained that the President’s inherent con-
stitutional authorities expressly include, “the authority to use se-
cretive means to collect intelligence necessary for the conduct of
foreign affairs and military campaigns.”

More recently, in 2002, the FISA Court of Review explained that,
“All the other courts to have decided the issue have held that the
President did have inherent authority to conduct warrantless
searches to obtain intelligence information.” The court went on to
add, “We take for granted that the President does have that au-
thority, and assuming that that is so, FISA could not encroach on
the President’s constitutional powers.”

Now, it is significant, that this statement, stressing the constitu-
tional limits of the Foreign Intelligence Surveillance Act, or FISA,
came from the very appellate court that Congress established to re-
view the decisions of the FISA Court.

Nor is this just the view of the courts. Presidents, throughout our
history, have authorized the warrantless surveillance of the enemy
during wartime, and they have done so in ways far more sweeping
than the narrowly targeted terrorist surveillance program author-
ized by President Bush.

General Washington, for example, instructed his army to inter-
cept letters between British operatives, copy them, and then allow
those communications to go on their way.
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President Lincoln used the warrantless wiretapping of telegraph
messages during the Civil War to discern the movements and in-
tentions of opposing troops.

President Wilson, in World War I, authorized the military to
intercept each and every cable, telephone and telegraph commu-
nication going into or out of the United States.

During World War II, President Roosevelt instructed the Govern-
ment to use listening devices to learn the plans of spies in the
United States. He also gave the military the authority to review,
without warrant, all telecommunications, “passing between the
United States and any foreign country.”

The far more focused terrorist surveillance program fully satis-
fies the “reasonableness” requirement of the Fourth Amendment.

Now, some argue that the passage of FISA diminished the Presi-
dent’s inherent authority to intercept enemy communications even
in a time of conflict. Others disagree, contesting whether and to
what degree the legislative branch may extinguish core constitu-
tional authorities granted to the executive branch.

Mr. Chairman, I think that we can all agree that both of the
elected branches have important roles to play during a time of war.
Even if we assume that the terrorist surveillance program qualifies
as electronic surveillance under FISA, it complies fully with the
law. This is especially so in light of the principle that statutes
should be read to avoid serious constitutional questions, a principle
that has no more important application than during wartime. By
its plain terms, FISA prohibits the Government from engaging in
electronic surveillance “except as authorized by statute.” Those
words, “except as authorized by statute,” are no mere incident of
drafting. Instead, they constitute a far-sighted safety valve.

The Congress that passed FISA in 1978 included those words so
that future Congresses could address unforeseen challenges. The
1978 Congress afforded future lawmakers the ability to modify or
eliminate the need for a FISA application without having to amend
or repeal FISA. Congress provided this safety valve because it
knew that the only thing certain about foreign threats is that they
change in unpredictable ways.

Mr. Chairman, the resolution authorizing the use of military
force is exactly the sort of later statutory authorization con-
templated by the FISA safety valve. Just as the 1978 Congress an-
ticipated, a new Congress in 2001 found itself facing a radically
new reality. In that new environment, Congress did two critical
things when it passed the force resolution.

First, Congress recognized the President’s inherent constitutional
authority to combat al Qaeda. These inherent authorities, as I have
explained, include the right to conduct surveillance of foreign en-
emies operating inside this country.

Second, Congress confirmed and supplemented the President’s
inherent authority by authorizing him “to use all necessary and ap-
propriate force against al Qaeda.”

This is a very broadly worded authorization. It is also one that
must permit electronic surveillance of those associated with al
Qaeda. Our enemies operate secretly, and they seek to attack us
from within. In this new kind of war, it is both necessary and ap-
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propriate for us to take all possible steps to locate our enemy and
know what they are plotting before they strike.

Now, we all agree that it is a necessary and appropriate use of
force to fire bullets and missiles at al Qaeda strongholds. Given
this common ground, how can anyone conclude that it is not nec-
essary and appropriate to intercept al Qaeda phone calls? The term
“necessary and appropriate force” must allow the President to spy
on our enemies, not just shoot at them blindly, hoping we might
hit the right target. In fact, other Presidents have used statutes
like the force resolution as a basis for authorizing far broader intel-
ligence surveillance programs. President Wilson in World War I
cited not just his inherent authority as Commander in Chief to
intercept all telecommunications coming into and out of this coun-
try; he also relied on a congressional resolution authorizing the use
of force against Germany that parallels the force resolution against
al Qaeda.

A few Members of Congress have suggested that they personally
did not intend the force resolution to authorize the electronic sur-
veillance of the enemy, al Qaeda. But we are a Nation governed by
written laws, not the unwritten intentions of individuals. What
matters is the plain meaning of the statute passed by Congress and
signed by the President, and in this case, those plain words could
not be clearer. The words contained in the force resolution do not
limit the President to employing certain tactics against al Qaeda.
Instead, they authorize the use of all necessary and appropriate
force. Nor does the force resolution require the President to fight
al Qaeda only in foreign countries. The preamble to the force reso-
lution acknowledges the continuing threat “at home and abroad.”

Congress passed the force resolution in response to a threat that
emerged from within our own borders. Plainly, Congress expected
the President to address that threat and to do so with all necessary
and appropriate force.

Importantly, the Supreme Court has already interpreted the
force resolution in the Hamdi case. There the question was wheth-
er the President had the authority to detain an American citizen
as an enemy combatant, and to do so despite a specific statute that
said that no American citizen could be detained except as provided
by Congress. A majority of the Justices in Hamdi concluded that
the broad language of the force resolution gave the President the
authority to employ the traditional incidents of waging war. Justice
O’Connor explained that these traditional powers include the right
to detain enemy combatants, and to do so even if they happen to
be American citizens.

If the detention of an American citizen who fought with al Qaeda
is authorized by the force resolution as an incident of waging war,
how can it be that merely listening to al Qaeda phone calls into
and out of the country in order to disrupt their plots is not?

Now, some have asked if the President could have obtained the
same intelligence using traditional FISA processes. Let me respond
by assuring you that we make robust use of FISA in our war ef-
forts. We constantly search for ways to use FISA more effectively.
In this debate, however, I have been concerned that some who have
asked “Why not FISA?” do not understand how that statute really
works.
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To be sure, FISA allows the Government to begin electronic sur-
veillance without a court order for up to 72 hours in emergency sit-
uations or circumstances. But before that emergency provision can
be used, the Attorney General must make a determination that all
of the requirements of the FISA statute are met in advance. This
requirement can be cumbersome and burdensome. Intelligence offi-
cials at NSA first have to assess that they have identified a legiti-
mate target. After that, lawyers at NSA have to review the request
to make sure it meets all of the requirements of the statute. And
then lawyers at the Justice Department must also review the re-
quests and reach the same judgment or insist on additional infor-
mation before processing the emergency application. Finally, I as
Attorney General must review the request and make the deter-
mination that all of the requirements of FISA are met.

But even this is not the end of the story. Each emergency author-
ization must be followed by a detailed formal application to the
FISA Court within 3 days. The Government must prepare legal
documents laying out all of the relevant facts and law and obtain
the approval of a Cabinet-level officer as well as a certification
from a senior official with security responsibility, such as the Direc-
tor of the FBI. Finally, a judge must review, consider, and approve
the application. All of these steps take time. Al Qaeda, however,
does not wait.

While FISA is appropriate for general foreign intelligence collec-
tion, the President made the determination that FISA is not al-
ways sufficient for providing the sort of nimble early warning sys-
tem we need against al Qaeda. Just as we cannot demand that our
soldiers bring lawyers onto the battlefield, let alone get the permis-
sion of the Attorney General or a court before taking action, we
cannot afford to impose layers of lawyers on top of career intel-
ligence officers who are striving valiantly to provide a first line of
defense by tracking secretive al Qaeda operatives in real time.

Mr. Chairman, the terrorist surveillance program is necessary, it
is lawful, and it respects the civil liberties we all cherish. It is well
within the mainstream of what courts and prior Presidents have
authorized. It is subject to careful constraints, and congressional
leaders have been briefed on the details of its operation. To end the
program now would be to afford our enemy dangerous and poten-
tially deadly new room for operation within our own borders.

I have highlighted the legal authority for the terrorist surveil-
lance program, and I look forward to our discussion and know that
you appreciate there remain serious constraints on what I can say
about operational details. Our enemy is listening, and I cannot help
but wonder if they are not shaking their heads in amazement at
the thought that anyone would imperil such a sensitive program by
leaking its existence in the first place, and smiling at the prospect
that we might now disclose even more or perhaps even unilaterally
disarm ourselves of a key tool in the war on terror.

Thank you, Mr. Chairman.

[The prepared statement of Attorney General Gonzales appears
as a submission for the record.]

Chairman SPECTER. Thank you very much, Attorney General
Gonzales.
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Before proceeding to the 10-minute rounds for each of the Sen-
ators, let me request that you make your answers as brief as pos-
sible. You are an experienced witness, and we will try to make our
questions as pointed and as brief as each Senator finds it appro-
priate.

Senator LEAHY. Mr. Chairman, could I also ask that we have for
the record the statement that the Attorney General—well, obvi-
ously the statement that he just gave now, but the statement that
he submitted to the Committee under our rules a couple days ago
as part of the record.

Chairman SPECTER. Is there a difference between the two state-
ments, Mr. Attorney General?

Attorney General GONZALES. Sir, there is a difference between
the written statement and the oral statement, yes, sir.

Chairman SPECTER. Are they the same?

Attorney General GONZALES. There is a difference, sir. They are
not the same.

Chairman SPECTER. Well, both will be made a part of the record.

All right. Now for the 10-minute rounds. Mr. Attorney General,
let’s start with the FISA Court, which is well-respected, maintains
its secrets and is experienced in the field. I posed this question to
you in my letter: Why not take your entire program to the FISA
Court, within the broad parameters of what is reasonable and con-
stitutional, and ask the FISA Court to approve it or disapprove it?

Attorney General GONZALES. Senator, I totally agree with you
that the FISA Court should be commended for its great service.
They are working on weekends, they are working at nights—

Chairman SPECTER. Now on to my question.

Attorney General GONZALES. They are assisting us in the war on
terror. In terms of when I go to the FISA Court, once the deter-
mination was made that neither the Constitution nor FISA prohib-
ited the use of this tool, then the question becomes for the Com-
mander in Chief which of the tools is appropriate given a particular
circumstance. And we studied very carefully the requirements of
the Constitution under the Fourth Amendment. We studied very
carefully what FISA provides for.

As I said in my statement, we believe that FISA does anticipate
that another statute could permit electronic surveillance and—

Chairman SPECTER. OK. You think you are right, but there are
a lot of people who think you are wrong. As a matter of public con-
fidence, why not take it to the FISA Court? What do you have to
lose if you are right?

Attorney General GONZALES. What I can say, Senator, is that we
are continually looking at ways that we can work with the FISA
Court in being more efficient and more effective in fighting the war
on terror. Obviously, we would consider and are always considering
methods of fighting the war effectively against al Qaeda.

Chairman SPECTER. Well, speaking for myself, I would urge the
President to take this matter to the FISA Court. They are experts.
They will maintain the secrecy. And let’s see what they have to
say.

Mr. Attorney General, did Judge Robertson of the FISA Court re-
sign in protest because of this program?
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Attorney General GONZALES. I do not know why Judge Robertson
resigned, sir.

Chairman SPECTER. Has the FISA Court declined to consider any
inforrgation obtained from this program when considering war-
rants?

Attorney General GONZALES. Sir, what I can say is that the
sources of information provided or included in our application are
advised or disclosed to the FISA Court because obviously one of the
things they have to do is judge the reliability.

Chairman SPECTER. So if you have information that you are sub-
mitting to the FISA Court for a warrant than you tell them that
it was obtained from this program?

Attorney General GONZALES. Senator, I am uncomfortable talk-
ing about how this—in great detail about how this information is
generally shared. What I can say is just repeat what I just said,
and that is, we as a matter of routine provide to the FISA Court
information about the sources of the information that form the
basis of an application—

Chairman SPECTER. I am not asking you how you get the infor-
mation from the program. I am asking you, do you tell the FISA
Court that you got it from the program? I want to know if they are
declining to issue warrants because they are dissatisfied with the
program.

Attorney General GONZALES. Senator, I am not—I believe that
getting into those kind of details is getting into the detail about
how the program is operated. Obviously, the members of the court
understand the existence of this program. What I can say is we
have a very open and very candid discussion and relationship with
the FISA Court. To the extent that we are involved in intelligence
activities that relate in any way to the FISA Court and they have
questions about that, we have discussions with the FISA Court.

Our relationship with the court is extremely important, and we
do everything that we can do to assure them with respect to our
intelligence activities that affect decisions that they make.

Chairman SPECTER. I am not going to press you further, but I
would ask you to reconsider your answer.

Attorney General GONZALES. Yes, sir.

Chairman SPECTER. In your response to my letter, you said this:
“No communications are intercepted unless it is determined that”—
and then I am leaving some material out—“a party to the commu-
nication is a member or agent of al Qaeda or an affiliated terrorist
organization.” You are representing to this Committee that before
there is an interception, there is a determination that one of the
parties is a member of al Qaeda, an agent of al Qaeda, or an affili-
ated terrorist organization. Is that true?

Attorney General GONZALES. Sir, I believe General Hayden, the
Deputy Director of Intelligence, yesterday confirmed that before
there is any interception, there is a determination made by an in-
telligence officer at NSA that, in fact, we have reasonable grounds
to believe that one party in the communication is a member or
agent of al Qaeda or an affiliate terrorist organization.

Chairman SPECTER. Is there any way you can give us assurance
that it is true without disclosing the methods and sources of your
program? It seems to me that that is a very important statement.
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If we were really sure that you are dealing only with a communica-
tion where you have a member of al Qaeda, an agent of al Qaeda,
or an affiliated with al Qaeda terrorist organization, it would be a
good thing, because the concern is that there is a broad sweep
which includes people who have no connection with al Qaeda. What
assurances can you give to this Committee and beyond this Com-
mittee to millions of Americans who are vitally interested in this
issue and following these proceedings?

Attorney General GONZALES. Well, I would say, Senator, and to
the American people and to this Committee, that the program as
operated is a very narrowly tailored program, and we do have a
great number of checks in place to ensure, I am told by the oper-
ations folks, a great degree of certainty, a high degree of confidence
that these calls are solely international calls. We have these career
professionals out at NSA who are experts in al Qaeda tactics, al
Qaeda communications, al Qaeda aims. They are the best at what
they do, and they are the ones that make the judgment as to
whether or not someone is on a call that is a member of al Qaeda
or a member of an affiliated organization.

The Inspector General, as I have indicated, has been involved in
this program from its early stages. There are monthly—

Chairman SPECTER. Mr. Attorney General, let me interrupt you
because I want to cover a couple more questions and time is fleet-
ing. I think you have given the substance of the response.

We have contacted former Attorney General Ashcroft about his
availability to testify before this Committee, and he has not said
yes and he has not said no. He is considering it. I believe that the
testimony of former Attorney General Ashcroft would fall under a
different category than that of line attorneys within the Depart-
ment who are giving information. With them there is the concern
about having a chilling effect on their advice if they know their
views are later to be examined.

I think the Attorney General is different, and my question to you
is: Would you have any objection to former Attorney General
Ashcroft’s appearance before this Committee on this issue?

Attorney General GONZALES. I would not, Senator, although, of
course, if it relates to questions regarding the law and the position
of the executive branch, that is what I am doing today, is conveying
to this Committee what is the executive branch position on the
legal authorities of the President in authorizing the terrorist sur-
veillance program.

Chairman SPECTER. That is all we would ask him about. We
wouldn’t ask him about the operations. I take it, if I heard you cor-
rectly, you would not have an objection.

Attorney General GONZALES. Senator, this Committee, of course,
can ask who they want to ask to come before the Committee.

Chairman SPECTER. I know we can ask. It is a totally different
question as to what we hear in response. He has not told us that
he is going to look to the Department of Justice. But I think he
would feel more comfortable knowing that you had no objection. I
thought I heard you say earlier that you didn’t have an objection.

Attorney General GONZALES. Senator, I don’t think I would have
an objection.



19

Chairman SPECTER. OK. Two more questions, which I want to
ask before my red light goes on.

On looking at congressional intent as to whether the resolution
authorizing the use of force was intended to carry an authorization
for this electronic surveillance with respect to the Foreign Intel-
ligence Surveillance Act, you were quoted as saying, “That was not
something that we could likely get.” Now, that is different from the
other response you had that it might involve disclosures.

If this is something you could not likely get, then how can you
say Congress intended to give you this authority? Let the record
show my red light went on with the conclusion of the question.

Attorney General GONZALES. Senator, in that same press con-
ference, I clarified that statement, and I think, the next press con-
ference I was at with Mike Chertoff, I clarified that statement.
That is, the consensus was in a meeting that legislation could not
be obtained without compromising the program, i.e., disclosing the
existence of the program, how it operated, and thereby effectively
killing the program.

Chairman SPECTER. Thank you very much.

Senator Leahy?

Senator LEAHY. Mr. Chairman, you have raised some interesting
points. In listening to the Attorney General, who is now arguing
that the President’s wiretapping of Americans without a warrant
is legal, that it does not violate the controlling law, the Foreign In-
telligence Surveillance Act, they have given a fancy name to the
President’s program. But I would remind him that the terrorist
surveillance program is the FISA law which we passed. I think you
are violating express provisions of that Act.

Let me just ask you a few questions that can be easily answered
yes or no. I am not asking about operational details. I am trying
to understand when the administration came to the conclusion that
the Congressional resolution authorizing the military force against
al Qaeda, where we had hoped that we would actually catch Osama
bin Laden, the man who hit us, but when you came to the conclu-
sion that it authorized warrantless wiretapping of Americans in-
side the United States. Did you reach that conclusion before the
Senate passed the resolution on September 14, 2001?

Attorney General GONZALES. Senator, what I can say is that the
program was initiated subsequent to the authorization to use mili-
tary force—

Senator LEAHY. Well, then let me—

Attorney General GONZALES. [continuing]. And our legal analysis
was completed prior to the authorization of that program.

Senator LEAHY. So your answer is you did not come to that con-
clusion before the Senate passed the resolution on September 14,
2001.

Attorney General GONZALES. Senator, I certainly had not come to
that conclusion. There may be others in the administration who
did.

Senator LEAHY. Were you aware of anybody in the administra-
tion that came to that conclusion before September 14, 2001?

Attorney General GONZALES. Senator, sitting here right now, I
don’t have any knowledge of that.
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Senator LEAHY. Were you aware of anybody coming to that con-
clusion before the President signed the resolution on September 18,
2001?

Attorney General GONZALES. No, Senator. The only thing that I
can recall is that we had just been attacked and that we had been
attacked by an enemy from within our own borders and that—

Senator LEAHY. Attorney General, I understand. I was here when
that attack happened, and I joined with Republicans and Demo-
crats and virtually every Member of this Congress to try to give
you the tools that you said you needed for us to go after al Qaeda,
and especially to go after Osama bin Laden, the man that we all
imderstood masterminded the attack and the man who is still at
arge.

Now, back to my question. Did you come to the conclusion that
you had to have this warrantless wiretapping of Americans inside
the United States to protect us before the President signed the res-
olution on September 18, 2001. You were the White House Counsel
at the time.

Attorney General GONZALES. What I can say is that we came to
a conclusion that the President had the authority to authorize this
kind of activity before he actually authorized the activity.

Senator LEAHY. When was that?

Attorney General GONZALES. It was subsequent to the authoriza-
tion to use military force.

Senator LEAHY. When?

Attorney General GONZALES. Sir, it was just a short period of
time after the authorization to use military force.

Senator LEAHY. Was it before or after NSA began its surveillance
program?

Attorney General GONZALES. Again, the NSA did not commence
the activities under the terrorist surveillance program before the
President gave his authorization, and before the President gave the
authorization, he was advised by lawyers within the administration
that he had the legal authority to authorize this kind of surveil-
lance of the enemy.

Senator LEAHY. So NSA didn’t do this until the President gave
them the green light that they could engage in warrantless wire-
tapping of Americans inside the United States under the cir-
cumstances you described in your earlier testimony?

Attorney General GONZALES. Of course, Senator, the NSA has
other authorities to engage in electronic surveillance—

Senator LEAHY. I understand that.
hAttorney General GONZALES [continuing]. And I am told that
they—

Senator LEAHY. I am talking about this specific program.

Attorney General GONZALES. And I am told they took advantage
of those authorities, but it is my understanding—and I believe this
to be true—that the NSA did not commence the kind of electronic
surveillance which I am discussing here today prior to the Presi-
dent’s authorization.

Senator LEAHY. The President has said publicly that he gave
about 30 of these authorizations, having held off for a period of
time, I think, when the administration heard the New York Times
was looking into it. But you were White House Counsel. Did the
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President give his first authorization before or after Attorney Gen-
eral Ashcroft met with us and gave us the proposals from the ad-
ministration which ultimately went into the USA PATRIOT Act?

Attorney General GONZALES. Sir, I don’t know. I don’t know
when he gave you those proposals.

Senator LEAHY. Well, we enacted the USA PATRIOT Act in Octo-
ber 2001, and you were there at the signing ceremony. We used
the—we tried to encompass those things that the administration
said they needed. Was the first one of the President’s authoriza-
tions done before he signed the USA PATRIOT Act?

Attorney General GONZALES. Sir, I would have to go back and
check. I don’t know.

Senator LEAHY. OK. You are going to be back here this after-
noon. Please check because I will ask you this question again, and
you will have a chance to ask—I am looking around the room. You
have an awful lot of staff here. Let’s have that answer. You were
there when he signed the Act. Let us know when his first author-
ization was, whether it was before or after he signed that Act.

Now—

Attorney General GONZALES. Sir, may I make a statement? We
believe the authorization to use military force constituted a statu-
tory grant of authority to engage in this kind of surveillance, and,
therefore, it wouldn’t be necessary to seek an amendment to FISA
through the PATRIOT Act.

Senator LEAHY. OK. My question still remains, and like Senator
Specter, I am trying to ask basically things you could answer yes
or no. You talk about the authorization for use of military force. We
have a chart up over there that says that, “The President is au-
thorized to use all necessary and appropriate force against those
nations, organizations, or persons he determines planned, author-
ized, committed, or aided the terrorist attacks that occurred Sep-
tember 11, 2001, or harbored such organizations or persons in
order to prevent any future acts of international terrorism against
the United States by such nations, organizations, or persons.”

Now, basically what you are saying is that Congress must be un-
derstood to have authorized the President to do it, not that we ac-
tually did but that we must have understood it.

Now, this authorization is not a wiretap statute. I was a pros-
ecutor. Senator Specter was a prosecutor. A lot of other prosecutors
are here. We know what a wiretap statute looks like. This is not
it.

So let me ask this: Under that logic, is there anything to stop
you from wiretapping without a warrant somebody inside the
United States that you suspect of having al Qaeda connections?

Attorney General GONZALES. Clearly, Senator, that is not what
is going on here, first of all. The President has authorized a much
more narrow program. We are always, of course, subject to the
Fourth Amendment, so the activities of any kind of surveillance
within the United States would, of course, be subject to the Fourth
Amendment.

Senator LEAHY. Well, Mr. Attorney General, we are getting the
impression that this administration is kind of picking and choosing
what they are subject to, can you show us in the authorization for
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use of military force, what is the specific language you say is au-
thorized in wiretapping of Americans without a warrant?

Attorney General GONZALES. Sir, there is no specific language,
but neither is there specific language to detain American citizens,
and the Supreme Court said that the words “all necessary and ap-
propriate force” means all activities fundamentally incident to wag-
ing war.

Senator LEAHY. But there was not a law—they did not have a
law specifically on this.

Attorney General GONZALES. Sure they did, sir.

Senator LEAHY. If you use the Jackson test, they have a law on
wiretapping. It is called FISA. It is called FISA. And if you do not
like that law, if that law does not work, why not just ask us to
amend it?

Attorney General GONZALES. Sir, there was a law in question in
Hamdi. It was 18 USC 4001(a), and that is, you cannot detain an
American citizen except as authorized by Congress. And Hamdi
came into the Court saying the authorization to use military force
is not such a permission by Congress to detain an American cit-
izen, and the Supreme Court, Justice O’Connor said, even though
the words were not included in the authorization, Justice O’Connor
said Congress clearly and unmistakably authorized the President
to detain an American citizen, and detention is far more intrusive
than electronic surveillance.

Senator LEAHY. Let me ask you this: under your interpretation
of this, can you go in and do mail searches? Can you open first-
class mail? Can you do black-bag jobs? And under the idea that you
do not have much time to go through what you describe as a cum-
bersome procedure, but most people think it is a pretty easy proce-
dure, to get a FISA warrant, can you go and do that, of Americans?

Attorney General GONZALES. Sir, I have tried to outline for you
and the Committee what the President has authorized, and that is
all that he has authorized.

Senator LEAHY. Did it authorize the opening of first-class mail of
U.S. citizens? That you can answer yes or no.

Attorney General GONZALES. There is all kinds of wild specula-
tion about what the—

Senator LEAHY. Did it authorize it?

Chairman SPECTER. Let him finish.

Attorney General GONZALES. There is all kinds of wild specula-
tion out there about what the President has authorized, and what
we are actually doing. And I am not going to get into a discussion,
Senator, about—

Senator LEAHY. Mr. Attorney General, you are not answering my
question. I am not asking you what the President authorized. Does
this law—you are the chief law enforcement officer of the country—
does this law authorize the opening of first-class mail of U.S. citi-
zens? Yes or no, under your interpretation?

Attorney General GONZALES. Senator, I think that, again, that is
not what is going on here. We are only focused on communications,
international communications, where one party to the communica-
tion is al Qaeda. That is what this program is all about.

Senator LEAHY. You have not answered my question.
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Well, Mr. Chairman, I will come back to this, and the Attorney
General understands there are some dates he is going to check dur-
ing the break, and I will go back to him.

Chairman SPECTER. Thank you, Senator Leahy.

Senator Hatch.

Senator HATCH. This is a very interesting set of issues, and a lot
of constitutional issues, for people who are watching this. We have
got, in addition to all kinds of constitutional issues about inter-
preting statutes, you have got the canon of constitutional avoidance
here, that is a very important rule in constitutional law. You have
got the Vesting Clause, vesting power in the President. You have
got inherent Executive authority that people seem to just brush
aside here. They will talk in terms of, well, Congress is co-equal
with the President, but they do not ever really talk in terms of the
President being co-equal with the Congress, or to pass laws, you
have got the various canons of statutory interpretation. All of these
are here, and it makes this a very interesting thing.

But let me just ask you some specific questions here. It is my un-
derstanding, as I have reviewed this, and as I have looked at a lot
of the cases, that virtually all of the Federal Courts of Appeal that
have addressed the issue, have affirmed the President’s inherent
constitutional authority to collect foreign intelligence without a
warrant. Is that a fair statement?

Attorney General GONZALES. It is a fair statement, Senator, that
all of the Court of Appeals that have reviewed this issue have con-
cluded that the President of the United States has the authority,
under the Constitution, to engage in warrantless searches con-
sistent with the Fourth Amendment for purposes of gathering for-
eign intelligence.

Senator HATCH. That is what the Katz v. U.S. case seemed to
say, is it not, that wiretapping to protect the security of the Nation
has been authorized by successive Presidents; is that correct?

Attorney General GONZALES. It is certainly the case that succes-
sive Presidents, particularly during a time of war, have authorized
warrantless searches.

Senator HATCH. And you are relying on the Hamdi case as well,
where a majority of the Court basically authorized the President
exceptional powers under the Authorized Use of Military Force
Statute?

Attorney General GONZALES. I would not say they are exceptional
powers. I think that they are traditional powers of the President
in a time of war.

Senator HATCH. Then U.S. v. Truong. That was a 1983 case.

Attorney General GONZALES. Yes. Once again, the Court finding
that the President of the United States does have the inherent au-
thority to engage in warrantless searches, consistent with the
Fourth Amendment, for purposes of gathering foreign intelligence.

Senator HATCH. That was the case after the enactment of the
FISA law, right?

Attorney General GONZALES. It was a case after the enactment
of FISA, but I think to be fair, I do not think the Court did a rig-
orous analysis about how FISA affects the analysis, but there was
a decision by the Court that the President had the inherent author-
ity.
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Senator HATCH. That is the important part of the case, as far as
I am concerned. U.S. v. Butenko. It is a 1974 case, before FISA.
U.S. v. Brown, U.S. v. U.S. District Court, and the so-called Keith
case.

Attorney General GONZzALES. The Keith case was where the
Court, for the first time, said that electronic surveillance, it would
be subject—electronic surveillance for domestic security purposes is
subject to the Fourth Amendment.

Senator HATCH. Haig v. Agee, that is a 1981 case, again, after
FISA, that matters intimately related to foreign policy and national
security are rarely proper subjects for judicial intervention. That is
a recognition that the President has to make some decisions, right?

Attorney General GONZALES. Right. If I could just followup, Sen-
ator. My statement on the Keith case where the Court did say that
electronic surveillance for purposes of domestic security would be
subject to warrant requirements under the Fourth Amendment.
The Court expressly made clear that they were not talking about
electronic surveillance for foreign intelligence purposes. They were
only talking about electronic surveillance for domestic security pur-
poses.

Senator HATCH. What about The Prize Cases, they are very well-
known cases, and culminating in the case that quotes The Prize
Cases in Campbell v. Clinton.

Attorney General GONZALES. Again, there are a number of cases
that recognize the President’s inherent constitutional authority,
particularly in a time of war—

Senator HATCH. And the President’s independent authority; is
that correct? That is what Campbell v. Clinton says.

Attorney General GONZALES. To engage in surveillance in order
to protect our country.

Shel‘;ator HATcH. In fact, there is a 2002 case, In re: Sealed Cases,
right?

Attorney General GONZALES. In re: Sealed Cases, 1 said in my
statement is—

Senator HATCH. I mean that is a case decided by the FISA Court
of Review, the actual FISA Court, right?

Attorney General GONZALES. The FISA Court of Review was cre-
ated by Congress to review the decisions by the FISA Court. In
that decision, in that case, the FISA Court of Review acknowledged
that these cases by other Circuit Courts, that the President does
have the inherent authority, and the FISA Court of Review said,
assuming that to be true, that FISA could not encroach upon the
powers of the President.

Senator HATCH. They could not encroach on the President’s con-
stitutional powers.

Attorney General GONZALES. That is correct.

Senator HATCH. So people who are wildly saying that the Presi-
dent is violating the law are ignoring all of these cases that say
that—at least imply—that he has the inherent power to be able to
do what he should to protect our Nation during a time of war?

Attorney General GONZALES. And I want to emphasize, Senator,
this is not a case where we are saying FISA—we are overriding
FISA or ignoring FISA. Quite the contrary. We are interpreting the
authorization to use military force as a statutory grant—
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Senator HATCH. You use FISA all the time, don’t you?

Attorney General GONZALES. FISA is an extremely important tool
in fighting the war on terror. I know today there is going to be
some discussion about whether or not we should amend FISA. I do
not know that FISA needs to be amended, per se, because when
you think about it, FISA covers much more than international sur-
veillance. It exists even in peacetime. And so when you are talking
about domestic surveillance during peacetime, I think the proce-
dures of FISA, quite frankly, are quite reasonable, and so that is
one of the dangers of trying to seek an amendment to FISA, is that
there are certain parts of FISA that I think provide good protec-
tions. And to make an amendment to FISA in order to allow the
activities that the President has authorized, I am concerned will
jeopardize this program.

Senator HATCH. It may even encroach on the inherent powers of
the President, right?

Attorney General GONZALES. Yes, sir.

Senator HATCH. Let me just say this to you: as I view your argu-
ments, we are faced with a war unlike any other war we have ever
been in. We are faced with a war of international terrorists. That
is one reason we did the PATRIOT Act was to bring our domestic
criminal laws up—excuse me—our international antiterrorism laws
up to the equivalent of domestic criminal laws. And you are saying
that—and I have to say I find some solace in this—you are saying
that when Congress, through a joint resolution, authorized the use
of military force, gave the President these wide powers that are
much wider than the ordinary single sentence declaration of war
up through World War II, which was the last one if I recall it cor-
rectly, that that statute allowed you, coupled with inherent powers
of the President, to be able to go after these terrorists before they
hit us again?

Attorney General GONZALES. This is an example of Congress ex-
ercising its Article I powers to pass legislation, so the President, in
exercising his inherent authorities under Article II, has all the au-
thority that he needs to fight al Qaeda.

Senator HATCH. The Authorized Use of Military Force Resolu-
tion, which was a joint resolution of both Houses of Congress, de-
clared that the Nation faces, “an unusual and extraordinary
threat,” and acknowledges that the President has authority under
the Constitution to take action to deter and prevent acts of inter-
national terrorism against the United States and provides that the
President is authorized “to use all necessary and appropriate force”
agzﬁnst those he determines are linked to the September 11th at-
tacks.

That sweeping language goes a lot further than the usual single
sentence declaration of war, right?

Attorney General GONZALES. It is a very broad authorization
which makes sense. I do not think anyone in those days and weeks,
certainly not in the Congress, were thinking about cataloguing all
of those authorities that they wanted to give to the President. I
think everyone expected the President of the United States to do
everything he could to protect our country, and the Supreme Court
has said that those words, “all necessary and appropriate force”
mean that the Congress has given to the President of the United
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States the authority to engage in all the activities that are funda-
mental and incident to waging war.

Senator HATCH. So you are relying on an Act of Congress, a joint
resolution. You are relying on the inherent powers of the President
to protect our borders and to protect us, and you are relying on the
Fourth Amendment which allows reasonable searches and seizures
in the best interest of the American public; is that a fair analysis?

Attorney General GONZALES. That is a fair analysis, yes, sir.

Senator HATCH. My time is up, Mr. Chairman.

Chairman SPECTER. Thank you, Senator Hatch.

Senator Kennedy.

Senator KENNEDY. Thank you, Mr. Chairman. I think the final
comments about all of us desiring to protect our country is some-
thing which is common. We certainly respect your strong dedication
and commitment to that, Attorney General.

Attorney General GONZALES. Thank you, Senator.

Senator KENNEDY. I think all of us remember the time of 9/11.
I certainly do, I was with Mrs. Bush just before her testimony at
an e&lucation hearing. It is a moment that is emblazoned in all our
minds.

I want to approach this in a somewhat different way. I am very
concerned about the whole issue in question if you are not right le-
gally. Now, you make a very strong case in your presentation here
about the authority which you are acting on. You talk about the
authorization by the Congress. You talk about inherent power. You
talk about the President having the authority and the power to do
this. But there is, of course, a very significant legal opinion to the
contrary. There was within your Department, thoughtful lawyers
who questioned it, constitutional authorities that have questioned
it.

So we are taking really a risk with national security, which I
think is unwise. We are sending the wrong message to those that
are in the front lines of the NSA, that maybe someday they may
actually be prosecuted, criminally or civilly. We are sending a mes-
sage to the courts, that perhaps the materials that we are going
to take from eavesdropping or signal intelligence, may not be used
in the courts, in prosecutions against al Qaeda, people we really
want to go after, because it was not done legally. We are sending
a message to the telephone companies that they may be under as-
sault and attack as well. There are already cases now brought by
individuals against the telephone companies. We have to get it
right, because if we do not get it right, we are going to find that
we have paid a very harsh price. Some of the toughest, meanest
and cruelest members of al Qaeda may be able to use illegality in
the court system to escape justice, maybe or maybe not. But why
take a chance?

We were facing the issue of electronic surveillance at another
time, in 1976, with Attorney General Ed Levi and President Ford.
They followed a much different course than you have followed. Ed
Levi came and consulted with us. Members of this Committee went
down and visited the Justice Department on four different occa-
sions. The memoranda that we have from that period of time, the
Buchen memoranda which are part of the record, the concerns that
the Attorney General had about getting it right in terms of elec-
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tronic surveillance, uncertainty in courts, validity of evidence, co-
operation of the phone companies. And in a series of memoranda
that go to the President of the United States and discussions that
were actually held with Henry Kissinger, Don Rumsfeld, Ed Levi,
Brent Scowcroft, George Bush, lengthy discussions with others, fi-
nally, the Attorney General said the main concern was whether
this legislative initiative would succeed or whether, as some feared,
the legislation which is actually passed would depart in objection-
able ways, so that they were not sure about what Congress would
do. But they dealt with the Congress and they got FISA.

He later goes on to say, that already the Attorney General has
found key members of the Senate Judiciary receptive to the legisla-
tion. And then finally, “the Attorney General is strongly of the
opinion that you,” the President, “should support the legislation as
drafted. If you feel any hesitancy, I'll come by and brief you.”

This is what we had 27 years ago: an Attorney General that
came up to the Judiciary Committee, had them come down and
work out FISA, and it passed with one dissenting vote in the U.S.
Senate. We might not have gotten it right, but certainly for that
period of time, that it got it right.

The question that I have for you is, why did you not follow that
kind of pathway which was so successful at a different time? We
had a Republican President and a Republican Attorney General.
We are talking about electronic surveillance. And as you know from
the FISA, there are very sensitive provisions that were included in
there that were directed against foreign nationals that this Com-
mittee was able to deal with, and did so in a responsible way. Why
didn’t you follow that pattern?

Attorney General GONZALES. Sir, the short answer is, is that we
did not think we needed to, quite frankly. I have tried to make
clear today that we looked at this issue carefully, decided that nei-
ther the Constitution nor FISA, which contemplated a new statute,
would prohibit this kind of activity from going forward.

I might also say this is a little different time from what existed
in 1976. Of course, we are at war, and we have briefed certain
Members of Congress. So it is not entirely true that we did not
reach out to the Congress and talk—certain Members of the Con-
gress and talk to them about this program and about what we were
doing.

Senator KENNEDY. The point, I would say, is that we were facing
a nuclear threat. We have got terrorism now, but it was a nuclear
threat then. The cold war was in full flow at that time. It was a
nuclear threat at that time.

And you know what Attorney General Levi did? He took a day
and a half to have outside constitutional authorities advise him on
the questions of the constitutionality of the legislation, a day and
a half. Now, did you talk to any outside authorities—not inside au-
thorities that are going to give you, quite frankly, probably what
you want to hear—but did you check any—the reason I question
this, General, is because we have been through the Bybee memo-
randum, we have been through torture memoranda, where you and
the OLC and the White House Counsel thought that the Bybee
memorandum was just fine. Then we find out, during the course
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of your hearings, that it was not fine, and it was effectively re-
pealed, a year and a half after it was in effect.

So it is against that kind of background of certainty, of your view
about its legality, and in-house review of the legality. Some of us
would have wondered whether you took the steps that an Ed Levi,
Republican Attorney General, on the same subject, was willing to
take, to listen to outside constitutional authority, because as we
have seen subsequently, you have had difficulty in your own De-
partment and you have had substantial difficulty with constitu-
tional authorities and others who might not believe that you are
correct. If you are correct, we do not have a problem. If you are not
correct, then it is a step back in terms of national security.

My question to you is, looking at the national security issue,
would we not be in a stronger position if you had come to the Con-
gress and said, “Let’s get the kind of legislative authority that we
need, rather than take a chance.” Wouldn’t our national security
have been better defended if we did not have any question as to
the legality of this issue? Wouldn’t the people in the front lines of
our national security be better protected, and our court system bet-
ter defended? And when we are able to get those al Qaeda individ-
uals, and they know they do not have any loopholes by appealing
illegal eavesdropping, maybe then they would begin to talk and try
to make a deal. Maybe that would enhance our national security
as well.

Attorney General GONZALES. Well, sir, you have said a lot, so I
do not know—

Senator KENNEDY. Yes, it is short time.

Attorney General GONZALES. Let me just say you are absolutely
right, we have got to have a very clear message, and we cannot be
wrong on this. I do not think that we are wrong on this. Are we
worried about the front line people down at NSA? Of course we are.
That is why the President, the day after the story ran in the New
York Times, went out to the American people to reassure them this
was not a situation where you had an agency running amok, that
he had authorized this activity, and it was very narrowly tailored.

In terms of whether or not, are we concerned about activities
that may jeopardize investigations or prosecutions? Absolutely, we
are. That is the last thing we want to do. We do not believe this
program is—we believe this program is lawful. We do not believe
that prosecutions are going to be jeopardized as a result of this pro-
gram. Obviously, we are in litigation now, so I do not want to say
much more than that, but, of course, we ought to be operating in
a way where we are doing what we need to do to protect our inves-
tigations and to protect our prosecutions, and I think that we are
doing that.

Senator KENNEDY. My time is just about up. Thank you very
much, General.

Chairman SPECTER. Thank you very much, Senator Kennedy.

I want to acknowledge the presence in the audience of Ms. Debo-
rah Burlingame, who is the sister of Captain Charles F. Bur-
lingame, the pilot on American Airlines Flight 77, which crashed
into the Pentagon.

Would you like a break?
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Attorney General GONZALES. If you are offering a break, Mr.
Chairman, yes.

Chairman SPECTER. Well, I am not going to offer you one unless
you want one.

[Laughter.]

Attorney General GONZALES. I am fine, sir. I will defer to you,
Mr. Chairman.

Senator LEAHY. Take the break.

Attorney General GONZALES. I will take a break.

Chairman SPECTER. Let’s take a vote here.

[Laughter.]

Chairman SPECTER. Ten-minute break.

[Recess from 11:06 a.m. to 11:14 a.m.]

Chairman SPECTER. Before proceeding, I would like to acknowl-
edge the presence of Ms. Monica Gabrielle and Ms. Mindy
Kleinberg whose husbands were in the World Trade Center at the
time of the 9/11 attack.

Mr. Attorney General, thank you for rejoining us, and we turn
now to Senator Grassley.

Senator GRASSLEY. Thank you very much.

I am going to start with something that is just peripheral to the
issues we are on, but it does deal with our national security, and
it is the leak of this information to New York Times. I am greatly
concerned about this, and these leaks could be putting our Nation’s
safety into serious jeopardy. Could you tell us what is being done
to investigate who leaked this national security information, and
whether the Department of Justice will initiate a prosecution of an
individual leaking the information?

Attorney General GONZALES. Senator, we have confirmed—the
Department has initiated an investigation into possible crimes
here, and consistent with Department practice, I am not going to
talk much further about an ongoing investigation. Obviously, we
have to look at the evidence and if the evidence shows that a crime
has been committed, then, obviously, we will have to make a deci-
sion about moving forward with a prosecution.

Senator GRASSLEY. I do not blame you for this, but I do not hear
as much about public outcry about this leak as I did about Valerie
Plame and the White House disclosures of her—presumed disclo-
sures of her identity as a CIA agent, and to me, that is a two-bit
nothing compared to this sort of issue that we have before us or
this information being leaked to the press.

In the followup commentaries, reading the newspapers and TV,
you get the impression that this is some sort of an LBJ—J. Edgar
Hoover operation that is designed to skirt the law to spy on domes-
tic enemies. And I think you are making very clear the opposite,
that this is only concerned about the national security of the
United States, and that is where the focus should be.

The constant repetition on the news media of the term “domestic
spying,” as opposed to spying and electronic surveillance of some-
body outside the United States connected with an organization that
has as their goal the killing of Americans, or the threatening of
America, or the destruction that happened on September the 11th
is entirely two different things, but when domestic spying is often
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used, you can understand, General, the people having outrage
maybe at what is going on.

Also, for my colleagues on this Committee, it seems to me that
if we are doing our job right, we have got some problems. Because
let’s just say the Attorney General is wrong in the statutory and
constitutional authority by which they proceeded to do what they
are doing. And yet, Members of Congress were told about this pro-
gram over a period of 4 years, a few Members of Congress were,
the appropriate ones were. Then all of a sudden it hits the New
York Times, and all of a sudden, then that story breaks, Congress-
men change their tune from the one sung in private for 4 years,
to outrage that this is going on.

So if Senator Grassley, who is not a member of that elite group
that has to be concerned about oversight of foreign intelligence
knows about it, and does not tell—if I were a member and did not
tell my colleagues about it, and then express that outrage, where
have I been as a member of that group for the last 4 years? If
something is wrong after the New York Times reported it, there
had to be something wrong before the New York Times reported it.
All of a sudden I see Members of Congress who had that responsi-
bility, if they really, sincerely think it is wrong today, that were
caught not doing their job of congressional oversight as they should
have, informing the other Members of Congress that there is really
something wrong that the President is doing here.

So I think we in Congress have to do some looking, internal look-
ing of whether or not we are doing our job as well of oversight.

I always to want to remind people in the United States that
what we are talking about here today is to make sure that Sep-
tember the 11th does not happen again, and somehow we tend to
have short memories. We ought to remember that it happened in
Madrid, it happened in London, it happened in Amman, it hap-
pened in a resort in Egypt, it happened in Bali twice, and it has
happened here. It can happen again. It seems to me that what you
are trying to tell us is the President is determined to make sure
that it does not happen in the United States again, and that is
what this surveillance is all about. Yes?

Attorney General GONZALES. Senator, he is absolutely deter-
mined to do everything that he can, under the Constitution and the
laws of this country, to prevent another September 11th from hap-
pening again.

Senator GRASSLEY. And I think you are telling us that in the
case of people giving some information, that it is very necessary to
act with dispatch, that acting with dispatch or not can be a matter
of life or death for Americans.

Attorney General GONZALES. Absolutely. If we get information
that may lead us to other information about a terrorist operating
in this country, we may not have a matter of days or weeks or
months, which is sometimes the case with respect to a FISA appli-
cation, but we may not have that much time to begin surveillance.
And if we wait—and again, FISA has been a wonderful tool and
has been very effective in the war on terror. But there are certain
circumstances where the requirements of FISA present challenges,
and if we wait, we may lose valuable information that may help us,
it may help us get information that might prevent another attack.
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Senator GRASSLEY. I had an opportunity to speak to you on the
phone recently, and I asked you to come ready to give us some spe-
cific instances of when past Presidents have ordered warrantless
intelligence surveillance in the prosecution of a war or to otherwise
fulfill the Commander in Chief’s duties. I think that as the Amer-
ican public hears examples of how Democrat Presidents and Repub-
lican Presidents alike have done similar things, they may begin to
see that this program, in a different light, particularly in regard to
the Presidents’ over 225 years use of the exercise of the power of
Commander in Chief.

Attorney General GONZALES. I gave in my opening statement,
Senator, examples where President Washington, President Lincoln,
President Wilson, President Roosevelt, have all authorized elec-
tronic surveillance of the enemy on a far broader scale, without any
kind of probable cause standard, all communications in and out of
the country. So, for example, President Wilson, World War I, he re-
lied upon his constitutional authority, inherent constitutional au-
thority, and a use of force resolution, declaration of war, very con-
sistent with what we are dealing with today.

Senator GRASSLEY. And December the 8th, 41, the day after
Pearl Harbor, FDR ordered the FBI to intercept any communica-
tions between our country and any other country, whether it be by
mail or any other source.

Attorney General GONZALES. President Roosevelt did authorize
very broad surveillance of the enemy.

Senator GRASSLEY. It is well established that the President has
a number of inherent constitutional powers. Today’s hearing and
the two that will follow will give the Senate an opportunity to ana-
lyze the President’s case on constitutionality. When Moussaoui was
arrested, the FBI could not look at his computer files and telephone
contacts. That has been changed so you can have that sort of com-
munication now. Could you tell us in the Department of Justice
white paper entitled Legal Authority Supporting the Activities of a
President doing this, the administration argued that “The Presi-
dent’s power to authorize the NSA activities is at its zenith,” citing
Justice Jackson’s concurrence in the Sawyer case. I guess you
would call it the Youngstown case.

Would you, please, discuss the framework set by Justice Jackson
for determining how much deference a President should be given,
including why the administration believes that its power in this re-
gard is at its zenith?

Attorney General GONZALES. Yes, sir. I will try to in the time re-
maining. Justice Jackson—

Senator GRASSLEY. All I have to do is finish my question before
the time is up.

Attorney General GONZALES. Pardon me, Senator. Justice Jack-
son laid out a three-part test in terms of determining Presidential
power. The first part is where the President is exercising his au-
thority with the concurrence in essence of Congress. We believe
that is what is occurring here. We believe the authorization to use
military force is such a concurrence by Congress for the President
to engage in this kind of activity, and therefore, we believe the
President’s power is at its zenith in this first category.
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The second category is where the President is exercising his con-
stitutional authority in the absence of any congressional action.
And there Justice Jackson talked about being sort in the zone of
twilight and trying to ascertain where the limits are between Presi-
dential authority and congressional authority. That is not the case
here.

The third part was where the President is acting in contraven-
tion—not in contravention, but in a way that is incompatible with
congressional action. In that particular case, you looked at the
President’s constitutional authority minus whatever constitutional
authority Congress has.

So the question is in which category we are in. We believe we
are in the first category, that the Congress has, through the au-
thorization to use military force, provided its support for Presi-
dential action.

If in fact that is not the case, then we are in the third category,
and I submit, Senator, that this case is very different from Youngs-
town, where we talked about the President of the United States
taking over domestic industry. We are talking here about a core
constitutional action by the President, and a long history of Presi-
dents engaging in electronic surveillance of the enemy. So this is
a much different situation.

My judgment is, while these are always very hard cases, and
there is very little precedent in this matter, I believe that even
under the third part, that the President does have the constitu-
tional authority. I will just remind the Committee that Chairman
Roberts just recently submitted a letter to the Committee, and he,
himself, opined that he also believes that if we were in the third
category, that he believes that the President does, would have the
constitutional authority to engage in these kinds of activities.

Chairman SPECTER. Thank you, Senator Grassley.

Without objection we will admit into the record the letter from
Senator Pat Roberts, Chairman of the Intelligence Committee, to
Senator Leahy and to myself, dated February 3rd of this year.

Senator Biden.

Senator BIDEN. Thank you, Mr. Chairman. I hope Chairman Rob-
erts will see it is his responsibility to also hold extensive hearings
in a forum that is more appropriate, totally secret. Thus far, I am
told, he intends on not holding any, which I find bordering on lack-
ing any responsibility in terms of congressional oversight, but I
hope he will do as you have done here.

General, there are two real issues here in my view, and I am
going to focus on one. That is the President’s reassurance as to
what is exactly happening, where if in fact the only people being
wiretapped or e-mails read are al Qaeda operatives contacting
American citizens, I do not think you are going to find anybody in
America saying, “Oh, my God, don’t do that.”

What is really at stake here is the administration has made as-
sertions in the past, where their credibility has somewhat been
questioned. So it is not merely the constitutional reach you have,
it is what is actually happening, what is actually going on. I am
going to focus on that first, if I may.

How will we know, General, when this war is over?
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Attorney General GONZALES. I presume the straightforward an-
swer, Senator, is that when al Qaeda is destroyed and no longer
poses a threat to the United States. Whenever that may be—we
know it is not today. We know we are still at war today. We know
we will probably be at war still tomorrow, and so we know it still
continues today.

Senator BIDEN. The truth is there is no definition of when we are
going to know whether we have won, because al Qaeda, as the
President points out, has mutated into many other organizations
that are not directly dealing with bin Laden and are free agents
themselves; is that correct?

Attorney General GONZALES. It is certainly true that there are a
number of terrorist groups who share many of the same objectives
of al Qaeda in terms of destroying America.

Senator BIDEN. So as long as any of them are there, I assume
you would assert you have this plenary authority?

Attorney General GoONzALES. Well, Senator, obviously, if Con-
gress were to take some kind of action to say the President no
longer has the authority to engage in electronic surveillance of the
enemy, then I think that would put us into the third part of Justice
Jackson’s three-part test, and that would present a much harder
question as to whether or not the President has the authority. As
I have already indicated in response to Senator Grassley, I believe
that under those circumstances—and again, it is a hard question,
and it may have been irresponsible for me to offer up an opinion
because I would like to have to study it. I would like the oppor-
tunity to study it. But I think the fact would present a much dif-
ferent case than what we had in Youngstown v. Sawyer.

Senator BIDEN. Why if you—and I have read everything you have
submitted, and I was here when FISA was written. I was a cospon-
sor. I was on the Intelligence Committee and on the Foreign Rela-
tions Committee, and as the Ranking Member of the Foreign Rela-
tions Committee, I was charged by the Democratic leadership to be
part of the small group to write the authorization for the use of
force, so I have been involved in this. Does not mean I am right,
but I have been deeply involved.

As I understand your reasoning, I do not understand why you
would limit your eavesdropping only to foreign conversations. In
other words, al Qaeda communicating from Algeria—I am making
it up—or from France or Germany or wherever, to the United
States. That is the assertion, it is only emanating from a foreign
country, correct?

Attorney General GONZALES. Yes, sir.

Senator BIDEN. Why limit it to that?

Attorney General GONZALES. The authorization of the program I
am talking about—well, of course, that is a Presidential decision,
and I believe, Senator—now I am purporting to speak for the Presi-
dent, but I believe it is because of trying to balance concerns that
might arise that in fact the NSA was engaged in electronic surveil-
lance with respect to domestic calls. So there was a decision made
that this is the appropriate balance. There may be some in Amer-
ica, I suspect there are some in America who are saying, “Well, you
know, if you've got reason to believe that you’ve got two members
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of al Qaeda talking to each other in America, my God, why aren’t
you listening to their conversations?”

Again, this was a judgment made that this was the right balance
between the security of our country and protecting the privacy in-
terests of Americans.

Senator BIDEN. Well, the President said he would do everything
under the law to prevent another 9/11. The communications that
occurred within this country, not outside this country, which, in
fact, brought about 9/11 would not be captured by the President’s
efforts here. Is he refusing to do it for public relations reasons, for
appearance reasons, or because he thinks he does not have the con-
stitutional authority to do it?

Attorney General GONZALES. I don’t believe that it is a question
of constitutional authority. That analysis, quite frankly, had not
been conducted. It is not a question of public relations. In his judg-
ment, it was the appropriate thing to do given the circumstances
that we find ourselves in.

Senator BIDEN. Who determines what calls or e-mails are to be
monitored?

Attorney General GONZALES. The decisions as to which commu-
nications are to be surveilled are made by intelligence experts out
at NSA. As I indicated, I believe, in response to an earlier question,
these are individuals who are expert in al Qaeda’s aims, objectives,
communications. I have heard General Hayden say that they are
the best at what they do. They know about al Qaeda, and they
would probably be in the best position, better than certainly any
lawyer, in evaluating whether or not there are reasonable grounds
to believe that this person is an agent or member of al Qaeda or
an affiliated terrorist organization.

Senator BIDEN. How many of them are there?

Attorney General GONZALES. Senator, I do not know.

Senator BIDEN. There are thousands of people who work for
NSA. It would be useful for us to know. Are there two people? Five
people? Twenty-five people? Two hundred and fifty people? A thou-
sand people?

Attorney General GONZALES. Senator, I don’t know the exact
number of people out at NSA who are working on this program. As
I indicated to you, the people that are making the decision about
where the surveillance should occur are people that are experts
with respect to al Qaeda.

Senator BIDEN. Well, what are the guidelines? Are there any
written guidelines they are bound by?

Attorney General GONZALES. Senator, there are guidelines. There
are minimization procedures. As you know, there are minimization
procedures for the work of NSA with respect to its collection activi-
ties under FISA, with respect to its collection activities under
12333, Executive Order 12333. There are minimization require-
ments that are generally comparable with respect to this program.

I understand there is also a monthly sort of senior directors’
meeting, due diligence meeting out at NSA, where they talk about
how the program is going. They evaluate how the program is going,
try to identify if there are any problems. And so they spend a great
deal of time making sure the program is being authorized in a way
that is consistent with the President’s authorization.



35

Senator BIDEN. By definition, you have acknowledged, though,
the very minimization programs that exist under FISA you are not
bound by. You have acknowledged that you are not bound by FISA
under this program; therefore, are you telling me the minimization
programs that exist under FISA as the way FISA is applied are ad-
hered to?

Attorney General GONZALES. OK. I am sorry if I was confusing
in my response. What I was meaning to say is that there are mini-
mization requirements. Those minimization requirements are basi-
cally consistent with the minimization requirements that exist with
respect to FISA if FISA were to apply.

Senator BIDEN. Would it be in any way compromise the program
if you made available to the Intelligence Committee what those
minimization procedures that are being followed are?

Attorney General GONZALES. Well, of course, the minimization
procedures themselves under 12333, and I believe perhaps under
the FISA Court, are classified. I also believe they probably have
been shared with the Intel Committee.

Senator BIDEN. They have not, to the best of my knowledge. They
have not been shared with the Intelligence Committee, to the best
of my knowledge, unless you are talking about this very small
group, the Chairman and the Ranking Member.

Attorney General GONZALES. Senator, I am talking about the
minimization procedures for 12333 and for FISA.

Senator BIDEN. Let me be very precise. I have not heard of NSA
saying to the Intelligence Committee, “We are binding ourselves as
we engage in this activity under the minimization procedures of
12333 as well as statutes.” I am unaware that that is written down
or stated anywhere or been presented to the Intelligence Com-
mittee. Can you assure us that has been done?

Attorney General GONZALES. No, Senator, I can’t assure you that.

Senator BIDEN. Can you assure us, General, that you are fully,
totally informed and confident that you know the absolute detail
with which this program is being conducted? Can you assure us,
you personally, that no one is being eavesdropped upon in the
United States other than someone who has a communication that
is emanating from foreign soil by a suspected terrorist, al Qaeda,
or otherwise?

Attorney General GONZALES. Senator, I can’t give you absolute
assurance—

Senator BIDEN. Who can?

Attorney General GONZALES [continuing]. The kind that you have
asked for. Certainly General Hayden knows more about the oper-
ational details of this program. What I can give the American peo-
ple assurance of is that we have a number of safeguards in place
so that we can say with a high degree of confidence or certainty
that what the President has authorized in connection with this pro-
gram, that those procedures are being followed.

Senator BIDEN. Mr. Chairman, my time is up. This is why the
Intelligence Committee has a responsibility to be able to look at
someone and have an absolute, guaranteed assurance that under
no circumstance is any American being eavesdropped upon unless
it is coming from foreign soil and a suspected terrorist, and do it
under oath and do it under penalty of law if they have misrepre-
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sented. I am not suggesting the Attorney General can do that. We
have got to find out who can do that.

Chairman SPECTER. Thank you, Senator Biden.

Senator Leahy?

Senator LEAHY. Mr. Chairman, just for Senator Biden’s round,
you put into the record the letter from Senator Roberts that was
sent to the two of us concerning the authority. I want to place in
the record a letter from Bruce Fein, formerly a senior Justice De-
partment official in the Reagan administration, basically respond-
ing to Senator Roberts’s letter. I mentioned earlier that Mr. Fein
was very critical of this program. In fact, at that point, why don’t
I just put in—I have a number of things here, if I could.

Chairman SPECTER. Without objection, the letter from Mr. Bruce
Fein will be made part of the record. And do you have other unani-
mous consent requests?

Senator LEAHY. For other material regarding this hearing, if I
might put them all in the record.

Chairman SPECTER. Without objection, those materials will be
made a part of the record.

Senator Kyl?

Senator KyL. Thank you, Mr. Chairman. Thank you, Mr. Attor-
ney General.

I think it is very interesting how the argument over this program
has evolved in the last several weeks from initial concerns about
the program itself now to some very different questions. And I
think it is a good evolution because I doubt, if we polled the mem-
bers of this Committee today, that there would be anybody who
fvould vote against the conduct of this particular kind of surveil-
ance.

There was then the suggestion that while the program is good,
it is being conducted illegally. That was the charge, and I would
submit a very serious charge, that the Ranking Member made ear-
lier in his remarks.

It seems to me that a little humility is called for by the members
of this Committee, especially before we accuse the President of
committing a crime, which is what illegal activity is. If our hear-
ings with now-Justices Alito and Roberts demonstrated anything,
I think it is that there are a lot of smart lawyers in Washington,
D.C., other than those who are sitting here on this Committee.

And in that regard, I appreciate the last couple of rounds of
questions that were asked by Senators Kennedy, Biden, and Grass-
ley because they got more into specifics about how we might have
better oversight.

Before I get into that, let me just ask four specific questions that
I think you can answer very, very briefly. I am reminded, by the
way—I told one of my staff the very first time I saw a murder trial
before I went to law school, I was absolutely persuaded after the
prosecution’s summation that this guy was guilty as could be. Then
after his lawyers argued, I was absolutely certain that he was inno-
cent. And by the time the prosecutor finished, I was once again
convinced that maybe he was guilty—the bottom line being that
with tough legal questions, good lawyers take both sides and there
are two sides to every question and you should not prejudge. And
that is what I think happened with regard to this program. Before
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you and others in the administration explained the legal rationale
for it, there were people jumping to conclusions about its illegality.

Now, I think you made four key points, and I just want to make
sure that we have got them right.

Your first key point was that Article II of the U.S. Constitution
has always been interpreted as allowing the President to do what
is necessary to conduct war, and that includes surveillance of the
enemy. Is that right?

Attorney General GONZALES. Yes, Senator.

Senator KYL. Second, that when Congress passed the authoriza-
tion of military force on September 18, 2001, we actually did two
things in that resolution. First of all, we affirmed the President’s
constitutional authority that I just spoke of.

Attorney General GONZALES. Yes.

Senator KYL. And, second, we granted authority that included
the words “all necessary and appropriate force.”

Attorney General GONZALES. Yes.

Senator KYL. And your point has been that that activity has al-
ways included surveillance of the enemy and, in fact, that the FISA
Court itself has said that—has commented on that inherent au-
thority in a situation in which it involved the detention of an
American citizen who was involved in terrorist activity.

Attorney General GONZALES. That would be the Supreme Court,
Senator, not the FISA Court.

Senator KYL. The Supreme Court. I am sorry.

Attorney General GONZALES. Yes, Senator.

Senator KYL. And that also, your second point is, the statutory
authorization is contemplated in the FISA language except as au-
thorized by statute.

Attorney General GONZALES. That is correct. We are acting in a
way that the President has authorized activities that are consistent
with what FISA anticipated.

Senator KYL. Right. The third point is you talked a little bit
about FISA and noted that in your view—and it is difficult to fur-
ther discuss the point because you cannot discuss the detail of the
program itself, but that the 1978 FISA law is really not well suited
to the particular kind of program that is being conducted here, in-
cluding the 72-hour provision of FISA. Is that correct?

Attorney General GONZALES. That is correct, Senator, but I don’t
want these hearings to conclude today with the notion that FISA
has not been effective. And, again, I think a lot of the safeguards,
some of the procedures in FISA make a lot of sense. When you are
talking about a peacetime situation, particularly domestic surveil-
lance—FISA also covers that kind of activity. And so when you are
talking about amending FISA because FISA is broke, well, the pro-
cedures in FISA under certain circumstances I think seem quite
reasonable.

Senator KYL. And you continue to use FISA not only—well, you
continue to use FISA including in regard to the war on terrorism.

Attorney General GONZALES. Absolutely.

Senator KyL. The fourth key point that you argued about the
checks and balances in the program, the fact that it has to be reau-
thorized every 45 days by the President himself, that there has
been extensive congressional briefing of the Democrat and Repub-
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lican leaders and Chairmen and Ranking Members, respectively, of
the Intelligence Committees, and that there is extensive IG review.
Is that correct?

Attorney General GONZALES. That is correct.

Senator KYL. And the Inspector General is what Inspector Gen-
eral?

Attorney General GONZALES. This is the Inspector General for
the NSA.

Senator KyL. OK. In addition, you noted the two qualifications
of the program: international communications involving al Qaeda
or affiliated individuals.

Attorney General GONZALES. That is correct, Senator.

Senator KYL. And, finally, you noted that this was as interpreted
by the NSA professionals.

Now, I thought there were two particularly interesting lines of
inquiry, and one was Senator Biden’s question about whether or
not, if this program is really necessary, we shouldn’t try to evaluate
whether it should also be applied to calls from al Qaeda terrorist
A to al Qaeda B, though they happen to be in the United States.
And it was my understanding you said that the analysis of that
had not been conducted. Is that correct?

Attorney General GONZALES. The legal analysis as to whether or
not that kind of surveillance—we haven’t done that kind of anal-
ysis because, of course, the President—that is not what the Presi-
dent has authorized.

Senator KyL. I understand that, but I would suggest that that
analysis should be undertaken because I think most Americans
now appreciate that this is a very important program. It might
warn us of an impending attack. It could be that the attackers are
already in United States, and, therefore, it could involve commu-
nication within the United States. Understanding the need to bal-
ance the potential intrusion on privacy of American citizens within
the United States, you would want to have a very careful constitu-
tional analysis, and certainly the President would not want to au-
thorize such an activity unless he felt that he was on very sound
legal ground.

On the other hand, there is no less reason to do it than there
is to intercept international communications with respect to a po-
tential terrorist warning or attack. So I would submit that Senator
Biden is correct and that this—at least the inference was in his
question that this study should be accomplished, and I would think
that it should.

I also think that both he and Senator Grassley and Senator Ken-
nedy to some extent talked about, well, what happens if we are
wrong here? How can we be assured that there is no improper sur-
veillance? And in this regard, I would ask you to think about it,
and if you care to comment right now, fine. But this might hit you
cold.

It seems to me that you might consider either in the Presidential
directive and the execution of that or even potentially in congres-
sional legislative authorization some kind of after-action report,
some kind of quarterly review or some other appropriate time-
frame, maybe every 45 days, whatever is appropriate, to the eight
people who are currently briefed in the Congress on questions such
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as whether the program acted as it was intended, whether it ap-
peared that somebody might have been surveilled who under the
guidelines should not have been, and if there ever were such a
case, how it happened and what is done to ensure that it does not
happen again, and whether there was any damage as a result of
that; and also just generally whether the program is having the in-
tended result of being able to demonstrate important information
to the people that we charge with that responsibility.

It seems to me that reporting on that kind of activity, including
information about the guidelines to provide some additional assur-
ance that it is being conducted properly, would be appropriately
briefed to the Members of Congress. We do have an oversight re-
sponsibility, but we are not the only governmental entity with re-
sponsibility here. The President has critical responsibility, and I
agree with those who say that should there be an attack and a re-
view of all of this activity is conducted, the President would be
roundly criticized if he had a tool like this at his disposal and did
not utilize it to protect the people of the United States of America.

Attorney General GONZALES. Senator, I have not been present at
all the briefings with Members of Congress, but in connection with
those briefings where I was present, there was discussion about re-
quiring some of the types of issues that you have just outlined. I
would be happy to take back your comments.

Senator KYL. Thank you, Mr. Attorney General.

Chairman SPECTER. Thank you, Senator Kyl.

Senator Kohl?

Senator KOHL. Thank you, Mr. Chairman.

Mr. Attorney General, the administration and the Congress and
the courts share a common goal: to protect the American people.
We all believe that as we face the long-term threat from terrorism,
we must work together to ensure that the American people are
safe. We in Congress have our role to play by writing the laws that
protect Americans, and you have your role executing those laws,
and, of course, the courts have their role.

As part of this effort against terrorism, we have drafted many
laws to give the administration the powers that it needs, and I am
hopeful that we can work together again to ensure that our laws
are working to protect the American people.

Mr. Attorney General, if terrorists are operating in this country
or people in this country are communicating with terrorists, then,
of course, we must collect whatever information we can. To accom-
plish this, the administration had three options, as you know.
First, you could have followed the current law, which most experts
believe gives you all the authority you need to listen to these calls.
Second, if you thought the law inadequate, you could have asked
Congress to grant you additional authority. Or, third, the course
you followed, conduct warrantless spying outside current law and
without new authorization.

If you had the two options that would have given you unques-
tionable authority to monitor these calls and one whose legality
was at best questionable, then why did you go for the most ques-
tionable one? Why not either follow the law or seek new laws?

Attorney General GONZALES. Senator, I agree with you, we are
a Nation of laws, and we do believe we are following the law. And



40

we do believe that the Constitution allows the President of the
United States to engage in this kind of surveillance. We also be-
lieve that the authorization to use military force represents a sup-
plemental grant of authority by the Congress to engage in this kind
of surveillance totally consistent with FISA.

If you study carefully the white paper that we have submitted,
we are not arguing that somehow FISA was amended or that we
are somehow overriding FISA. That is not what we are talking
about here. We are acting in a manner consistent with FISA. FISA
contemplates another statute. The Congress passed another—opro-
vided an additional supplemental statutory grant of authority
through the authorization to use military force. And so I totally
agree with what you are saying. We should be acting—particularly
in a time of war, I think it is good to have the branches of Govern-
ment working together. It is good for the country. I believe that is
what happened here. Congress exercised its Article I authorities to
pass the authorization to use military force. That supplemented the
President’s constitutional authorities as Commander in Chief, and
we are working together—

Senator KOHL. Are you saying that there was never any debate
within the administration at any level or Justice Department at
any level about whether or not you were pursuing the right course?

Attorney General GONZALES. Senator—

Senator KOHL. It is my understanding that there was debate.

Attorney General GONZALES. Of course, there was a great deal of
debate. Think about the issues that are implicated—

Senator KOHL. Well, but if there were debate—

Attorney General GONZALES. Of course, there was debate, Sen-
ator. Think about—if I may just finish this thought. Think about
the issues that are implicated here. The very complicated Foreign
Intelligence Surveillance Act, it is extremely complicated; the Presi-
dent’s inherent authority under the Constitution as Commander in
Chief; the Fourth Amendment; the interpretation of the authoriza-
tion to use military force. You have got a program that has existed
over 4 years. You have multiple lawyers looking at the legal anal-
ysis. Of course, there is—I mean, this is what lawyers do. We dis-
agree, we debate, we argue.

At the end of the day, this position represents the position of the
executive branch on behalf of the President of the United States.

Senator KOHL. Well, with all of the debate we are going through
today and leading up to today, it seems to me clear that there is
a real question about the course you pursued. That is why we are
here today, which it would seem to me justify asking the question,
Why did you take the third option? And, of course, you have given
your answer. But there are some of us that would question that an-
swer. Let’s just move on.

Attorney General GONZALES. Yes, Senator.

Senator KOHL. Mr. Attorney General, if applying to the secret
FISA Court is too burdensome, then would you agree to after-the-
fact review by the FISA Court and by Congress of the wiretaps
used specifically in this program? At least in this way we can en-
sure going forward that the authority will never be abused by this
or any other President?
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Attorney General GONZALES. Senator, obviously, we want to en-
sure that there are no abuses. The President has said we are
happy to listen to your ideas about legislation. There is concern,
however, that, of course, the legislative process may result—first of
all, of course, we believe the President already has the authority
and legislation is not necessary here. But the legislative process
may result in restrictions upon the President’s—attempted restric-
tions upon the President’s inherent constitutional authority. He
may not be able to protect the country in the way that he believes
he has the authority to do under the Constitution. And then, fi-
nally, of course, the legislative process is one where it is pretty dif-
ficult to keep certain information confidential, again, because if you
are talking about amending FISA, there are many aspects of FISA
that make sense to me, they work well. Again, you are talking
about—if you are talking about domestic surveillance during peace-
time, I think having the kind of restrictions that are in FISA
makes all the sense in the world. And so you are probably talking
about a very narrowly tailored, focused amendment in FISA. And,
again, I am not the expert on legislation, but we are talking poten-
tially a very narrow-focused amendment of FISA. And I think I am
concerned that that process will inform our enemies about what we
are doing and how we are doing it.

Subject to those concerns, of course, as the President said, we are
happy to listen to your ideas.

Senator KOHL. After-the-fact review by the FISA Court, you don’t
have any problem with that?

Attorney General GONZALES. Again, Senator, we are happy to lis-
ten to what you—happy to consider it.

Senator KOHL. All right. Mr. Attorney General, is there anything
the President cannot do in a time of war in the name of protecting
our country? We saw that the Justice Department changed its posi-
tion on torture, but are there other limits to the President’s power?
Or can, in your opinion, the President assign to himself without an
Act of Congress any powers that he believes are necessary?

Attorney General GONZALES. Well, of course, we are not talking
about acting outside of an Act of Congress here. We think in this
case the President has acted consistent with an Act of Congress.
And, of course, there are limits upon the President of the United
States. The Constitution serves as a limit of the President. The
President’s authorities under Article IT as Commander in Chief are
not limitless. Obviously, Congress has a role to play in a time of
war. The Constitution says Congress can declare war. The Con-
stitution says it is Congress’s job to raise and support armies. The
Constitution says it is Congress’s job to provide and maintain na-
vies. It is the role of Congress to provide rules regarding capture.

And so in the arena of war, it is not true that the President in-
hibits—or works in that arena to the exclusion of Congress. Quite
the contrary, the Framers intended that in a time of war, both
branches of Government have a role to play.

Senator KOHL. If the administration investigates an American
for ties to terrorism using this program and finds nothing—and, of
course, news reports have indicated that this happens the vast ma-
jority of the time—then what is done with the information col-
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lected? Does the administration keep this information on file some-
where? Is it disposed of? What happens with this information?

Attorney General GONZALES. Well, let me tell you that every
morning I receive an intelligence briefing out at the FBI, and there
are numbers of possible threats against the United States. Many
of them wash out, thank God. The fact that they wash out does not
mean that we should stop our intelligence collection. Intelligence is
not perfect.

In terms of what is actually done with that information, what I
can say is, again, I cannot talk about specifics about it, but infor-
mation is collected, information is retained, and information is dis-
seminated in a way to protect the privacy interests of all Ameri-
cans.

Senator KOHL. So you are saying the information, even if it turns
out to be without any correctness, the information is retained?

Attorney General GONZALES. Senator, I cannot provide any more
of an answer than the one I just gave. In terms of there are mini-
mization requirements that exist, and we understand that we have
an obligation to try to minimize intrusion into the privacy interests
of Americans, and we endeavor to do that.

Senator KOHL. Just to go back to what Senator Biden and then
Senator Kyl referred to about al Qaeda-to-al Qaeda within the
country, you are saying we do not get involved in those cases. Now,
it would—

Attorney General GONZALES. Not under the program on which I
am testifying, that is right.

Senator KOHL. It seems to me that you need to tell us a little
bit more because to those of us who are listening, that is incompre-
hensible that you would go al Qaeda-to-al Qaeda outside the coun-
try, domestic-outside the country, but you would not intrude into
al Qaeda-to-al Qaeda within the country. You are very smart. So
are we. And to those of us who are interacting here today, there
is something that unfathomable about that remark.

Attorney General GONZALES. Well, Senator, we certainly endeav-
or to try to get that information in other ways if we can. But that
is not what the President—

Senator KOHL. No, but isn’t it—you know, we need to have some
logic, some sense, some clarity to this discussion this morning.

Attorney General GONZALES. Senator, think about the reaction,
the public reaction that has arisen in some quarters about this pro-
gram. If the President had authorized domestic surveillance as
well, even though we were talking about al Qaeda-to-al Qaeda, I
think the reaction would have been twice as great. And so there
was a judgment made that this was the appropriate line to draw
in ensuring the security of our country and the protection of the
privacy interests of Americans.

Senator KOHL. I appreciate that. And before I turn it back, yet
the President has said, you know, with great justification, he is
going to protect the American people regardless, and if there is
some criticism, he will take the criticism. And yet you are saying
al Qaeda-to-al Qaeda within the country is beyond the bounds?

Attorney General GONZALES. Senator, it is beyond the bounds of
the program which I am testifying about today.

Senator KOHL. Thank you.
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Thank you, Mr. Chairman.

Chairman SPECTER. Thank you, Senator Kohl—

[Audience disruption.]

Chairman SPECTER. If you do not sit down immediately, you will
be removed from the chamber. Senator DeWine? Senator DeWine,
that is your introduction.

Senator DEWINE. Thank you, Mr. Chairman.

Senator SESSIONS. Mr. Chairman, I would like to state for the
record that you are not a fascist.

Chairman SPECTER. Thank you for that reassurance, Senator
Sessions.

[Laughter.]

Chairman SPECTER. Senator DeWine?

Senator DEWINE. Mr. Chairman, this issue has been raised sev-
eral times by several members. My understanding is Senator Rob-
erts, Chairman of the Intelligence Committee, has announced that
there will be a closed hearing on February 9th with Attorney Gen-
eral Gonzales as well as General Hayden to cover this issue.

Mr. Attorney General, thank you very much for being with us
today. We have had a lot of discussion and I know we are going
to continue to have discussion about this very serious constitutional
issue, constitutional law issue. Let me tell you, though, what I
know and what I truly believe. I truly believe that the American
people expect the President of the United States in a time of na-
tional emergency and peril to take actions to protect them, even if
those actions are not specifically authorized by statute. I think they
expect no less. They would want the President to do no less than
that.

Second, though, it is clear that there are serious legal and con-
stitutional questions concerning whether the Fourth Amendment
“reasonableness” requirement for searches requires the President,
after a period of time, after a program has been in place for a pe-
riod of time, to come to the Congress for statutory authorization to
continue such actions. Legal scholars, Mr. Attorney General, can
and certainly are debating this issue. But what is not debatable is
that both from a constitutional as well as from a policy point of
view, the President and the American people would be stronger,
this country would be stronger and the President would be stronger
if he did so, if he did come to the Congress for such specific statu-
tory authorization.

There was a reason that President George H.W. Bush and Presi-
dent George W. Bush both came to Congress prior to the respective
wars in Iraq, even though some people argued and would still
argue today that such resolutions were legally and constitutionally
unnecessary. Presidents are always stronger in the conduct of for-
eign affairs when Congress is on board.

Statutory authorization and congressional oversight for this pro-
gram would avoid what may be a very divisive, hurtful debate here
in Congress. I truly believe it is in our national interest to resolve
this matter as quickly as possible.

Mr. Attorney General, we need meaningful oversight by the In-
telligence Committee, followed then by whatever statutory changes
in the law might be appropriate.
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Let me ask you, to follow on that statement, a question. What
if Congress passed a law which just excluded FISA from any elec-
tronic surveillance of international communications where one
party to the communications is a member of or affiliated with al
Qaeda or a related terrorist group? And, further, if we went on and
provided that there would be the normal oversight by both the
House and the Senate Intelligence Committee, periodically that the
administration would report to the Intelligence Committees on the
progress of that program? We obviously have the ability within the
Committee to keep such things classified. We do it all the time.
What would be your reaction to that? Is that something that would
be possible from your point of view?

Attorney General GONZALES. Well, I will repeat what the Presi-
dent has said, and that is, to the extent that Congress wants to
suggest legislation, obviously we will listen to your ideas. I have al-
ready in response to an earlier question talked about some of the
concerns that we have. Obviously, generally most concerns can be
addressed in one way or the other, and if they could legitimately
be addressed, then obviously we would listen to your questions—
I mean, we would listen and consider your ideas.

Senator DEWINE. I appreciate that. You know, I understand your
legal position. You have made it very clear today, I think articu-
lated it very well. The administration has articulated it. Obviously,
there are others who don’t agree with your position. This is going
to be a debate we are going to continue to have. It just seems to
me that some 4 years into this program, this debate could be put
aside if—we ought to be able to find some way to be able to protect
the American people, but take care of what legal issues that some
might find to be there. And I would look forward, frankly, to work-
ing with you on that.

Let me move, if I could, to what to me has been a troubling ques-
tion about FISA, really unrelated to this program. And you and I
have talked about this before. You have talked today about how
FISA is being used. Frankly, it is being used more than it has been
used in the past.

Attorney General GONZALES. The use of FISA is up 18 percent
from 2004 to 2005.

Senator DEWINE. Let me talk about something, though, that
troubles me, and I have been talking and asking about this prob-
lem since 2004. Let me give you a quote from 2004. Director
Mueller of the FBI said, and I quote, “We still have some concerns,
and we are addressing it with the Department of Justice. But there
is still frustration out there in the field in certain areas where, be-
cause we have had to prioritize, we cannot get to certain requests
for FISA as fast as perhaps we might have in the past.”

My understanding, Mr. Attorney General, from recent informa-
tion that I have, current information, is that there is still a back-
log, that there are still what I would call mechanical problems,
both in the FISA Court and at Justice. Could you just briefly ad-
dress that? Because every time I see you, I am going to go back
at this because—I am not saying it is your fault, but I just think
it is something that working together we need to resolve. And this
is something, I think, that Congress has to play a part in. If you
don’t have the money, if you don’t have the resources, we cannot
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tolﬁrate a backlog in FISA applications if it can be fixed mechani-
cally.

Attorney General GONZALES. I appreciate the opportunity to re-
spond to that question, Senator.

I will say that the staff, our staff at the Department of Justice—
these are the experts in the FISA process—has in essence tripled
since 2002. I think we all realized following the attacks on 9/11
that we needed to get more folks on board to help us with the FISA
applications.

It still takes too long, in my judgment, to get FISAs approved.
I described in my opening statement the process that is involved
here. FISA applications are often an inch thick, and it requires a
sign-off by analysts out at NSA, lawyers at NSA, lawyers at the
Department, and finally me. And then it has got to be approved by
the FISA Court.

I have got to tell you—I was going to try to make this point in
response to a question from the Chairman—the members of the
FISA Court are heroes, as far as I am concerned. They are avail-
able day or night. They are working on weekends and holidays be-
cause they want to make themselves available. They are killing
themselves, quite frankly, making themselves available to be there,
to sign off on a FISA application if it meets the requirements of the
statute. But we still have some problems.

It is true that because of the procedures that are in FISA, it in-
herently is going to result in some kind of delay. And for that rea-
son, the President made the determination that for certain very
narrow circumstances, he is going to authorize the terrorist surveil-
lance program.

But we continue to work at it, and I know you are very inter-
ested in this, and I continue to—and I look forward to continuing
to have discussions with you about it.

Senator DEWINE. Well, I appreciate that, Mr. Attorney General.
It is something that continues to trouble me. Putting aside the
issue that we are here about today, FISA is a matter of national
security, and I am still hearing things that, frankly, disturb me.
And it is just a question of whether this can be sped up. Some
things are inherent, as you say, but I get the impression that part
of the problem is not inherent and I think could be fixed.

Attorney General GONZALES. Well, one of the things that hope-
fully will happen soon is the creation of a new national security di-
vision. As you know, the PATRIOT Act has a provision in it which
creates a new Assistant Attorney General for the national security
division. We believe that division will assist in the streamlining of
the FISA process.

Senator DEWINE. Thank you, Mr. Attorney General.

Attorney General GONZALES. Senator? Mr. Chairman?

Chairman SPECTER. Thank you, Senator DeWine.

Senator Feinstein?

Attorney General GONZALES. Mr. Chairman?

Senator SESSIONS. Mr. Chairman, I think the Attorney General
had a question.

Attorney General GONZALES. I am sorry. Could I make one point
in response to Senator Kohl? I made this point, but I want to make
sure that the Committee understands this in terms of domestic-to-
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domestic al Qaeda communications. I said that we are using other
authorities. To the extent we can engage in intercepting al Qaeda
domestic-to-domestic calls, even under FISA, if we can do it, we are
doing it. So I don’t want the American people to believe that we
are doing absolutely nothing about al Qaeda domestic-to-domestic
calls. The President has made a determination this is where the
line is going to be, and so we operate within those boundaries. And
so we take advantage of the tools that are out there. And FISA
isn’t always the most efficient way to deal with that, but if that is
all we have, that is what we use.

So I guess I want to make sure the American people understand
that we are not simply ignoring domestic-to-domestic communica-
tions of al Qaeda. We are going after it.

Chairman SPECTER. Thank you, Attorney General Gonzales, for
that clarification.

Senator Feinstein?

Senator FEINSTEIN. Thanks very much, Mr. Chairman.

I would like to make clear that, for me at least, this hearing is
not about whether our Nation should aggressively combat ter-
rorism. I think we all agree on that. And it is not about whether
we should use sophisticated electronic surveillance to learn about
terrorists’ plans, intentions and capabilities. We all agree on that.
And it is not about whether we should use those techniques inside
the United States to guard against attacks. We all agree on that.

But this administration is effectively saying—and the Attorney
General has said it today—it does not have to follow the law. And
this, Mr. Attorney General, I believe is a very slippery slope. It is
fraught with consequences. The Intelligence Committees have not
been briefed on the scope and nature of the program. They have
not been able to explore what is a link or an affiliate to al Qaeda
or what minimization procedures are in place. We know nothing
about the program other than what we have read in the news-
papers.

And so it comes with huge shock, as Senator Leahy said, that the
President of the United States in Buffalo, New York, in 2004,
would say, and I quote, “Any time you hear the U.S. Government
talking about wiretap, it requires—a wiretap requires a court
order. Nothing is changed, by the way. When we are talking about
chasing down terrorists, we are talking about getting a court order
before we do so.”

Mr. Attorney General, in light of what you and the President
have said in the past month, this statement appears to be false. Do
you agree?

Attorney General GONZALES. No, I don’t, Senator. In fact, I take
great issue with your suggestion that somehow the President of the
United States was not being totally forthcoming with the American
people. I have his statement, and in the sentence immediately be-
fore what you are talking about, he said he was referring to roving
wiretaps. And so I think anyone who—I think—

Senator FEINSTEIN. So you are saying that statement only relates
to roving wiretaps. Is that correct?

Attorney General GONZALES. Senator, that speech was about—
that discussion was about the PATRIOT Act, and right before he
uttered those words that you are referring to, he said, “Secondly,
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there are such things as roving wiretaps. Now, by the way, any
time you hear the U.S. Government talking about wiretaps, it re-
quires—a wiretap requires a court order.”

So, as you know, the President is not a lawyer, but this was a
discussion about the PATRIOT Act. This was a discussion about
roving wiretaps, and I think people are—some people are trying to
take part of his statement out of context, and I think that is unfair.

Senator FEINSTEIN. OK, fair enough. Let me move along.

In October 2002, at a public hearing of the Senate-House joint
inquiry into NSA activities, the then-NSA Director General Mi-
chael Hayden told me, “If at times I seem indirect or incomplete,
I hope that you and the public understand that I have discussed
our operations fully and unreservedly in earlier closed sessions.”

As I mentioned, the Intelligence Committee has not been noti-
fied.

Let me ask you this: If the President determined that a truthful
answer to questions posed by the Congress to you, including the
questions I ask here today, would hinder his ability to function as
Commander in Chief, does the authorization for use of military
force or his asserted plenary powers authorize you to provide false
or misleading answers to such questions?

Attorney General GONZALES. Absolutely no, Senator. Of course
not. Nothing—

Senator FEINSTEIN. Thank you. I just asked the question. A yes
or no—

Attorney General GONZALES [continuing]. Would excuse false
statements before the Congress.

Senator FEINSTEIN. All right. You have advanced what I think is
a radical legal theory here today. The theory compels the conclu-
sion that the President’s power to defend the Nation is unchecked
by law, that he acts alone and according to his own discretion, and
that the Congress’s role at best is advisory. You say that the Au-
thorization for Use of Military Force allows the President to cir-
cumvent the Foreign Intelligence Surveillance Act, and that if the
AUMF doesn’t, then the Constitution does.

Senator Daschle has testified that when he was Majority Leader,
the administration came to him shortly before the AUMF came to
the floor and asked that the words “inside the United States” be
added to the authorization, and that he said, “Absolutely not,” and
it was withdrawn.

The question I have is: How do you interpret congressional intent
from the passage of the AUMF that it gave the administration the
authority to order electronic surveillance of Americans in con-
travention to the FISA law?

Attorney General GONZALES. Senator, it is not in contravention
of the FISA law. We believe the authorization to use military force
is the kind of congressional action that the FISA law anticipated.
It has never been our position that somehow the AUMF amended
FISA. It has never been our position that somehow FISA has been
overridden. Quite the contrary, we believe that the President’s au-
thorizations are fully consistent with the provisions of FISA. In
terms of—

Senator FEINSTEIN. Now, let me stop you just for a second. I have
read the FISA law. There are only two escape hatches: one is 15
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days after a declaration of war, and the second is the 72-hour pro-
vision, which was actually amended by us in the PATRIOT Act
from a lower number to 72 hours. Those are the only two escape
hatches in FISA.

What in FISA specifically then allows you to conduct electronic
intelligence—excuse me, electronic surveillance within America on
Americans?

Attorney General GONZALES. I believe that in Section 109 it talks
about persons not engaging in electronic surveillance under color of
law except as authorized by statute. I may not have it exactly
right. We believe that that is the provision in the statute which al-
lows us to rely upon the authorization of the use of military force.

Now, you may say, well, I disagree with that construction That
may be so. There may be other constructions that may be fairly
possible. We believe this is a fairly possible reading of FISA, and
as the Supreme Court has said, under the Canon of Constitutional
Avoidance, if you have two possible constructions of a statute and
one would result in raising a constitutional issue, if the other inter-
pretation is one that is fairly possible, that is the interpretation
that must be applied. And if you reject our interpretation of FISA,
Senator, then you have a situation where you have got an Act of
Congress in tension with the President’s constitutional authority as
Commander in Chief. And the Supreme Court has said when that
happens, you go with another interpretation if it is a fair applica-
tion, and that is what we have done here.

Senator FEINSTEIN. Could you check your citation? I just read
1109,1r1and I do not believe it says that. We will talk about that after
unch.

Attorney General GONZALES. Yes, ma’am.

Senator FEINSTEIN. Let me go on and tell you why it is a slippery
slope. Senator Kennedy asked you about first-class mail, has it
been opened, and you declined answering. Let me ask this way:
Has any other secret order or directive been issued by the Presi-
dent or any other senior administration official which authorizes
conduct which would otherwise be prohibited by law? Yes or no will
do.

Attorney General GONZALES. Senator, the President has not au-
thorized any conduct that I am aware of that is in contravention
of law.

Senator FEINSTEIN. Has the President ever invoked this author-
ity with respect to any activity other than NSA surveillance?

Attorney General GONZALES. Again, Senator, I am not sure how
to answer that question. The President has exercised his authority
to authorize this very targeted surveillance of international com-
munications of the enemy. I am sorry. Your question is?

Senator FEINSTEIN. Has the President ever invoked this author-
ity with respect to any activity other than the program we are dis-
cussing, the NSA surveillance—

Attorney General GONZALES. Senator, I am not comfortable going
down the road of saying yes or no as to what the President has or
has not authorized. I am here—

Senator FEINSTEIN. OK. That is fine. I just want to ask some oth-
ers. If you don’t want to answer them, don’t answer them.

Attorney General GONZALES. Yes, ma’am.
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Senator FEINSTEIN. Can the President suspend the application of
the Posse Comitatus Act?

Attorney General GONZALES. Of course, Senator, that is not what
is at issue here.

Senator FEINSTEIN. I understand that.

Attorney General GONZALES. This is not about law enforcement.
This is about foreign intelligence.

Senator FEINSTEIN. I am asking questions. You choose not to an-
swer it?

Attorney General GONZALES. Yes, ma’am.

Senator FEINSTEIN. OK. Can the President suspend, in secret or
otherwise, the application of Section 503 of the National Security
Act, which states that no covert action may be conducted which is
intended to influence United States political processes, public opin-
ion, policies, or media? In other words, can he engage in otherwise
illegal propaganda?

Attorney General GONZALES. Senator, let me respond to—this
will probably be my response to all your questions of these kinds
of hypotheticals. The question as to whether or not Congress can
pass a statute that is in tension with a President’s constitutional
authority, those are very, very difficult questions. And for me to
answer those questions sort of off the cuff I think would not be re-
sponsible. I think that, again, we have got—

Senator FEINSTEIN. OK. That is fine. I don’t want to argue with
you. All T am trying to say is this is a slippery slope. Once you do
one, there are a whole series of actions that can be taken, and I
suspect the temptations to take them are very great. We are either
a Nation that practices our rule of law or we are not.

Has any Supreme Court case since FISA held that the President
can wiretap Americans once Congress has passed a law forbidding
this without warrant?

Attorney General GONZALES. I think the only case that comes to
mind that is really pertinent would be the 2002 case, In re Sealed
Case, by the FISA Court of Review where, while the court did not
decide this issue, the court acknowledged that every case that has
considered this has found that the President has the inherent au-
thority. And assuming that to be true, that court said that FISA
could not encroach upon those authorities, those constitutional in-
herent authorities.

Senator FEINSTEIN. My time is up. Thank you, Mr. Chairman.

Chairman SPECTER. Thank you, Senator Feinstein.

Senator Sessions?

Senator SESSIONS. Thank you.

Attorney General Gonzales, I believe you have faithfully fulfilled
your responsibility to give your best honest answers to the ques-
tions so far. I think they have been very effective. If people have
listened, I think they will feel much better about the program that
the President has authorized and that you are explaining, because
some of the news articles in particular gave the impression that
there is widespread wiretapping of American citizens in domestic
situations, and in every instance there is an international call.
Most of us by plain language would understand “international” to
be different from “domestic,” and the President has limited this to
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international calls in which one or more parties are connected to
al Qaeda. Is that correct?

Attorney General GONZALES. Sir, the program that I am talking
about today, yes, is limited to international calls.

Senator SESSIONS. And I am sorry that there are those who
would suggest that in previous testimony you may have not been
truthful with the Committee. I don’t believe that is your reputa-
tion. I don’t believe that is fair. I think you have a good answer
to any of those charges. And I also think it is unfortunate that we
are in a position where, when the President is talking about the
PATRIOT Act, just like we talked about the PATRIOT Act through-
out the debate on the PATRIOT Act, we insisted that it did not au-
thorize non-warrant wiretaps or searches. That is what we said
about the PATRIOT Act, because it did not. So don’t you think it
is unfair to mix classified international surveillance issues with the
PATRIOT Act debate?

Attorney General GONZALES. Well, Senator, I don’t know if it is
my place to characterize whether it is fair or unfair. I do believe
that there is a difference, certainly in practice, and a difference rec-
ognizing the course between domestic surveillance and inter-
national surveillance.

Senator SESSIONS. Well, I think it is important for us to remem-
ber the world is hearing this, and so we have people suggesting
that the Attorney General of the United States and the President
of the United States are deliberately lying. And it is not fair. It is
not accurate. It is not true. So I think that is important.

With regard to the briefing of Congress, the eight members that
have been designated to receive highly secret information were
briefed on this program, were they not, Attorney General Gonzales?

Attorney General GONZALES. Sir, from the outset, the bipartisan
leadership of the Intel Committees have been briefed in great de-
tail about this, and there have also, in addition, been fewer brief-
ings with respect to the bipartisan congressional leadership.

Senator SESSIONS. I would just note that, of course, there are
eight that hold those positions, but since the beginning of the pro-
gram, at least 15 individuals have been in and out of those posi-
tions, including Tom Daschle, Bob Graham, and Dick Gephardt,
who are no longer in Congress, but were presumably part of that
process and were aware of it and participated in passing the FISA
Act and believed that it was correct to go forward. I don’t think
they were hot-boxed or forced into this. I believe they weighed
these issues based on what they thought the national interest was
and what the law was, and they made their decision not to object
to this program. And there has been no formal objection by any of
those members to this program, and I think it is unfair to suggest
that the President has acted in secret without informing key Mem-
bers of Congress about this highly classified program.

Attorney General GONZALES. Senator, of course, I cannot speak
for the Members of Congress, but to my knowledge, no one has as-
serted the program should be stopped.

Senator SESSIONS. I thought about the Super Bowl. There was
some reference to the intense security around that event, that po-
lice and Secret Service and every available Federal and, I guess,
State agency that could be brought into that were intensely aware
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that there could be an attack on the Super Bowl or any other major
public event like that. But the Super Bowl would be a prime target,
would you not agree, of the al Qaeda types?

Attorney General GONZALES. Clearly, we would have concerns
that events like the Super Bowl would be ones that would be at-
tractive to al Qaeda.

Senator SESSIONS. And intelligence is valuable to that. I mean,
that is the key to it, and that is what we are trying to gather, and
everybody understood after 9/11 that our failure was not in the ca-
pability to stop people; it was our capability to identify them. This
program seems to me to be a step forward in our ability to identify
them, and I believe, as you have explained it, it is consistent with
our laws.

With regard to statutory construction and how we should con-
strue it, people have made the point that it is a general principle
that a specific statute might control over a general statute. But
isn’t it true that if a general statute clearly contemplates certain
actions, and it cannot be effective without those actions, then it will
overrule the more specific earlier statute?

Attorney General GONZALES. Depending on the circumstances,
that would certainly be true, Senator. I might just also remind peo-
ple when you are talking about general statutes versus specific
statutes, this same argument was raised in connection with the
Hamdi case. We had a specific statute that said no American cit-
izen could be detained except as otherwise authorized by statute.
And the Supreme Court said the authorization to use military
force, even though it may have been characterized by some as a
broad grant of authority, nonetheless, that was sufficient to over-
ride the prohibition in 4001(a).

Senator SESSIONS. I think that is absolutely critical. I believe the
Hamdi case is a pivotal authority here. After FISA, after the au-
thorization of force against al Qaeda, an American citizen was de-
tained without trial, and the Supreme Court of the United States
held that since it was part of a military action in wartime, that
person could be held without trial as an incident to the authoriza-
tion of force. Would you not agree that listening in on a conversa-
tion is less intrusive than putting an American citizen in jail?

Attorney General GONZALES. It would certainly seem to me that
it would be less intrusive. Just for the record, the language that
I keep referring to, “fundamental incident of waging war,” was
from Justice O’Connor. It is part of a plurality. And, of course, Jus-
tice Thomas in essence would have felt the President had the in-
herent authority under the Constitution to detain an American cit-
izen.

So I just want to make sure that we are accurate in the way we
describe the decisions by the court.

Senator SESSIONS. Well, you have been very careful about those
things, and we appreciate that.

With regard to history, you made reference to history. Isn’t it
true—of course—that President Washington instructed his army to
find ways to intercept letters from British operatives? President
Lincoln ordered warrantless tapping of telegraph lines, telegraph
communications during the Civil War to try to identify troop move-
ments of the enemy?
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Is it true that President Wilson authorized the military to inter-
cept all telephone and telegraph traffic going into and out of the
United States?

Attorney General GONZALES. That is correct.

Senator SESSIONS. And that President Roosevelt instructed the
government to use listening devices to learn the plans of spies in
the United States and that he gave the military the authority to
access, without review, without warrant, all telecommunications
“passing between the United States and any foreign country.”

Attorney General GONZALES. That is correct, sir.

Senator SESSIONS. What I would say to my colleagues and to the
American people is, under FISA and other standards that we are
using today, we have far more restraints on our military and the
executive branch than history has demonstrated. We have abso-
lutely not—we are not going hog wild restraining American lib-
erties. In fact, the trend has been to provide more and more protec-
tions, and there can be a danger that we go too far in that and
allow sleeper cells in this country to operate in a way that they are
successful in killing American citizens that could have been inter-
cepted and stopped.

Attorney General GONZALES. Of course, Senator, we are doing ev-
erything we can to ensure that that does not happen.

Senator SESSIONS. But when you do domestic—well, I will not go
into that.

I want to ask you this question about President Clinton’s admin-
istration ordering several warrantless searches on the home and
property of an alleged spy, Aldrich Ames. Actually, he was con-
victed. Isn’t that true? It also authorized a warrantless search of
the Mississippi home of a suspected terrorist financier. And the
Deputy Attorney General, Jamie Gorelick, the second in command
of the Clinton Department of Justice, said this: “[Tlhe President
has inherent authority to conduct warrantless physical searches for
foreign intelligence purposes,” and “the rules and methodology for
criminal searches are inconsistent with the collection of foreign in-
telligence and would unduly frustrate the President in carrying out
his foreign intelligence responsibilities.”

éxre? those comments relevant to the discussion we are having
today?

Attorney General GONZALES. As I understand it, that was her
testimony, and I think there was an acknowledgment of the Presi-
dent’s inherent constitutional authority.

Now, of course, some would rightly say that in response to that,
FISA was changed to include physical searches, and so the ques-
tion is—again, that tees up, I think, a difficult constitutional issue,
whether or not—can the Congress constitutionally restrict the abil-
ity of the President of the United States to engage in surveillance
of the enemy during a time of war? And, fortunately, I don’t think
we need to answer that question. I think in this case the Congress
has authorized the President to use all necessary and appropriate
force, which would include electronic surveillance of the enemy.

Senator SESSIONS. But Deputy Attorney General Gorelick in the
Clinton administration defended these searches. She asserted it
was a constitutional power of the President, and this was in a pe-
riod of peace, not even in war. Isn’t that correct?
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Attorney General GONZALES. That is correct.

Senator SESSIONS. Thank you, Mr. Chairman.

Chairman SPECTER. Thank you, Senator Sessions.

We will now take a luncheon break, and we will resume at 1:45.

[Whereupon, at 12:35 p.m., the Committee recessed, to reconvene
at 1:45 p.m., this same day.]

AFTERNOON SESSION [1:45 P.M.]

Chairman SPECTER. It is 1:45. The Committee prides itself on
being prompt, and we thank you, Mr. Attorney General, for being
prompt in coming back.

I think the hearings have been very productive. We’ve had full
attendance, or almost full attendance, and I think the other Sen-
ators who could not be here early have an excuse—it is unusual to
have Monday morning session for the U.S. Senate. And we have
done that because this Committee has been so busy. We have as-
bestos reform legislation, which Senator Leahy and I are cospon-
soring, which is coming to the floor later today and we have had
a full platter with the confirmation of Justice Alito. We wanted to
have this hearing at an early date and this was the earliest we
could do, given the intervening holidays after the program was an-
nounced back on December 16th.

We anticipated a full day of hearings and at least two rounds,
and it is apparent to me at this point that we are not going to be
able to finish today within a reasonable time. Senator Feingold is
nodding in the affirmative. That is the first time I have got him
to nod in the affirmative today, so you see we are making some
progress. But I do believe there will be a full second round. We
don’t function too well into the evening. If we have to, we do, but
it is difficult for the witness. I have conferred with the Attorney
General, who has graciously consented to come back on a second
day. So we will proceed through until about 5 o’clock this afternoon
and then we will reschedule for another day. By that time, every-
body will have had a first round, and it will give us the time to
digest what we have heard. Then we will continue on a second day.

Senator Feingold, you are recognized.

Senator FEINGOLD. Good afternoon, Mr. Attorney General and
Mr. Chairman.

Let me say, of course, we have a disagreement, Mr. Chairman,
about whether this witness should have been sworn, and that is a
serious disagreement. But let me nod in an affirmative way about
your Pittsburgh Steelers, first of all.

[Laughter.]

Chairman SPECTER. Green Bay—

Senator FEINGOLD. Green Bay will be back.

Senator SPECTER. With Green Bay out of it, why not root for the
Steelers, Senator Feingold?

S}elznator LEAHY. That is why we didn’t have the hearing last
night.

Senator FEINGOLD. Well, I understood that. I was curious about
that.

Chairman SPECTER. Reset the clock at 10 minutes.

[Laughter.]

Chairman SPECTER. I was only kidding.



54

Senator FEINGOLD. Let me also say, Mr. Chairman, despite our
disagreement about the swearing-in issue, that I praise you for
your candor and your leadership on this issue and for holding this
hearing and the other hearings you may be holding.

I also want to compliment some of my colleagues on the other
side of the aisle for their candor on this issue already, publicly.
People like Senator DeWine, Senator Graham, Senator Brownback.
Maybe they don’t want me to mention their names, but the fact is
they have publicly disputed this fantasy version of the justification
of this based on the Afghanistan Resolution. It is a fantasy version
that no Senator, I think, can actually believe that we authorized
this wiretapping.

So the fact is, this can and should be a bipartisan issue. I see
real promise for this being a bipartisan issue, and it should be. But
the problem here is that what the administration has said is that
when it comes to national security, the problem is that the Demo-
crats have a pre-9/11 view of the world.

Well, let me tell you what I think the problem is. The real prob-
lem is that the President seems to have a pre-1776 view of the
world. That is the problem here. All of us are committed to defeat-
ing the terrorists who threaten our country, Mr. Attorney General.
It is, without a doubt, our top priority. In fact I just want to read
again what you said: “As the President has said, if you are talking
with al Qaeda, we want to know what you're saying.” Absolutely
right. No one on this Committee, I think no one in this body be-
lieves anything other than that. I want to state it as firmly as I
can.

But I believe that we can and must do that without violating the
Constitution or jeopardizing the freedoms on which this country
was founded. Our forefathers fought a revolution, a revolution to
be free from rulers who put themselves above the law. And I have
to say, Mr. Chairman, I think this administration has been vio-
lagcing the law and is misleading the American people to try to jus-
tify it.

This hearing is not just a hearing about future possible solutions.
That is fine to be part of the answer and part of the hearing. This
gearing, Mr. Chairman, is also an inquiry into possible wrong-

oing.

Mr. Attorney General, there have already been a few mentions
today of your testimony in January of 2005, your confirmation
hearing. I am going to ask you a few quick, simple and factual
questions, but I want to make it clear that I don’t think this hear-
ing is about our exchange or about me or what you said to me in
particular. I am concerned about your testimony at that time be-
cause I do believe it was materially misleading. But I am even
more concerned about the credibility of your administration, and I
am even more concerned than that about the respect for the rule
of law in this country. So that is the spirit of my questions.

Mr. Attorney General, you served as White House Counsel from
January 2001 until you became Attorney General in 2005. On Jan-
uary 6, 2005, you had a confirmation hearing for the Attorney Gen-
eral position before this Committee. Mr. Attorney General, you tes-
tified under oath at that hearing, didn’t you?

Attorney General GONZALES. Yes, sir.
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Senator FEINGOLD. And, sir, I don’t mean to belabor the point,
but just so the record is clear, did you or anyone in the administra-
tion ask Chairman Specter or his staff that you not be put under
oath today?

Attorney General GONZALES. Senator, I have already indicated
for the record, the Chairman asked my views about being sworn in
and I said I had no objection.

Senator FEINGOLD. But did anyone, you or anyone in the admin-
istration, ask the Chairman to not have you sworn?

Attorney General GONZALES. Sir, not to my knowledge.

Chairman SPECTER. The answer is no.

Senator FEINGOLD. That’s fine.

At the time you testified in January of 2005, you were fully
aware of the NSA program, were you not?

Attorney General GONZALES. Yes, sir.

Senator FEINGOLD. You were also fully aware at the time you
testified that the Justice Department had issued a legal justifica-
tion for the program. Isn’t that right?

Attorney General GONZALES. Yes, there had been legal analysis
performed by the Department of Justice.

Senator FEINGOLD. And you as White House Counsel agreed with
that legal analysis, didn’t you?

Attorney General GONZALES. I agreed with the legal analysis,
yes.

Senator FEINGOLD. And you had signed off on the program,
right?

Attorney General GONZALES. Yes. I do believe the President—I
did believe at the time that the President has the authority to au-
thorize this kind of—

Senator FEINGOLD. And you had signed off on that legal opinion.
And yet, when I specifically asked you at the January 2005 hearing
whether in your opinion the President can authorize warrantless
surveillance notwithstanding the foreign intelligence statutes of
this country, you didn’t tell us yes. Why not?

Attorney General GONZALES. Sir, I believe your question, the hy-
pothetical you posed—and I do consider it a hypothetical—which is
whether or not had the President authorized activity, and specifi-
cally electronic surveillance, in violation of the laws—and I have
tried to make clear today that in the legal analysis in the white
paper, the position of the administration is, is that we—the Presi-
dent has authorized electronic surveillance in a manner that is to-
tally consistent, not in violation, not—not overriding provisions of
FISA, but totally consistent with FISA.

Senator FEINGOLD. Mr. Attorney General, certainly it was not a
hypothetical, as we now know.

Attorney General GONZALES. Your—Senator, your question was
whether or not the President had authorized certain conduct in vio-
lation of law. That was a hypothetical.

Senator FEINGOLD. My question was whether the President could
have authorized this kind of wiretapping.

Attorney General GONZALES. In violation of the criminal statutes.
And our position is and has been, is that no, this is not in violation
of the criminal statutes. FISA cannot be—
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Senator FEINGOLD. You said the question was merely hypo-
thetical and that—Look, this is what you said: It’'s not the policy
or the agenda of this President to authorize actions that would be
in contravention of our criminal statutes. And when you said that,
you knew about this program. In fact, you just told me that you
had approved it and you were aware of the legal analysis to justify
it. You wanted this Committee and the American people to think
that this kind of program was not going on. But it was. And you
knew that. And I think that is unacceptable.

Attorney General GONZALES. Senator, your question was whether
or not the President had authorized conduct in violation of law, and
I—

Senator FEINGOLD. The question was whether the President—

Attorney General GONZALES [continuing]. And I have laid out—
I have—

Senator FEINGOLD. Mr. Attorney General, my question was
whether the President would have the power to do that.

Attorney General GONZALES. And Senator, the President has not
authorized conduct in violation of our criminal statutes. We have
laid out a 42-page analysis of our legal position here. The authori-
ties the President has exercised are totally consistent with the
criminal provision. The primary criminal provision in FISA is Sec-
tion 109.

Senator FEINGOLD. I have heard all your arguments. But I want
to get back to your testimony, which frankly, Mr. Attorney General,
anybody that reads it basically realizes you were misleading this
Committee. You could have answered the question truthfully. You
could have told the Committee that, yes, in your opinion, the Presi-
dent has that authority. By simply saying the truth, that you be-
lieve the President has the power to wiretap Americans without a
warrant, would not have exposed any classified information.

My question wasn’t whether such illegal wiretapping was going
on. Like almost everyone in Congress, I didn’t know, of course,
about the program then. It wasn’t even about whether the adminis-
tration believed that the President has this authority. It was a
question about your view of the law—about your view of the law—
during a confirmation on your nomination to be attorney general.

So of course if you had told the truth, maybe that would have
jeopardized your nomination. You wanted to be confirmed. And so
you let a misleading statement about one of the central issues of
your confirmation, your view of Executive power, stay on the record
until the New York Times revealed the program.

Attorney General GONZALES. Senator, I told the truth then, I am
telling the truth now. You asked about a hypothetical situation of
the President of the United States authorizing electronic surveil-
lance in violation of our criminal statutes. That has not occurred.

Senator FEINGOLD. Mr. Chairman, I think the witness has taken
mincing words to a new high. No question in my mind that when
you answered the question was a hypothetical, you knew it was not
a hypothetical and you were under oath at the time.

Let me switch to some other misrepresentations.

Chairman SPECTER. Wait a minute. Do you care to answer that
Attorney General Gonzales?
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Attorney General GONZALES. Senator, as I have stated before,
what I said was the truth then, it is the truth today. The President
of the United States has not authorized electronic surveillance in
violation of our criminal statutes. We have laid out in great detail
our position that the activities are totally consistent with the crimi-
nal statute.

Senator FEINGOLD. All you had to do, Mr. Attorney General, was
indicate that it was your view that it was legal. That was what my
question was. I would have disagreed with your conclusion. But
that is not what you said, and you referred to this as merely a hy-
pothetical.

Mr. Attorney General, the administration officials have been very
misleading in their claims in justifying the spying program. To
make matters worse, last week in the State of the Union the Presi-
dent repeated some of these claims. For one thing, the President
said that his predecessors have used the same constitutional au-
thority that he has.

Isn’t it true that the Supreme Court first found that phone con-
versations are protected by the Fourth Amendment in the 1967
Katz case?

Attorney General GONZALES. Yes, in the 1967 Katz case, the Su-
preme Court did find that telephone conversations are covered by
the Fourth Amendment.

Senator FEINGOLD. So when the Justice Department points to
Presidents Wilson and Roosevelt’s actions, those are really irrele-
vant, aren’t they?

Attorney General GONZALES. Absolutely not, Senator. I think
that they are important in showing that Presidents have relied
upon their constitutional authority to engage in warrantless sur-
veillance of the enemy during a time of war. The fact that the
Fourth Amendment may apply doesn’t mean that a warrant is nec-
essarily required in every case. As you know, there is jurisprudence
of the Supreme Court regarding special needs—normally in the na-
tional security context, outside of the ordinary criminal law con-
text, where, because of the circumstances, searches without war-
rants would be justified.

Senator FEINGOLD. Mr. Chairman, my time is up. I will continue
this line of questioning later.

Chairman SPECTER. Thank you very much, Senator Feingold.

Senator Graham.

Senator GRAHAM. Thank you, Mr. Chairman.

I would like to congratulate you also for having these hearings.
I think what we are talking about is incredibly important for the
country in terms of the future conduct of wars and how we relate
constitutionally to each other, and personally how we relate. I find
your testimony honest, straightforward. Your legal reasoning is
well articulated. I don’t agree with it all.

About hiding something about this program, is it not true that
the Congress has been briefed extensively, at least a small group
of Congressmen and Senators about this program?

Attorney General GONZALES. Senator, I have not been present, as
I have testified before, at all of the briefings. But in the briefings
that I have been present, the briefings were extensive, the briefings
were detailed. Members—certain—members who were present at
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the briefing were given an opportunity to ask questions, to voice
concerns.

Senator GRAHAM. And if any member of this body believes that
you have done something illegal, they could put in legislation to
terminate this program, couldn’t they? Isn’t that our power?

Attorney General GONZALES. Certainly, Senator, it—

Senator GRAHAM. Well, I would think if you believed our Presi-
dent was breaking the law, you would have the courage of your
convictions and you would bring—you would stop funding for it.

Now, it seems to me there are two ways we can do this. We can
argue what the law is, we can argue if it was broken, we can play
a political dance of shirts v. skins, or we can find consensus as to
what the law should be—and I associate myself with Senator
DeWine as to what I think it should be. In a dangerous and dif-
ficult time for our country, I choose inquiry versus inquisition, col-
laboration versus conflict.

To me, there are two big things that this Congress faces and this
President faces. In all honesty, Mr. Attorney General, the statutory
force resolution argument that you are making is very dangerous
in terms of its application for the future. Because if you overly in-
terpret the force resolution—and I will be the first to say when I
voted for it, I never envisioned that I was giving to this President
or any other President the ability to go around FISA carte blanche.

And you are right, it is not my intent; it is the letter of the reso-
lution. What I am saying is that if you came back next time, or the
next President came back to this body, there would be a memory
bank established here and I would suggest to you, Mr. Attorney
General, it would be harder for the next President to get a force
resolution if we take this too far and the exceptions may be a mile
long. Do you share my concern?

Attorney General GONZALES. I understand your concern, Senator.

Senator GRAHAM. Thank you. I appreciate that.

So that is just a comment about the practical application of
where we could go one day if we over-interpret. Because the offer
is on the table. Let’s make sure we have understanding, because
if we have the same understanding between the executive, the leg-
islative, and the judicial branch, our enemy is weaker and we are
stronger.

Now to the inherent authority argument. Taken to its logical con-
clusion, it concerns me that it could basically neuter the Congress
and weaken the courts. I would like to focus a minute on the inher-
ent-authority-of-the-President-during-a-time-of-war concept. I will
give you a hypothetical and you can answer it if you choose to, and
I understand if you won’t.

There is a detainee in our charge, an enemy prisoner, a high-
value target. We believe, reasonably believe that this person pos-
sesses information that could save millions or thousands of Amer-
ican lives. The President as Commander in Chief tells the military
authorities in charge you have my permission, my authority, I am
ordering you to do all things necessary, and these five things I am
authorizing. Do it because I am Commander in Chief and we have
to protect the country.

There is a preexisting statute on the book, passed by the Con-
gress, called the Uniform Code of Military Justice. And it tells our
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troops that if you have a prisoner in your charge, you are not to
do these things. And they are the same five things.

What do we do?

Attorney General GONZALES. Well, of course, Senator, the Presi-
dent has already said that we are not going to engage in torture.
He has made that—that is a categorical statement by the Presi-
dent. As to whether or not the statute that you referred to would
be constitutional, these kinds of questions are very, very difficult.

One could make the argument, for example, that the provision in
the Constitution that talks about Congress under section 8 of Arti-
cle I, giving Congress the specific authority to make rules regard-
ing captures, that that would give Congress the authority to legis-
late in this area.

Now, there is some disagreement among scholars about what
“captures” means—

Senator GRAHAM. And I will tell you, it is talking about ships.
It is not talking about people. But it is clear to me that the Con-
gress has the authority to regulate the military, to fund the mili-
tary. And the Uniform Code of Military Justice is a statutory
scheme providing guidance, regulation, and punishment to the
military that the Congress passes.

Attorney General GONZALES. That would probably—I think most
scholars would say that would fall under that—the clause in sec-
tion 8 of Article I giving the Congress the authority to pass rules
regarding Government and regulation of the Armed Forces.

Senator GRAHAM. And I would agree with those scholars. And the
point I am trying to say is that we can tell our military don’t you
do this to a detainee, and you as Commander in Chief can tell the
military we have to win the war, we have to protect ourselves.
Now, what I am trying to say is that I am worried about the person
in the middle here. Because if we had adopted the reasoning of the
Bybee memo—that has been repudiated, appropriately—the point I
was trying to make at your confirmation hearing is that the legal
reasoning used in determining what torture would be under the
Convention of Torture or the torture statute not only was strained
and made me feel uncomfortable, it violated an existing body of law
that was already on the books called the Uniform Code of Military
Justice. If a military member had engaged in the conduct outlined
by the Bybee memo, they could have been prosecuted for abusing
a detainee because it is a crime in the military, Mr. Attorney Gen-
eral, for a guard to slap a prisoner, much less have something
short of major organ failure.

This is really a big deal for the people fighting the war. And if
you take your inherent-authority argument too far, then I am real-
ly concerned that there is no check and balance. And when the Na-
tion is at war, I would argue, Mr. Attorney General, you need
checks and balances more than ever, because within the law we
put a whole group of people in jail who just looked like the enemy.

Attorney General GONZALES. Senator, if I could just respond. I
am not—maybe I haven’t been as precise with my words as I might
have been. I don’t think I have talked about inherent exclusive au-
thority. I have talked about inherent authority under the Constitu-
tion in the Commander in Chief. Congress, of course, and I have



60

said in response to other questions, they have a constitutional role
to play also during a time of war.

Senator GRAHAM. We coexist.

Now, can I get to the FISA statute in 2 minutes here? And I hope
we do have another round, because this is very important. I am not
here to accuse anyone of breaking the law; I want to create law
that \évill help people fighting the war know what they can and
can’t do.

The FISA statute, if you look at the legislative language, they
made a conscious decision back in 1978 to resolve this two-lane de-
bate. There are two lanes you can go down as Commander in Chief.
You can act with the Congress and you can have inherent author-
ity as Commander in Chief. The FISA statute said, basically, this
is the exclusive means to conduct foreign surveillance where Amer-
ican citizens are involved. And the Congress, it seems to me, gave
you a one-lane highway, not a two-lane highway. They took the in-
herent-authority argument, they thought about it, they debated it,
and they passed a statute—if you look at the legislative language—
saying this shall be the exclusive means. And it is different than
1401.

So I guess what I am saying, Mr. Attorney General, if I buy your
argument about FISA, I can’t think of a reason you wouldn’t have
the authority ability, if you chose to, to set aside the statute on tor-
ture if you believed it impeded the war effort.

Attorney General GONZALES. Well, Senator, whether or not we
set aside a statute, of course, is not—

Senator GRAHAM. But inherent authority sets aside the statute.

Attorney General GONZALES. That is not what we are talking
about here. We don’t need to get to that tough question.

Senator GRAHAM. If you don’t buy the force resolution argument,
if we somehow magically took that off the table, that is all you are
left with is inherent authority. And Congress could tomorrow
change that resolution. And that is dangerous for the country if we
get in a political fight over that.

All T am saying is the inherent-authority argument in its applica-
tion, to me, seems to have no boundaries when it comes to execu-
tive decisions in a time of war. It deals the Congress out, it deals
the courts out and, Mr. Attorney General, there is a better way.
And in our next round of questioning we will talk about that better
way.

Attorney General GONZALES. Sir, can I simply make one quick
response, Mr. Chairman?

Chairman SPECTER. You may respond, Attorney General.

Attorney General GONZALES. Well, the fact that the President,
again, may have inherent authority doesn’t mean that Congress
has no authority in a particular area. And we look at the words of
the Constitution and there are clear grants of authority to the Con-
gress in a time of war. And so if you are talking about competing
constitutional interests, that is when you get into sort of the third
part of the Jackson analysis.

Senator GRAHAM. That is where we are at right now.

Attorney General GONZALES. I don’t believe that is where we are
at right now, sir.

Senator GRAHAM. That is where you are at with me.
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Attorney General GONZALES. Sir, even under the third part of the
Jackson analysis—and I haven’t done the detailed work that obvi-
ously these kinds of questions require. These are tough questions,
but I believe that the President does have the authority under the
Constitution.

Chairman SPECTER. Thank you, Senator Graham.

Senator Schumer.

Senator SCHUMER. Thank you, Mr. Chairman.

And General Gonzales, I just want to make a couple of points
that are important to keep in mind as we ask you questions. First,
we all support a strong, robust, and vigorous national security pro-
gram. Like everyone else in this room, I want the President to have
all the legal tools he needs as we work together to keep our Nation
safe and free, including wiretapping. And I appreciate the difficult
job you and the President have balancing security and liberty. That
is not an easy one.

But I firmly believe that we can have both security and rule of
law. And I am sure you agree with that, General Gonzales, don’t
you?

Attorney General GONZALES. Yes, Senator.

Senator SCHUMER. And that is what distinguishes us from so
many other nations, including our enemies. Is that correct?

Attorney General GONZALES. That is correct.

Senator SCHUMER. Now, the first job of Government is to protect
our security, and everyone on this Committee supports that. But
another important job of Government is to enforce the rule of law,
because the temptation to abuse the enormous power of the Gov-
ernment is very real. That is why we have checks and balances.
They are at the fulcrum of our democracy. You agree with that?

Attorney General GONZALES. I agree with that, Senator.

Senator SCHUMER. I have to say, by the way, that is why I am
disappointed that Chairman Specter wouldn’t let us show the clip
of the President’s speech. Senator Specter said that the transcript
speaks for itself. But seeing the speech with its nuances is actually
very different from reading the record. And when you watch the
speech, it seems clear that the President isn’t simply talking about
roving wiretaps, he is talking about all wiretaps. Because the fact
that you don’t wiretap citizens without a warrant has been a bed-
rock of American principles for decades.

Nonetheless, having said that, I am gratified that these hearings
have been a lot less partisan than the previous ones we held in this
room. And many Republican colleagues have voiced concerns about
the administration policy. I want to salute my Republican col-
leagues for questioning some of these policies—Chairman Specter
and Senator DeWine, Senator Brownback, Senator Graham, and
others. But it is not just Republican Senators who seriously ques-
tion the NSA program, but very high-ranking officials within the
administration itself.

Now, you have already acknowledged that there were lawyers in
the administration who expressed reservations about the NSA pro-
gram. There was dissent. Is that right?

Attorney General GONZALES. Of course, Senator. This, as I indi-
cated, these—this program implicates some very difficult issues.
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The war on terror has generated several issues that are very, very
complicated.

Senator SCHUMER. Understood.

Attorney General GONZALES. Lawyers disagree.

Senator SCHUMER. I concede all those points.

Let me ask you about some specific reports. It has been reported
by multiple news outlets that the former number two man in the
Justice Department, the premier terrorism prosecutor, Jim Comey,
expressed grave reservations about the NSA program and at least
once refused to give it his blessing. Is that true?

Attorney General GONZALES. Senator, here is a response that I
feel that I can give with respect to recent speculation or stories
about disagreements. There has not been any serious disagree-
ment, including—and I think this is accurate—there has not been
any serious disagreement about the program that the President
has confirmed. There have been disagreements about other matters
regarding operations, which I cannot get into. I will also say—

Senator SCHUMER. But there was some—I am sorry to cut you
off, but there was some dissent within the administration, and Jim
Comey did express at some point—that is all I asked you—some
reservations.

Attorney General GONZALES. The point I want to make is that,
to my knowledge, none of the reservations dealt with the program
that we are talking about today. They dealt with operational capa-
bilities that we are not talking about today.

Senator SCHUMER. I want to ask you again about them, just we
have limited time.

Attorney General GONZALES. Yes, sir.

Senator SCHUMER. It has also been reported that the head of the
Office of Legal Counsel, Jack Goldsmith, respected lawyer and pro-
fessor at Harvard Law School, expressed reservations about the
program. Is that true?

Attorney General GONZALES. Senator, rather than going indi-
vidual by individual—

Senator SCHUMER. No, I think we are—this is—

Attorney General GONZALES [continuing]. By individual, let me
just say that I think the differing views that have been the subject
of some of these stories does not—did not deal with the program
that I am here testifying about today.

Senator SCHUMER. But you are telling us that none of these peo-
ple expressed any reservations about the ultimate program. Is that
right?

Attorney General GONZALES. Senator, I want to be very careful
here. Because of course I am here only testifying about what the
President has confirmed. And with respect to what the President
has confirmed, I believe—I do not believe that these DOJ officials
that you are identifying had concerns about this program.

Senator SCHUMER. There are other reports—I am sorry to—I
want to—you are not giving the yes-or-no answer here. I under-
stand that. Newsweek reported that several Department of Justice
lawyers were so concerned about the legal basis for the NSA pro-
gram that they went so far as to line up private lawyers. Do you
know if that is true?

Attorney General GONZALES. I do not know if that is true.
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Senator SCHUMER. Now let me just ask you a question here. You
mentioned earlier that you had no problem with Attorney General
Ashcroft, someone else—I didn’t want to ask you about him; he is
your predecessor—people have said had doubts. But you said that
you had no problem with him coming before this Committee and
testifying when Senator Specter asked. Is that right?

Attorney General GONZALES. Senator, who the Chairman chooses
to call as a witness is up to the Chairman.

Senator SCHUMER. The administration doesn’t object to that, do
they?

Attorney General GONZALES. Obviously, the administration, by
saying that we would have no objection, doesn’t mean that we
would waive any privileges that might exist.

Senator SCHUMER. I understand. I got that.

Attorney General GONZALES. That is up to the Chairman.

Senator SCHUMER. But I assume the same would go for Mr.
Comey, Mr. Goldsmith, and any other individuals: Assuming you
didn’t waive executive privilege, you wouldn’t have an objection to
them coming before this Committee.

Attorney General GONZALES. Attorney-client privilege, delibera-
tive privilege—to the extent that there are privileges, it is up to the
Chairman to decide who he wants to call as a witness. But let me
just say, if we are engaged in a debate about what the law is and
the position of the administration, that is my job and that is what
I am doing here today.

Senator SCHUMER. I understand. And you are doing your job.
And that is why I am requesting, as I have in the past but renew-
ing it here today, reaffirmed even more strongly by your testimony
and everything else, that we invite these people, that we invite
former Attorney General Ashcroft, Deputy Attorney General
Comey, OLC Chair Goldsmith to this hearing and actually compel
them to come if they won’t on their own. And as for privilege, I cer-
tainly—

Chairman SPECTER. If I might interrupt you for just one mo-
ment—

Senator SCHUMER. Please.

Chairman SPECTER [continuing]. And you will have extra time.

Senator SCHUMER. Yes. Thank you.

Chairman SPECTER. I think the record was in great shape where
I left it. If you bring in Attorney General Ashcroft, that is a critical
step.

Senator SCHUMER. Right.

Chairman SPECTER. It wasn’t that I hadn’t thought of Mr. Comey
and Mr. Goldsmith and other people. But I sought to leave the
record with the agreement of the Attorney General to bring in
former Attorney General Ashcroft.

Senator SCHUMER. OK, well, Mr. Chairman, I respect that. I
think others are important as well. But I want to get to the issue
of privilege here.

Chairman SPECTER. I am not saying they aren’t important. I am
just saying what is the best way to get them here.

Senator SCHUMER. OK. Well, whatever way we can I would be
all for.
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On privilege. Because that is going to be the issue even if they
come here, as I am sure you will acknowledge, Mr. Chairman.

I take it you would have no problem with them talking about
their general views on the legality of this program, just as you are
talking about those.

Attorney General GONZALES. Well—

Senator SCHUMER. Not to go into the specific details of what hap-
pened back then, but their general views on the legality of these
programs. Do you have any problem with that?

Attorney General GONZALES. The general views of the program
that the President has confirmed, Senator, that is—again, if we are
talking about the general views of the—

Senator SCHUMER. I just want them to be able to testify as freely
as you have testified here. Because it wouldn’t be fair, if you're an
advocate of administration policies, you have one set of rules, and
if you are an opponent or a possible opponent of administration
policies, you have another set of rules. That is not unfair, is it?

Attorney General GONZALES. Sir, it is up to the Chairman to—

Senator SCHUMER. No, but would you or the administration—you
as the chief legal officer—have any problem with them testifying
in the same way you did about general legal views of the program.

Attorney General GONZALES. I would defer to the Chairman.

Senator SCHUMER. I am not asking you, sir, in all due respect,
I am not asking you what the Chairman thinks. He is doing a good
job here, and I don’t begrudge that one bit.

Attorney General GONZALES. So my answer is I defer—

Senator SCHUMER. I am asking you what the administration
would think in terms of exercising any claim of privilege.

Attorney General GONZALES. And again—

Senator SCHUMER. You are not going to have—I am sorry here—
you are not going to have different rules for yourself, an adminis-
tration advocate, than for these people who might be administra-
tion dissenters in one way or another, are you?

Attorney General GONZALES. Sir, I don’t know if you are asking
me what are they going to say—

Senator SCHUMER. I am not asking you that. Would the rules be
the same? I think you can answer that yes or no.

Attorney General GONZALES. If they came to testify?

Senator SCHUMER. Correct.

Attorney General GONZALES. Well, sir, the client here is the
President of the United States. I am not sure it is in my place to
offer—

Senator SCHUMER. Or his chief—

Attorney General GONZALES [continuing]. Offer a position or my
recommendation to you about what I might recommend to the
President of the United States.

Senator SCHUMER. But what would be—

Attorney General GONZALES. It would not be appropriate here.

Senator SCHUMER. I just am asking you as a very fine, well-edu-
cated lawyer: Should or could the rules be any different for what
you are allowed to say with privilege hovering over your head, and
what they are allowed to say with those same privileges hovering
over their heads? Should the rules be any different? If you can’t say
yes to that, then we—you know, then that is fundamentally unfair.
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It is saying that these hearings—or it is saying, really, that the ad-
ministration doesn’t have the confidence to get out the whole truth.

Attorney General GONZALES. Sir, my hesitation is, is quite frank-
ly I haven’t thought recently about the issue about former employ-
ees coming to testify about their legal analysis or their legal rec-
ommendations to their client. And that is the source of my hesi-
tation.

Senator SCHUMER. I was just—my time—

Chairman SPECTER. Senator Schumer, take 2 more minutes, for
my interruption.

Senator SCHUMER. Well, thank you, Mr. Chairman.

Chairman SPECTER. Providing you move to another subject.

Senator SCHUMER. Well, OK.

[Laughter.]

Senator SCHUMER. I just—again, I think this is very important,
Mr. Chairman.

Chairman SPECTER. Oh, I do, too.

Senator SCHUMER. And I think you would agree.

Chairman SPECTER. If this were a court room, I would move to
strike all your questions and his answers because the record was
so much better off before.

Senator SCHUMER. Well, I don’t buy that, Mr. Chairman.

Chairman SPECTER. But take 2 more minutes on the conditions
stated.

Senator SCHUMER. I don’t buy that. I think we have to try to tie
down as much as we can here. OK?

Let me go to another bit of questions here.

You said, Mr. Attorney General, that the AUMF allowed the
President—that is one of the legal justifications, the Constitution—
to go ahead with this program. Now, under your legal theory, could
the Government, without ever going to a judge or getting a war-
rant, search an American’s home or office?

Attorney General GONZALES. Of course, Senator, any authoriza-
tion or activity by the President would be subject to the Fourth
Amendment. What you are talking about—I mean I presume you
are talking about a law enforcement effort—

Senator SCHUMER. Let me interrupt for a minute. Aren’t wire-
taps subject to the Fourth Amendment as well?

Attorney General GONZALES. Of course they are.

Senator SCHUMER. So they are both subject. What would prevent
the President’s theory, your theory, given the danger, given maybe
some of the difficulties, from going this far?

Attorney General GONZALES. Well, sir, it is hard to answer a hy-
pothetical question the way that you have posed it in terms of how
far do the President’s authorities extend. However far they may ex-
tend, Senator, they clearly extend so far as to allow the President
of the United States to engage in electronic surveillance of the
enemy during a time of war.

Senator SCHUMER. Could he engage in electronic surveillance
when the phones calls both originated and ended in the United
States if there were al Qaeda suspects?

Attorney General GONZALES. I think that question was asked
earlier. I have said that I do not believe that we have done the
analysis on that.
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Senator SCHUMER. I did not ask that. I asked what do you think
the theory is?

Attorney General GONZzALES. That is a different situation, Sen-
ator, and again, these kind of constitutional questions, I would—
I could offer up a guess, but these are hard questions.

Senator SCHUMER. Has this come up? Has it happened?

Attorney General GONZALES. Sir, what the President has author-
ized is only international phone calls.

Senator SCHUMER. I understand. Has there been a situation
brought to your attention where there were al Qaeda call—someone
suspected of being part of al Qaeda or another terrorist group call-
ing someone from the United States to the United States?

Attorney General GONZALES. Sir, now you are getting into sort
of operations, and I am not going to respond to that.

Senator SCHUMER. I am not asking any specifics. I am asking
ever.

Attorney General GONZALES. You are asking about how this pro-
gram has operated, and I am not going to answer that question,
sir.

Senator SCHUMER. Thank you, Mr. Chairman.

Chairman SPECTER. Thank you, Senator Schumer.

Senator Cornyn.

Senator CORNYN. Thank you, Mr. Chairman. I think your com-
ments, Mr. Chairman, about this not being a court of law are apt,
because I do not think we are going to get resolution about the dis-
agreement among lawyers as to what the legal answer is. But I do
believe it is important to have the hearing and to air the various
points of view.

But I would hope, and I trust, on the lines of what Senator Schu-
mer stated, that there would be a consensus on the Committee and
throughout the Congress that we should use all legal means avail-
able to us to gather actionable intelligence that has to potential of
saving American lives. You certainly would agree with that,
wouldn’t you, General Gonzales?

Attorney General GONZALES. Yes, Senator.

Senator CORNYN. Some have stated the question like this. They
say, “Has the Foreign Intelligence Surveillance Act, which was
passed in 1978, authorized the President to conduct this particular
program?” I have a couple of problems with the question stated in
that way.

Number one, the technology has surpassed what it was in 1978,
so our capacity to gain actionable intelligence has certainly
changed. And the very premise of the question suggests that the
President can only exercise the authority that Congress confers.
When people talk about the law, the law that pertains to this par-
ticular question is not just the Foreign Intelligence Surveillance
Act, but it includes the Constitution and the Authorization for Use
of Military Force; would you agree with that, General Gonzales?

Attorney General GONZALES. Senator, you raise a very important
point. People focus on the Foreign Intelligence Surveillance Act and
say, this 1s what the words say, and that is the end of it. If you
are not following it in total, you are obviously in violation of the
law. That is only the beginning of the analysis. You have to look
to see what Congress has done subsequent to that, and then, of
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course, you have to look at the Constitution. There have been many
statements today about no one is above the law, and I would sim-
ply remind—and I know this does not need to be stated—but no
one is above the Constitution either, not even the Congress.

Senator CORNYN. Clearly, the Supreme Court in the Hamdi case
said what we all know to be the fact, that no President is above
the law. No person in this country, regardless of how exalted their
position may be, or how relatively modest their position may be, we
are all governed by the Constitution and laws of the United States.

Attorney General GONZALES. During my confirmation hearings, I
talked about Justice O’Connor’s statement from Hamdi, that a
state of war is not a blank check for the President of the United
States. I said in my hearings that I agree with that.

Senator CORNYN. General Gonzales, I regret to say that just a
few minutes ago I was watching the “crawler” on a cable news net-
work. It referred to the NSA program as “domestic surveillance,”
which strikes me as a fundamental error in the accuracy of the re-
porting of what is going on here. You made clear that what has
been authorized here is not “domestic surveillance,” that is, start-
ing from and ending in the United States. This is an international
surveillance of known al Qaeda operatives, correct?

Attorney General GONZALES. I think people who call this a do-
mestic surveillance program are doing a disservice to the American
people. It would be like flying from Texas to Poland and saying
that is a domestic flight. We know that is not true. That would be
an international flight. And what we are talking about are inter-
national communications, and so I agree with your point, Senator.

Senator CORNYN. With regard to the Authorization for Use of
Military Force, some have questioned whether it was actually dis-
cussed in Congress whether surveillance of international phone
calls—between al Qaeda overseas and here—was actually in the
minds of individual Members of Congress when they voted to sup-
port the force resolution. It strikes me as odd to say that Congress
authorized the Commander in Chief to capture, to detail, to kill, if
necessary, al Qaeda, but we can’t listen to their phone calls and we
can’t gather intelligence to find out what they are doing in order
to prevent future attacks against the American people.

You have explained the Department of Justice’s legal analysis
with regard to the Hamdi decision—that intelligence is a funda-
mental incident of war. I think that analysis makes good sense.
Here again, I realize we have some very fine lawyers on the Com-
mittee, and there are a lot of lawyers around the country who have
opined on this, some of whom have been negative, some whom have
been positive. I was struck by the fact that John Schmidt, who was
Associate Attorney General during the Clinton Justice Department,
wrote what I thought was an eloquent op-ed piece for the Chicago
Tribune, dated December 21, 2005, agreeing with the administra-
tion’s point of view. But that is only to point out that lawyers, re-
gardless of their party affiliation, have differing views on this
issue. But again, I would hope that what we are engaged in is nei-
ther a partisan debate nor even an ideological debate, but a legal
debate on what the Constitution and laws of the United States pro-
vide for.
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Let me turn to another subject that has caused me a lot of con-
cern, and that is our espionage laws, and the laws that criminalize
the intentional leaking of classified information. It is my under-
standing from the news reports that the Department of Justice has
undertaken an investigation to see whether those who actually
leaked this program to the New York Times or any other media
outlet might have violated our espionage laws. Is that correct?

Attorney General GONZALES. I can confirm, Senator, that inves-
tigation has been initiated.

Senator CORNYN. Does that investigation also include any poten-
tial violation for publishing that information?

Attorney General GONZALES. Senator, I am not going to get into
specific laws that are being looked at, but, obviously, our prosecu-
tors are going to look to see all of the laws that have been violated,
and if the evidence is there, they are going to prosecute those viola-
tions.

Senator CORNYN. Well, you may give me the same answer to this
next question, but I am wondering, is there any exclusion or immu-
nity for the New York Times or any other person to receive infor-
mation from a lawbreaker seeking to divulge classified informa-
tion? Is there any explicit protection in the law that says if you re-
ceive it and you publish it, you are somehow immune from a crimi-
nal investigation?

Attorney General GONZALES. Senator, I am sure the New York
Times has their own great set of lawyers, and I would hate in this
public forum to provide them my views as to what would be a le-
gitimate defense.

Senator CORNYN. There are a lot of very strange circumstances
surrounding this initial report in the New York Times, including
the fact that the New York Times apparently sat on this story for
a year, and then, of course, the coincidence, some might say, that
the story was broken on the date that the Senate was going to vote
on reauthorization of the PATRIOT Act. But we will leave that per-
haps for another day.

I will yield the rest of my time back. Thank you, Mr. Chairman.

Chairman SPECTER. Thank you very much, Senator Cornyn.

Senator Durbin.

Senator DURBIN. Thank you very much, Mr. Chairman.

Thank you, Attorney General, for being here. During the course
of this hearing you have referred to FISA several times as a useful
tool, a useful tool in wiretapping and surveillance. I have thought
about that phrase because it is a phrase that has been used by the
White House too.

Referring to FISA as a useful tool in wiretapping is like referring
to speed limits and troopers with radar guns as useful tools on a
motoring trip. I think FISA is not there as a useful tool to the ad-
ministration. It is there as a limitation on the power of a President
when it comes to wiretapping. I think your use of that phrase, use-
ful tool, captures the attitude of this administration toward this
law. We will use it when it does not cause a problem; we will ig-
nore it when we have to. I think that is why we are here today.

I am curious, Mr. Attorney General, as we get into this, and I
look back on some of your previous testimony and what you said
to this Committee in confirmation hearings and the like, how far
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will this administration go under the theories which you stated
today to ignore or circumvent laws like FISA. I asked you during
the course of the last—your confirmation hearing, a question about
this whole power of the Commander in Chief. I wish I could play
it to you here, but there is a decision made by the Committee that
we are not going to allow that sort of thing to take place, but I do
believe that if I could play it, you would be asked to explain your
answer to a question which I posed to you.

The question was this: “Mr. Attorney General, has this President
ever invoked that authority as Commander in Chief or otherwise,
to conclude that a law was unconstitutional and refuse to comply
with it?”

Mr. Gonzales: “I believe that I stated in my June briefing about
these memos that the President has not exercised that authority.”

You have said to us today several times that the President is
claiming his power for this domestic spying, whatever you want to
call it, terrorist surveillance program, because of the President’s in-
herent powers, his core constitutional authority of the executive
branch. And so I have to ask you point blank, as Senator Feingold
asked you earlier, you knew when you answered my question that
this administration had decided that it was going to basically find
a way around the FISA law based on the President’s, as you called
it, inherent constitutional powers. So how can your response be
valid today in light of what we now know?

Attorney General GONZALES. It is absolutely wvalid, Senator.
The—and this is going to sound repetitious—but it has never been
our position that we are circumventing or ignoring FISA. Quite the
contrary. The President has authorized activities that are totally
consistent with FISA, with what FISA contemplates. I have indi-
cated that I believe that putting aside the question of the author-
ization to use military force, that while it is a tough legal question
as to whether or not Congress has the authority under the Con-
stitution to cabin or to limit the President’s constitutional authority
to engage in electronic surveillance of the enemy, that is not a
question that we even need to get to.

It has always been our position that FISA can be and must be
read in a way that it doesn’t infringe upon the President’s constitu-
tional authority.

Senator DURBIN. Let me read to you what your own Justice De-
partment just issued with in the last few weeks in relation to the
President’s authority, the NSA program and FISA. I quote, “Be-
cause the President also has determined that NSA activities are
necessary to the defense of the United States from a subsequent
terrorist attack or armed conflict with al Qaeda,”, I quote, “FISA
would impermissibly interfere with the President’s most solemn
constitutional obligation to defend the United States against for-
eign attack.”

You cannot have it both ways.

Attorney General GONZALES. And that is why—

Senator DURBIN. You cannot tell me that you are not circum-
venting it and then publish this and say that FISA interferes with
the President’s constitutional authority.
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Attorney General GONZALES. And that is why you have to inter-
pret FISA in a way where you do not tee up a very difficult con-
stitutional question under the canons of constitutional avoidance.

Senator DURBIN. What you have to do is take out the express
language in FISA which says it is the exclusive means, it is exclu-
sive. The way you take it out is by referring to—and I think you
have said it over and over here again—you just have to look to the
phrase you say, “except as otherwise authorized by statute.”

Senator Feinstein and I were struggling. We were looking
through FISA. Where is that phrase, “except as otherwise author-
ized by statute?” It is not in FISA. It is not in the FISA law. You
may find it in the criminal statute and may want to adopt it by
reference, but this FISA law, signed by a President and the law of
the land, is the exclusive way that a President can wiretap.

I want to ask you, if this is exclusive, why didn’t you take advan-
tage of the fact that you had and the President had such a strong
bipartisan support for fighting terrorism that we gave the Presi-
dent the PATRIOT Act with only one dissenting vote? We have
supported this President with every dollar he has asked for to fight
terrorism. Why didn’t you come to this Congress and say, “There
are certain things we need to change,” which you characterized as
cumbersome and burdensome in FISA. Why didn’t you work with
us to make the law better and stronger and more effective when
you knew that you had a bipartisan consensus behind you?

Attorney General GONZALES. Senator, the primary criminal code,
criminal provision in FISA, section 109, 50 U.S.C. 1809, it is page
179 if you have one of these books, provides that “a person is guilty
of an offense if he intentionally engages in electronic surveillance
under cover of law except as authorized by statute.” This provision
means that you have to engage in electronic surveillance as pro-
vided here, except as otherwise provided by statute. And this is a
provision that we were relying upon. It is in the Foreign Intel-
ligence Surveillance Act.

Senator DURBIN. It is Title 18. But let me just tell you, what you
do not want to read to us—

Attorney General GONZALES. Sir, it is not Title 18.

Senator DURBIN. The Foreign Intelligence Surveillance Act of
1978 “shall be the exclusive means by which electronic surveil-
lance, as defined in section 101 of such Act, interception of domes-
tic wire or electronic communication may be conducted.”

And so what you said is, well, when you authorized the war, you
must have known that we were going to really expand beyond
FISA. I have the book here. You can look through it if you like.
There is not a single reference in our passing this AUMF that we
talk about, Authorized Use of Military Force, not a single reference
to surveillance and intelligence in the manner that you have de-
scribed it.

Attorney General GONZALES. Sir, there is probably not a single
reference to detention of American citizens either, but the Supreme
Court has said that that is exactly what you have authorized be-
cause it is a fundamental incident of waging war.

Senator DURBIN. Since you have quoted that repeatedly, let me
read what that Court has said. Hamdi decision: “We conclude that
detention of individuals falling into the limited category we are
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considering for the duration of the particular conflict in which they
are captured is so fundamental and accepted an incident to war to
be an exercise of necessary and appropriate force.”

Attorney General GONZALES. No question. That case was not
about electronic surveillance. I will concede that.

Senator DURBIN. I will tell you something else, Mr. Attorney
General, if you then read, I think, the fine reasoning of Justice
O’Connor, she comes to a point which brings us here today—and
I thank the Chairman for allowing us to be here today—and this
is what she says in the course of this decision. “It is during our
most challenging and uncertain moments that our Nation’s commit-
ment to due process is most severely tested, and it is in those times
that we must preserve our commitment at home to the principles
for which we fight abroad.”

We have said repeatedly, as nominees for the Supreme Court
have come here, do you accept the basis of Hamdi, that a war is
not a blank check for a President? They have said, yes, that is con-
sistent with Jackson and Youngstown. Now what we hear from you
is that you were going to take this decision in Hamdi and build it
into a way to avoid the most basic statute when it comes to elec-
tronic surveillance in America, a statute which describes itself as
the exclusive means by which this Government can legally do this.

Attorney General GONZALES. Senator, I think that in reading
that provision you just cited, you have to consider section 109. Sec-
tion 109 contemplates an additional authorization by the Congress.
Congress provided that additional authorization when it authorized
the use of military force following the attacks of 9/11.

Senator DURBIN. The last thing I would like to say—and I only
have a minute to go—is the greatest fear that we have is that what
this President is now claiming is going to go far beyond what you
have described today. What you have described today is something
we would all join in on a bipartisan basis to support, use every
wiretap capacity you have to stop dangerous terrorists from hurt-
ing Americans. If you came to Capitol Hill and asked us to change
a law in a reasonable way to reach that goal, you would have the
same bipartisan support. Our concern is what this President is ask-
ing for will allow this administration to comb through thousands
of ordinary Americans’ e-mails and phone calls.

In the audience today is Richard Fleischer of Willow Brook, Illi-
nois. I do not know if Mr. Fleischer is still here. Mr. Fleischer
wrote to the NSA and asked if he had been wiretapped because he
had had conversations with people overseas. And after several let-
ters that he sent back and forth, the best he could get from the Na-
tional Security Administration is that they would neither confirm
nor deny the existence of records responsive to his request. Ordi-
nary Americans wondering if their telephone calls, if their e-mails
overseas have been wiretapped, and there is no safeguard for their
liberty and freedom.

What we have today is your announcement that career profes-
sionals and experts will watch out for the freedoms of America. Ca-
reer professionals and experts, sadly, in our Nation’s history, have
done things in the past that we are not proud of. Career profes-
sionals have made bad decisions, Japanese internment camps, en-
emies list. What we really rely on is the rule of law and the Con-
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stitution, safeguards we can trust by people we can see. When it
comes to some person working at NSA, I don’t think it gives us
much comfort.

Chairman SPECTER. Thank you, Senator Durbin.

Before yielding to Senator Brownback, I want to announce that
I am going to have to excuse myself for just a few minutes. We are
starting on floor debate this afternoon at 3 o’clock on the Asbestos
Reform Bill, which Senator Leahy and I are cosponsors of, and I
am scheduled to start the debate at 3 o’clock. I will return as soon
as I have made a floor statement. In the interim, Senator Hatch
has agreed to chair the hearing.

Senator Brownback, you are recognized.

Senator BROWNBACK. Thank you, Mr. Chairman. I appreciate the
hearing.

Attorney General, thank you for being here. I want to look at the
reason we are in this war on terrorism. I want to talk about the
length of time we may be in this war on terrorism, and then I went
to look at FISA’s use forward from this point in the war on ter-
rorism.

I do not need to remind the Attorney General, but I certainly
would my colleagues, that we are very actively engaged in a war
on terrorism today. January 19th of this year, Osama bin Laden
in a tape says this, quote, “The reason why we didn’t have such an
operation will take place and you will see such operations by the
grace of God.” And by that he is talking about more 9/11s, and that
was January 19th, 2006.

Al-Zawahiri, number two person, January 30th of this year says
this, “Bush, do you know where I am? Among the Muslim masses
enjoying their care with God’s blessings and sharing with them
their holy war against you until we defeat you, God willing. The
Lion of Islam, Sheik Osama bin Laden, may God protect him, of-
fered you a decent exit from your dilemma, but your leaders who
are keen to accumulate wealth insist on throwing you in battles
and killing your souls in Iraq and Afghanistan, and God willing, on
your own land.”

I just want to remind people that as we get away from 9/11 and
2001, we not forget that we are still very much in a war on ter-
rorism and people are very much at war against us.

We are talking about probably one of the lead techniques we can
use in this war, which I would note, in recent testimony, General
Hayden said this about the technique of the information you are
using right now. He said, “Had this program been in effect prior
to 9/11, it’s my professional judgment that we would have detected
some of the 9/11 al Qaeda operatives in the United States, and we
would have identified them as such.”

Mr. Attorney General, I don’t know if you have a different opin-
ion from General Hayden on that, but—

Attorney General GONZALES. I never have a different opinion
from General Hayden on the intel capabilities that we are talking
about here. Both he and Director Mueller have recently testified
about the importance of the terrorist surveillance program. General
Hayden did say it has been very successful, and we have gotten in-
formation we would not have otherwise gotten, that it has helped
us, I think he said deter and detect attacks here and abroad.
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FBI Director Mueller said that it was a valuable tool, had helped
identify would-be terrorists in the United States and helped iden-
tify individuals providing material support to terrorists. So those
are experts saying how valuable this tool has been.

Senator BROWNBACK. Having said that, I have read through most
of your white paper material, and I have looked at a great deal of
it. I am struck and I think we have an issue we need to deal with.
Part of what we are working off of is a war declaration dated Sep-
tember 18th, 2001, a war declaration on Afghanistan, and a war
declaration, October 16th, 2002 on use of military force in Iraq, and
all necessary force, and all necessary—the President is authorized
to use all necessary and appropriate force against those nations, or-
ganizations or persons he determines planned, authorized, com-
mitted or aided the terrorist attacks.

It strikes me that we are going to be in this war on terrorism
possibly for decades. Maybe not, but this could be the cold war of
our generation. Maybe it does not go that period of time, but it has
the possibilities of going for some extended period of time. I share
Senator DeWine’s concern that we should look then at the FISA
law and make sure that as we move forward on this, that we are
not just depending upon these authorizations of war to say that
that puts us in a superior position under the Article II powers, but
that to maintain the support of the American public, to have an-
other set of eyes also looking at this surveillance technique is an
important thing in maintaining the public support for this.

I want to look and direct you to looking at the FISA law in par-
ticular. You have made some comments here this morning, today,
that have been very well stated and thought through. You have to
one point, the FISA law was not well structured to the needs of to-
day’s terrorist war effort. That law was passed, what, 27 years ago,
or something of that nature, and certainly didn’t contemplate a war
on terrorism like we are in today.

I want to look specifically at how we could amend that FISA law,
looking at a possible decades long war on terrorism.

One of the areas you have talked about that is cumbersome is
the 72-hour provision within the law, if I am gathering what you
are saying correctly. Congress extended this period from 24 to 72
hours in 2001. Just looking narrowly at what would need to be
done to use the FISA authority more broadly and still be able to
stop terrorists, if that is extended further, would it make it more
likely that you would use the FISA process, if that is extended be-
yond 72 hours?

Attorney General GONZALES. It is hard to say, Senator, because,
you know, whether it is 24, 72, whatever, I have got to make a de-
termination under the law that at the time I grant emergency au-
thorization, that all the requirements of FISA are met. I think
General Hayden said it best yesterday, this is not a 72-hour sort
of hall pass. I have got to know, when I grant that authorization,
whether I then have 24 or 72 hours to submit a written application
to the court, I have to know at the time I say, “Yes, go forward,”
that all the requirements of FISA are met. That is the problem.

If T could just also make one final point.

Senator BROWNBACK. Fair enough.
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Attorney General GONZALES. There was not a war declaration ei-
ther in connection with al Qaeda or in Iraq. It was an authoriza-
tion to use military force. I only want to clarify that because there
are implications—Obviously, when you talk about a war declara-
tion, you are possibly talking about affecting treaties, diplomatic
relations, and so there is a distinction in law and in practice, and
we are not talking about a war declaration. This is an authoriza-
tion only to use military force.

Senator BROWNBACK. Looking forward in the war on terrorism
and the use of FISA and this Committee’s desire, I believe, to have
the administration wherever possible and more frequently use
FISA—and you noted you have used it more this past year than
the year before—what specific areas would make this decision on
your part easier, more likely to use the FISA process?

Attorney General GONZALES. Well, Senator, if you are talking
about domestic surveillance in a peacetime situation, for other
kinds of terrorists beyond al Qaeda, I am not sure—

Senator BROWNBACK. No. I am talking about the war on ter-
rorism.

Attorney General GONZALES. Senator, I would like the oppor-
tunity to think about that and maybe talk to the experts in the De-
partment, I think would have a better sense about what kinds of
specific things. I can say that the PATRIOT Act includes a provi-
sion which allows these orders to stay in place a longer period of
time before they are renewed. It is quite burdensome, the fact that
these things expire. We then have to go back and get a renewal.
That just places an additional burden on our staff, but I would like
to have the opportunity to get back to you about what other kinds
of specific changes might be helpful.

Senator BROWNBACK. If you could, because I think we are going
to be in this for a period of time, and we are going to be in it for
succeeding administrations in this war on terrorism, and probably
our most valuable tool that we have is information, early informa-
tion, to be able to cut this off. So the American public, I think,
clearly wants us to be able to get as much information as we can.
And yet, I think we need to provide a process that has as much
security to the American public that there is no abuse in this sys-
tem. This is about us trying to protect people and protect people
in the United States. I want to know too, Presidential authority
that you are protecting. This has been talked about by the Clinton
administration Attorney General before, many others. It is not just
this administration at all, as others have specifically quoted. But
I do think as this wears on, we really need to have those thoughts
at how we can make the FISA system work better.

Attorney General GONZALES. Senator, we are likewise as con-
cerned about ensuring that we protect the rights of all Americans.

Senator BROWNBACK. I am sure you are, and I appreciate that.
I want you to protect us from security attacks, too, and bin Laden,
to my knowledge, when he normally makes a threat, he has fol-
lowed through on these. This is a very active and live area. I just
want to see if we can make that law change where it can work for
a long-term war on terrorism.

Thank you, Mr. Chairman.

Senator HATCH. [Presiding.] Senator Leahy?
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Senator LEAHY. Thank you, Mr. Chairman.

Incidentally, Senator Brownback rightly pointed out the date
when FISA was enacted, but, of course, we have updated it five
times since 9/11, two of those when I was Chairman. In the year
2000, the last year of the Clinton administration, they used the
FISA Court 1,005 times. And in the year of September 11th, your
administration there, they actually used it less times even than the
Clinton administration used it before.

I am just curious. When I started this morning, I asked you a
very straightforward question. I told you I would come back to it.
I am sure you have had time to check for the answer during the
lunch hour. So I come to you again with it. When did the Bush ad-
ministration come to the conclusion that the congressional resolu-
tion authorizing the use of military force against al Qaeda also au-
thorized warrantless wiretapping of Americans inside the United
States?

Attorney General GONZALES. Sir, the authorization of this pro-
gram began—

Senator LEAHY. I cannot hear you. Could you pull your mike a
little bit closer?

Attorney General GONZALES. Pardon me. The authorization re-
garding the terrorist surveillance program occurred subsequent to
the authorization to use military force and prior to the PATRIOT
Act.

Senator LEAHY. OK. So what you call terrorist surveillance, some
would call the breaking of the Foreign Intelligence Surveillance
Act. I am asking when did you decide that the authorization for
use of military force gave you the power to do this? I mean, you
were White House Counsel then. What date did it give you the
power?

Attorney General GONZALES. Well, sir, I can’t give you specific
dates about when—

Senator LEAHY. That is what I asked you this morning, and you
had the time to go and look. You had to sign that or sign off on
that before the President—when did you reach the conclusion that
you didn’t have to follow FISA?

Attorney General GONZALES. Sir, I am not going to give an exact
date as to when the program actually commenced—

Senator LEAHY. Why not?

Attorney General GONZALES [continuing]. But it has always been
the case—because that is an operational detail, sir. I have already
indicated—the Chairman has invited me—the Committee has in-
vited me here today to talk about the legal analysis of what the
President authorized.

Senator LEAHY. We are asking for the legal analysis. I mean, ob-
viously you had to make a determination that you had the right
to do this. When did you make the determination that the AUMF
gave you the right to do this?

Attorney General GONZALES. From the very outset, before the
program actually commenced. It has always been the position that
FISA cannot be interpreted in a way that infringes upon the Presi-
dent’s constitutional authority, that FISA must be interpreted, can
be interpreted in a way—
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Senator LEAHY. Did you tell anybody that when you were up
here seeking the PATRIOT Act and seeking the changes in FISA?
Did you tell anybody you had already determined—I mean, it is
your testimony here today that you made the determination vir-
tually immediately that you had this power without using FISA.

Attorney General GONZALES. Well, sir, the fact that we were hav-
ing discussions about the PATRIOT Act and there wasn’t a specific
mention about electronic surveillance with respect to this program,
I would remind the Committee that there was also discussion about
detention in connection with the PATRIOT Act discussions. Justice
Souter in the Hamdi decision made that as an argument, that
clearly Congress did not authorize—

Senator LEAHY. Judge Gonzales, I am not asking about what
happens when you catch somebody on a battlefield and detain him.
I am not asking about what you do on the battlefield in our failed
attempt to catch Osama bin Laden, what we were actually asking
the administration to do. I am not asking about what happens on
that battlefield. I am asking why did you feel that this—now, your
testimony is that virtually immediately you determined you had
the power to do this warrantless wiretapping because of the
AUMF. You did not ask anybody up here. Did you tell anybody
that you needed something more than FISA?

Attorney General GONZALES. Sir, I don’t recall—did I tell anyone
in Congress or tell—

Senator LEAHY. Congress. Let’s take Congress first.

Attorney General GONZALES. Sir, I don’t recall having conversa-
tions with anyone in Congress about this.

Senator LEAHY. All right. Do you recall that anybody on this
Committee, which actually is the one that would be amending
FISA, was told?

Attorney General GONZALES. Sir, I have no personal knowledge
that anyone on this Committee was told.

Senator LEAHY. Now, apparently, then, according to your inter-
pretation, Congress—a lot of Republicans and a lot of Democrats—
disagree with you on this—we were authorizing warrantless wire-
tapping. Were we authorizing you to go into people’s medical
records here in the United States by your interpretation?

Attorney General GONZALES. Senator, whatever the limits of the
President’s authority given under the authorization to use military
force and his inherent authority as Commander in Chief in time of
war, it clearly includes the electronic surveillance of the enemy.

Senator LEAHY. Well, I would just note that you did not answer
my question, but here you also said, “We have had discussions with
the Congress in the past, certain Members of Congress, as to
whether or not FISA could be amended to allow us to adequately
deal with this kind of threat. We were advised that that would be
difficult, if not impossible.”

That is your statement. Who told you that?

Attorney General GONZALES. Senator, there was discussion with
a bipartisan group of Congress, leaders in Congress, leaders of the
Intel Committees, to talk about legislation, and the consensus was
that obtaining such legislation—the legislative process is such that
it could not be successfully accomplished without compromising the
program.
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Senator LEAHY. When did they give you that advice?

Attorney General GONZALES. Sir, that was some time in 2004.

Senator LEAHY. Three years later. I mean, you have been doing
this wiretapping for 3 years, and then suddenly you come up here
and say, “Oh, by the way, guys, could we have a little bit of author-
ization for this?” Is that what you are saying?

Attorney General GONZALES. Sir, it has always been our position
that the President has the authority under the authorization to use
military force and under the Constitution.

Senator LEAHY. It has always been your position, but, frankly, it
flies in the face of the statute, Mr. Attorney General, and I doubt
very much if one single person in Congress would have known that
was your position, had you not known the newspapers were going
to print what you were doing. Not that anybody up here knew it.
When you found out the newspapers were going to print it, you
came up here. Did you talk to any member of the Judiciary Com-
mittee that would actually write it? And let me ask you this: Did
any member of this Committee, this Judiciary Committee that has
to write the law, did anybody here tell you we could not write a
law that would allow you to go after al Qaeda in the way you are
talking about?

Attorney General GONZALES. Sir, I don’t believe there were any
discussions with any members of the Judiciary Committee about—

Senator LEAHY. Even though we are the ones that have to write
the law, and you are saying that you were told by Members of Con-
gress we couldn’t write a law that would fit it. And now you tell
us that the Committee that has to write the law never was asked.
Does this sound like a CYA on your part? It does to me.

Attorney General GONZALES. We had discussions with the bipar-
tisan leadership of the Congress about this program.

Senator LEAHY. But not from this Committee. We have both Re-
publicans and Democrats on this Committee, you know.

Attorney General GONZALES. Yes, sir, I do know that.

Senator LEAHY. And this Committee has given you—twice under
my chairmanship—we have given you five amendments to FISA be-
cause you requested it. But this you never came to us.

Mr. Attorney General, can you see why I have every reason to
believe we never would have found out about this if the press
hadn’t? Now, there has been talk about, well let’s go prosecute the
press. Heavens. Thank God we have a press that at least tells us
what the heck you guys are doing, because you are obviously not
telling us.

Attorney General GONZALES. Sir, we have advised bipartisan
leadership of the Congress and the Intel Committees about this
program.

Senator LEAHY. Well, did you tell them that before the passage
of the USA PATRIOT Act?

Attorney General GONZALES. Sir, I don’t recall when the first
briefing occurred, but it was shortly—my recollection is it was
shortly after the program was initiated.

Senator LEAHY. OK. Well, let me ask you this then. You said sev-
eral years after it started you came up here and talked to some
group of Members of Congress. The press reports that the Presi-
dent’s program of spying on Americans without warrants was shut
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down for some time in 2004. That sounds like the time you were
up here. If the President believed the program was necessary and
legally justified, why did he shut it down?

Attorney General GONZALES. Sir, you are asking me about the
operations of the program, and I am not going to—

Senator LEAHY. Of course. I am sorry, Mr. Attorney General. 1
f(})lrgot you can’t answer any questions that might be relevant to
this.

Well, if the President has that authority, does he also have the
authority to wiretap Americans’ domestic calls and e-mails under
this—let me finish—under this authority if he feels it involved al
Qaeda activity? I am talking about within this country, under this
authority you have talked about, does he have the power to wiretap
Americans within the United States if they are involved in al
Qaeda activity?

Attorney General GONZALES. Sir, I have been asked this question
several times—

Senator LEAHY. I know, and you have had somewhat of a vague
answer, so I am asking it again.

Attorney General GONZALES. And I have said that that presents
a different legal question, a possibly tough constitutional question,
and I am not comfortable just off the cuff talking about whether
or not such activity would, in fact, be constitutional.

I will say that that is not what we are talking about here. That
is not what—

Senator LEAHY. Are you doing that?

Attorney General GONZALES [continuing]. The President has au-
thorized.

Senator LEAHY. Are you doing that?

Attorney General GONZALES. I cannot give you assurances. That
is not what the President has authorized—

Senator LEAHY. Are you doing that?

Attorney General GONZALES [continuing]. Through this program.

Senator LEAHY. Are you doing that?

Attorney General GONZALES. Senator, you are asking me again
about operations, what are we doing.

Senator LEAHY. Thank you.

Senator HATCH. Throughout this process, you don’t know when
it began, but at least eight Members of Congress have been in-
formed about what has been disclosed by people who have violated
the law in disclosing it and by the media that has printed the dis-
closures. Is that correct?

Attorney General GONZALES. That is generally correct, sir. Yes,
sir.

Senator HATCH. Did you have one complaint about the program
from any of the eight—and that was bipartisan, by the way, those
eight people. Four Democrats—

Attorney General GONZALES. They were not partisan briefings.

Senator HATCH. Four Democrat leaders in the Congress, four Re-
publican leaders in the Congress. Is that right?

Attorney General GONZALES. It was a bipartisan briefing, yes,
sir.

Senator HATCH. Did you have any gripes or complaints about
what was disclosed to them, to the best of your recollection?
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Attorney General GONZALES. Well, again, I want to be careful
about speaking for Members, but—

Senator HATCH. I am not asking you to speak for Members. I am
asking you if you had any gripes or complaints.

Attorney General GONZALES. Again, I wasn’t present—

Senator HATCH. Or suggestions.

Attorney General GONZALES. I wasn’t present at all the briefings.
But for those briefings that I was present at, they received very de-
tailed briefings about these operations. They were given ample op-
portunity to ask questions. They were given ample opportunity to
express concerns.

Senator HATCH. Now, you were somewhat criticized here in some
of the questions that your argument that the authorized use of
military force is a faulty argument because the FISA Act does not
really talk about except as authorized by statute. But you have
pointed out that Section 109, or if you want to be more specific,
Section 1809 of Title 50, Chapter 36, subchapter 1, 1809, does say
that a person is guilty of an offense if he intentionally engages in
electronic surveillance under color of law except as authorized by
statute.

Attorney General GONZALES. That is the main criminal prohibi-
tion against engaging in electronic surveillance, except as other-
wise provided for by statute or except—I mean, except as otherwise
provided by FISA or except as otherwise provided by statute.

Senator HATCH. Now, this authorized use of military force en-
abled you “to use all necessary and appropriate force against the
nations, organizations, or persons the President determines
planned, authorized, committed, or aided the terrorist attacks.” Is
that correct?

Attorney General GONZALES. This is a very important point, Sen-
ator. Think about it. The authorization does not identify specifi-
cally—it never mentions the word “al Qaeda.” It authorizes the
President to engage in all necessary and appropriate force to iden-
tify those he determines, who the President determines, and the
President is not able to do that without information, without intel-
ligence, without the kind of electronic surveillance we are talking
about today.

Senator HATCH. That is right. As someone who helped to write
the PATRIOT Act, the original PATRIOT Act, I cannot help but ex-
press the awareness of those of us around here that here we are
well over a month after the expiration of the PATRIOT Act, and
we keep renewing it from month to month because we cannot get
Congress to really agree on what the changes should be. Is that a
fair assessment?

Attorney General GONZALES. Well, what I will say is I think the
tools of the PATRIOT Act are important, and I hope that they are
reauthorized quickly.

Senator HATCH. But the reason I am bringing that up is because
at one time at least one report was that one of these eight Mem-
bers was asked—who had the program disclosed to them, at least
remarked that he didn’t think that a statute could be passed to re-
solve these issues.

Attorney General GONZALES. I do not want to attribute to any
particular Member that statement. What I will say is that—
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Senator HATCH. You don’t have to do that, but is that true?

Attorney General GONZALES. There was a consensus that pur-
suing the legislative process would likely result in compromising
the program.

Senator HATCH. In other words, it is not easy to get things
through 535 Members of Congress, 435 in the House and 100 in
the Senate. Now, I know that you love the Congress and will not
find any fault with any of us.

Attorney General GONZALES. Sir, you have been at this a little
bit longer than I have, but it has certainly been my experience that
it is sometimes difficult.

Senator HATCH. Yes, it is. Is it not true that one check on the
President’s power to operate the NSA surveillance program is the
Congress’s power over the purse, as listed in Article I, section 8 of
the Constitution?

Attorney General GONZALES. Absolutely. I think even those who
are sort of in the pro-executive camp in terms of the allocations of
constitutional powers in a time of war would have to concede that
the power of the purse is an extremely strong check on the Presi-
dent, on the Commander in Chief.

Senator HATCH. Well, I have noticed that while many in Con-
gress have sharply criticized the President and the NSA program
that we have been discussing here, I am not aware of any Member
of Congress introducing legislation to end the program through ei-
ther an authorization or an appropriations mechanism. But from
what we know about the intent of the program today, I expect a
few Members of either the House or the Senate would vote to elimi-
nate this program or cutoff its funding. And the reason I state that
is because all of us are concerned about this battle that we are
waging, that this is not an easy battle. This is a war unlike any
war we have ever had before. And it is a very secret war on their
side. And I think the administration has taken the position that we
have got to be very careful about disclosures on our side as well.

Is it not true that the disclosures that have occurred have very
definitely hurt our ability to gather intelligence?

Attorney General GONZALES. The Director of the CIA, I believe,
has publicly commented that it has hurt us.

Senator HATCH. It is important, General, to bring out that Presi-
dent Clinton’s administration ordered several warrantless searches
on the home and property of a domestic spy, Aldrich Ames. That
is true, isn’t it?

Attorney General GONZALES. That is correct, sir.

Senator HATCH. That was a warrantless set of searches.

Attorney General GONZALES. That is correct, sir.

Senator HATCH. And the Clinton administration also authorized
a warrantless search of the Mississippi home of a suspected ter-
rorist financier. Is that correct?

Attorney General GONZALES. I think that is correct, sir.

Senator HATCH. The Clinton Justice Department authorized
these searches because it was the judgment of Deputy Attorney
General Jamie Gorelick, somebody I have great admiration for—
and let me quote her. It has been quoted before, but I think it is
worth quoting it again. This is the Deputy Attorney General of the
United States in the Clinton administration. She said, “The Presi-
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dent has inherent authority to conduct warrantless physical
searches for foreign intelligence purposes”—now, this is against do-
mestic people—“and the rules and methodologies for criminal
searches are inconsistent with the collection of foreign intelligence
and would unduly frustrate the President in carrying out his for-
eign intelligence responsibilities.” You are aware of that quote.

Attorney General GONZALES. I am aware of it, yes, sir.

Senator HATCH. If the President has inherent ability to surveil
American citizens in national security cases during peacetime, I
guess what is bothering me, how can it be that President Bush is
precluded, as some have argued, from surveilling al Qaeda sources
by intercepting foreign calls into this country to people who may
be al Qaeda, affiliated with al Qaeda, or affiliated with somebody
who is affiliated with al Qaeda? How can that be?

Attorney General GONZALES. Senator I think that the President’s
authority as Commander in Chief obviously is stronger during a
time of war. If the authorization to use military force did not exist
or was repealed or was not interpreted in the way that we are ad-
vocating, then it seems to me you are teeing up a fairly difficult
constitutional question as to whether or not Congress can constitu-
tionally limit the President’s ability to engage in electronic surveil-
lance of the enemy during a time of war.

Senator HATCH. We were aware of the Clinton’s administration
approaches. I don’t know of any Republicans who raised Cain about
that.

Walter Dellinger, the former head of the Office of Legal Counsel
under President Clinton, in a final opinion published on July 14,
1994, wrote, “Specifically, we believe that the prohibition on de-
struction of aircraft would not apply to the actions of United States
military forces acting on behalf of the United States during its
state of hostilities. We know specifically that the application of the
provision to acts of the United States military personnel in a state
of hostilities could lead to absurdities. For example, it could mean
in some circumstances that military personnel would not be able to
engage in reasonable self-defense without subjecting themselves to
the risk of criminal prosecution.”

General, do you believe that Walter Dellinger, who is now a critic
of the President’s authorization of wartime surveillance of al
Qaeda, was correct in 1994?

Attorney General GONZALES. Sir, I have not studied that opinion
in a while, but it sounds like it would be correct in my judgment.

Senator HATCH. All right. Now, let me just bring up again, as I
understand it, just so we can repeat it one more time, the adminis-
tration takes the position that a further statute on top of Section
109 of the FISA Act would also complement the Act, and the au-
thorized use of military force granted by Congress is an acceptable,
legitimate statute that goes to the point that I made earlier, to use
all necessary and appropriate force against nations, organizations,
or persons the President determines planned, authorized, com-
mitted, or aided the terrorist attacks, and that that justifies doing
what you can to interdict these foreign terrorists who are calling
in to our country to people who may also be affiliated. Now, as I
understand it, that is part of it.
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The second part of it is the fact that you are citing that the
President does have inherent powers under Article II of the Con-
stitution to engage in these activities; and, third, that you have not
violated the Fourth Amendment of the Constitution because the po-
sition you are taking under these circumstances with the obligation
to protect this country are reasonable searches and seizures.

Attorney General GONZALES. I think clearly these searches are
reasonable given the circumstances, the fact that we have been at-
tacked by an enemy here within this country. I think it would fall
within the special needs jurisprudence as something that would
allow warrantless searches.

Let me just say that an important component of our argument
relies upon the Canon of Constitutional Avoidance, because there
are—I have heard some members of the Committee say they are
not sure they buy the authorization to use military force analysis.
If our interpretation is simply fairly possible, if it is only fairly pos-
sible, then the Court has held that that interpretation must be
adopted if it means that we can avoid a tough constitutional issue.

Senator HATCH. Well, thank you, sir. My time is done.

Senator Feinstein?

Senator FEINSTEIN. Thank you, Mr. Chairman.

Mr. Chairman, I want to respond to you on the Jamie Gorelick-
Aldrich Ames situation.

Senator HATCH. Sure.

Senator FEINSTEIN. Because, in fact, the law was changed di-
rectly after the Aldrich Ames case. I called because I heard you say
this before, so I called Jamie Gorelick, and I asked her to put this
in writing. She has done so, and I have it before me now. And she
points out in this letter that her 1994 testimony arose in the con-
text of congressional consideration of an extension of FISA to cover
physical searches. And at the time FISA covered only electronic
surveillance, such as wiretaps.

In 1993, the Attorney General had authorized foreign intelligence
physical searches in the investigation of Aldrich Ames, whose coun-
sel thereafter raised legal challenges to those searches. Point:
There was no law at that time. And then she goes on to say that
the Clinton administration believed “it would be better if there
were congressional authorization and judicial oversight of such
searches. My testimony did not address inherent Presidential au-
thority to conduct electronic surveillance, which was already cov-
ered by FISA.”

I Wc(l)uld ask that this letter and her testimony be entered into the
record.

Senator HATCH. Without objection, it will be entered into the
record.

Senator FEINSTEIN. Thank you. You know, I respect you greatly,
but I think that is a bit of a red herring.

Senator HATCH. Well, but you need to also quote in the same let-
ter where she said, “My testimony did not address whether there
would be inherent authority to conduct physical searches if FISA
were extended to cover physical searches.” And she goes on. We
will put it into the record.

Senator FEINSTEIN. All right. Thank you.

Senator SESSIONS. Mr. Chairman, could I just—
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Senator FEINSTEIN. If I—

Senator SESSIONS [continuing]. Say one point. Just one point.

Senator FEINSTEIN. If I have extra time, you can speak as long
as you—

Senator HATCH. You will have extra time.

Senator SESSIONS. The Attorney General explained that when I
asked him. He narrowed my question when I raised it and made
that qualification. Perhaps you were not here when he did that.

Senator FEINSTEIN. All right. Mr. Attorney General, it is my view
that the briefings of the Big 8 essentially violate the law as well.
I believe that is a second violation of law, because I believe that
Section 502, 5 U.S.C. 413(a)(1) and (2) and (b)(1) and (2) specifi-
cally say how the Intelligence Committee should be notified. I was
present in the Intelligence Committee in December of 2001 when
this was considered. And Senator Graham was Chairman of the
Committee, and the Committee really wanted all sensitive intel-
ligence reported in writing. And what this did was set up a mecha-
nism for that.

So, in my view, it was very clear that what the Intelligence Com-
mittee wanted at that time was all sensitive intelligence outside of
covert to be reported to the Committee, and this set up the format.

Now, let me just move on, if I can.

Attorney General GONZALES. Senator, could I respond to that?

Senator FEINSTEIN. Sure. Of course.

Attorney General GONZALES. Because I disagree. First of all, both
Chairman Roberts and Chairman Hoekstra disagree. They believe
that we have provided notice as required by the law to the Intel
Committees, and they both take the position that nowhere in the
law does it requires that each individual member of the Intel Com-
mittee be briefed.

The section that I think you quoted to—and I must tell you
sometimes it gets kind of confusing to read these (bb)s and (ii)’s.
It gets kind of confusing. I think you are referring to a section
which imposes an obligation on the President to ensure that agen-
cies within the administration meet the notice requirements. If you
go to the actual notice requirements under 413a.(a) and 413b.(b),
those impose the obligations to make sure that the Intel Commit-
tees are currently and fully informed. However, a.(a), which deals
with non-covert action, and b.(b), which deals with covert action,
both have a proviso that, to the extent it doesn’t mean compro-
mising—and I am paraphrasing here—sources and methods and es-
pecially sensitive matters. And so I think we have been acting con-
sistent with the law based upon these provisions that I just cited.
There has been a long practice of giving briefings only to the Chair
and Ranking or a certain limited subset of the Intel Committees.
And, again, I would just simply remind the Senator, I know Chair-
men guard their prerogatives jealously, and both the Chairmen of
the Intel Committees, Senate and House, both Chairmen have said
we have met our obligations to provide briefings to the Intel Com-
mittee.

Senator FEINSTEIN. Well, my reading of the law, I disagree. I still
disagree. I recognize we have a difference of opinion. I will propose
an amendment to strengthen it in the next authorization bill. To
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me—and I remember being there. I remember the discussion. And,
anyway, I would like to move on.

I am puzzled, and I want to go back to why you did not come
for a change in FISA. Let me just read off a few of the changes that
we have made to FISA. We extended the emergency exemption
from 24 to 72 hours. We lowered the legal standard for surveillance
to the significant purpose test. We allowed for John Doe roving
wiretaps. We lowered the standard for FISA pen traps. We ex-
panded their scope to include Internet routing information. We ex-
tended the scope of business records that can be sought under
FISA. We extended the duration of FISA warrants. We broadened
FISA to enable the surveillance of lone wolf terrorists. And we
made the Director of National Intelligence the lead authority.

Now, in view of the changes that we have made, I cannot under-
stand why you did not come to the Committee unless the program
was much broader and you believed it would not be authorized.
That is the only reason I can figure you did not come to the Com-
mittee, because if the program is as the President has said and you
have said, to this date you haven’t briefed the Intelligence Com-
mittee. You haven’t let us ask the question, What is a link? What
is an affiliate? How many people are covered? What are the pre-
cise—and I don’t believe in the briefings those questions were
asked. What are the precise numbers? What happens to the data?
How long is it retained in the data base? When are innocent people
taken out of the data base?

Attorney General GONZALES. Senator, I—

Senator FEINSTEIN. I can only believe—and this is my honest
view—that this program is much bigger and much broader than
you want anyone to know.

Attorney General GONZALES. Well, Senator, of course, I cannot
talk about aspects here that are beyond what the President has al-
ready confirmed. What I can say is that those Members of Congress
who have received briefings know—I think they know, and, of
course, I don’t know what they actually know. But they have been
briefed on all the details about all the activities. So they know
what is going on.

Senator FEINSTEIN. I understand your point of view. This morn-
ing, I asked you whether there was any Supreme Court cases—this
goes to precedent—that has held that the President can wiretap
Americans since the Congress passed the FISA law, and you re-
sponded In re Sealed Case.

Attorney General GONZALES. Which, of course, is not a Supreme
Court case.

Senator FEINSTEIN. That is right. I was going to bring that up,
which is not a Supreme Court case.

Attorney General GONZALES. And I apologize if I was not clear.

Senator FEINSTEIN. I just wanted to come back at you. So it is
pure dicta, and—

Attorney General GONZALES. It was not. Absolutely right, Sen-
ator.

Senator FEINSTEIN. I wanted to ask a question that you might
not like, but I am going to ask it anyway. At the time of the In
re Sealed Case, did the Department of Justice or other administra-
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tion officials tell the FISA Court that warrantless domestic elec-
tronic wiretapping was going on?

Attorney General GONZALES. In connection with that litigation,
not to my knowledge, Senator.

Senator FEINSTEIN. OK. And since the passage of FISA, has any
court spoken specifically to the President’s authority to conduct
warrantless domestic electronic surveillance? Since the passage of
FISA, any Supreme Court—

Attorney General GONZALES. The Supreme Court? I do not be-
lieve so. I think the last word on this by the Supreme Court is the
Keith case, the 1972 case. And I think that year is right, and there
the Court dealt with domestic security surveillance. And the Court
was very clear, went out of its way, I believe, to make it clear that
they were not talking about electronic surveillance for foreign intel-
ligence purposes.

Senator FEINSTEIN. Was the program mentioned to the Court in
the Hamdi case?

Attorney General GONZALES. I do not know the answer to that
question, Senator.

Senator FEINSTEIN. I would appreciate it if you could find the an-
swer and let us know.

Senator HATCH. Senator, take another 2 minutes because of our
interruptions.

Senator FEINSTEIN. Oh, thank you very much.

This morning, you said, and I quote, “Presidents throughout our
history have authorized the warrantless surveillance of the enemy
during wartime.” Has any President ever authorized warrantless
surveillance in the face of a statute passed by the Congress which
prohibits that surveillance?

Attorney General GONZALES. Actually, I think there was a stat-
ute on the books in connection with the order by President Roo-
sevelt. I want to confirm that, but it is my recollection that that
is, in fact, the case, that even though there was a statute on the
books, and maybe even a Supreme Court case—I cannot remember
now—President Roosevelt ordered electronic surveillance.

Senator FEINSTEIN. I would be very interested to know that.

As I understand your argument, it is that if one does not agree
that the resolution to authorize military force provides a statutory
exception to FISA, then FISA is unconstitutional—

Attorney General GONZALES. No—well, if that is the impression
I gave, I don’t want to leave you with that impression. That tees
up, I think, a difficult constitutional issue. I think it is an easier
issue for the executive branch side than the facts that were dealt
with under Youngstown v. Sawyer, because there you were talking
about the President of the United States exercising dominion over
part of our domestic industry, the steel industry. Here you are talk-
ing about what I think is a much more core constitutional right of
the Commander in Chief.

I believe that the President—that a statute that would infringe
upon that I think would have some—there would be some serious
constitutional questions there. But I am not prepared at this junc-
ture to say absolutely that if the AUMF argument does not work
here, that FISA is unconstitutional as applied. I am not saying
that.
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Senator FEINSTEIN. All right. But you sidestep FISA using the
plenary authority as Commander in Chief. The problem there, as
I see it, is that Article I, section 8 gives the Congress the authority
to make the regulations for the military. NSA is part of DOD.
Therefore, the Congress has the right to make those regulations.

Attorney General GONZALES. I think that the clause you are re-
ferring to is the clause in section 8 of Article I, which clearly gives
to the Congress the authority and power to make rules regarding
the Government and regulation of our Armed forces. And then the
question is, well, electronic surveillance, is that part of the Govern-
ment and regulation of our Armed Forces? There are many scholars
who believe that there we are only talking about sort of the inter-
nal administration of our military, like court martials, like selective
service.

And so I think there would be a question, a good debate and dis-
cussion about whether or not—what does that clause mean and
does it give to the Congress under the Constitution the authority
to impose regulations regarding electronic surveillance? I am not
saying that it doesn’t. I am just saying I think that is obviously a
question that would have to be resolved.

Senator HATCH. Senator, your time is up.

Senator Grassley?

Senator FEINSTEIN. Thank you very much. Thanks, Mr. Attorney
General.

Senator GRASSLEY. Thank you.

It appears to me that FISA generally requires that if surveillance
is initiated under the emergency authorization provisions and an
order is not obtained from the FISA Court, the judge must “cause
to be served on any U.S. person named in the application and on
such other U.S. persons subject to electronic surveillance as the
judge” believes warranted: the fact of the application; two, the pe-
riod of the surveillance; and, three, the fact that during the period
information was or was not obtained.

So that brings these questions if that is a factual reading of the
statute. Does this explain the caution and the care and the time
that is used when deciding whether to authorize 72-hour emer-
gency surveillance? And let me followup. And then the possibility
that if you got it wrong, could you wind up tipping off an enemy?
In this case, we are worried about al Qaeda terrorists. Would this
interfere with the President’s ability to establish this vital early
warning system under FISA? And is this one of the reasons then—
and this is the last question. Is this one of the reasons why FISA
is not as nimble and quick a tool as you need to combat terrorist
threats and that members of this Committee think ought to be
used to a greater extent?

Attorney General GONZALES. Senator, those are all very good
questions. The reason we are careful about our work in seeking a
FISA is because we want to get it right. We absolutely want to get
it right in every case, and we have career professionals working
hard on these kinds of issues. And we want to get it right.

It is true that if I authorize an emergency—if I give an emer-
gency authorization and an order is not obtained, my reading of the
statute or my understanding of the statute is that the presumption
is that the judge will then notify the target of that surveillance



87

during that 72-hour period. We would have the opportunity and
make arguments as to why the judge should not do that. But in
making those arguments, we may have to disclose information cer-
tainly to the judge, and if we fail, the judge may very well notify
the target that they were under surveillance. And that would be
damaging. That could possibly tip off a member of al Qaeda or
someone working with al Qaeda that we have reasons to be con-
cerned about their activities. And so it is one of the many reasons
why we take such great care to ensure that when I grant an emer-
gency authorization, that all the requirements of FISA are met.

The reason we have such a high approval rate at the FISA Court
is not because the FISA Court is a rubber stamp. It is because we
do our work in ensuring that those applications are going to meet
the requirements of the statute.

Senator GRASSLEY. What we know about al Qaeda and their
method of operation, which I think at the very least we think that
it involves the placement of sleeper cells in our country for months
or—they look way ahead—it could even be for years for a planned
attack, and the need to rely upon an electronic communication net-
work to convey instructions to those cells from command structures
that would be located for al Qaeda outside the country. The surveil-
lance program authorized by the President was tailored precisely
to meet the natures of the threat that we face as a nation, particu-
larly with sleeper cells; would that be right?

Attorney General GONZALES. It is a narrowly tailored program,
and of course, that helps us in the Fourth Amendment analysis as
to whether or not these are reasonable searches, and we believe
that under the special needs jurisprudence, given the fact that we
have been attacked from al Qaeda within our country, we believe
that these would satisfy the requirements of the Fourth Amend-
ment.

Senator GRASSLEY. I think in your opening statement, didn’t you
make a reference to bin Laden about his recent speech 2 weeks
ago, and that is, obviously, a reiteration of the threat, and he said
that these attacks, future attacks could dwarf the 9/11 magnitude?
If that is true, is it in some sense incredible to you that we are sit-
ting here having this discussion today about whether the President
acted lawfully and appropriately in authorizing a program nar-
rowly targeted an communication that could well lead to a disrup-
tion or prevention of such an attack?

Attorney General GONZALES. Senator, I think that we should all
be concerned to ensure that all branches of Government are oper-
ating within the limits of the Constitution. And so I can’t disagree
with this hearing, the discussions, the questions in these hearings.
I think we have a good story to tell from the administration view-
point. I wish there were more that we could tell, because it is not
simply a coincidence that the United States of America has not
been hit again since 9/11. It is because of the brilliant and wonder-
ful work of our men and women in the military overseas. It is be-
cause of tools like the PATRIOT Act. It is because of tools like the
terrorist surveillance program.

Senator GRASSLEY. Howard Dean, the Chairman of the Demo-
cratic Party was quoted recently as equating the terrorist surveil-
lance program authorized by President Bush to, quote, “abuses of
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power during the dark days of the Nixon administration.” You are
awful young, but does that have a fair comparison to you? And if
it is not a fair comparison, why or why not?

Attorney General GONZALES. Well, it is not a fair comparison. I
would direct you and the other members of the Committee to
Chairman Roberts’s response to Mr. Dean in terms of making it
clear that what is going on here is much more akin to the directive
by President Roosevelt to his Attorney General Jackson in terms
of authorizing the Department to—authorizing his administration
to initiate warrantless surveillance of the enemy, and so this is—
again, this is not domestic surveillance. This is not going after our
political enemies. This is about international communications. This
is about going after al Qaeda.

Senator GRASSLEY. I wonder if you would discuss the nature of
the threat posed by al Qaeda to our country, because al Qaeda op-
erates not under the rules of law, but with disregard and contempt
for conventional warfare. In combatting al Qaeda, can we afford to
rely purely upon conventional law enforcement techniques such as
those traditionally used to combat organized crime groups and al
Qaeda traffickers, and if we were to do that, what would be the re-
sult?

Attorney General GONZALES. The President expects us to use all
the tools available under the Constitution. Obviously, we have
strong law enforcement tools that we have been using and will con-
tinue to use. But this is also a very serious military campaign, and
we are going to exercise and use all the tools, again, that are avail-
able to us in fighting this new kind of threat and this new kind
of war.

Senator GRASSLEY. I think we had some discussion from you
about the review that goes on every 45 days or approximately every
45 days, but the President himself said, quote, “carefully reviewed
approximately every 45 days to ensure its ongoing propriety.” The
surveillance is then reauthorized only after the President signs off
on it.

So I want to ask you a few questions about this review process.
I want to ask these questions because it is important that the
American people know whether the President has instituted appro-
priate procedures to guard against abuses. In the 42-page legal
memorandum from your Department, it is noted about the pro-
gram, quote, “Reviewed for legality by the Department of Justice
and are monitored by the General Counsel and the Inspector Gen-
eral of the NSA to ensure that civil liberties are being protected.”

I would like to give the opportunity to explain to the fullest ex-
tent possible, without compromising the programs, what, who,
when, why, where and how of the periodic review. What can you
tell us about the periodic review and reauthorization of the surveil-
lance program? What assurances can you give the American people
about their constitutional rights being zealously guarded against
abuses?

Attorney General GONZALES. There is a lot there in that ques-
tion, Senator. I will do my best to respond. Obviously, this is a
periodic review, approximately every 45 days or so. We have people
from the intelligence community evaluate whether or not al
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Qaeda—what is the level of threat that continues to be posed by
al Qaeda.

During that period of time, we have monthly meetings out at
NSA, where people who are involved in the program, senior offi-
cials, get together, sit down, talk about how the program is oper-
ating, ensuring that the program is being operated in a way that’s
consistent with the President’s authorization.

In connection with each authorization, the Department does
make an analysis with respect to the legal authority of the Presi-
dent of the United States to move forward. And so there are ad-
ministration lawyers that are involved, looking to see whether or
not the President does still have the authority to authorize the ter-
rorist surveillance program that I have described here today.

Senator GRASSLEY. I think my time is up. I was going to have
some followup questions on that point, but if it is necessary, I will
submit it for answer in writing.

Senator HATCH. Thank you, Senator.

Senator Feingold?

Senator FEINGOLD. Thank you, Mr. Chairman.

General Gonzales, when my time ended last time, we were begin-
ning to talk about the President’s statements in the State of the
Union that his predecessors used the same legal authority that he
is asserting. Let me first ask, do you know of any other President
who has authorized warrantless wiretaps outside of FISA since
1978 when FISA was passed?

Attorney General GONZALES. None come to mind, Senator, but
maybe—I would be happy to look to see whether or not that is the
case.

Senator FEINGOLD. I take it as a no unless you submit some-
thing.

Attorney General GONZALES. I can’t answer that—I can’t give
you an answer.

Senator FEINGOLD. OK. Isn’t it true that the only Federal courts
to decide the President’s authority to authorize warrantless na-
tional security wiretaps were considering wiretaps carried out be-
fore the enactment of FISA?

Attorney General GONZALES. I am sorry, Senator. I was thinking
about your question and I—

Se}?nator FEINGOLD. Would you like to answer the previous ques-
tion?

Attorney General GONZALES. No, but I was trying to think of an
answer, and I did not catch the first part of your second question.

Senator FEINGOLD. Isn’t it true that the only Federal courts that
decide the President’s authority to authorize warrantless national
security wiretaps were considering wiretaps that were carried out
before the enactment of FISA?

Attorney General GONZALES. In which there were actual deci-
sions? Actually, there was a Fourth Circuit decision, the Truong
decision, which was decided after FISA. To be fair, I don’t think
they really got into an analysis.

Senator FEINGOLD. That case was about a Vietnam era wiretap
before FISA was enacted, right?

Attorney General GONZALES. The collection occurred before FISA
was enacted. The decision was made after FISA, and consequently,
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my recollection is, is that case doesn’t really get into a discussion
about how the passage of FISA impacts—

Senator FEINGOLD. It was based in facts prior to FISA, then the
law that controls is the law prior to FISA, right?

Attorney General GONZALES. That is right. And then, of course,
In re: Sealed Cases, that did not—

Senator FEINGOLD. You covered that with Senator Feinstein.
That was dicta, correct?

Attorney General GONZALES. Yes.

Senator FEINGOLD. Thank you. So when the President said that
Federal courts have, quote, “approved the use of that authority,”
unquote, if he was trying to make people think that the courts had
approved the authority he is invoking and the legal theory that you
put forward here, that isn’t really accurate, is it?

Attorney General GONZALES. The President was totally accurate
in saying that in considering the question as to whether or not the
President has inherent constitutional authority to authorize
warrantless searches consistent with the Fourth Amendment to ob-
tain foreign intelligence, the statement, I think, is perfectly accu-
rate.

Senator FEINGOLD. But he said the Federal courts had said it
was all right.

Attorney General GONZALES. That is right.

Senator FEINGOLD. And you were not able to give me anything
here since FISA that indicates that.

Attorney General GONZALES. But, Senator, I don’t believe that he
was making a statement since or before—he was making the state-
ment the courts who have considered the President’s inherent con-
stitutional authority, have—the Court of Appeals have said, and I
think—there are five Court of Appeals decisions cited in the In re:
Sealed Case. All of them have said, I believe, that the President
does have the constitutional authority to engage in this kind of sur-
veillance.

Senator FEINGOLD. That is why we just went over all this be-
cause all of that is based on pre-FISA law. Here is my concern. The
President has somehow suggested that he could not wiretap terror-
ists before he authorized this program. He said, quote, “If there are
people inside our country who are talking with al Qaeda, we want
to know about it.” Of course, I agree with that 100 percent, and we
have a law that permits it. Isn’t it true that FISA permits the NSA
to wiretap people overseas without a court order even if they call
into the United States?

Attorney General GONZALES. Well, of course, it depends, Senator.

Senator FEINGOLD. It does do that in some circumstances, does
it not?

Attorney General GONZALES. It could do it in some circumstances
depending on whether or not it is electronic surveillance as defined
under FISA. As you know, they are very—I don’t want to say con-
voluted—it is a very complicated definition of what kind of radio
or wire communications would in fact be covered by FISA.

Senator FEINGOLD. General, I understand that, but clearly, FISA
in part does permit that kind of activity in certain cases?

Attorney General GONZALES. Depending on the circumstances.
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Senator FEINGOLD. To leave the impression that there is no law
permitting that would be incorrect.

Attorney General GONZALES. Well, of course not. We use FISA
whenever we can.

Senator FEINGOLD. That is what I am trying to get at, is the im-
pression that the President left, I think in the State of the Union,
was not completely accurate. Isn’t it true that FISA permits the
FBI to wiretap individuals inside the United States who are sus-
pected of being terrorists or spies so long as the FBI gets secret ap-
proval from a judge?

Attorney General GONZALES. Senator, I think I have already said
that with respect to even domestic communications involving mem-
bers of al Qaeda, we use all the tools available to us including
FISA. If we can get a FISA—

Senator FEINGOLD. So the fact is that when the President sug-
gests that he doesn’t have that, that power doesn’t exist, that
power does exist, at least in part, under FISA, under current law?

Attorney General GONZALES. Senator, I don’t know whether or
not that is what the President suggested, but clearly, the authority
does exist for the FBI, assuming we can meet the requirements of
FISA, assuming it is electronic surveillance covered by FISA, to en-
gage in electronic surveillance of al Qaeda here in this country.

Senator FEINGOLD. Here is what the President said. He said, “If
there are people inside our country who are talking with al Qaeda,
we want to know about it,” unquote. I was sitting in the room. He
sure left me the impression that he was suggesting that without
this NSA program, somehow he didn’t have the power to do that.
That is misleading. So when the President said that he authorized
a program to, quote, “aggressively pursue the international commu-
nications of suspected al Qaeda operatives and affiliates to and
from America,” trying to suggest that without this program he
could not do that under the law, that is not really right, is it?

Attorney General GONZALES. Senator, I believe what the Presi-
dent has said is accurate. It is not misleading. The day following
the New York Times story, he came out to the American people
and explained what he had authorized. We have given numerous
briefings to Congress since that day. I am here today to talk about
legal authorities for this program.

Senator FEINGOLD. I think the President’s comments in the State
of the Union were highly misleading. The American people need to
know that you already have legal authority to wiretap anyone you
suspect of helping al Qaeda, and every person on this Committee
and the Senate supports your use of FISA to do just that.

Let me switch to another subject. Senator Feinstein sort of got
at this, but I want to try a different angle. If you can answer this
with a yes or no, I would, obviously, appreciate it. Has the Presi-
dent taken or authorized any other actions, any other actions that
would be illegal if not permitted by his constitutional powers or the
authorization to use military force?

Attorney General GONZALES. Repeat your question, please, Sen-
ator.

Senator FEINGOLD. Has the President taken or authorized any
other actions that would be illegal if not permitted by his constitu-
tional powers or the authorization to use military force?



92

Attorney General GONZALES. You mean in direct contradiction of
a statute, and relying upon his commander in chief authority?
| Selnator FEINGOLD. Has he taken any other—yes, it would be a
egal—

Attorney General GONZALES. Not to my knowledge, Senator.

Senator FEINGOLD. In other words, are there other actions under
the use of military force for Afghanistan resolution that without
the inherent power would not be permitted because of the FISA
statute? Are there any other programs like that?

Attorney General GONZALES. Well, I guess what I would like to
do, Senator, is I want to be careful about answering your question.
I, obviously, cannot talk about operational matters that are not be-
fore this Committee today, and I don’t want to leave you with the
wrong impression. So I would like to get back to you with an an-
swer to that question.

Senator FEINGOLD. I definitely prefer that to then being told that
something is a hypothetical.

On September 10, 2002, Associate Attorney General David Kris
testified before the Senate Judiciary Committee. His prepared tes-
timony includes the following statement. “Thus, both before and
after the PATRIOT Act, FISA can be used only against foreign
powers and their agents, and only where there is at least a signifi-
cant foreign intelligence purpose for the surveillance. Let me repeat
for emphasis, we cannot monitor anyone today whom we could not
have monitored at this time last year,” unquote.

And this last sentence was actually underlined for emphasis in
the testimony, so let me repeat it too. “We cannot monitor anyone
today whom we could not have monitored at this time last year.”

Now, I understand that Mr. Kris did not know about the NSA
program and has been highly critical of the legal justifications of-
fered by the Department. I also realize that you were not the Attor-
ney General in 2002, so I know you won’t know the direct answer
to my question. But can you find out—and I would like if you can
give me a response in writing—who in the White House had the
Department of Justice reviewed and approved Mr. Kris’s testimony,
and of those people, which of them were aware of the NSA program
and thus let, obviously, a highly misleading statement be made to
the Congress of the United States. Will you provide me with that
information?

Attorney General GONZALES. We will see what we can provide to
you, Senator. My understanding is, is that Mr. Kris—I don’t think
it is fair to characterize his position as highly critical. I think he
may disagree, but saying it’s highly critical I think is unfair.

Senator FEINGOLD. We could debate that, but the point here is
to get to the underlying information. I appreciate your willingness
to get that for me if you can.

General Gonzales, I would like to explore a bit further the role
of the telecommunications companies and Internet service pro-
viders in this program. As I understand it, surveillance often re-
quires the assistance of these service providers, and the providers
are protected from criminal and civil liability if they have been pro-
vided a court order from the FISA Court or criminal court, or if a
high-ranking Justice Department official has certified in writing
that, quote, “No warrant or court order is required by law that all
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statutory requirements have been met and that the specified as-
sistance is required.”

Am I accurately stating the law?

b Attorney General GONZALES. I believe that is right, Senator,
ut—

Senator FEINGOLD. Have you or anyone at the Justice Depart-
ment provided any telephone companies or ISPs with these certifi-
cations in the course of implementing the NSA’s program?

Attorney General GONZALES. Senator, that is an operational de-
tail that I just can’t go into in this hearing.

Senator FEINGOLD. I look forward to an opportunity to pursue it
in other venues. And thank you very much.

Attorney General GONZALES. Thank you, Senator.

Senator HATCH. Thank you, Senator.

Senator Kyl?

Senator KYL. Thank you, Mr. Chairman. I hadn’t intended to ask
any questions, but I think there are two areas that need to be
cleared up, first with regard to two points that Senator Feingold
said the President—in which the President made highly misleading
statements, one in the State of the Union, allegedly leaving the im-
pressions that the President had authority he did not have.

When he discussed the authority that he had that other Presi-
dents had, or had exercised, what was he referring to there? Was
he referring to FISA, or was he referring to something else?

Attorney General GONZALES. Senator, he was referring to the
President’s inherent constitutional authority to engage in electronic
surveillance of the enemy.

Senator KYL. Exactly. And second, Senator Feingold asked you if
there was authority under FISA to conduct wiretaps, including of
suspected al Qaeda terrorists, and that it was misleading for the
President to infer otherwise. Is it possible to acknowledge that
FISA authority exists while also making the point that it is not the
optimal or maybe even workable method of collection of the kind
that is done under the surveillance program at issue here?

Attorney General GONZALES. No question about it. It is one of
the reasons for the terrorist surveillance program that while FISA
ultimately may be used, it would be used in a way that has been
less effective because of the procedures that are in FISA.

Senator KyL. Thank you. Now, let me clear up a concern ex-
pressed by Senator Feinstein that the reason that Congress had
not been asked to statutorily authorize this surveillance program
may be because it is much bigger than we have been led to believe.
Is that the reason?

Attorney General GONZALES. Senator, the reason is because,
quite frankly, we didn’t think we needed it under the Constitution,
and also because we thought we had it with respect to the action
by the Congress. We have believed from the outset that FISA has
to be read in a way where it is not inconsistent with the Presi-
dent’s constitutional authority as Commander in Chief.

Senator KYL. Right. Now, there was also discussion about brief-
ings by the intelligence community, General Hayden and perhaps
others, to what has been called the Big 8, which are the 4 elected
leaders, bipartisan, of the House and Senate, and 4 chairmen and
ranking members of the two Intelligence Committees of the Con-
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gress. Was that the group that you referred to when you said that
there had been discussion about whether to seek an amendment of
FISA in the Congress?

Attorney General GONZALES. Senator, it did include the leader-
ship of the Congress and the leadership of the Intel Committees.

Senator KYL. In terms of evaluating—also Senator Leahy asked
the question about why you did not come to the members of this
Committee. Who would be in a better position to judge or to assess
the impact on our intelligence with respect to compromise of the
program? Would it be leadership and chairmen and ranking mem-
bers of the Intelligence Committees or members of this Committee
that had not been read into the program?

Attorney General GONZALES. Senator, the judgment was made
that the conversation should occur with members of the Intel Com-
mittee and the leadership of the Congress, bipartisan.

Senator KYL. And in fact, if you came to this Committee to see
amendments to cover the program at issue, the members of this
Committee would have to be read into the program, would they
not?

Attorney General GONZALES. Yes, sir.

Senator KYL. Senator Leahy also said thank goodness—I am
paraphrasing now—thank goodness that we have the press to tell
us what the administration is doing with this program because we
would not know otherwise. And of course, the press did disclose the
existence of this highly classified program, which you have indi-
cated has compromised the program to some extent or has done
damage to it. I forgot your exact phrase.

Attorney General GONZALES. Those, I believe, were the comments
from the CIA Director.

Senator KYL. And it seems to me, Mr. Chairman, that the atti-
tude that it is a good thing that this program was compromised
validates the view of the bipartisan leadership that briefing Mem-
bers of Congress further, or at least briefing members of this Com-
mittee would further jeopardize the program. It seems to me that
those entrusted with knowledge of this program must be committed
to its protection.

Thank you, Mr. Chairman.

Senator HATCH. Thank you, Senator.

Senator Schumer?

Senator SCHUMER. Thank you, Mr. Chairman.

I just want to go back to where we left off and then I will move
forward, and thank you, General Gonzales. I know it has been a
long day for you, especially with all that bobbing and weaving. It
is not so easy.

We talked before about the legal theory that you have under
AUMF, and I had asked you that under your legal theory can the
Government, without ever going to a judge or getting a warrant,
search an American’s home or office? I am not saying—well, can
you give me an answer to that? Why wouldn’t the same exact legal
theory apply, that the Congress, in the resolution gave the Presi-
dent power he needed to protect America? Why is one different
than the other, both at Fourth Amendment?
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Attorney General GONZALES. Senator, I am not suggesting that
it is different. Quite frankly, I would like the opportunity simply
to—

Senator SCHUMER. I am sorry, if you could pull the mic forward.

Attorney General GONZALES. I'm sorry. I am not saying that it
would be different. I would simply like the opportunity to con-
template over it and give you an answer.

Senator SCHUMER. And you will be back here so we can ask that,
right?

Attorney General GONZALES. According to the Chairman.

Senator SCHUMER. OK, good. If not, I would ask unanimous con-
sent that Mr. Gonzales—General Gonzales be given time to answer
that one in writing.

Senator HATCH. He said he would.

Senator SCHUMER. Good. Now, here is the next question I have.
Has the Government done this? Has the Government searched
someone’s home, an American citizen, or office, without a warrant
since 9/11, let’s say?

Attorney General GONZALES. Sir, to my knowledge, that has not
happened under the terrorist surveillance program, and I am not
going to go beyond that.

Senator SCHUMER. I do not know what—what you said, under
the terrorist surveillance program. The terrorist surveillance pro-
gram is about wiretaps. This is about searching someone’s home.
It is different. So it would not be done under this surveillance pro-
gram. I am asking you has it be done?

Attorney General GONZALES. But now you are asking me ques-
tions about operations or possible operations, and I am not going
to get into that, Senator.

Senator SCHUMER. I am not asking you about any operation. I
am not asking you how many times. I am not asking you where.

Attorney General GONZALES. If you ask me has that been done.

Senator SCHUMER. Yes.

Attorney General GONZALES. Have we done something.

Senator SCHUMER. Yes.

Attorney General GONZALES. That is an operational question in
terms of how we are using our capabilities.

Senator SCHUMER. So you will not answer whether it is allowed
and you will not answer whether it has been done. I mean is not
part of your—in all due respect, as somebody who genuinely likes
you—but isn’t this part of your job to answer a question like this?

Attorney General GONZALES. Of course it is, Senator, and—

Senator SCHUMER. But you are not answering it.

Attorney General GONZALES. Well, I am not saying that I will not
answer the question. I am just not prepared to give you an answer
at this time.

Senator SCHUMER. All right. I have another one, and we can go
through the same thing. How about wiretap under the illegal the-
ory, can the Government, without ever going to a judge, wiretap
purely domestic phone calls?

Attorney General GONZALES. Again, Senator, give me an oppor-
tunity to think about that, but of course, that is not what this pro-
gram is.
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Senator SCHUMER. It is not. I understand. I am asking because
under the AUMF theory, you were allowed to do it for these wire-
taps. I just want to know what is going on now. Let me just—has
the Government done this? You can get back to me in writing.

Attorney General GONZALES. Thank you, Senator.

Senator SCHUMER. And one other, same issue. Placed a listening
device, has the Government, without ever going to a judge, placed
a listening device inside an American home to listen to the con-
versations that go on there? Same answer?

Attorney General GONZALES. Same answer, Senator.

Senator SCHUMER. But now I have another one, and let’s see if
you give the same answer here. And that is, under your legal the-
ory, can the Government, without going to a judge—this is legal
theory, I am not asking you whether they do this—monitor private
calls of its political enemies, people not associated with terrorism,
but people who they don’t like politically?

Attorney General GONZALES. We are not going to do that. That’s
not going to happen.

Senator SCHUMER. All right. Next, different issue. Last week in
the hearing before the Intelligence Committee, General Hayden re-
fused to state publicly how many wiretaps have been authorized
under this NSA program since 2001. Are you willing to answer that
question, how many have been authorized?

Attorney General GONZALES. I cannot—no, sir, I'm not at liberty
to do that. I believe—and of course, I have not been at all the brief-
ings for the congressional leaders, and the leaders of the Intel
Committee. I believe that that number has been shared, however,
with Members of Congress.

Senator SCHUMER. You mean the Chair of the Intelligence Com-
mittee or something? It is not a classified number, is it?

Attorney General GONZALES. It is a—I believe it is a classified
number, yes, sir.

Senator SCHUMER. Here is the issue. FISA is also important to
our national security, and you have praised the program, right?

Attorney General GONZALES. I couldn’t agree more with you, Sen-
ator. It’s very important.

Senator SCHUMER. Now, FISA makes public every year the num-
ber of applications. In 2004 there were 1,758 applications. Why
can’t we know how many under this program? Why should one be
any more classified than the other?

Attorney General GONZALES. I don’t know whether or not I have
a good answer for you, Senator.

Senator SCHUMER. I do not think you do.

Attorney General GONZALES. The information is classified, and I
gertainly would not be at liberty to talk about it here in this public
orum.

Senator SCHUMER. And I understand this isn’t exactly your do-
main, but can you—I cannot even think of a rationale why one
should be classified and one should be made routinely public. Both
involve wiretaps. Both involve terrorism. Both involve protecting
American security. And we have been doing the FISA one all along.
I am sure if the—well, let me ask you this. If the administration
thought that revealing the FISA number would damage security,
wouldn’t they move to classify it?
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Attorney General GONZALES. I think maybe—of course, now I am
just—I am going to give you an answer. Perhaps it has to do with
the fact that with—FISA, of course, is much, much broader. We're
talking about enemies beyond al Qaeda. We're talking about do-
mestic surveillance. We are talking about surveillance that may
exist in peacetime, not just in wartime. And so perhaps the equities
are different in making that information available to Congress.

Senator SCHUMER. Would you support declassifying that number?

Attorney General GONZALES. Senator, I would have to think
about that.

Senator SCHUMER. OK, we will wait for the next round. That is
another. We have a lot of questions to followup on here.

Attorney General GONZALES. I look forward to our conversation.

Senator SCHUMER. Me too. Me too.

Abuses. This is when Frank Church was speaking at the hearing
that Senator Kennedy, I think, talked about much earlier this
morning, he said the NSA’s, quote, capability at any time could be
turned around on the American people and no American would
have any privacy left. Such is the capability to monitor every-
thing—telephone conversations, telegrams, it doesn’t matter. There
will be no place to hide.

Now it is 31 years later and we have even more technology. So
there is the potential that Senator Church mentioned for abuse is
greater.

So let me ask you these questions. I am going to ask a few of
them so you can answer them together.

Have there been any abuses of the NSA surveillance program?
Have there been any investigations arising from concerns about
abuse of the NSA program? Has there been any disciplinary action
taken against any official for abuses of the program?

Attorney General GONZALES. Senator, I think that—

Senator SCHUMER. Because—this gets to the nub of things—this
is what we are worried about.

Attorney General GONZALES. Of course.

Senator SCHUMER. Most of us, I think all of us, want to give the
President the power he needs to protect us. I certainly do. But we
also want to make sure there are no abuses. So if there have been
some abuses, we ought to know about it. And it might make your
case to say, yeah, we found an abuse, or a potential abuse, and we
snuffed it out.

Tell me what the story is.

Attorney General GONZALES. Well, I do not have answers to all
of these questions. I would like to remind people that, of course,
even in the area of criminal law enforcement, when you talk about
probable cause, sometimes there are mistakes made, as you know.

Senator SCHUMER. No question. No one is perfect.

Attorney General GONZALES. The mistake has to be one that
would be made by a reasonable man. And so when you ask have
there been abuses, I can’t—you know, these are all investigations,
disciplinary action—

Senator SCHUMER. Yes, this is something you ought to know, if
there has been any disciplinary action. Because I take it that would
be taken—
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Attorney General GONZALES. Not necessarily. I think the NSA
has a regimen in place where they ensure that people are abiding
by agency policies and regulations.

Senator SCHUMER. If I asked those two questions about the Jus-
tice Department, any investigations arising out of concerns about
abuse of NSA surveillance or any disciplinary action taken against
officials, in either case by the Justice Department, you would know
the answer to that.

Attorney General GONZALES. I would probably know the answer
to that, to my knowledge, no.

Senator SCHUMER. Could you commit, when we come back, to tell
us if there have been—you know, you can then go broader than
what you know—more broadly than what you know now—

Attorney General GONZALES. In terms of what is going on at
NSA or Justice?

Senator SCHUMER. NSA.

Attorney General GONZALES. Well—

Senator SCHUMER. I mean, as the chief law enforcement officer,
it is still your job to sort of know what is going on in other agen-
cies.

Attorney General GONZALES. Well, sir, but if we are not talking
about—Each agency has its own policies and procedures in place.

Senator SCHUMER. I am just asking you when you come back
next time to try and find the answers.

Attorney General GONZALES. I will see what I can do about pro-
viding you additional information to your questions.

Senator SCHUMER. A little soft, but I will have to take it, I guess.

Thank you, Mr. Chairman.

Senator HATCH. Thank you.

Senator DeWine.

Senator DEWINE. Thank you, Mr. Chairman.

Long day, Mr. Attorney General. Let me just ask you a few ques-
tions. We have had a lot of discussion today and you have ref-
erenced a lot to this group of 8, report to this group of 8. I just
want to make a point. It is a small point, I guess, but the statutory
authorization for this group of 8 is 50 USC 413b. When you look
at that section, the only thing that it references as far as what this
group of 8 does is receive reports in regard to covert action. So that
is really what all it is. There is no—it does not cover a situation
like we are talking about here at all.

So I just want to make that point. We all have a great deal of
respect for these eight people. It is a different group of 8 at dif-
ferent periods of time. We have elected them, we have selected
them, they are leaders of the Congress. But there is no statutory
authority for this group other than this section has to do with cov-
ert operations. And this is not a covert operation as defined in the
specific section.

Attorney General GONZALES. Senator, can I respond to you?

Senator DEWINE. Sure.

Attorney General GONZALES. Because I had a similar question
from Senator Feinstein and I don’t know whether or not you were
here.
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First of all, again repeating for the record that of course the
Chairman of the Senate Intel Committee and the Chairman of the
House Intel Committee are both—

Senator DEWINE. And I was here when she—

Attorney General GONZALES. OK. Well, they both have commu-
nicated that we are meeting our statutory obligations. There is a
provision that requires the President of the United States to ensure
that agencies are complying with their notice requirements. The ac-
tual notice requirements, as I read it, are 413a(a) and 413b(b). And
413a(a) deals with non-covert action; 413b(b) deals with covert ac-
tion. And both of them—

Senator DEWINE. Mr. Attorney General, I don’t have much time.
I don’t mean to be impolite.

Attorney General GONZALES. That is all right.

Senator DEWINE. I listen to that and I respect your position on
it. My only point was a small point.

Attorney General GONZALES. Yes, sir.

Senator DEWINE. And that point simply is that when we ref-
erenced a group of 8, there is no statutory authorization for the
group of 8 other than for a covert operation. I guess I am just kind
of a strict constructionist, a kind of conservative guy, and that is
how I read the statute. That is my only point. And I understand
your legal interpretation. I respect that. But, you know, that is it.
I don’t see it any other way on that.

Let me ask you a couple of other questions that I wonder if you
could clarify for me. One is the legal standard that you are using,
that is being used by the NSA under this program for deciding
when to conduct surveillance of a suspected terrorist. In your De-
cember 19th press conference you said that you must have a, and
I quote, “reasonable basis to conclude” that one party to the com-
munication is affiliated with al Qaeda. Speaking on Fox TV yester-
day, General Hayden referred to the standard as “in the probable
cause range.”

Could you just define it for me? I know you have talked about
it today, but we are hearing a lot of different definitions.

Attorney General GONZALES. To the extent there is—

Senator DEWINE. You are the Attorney General. Just clarify it
for me, pinpoint it, give me the definition that the people who are
administering this every single day in the field are following.

Attorney General GONZALES. To the extent there is confusion, I
must—we must take some of the credit for some of the confusion,
because we have used different words. The standard is a probable
cause standard. It is reasonable grounds to believe—

Senator DEWINE. A probable cause standard. That doesn’t mean
it is—is that different than probable cause as we would normally
learn that in law school?

Attorney General GONZALES. Not in my judgment.

Senator DEWINE. OK. So that means—

Attorney General GONZALES. I think it is probable cause. But it
is not probable cause as to guilt—

Senator DEWINE. I understand.

Attorney General GONZALES [continuing].—or probable cause as
to a crime being committed. It is probable cause that a party to the
communication is a member or agent of al Qaeda. The precise lan-
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guage that I would like you to refer to is a reasonable grounds to
believe. Reasonable grounds to believe that a party to the commu-
nication is a member or agent of al Qaeda or of an affiliated ter-
rorist organization.

Senator DEWINE. So—

Attorney General GONZALES. It is a probable cause standard, in
my judgment.

Senator DEWINE. So probable cause.

Attorney General GONZALES. It is probable cause.

Senator DEWINE. And so all the case law or anything else that
we would learn throughout the years about probable cause, about
that specific question, would be what we would look at and what
the people are being instructed to follow.

Attorney General GONZALES. But again, it has nothing to do with
probable cause of guilt or probable cause that a crime had been
committed. It is about—

Senator DEWINE. I understand. We are extrapolating that tradi-
tional standard over to another question.

Attorney General GONZALES. And the reason that we use these
words instead of “probable cause” is because people relying upon
the standard are not lawyers.

Senator DEWINE. Let me followup. I don’t have much time. Gen-
eral Hayden described the standard as a softer trigger than the one
that is used under FISA.

What does that mean?

Attorney General GONZALES. I think what General Hayden
meant was that the standard is the same but the procedures are
different, and that you have more procedures that have to be com-
plied with under FISA. But the standards are the same in terms
of probable cause. But there clearly are more procedures that have
to be met under FISA, and that is what I believe General Hayden
meant by “it’s a softer trigger.”

Senator DEWINE. So it is more—it is a procedure issue, then. In
other words, I have to go through more hoops on one, loops on the
other. I mean, it is a difference what I have to go through, but my
legal standard is the same. Is that what you are saying?

Attorney General GONZALES. It is a probable cause standard for
both and, yes, sir, the—what has to—

Senator DEWINE. It is the same standard.

Attorney General GONZALES. It is the same standard.

Senator DEWINE. Different question, but—

Attorney General GONZALES. Different procedures.

Senator DEWINE [continuing]. The same standard.

Final followup question on this. I believe you have said that the
individual NSA analysts are the ones who are making these deci-
sions. The people who are actually doing are making the decisions,
obviously. What kind of training are these individuals given in re-
gard to applying the standard?

Attorney General GONZALES. Well—

Senator DEWINE. Are you involved in that or are you not in-
volved in that?

Attorney General GONZALES. This is primarily handled by the
General Counsel’s Office at NSA. And as you know, they are very,
very aware of the history of abuses. They care very much about en-
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suring that all the activities that are ongoing out at NSA are con-
sistent with the Constitution and certainly consistent with the au-
thorization by the President for this terrorist surveillance program.

Senator DEWINE. So this is not something your Department is
directly involved in?

Attorney General GONZALES. No, sir, I think it would be unfair
to say that we are directly involved. We have provided some guid-
ance, but I think it would be unfair to say that the Department of
Justice has been intimately involved in providing training and
guidance. This has been primarily—that, I think, aspect—I think
it is fair to say that that responsibility has fallen primarily to the
General Counsel’s Office out at NSA.

Senator DEWINE. Well, Mr. Attorney General, I am going to con-
clude at this point. I just go back to what I said this morning, and
that is, you know, we have heard a lot of debate, even more debate
than we had this morning, about these legal issues. People on dif-
ferent sides of these legal issues. I just really believe it is in the
country’s best interest, the President’s best interest to want—ter-
rorism’s best interest, which is what we are all concerned about—
some 4 years or so after this program has been initiated for the
President to come to Congress and to get—for us, the Intelligence
Committee, which is the Committee that has jurisdiction, to take
a look at this program, to get debriefing on the program, and then
to see whatever changes in the law have to be made and to deal
with it. I think you will be in a—the President will be in a much
stronger position at this point to go forward, and it will be in the
best interest of the country.

So I thank you.

Attorney General GONZALES. Thank you, Senator.

Senator HATCH. Thank you, Senator.

Senator Kennedy.

Senator KENNEDY. Thank you, Mr. Chairman. And thank you,
General Gonzales. I join all of those that paid tribute to you for
your patience on this, and thank you for responding to these ques-
tions.

Just to pick up on what my friend and colleague, Senator
DeWine, has mentioned. I am in strong agreement with that rec-
ommendation. It is bipartisan. I didn’t have a chance to talk to
Senator DeWine. I mentioned earlier in the course of our visit this
morning that we had, I thought, extraordinary precedent with At-
torney General Levi, and President Ford, where the members of
this Committee, a number of us, went down to the Justice Depart-
ment and worked with them. And they wanted to get it right on
eavesdropping. And then General Levi had a day and a half where
he listened to outside constitutional experts, because he wanted to
get it right.

My very great concern is that we are not getting it right. Maybe
the NSA thinks that they are getting the information, but what we
are seeing now with the leaks and others is that there are many
people out there that wonder whether they are going to face future
prosecution, whether the court system is going to be tied up be-
cause of information that is gained as a result of the NSA taps that
is not going to be permitted, and that we are going to have these
known al Qaeda personnel that are going to be either freed or
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given a lesser sentence or whatever, and that they are less inclined
to sort of spill the beans because, if they know that they are going
to get away or worse, they will be better prepared to make a deal
with the law enforcement authorities than if they think they can
tie up the courts.

So in the FISA Act, as you well know, the 15 days that were in-
cluded in there were included, as the legislative history shows, so
that if they needed to have a broader context—it was spelled out
in the legislative history—the administration would have 7 days al-
legedly to make emergency recommendations and we would have
7 days to act. Maybe that was too precipitous, but it was certainly
the intent at the time to recognize the time. And I believe very
strongly that as Senator DeWine has said, we have uncertainty
now. When you have those within your own department who won-
der about the legality, the list of constitutional authorities that
question the legality. When you have Professor Curtis Bradley,
someone who had been part of the administration, the State De-
partment, question the legality, I think this is a matter of concern.

I asked you, and I don’t think I gave you a chance to answer,
but you really didn’t have a chance to test this out with outside
constitutional authority, as I understand it.

Attorney General GONZALES. Sir, of course I wasn’t at the De-
partment when the program commenced. So certainly, from within
the White House, I am not aware of any discussions generally or
specifically. I don’t think there would have been any specific discus-
sions with outside experts. And I suspect, in fact I am fairly sure,
there were not discussions with outside experts at the Department,
although I don’t know for sure.

Senator KENNEDY. Well, we will have our chance and oppor-
tunity, hopefully, to find that out in further hearings. But what
was done previously and the coming together when the legislation
was passed with virtual unanimity in the House and the Senate is
impressive. And I think, as others have expressed, we want to give
the President the power to do what is right in terms of protecting
us, but we need, as we do on other issues, to have the kinds of
checks and balance to make sure that it is done right.

I have just a couple of questions in other areas. I am not sure—
you might have been asked about this, and if you can’t answer it,
you can’t answer it, but since September 11th, has the President
authorized any other surveillance program within the United
States under his authority as Commander in Chief or under the
authorization for use of military force in Afghanistan?

Attorney General GONZALES. Senator, I can’t answer that ques-
tion in terms of other operations.

Senator KENNEDY. All right. On another issue, and I have heard
from staff—I apologize for not being here through the whole ses-
sion; we are dealing with the asbestos legislation on the floor at the
time—

Attorney General GONZALES. Yes. Of course.

Senator KENNEDY [continuing]. And I needed to go over to the
floor. I understand that the telephone companies that assist the
Government in engaging in electronic surveillance face potential
criminal and civil penalties if they disclose consumer information
unlawfully. But they are protected from such liability if they re-
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ceive a written certification from the Attorney General or his des-
ignee saying that, and I quote, no warrant or court order is re-
quired by law, that all statutory requirements have been met, and
that the specific assistance is required.

So you understand that telephone companies can face criminal
and civil liability if they provide wiretapping assistance in a way
that is not authorized by statute?

Attorney General GONZALES. I do understand that, yes, sir.

Senator KENNEDY. Have you provided a certification to the tele-
phone companies that all statutory requirements have been met?

Attorney General GONZALES. Senator, I can’t provide that kind of
information.

Senator KENNEDY. You can’t answer that. And you couldn’t even
provide us with redacted copies.

So I guess we would assume that, since that is a requirement or
otherwise that they would be held under the criminal code, and
that is a requirement, one would have to assume that you have
given them that kind of authority. But that—

Attorney General GONZALES. Sir, two points. There is a lot in the
media about potentially what the President has authorized. Much
of it is incomplete. Much of it is, quite frankly, wrong. And so you
have this muddled picture that the President has authorized some-
thing that is much greater than what in fact he has authorized.

And I can’t remember my second point.

Senator KENNEDY. But your response to the earlier question
about the range of different—

Attorney General GONZALES. Oh, I remember my second—if I
could just—My second point is, is that this—your question—again,
I haven’t—I think this is true; I don’t want to give you the—Well,
maybe I shouldn’t make this statement. I am sorry. Go ahead, sir.

Senator KENNEDY. Well, we were looking at sort of the range of
different programs.

I want to just mention, General, as someone that was here when
we had the testimony, just quickly on the wiretaps, that prior to
the time that J. Edgar Hoover used to appear, they used to lift all
the wiretaps. They had 450 or 500 wiretaps, and they had 20 the
day he testified, and then 500 the next day. No one is suggesting
that that is what is happening, but many of us who have been on
this Committee for some time have seen those abuses. No one is
suggesting that, and we understand your reluctance in mentioning
this, but this is an issue that has been around over some period
of time.

I would just say in conclusion, Mr. Chairman, I am very hopeful.
We want to have as much certainty on the program as possible. I
think what we have seen out in the public now the information
that has been out there, certainly weekly, is a result of concerned
individuals in these agencies, hard-working Americans that are
trying to do a job and are concerned about the legality of this job.
And I think they are entitled to the protections that we ought to
be able to provide for them. As someone who has been a member
of this Committee, I think that this Committee has in the past and
certainly would still recognize the extraordinary sensitivity and the
importance of it, do the job, do it right, and do it well. And then
done so, I think we would have a different atmosphere and a dif-
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ferent climate. And I think we would be able to get the kind of in-
formation that is going to be so important to our national security.

I hope that will be a judgment that you will consider, as Senator
DeWine has mentioned and others have mentioned. I appreciate
your testimony.

Thank you, Mr. Chairman.

Chairman SPECTER. Before proceeding to Senator Sessions, who
is next on the Republican side—I will defer my turn until after
Senator Sessions has had his turn—I think this is a good time to
make an announcement. Senator Kennedy made a suggestion ear-
lier today about the Committee’s intentions with respect to renew-
ing the Voting Rights Act. This would be an especially appropriate
action with the death of Coretta Scott King. We have been talking
about hearings. We are going to move to renew the Voting Rights
Act this year, if we possibly can, in advance of the 2007 date. We
have been laboring under a very, very heavy workload, which ev-
erybody knows about, and we will be scheduling those hearings
early on. They have to be very comprehensive and provide an evi-
dentiary base. That is a matter of great concern, really, to every-
body on the Committee.

Senator Kennedy?

Senator KENNEDY. I want to thank the Chair. We have had a
chance to talk about this at other times. And I particularly appre-
ciate his sensitivity, as many of us are going down to the funeral
for Coretta Scott King. I think it is an important statement and
comment that her legacy will continue. So I thank the Chair. I
know we have broad support. My friend Senator Leahy has been
a strong supporter. Others here, Senator Biden—I look around this
Committee. It is a very, very important legislation. In the time that
we inquired of General Gonzales, he had indicated the full support
of the administration on this. We will look forward to working with
you.

I thank the Chair for making that announcement.

Chairman SPECTER. Thank you, Senator Kennedy.

Senator Sessions.

Senator SESSIONS. Thank you, Mr. Chairman.

I would like to offer for the record a letter from Mr. H. Brian
Cunningham, who served for 6 years with the CIA and the Depart-
ment of Justice in President Clinton’s administration and for a
time President Bush’s administration, in which he defends the ac-
tions of the terrorist surveillance program.

I would also join with the Chairman in welcoming Ms. Deborah
Burlingame here. She has been here all day. Her brother was a
pilot who lost his life in the plane that crashed into the Pentagon.
I think her presence today is a vivid reminder of the human cost
that can occur as a result of negligence, or failure of will, or failure
to utilize the capabilities that are constitutionally legal in this
country. We have a responsibility to make sure that we do those
things that are appropriate and legal to defend this country. It is
not merely an academic matter. We have had some good discus-
sions here today. But it is beyond academics. It is a matter of life
and death. And we have lost a lot of people; nearly 3,000 people
have no civil rights today. They are no longer with us as a result
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of a terrorist attack. Thank you, Ms. Burlingame, for coming and
being with us today.

We talked about the inherent power of the President. I think
there has been a remarkable unanimity of support for the inherent
power of the President to do these kind of things in the interest
of national security. And I know, post-Aldrich Ames, as you pointed
out when I asked you about it, Mr. Gonzales, Attorney General
Gonzales, that laws were changed with regard to that. But in fact,
Jamie Gorelick, the Deputy Attorney General in the Clinton admin-
istration, testified in defense of a warrantless search of Aldrich
Ames’s home and a warrantless search of the Mississippi home of
a terrorist financier in the Aldrich Ames case. She testified that
the President has inherent authority to conduct warrantless phys-
ical searches for foreign intelligence purposes.

Now, that sounds to me like she was saying that that is an in-
herent constitutional power. I don’t understand it any other way.
Would you?

Senator BIDEN. Would the Senator yield for a question? What
year is that? I am sorry.

Senator SESSIONS. This would have been after the Aldrich Ames
case, 1994-1995.

Senator BIDEN. Thank you.

Senator SESSIONS. It was before the statute was changed by the
Congress. But she did not discuss it in that context. Her context
was that it is the inherent power of the President. And she went
on to say, “that the rules and methodology for criminal searches
are inconsistent with the collection of foreign intelligence and
would unduly frustrate the President in carrying out his foreign in-
telligence responsibilities.”

And in addition to that, Judge Griffin Bell, who served as a Fed-
eral judge for a number of years and was Attorney General under
a Democratic President, Jimmy Carter, when the FISA Act was
passed, acknowledged that while the bill did not recognize the
President’s inherent power to conduct electronic surveillance, he
said this: “[TThis does not take away the power of the President
under the Constitution. It simply, in my view, is not necessary to
state that power, so there is no reason to reiterate or iterate it as
the case may be. It is in the Constitution, whatever it is.”

And he went on to say a little earlier, when asked about the in-
herent power of the President to order electronic surveillance with-
out first obtaining a warrant, former Attorney General Griffin Bell
testified, “We can’t change the Constitution by agreement.” Or by
statute, I would add.

A little later, he said when asked if he thought the President
has, quote—he was asked this question—Does the President have
“the inherent right to engage in electronic surveillance of an Amer-
ican citizen in this country?”, Judge Bell responded, “I do. I think
he has a constitutional right to do that, and he has a concomitant
constitutional duty to do it under certain circumstances.”

So I don’t know all the answers to what the powers are here.
There are a lot of different opinions. I would say this. You have al-
most been criticized some today for not going further, not
surveilling phone calls within our country. Some on the other side
have criticized you—are apparently surprised you didn’t assert that
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authority. But the President, I think, acted narrowly and within
what he thought would be appropriate, given the constitutional and
statutory structure and after having informed eight of the top lead-
ers in the U.S. Congress.

Would you comment on that?

Attorney General GONZALES. Well, it is a very narrow authoriza-
tion. And again, I want to repeat what I said earlier in the hear-
ings in terms of—I want to assure you that while domestic-to-do-
mestic is not covered under the terrorist surveillance program, we
are using all the tools available, including FISA, to get information
regarding those kinds of communications. I mean, if there are other
ways to do it that are permitted under the Constitution, we are
going to try to get that information, so very, very important.

Senator SESSIONS. Well, thank you. I would just observe that I
think this system was working. It was a narrow program that the
President explained to congressional leaders. He had his top law-
yers in the Department of Justice and the White House review its
constitutionality and he was convinced that it was legal. He nar-
rowly constrained it to international calls, not domestic calls, and
al Qaeda-connected individuals. And he also did it with the one
group that he has concluded was responsible for 9/11, al Qaeda, the
group that this Congress has authorized him to engage in hos-
tilities against, to go to war against. And they declared war on us
even before 9/11. That is the one group, not other groups that
might have hostile interests to the United States like Hizbollah, or
a Colombian group, or terrorist group around the world. That is
what he authorized to occur. So I think he showed respect for the
Congress, not disrespect.

And General Gonzales, other groups that may have violent ele-
ments within them are not authorized to be surveilled through this
terrorist surveillance program. Isn’t that correct?

Attorney General GONZALES. Senator, under the President’s ter-
rorist surveillance program, again as I have indicated, what we are
talking about today is people, members or agents of al Qaeda or re-
lated—of al Qaeda or related terrorist organizations. That is what
we are talking about. And I think General Hayden, I believe, testi-
fied before the Intel Committee that there are professionals out at
NSA and, I presume, from other branches of the intel community
that provide input as to what does that mean to be sort of related
or working with al Qaeda.

Senator SESSIONS. Well, let me just conclude with this point. I
think the system was working in that way. We were conducting a
highly classified, important operation that had the ability to pre-
vent other people from being killed, as Ms. Burlingame’s brother
was killed and several thousand others on 9/11.

I believe that CIA Director Porter Goss recently—his statement
that the revealing of this program resulted in severe damage to our
intelligence capabilities, is important to note. And I would just like
to followup on Senator Cornyn’s questions, General Gonzales, and
ask you to assure us that you will investigate this matter, and if
people are found to have violated the law, that the Department of
Justice will prosecute those cases when they reveal this highly se-
cret, highly important program.
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Attorney General GONZALES. Senator, of course we are going to
investigate it. And we will make the appropriate decision regarding
subsequent prosecution.

Senator SESSIONS. Will you prosecute if it is appropriate?

Attorney General GONZALES. We will prosecute when it is—if it
is appropriate, yes, sir.

Senator SESSIONS. Thank you.

Chairman SPECTER. Thank you, Senator Sessions.

Senator Biden.

Senator BIDEN. Thank you very much.

General, how has this revelation damaged the program? I am al-
most confused by it. I mean, it seems to presuppose that these very
sophisticated al Qaeda folks didn’t think we were intercepting their
phone calls. I mean, I am a little confused. How did this revelation
damage the program?

Attorney General GONZALES. Well, Senator, I would first defer to
the experts in the Intel community who are making that state-
ment, first of all. I am just a lawyer, and so when the Director of
the CIA says this will really damage our intel capabilities, I would
defer to that statement.

I think, based on my experience, it is true. You would assume
that the enemy is presuming that we are engaged in some kind of
surveillance. But if they are not reminded about it all the time in
the newspapers and in stories, they sometimes forget, and you are
amazed at some of the communications that exist. And so, but
when you keep sticking it—putting it in their face that we are in-
volved in some kind of surveillance, even if it is unclear in these
stories, it can’t help but make a difference, I think.

Senator BIDEN. Well, I hope you and my distinguished friend
from Alabama are right that they are that stupid and naive, be-
cause we are much better off if that is the case. I got the impres-
sion from the work I have done in this area that they are pretty
darned sophisticated. They pretty well know. It is a little like when
we talk about—when I say you all haven’t—not you personally—
the administration has done very little for rail security. They have
done virtually nothing. And people say, Oh, my lord, don’t tell
them, don’t tell them there are vulnerabilities in the rail system.
They’ll know to use terror. Don’t tell them that tunnel was built
in 1860 and has no lighting, no ventilation.

I mean, I hope they are that stupid.

Attorney General GONZALES. Sir, I think you can be very, very
smart and be careless.

Senator BIDEN. Well, OK, but if that is the extent of the damage,
then I hope we focus on some other things, too.

Look, I would like to submit for the record a letter numerous
people have already submitted this letter—it has probably already
been done—to Senators Specter and Leahy from former Deputy At-
torney General Jamie Gorelick. She makes a very basic point. I
don’t want to debate it at this time. She said the Aldrich Ames case
is about physical search. FISA didn’t cover physical searches, as
my distinguished friend from Alabama knows. At the time they
conducted the search, FISA did not cover physical searches.

And then she went on to say, My testimony did not address
whether there would be inherent authority to conduct physical
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searches if FISA were extended to cover physical searches. After
FISA was extended to cover physical searches, to my knowledge
FISA warrants were sought.

So, I mean, let’s compare apples and apples, and oranges and or-
anges.

Let me ask a few other basic questions. Because for me, you
know, I have real doubts about the constitutionality, as others have
raised here. I used to have a friend who used to say, you have to
lﬁnow how to know. You have to know how to know. And we don’t

now.

Now, you are telling me and the rest of us that the Director of
CIA says we have been damaged. Well, the former Director told us
that we were going to be greeted with open arms. You know, that
they had weapons of mass destruction. Those were honest mis-
takes. I mean, for me to accept the assertion made by a single per-
son is something I would consider but is not dispositive.

Let me ask you this question. Do you know—and you may not—
do you know how many of these wiretaps and/or e-mail intercepts
have resulted in anything?

Attorney General GONZALES. Well—

Senator BIDEN. Any criminal referral, any—

Attorney General GONZALES. Without getting into specifics, Sen-
ator, I can say that the Director of the FBI said this has been a
very valuable program. And it has helped identify would-be terror-
ists here in the United States, and it has helped identify individ-
uals providing material support for terrorists. General Hayden has
said this has been a very successful program, that but for this pro-
gram we would not have discovered certain kinds of information.
General Hayden also said that this program has helped detect and
prevent—I think those were his words—attacks both here and
abroad. These folks are the ones that are paid to make these kinds
of assessments. I am not.

Senator BIDEN. Have we arrested those people? Have we arrested
the people we have identified as terrorists in the United States?

Attorney General GONZALES. Sir, when we can use our law en-
forcement tools to go after the bad guys, we do that.

Senator BIDEN. No, that is not my question, General. You said
that, you cited the assertions made by Defense Department, by
General Hayden, by the FBI that this has identified al Qaeda ter-
rorists. Have we arrested them?

Attorney General GONZALES. Senator, I am not going to go—I am
not going to go into specific discussions about—

Senator BIDEN. I am not asking for specifics, with all due re-
spect.

Attorney General GONZALES. Well, in terms of how that informa-
tion has been used and the results of that information.

Senator BIDEN. Well, I hope we arrested them if you identified
them. I mean, it kind of worries me because you all talk about how
you identify these people and I have not heard anything about any-
body being arrested. I hope they are not just hanging out there like
we had these other guys hanging out prior to 9/11. I don’t think
you would make that mistake again.

Can I ask you, again. A suspected al Qaeda terrorist calls from
Abu Dhabi to an American citizen in Selma, Alabama. Turns out
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that when you do the intercept, the person on the other end, from
Abu Dhabi, wasn’t a terrorist. Understandable mistake. And it
turns out the person in Selma wasn’t talking to a terrorist. What
do you do with that conversation that has now been recorded?

Attorney General GONZALES. What I can say, Senator, is that we
do have—there are minimization procedures in place. You and I
had this conversation before about the minimization procedures
that may exist with respect to this program.

Senator BIDEN. That may exist?

Attorney General GONZALES. Meaning—

Senator BIDEN. Either they do or they don’t. Do they exist?

Attorney General GONZALES. There are minimization procedures
that do exist with this program, and they would govern what hap-
pens to that information.

Senator BIDEN. Does anybody know what they are?

Attorney General GONZALES. Yes, sir, the folks out at NSA who
are actually administering this program.

Senator BIDEN. Have they told anybody in the Congress? Have
they told any court?

Attorney General GONZALES. Sir, I do not know that, the answer
to that question.

Senator BIDEN. I guess maybe you all don’t have the same prob-
lem I have. If, in fact, there are minimization procedures and they
are being adhered to, no problem. If, in fact, the people being inter-
cepted are al Qaeda folks and they are talking to American citi-
zens, no problem. But how do we know? I mean, doesn’t anybody
get to look at this ever? Doesn’t a court retrospectively get to look
at it? Doesn’t, you know, the royalty within the Senate get to look
at it, you know, these two, four, or eight people? I mean, doesn’t
somebody look at it? Or, you know, the cold war lasted 40 years.
This war is likely to last 40 years. Is this for 40 years we have got
to sit here and assume that every President is just, well, we know
old Charlie, he is a good man, we are sure he wouldn’t do anything
wrong? And we know no one in the intelligence community would
every do anything wrong. We have a history of proving that never
occurred. And we know no one in the FBI will ever do anything
wrong. That is clear. That never occurred.

I mean, is there some place along the line that somebody other
than an analyst, who we don’t know but we know he is asserted
to be an expert on al Qaeda, is there somebody other than that per-
son who is ever going to know what happened? And whether or not
there is, the next President may be less scrupulous. Maybe he or
she will be engaged in data-mining.

Attorney General GONZALES. Senator, as I indicated in my open-
ing remarks, of course, the Inspector General at NSA, he has the
responsibility to ensure that the activities out of this program are
done in a way that is consistent with the President’s authorization,
including the minimization requirements.

Senator BIDEN. OK. This reminds me of a Supreme Court hear-
ing. What goes into the President making the decision on reauthor-
ization every 45 days? Does anybody come and say, Mr. President,
look, we have done 2,117 wiretaps or 219, 60 percent of them had
some impact or only 1 percent has an impact, and we think—or is
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it automatic? I mean, what kind of things does a President look at
other than we still have al Qaeda out there?

Attorney General GONZALES. Sir, it is not automatic. As I also in-
dicated in my opening statement, the President receives informa-
tion from the intelligence community about the threat. The threat
is carefully evaluated as to whether or not we believe al Qaeda con-
tinues to be a continuing threat to the United States of America.

Senator BIDEN. So as long as it is, the program, so that is the
criteria, is al Qaeda a threat? Not is the program working, but is
al Qaeda a threat? Is that the criteria?

Attorney General GONZALES. Well, of course not. If we do not
have a tool, a lawful tool that is effective, why would we use it?
We only use a tool if it is effective.

Senator BIDEN. Thank you, General.

Attorney General GONZALES. Mr. Chairman, could I ask for a
short break?

Chairman SPECTER. Granted.

Attorney General GONZALES. Thank you, Mr. Chairman.

[Recess 4:44 p.m. to 4:52 p.m.]

Chairman SPECTER. The Judiciary Committee hearing will re-
sume. We have four more Senators who have not completed their
next round who are on the premises, so it may be that we can fin-
ish today. Other Senators have looked toward another round, so let
me negotiate that between today and some date in the future to see
if it is necessary to ask you to come back, Mr. Attorney General.
And I had thought about limiting the time to 5-minute rounds, but
we are going to be here at least until about 5:30. So let’s go ahead
with the full 10 minutes, and I will yield at this time to Senator
Graham?

Senator BIDEN. Mr. Chairman, parliamentary inquiry. I do have
other questions. I am not asking they be asked today or even to-
morrow, but if we end today, which I think makes a lot of sense—
the General has been very generous, and his physical constitution
has been required to be pretty strong here today, too. Is it likely
if after you survey us, after we close down today, that you may
very well ask the General back for more questions from us in open
session?

Chairman SPECTER. Senator Biden, I would like to leave that
open. Senator Leahy said that he was looking forward to another
round, which is where we were when he left.

Senator BIDEN. OK.

Chairman SPECTER. I thought we would have a number of Sen-
ators who wouldn’t have finished a second round, so Attorney Gen-
eral Gonzales would have had to come back for a second round. But
it may be that others will have further questions, or it may be that
on some of our other hearings we will have matters that we want
to take up with the Attorney General. And the Attorney General
has stated to me his flexibility in coming back, so let’s—is that cor-
rect, Mr. Attorney General?

Attorney General GONZALES. I try to be as helpful as I can to
you, Mr. Chairman.

Chairman SPECTER. I take that to be a yes.

Senator BIDEN. Ten more seconds. The only reason I ask, I, like
you, want to go to the floor and speak on the asbestos bill that is
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up, and I didn’t know whether I should stay here for a third round
or—

Chairman SPECTER. I can answer that. You should stay here.

[Laughter.]

Senator BIDEN. I oppose the Chairman’s position on asbestos. I
shouldn’t have asked that question. I withdraw the question, Mr.
Chairman.

Chairman SPECTER. I expect to go to 9 o’clock, Senator Biden.
You are going to miss very important materials if you leave.

Senator Graham?

Senator GRAHAM. Thank you, Mr. Chairman.

Mr. Attorney General, we will see if we can talk a little more
about this constitutional tension that is sort of my pet peeve, for
lack of a better word.

I would just echo again what Senator DeWine said. Instead of
another round at another time, I would love to engage in a collabo-
rative process with the administration to see if we can resolve this
tension. I want to talk to you exclusively about inherent power and
your view of it and the administration’s view of it, and share some
thoughts about my view of it.

The signing statement issued by the administration on the
McCain language prohibiting cruel, inhumane, and degrading
treatment, are you familiar with the administration’s signing state-
ment?

Attorney General GONZALES. I am familiar with it, Senator.

Senator GRAHAM. What does that mean?

At?torney General GONZALES. The entirety of the statement, Sen-
ator?

Senator GRAHAM. Well, I guess to me I was taken back a bit by
saying, notwithstanding, it was sort of an assertion that the Presi-
dent’s inherent authority may allow him to ignore the dictates of
the statute. Does it mean that, or did I misunderstand it?

Attorney General GONZALES. It may mean that this President—
first of all, no President can waive constitutional authority of the
executive branch.

Senator GRAHAM. My question is very simple but very important.
Is it the position of the administration that an enactment by Con-
gress prohibiting the cruel, inhumane, and degrading treatment of
a detainee intrudes on the inherent power of the President to con-
duct the war?

Attorney General GONZALES. Senator, I think—I don’t know
whether or not we have done that specific analysis.

Senator GRAHAM. Can I ask you this question then?

Attorney General GONZALES. Yes.

Senator GRAHAM. Is it the opinion of—your opinion and the ad-
ministration’s position without the force resolution that FISA is un-
constitutional in the sense it intrudes on the power of the Presi-
dent to conduct surveillance at a time of war?

Attorney General GONZALES. I think that question has been
raised a couple times today. I have indicated that that then puts
us into the third part of the Jackson analysis. I have also indicated
that these are difficult questions.

Senator GRAHAM. And I will accept that as an honest, sincere an-
swer, because they are difficult.



112

Let’s get back to my scenario about the military member who has
a detainee under their charge. They get an order from the com-
mander in chief or some higher authority to do certain techniques.
The justification is that we need to know about what is going to
happen in terms of battlefield developments. We believe this person
possesses information. And those techniques are expressly prohib-
ited by prior statute under the authority of the Congress to regu-
late the military. That is another classic moment of tension. What
do we tell that troop? If they called you as a lawyer and they said,
“I got the order from my commander,” maybe even from the Presi-
dent, “to engage in five things, but I have been told there is a stat-
ute that says I cannot do that passed by Congress, what should I
do?” what would your answer be to that person?

Attorney General GONZALES. I don’t know if I can give that per-
son an immediate answer. I think that is the point that you are
making. To put our military in that kind of position, that is a very
difficult place to be.

Senator GRAHAM. Thank you for that. That is absolutely the
point I have been trying to make for a year and a half. I want to
give that troop an answer that we all can live with, and let me take
this just a little bit further.

The FISA statute in a time of war is a check and balance, but
here is where I think I am your biggest fan. During the time of
war, the administration has the inherent power, in my opinion, to
surveil the enemy and to map the battlefield electronically, not just
physical but to electronically map what the enemy is up to by seiz-
ing information and putting that puzzle together. And the adminis-
tration has not only the right but the duty, in my opinion, to pur-
sue fifth column movements. And let me tell folks who are watch-
ing what a fifth column movement is. It is a movement known to
every war where Americans, citizens, will sympathize with the
enemy and collaborate with the enemy. It has happened in every
war. And President Roosevelt talked about we need to know about
fifth column movements.

So to my friends on the other side, I stand by this President’s
ability inherent to being Commander in Chief to find out about
glfthhcolumn movements. And I don’t think you need a warrant to

o that.

But here is my challenge to you, Mr. Attorney General. There
will come a point in time where the information leads us to believe
that citizen A may be involved in a fifth column movement. At that
point in time, where we will need to know more about citizen A’s
activity on an ongoing basis, here is where I part. I think that is
where the courts really come in. I would like you and the next At-
torney General and the next President, if you have that serious in-
formation that you need to monitor this American citizen’s conduct
in the future, that they may be part of a fifth column movement
to collaborate with the enemy. I want a check and a balance and
here is why: Emotions run high in war, and we put a lot of people
in prison who just look like the enemy and never did anything
wrong, just as loyal an American as you or I. But it would be very
easy in this war for an American citizens to be called up by the
enemy and labeled as something they are not. It would be very
easy, in my opinion, if you are a business person dealing in the
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Mideast who happened to be an American citizen, the business deal
goes bad, that bad things could happen to you.

I would just like the administration to entertain the idea of sit-
ting down with Senator DeWine and others to see if we can find
a way at some point in the process of monitoring fifth column
movements to have a check and balance system that not only
would strengthen the Commander in Chief’s role, it will give guid-
ance to the people fighting the war. You will have Congress on
board. You will be stronger in courts, and the enemy will be weak-
er.
How does that proposition sit with you?

Attorney General GONZALES. Senator, the President has already
said that we would be happy to listen to your ideas.

Senator GRAHAM. OK. But you do understand my inherent au-
thority argument, my concern with that argument, because taken—
the next President may not be as sensitive to this limited role of
the Government. Really, Mr. Attorney General, you could use the
inherent authority argument of a Commander in Chief at a time
of war to almost wipe out anything Congress wanted to do.

Attorney General GONZALES. See, I disagree with that, Senator.
I really meant it when I said earlier that in time—

Senator GRAHAM. Give me a situation where the Congress could
regulate or trump the inherent power argument in time of war.

Attorney General GONZALES. I think Congress has a powerful
check on the Commander in Chief. It is through the purse.

Senator GRAHAM. If the Congress decided to limit treatment or
interrogation techniques of a detainee, would the President have to
honor that? Is that part of our authority under the Constitution to
regulate the military? Do we have the authority to tell the military
you will not do the following things? Would that intrude on the in-
herent power of the President to run the military?

Attorney General GONZALES. The question is whether or not this
is an interference with the day-to-day command functions of the
Commander in Chief or does it fall within that clause of section 8
of Article I, which says that Congress—

Senator GRAHAM. Do you believe it is lawful for the Congress to
tell che military that you cannot physically abuse a prisoner of
war?

Attorney General GONZALES. I am not prepared to say that, Sen-
ator. I think that that is—I think you can make an argument that
that is part of the rule the Government—

Senator GRAHAM. Mr. Attorney General, if we cannot do that, if
we cannot during a time of war regulate the behavior of our troops,
then really we have no power in a time of war. And that is the
point here. I think we share power.

Attorney General GONZALES. I agree. I agree that power is
shared in time of war.

Senator GRAHAM. I think we share a purpose of winning the war.

Attorney General GONZALES. No question about that.

Senator GRAHAM. But we need to get together so the people on
the front lines who are pulled and torn—if the Bybee memo, Mr.
Attorney General had become the policy, there would have been
people subject to court martial. And in your good judgment, you re-
pealed that. But I can assure you, Mr. Attorney General, if the
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Bybee memo’s view of how you handle a detainee and what is tor-
ture and what is not, if it had been implemented, it would have
violated the Uniform Code of Military Justice, and our guys could
have gone to jail. And in your good judgment, you repealed that.

I am asking for you to use that good judgment again and advise
our President to come to this Congress and let us sit down and
work through these constitutional tensions, because we do not need
tension among ourselves. We need unanimity.

Thank you for your service to our country.

Attorney General GONZALES. Thank you, Senator.

Chairman SPECTER. Thank you very much, Senator Graham.

Senator Durbin?

Senator DURBIN. Thank you.

Attorney General, you have said that the safeguards for this pro-
gram, this terrorist surveillance or domestic spying program, in-
clude the fact that they are reviewed by career professionals—I be-
lieve you referred to the National Security Agency, perhaps other
agencies—and that there is a 45-day review as to whether you will
continue the program.

Where did the 45-day review requirement come from?

Attorney General GONZALES. Senator, that really sort of arose by,
quite frankly, schedules in terms of having folks be in a position
to provide recommendations and advice as to whether the program
can continue. There is nothing magical about the 45 days.

Senator DURBIN. I am not worried about the magic so much as
is there a statute that drives this? Is there a legal requirement of
a 45-day review?

Attorney General GONZALES. We felt that it was—I think it helps
us in the Fourth Amendment analysis in terms of is this a reason-
able search, the fact that it is reviewed periodically, and I think it
is more sort of by happenstance that it really has come out to be
approximately every 45 days.

Let me just also mention that when I talked about the review out
at NSA, there are monthly meetings, as I understand it,
unconnected with this 45-day review, in which senior officials in-
volved in this program sit down and evaluate how the program is
being operated. That is a process that is totally independent of this
45-day review process.

Senator DURBIN. But who chooses the professionals that evaluate
this program?

Attorney General GONZALES. Senator, I am led to believe—I don’t
know for sure, but I am led to believe that they are people—I am
assuming senior officials at NSA identify people at NSA who have
al Qaeda experience, al Qaeda expertise, knowledge about al Qaeda
tactics and aims, and, therefore, are in the best position to evaluate
whether or not a person who is on the call is, in fact, a member
or agent of al Qaeda or an affiliated terrorist organization.

Senator DURBIN. Which gets to my point. This so-called safe-
guard—and it has been referred to as a check and balance—is lit-
erally the administration talking to itself. People within the admin-
istration meet within their offices and decide about the civil lib-
erties and freedoms of those who are going to be subjected to this
surveillance. That is a significant departure from the ordinary
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checks and balances of our Government, is it not, that all of this
is being decided within the same executive branch?

Attorney General GONZALES. I don’t know if I would characterize
it that way. I think that there is a lot of—there is intelligence that
is collected by the National Security Agency where they have con-
trol over this information, they have internal rules and regulations,
they are subject to minimization requirements. Those are classi-
fied. Those have been shared, as I understand it, with the Intel
Committee, if you are talking about Executive Order 12333. And so
I don’t know that it is so unique to this program.

Senator DURBIN. Well, let me just say, if you want a wiretap, as
Attorney General you know what you have to do.

Attorney General GONZALES. Yes, sir.

Senator DURBIN. You have to go to another branch of our Gov-
ernment. You have to get a warrant. That is in criminal cases—

Attorney General GONZALES. In criminal cases, Title III, that is
right.

Senator DURBIN. Terrorist cases, you know that FISA applies.
And now when it comes to these wiretaps, or whatever they may
be, this surveillance, whatever it may be, you don’t go to another
branch of Government. You meet within your own branch of Gov-
ernment, and that I think is a significant difference.

Here is what it comes down to. You know, there is a general con-
cern here as to whether or not the scope of what we are talking
about, what it might be. And I know you are limited in what you
can tell us. But I also know that Michael Chertoff, the Secretary
of Homeland Security, recently said the NSA was “culling through
literally thousands of phone numbers and trying to sift through an
enormous amount of data very quickly.” You have assured us that
this is not a dragnet.

But I think the thing that it continues to come back to is wheth-
er innocent Americans, ordinary Americans are going to have their
e-mails and their phone calls combed through. And you may shake
your head and say, oh, we would never do that. But, Attorney Gen-
eral, no one is looking over your shoulder. You are not going to
anyone, as you would with another wiretap request, to determine
whether or not it is a reasonable request or it goes too far or, in
fact, is targeted rather than random.

I talked to you about Mr. Fleischer, who is sitting out here, who
asked the very basic question: Have I been victimized by this pro-
gram? Have I been the subject of this program? He couldn’t get an
answer. He has had communications overseas. The fact that he is
sitting here today is a suggestion that he is not worried about what
the outcome might be, but he is worried about his freedoms and his
liberties. There is no one for him to speak to. When he contacts
your administration, they say, Neither confirm nor deny. So there
is no check and balance here. There is nothing to protect his free-
dom or liberty or the freedom or liberty of a lot of innocent people
who wonder if you are going too far. That I think is why many of
us are absolutely stunned that this administration won’t come to
Capitol Hill and ask us on a bipartisan basis for help with this
FISA Act, if, in fact, it does create a problem.

I voted for the PATRIOT Act. All but one of the Senators in the
Senate voted for the PATRIOT Act. It isn’t as if we are not ready
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to cooperate with you. We would feel better about your conduct and
the conduct of this administration if there was a law that you fol-
lowed. We are not asking you to spell out the operational details,
but we are asking you to have at least a FISA Court judge, some-
one from another branch of Government, taking a look at what you
are doing. There is some assurance under that situation for 28
years that there is a check and balance.

Do you understand why the blank check that you have asked for
causes so much heartburn?

Attorney General GONZALES. Senator, I do understand concern
about a blank check. I don’t believe that is what we have here. In
your comments, you have talked about going around the law, going
around FISA. That is not the case here. We believe we are acting
consistent with the requirements of FISA.

I don’t know about the comments that Secretary Chertoff made.
General Hayden has been out very publicly talking about what this
program is about, and it is not about—it doesn’t sound like it is a
kind of program that Secretary Chertoff is talking about. But I
would be very interested in studying his remarks.

This is a very narrowly tailored program.

Senator DURBIN. But how do I know that? There is no one—other
than your good word today, there is no one that can tell me: I have
looked at this program, trust me, Senator, you can tell Mr.
Fleischer and your constituents in Illinois not to worry; we are not
going to comb through the records of innocent Americans. There is
no one for me to turn to.

Attorney General GONZALES. I don’t know if it is proper to ask
you a question, Senator, but I am going to ask you a question.

Senator DURBIN. Go ahead.

Attorney General GONZALES. If we were to brief you into the pro-
gram, how would anyone be assured that you would protect the
rights of ordinary citizens? Because we have briefed congressional
leaders, and so they know what we are doing and—

Senator DURBIN. They are sworn to secrecy, are they not?

Attorney General GONZALES. This is a very classified, highly clas-
sified program.

Senator DURBIN. They are sworn to secrecy.

Attorney General GONZALES. But they also—

Senator DURBIN. If they found the most egregious violation of
civil rights taking place in this program, they are sworn not to say
one word about it.

Attorney General GONZALES. Senator, I have got to believe that
all of us—we take an oath of office, and if we honestly believe that
a crime is being committed, then we would do something about it.

Senator DURBIN. How would they? I have been on the Intel-
ligence Committee, and I can tell you that when you are briefed
with classified material—I sat in briefings not far from here, just
a few feet away, and listened to what I thought was very meager
evidence about weapons of mass destruction before the invasion of
Iraq. Based on that, I voted against it. But I couldn’t walk outside
that room, until it became public much later, and say this adminis-
tration was at war within when it came to this issue.

Attorney General GONZALES. Senator, I think we are letting
Members of Congress off the hook easily by saying that if they get



117

briefed into a secret program and they believe it is against the law,
that they can’t do anything about it. I think you have an obligation,
quite frankly, when you take that oath of office, if you believe that
conduct is, in fact, unlawful, I think you can do something about
it.

Senator DURBIN. Well, let’s talk about one Congressman—Con-
gresswoman in this case, who has spoken out, Congresswoman
Jane Harman. She has been briefed on the program, and she has
said publicly you can use FISA, you don’t need to do what you are
doing, you don’t need to go through this warrantless process.

So from her point of view, I think she has gone as far as she can
go. That is it.

Attorney General GONZALES. Senator, I don’t think we have ever
said that we could not use FISA in particular cases. But the time
it would take to get a FISA application approved would mean that
we may lose access to valuable information.

Senator DURBIN. You will not come before us and tell us how to
change the law to overcome that problem. That is what I find abso-
lutely inexplicable.

The last thing I would like to do, Mr. Chairman, or whoever is
now presiding, we have had several references to Mrs. Burlingame,
who is here, and I thank her for joining us today and for her state-
ments to the press. I would also like to acknowledge the presence
of Monica Gabrielle and Mindy Kleinberg, who were also in the
Families of Victims of 9/11. They are here today, and they have
made a statement for the record. I will read the last sentence and
ask that this be part of the record. “Retaining our civil liberties
and our cherished democracy in the face of a looming terrorist
threat is the only way we will win this war on terror.” And I ask
that this statement be made a part of the record.

Senator GRAHAM [Presiding.] Without objection.

[Laughter.]

Senator DURBIN. Thank you very much, Chairman Graham.
Thank you, General.

Attorney General GONZALES. Thank you, Senator.

Senator CORNYN. Attorney General Gonzales, Chairman Specter
had to step out, but he asked me to proceed after Senator Durbin,
and I am happy to do that so we can move on.

If an employee of the National Security Agency has a concern
about the legality of what they are being asked to do, are they au-
thorized to have a press conference or to otherwise leak that infor-
mation to outside sources?

Attorney General GONZALES. Senator, I think there are laws that
prohibit the disclosure of classified information. I think there might
be other ways that would certainly be more appropriate.

Senator CORNYN. Let me suggest one to you. In 1998, Congress
passed the Intelligence Community Whistleblower Protection Act
which provides, in part, that an employee of the DIA, the National
Imagery and Mapping Agency, the National Reconnaissance Office,
or the National Security Agency or a contractor of any of those
agencies who intends to report to Congress a complaint about the
legality of the program, that they can report that to the Inspector
General of the Department of Defense or to the leadership of the
Intelligence Committees in the U.S. Congress.
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Would you consider that to be a more appropriate place for a so-
called whistleblower to report their concerns?

Attorney General GONZALES. Yes, sir, I would.

Senator CORNYN. Well, at the very least, there would be an op-
portunity for those officials to evaluate the complaint of this indi-
vidual, and we wouldn’t risk the disclosure of highly classified in-
formation or programs that are collecting intelligence.

Attorney General GONZALES. No question about it. The danger or
problem of going to the media as an initial matter is that you have
some people, I think, whose motivation I think can be questioned
in terms of why are they doing that. And when they go out and
talk to the public about a highly classified program, they harm the
national security of this country. I think Congress realized that
when they passed the statute that you just described to try to pro-
vide an avenue for those people who legitimately are concerned
about perhaps wrongdoing, that they have an avenue to pursue, to
express their grievances, and to do so in a way that we don’t jeop-
ardize the Nation’s secrets.

Senator CORNYN. Let me ask you—the last area I want to ask
you about—you have endured through a long day, and I know we
are trying to wrap up. I have read a lot about the debate on this
program and trying to understand why it is the administration be-
lieved that it needed to exercise the authority that it was granted
by Congress under the Authorization for Use of Military Force and
perhaps the President’s power under the Constitution, over and
above what FISA would ordinarily provide.

First of all, if NSA wants to listen to communications between
terrorists abroad that are wholly located in some other country,
they can do that without a warrant, can they not?

Attorney General GONZALES. Whether or not FISA applies de-
pends on the answer to basically four key questions: Who is the
target? Primarily we are concerned about whether or not the com-
munication involves a U.S. person. Where is the target? Primarily
we are concerned about whether or not the person is in the United
States. Where is the acquisition taking place? And then, finally,
what are you trying to acquire? Is it wire communication? Is it
radio communication?

And so the answer as to whether or not FISA would apply with
respect to a particular communication primarily depends upon an-
swering those kinds of questions.

Senator CORNYN. Thank you for the precise answer. But as a
general matter, if the persons are located in a foreign country and
they are not American citizens and the communications are taking
place within that foreign country, then FISA does not require the
issuance of a warrant.

Attorney General GONZALES. As a general matter, if you are talk-
ing about non-U.S. persons outside the United States, and certainly
if the acquisition is outside the United States, we don’t have to
worry about FISA.

Senator CORNYN. Isn’t it true that the problem that this program
has tried to address, the gap in FISA that it tries to address, is
that in order to get a warrant under FISA, the Government must
have grounds to believe the U.S. person it wishes to monitor is a
foreign spy or terrorist? And even if a person is here on a student



119

or tourist visa or no visa, the Government cannot get a warrant to
find out whether they are a terrorist. It must already have reason
to believe that they are one.

Attorney General GONZALES. Well, certainly to obtain an order
from the FISA Court, the court has to be satisfied that there is
probable cause to believe that the target is either a foreign power
or an agent of a foreign power and probable cause to believe that
the facility being targeted is actually being used or about to be
used by a foreign power or an agent of a foreign power.

Senator CORNYN. Stated another way, the problem with FISA as
written is that the surveillance it authorizes is unusable to discover
who is a terrorist as distinct from eavesdropping on known terror-
ists. Would you agree with that?

Attorney General GONzZALES. That would be a different way of
putting it, yes, sir.

Senator CORNYN. You would agree with that statement?

Attorney General GONZALES. Yes, sir.

Senator CORNYN. So the particular program that has been de-
bated here—and the authority that the National Security Agency
has to conduct it—is filling a gap that exists in our intelligence-
gathering capabilities. Is that an accurate description?

Attorney General GONZALES. I think we quickly realized after the
attacks of 9/11 that the tools that we had traditionally been using
were insufficient, and this was the opinion of the intelligence com-
munity, and that is why the President authorized this program,
was because we did have vulnerabilities in our access to informa-
tion about the enemy.

Senator CORNYN. Finally, with regard to exclusivity, there have
been some on the Committee who have asked whether the state-
ment that Congress has made in the FISA statute—that it is the
exclusive means to gather foreign intelligence—is necessarily a
binding obligation if it comes into conflict with the Constitution.

You have cited the doctrine of constitutional avoidance, is that
correct?

Attorney General GONZALES. The canon of constitutional avoid-
ance, yes, sir.

Senator CORNYN. Thank you.

This has more than just hypothetical applications. For example,
are law enforcement authorities in this country authorized to shoot
down a plane that they believe is carrying illegal drugs or commit-
ting some other crime?

Attorney General GONZALES. Well, Senator, I guess I would have
to think about that. If you were asking whether the military had
the authorization to shoot down an airplane—

Senator CORNYN. I am asking about law enforcement authorities
other than the military.

Attorney General GONZALES. Well, let me just say that we do not
expect our law enforcement officers to be perfect in their judgment
when you are talking about the Fourth Amendment and searches.
The standard is probable cause; it is the totality of the cir-
cumstances.

But it is very, very important to remember we are talking about
the judgment from the eye of a professional officer, and this is
what the courts have said. That is why in the terrorist surveillance
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program we have the determination made by someone who is expe-
rienced regarding al Qaeda tactics and communications. He is mak-
ing that decision from the view of—like the police officer on the
beat in terms of what is reasonable, what satisfies a probable cause
standard.

Senator CORNYN. Making this very personal and real, if a plane
is heading toward the Capitol, don’t you believe that the use of
force resolution and Article II of the Constitution authorize the
President to have United States military forces shoot that plane
down, if necessary?

Attorney General GONZALES. I believe so, sir, and I quite frankly
believe that the President had the authority prior to the authoriza-
tion to use military force. I think even those proponents, pro-Con-
gress scholars who believe very strongly in the power of Congress
during a time of war—even they acknowledge that with respect to
initiation of hostilities that only Congress can declare war, but, of
course, military force can be initiated by the President if the
United States has already been attacked or if there is an imminent
threat to the United States.

And so I think there are strong arguments that would support
the notion that the President of the United States, even before the
authorization to use military force was passed by Congress, after
we had been attacked already, of course, could then use military
force to repel an additional attack.

And we have to remember, of course, that in the days and weeks
following 9/11, there were combat air patrols. So the President was
exercising his authority even before the authorization to use mili-
tary force to have the military in place to protect us from another
attack.

Senator CORNYN. Thank you.

Chairman SPECTER. Thank you, Senator Cornyn.

Senator Kohl.

Senator KOHL. Thank you very much.

Just a couple of questions, Mr. Attorney General. Can you tell us
how many U.S. citizens have had communications intercepted, lis-
tened to or recorded by this program since it started?

Attorney General GONZALES. Senator, I wish I could share more
information with you, but that information is classified and I can’t
disclose that.

Senator KOHL. How many Americans have had their phone con-
versations recorded or their e-mails intercepted without a court
order? Any idea?

Attorney General GONZALES. Again, Senator, you are asking me
about the operations of this program and I really can’t get into it.
I have outlined today that this is a very narrowly tailored program
that has been authorized by the President of the United States,
and we have taken great pains to try to protect the privacy inter-
ests of every American. But as the President has said, even if you
are an American citizen, if you are talking to a member of al
Qaeda, we would like to know why.

Senator KOHL. You have talked at length today and over the
course of the past month about how the program has to be reau-
thorized every 45 days, and you have lauded that as a strong check
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and a balance on the potential for abuse. News reports suggest that
one of the authorizations has led to changes in the program.

Could you tell us what those changes were?

Attorney General GONzALES. Well, again, Senator, you are ask-
ing me about operational details of the program and I really can’t
get into operational details.

Senator KOHL. All right. The New York Times reported that in
interviews with current and former law enforcement officials, the
flood of NSA tips that came from this program led them to expend
considerable resources in following leads and diverted some agents
from work that they had viewed as more productive.

Law enforcement officials interviewed said that the program had
uncovered no active plots in the United States. One said that,
quote, “The information was so thin and connections were so re-
mote that they never led to anything,” unquote. Another said,
quote, “It affected the FBI in the sense that they had to devote so
many resources to tracking every single one of these leads, and in
my experience they were all dry leads,” unquote.

So is there a concern that this program is not collecting enough
worthwhile information, and does this suggest that the net was
perhaps too large and that you ensnared too many Americans who
were not, in fact, involved in any terrorist activities?

Attorney General GONZALES. Thank you for that question, Sen-
ator. I am aware of these stories. First of all, it is true that Direc-
tor Mueller feels very strongly that we cannot afford to not inves-
tigate one way or the other or to check out every particular tip. We
have an obligation to do that.

I think General Hayden has already indicated publicly that im-
mediately following the attacks of 9/11, he exercised his own inde-
pendent authorities, which do exist for the NSA, to gather up infor-
mation, gather up more information than he would normally do—
again, these are under existing authorities, lawful authorities—and
to share all that information with the FBI.

And so you had a situation where the NSA was gathering up
more information than it normally does and then sharing more of
that information with the FBI. We quickly discovered that that was
not very efficient because of the fact that it required the FBI to uti-
lize their resources. And so that process or that procedure stopped,
and so I think the stories that you are referring to do not relate
todthe terrorist surveillance program about which I am testifying
today.

Senator KOHL. I thank you very much, and I thank you, Mr.
Chairman.

Chairman SPECTER. Thank you, Senator Kohl.

Senator Brownback.

Senator BROWNBACK. Mr. Chairman, thank you.

General, an interesting line of questioning, and I want to pursue
going after a FISA warrant with some specificity with you because
I want to understand this process better. I think you have covered
it in bits and pieces and today, and I have been in and out at
times, but I want to go into it in some depth.

Before I do that, I want to note in the New York Post online edi-
tion of February 6th, just really in response to the last question
here, “A 2004 NBC report graphically illustrated”—and I am read-
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ing from this—“what not having the program cost us four-and-a-
half years ago. In 1999, the NSA began monitoring a known al
Qaeda switchboard in Yemen that relayed calls from Osama bin
Laden to operatives all over the world. Surveillance picked up the
phone number of a Khalid in the United States, but the NSA didn’t
intercept those calls, fearing it would be accused of ‘domestic spy-
ing.” After 9/11, investigators learned that Khalid was Khalid Al-
Midhar, then living in San Diego under his own name, one of the
hijackers who flew American Airlines Flight 77 into the Pentagon.
He made more than a dozen calls to the Yemen house where his
brother-in-law lived. NBC News called this, quote, ‘one of the
missed clues that could have saved 3,000 lives.” It was a very real
thing and a very real thing for us today, and one that had we been
operating it effectively prior to 9/11 could have possibly saved thou-
sands of lives.

Mr. Attorney General, I certainly appreciate the need for expedi-
ency in carrying out electronic surveillance, and you mentioned
that getting a FISA warrant is often a time-consuming procedure.
Could you go into some specificity for me so I can hear this on how
long that process generally takes? To the degree you can, without
reﬁeal?ing information that is classified, how long does this process
taken?

Attorney General GONZALES. Well, it varies. What I can say, Sen-
ator, is that we have, for a variety of reasons, some applications
that have been pending for months, quite frankly. Sometimes, that
results because we can’t get sufficient information from the FBI or
NSA in order to satisfy the lawyers at the Department that, in fact,
we can meet the requirements of the FISA Act.

Sometimes, it is a situation where priorities—with each passing
day, renewals expire on very important programs, so we then have
to prepare a renewal package to submit to the FISA court, and that
means that other FISA applications that our lawyers have been
working on kind of get pushed to the side as they work on the more
important cases. So there are a variety of reasons why it takes
some time to get a FISA application approved. If you want me to
get into a more down-in-the-weeds discussion—

Senator BROWNBACK. I would.

Attorney General GONZALES. OK.

Senator BROWNBACK. I would like to get, you know, what is it
that takes so much time in these FISA applications.

Attorney General GONZALES. Well, of course, we can’t begin sur-
veillance just based on a whim by someone, say, at the FBI. There
has to be a reason to believe that all of the standards of the FISA
statute can be satisfied. We have to know that a FISA court judge
is going to be absolutely convinced that this is an agent of a foreign
power, that this facility is going to be a facility that is going to be
used or is being used by an agent of a foreign power.

The things that I have to approve I have to—when I sign an ap-
plication, we have to identify the target. We have to set forth the
circumstances and the reasons that I believe that the target is a
foreign power or an agent of a foreign power. I have to set forth
the circumstances for why I believe that this facility is being used
or is about to be used by a foreign power or agent of a foreign
power.
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We have to set forth in the application the minimization require-
ments that we intend to use. We have to set forth in the applica-
tion with specificity the type of information we are hoping to get
and the type of facilities or communications that we are targeting.
So those are just some of the things that I have to include in the
application.

The application has to be accompanied by a certification that is
signed by a senior official of the administration who has national
security responsibility. Normally, it is the FBI Director. It could be
the Director of the CIA. So that person has to certify that, in fact,
this is foreign intelligence information. That person has to certify
that a significant purpose of the surveillance is for foreign intel-
ligence purposes. That person has to certify that normal investiga-
tive techniques or means are not otherwise available, and there are
some other provisions that have to be certified.

So all those conditions, requirements have to be met even before
I authorize verbally an emergency authorization, and it takes time.
Even in a perfect world, even in an ideal case, it is going to take
a period of time. And I am not talking about hours. We are nor-
mally talking about days, weeks, on the more complicated cases
sometimes months.

Senator BROWNBACK. And this would include even these sorts of
operations we have read about—about data-mining operations?
Would that include those sorts of operations, or are those totally
a separate type of field?

Attorney General GONZALES. I am not here to talk about that.
Again, let me just caution everyone that you need to read these sto-
ries with caution. There is a lot of mixing and mangling of activi-
ties that are totally unrelated to what the President has authorized
under the terrorist surveillance program. So I am uncomfortable
talking about other kinds of operations that are unrelated to the
terrorist surveillance program.

Senator BROWNBACK. These would be strictly ones where you are
going after a targeted set of individuals that have gone through—

Attorney General GONZALES. Under FISA?

Senator BROWNBACK. Yes, under the FISA applications.

Attorney General GONZALES. We have to remember, of course,
this is—

Senator BROWNBACK. Along the lines of what you have just de-
scribed in some detail, this is the sort of information you are seek-
ing before you are going after anything under FISA.

Attorney General GONZALES. In every case—and, of course, we
always have to remember that we are not just talking about al
Qaeda when you are talking about FISA. You are talking about
agents of other countries, and it is not limited only to international
communications under FISA; it is domestic communications. So we
want to get it right, of course.

As I said earlier in response to another question, the fact that
we have such a high approval rate by the FISA court isn’t an indi-
cation that the FISA court is a rubber stamp. It is more, I think—

Senator BROWNBACK. Your process internally.

Attorney General GONZALES [continuing]. Proof that we have got
a legitimate process. We take this very seriously.
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Senator BROWNBACK. Well, I don’t want to drag on the questions.
You have been here a long period of time. I do want to encourage
us that as the war on terrorism wears on, because it is going to
wear on for a period of time, that we do have a check and balance
system in place that is workable so that you can get the type of
information that you need and that we need to protect the country,
but at the same time can protect the civil liberties of the Nation,
and you are doing everything you can in that regard.

I just think as we look on forward, this is going to be a key policy
factor of how we move forward and sustain support for the war on
terrorism over the period of various administrations and possible
length of time that this could well take.

Thank you for being here. Thank you, Mr. Chairman.

Chairman SPECTER. Thank you, Senator Brownback.

Mr. Attorney General, you have held up remarkably well for a
long day. I have deferred my second round until everyone else has
concluded a second round because, as Chairman, I have stay. So I
thought I would go last in any event. So it is just you and me.
When we came in today, there was a long line in the hallway wait-
ing to get in, and now only a few people are here and the Senators’
bench is pretty well cleared.

I want to come back to the issue as to whether the resolution au-
thorizing the use of force of September 14 gives the President con-
gressional authority to undertake electronic surveillance. I said
candidly at the outset that I did not think that it did, and let me
explore with you a number of questions I have that I am interested
in the administration’s response.

Let me start first with the signing statement of President Carter
when he signed the Foreign Intelligence Surveillance Act of 1978
on October 25th. He said, in part, quote, “The bill requires for the
first time a prior judicial warrant for all electronic surveillance for
foreign intelligence or counter-intelligence purposes in the United
States, in which communications of U.S. persons might be inter-
cepted. It clarifies the executive’s authority to gather foreign intel-
ligence by electronic surveillance in the United States. It will re-
move any doubt about the legality of those surveillances which are
conducted to protect our country against espionage and inter-
national terrorism.”

So when you talk about what happened in Washington’s time on
intercepting messages or unsealing envelopes, or what happened in
Lincoln’s time or what happened in Franklin Delano Roosevelt’s
time, or when you talk about a number of the circuit court opinions
giving broad Presidential authority saying that the gathering of in-
telligence was his prerogative without respect to the Fourth
Amendment, that is before Congress acted.

Now, a signing statement is subject to a number of limitations.
If the President in a signing statement seeks to distinguish his
view from what the Congress has passed, I think it is entitled to
very little, if any, weight. Where the President, as President Carter
did, squarely backs what the Congress has done, then you have a
concurrence of the Congress and the President. You really have
very forceful, very plain, very strict language in the Foreign Intel-
ligence Surveillance Act.
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How do you counter what President Carter has said that it ap-
plies to all U.S. persons and covers all foreign intelligence by elec-
tronic surveillance in the United States?

Attorney General GONZALES. Well, of course, I don’t believe that
it is possible for any President to waive for future Presidents any
constitutional authority, any authority given to a President under
the Constitution. I haven’t read that statement in a while. I don’t
think in the statement President Carter says I have no inherent
authority remaining in this area.

Finally, I would just simply remind the Chair—I think this was
mentioned earlier by one of the Senators—his Attorney General in
hearings in connection with the legislation—I think it was before
a Committee of the House—talked about the fact that this is—and
I am paraphrasing here—this in no way takes away from the Presi-
dent’s inherent constitutional authority, this legislation. So that is
how I would respond to your question.

Chairman SPECTER. Well, Mr. Attorney General, that is not the
Jackson test which you have subscribed to, but I am going to come
back to that in just a minute.

In your responses to my question about statutory interpreta-
tion—we have covered the doctrine that it is disfavored to have a
repeal by implication. You have the statute of FISA that specifi-
cally says no interception of electronic communication without a
warrant. And then you have the generalized statement of the Sep-
tember 14th resolution which, at best, would be a repeal by impli-
cation, which is disfavored.

But then we come upon another very important provision of stat-
utory construction, and that is specific language takes precedence
over more generalized pronouncements. And in your answer you
said, quote, “It is not clear which provision is more specific,” close
quote. Well, that is false on its face.

If you have the statute saying no electronic surveillance without
a warrant, there is no doubt that that is more specific than the
September 14th resolution, is there? How can you disagree with
those plain words?

Attorney General GONZALES. By that answer, I only meant to
convey, Senator, that the resolution is more specific with respect to
al Qaeda, certainly. And, of course, the FISA statute is not limited
only to al Qaeda. As the answer also indicates, we had sort of this
same—or this same discussion occurred in the Hamdi decision. We
had the same situation. We had a specific statute, 18 U.S.C.
4001(a), and it said no American citizen could be detained, except
as otherwise provided by Congress, or maybe otherwise provided by
a statute by Congress.

And the Supreme Court said that, nonetheless, you had a broad-
er authorization than the authorization to use military force and
that would satisfy the statute, even though you had a specific stat-
ute with respect to detention and you had a broad authorization.

C?hairman SPECTER. Did the Supreme Court deal with that stat-
ute?

Attorney General GONZALES. 4001(a)? That was the statute at
issue, yes, sir, in the Hamdi decision, of course.

Chairman SPECTER. Did the Supreme Court deal with it specifi-
cally?
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Attorney General GONZALES. Sir, in Hamdi, Mr. Hamdi was con-
testing that that statute prohibited the President of the United
States from detaining him because he was an American citizen.
And the Supreme Court said, well, OK, you are right, you have the
specific statute. But you have also got this broad grant of authority
by the Congress and that is sufficient to allow the President of the
United States to detain you even as an American citizen.

Chairman SPECTER. Well, I think you are dealing with very dif-
ferent circumstances when you talk about a soldier on the field as
opposed to a United States person whose conversations are being
electronically surveilled, but let me move on here. It may very well
be that you and I won’t agree on this point.

The resolution of September 14th did not add the words “in the
United States” after the words, quote, “appropriate force.” That
was rejected since it would give the President broad authority not
just overseas, but also in the United States. Isn’t that a clear indi-
cation of congressional intent not to give the President authority
for interceptions in the United States?

Attorney General GONZALES. Sir, I don’t know where that record
is to reflect that that actually happened. I think the CRS, Congres-
sional Research Service, said that in the legislative history—and I
may be wrong; it is late, but I believe that they said that there is
no record to indicate that that ever occurred, quite frankly.

As I indicated in my opening statement, I think the American
public, I think our soldiers, I think our courts ought to be able to
rely upon the plain language passed by the Congress. And there is
no question that the resolution talked about the President of the
United States protecting Americans both here and abroad.

And we have to put it in context. We were just attacked here in
this country from folks within our country communicating within
our country. It is hard to imagine, as smart as you are, that you
wouldn’t have provided the President of the United States the
grant of authority to at least deal with a similar kind of threat to
the one we just experienced.

Chairman SPECTER. The law involving wiretapping prior to the
enactment of the Foreign Intelligence Surveillance Act had the pre-
ceding sentence, quote, “Nothing contained”—referring to the law—
“shall limit the constitutional power of the President to obtain for-
eign intelligence information deemed essential to the security of
the United States.”

When the Foreign Intelligence Surveillance Act was passed, that
language was stricken. So by all customary standards of statutory
interpretation, FISA, the Foreign Intelligence Surveillance Act,
changed that 180 degrees, didn’t it?

Attorney General GONZALES. There is no question, if you look at
the legislative history and the record, that Congress intended to try
to limit whatever the President’s inherent authority existed. But
there is also from my review of the record a clear indication that
some Members of Congress were concerned about the constitu-
tionality of this effort.

I think the House conference report talked about the fact this is
what we are trying to do. It may be the Supreme Court may have
a different view of this. And I am paraphrasing here, but that is
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a remarkable acknowledgement by a Member of Congress that, gee,
is what we are doing here really constitutional?

No question about it that certainly Congress intended to cabin
the President’s authority, but also Congress when they passed
FISA included Section 109, which is the main criminal provision in
FISA that talks about you can’t engage in electronic surveillance
under color of law, except as otherwise provided by statute. And so
I think we have to apply a fairly plausible reading of the statute
in that way in order to avoid, in my judgment, a tough constitu-
tional question as to whether or not the Congress does have the
constitutional authority to pass a statute that infringes upon the
President’s inherent authority as Commander in Chief to engage in
electronic surveillance of the enemy during a time of war.

Chairman SPECTER. I don’t think you can use the principle of
avoiding a tough constitutional conflict to disagree with the plain
words of the statute.

Attorney General Gonzales, when Members of Congress heard
about your contention that the resolution authorizing the use of
force amended the Foreign Intelligence Surveillance Act, there was
general shock.

Attorney General GONZALES. Sir, we have never asserted that
FISA has been amended. We have always asserted that our inter-
pretation of FISA which contemplates another statute—and we
have that here in the authorization to use force—that those com-
plement each other. This is not a situation where FISA has been
overridden or FISA has been amended. That has never been our
position.

Chairman SPECTER. Well, that just defies logic and plain
English. FISA says squarely that you can’t have electronic surveil-
lance of any person without a warrant. And you are saying, when
you tag on another statute which is in the penal provision, that
those words in FISA are no longer applicable, that there has been
a later statutory resolution by Congress which changes that.

Attorney General Gonzales, I think we come back to the Jackson
formula, and my judgment, with some experience in the field. I was
starting to tell you how shocked Congress was when we found out
that you thought that we had used the resolution of September
14th to authorize electronic surveillance. Nobody else believed that.

Senator Graham has articulated in very forceful terms the con-
sequence of the administration making this interpretation. Before
you ever get the authority from Congress again, we are going to go
through every conceivable exception we can think of. And we just
may not give the authority, because you may come back to relying
on inherent authority. And you may have the inherent authority,
you may have the Article II authority. But I do not think that any
fair, realistic reading of the September 14th resolution gives you
the power to conduct electronic surveillance.

That brings me to what Jackson really said, and it is so wise it
is worth reading again, quote, “When the President takes measures
incompatible with the express or implied will of Congress, his
power is at its lowest ebb, for then he can rely only upon his own
constitutional powers, minus any constitutional powers of Congress
over the matter.”
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Now, my reading of this situation legally is that there has been
an express statement of Congress to the contrary and if the Presi-
dent seeks to rely on his own inherent power, then he is dis-
regarding congressional constitutional power.

Then Jackson goes on, quote, “Courts can sustain exclusive Presi-
dential control in such a case only by disabling the Congress from
acting upon the subject.” And I think that is what you are doing.
You are disabling Congress from acting on the subject. Congress
did act, and this legislation was signed by the President.

And then Justice Jackson goes on for really the critical language,
“Presidential claim to power at once so conclusive and preclusive
must be scrutinized with caution.” That is what we are doing here
today. We are going to do it a lot more. And then these are the crit-
ical words more so than any of the others, quote, “For what is at
stake is the equilibrium established by our constitutional system.”
And there is a very high value placed on the equilibrium of our
constitutional system. That means everything.

Attorney General GONZALES. I agree, Senator.

Chairman SPECTER. OK. Well, finally, we found something to
agree upon.

Now, on the issue of the inherent power of the President, I be-
lieve the President has very substantial Article IT power; I believe
he does. And we have to be concerned as a life-or-death matter
about al Qaeda, we really do, and I subscribe to the good faith of
the President as to what he has done here. I have said that pub-
licly. And I subscribe to your good faith in what you have done
here.

I just hope that there will be oversight somewhere along the line,
perhaps in the Intelligence Committee. To get into the details, the
interstices, the semicolons, as to what you are doing, because I
know you can’t do that here. But I don’t think you can measure the
President’s inherent authority under Article II without knowing
what you are doing. You just cannot do it, because that authority
is not unlimited which you have admitted.

Attorney General GONZALES. I agree with that.

Chairman SPECTER. It is not a blank check.

Attorney General GONZALES. That is correct, sir.

Chairman SPECTER. So it has to be within the parameters of
being reasonable. The cases and the circuit opinions all emphasize
the reasonable parameters. And the Supreme Court hasn’t ruled on
this issue yet. It is an open question, and the circuit opinions are
Kostly, if not all, pre-dating the Foreign Intelligence Surveillance

ct.

So I just hope the Intelligence Committee is going to come down
to brass tacks here, and I hope it is the Committee and not just
the Ranking Member and Chairman. Both Senator Roberts and
Senator Rockefeller have expressed forcefully their concern about
not being lawyers and not having an opportunity to present these
issues to lawyers to get a legal interpretation to square the facts
up to what the law is. They just have been very explicit in their
own limitations.

So in conclusion—the two most popular words of any presen-
tation—I hope you will give weighty thought to taking this issue
to the Foreign Intelligence Surveillance Court, lock, stock and bar-
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rel. Let them see the whole thing and let them pass judgment, be-
cause if they disagree with you, it is the equilibrium of our con-
stitutional system which is disturbed.

The al Qaeda threat is very weighty, but so is the equilibrium
of our constitutional system.

Attorney General GONZALES. I agree, Senator.

Chairman SPECTER. Security is very weighty, but so are civil
rights.

Thank you very much, Attorney General Gonzales. You have es-
tablished very forcefully your fortitude and stamina here today,
even if we disagree with portions of your case.

Attorney General GONZALES. Thank you, Mr. Chairman.

Chairman SPECTER. That concludes the hearing.

[Whereupon, at 5:56 p.m., the Committee was adjourned.]

[Questions and answers and submissions for the record follow.]

[Additional material is being retained in the Committee files.]
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QUESTIONS AND ANSWERS

RESPONSES TO QUESTIONS FROM CHAIRMAN SPECTER

(1) In interpreting whether Congress intended to amend the Foreign Intelligence
Surveillance Act (FISA) by the September 14, 2001 Resolution (Resolution) would it
be relevant on the issue of Congressional intent that the Administration did not
specifically ask for an expansion for Executive powers under FISA? Was it because
you thought you couldn’t get such an expansion as when you said: “That was not
something that we could likely get?”

I am pleased to respond to this question because it allows me to address two widespread
misconceptions about the Department’s position.

First, our position does not turn on whether Congress intended to amend FISA through
the Resolution or on whether the Resolution effected such an amendment. Rather, FISA
expressly contemplates that in a separate statute Congress may authorize electronic surveillance
outside FISA procedures. See 50 U.S.C. § 1809(a)(1) (2000) (FISA § 109, prohibiting any
person from intentionally “engag[ing] . . . in electronic surveillance under color of law except as
authorized by statute”) (emphasis added). That is what Congress did in the Resolution. As
Hamdi v. Rumsfeld, 542 U 8. 507 (2004), makes clear, a general authorization to use military
force carries with it the authority to employ the traditional and accepted incidents of the use of
force. That is so even if Congress did not specifically address each of the incidents of force;
thus, a majority of the Court concluded that the Resolution authorized the detention of enemy
combatants as a traditional incident of force and Justice O'Connor stated that “it is of no moment
that the [Resolution] does not use specific language of detention.” Id. at 519 (plurality opinion).
As explained at length in our paper of January 19, 2006, signals intelligence is another traditional
and accepted incident of the use of military force. Consistent with this traditional practice, other
presidents, including Woodrow Wilson and Franklin Roosevelt, have interpreted general force-
authorization resolutions to permit warrantless surveillance to intercept suspected enemy
communications.

Second, the decision not to seek further legislation was ror because I either concluded or
was advised that Congress would reject such legislation. Rather, members of Congress advised
the Administration that more specific legislation could not be enacted without likely
compromising the terrorist surveillance program by disclosing program details and operational
limitations and capabilities to our enemies. Some critics of the terrorist surveillance program
have misinterpreted or misconstrued a statement that I made on December 19, 2005, that we
were advised that specific legislation “would be difficult, if not impossible” to mean that the
Administration declined to seck a specific amendment to FISA because we betieved we could
not getit. As| clarified later in the December 19th briefing and on December 21, 2005, that is
not the case. See Remarks by Homeland Security Secretary Chertoff and Attorney General
Gonzales on the USA PATRIOT Act, available at http://www.dhs.gov/dhspublic/
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display?content=5285. Rather, we were advised by members of Congress that it would be
difficult, if not impossible to pass such legislation without revealing the nature of the program
and the nature of certain intelligence capabilities. That disclosure would likely have harmed our
national security, and that was an unacceptable risk we were not prepared to take.

(2) I Congress had intended to amend FISA by the Resolution wouldn’t Congress have
specifically acted to as Congress did in passing the Patriot Act giving the Executive
expanded powers and greater flexibility in using “roving” wiretaps?

Congress could have been more explicit if it had intended to amend FISA. But, as
explained above, it is not our position that Congress amended FISA through the Resolution. Nor
do we believe that Congress needed to be more specific in the Resolution in order for it to
authorize electronic surveillance in an armed conflict. It is understandable why Congress did not
attempt to catalog every specific aspect of the use of the forces it was authorizing and every
potential preexisting statutory limitation on the Executive Branch. Rather than engage in that
difficult and impractical exercise, Congress authorized the President, in general but intentionally
broad terms, to use the traditional and fundamental incidents of war and to determine how best to
identify and engage the enemy in the current armed conflict. Congress’s judgment to proceed in
this manner was unassailable, for, as the Supreme Court has recognized, even in normal times
involving no major national security crisis, “Congress cannot anticipate and legislate with regard
to every possible action the President may find it necessary to take.” Dames & Moore v. Regan,
453 U.S. 654, 678 (1981). Indeed, Congress often has enacted authorizations to use military
force using general authorizing language that does not purport to catalog in detail the specific
powers the President may employ. The need for Congress to speak broadly in recognizing and
augmenting the President’s core constitutional powers over foreign affairs and military
campaigns is of course significantly heightened in times of national emergency. See Zemel v.
Rusk, 381 U.S. 1, 17 (1965) (“[Blecause of the changeable and explosive nature of contemporary
international relations . . .. Congress—in giving the Executive authority over matters of foreign
affairs—must of necessity paint with a brush broader than that it customarily wields in domestic
areas.”).

The Supreme Court rejected a similar argument that the Resolution could not be read to
have implicitly authorized the detention of enemy combatants as a traditional incident of force
because Congress had specifically authorized detention in certain USA PATRIOT Act
provisions. Only Justices Souter and Ginsburg subscribed to that position, which was rejected
by a majority of Justices. See Hamdi, 542 U.S. at 551 (Souter, J., concurring in part, dissenting
in part, and concurring in the judgment).

(3) In interpreting statutory construction on whether Congress intended to amend FISA
by the Resolution, what is the impact of the rule of statutory construction that repeals
or changes by implication are disfavored?

As Thave explained, FISA contemplates that Congress can authorize electronic
surveillance outside FISA without specifically amending FISA. Reading the Resolution to
authorize the terrorist surveillance program, therefore, does not tequire any repeal by
implication. But even if the text of FISA were clear that nothing other than an amendment to
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FISA could authorize additional electronic surveillance, the Resolution would impliedly repeal
as much of FISA as would prevent the President from using “all necessary and appropriate
force™ in order to prevent al Qaeda and its allies from launching another terrorist attack against
the United States. To be sure, repeals by implication are disfavored and are generally not found
whenever two statutes are “capable of co-existence.” Ruckelshaus v. Monsanto Co., 467 U.S.
986, 1018 (1984). Under this standard, however, an implied repeal may be found where one
statute would “unduly interfere with” the operation of another. Radzanower v. Touche Ross &
Co., 426 U.S. 148, 156 (1976).

In keeping with historical practice, the Resolution, to use Justice O*Connor’s language
from Hamdi, “clearly and unmistakably” authorizes the President to use fundamental and
accepted incidents of the use of military force, including signals intelligence (without prior
judicial approval). Interpreting FISA to prohibit what the Resolution “clearly and unmistakably”
authorizes would create a clear conflict between the Resolution and FISA. In that case, FISA’s
restrictions on the use of electronic surveillance would preclude the President from doing what
the Resolution “clearly and unmistakably” authorizes him to do: use all “necessary and
appropriate force” to prevent al Qaeda from carrying out future attacks against the United States.
And in that event, the ordinary restrictions in FISA could not continue to apply if the Resolution
is to have its full effect; those constraints would “unduly interfere” with the operation of the
Resolution.

Like other canons of statutory construction, the canon against implied repeals is simply a
presumption that may be rebutted by other factors, including conflicting canons. Connecticut
National Bank v. Germain, 503 U.S. 249, 253 (1992); see also Chickasaw Nation v. United
States, 534 U.S. 84, 94 (2001); Circuit City Stores, Inc. v. Adams, 532 U.S. 105, 115 (2001).
Indeed, the Supreme Court has declined to apply the ordinary presumption against implied
repeals where other canons apply and suggest the opposite result. See Montana v. Blackfeet
Tribe of Indians, 471 U.S. 759, 765-66 (1985). Moreover, Blackfeet suggests that where the
presumption against implied repeals would conflict with other, more compelling interpretive
imperatives, it simply does not apply at all. See 471 U.S. at 766. Here, in light of the
constitutional avoidance canon, which imposes the overriding imperative to use the tools of
statutory interpretation to avoid constitutional conflicts, the presumption against implied repeals
either would not apply at all or would apply with significantly reduced force. We explain this
point in more detail in the paper of January 19, 2006. In addition, the Resolution was enacted
during an acute national emergency, where the type of deliberation and detail normally required
for application of the canon against implied repeals was neither practical nor warranted. In such
circumstances, Congress cannot be expected to work through every potential implication of the
U.S. Code and to define with particularity each of the traditional incidents of the use of force
available to the President.
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(4) In interpreting statutory construction on whether Congress intended to amend FISA
by the Resolution, what would be the impact of the rule of statutory construction that
specific statutory language, like that in FISA, trumps or takes precedence over more
general pronouncements like those of the Resolution?

We do not believe that this canon of construction applies here. As the Supreme Court has
explained, “[s]tatutory construction is a holistic endeavor.” Koons Buick Pontiac GMC, Inc. v.
Nigh, 543 U.S. 50, 60 (2004) (quotation marks and citations omitted). And we read the
Resolution and FISA together to allow the terrorist surveillance program. In any event, if one
were to apply this canon of construction, it is not clear which provision is more specific.
Although FISA deals specifically with electronic surveillance, the Resolution deals specifically
with our current armed conflict with al Qaeda. In addition, as noted above, other, more
compelling canons of construction—including the canon of constitutional avoidance—apply here
and support the conclusion that the Resolution authorizes the terrorist surveillance program.
Finally, in Hamdi, the Court found that the same general authorization satisfied the specific
requirement in 18 U.S.C. § 4001(a) (2000) (prohibiting the detention of U.S. citizens “except
pursuant to an Act of Congress™).

(5) Why did the Executive not ask for the authority to conduct electronic surveillance
when Congress passed the Patriot Act and was predisposed, to the maximum extent
likely, to grant the Executive additional powers which the Executive thought
necessary?

The Administration has worked quite successfully with Congress in the USA PATRIOT
Act and in other legislation to help make FISA more effective. FISA is an essential and
invaluable tool, not just in the armed conflict with al Qaeda but also to protect the national
security against myriad threats. But the Administration did not seek additional legislation
regarding the terrorist surveillance program for two reasons. First, the President’s constitutional
authority as Commander in Chief, recognized and supplemented by Congress in the Resolution,
amply supports the legality of the program. Second, as noted above, the legislative process may
have revealed, and hence compromised, the program.

(6) Wasn’t President Carter’s signature on FISA in 1978, together with his signing
statement, an explicit renunciation of any claim to inherent Executive authority under
Acrticle IT of the Constitation to conduct warrantless domestic surveillance when the
Act provided the exclusive procedures for such surveillance?

We believe, and the courts have agreed, that the President has constitutional authority to
conduct warrantless foreign intelligence surveillance even in times of peace. See In re Sealed
Case, 310 F.3d 717, 742 (Foreign Intel. Surv. Ct. of Rev. 2002) (“[A]ll the other courts to have
decided the issue [have] held that the President did have inherent authority to conduct
warrantless searches to obtain foreign intelligence information. . .. We take Jor granted that the
President does have that authority and, assuming that is so, FISA could not encroach on the
President’s constitutional power.”) (emphasis added). A President cannot give away that
authority or any other authority that the Constitution vests in the office of the President. See New
Yorkv. United Stares, 505 U.S. 144, 182 (1992) (“The constitutional authority of Congress
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cannot be expanded by the ‘consent’ of the governmental unit whose domain is thereby
narrowed, whether that unit is the Executive Branch or the States.”) (collecting authorities). Nor
do we believe that President Carter attempted to do so. President Carter’s Attorney General
testified at a hearing on FISA as follows: “[T]he current bill recognizes no inherent power of the
President to conduct electronic surveillance, and 1 want to interpolate here to say that this does
not take away the power of the President under the Constitution. 1t simply, in my view, is not
necessary to state that power, so there is no reason to reiterate or iterate it as the case may be. It
is in the Constitution, whatever it is. The President, by offering this legislation, is agreeing to
follow the statutory procedure.” Foreign Intelligence Surveillance: Hearings Before the
Subcomm. on Legislation of the House Permanent Select Comm. on Intelligence, 95th Cong. 15
(Jan. 10, 1978) (emphasis added). Thus, in saying that President Carter agreed to follow the
procedures, Attorney General Bell made clear that FISA could not take away the President’s
Article II authority.

(7) Why didn’t the President seek a warrant from the Foreign Intelligence Surveillance
Court authorizing in advance the electronic surveillance in issue? (The FISA Court
has the experience and authority to issue such a warrant. The FISA Court has a
record establishing its reliability for non-disclosure or leaking contrasted with
concerns that disclosures to members of Congress involved a high risk of disclosure or
leaking. The FISA Court is at least as reliable, if not more so, than the Executive
Branch on avoiding disclosure or leaks.)

Let me stress that the FISA Court has been enormously valuable. And we routinely trust
the FISA judges with many of the Nation’s most closely held secrets. As 1 have explained
elsewhere, the President authorized the terrorist surveillance program strictly as an early warning
system in our armed conflict with al Qaeda. The optimal way to achieve the necessary speed and
agility to protect the Nation from another catastrophic al Qaeda attack is to leave the decisions
about intercepting particular international communications to the judgment of professional
intelligence officers, based on the best available intelligence information. The delay inherent in
the FISA process is incompatible with the narrow purpose of this early warning system. As
explained in response to the next question, it takes considerable time o begin coverage under
FISA, even making full use of FISA’s emergency authorization procedures. Let me emphasize,
however, that under the terrorist surveillance program, these intelligence officers, who are
experts on al Qaeda and its tactics (including its use of communication systems) apply a probable
cause standard (specifically, “reasonable grounds to believe™) before intercepting any
communications. The critical advantage offered by the terrorist surveillance program compared
to FISA is who makes the probable cause determination and how many layets of review must
oceur before surveillance begins. In the narrow context of defending the Nation in this
congressionally authorized armed conflict with al Qaeda, we must allow these professionals to
use their skills and knowledge to protect us.
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(8) Why did the Executive Branch not seek after-the-fact authorization from the FISA
Court within the 72 hours as provided by the Act? At a minimum, shouldn’t the
Executive have sought authorization from the FISA Court for law enforcement
individuals to listen to a reduced number of conversations which were selected out
from a larger number of conversations from the mechanical surveillance?

Like the first question, this question reflects several prevalent misimpressions regarding
FISA and the terrorist surveillance program. Such misconceptions are, perhaps, an expected
though unfortunate consequence of media reporting, which is often incorrect and confused and of
our need to continue to protect intelligence sources and methods. I welcome this opportunity to
clarify some points.

First, contrary to the speculation reflected in some media reporting, the terrorist
surveillance program is not a dragnet that sucks in all conversations and uses computer searches
to pick out calls of interest. No communications are intercepted unless first it is determined that
one end of the call is outside of the country and professional intelligence experts have probable
cause (that is, “reasonable grounds to believe”) that a party to the communication is a member or
agent of al Qaeda or an affiliated terrorist organization.

Second, this is a wartime intelligence activity undertaken in the midst of a
congressionally authorized armed conflict; it is not a law enforcement tool. “[L}aw enforcement
individuals™ do not monitor conversations under the terrorist surveillance program; intelligence
professionals with the Department of Defense do.

Third, the emergency authorization provision in FISA, which allows 72 hours of
surveillance before obtaining a court order, does not—as many believe—allow the Government
to undertake surveillance immediately. Rather, in order to authorize emergency surveillance
under FISA, the Attorney General must personally “determinef[] that . . . the factual basis for
issuance of an order under [FISA] to approve such surveillance exists.” 50 U.S.C. § 1805(H)(2)
(2000 & Supp. 112002). FISA requires the Attorney General to determine that this condition is
satisfied in advance of authorizing the surveillance to begin. The process needed to make that
determination, in turn, takes precious time. By the time I am presented with the application, the
information will have passed from intelligence officers at the National Security Agency (“NSA”)
to NSA attorneys for vetting. Once NSA attorneys are satisfied, they will pass the information
along to Department of Justice attorneys. And once these attorneys are satisfied, they will
present the information to me. And this same process takes the decision away from the
intelligence officers best situated to make it during an armed conflict. We can afford neither of
these consequences in this armed conflict with an enemy that has already proven its ability to
strike within the United States.
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(9) Was consideration given to the dichotomy between conversations by mechanical
surveillance from conversations listened to by law enforcement persoennel with the
contention that the former was non-invasive and only the latter was invasive? Would
this distinction have made it practical to obtain Court approval before the
conversations were subject to human surveillance or after-the-fact approval within 72
hours?

This question reflects the same misconceptions as question 8. As explained in my answer
to that question, the terrorist surveillance program is narrowly targeted at the international
communications of persons linked to al Qaeda. Moreover, it is a wartime intelligence activity,
not a law enforcement operation. Finally, FISA’s emergency authorization provision does not
provide the Government with the necessary flexibility. As explained above, FISA requires a
time-consuming process before even emergency surveillance can begin.

(10) Would you consider seeking approval from the FISA Court at this time for the
ongoing surveillance program at issue?

We use FISA where we can, and we always consider all of our legal options.

(11) How can the Executive justify disclosure to only the so-called “Gang of Eight” instead
of the full intelligence committees when Title V of the National Security Act of 1947
provides:

SEC.501.[50 U.S.C. 413](a)(1) The President shall ensure that the congressional
intelligence committees are kept fully and currently informed of the intelligence
activities of the United States, including any significant anticipated intelligence

activity as required by this title.

(Emphasis added)

(2)(e) Nothing in this Act shall be construed as authority to withhold information from
the congressional intelligence committees on the grounds that providing the
information to the congressional intelligence committees would constitute the
unauthorized disclosure of classified information or information relating to
intelligence sources and methods.

(Emphasis added)

The quoted provisions of the National Security Act must be read together with the two
specific notification provisions: 50 U.S.C. § 413a(a) (Supp. 11 2002) (notification for intelligence
activities other than covert actions) and 50 U.S.C. § 413b(b) (2000 & Supp. I 2002) (notification
for covert actions).

Section 413a(a): To the extent consistent with due regard for the protection from
unauthorized disclosure of classified information relating to sensitive intelligence
sources and methods or other exceptionally sensitive matters, the Director of National
Intelligence and the heads of all departments, agencies, and other entities of the United
States Government involved in intelligence activities shall--
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(1) keep the congressional intelligence committees fully and currently informed of
all intelligence activities, other than a covert action (as defined in

section 413b(e) of this title), which are the responsibility of, are engaged in by, or
are carried out for or on behalf of, any department, agency, or entity of the United
States Government, including any significant anticipated intelligence activity and
any significant intelligence failure; and

(2) furnish the congressional intelligence committees any information or material
concerning intelligence activities, other than covert actions, which is within their
custody or control, and which is requested by either of the congressional
intelligence committees in order to carry out its authorized responsibilities.

(Emphasis added.)

Section 413b(b): To the extent consistent with due regard for the protection from
unauthorized disclosure of classified information relating to sensitive intelligence
sources and methods or other exceptionally sensitive matters, the Director of National
Intelligence and the heads of all departments, agencies, and entities of the United States
Government involved in a covert action--

(1) shall keep the congressional intelligence committees fully and currently
informed of all covert actions which are the responsibility of, are engaged in by,
or are carried out for or on behalf of, any department, agency, or entity of the
United States Government, including significant failures; and

(2) shall furnish to the congressional intelligence committees any information or
material concerning covert actions which is in the possession, custody, or control
of any department, agency, or entity of the United States Government and which
is requested by either of the congressional intelligence committees in order to
carry out its authorized responsibilities.

(Emphasis added.)

Each of these notification requirements, in turn, requires that the Executive Branch keep
the intelligence committees “fully and currently informed of all intelligence activities,” but only
“to the extent consistent with due regard for the protection from unauthorized disclosure of
classified information relating to sensitive intelligence sources and methods or other
exceptionally sensitive matters.” This express exception gives the Executive Branch flexibility
to brief only certain members of the intelligence committees where more widespread briefings
would pose an unacceptable risk to the national security. Section 501(a)(1) of the National
Security Act, quoted in the question, requires the President to ensure that the relevant

intelligence officials comply with the appropriate notification requirements, sections 413a(a) and
413b(b).

Consistent with the statutory language, it has for decades been the practice of both
Democratic and Republican administrations to inform only the Chair and Ranking Members of
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the intelligence committees about certain exceptionally sensitive matters. Even the
Congressional Research Service has acknowledged that the leaders of the intelligence
committees “over time have accepted the executive branch practice of limiting notification of
intelligence activities in some cases to either the Gang of Eight, or to the chairmen and ranking
members of the intelligence committees.” See Alfred Cumming, Congressional Research
Service, Re: Statutory Procedures Under Which Congress in to be Informed of U.S Intelligence
Activities, Including Covert Actions 10 (Jan. 18, 2006). The Administration followed this well-
established practice by briefing only the leadership of the Intelligence Committees and, at a more
general level, the leaders of both houses of Congress about the NSA activities.

(12) To the extent that it can be disclosed in a public hearing (or to be provided in a closed
executive session), what are the facts upon which the Executive relies to assert Article
1I wartime authority over Congress’ Article I authority to establish public policy on
these issues especially where legislation is approved by the President as contrasted
with being enacted over a Presidential veto as was the case with the War Powers Act?

Congress itself expressly recognized in the Resolution that “the President has authority
under the Constitution to take action to deter and prevent acts of international terrorism against
the United States.” The Supreme Court has repeatedly reached the same conclusion. See, e.g.,
The Prize Cases, 67 U.S. (2 Black) 635, 668-70 (1863). As explained in the Department’s paper
of January 19, 2006, the Framers of the Constitution intended to place this authority in the
President.

Our legal analysis, however, does not require that we assert any Article 11 authority over
Congress’s Article I authority. Rather, Congress, in passing the Resolution, exercised its Article
T authority consistent with the Executive Branch’s authority under Article 11 to authorize
electronic surveillance as an incident of using military force to protect the Nation in an armed
conflict. As explained in more detail in the Department’s paper of January 19, 20086, the
Resolution thus places the President’s authority to use military force and the traditional incidents
of the use of such force against al Qaeda at its maximum because he is acting with the express
authorization of Congress. Under the three-part framework of Justice Jackson's concurring
opinion in Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 635-38 (1952) (Jackson, J
concurring), the President’s authority falls within Category I. He is acting “pursuant to an
express or implied authorization of Congress,” and the President’s authority “includes all that he
possesses in his own right [under the Constitution] plus all that Congress can” confer on him. Id
at 635.

.

In any event, it is not at all clear that our conclusions would be contrary to the policy
choices made by Congress in 1978. First, as already explained, FISA contemplates that
subsequent Jegislation, such as the Resolution, can authorize electronic surveillance outside
FISA procedures. Second, it is notable that FISA defines “electronic surveillance” carefully and
precisely. 50 U.S.C. § 1801(f) (2000 & Supp. 2002). And, as confirmed by another provision,
18 U.S.C. § 2511(2)(D) (Supp. 11 2002) (carving out from statutory regulation the acquisition of
inteliigence information from “international or foreign communications” and “foreign
intelligence activities . . . involving a foreign electronic communications system” as long as they
are accomplished “utilizing a means other than electronic surveillance as defined” by FISA), and
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by FISA’s legislative history, Congress did not intend FISA to regulate certain communications
intelligence activities of the NSA, including certain communications involving persons in the
United States. See, e.g., S. Rep. No. 95-604, at 64 (1978). Since FISA’s enactment in 1978,
however, the means of transmitting communications has undergone extensive transformation. In
particular, many communications that would have been carried by wire are now transmitted
through the air, and many communications that would have been carried by radio signals
(including by satellite transmissions) are now transmitted by fiber optic cables. It is such
technological advancements that have broadened FISA’s reach, not any particularized
congressional judgment that the NSA’s traditional activities in intercepting such international
communications should be subject to FISA’s procedures. A full explanation of these
technological changes would require a discussion of classified information.

Given the President’s constitutional authority to protect the Nation from armed attack,
whether and to what extent FISA may interfere with that authority is a difficult and serious
constitutional question. The Supreme Court, however, has repeatedly counseled that such
questions must be avoided “where an alternative interpretation of the statute is ‘fairly possible.””
INS v. 8t. Cyr, 533 U.S. 289, 299-300 (2001) (citations omitted); Ashwander v. TVA, 297 U.S.
288, 345-48 (1936) (Brandeis, J., concurring). Because FISA can be interpreted, together with
the Resolution, to allow the President to authorize this necessary early warning system in the
congressionally authorized armed conflict with al Qaeda, and because much of FISA’s current
reach is a result of technological changes rather than congressional intent, we need not address
this constitutional question.

(13) What case law does the Executive rely upon in asserting Article I powers to conduct
the electronic surveillance at issue?

The case law is set forth in detail in the Department’s paper of January 19, 2006. With
respect to the President’s constitutional authority to conduct warrantless foreign intelligence
surveillance, we rely on cases such as In re Sealed Case, 310 F.3d 717 (Foreign Intel. Surv. Ct.
of Rev. 2002), and United States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980). Inre
Sealed Case notes that “all the other courts to have decided the issue [have] held that the
President did have inherent authority to conduct warrantless searches to obtain foreign
intelligence information.” 310 F.3d at 742. The court then “t{ook] for granted that the President
does have that authority” and explained that “FISA could not encroach on the President’s
constitutional power.” Id.

We also rely on the Supreme Court’s interpretation of the Resolution in Hamdi v.
Rumsfeld, 542 U.S. 507 (2004), which confirms that Congress in the Resolution gave its express
approval to the military conflict against al Qaeda and its allies and thereby to the President’s use
of all fundamental and accepted incidents of the use of military force in this current military
conflict. Because the use of warrantless electronic surveillance aimed at the enemy’s
communications is, as explained in the paper of January 15th, a fundamental and accepted
incident of the use of military force, under the reasoning of Hamdi, the Resolution “clearly and
unmistakably authorize[s]” the terrorist surveillance program. Id. at 519 (plurality opinion).

10
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More basically, a line of cases strongly supports the President’s inherent authority to
protect the Nation, see, e.g., The Prize Cases, 67 U.S. (2 Black) 635, 668 (1863), and Americans
abroad, see Durand v. Hollins, 8 F. Cas. 111, 112 (C.C.S.D.N.Y. 1860) (No. 4186). Other cases,
including United States v. Curtiss-Wright Export Corp., 299 U.S. 304, 319 (1936), make clear
the President’s preeminent role in conducting the Nation’s foreign affairs.

(14) What academic or expert opinions does the Executive rely upon in asserting Article 11
powers to conduct the electronic surveillance at issue?

As explained above, our analysis does not require that we assert any Article I power over
Congress’s Article T powers. As to whether the President has constitutional authority to conduct
foreign intelligence surveillance, we rely primarily upon the uniform case law summarized by
the FISA Court of Review. See In re Sealed Case, 310 F.3d at 742. We do not believe that this
point, which has generally been conceded even by those academics criticizing the terrorist
surveillance program, is controversial. See Letter to the Hon. Bill Frist, Majority Leader, U.S.
Senate, from Professor Curtis A. Bradley et al. at 6 (Jan. 9, 2006).

Our analysis of the Resolution is supported by several law review articles, notably one by
Curtis Bradley and Jack Goldsmith. See Curtis A. Bradley & Jack L. Goldsmith, Congressional
Authorization and the War on Terrorism, 118 Harv. L. Rev. 2047, 2091 (2005) (explaining that
“Congress intended to authorize the President to take at least those actions permitted by the laws
of war”); see also Michael Stokes Paulsen, Youngstown Goes to War, 19 Const. Comment. 215
(2002).

Most importantly, our analysis is fully supported by those who best know this technical
area of the law and who have access to all of the pertinent facts—career attorneys at the NSA
and the Department of Justice.

(15) When foreign calls (whether between the caller and the recipient both being on
foreign soil or one of the callers or recipients being on foreign soil and the other in the
U.8.) were routed through switches which were physically located on U.S. soil, would
that constitute a violation of law or regulation restricting NSA from conducting
surveillance inside the United States, absent a claim of unconstitutionality on
encroaching the powers under Article I1?

As explained above, none of the intercepts at issue constitutes a violation of law or
regulation. I cannot give a more complete answer here, because I cannot go into operational
details.

11
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The Attorney General
Washington, D.C.

February 28, 2006

The Honorable Arlen Specter
Chairman, Committee on the Judiciary
United States Senate

Washington, D.C. 20510

Dear Chairman Specter:

I write to provide resporises to several questions posed to me at the hearing on
“Wartime Executive Power and the National Security Agency’s Surveillance Authority,”
held Monday, February 6, 2006, before the Senate Committee on the Judiciary. [ also
write to clarify certain of my responses at the February 6th hearing.

Except when otherwise indicated, this letter will be confined to addressing
questions relating to the specific NSA activities that have been publicly confirmed by the
President. Those activities involve the interception by the NSA of the contents of
communications in which one party is outside the United States where there are
reasonable grounds to believe that at least one party to the communication is a member or
agent of al Qaeda or an affiliated terrorist organization (hereinafter, the “Terrorist
Surveillance Program™).

Additional Information Requested by Senators at February 6th Hearing

Senator Leahy asked whether the President first authorized the Terrorist
Surveillance Program after he signed the Authorization for Use of Military Force of
September 18, 2001 (“Force Resolution”) and before he signed the USA PATRIOT Act.
2/6/06 Unofficial Hearing Transcript (“Tr.”) at 50. The President first authorized the
Program in October 2001, before he signed the USA PATRIOT Act.

Senator Brownback asked for recommendations on improving the Foreign
Intelligence Surveillance Act (“FISA™). Tr. at 180-81. The Administration believes that
it is unnecessary to amend FISA to accommodate the Terrorist Surveillance Program.
The Administration will, of course, work with Congress and evaluate any proposals for
improving FISA.

Senator Feinstein asked whether the Government had informed the Supreme
Court of the Terrorist Surveillance Program when it briefed and argued Hamd; v.
Rumsfeld, 542 U.S. 507 (2004). Tr. at 207. The question presented in Hamdi was
whether the military had validly detained Yaser Esam Hamdi, a presumed American
citizen who was captured in Afghanistan during the combat operations in late 2001,
whom the military had concluded to be an enemy combatant who should be detained in
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connection with ongoing hostilities. No challenge was made concerning electronic
surveillance and the Terrorist Surveillance Program was not a part of the lower court
proceedings. The Government therefore did not brief the Supreme Court regarding the
Terrorist Surveillance Program.

Senator Feinstein asked whether “any President ever authorized warrantless
surveillance in the face of a statute passed by Congress which prohibits that
surveillance.” Tr. at 208. Irecalled that President Franklin Roosevelt had authorized
warrantless surveillance in the face of a contrary statute, but wanted to confirm this. To
the extent that the question is premised on the understanding that the Terrorist
Surveillance Program conflicts with any statute, we disagree with that premise. The
Terrorist Surveillance Program is entirely consistent with FISA, as explained in some
detail in my testimony and the Department’s January 19th paper. As for the conduct of
past Presidents, President Roosevelt directed Attorney General Jackson “to authorize the
necessary investigating agents that they are at liberty to secure information by listening
devices directed to the conversation or other communications of persons suspected of
subversive activities against the Government of the United States.” Memorandum from
President Roosevelt (May 21, 1940), reproduced in United States v. United States
District Court, 444 F.2d 651, 670 (6th Cir. 1971) (Appendix A). President Roosevelt
authorized this activity notwithstanding the language of 47 U.S.C. § 605, a prohibition of
the Communications Act of 1934, which, at the time, provided that “no person not being
authorized by the sender shall intercept any communication and divulge or publish the
existence, contents, substance, purport, effect, or meaning of such intercepted
communication to any person.” President Roosevelt took this action, moreover, despite
the fact that the Supreme Court had, just three years earlier, made clear that section 605
“include[s] within its sweep federal officers.” Nardone v. United States, 302 U.S. 379,
384 (1937). It should be noted that section 605 prohibited interception followed by
divulging or publishing the contents of the communication. The Department of Justice
took the view that interception without “divulg{ing] or publishfing]” was not prohibited,
and it interpreted “divulge” narrowly to allow dissemination within the Executive
Branch.

Senator Feingold asked, “[D}o you know of any other President who has
authorized warrantless wiretaps outside of FISA since 1978 when FISA was passed?” Tr.
at 217. The laws of the United States, both before and after FISA’s enactment, have long
permitted various forms of foreign intelligence surveillance, including the use of
wiretaps, outside the procedures of FISA. If the question is limited to “electronic
surveillance” as defined in FISA, however, we are unaware of any such authorizations.

Senator Feingold asked, “[A]re there other actions under the use of military force
for Afghanistan resolution that without the inherent power would not be permitted
because of the FISA statute? Are there any other programs like that?” Tr. at 224. |
understand the Senator to be referring to the Force Resolution, which authorizes the
President to “use all necessary and appropriate force against those nations, organizations,
or persons” responsible for the attacks of September 11th in order to prevent further
terrorist attacks on the United States, and which by its terms is not limited to action
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against Afghanistan or any other particular nation. I am not in a position to provide
information here concerning any other intelligence activities beyond the Terrorist
Surveillance Program. Consistent with long-standing practice, the Executive Branch
notifies Congress concerning the classified intelligence activities of the United States
through appropriate briefing of the oversight committees and congressional leadership.

Senator Feingold noted that, on September 10, 2002, then-Associate Deputy
Attorney General David S. Kiris testified before the Senate Judiciary Committce. Senator
Feingold quoted Mr. Kris’s statement that “[w]e cannot monitor anyone today whom we
could not have monitored this time last year,” and he asked me to provide the names of
individuals in the Department of Justice and the White House who reviewed and
approved Mr. Kris’s testimony. Tr. at 225-26. Mr. Kris’s testimony was addressing the
Government’s appeal in 2002 of decisions of the Foreign Intelligence Surveillance Court
to the Foreign Intelligence Surveillance Court of Review. In the course of that
discussion, Mr. Kris explained the effects of the USA PATRIOT Act’s amendments to
FISA, and, in particular, the amendment to FISA requiring that a “significant purpose” of
the surveillance be the collection of foreign intelligence information. Mr. Kris explained
that that amendment “will not and cannot change who the government may monitor.”
Mr. Kris emphasized that under FISA as amended, the Government still needed to show
that there is probable cause that the target of the surveillance is an agent of a foreign
power and that the surveillance has at least a significant foreign intelligence purpose. In
context, it is apparent that Mr. Kris was addressing only the effects of the USA
PATRIOT Act’s amendments to FISA. In any event, his statements are also accurate
with respect to the President’s Terrorist Surveillance Program, because the Program
involves the interception of communications only when there is probable cause
(“reasonable grounds to believe™) that at least one party to the communication is an agent
of a foreign power (al Qaeda or an affiliated terrorist organization). Please note that it is
Department of Justice policy not to identify the individual officials who reviewed and
approved particular testimony.

Senators Biden and Schumer asked whether the legal analysis undetlying the
Terrorist Surveillance Program would extend to the interception of purely domestic calls.
Tr. at 80-82, 233-34. The Department believes that the Force Resolution’s authorization
of “all necessary and appropriate force,” which the Supreme Court in Hamdi interpreted
to include the fundamental and accepted incidents of the use of military force, clearly
encompasses the narrowly focused Terrorist Surveillance Program. The Program targets
only communications in which one party is outside the United States and there are
reasonable grounds to believe that at least one party to the communication is a member or
agent of al Qaeda or an affiliated terrorist organization. The Program is narrower than
the wartime surveillances authorized by President Woodrow Wilson (af telephone,
telegraph, and cable communications into and out of the United States) and President
Franklin Roosevelt (“all . . . telecommunications traffic in and out of the United States™),
based on their constitutional authority and general force-authorization resolutions like the
Force Resolution. The Terrorist Surveillance Program fits comfortably within this
historical precedent and tradition. The legal analysis set forth in the Department’s
January 19th paper does not address the interception of purely domestic communications.
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The Department believes that the interception of the contents of domestic
communications would present a different question from the interception of international
communications, and the Department would need to analyze that question in light of all
current circumstances before any such interception would be authorized.

Senator Schumer asked me whether the Force Resolution would support physical
searches within the United States without complying with FISA procedures. Tr. at 159.
The Terrorist Surveillance Program does not involve physical searches. Although FISA’s
physical search subchapter contains a provision analogous to section 109 of FISA, see 50
U.S.C. § 1827(a)(1) (prohibiting physical searches within the United States for foreign
intelligence “except as authorized by statute™), physical searches conducted for foreign
intelligence purposes present issues different from those discussed in the Department’s
January 19th paper addressing the legal basis for the Terrorist Surveillance Program.
Thus, we would need to consider that issue specifically before taking a position.

Senator Schumer asked, “Have there been any abuses of the NSA surveillance
program? Have there been any investigations arising from concerns about abuse of the
NSA program? Has there been any disciplinary action taken against any official for
abuses of the program?” Tr. at 237-38. Although no complex program like the Terrorist
Surveillance Program can ever be free from inadvertent mistakes, the Program is the
subject of intense oversight both within the NSA and outside that agency to ensure that
any compliance issues are identified and resolved promptly on recognition. Procedures
are in place, based on the guidelines I approved under Executive Order 12333, to protect
the privacy of U.S. persons. NSA’s Office of General Counsel has informed us that the
oversight process conducted both by that office and by the NSA Inspector General has
uncovered no abuses of the Terrorist Surveillance Program, and, accordingly, that no
disciplinary action has been needed or taken because of abuses of the Program.

Clarification of Certain Responses

[ would also like to clarify certain aspects of my responses to questions posed at
the February 6th hearing.

First, as I emphasized in my opening statement, in all of my testimony at the
hearing [ addressed—with limited exceptions—only the legal underpinnings of the
Terrorist Surveillance Program, as defined above. I did not and could not address
operational aspects of the Program or any other classified intelligence activities. So, for
example, when I testified in response to questions from Senator Leahy, “Sir, I have tried
to outline for you and the Committee what the President has authorized, and that is all
that he has authorized,” Tr. at 53, I was confining my remarks to the Terrorist
Surveillance Program as described by the President, the legality of which was the subject
of the February 6th hearing.

Second, in response to questions from Senator Biden as to why the President’s
authorization of the Terrorist Surveillance Program does not provide for the interception
of domestic communications within the United States of persons associated with al
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Qaeda, [ stated, “That analysis, quite frankly, had not been conducted.” Tr. at 82. In
response to similar questions from Senator Kyl and Senator Schumer, I stated, “The legal
analysis as to whether or not that kind of [domestic] surveillance—we haven’t done that
kind of analysis because, of course, the President—that is not what the President has
authorized,” Tr. at 92, and “I have said that I do not believe that we have done the
analysis on that.” Tr. at 160. These statements may give the misimpressiou that the
Department’s legal analysis has been static over time. Since I was testifying only as to
the legal basis of the activity confirmed by the President, I was referring only to the legal
analysis of the Department set out in the January 19th paper, which addressed that
activity and therefore, of course, does not address the interception of purely domestic
communications. However, I did not mean to suggest that no analysis beyond the
January 19th paper had ever been conducted by the Department. The Department
believes that the interception of the contents of domestic communications presents a
different question from the interception of international communications, and the
Department’s analysis of that question would always need to take account of all current
circumstances before any such interception would be authorized.

Third, at one point in my afternoon testimony, in response to a question from
Senator Feinstein, I stated, “I am not prepared at this juncture to say absolutely that if the
AUMTF argument does not work here, that FISA is unconstitutional as applied. 1 am not
saying that.” Tr. at 209. As set forth in the January 19th paper, the Department believes
that FISA is best read to allow a statute such as the Force Resolution to authorize
electronic surveillance outside FISA procedures and, in any case, that the canon of
constitutional avoidance requires adopting that interpretation. It is natural to approach
the question whether FISA might be unconstitutional as applied in certain circumstances
with extreme caution. But if an interpretation of FISA that allows the President to
conduct the NSA activities were not “fairly possible,” and if FISA were read to impede
the President’s ability to undertake actions necessary to fulfill his constitutional
obligation to protect the Nation from foreign attack in the context of a congressionally
authorized armed conflict against an enemy that has already staged the most deadly
foreign attack in our Nation’s history, there would be serious doubt about the
constitutionality of FISA as so applied. A statute may not “impede the President’s ability
to perform his constitutional duty,” Morrison v. Olson, 487 U.S. 654, 691 (1988)
(emphasis added); see also id. at 696-97, particularly not the President’s most solemn
constitutional obligation—the defense of the Nation. See also /n re Sealed Case, 310
F.3d 717, 742 (Foreign Intel. Surv. Ct. of Rev. 2002) (explaining that “FISA could not
encroach on the President’s constitutional power”). Idid not mean to suggest otherwise,

Fourth, in response to questions from Senator Leahy about when the
Administration first determined that the Force Resolution authorized the Terrorist
Surveillance Program, I stated, “From the very outset, before the program actually
commenced.” Tr. at 184. Ialso stated, “Sir, it has always been our position that the
President has the authority under the authorization to use military force and under the
Constitution.” Tr. at 187. These statements may give the misimpression that the
Department’s legal analysis has been static over time. As I attempted to clarify more
generally, “[i]t has always been the [Department’s) posttion that FISA cannot be
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interpreted in a way that infringes upon the President’s constitutional authority, that FISA
must be interpreted, can be interpreted” to avoid that result. Tr. at 184; see also Tr. at
164 (Attorney General: “It has always been our position that FISA can be and must be
read in a way that it doesn’t infringe upon the President’s constitutional authority.”).
Although the Department’s analysis has always taken account of both the Force
Resolution and the Constitution, it is also true, as one would expect, that the
Department’s legal analysis has evolved over time.

Fifth, Senator Cornyn suggested that the Terrorist Surveillance Program is
designed to address the problem that FISA requires that we already know that someone is
a terrorist before we can begin coverage. Senator Cornyn asked, “[TThe problem with
FISA as written is that the surveillance it authorizes is unusable to discover who is a
terrorist, as distinct from eavesdropping on known terrorists. Would you agree with
that?” I responded, “That would be a different way of putting it, yes, sir.” Tr. at 291. 1
want to be clear, however, that the Terrorist Surveillance Program targets the contents of
communications in which one party is outside the United States and there are reasonable
grounds to believe that at least one party to the communication is a member or agent of al
Qaceda or an affiliated terrorist organization. Although the President has authorized the
Terrorist Surveillance Program in order to provide the early warning system we lacked on
September 11th, I do not want to leave the Committee with the impression that it does so
by doing away with a probable cause determination. Rather, it does so by allowing
intelligence experts to respond agilely to all available intelligence and to begin coverage
as quickly as possible.

Finally, in discussing the FISA process with Senator Brownback, I stated, “We
have to know that a FISA Court judge is going to be absolutely convinced that this is an
agent of a foreign power, that this facility is going to be a facility that is going to be used
or is being used by an agent of a foreign power.” Tr. at 300. The approval of a FISA
application requires only probable cause to believe that the target is an agent of a foreign
power and that the foreign power has used or is about to use the facility in question. 50
U.8.C. § 1805(a)(3). I meant only to convey how cautiously we approach the FISA
process. It is of paramount importance that the Department maintain its strong and
productive working relationship with the Foreign Intelligence Surveillance Court, one in
which that court has come to know that it can rely on the representations of the attorneys
that appear before it.

1 hope that the Committee will find this additional information helpful.
Sincerely,
Alberto R. Gonzales

cc: The Honorable Patrick Leahy
Ranking Member
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: U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530
March 24, 2006

The Honorable Arlen Specter
Chairman

Committee on the Judiciary
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman;

This responds to your letter, dated February 13, 2006, transmitting questions for the
record posed to Attorney General Gonzales following his appearance before the Senate
Committee on the Judiciary on February 6, 2006. The subject of the hearing was, “Wartime
Executive Power and the National Security Agency’s Surveillance Authority.”

The enclosed document responds to the 35 combined Minority questions for the record.
We can assure you we are continuing to work on additional answers to questions submitted by

individual Committee Senators.

We trust you will find this information helpful. If we may be of further assistance on
this, or any other matter, please do not hesitate to contact this office.

Siucerely,

Vot € Wosdtt.

William E. Moschella
Assistant Attorney General

Enclosures

cc: The Honorable Patrick J. Leahy
Ranking Minority Member
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“Wartime Executive Power
And The National Security Agency’s Surveillance Autherity”
Hearing Before The Senate Committee On The Judiciary
Written Questions From All Democratic Senators

1. On January 27, 2006, members of this Committee wrote to you and asked
that you provide relevant information and documents in advance of this
hearing, including formal legal opinions of the Office of Legal Counsel
(“OLC”) and contemporaneous communications regarding the 2001
Autherization for Use of Military Force (“AUMF”). Please provide those
materials with your answers to these questions.

The first item in the January 27th letter asks for “communications from the
Administration to Congress during the period September 11 through September 14,
2001,” relating to language to be included in the Authorization for Use of Military Force
(“Force Resolution”) and the Administration’s understanding of that language. Any such
communications would presumably be in the possession of Congress. We have not
identified any Department of Justice documents reflecting such communications.

You have also requested “all documents that are or reflect internal Administration
communications during” the same period regarding the meaning of the language being
considered for inclusion in the Force Resolution. It would be inappropriate for us to
reveal the confidential and privileged internal deliberations of the Executive Branch.

You have also requested “copies of all memoranda and legal opinions rendered by
the Department of Justice during the past 30 years that address the constitutionality of
government practices and procedures with respect to electronic surveillance.” That is
potentially an extraordinarily broad request, both because of the length of the period
covered (which would encompass a period before enactment of the Foreign Intelligence
Surveillance Act of 1978 (“FISA™)) and the sweeping terms of the request: the reference
to “memoranda” could include hundreds or thousands of informal memoranda written in
individual cases between 1976 and the present that are in the files of the various litigating
branches of the Department. We understand your request to seek only formal
memoranda and legal opinions issued by the Attorney General or the Office of Legal
Counsel (“OLC”) during that time involving constitutional issues arising from the
interception of electronic communications or wiretapping. Many such opinions and
memoranda have been published and are readily available through online databases or the
Office of Legal Counsel website. In addition, some opinions responsive to your request
previously have been released in response to past requests under the Freedom of
Information Act (“FOIA™). Citations to relevant opinions are set forth in the margin.’

' Memorandum for Frances Fragos Townsend, Counsel, Office of Intelligence
Policy and Review, from Randolph D. Moss, Assistant Attorney General, Office of Legal
Counsel, Re: Sharing Title Il Electronic Surveillance Material with the Intelligence
Community (Oct. 17, 2000), available at hitp://www usdoj.gov/olc/titlelfinal.htm;
Bureau of Prisons Disclosure of Recorded Inmate Conversations, 21 Op. O.L.C. 11 (Jan.
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Copies of unpublished opinions that do not reflect the deliberative process, or that are
otherwise appropriate for release, will be provided to you in response to this request.
Some more recent memoranda and opinions, though unclassified, reflect the deliberative
process and are privileged, and therefore are not appropriate for release. At the time they
are issued, most OLC opinions consist of confidential legal advice for senior Executive
Branch officials. Maintaining the confidentiality of OLC opinions often is necessary to
preserve the deliberative process of decisionmaking within the Executive Branch and
attorney-client relationships between OLC and other executive offices and to avoid
interference with federal law enforcement efforts.

Your request appears to seek internal memoranda addressing the National
Security Agency (“NSA”) electronic surveillance activities confirmed by the President.
Those activities involve targeting for interception by the NSA of communications where
one party is outside the United States and there is probable cause (“reasonable grounds™)
to believe that at least one party to the communication is a member or agent of al Qaeda
or an affiliated terrorist organization (hereinafter, the “Terrorist Surveillance Program™ or
the “Program™). Any written legal opinions that the Department may have produced
regarding the Terrorist Surveillance Program would constitute the confidential internal
deliberations of the Executive Branch, and it would be inappropriate for us to reveal
them. In addition, the release of any document discussing the operational details of this

14, 1997); Fourth Amendment Implications of Military Use of Forward Looking Infrared
Radars Technology for Civilian Law Enforcement, 16 Op. O.L.C. 41 (Mar. 4, 1992),
Military Use of Infrared Radars Technology to Assist Civilian Law Enforcement
Agencies, 15 Op. O.L.C. 36 (Feb. 19, 1991); duthority of the Federal Bureau of
Investigation to Override International Law in Extraterritorial Law Enforcement
Activities, 13 Op. O.L.C. 163 (June 21, 1989); Applicability of Fourth Amendment to Use
of Beepers in Tracking Bank Robbery Bait Money, 10 Op. O.L.C. 138 (Dec. 5, 1986);
Presidential Power Concerning Diplomatic Agents and Staff of the Iranian Mission, 4A
Op. O.L.C. 174 (Jan. 8, 1980); Foreign Intelligence Surveillance Act (560 US.C. §
1801)—lInterception of Radio Communication—Constitutional Law—Fourth
Amendment—Privacy, 3 Op. O.L.C. 240 (May 29, 1979); Constitutional Law—Fourth
Amendment—Interception of Oral Communications—Legality of Television Surveillance
in Government Offices, 3 Op. O.L.C. 64 (Feb. 2, 1979); National Security Mail Covers—
Constitutional Challenge—Federal Bureau of Investigation (39 CFR 233.2(d)(2)(ii)), 2
Op. O.L.C. 290 (Dec. 15, 1978); Intelligence—Warrantless Electronic Surveillance—
Common Carriers (18 US.C. §§ 2510-2520, 47 U.S.C. § 605),2 Op. O.L.C. 123 (June 5,
1978); Warrandless Foreign Intelligence Surveillance—Use of Television—Beepers, 2
Op. O.L.C. 14 (Jan. 25, 1978). The following opinions previously have been released in
response to past FOIA requests: Memorandum for Michael Vatis, Deputy Director,
Executive Office for National Security, from Walter Dellinger, Assistant Attorney
General, Office of Legal Counsel, Re: Standards for Searches under the Foreign
Intelligence Surveillance Act (Feb. 14, 1995); Memorandum for Anthony A. Lapham,
General Counsel, Central Intelligence Agency, from John M. Harmon, Assistant Attorney
General, Office of Legal Counsel, Re: MKULTRA Drug-testing Program (July 17, 1978).
Copies of those two opinions are attached.
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highly classitied and sensitive program would risk compromising the Program and could
help terrorists avoid detection. As you know, on January 19, 2006, the Department of
Justice released a 42-page paper setting out a comprehensive explanation of the legal
authorities supporting the Program. See Legal Authorities Supporting the Activities of the
National Security Agency Described by the President (Jan. 19, 2006). That paper reflects
the substance of the Department’s legal analysis of the Terrorist Surveillance Program.

Finally, you also have requested “any documents by which the President has,
prior to and after September 11, 2001, authorized the NSA surveillance programs,
including all underlying legal opinions authored by the White House.” Such documents
would reflect sensitive operational details of the program, and any such legal opinions
would constitute confidential internal deliberations of the Executive Branch.
Accordingly, it would be inappropriate to release such documents.

2. Since September 11, 2001, how many OLC memoranda or opinions have
discussed the authority of the President to take or autherize action under
either the AUMF or the Commander-in-Chief power, or both, that one
could argue would otherwise be prohibited or restricted by another
statute? Will you provide copies of those memoranda or opinions to the
Committee? If not, please provide the titles and dates of those
memoranda and opinions.

Any such opinions would constitute the confidential legal advice of the Executive
Branch and would reflect the deliberative process. We are not able to discuss the
contents of confidential legal advice.

3. When did the President first authorize warrantless electronic surveillance
of U.S. persons in the United States outside the parameters of the Foreign
Intelligence Surveillance Act (“FISA”)? What form did that
authorization take?

As explained in the January 19th paper, the Terrorist Surveillance Program is not
“outside the parameters of [FISA].” Rather, FISA contemplates that Congress may enact
a subsequent statute, such as the Force Resolution, that authorizes the President to
conduct electronic surveillance without following the specific procedures of FISA.

The President first authorized the Terrorist Surveillance Program in October
2001

4. When did the NSA commence activities under this program?

The NSA commenced the Terrorist Surveillance Program soon afier the President
authorized it in October 2001.

5. When did the Administration first conclude that the AUMF authorized
warrantless electronic surveillance of U.S. persons in the United States?



151

What contemporaneous evidence supports your answer, and will you
provide it to the Committee? What legal objections were raised to that
theory and by whom?

The Department has reviewed the legality of the Terrorist Surveillance Program
on multiple occasions. Your questions regarding the content of confidential Executive
Branch legal advice, the identity of those who provided that advice, and whether any
legal objections were raised during internal discussions, implicate the confidential
internal deliberations of the Executive Branch. We are not able to address those issues.

6. How many U.S. persons have had their calls or e-mails monitored or have
been subjected to any type of surveillance under the NSA’s warrantless
electronic surveillance program?

Operational details about the scope of the Terrorist Surveillance Program are
classified and sensitive, and cannot be discussed in this setting. Openly revealing
information about the scope of the Program could compromise its value by facilitating
terrorists” attempts to evade it. We note, however, that consistent with the notification
provisions of the National Security Act, certain Members of the Senate Select Committee
on Intelligence and the House Permanent Select Committee on Intelligence have been
briefed on the operational details of the Program.

7. General Hayden has said that the NSA program does not involve data
mining tools or other automated analysis of large volumes of domestic
communications. Can you confirm that? Has the NSA program ever
involved data mining or other automated analysis of large volumes of
communications of any sort?

As General Hayden correctly indicated, the Terrorist Surveillance Program is not
a “data-mining” program. He stated that the Terrorist Surveillance Program is not a
“drift net out there where we’re soaking up everyone’s communications”; rather, under
the Terrorist Surveillance Program, NSA targets for interception “very specific
[international] communications” for which, in NSA’s professional judgment, there is
probable cause to believe that one of the parties to the communication is a member or
agent of al Qaeda or an affiliated terrorist group—people “who want to kill Americans.”
See Remarks by General Michael V. Hayden to the National Press Club, available at
hitp://www.dni.gov/release_letter_012306.html.

8. Are there other programs that rely on data mining or other automated
analysis of large volumes of communications that feed into or otherwise
facilitate either the warrantless surveillance program or the FISA
warrant process?

It would be inappropriate to discuss in this setting the existence (or non-existence)
of specific intelligence activities or the operations of any such activities. Consistent with
long-standing practice, the Executive Branch notifies Congress concerning the classified
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intelligence activities of the United States through appropriate briefings of the oversight
committees and congressional leadership.

9. Has the Justice Department issued any legal advice with regard to the
legality or constitutionality of the NSA or other agencies in the
Intelligence Community conducting data mining or other automated
analysis of large volumes of domestic communications? If so, please
provide copies.

We cannot reveal confidential legal advice delivered within the Executive Branch
or its internal deliberations. If legal advice from Executive Branch officers or entities
were subject to disclosure, those who need legal advice would be reluctant to seek it, and
those responsible for providing candid legal advice might be discouraged from giving it.
That would increase the risk of legal errors. Nor can we discuss the existence (or non-
existence) of any specific intelligence activities.

10.  What is the longest duration of a surveillance carried out without a court
order under this warrantless electronic surveillance program? What is
the average length?

This question calls for classified and sensitive operational details of the Terrorist
Surveillance Program that cannot be discussed here. Openly revealing information about
the operational details of the Program could compromise its value by facilitating
terrorists’ attempts to evade it. As noted above, consistent with the notification
provisions of the National Security Act, certain Members of the Senate Select Committee
on Intelligence and the House Permanent Select Committee on Intelligence have been
briefed on the operational details of the Program.

11.  Did we understand correctly from your testimony that the NSA is only
authoerized to intercept communications when a “probable cause”
standard is satisfied, and that it is “the same standard” as the one used
under FISA? Has that been true since the inception of this program?

As we have said, the Terrorist Surveillance Program targets for interception
communications only where one party is outside the United States and where there are
reasonable grounds to believe that at least one party to the communication is a member or
agent of al Qaeda or an affiliated terrorist organization. This “reasonable grounds to
believe” standard is a “probable cause™ standard of proof. See Maryland v. Pringle, 540
U.S. 366, 371 (2003) (“[T]he substance of all the definitions of probable cause is a
reasonable ground for belief of guilt.”). FISA also employs a “probable cause” standard.
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12. What standard for intercepting communications without a warrant was
the NSA applying when the program was first authorized? What
standard was the NSA applying in January 2004?

The Terrorist Surveillance Program targets communications for interception only
where one party is outside the United States and there is probable cause (“reasonable
grounds”) to believe that at least one party to the communication is a member or agent of
al Qaeda or an affiliated terrorist organization. We can discuss only the Terrorist
Surveillance Program. We cannot discuss the operational history or details of the
Terrorist Surveillance Program or any other intelligence activities.

13.  Did the standard change after there were objections from the FISA
Court? Did the standard change after there were objections from senior
Justice Department officials?

We cannot discuss the operational details or history of the Terrorist Surveillance
Program. Nor can we divulge the internal deliberations of the Executive Branch or the
content of our discussions with the Foreign Intelligence Surveillance Court.

14.  Who decides whether the “probable cause” standard has been satisfied?
Who if anyone reviews this decision? Are records kept as to the
satisfaction of this condition for each surveillance?

Under the Terrorist Surveillance Program, decisions about what communications
to intercept are made by professional intelligence officers at the NSA who are experts on
al Qaeda and its tactics, including its use of communications systems. Relying on the
best available intelligence and subject to appropriate and rigorous oversight by the NSA
Inspector General and General Counsel, among others, these officers determine whether
there is probable cause to believe that one of the parties to the communication is a
member or agent of al Qaeda or an affiliated terrorist organization. Steps are taken to
enable appropriate oversight of interception decisions.

15.  Did we understand correctly from your testimony that, under this
program, the NSA is authorized to intercept communications only when
one party to the communication is outside the United States? Has that
always been true? Describe the history and legal significance of that
limitation.

The Terrorist Surveillance Program targets communications for interception only
where one party is outside the United States. It does not target domestic
communications—that is, communications that both originate and terminate within the
United States. The targeting of international communications for interception fits
comfortably within this Nation’s traditions. Other Presidents, including Woodrow
Wilson and Franklin Roosevelt, have interpreted general force authorizations such as the
Force Resolution enacted by Congress to permit warrantless surveillance of international
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communications. Cf. Curtis A. Bradley & Jack L. Goldsmith, Congressional
Authorization and the War on Terrorism, 118 Harv. L. Rev. 2048, 2091 (2005)
(explaining that, with the Force Resolution, “Congress intended to authorize the President
to take at least those actions permitted by the laws of war”™). We are not able to discuss
further the history or operational details of the Program.

16.  What does this limitation mean with respect to e-mail communications?
Must either the person sending the e-mail or one of persons to whom the
e-mail is addressed be physically located outside the United States? Has
that always been true?

As the President has stated, the Terrorist Surveillance Program targets for
interception communications only where one party is outside the United States. We
cannot openly reveal operational details about how the NSA determines that a
communication meets that standard, which could compromise the Program’s value by
facilitating terrorists’ attempts to evade it.

17. Who decides whether one party to a communication is outside the United
States? Who if anyone reviews this decision? Are records kept as to the
satisfaction of this condition for each surveillance?

Professional intelligence officers at the NSA determine whether an international
communication meets the standards of the Terrorist Surveillance Program—that is, that
there is probable cause to believe that at least one party is a member of al Qaeda or an
affiliated terrorist organization. Appropriate records are kept and procedures are in place
to ensure that decisions can be reviewed by the NSA Office of General Counsel and the
NSA Inspector General.

18.  Does FISA under any circumstances require the government to obtain a
court order to target and wiretap an individual who is overseas? Does it
make a difference whether that targeted person who is overseas calls
someone in the United States?

FISA defines “electronic surveillance” to include the acquisition of the contents
of “any wire communication to or from a person in the United States, without the consent
of any party thereto, if such acquisition occurs in the United States.” 50 U.S.C.

§ 1801()(2). Thus, if the procedures of FISA applied, and if the actual acquisition of a
wire communication occurred in the United States, FISA would require a court order to
intercept wire communications between a person in the United States and a person
overseas. Likewise, the installation or use of a surveillance device inside the United
States to acquire information could, under some circumstances, require a FISA order,
regardless of the location of the target of the surveillance. See 50 U.S.C. § 1801(f){4).

19.  Did we understand correctly from your testimony that under this
program the NSA is authoerized to intercept communications only when at
least one party to the communication is “a member or agent of al Qaeda
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or an affiliate terrorist organization”? Has that always been true?
Describe the history of that standard and if and how it has changed over
time.

Under the Terrorist Surveillance Program, the NSA is authorized to target for
interception communications where one party is outside the United States and where
there is probable cause to believe that at least one party to the communication is a
member or agent of al Qaeda or an affiliated terrorist organization. We cannot discuss
operational details or history of the Terrorist Surveillance Program.

20.  Who decides whether at least one party to a communication is “a member
or agent of al Qaeda or an affiliate terrorist organization”? Who decides
whether an organization is “an affiliate terrorist organization”? Who if
anyone reviews these decisions? Are records kept as to the satisfaction of
these conditions for each surveillance?

Professional intelligence officers at the NSA who are experts on al Qaeda and its
tactics (including its use of communications systems) decide whether there is probable
cause to believe that at least one party to the communication is a member or agent of al
Qaeda or an affiliated terrorist organization. Those decisions are subject to appropriate
and rigorous oversight, and appropriate records are kept and procedures are in place to
ensure that decisions are able to be reviewed by the NSA Office of General Counsel and
the NSA Inspector General. There is also an extensive interagency review process as to
what constitutes a terrorist organization affiliated with al Qaeda.

21.  Are the above standards and limitations (probable cause; one party is
outside the United States; one party is al Qaeda or al Qaeda affiliate)
contained in the President’s authorizations? Has that been true since the
inception of the program? If these limitations have not always been
contained in the President’s authorizations, how have they been
communicated to the NSA?

We cannot discuss the operational details or history of the Program or any other
mntelligence activities.

22.  What percentage of the communications intercepted pursuant to this
program generate foreign intelligence information that is disseminated
outside the NSA? How does that compare to the percentage of
disseminable communications intercepted pursuant to FISA?

As we have explained above and elsewhere, this type of operational information
about the Terrorist Surveillance Program is classified and sensitive, and cannot be
discussed here.

23.  Under your interpretation of FISA’s Authorization During Time of War
provision [S0 U.S.C. § 1811, if Congress in September 2001 had not only
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authorized the use of “all necessary and appropriate force” against al
Qaeda, but also formally declared war, would the 15-day limit on
warrantless electronic surveillance have applied?

Section 111 of FISA, 50 U.S.C. § 1811, provides an exception from FISA

procedures for a 15-day period following a congressional declaration of war. As
discussed in the January 19th paper, FISA’s legislative history makes clear that Congress
provided this period to give Congress and the President an opportunity to produce
legislation authorizing electronic surveillance during the war. And that is precisely what
the Force Resolution does—it authorizes the use of electronic surveillance outside
traditional FISA procedures.

There is no reason why section 109(a) of FISA, 50 U.S.C. §1809(a)—which

contemplates that future statutes might authorize further electronic surveillance—could
not be satisfied by legislation authorizing the use of force. In response to your question,
we believe that both 50 U.S.C. § 1811 and the Force Resolution would authorize the
Terrorist Surveillance Program during the 15-day period after a declaration of war, and
that the Force Resolution would authorize the Program thereafter.

24.

Your analysis relies heavily on section 109(a)(1) of FISA, which provides
criminal penalties for someone who intentionally “engages in electronic
surveillance under color of law except as authorized by statute.”
According to the legislative history of this provision, the term “except as
authorized by statute” referred specifically to FISA and the criminal
wiretap provisions commonly known as “title III”. The House
Intelligence Committee report (p.96) states, “Section 109(a)(1) carries
forward the criminal provisions of chapter 119 {title III] and makes it a
criminal offense for officers or employees of the United States to
intentionally engage in electronic surveillance under color of law excepr as
specifically authorized in chapter 119 of title III and this title.” Similarly,
both the Senate Intelligence Committee report (p.68) and the Senate
Judiciary Committee report (p.61) explain that section 109 was “designed
to establish the same criminal penalties for violations of this chapter
[FISA] as apply to vieolations of chapter 119 [title II]. ... [T]hese sections
will make it a criminal offense to engage in electronic surveillance except
as otherwise specifically provided in chapters 119 [title III] and 120
[FISA]” Ininterpreting what Congress intended by the term “except as
authorized by statute,” did the Justice Department know of the existence
of this Committee Report language? If so, why did the Justice
Department not feel compelled to discuss this clarifying language?

The Department’s January 19th paper discussed the most pertinent authorities

bearing on the legality of the Terrorist Surveillance Program, such as the Constitution,
the language of FISA, and the Hamdi decision. The legislative history you reference not
only does not undermine the Department’s conclusion, it supports it.



157

To begin with, those passages of legislative history cannot be taken at face value
because, as detailed at pages 22 and 23 of the Department’s January 19th paper, at the
time of FISA’s enactiment, provisions of law besides FISA and chapter 119 of title 18
authorized the use of “electronic surveillance” and there is no indication that FISA
purported to outlaw that practice. For example, in 1978, use of a pen register or trap and
trace device constituted “electronic surveillance” under FISA. While FISA could have
been used to authorize the installation and use of pen registers, Chapter 119 of Title 18
could not. Thus, if the passages of legislative history cited in your question were to be
taken at face value, the use of pen registers other than to collect foreign intelligence
would have been illegal. That cannot have been the case, and no court has held that pen
registers could not have been authorized outside the foreign intelligence context.
Moreover, it is perfectly natural that the legislative history would mention only FISA and
chapter 119, since they were the principal statutes in 1978 that authorized electronic
surveillance as defined in FISA.

What this legislative history demonstrates is that Congress knew how to make
section 1809(a)(1)’s reference to “statute” more limited if it had wished to do so. Indeed,
it appears that Congress deliberately chose not to mimic the restrictive language of
former 18 U.S.C. § 2511(1). By using the term “statute,” Congress made clear that not
only the existing authorizations for electronic surveillance in chapter 119 of'title 18 and
in title 50, but also those that might come in future statutes, would satisfy FISA.
Congress was wise to include that flexibility, in light of the fact that it was legislating for
the first time with respect to constitutional authority that the President previously had
exercised alone.

25.  The Administration has argued that the NSA’s activities do not violate
the Fourth Amendment because they are reasonable. Are the intelligence
officers who are deciding what calls to monitor the final arbiters of what
is “reasonable” under the Fourth Amendment? Who makes the final
determination as to what is constitutionally “reasonable”?

The President has indicated that the Terrorist Surveillance Program is limited to
targeting for interception communications where one party is outside the United States
and there is probable cause to believe that at least one party is a member or agent of al
Qaeda or an affiliated terrorist organization. In light of the paramount government
interest in avoiding another catastrophic terrorist attack resulting in massive civilian
deaths, this narrowly tailored program is clearly reasonable for purposes of the Fourth
Amendment. That conclusion is underscored by the fact that the Terrorist Surveillance
Program is subject to review every 45 days to determine whether it continues to be
necessary. Intelligence officers are not making the determination of what is “reasonable”
under the Fourth Amendment; instead, they make a factual determination that the
“probable cause” standard is met in a particular instance. That is quite appropriate, as the
courts have stressed that probable cause determinations are not technical, legal
conclusions, but rather are conclusions based on the practical considerations of everyday
life on which reasonable persons act.
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26.  You indicated that “career attorneys” at NSA and Justice approved the
program. It has been reported that non-career attorneys at these
agencies did not agree. Please identify those who you say approved the
program, those who did not approve of it, and the nature of the
disagreement.

This question asks for details about the internal deliberations of and the
confidential legal advice delivered within the Executive Branch, and we are not in a
position to provide such information.

27.  How many people within the NSA, DOJ, the White House, or any other
federal agency have been involved in the authorization, implementation,
and review of the NSA program?

The President, Vice President, General Hayden, and the Attorney General have
stated publicly that they were involved in the authorization, implementation, and/or
review of the Terrorist Surveillance Program. We have also explained that the NSA
Office of General Counsel and Office of Inspector General are involved in the oversight
and review of the program, and that professional intelligence officers at the NSA are
involved in the day-to-day implementation of the program. Lawyers at the Department of
Justice and officials at the Office of the Director of National Intelligence are also
involved in the review. We cannot provide further information, as it concerns internal
deliberations of the Executive Branch and classified and sensitive information about the
Program.

28.  You have mentioned various people in the Intelligence Community who
approved of these activities, including the NSA Inspector General. But
you have not mentioned the person in that community statuterily
assigned to review and assess all such programs -- the Civil Liberties
Protection Officer for the Office of the Director of National Intelligence.
Does your failure even to mention him mean that you were not aware of
his role, that a decision was made not to inform him of the program, or
that he was familiar with the program but did not approve of it?

It may provide some context for this question to note that the Director of National
Intelligence was created by statute in December 2004, and the Director position was
filled only in April 2005. The Civil Liberties Protection Officer was filled on an interim
basis only in June 2005, and that interim appointment was made permanent in early
December 2005. As stated above, we cannot reveal further details about who was cleared
into this Program or the internal deliberations of the Executive Branch.
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29. You have said that the NSA program is subject to internal safeguards
and said it is reviewed approximately every 45 days. Who conducts those
reviews? What are the questions they are asked to review and answer?
Do they produce any written products? If so, please provide copies.

General Hayden has stated that the Terrorist Surveillance Program is “overseen
by the most intense oversight regime in the history of the National Security Agency,”
Remarks by General Michael V. Hayden to the National Press Club, available at
http://www.dni.gov/release_letter_012306.html, and is subject to extensive review in
other departments as well. While some of those procedures cannot be described in this
setting, the oversight program includes review by lawyers at the National Security
Agency and the Department of Justice. In addition, with the participation of the Office of
the Director of National Intelligence and the Department of Justice, the Program is
reviewed every 45 days and the President decides whether to reauthorize it. This review
includes an evaluation of the Terrorist Surveillance Program’s effectiveness, a thorough
assessment of the current threat to the United States posed by al Qaeda, and assurances
that safeguards continue to protect civil liberties. We cannot disclose documents
generated by these reviews, which involve the internal deliberations and confidential
legal advice of the Executive Branch and classified and sensitive information.

30. Do the 45-day reviews include any determination of the effectiveness of
the program and whether it has yielded results sufficiently useful to
justify the intrusions on privacy? If so, are such determinations based on
quantitative assessments of third parties or subjective impressions of the
people involved in the surveillance activities?

As noted above, the 45-day review does account for the effectiveness of the
Terrorist Surveillance Program and considers privacy interests.

31.  As part of this program, have any certifications been provided to
telecommunications companies and Internet Service Providers that “no
warrant or court order is required by law, that all statutory requirements
have been met, and that the specified assistance is required,” as set out in
18 U.S.C. § 2511(2)(a)(ii)? If yes, how many were issued and to which
companies?

As we have explained above, operational information about the Terrorist
Surveillance Program is classified and sensitive, and therefore we cannot confirm or deny
operational details of the program in this setting. Revealing information about the
operational details of the Program could compromise its value by facilitating terrorists’
attempts to evade it. Consistent with the notification provisions of the National Security
Act, certain Members of the Senate Sclect Committee on Intelligence and the House
Permanent Select Committee on Intelligence have been briefed on the operational details
of the Program.

12
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32.  Can information obtained through this warrantless surveillance program
legally be used to obtain a warrant from the FISA Court or any court for
wiretapping or ether surveillance authority? Can it legaily be used as
evidence in a criminal case? Has it been used in any of these ways? Has
the FISA court or any court ever declined to consider information
obtained from this program and if so, why?

The purpose of the Terrorist Surveillance Program is not to bring criminals to
justice. Instead, the Program is directed at protecting the Nation from foreign attack by
detecting and preventing plots by a declared enemy of the United States. Because the
Program is directed at a “special need, beyond the normal need for law enforcement,” the
warrant requirement of the Fourth Amendment does not apply. See, e.g., Vernonia
School Dist. v. Acton, 515 U.S. 646, 653 (1995). Because collecting foreign intelligence
mformation without a warrant does not violate the Fourth Amendment and because the
Terrorist Surveillance Program is lawful, there appears to be no legal barrier against
introducing this evidence in a criminal prosecution. See 50 U.S.C. § 1806(f), (g). Past
experience outside the context of the Terrorist Surveillance Program indicates, however,
that operational considerations, such as the potential for disclosing classified information,
must be considered in using intelligence information in criminal trials.

33.  Are you aware of any other Presidents having authorized warrantless
wiretaps outside of FISA since 1978 when FISA was passed?

The laws of the United States, both before and after FISA’s enactment, have long
permitted various forms of foreign intelligence surveillance, including the use of
wiretaps, outside the procedures of FISA. If the question is limited to “electronic
surveillance™ as defined by FISA, however, we are unaware of such authorizations.

34. During the hearing, you have repeatedly qualified your testimony as
limited to, e.g., “those facts the President has publicly confirmed,” “the
kind of electronic surveillance which I am discussing here today,” “the
program I am talking about,” “the program which I am testifying about
today,” “the program that we are talking about today,” “the program
that I am here testifying about today,” and “the terrorist surveillance
program about which I am testifying today.” Please explain what you
meant by these qualifications. Aside from the program that you testified
about on February 6, 2006, has the President secretly authorized any
additional expansions or modifications of government surveillance
authorities with respect to U.S. persons since September 11, 20012 If so,
please describe them and the legal basis for their authorization.

The decision to reveal classified information about the Terrorist Surveillance
Program rests with the President. See Department of the Navy v. Egan, 484 U.S. 518,
530 (1988). The quoted statements reflect the fact that the Attorney General was
authorized to discuss only the Terrorist Surveillance Program and the legal authorities
supporting the Program. He was not authorized to discuss any operational details of the
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Program or any other intelligence activity of the United States in an open hearing, though
our inability to respond should not be taken to suggest that there are such activities.

35.  Has the President taken or authorized any other actions that would
violate a statutory prohibition and therefore be illegal if not, under your
view of the law, otherwise permitted by his constitutional powers or the
Authorization for Use of Military Force? If so, please list and describe
those actions, and provide a chronology for each.

Five members of the Supreme Court concluded in Hamdi v. Rumsfeld, 542 U.S.
507 (2004), that the Force Resolution satisfies 18 U.S.C. § 4001(a)’s prohibition on
detention of U.S. citizens “except pursuant to an Act of Congress,” and thereby
authorizes the detention of Americans who are enemy combatants. FISA contains a
similar provision indicating that it contemplates that warrantless electronic surveillance
could be authorized in the future “by statute.” Specifically, section 109 of FISA prohibits
persons from “engagling] . . . in electronic surveillance under color of law except as
authorized by statute” 50 U.S.C. § 1809(a)(1) (emphasis added). Just as the Force
Resolution satisfies the statutory authorization requirement of 18 U.S.C. § 4001(a), it also
satisfies the comparable requirement of section 109 of FISA.

We have not sought to catalog every instance in which the Force Resolution or the
Constitution might satisfy a statutory prohibition contained in another statute, other than
FISA and section 4001(a), the provision at issue in Hamdi. We have not found it
necessary to determine the full effect of the Force Resolution to conclude that it
authorizes the Terrorist Surveillance Program.

We are not in a position to provide information here concerning any other
intelligence activities beyond the Terrorist Surveillance Program, though our inability to
respond should not be taken to suggest that there are such activities. Consistent with
long-standing practice, the Executive Branch notifies Congress concerning the classified
intelligence activities of the United States through appropriate briefings of the oversight
committees and, in certain circumstances, congressional leadership.

14
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U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washingtor, D.C. 20530

July 17, 2006

The Honorable Arlen Specter
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

This responds to your letter, dated February 13, 2006, following Attorney General
Gonzales’ appearance before the Senate Conunittee on the Judiciary on February 6, 2006. The
subject of the hearing was, “Wartime Executive Power and the NSA's Surveillance Authority.”
Please find attached responses to questions for the record posed to the Attorney General
following his appearance before the Committee.

With this letter we are pleased to transmit the remaining portion of our responses. This
transmittal supplements our earlier letter, dated March 24, 2006, which transmitted responses to
35 Minority questions for the record.

We trust you will find this information helpful. If we may be of further assistance on this,
or any other matter, please do not hesitate to contact this office.

Sincerely,

M & Wosduts.
William E. Moschella
Assistant Attorney General

Enclosures

cc: The Honorable Patrick J. Leahy
Ranking Minority Member
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Answers to Questions for the Record
Posed to Attorney General Alberto Gonzales
Following the Senate Judiciary Committee
Hearing on “Wartime Executive Power
and the National Security Agency’s Surveillance Authority”
February 6, 2006

Questions from Senator Feingold

You said at the hearing that the minimization procedures that the National
Security Agency (“NSA”) follows with regard to information obtained
through the NSA program authorized by the President are “basically” the
same as those required by the Foreign Intelligence Surveillance Act (FISA).
How do they differ? Are they binding? Please provide copies of the
minimization procedures used as part of the program.

ANSWER: The terrorist surveillance program described by the President targets
for interception communications where at least one party is outside the United
States and there are reasonable grounds (i.e., probable cause) to believe that at
least one party to the communication is a member or agent of al Qaeda or an
affiliated terrorist organization (the “Terrorist Surveillance Program”™). As we
have previously explained, procedures are in place to protect U.S. privacy rights
under the Terrorist Surveillance Program, including applicable procedures
required by Executive Order 12333 and approved by the Attorney General, that
govern acquisition, retention, and dissemination of information relating to U.S.
persons. Executive orders are binding on the Executive Branch, as are the
particular procedures promulgated to implement Executive Order 12333 when
and where they apply. Department of Defense Regulation 5240.1-R (and its
classified annex) are the guidelines approved by the Attorney General that are
referred to in Executive Order 12333. Those guidelines generally govern NSA’s
handling of U.S. person information. United States Signals Intelligence Directive
18 provides NSA more détailed guidance. In addition, special minimization
procedures, approved by the Foreign Intelligence Surveillance Court, govern NSA
handling of U.S. person information acquired pursuant to FISA-authorized
surveillance.

Executive Order 12333, DoD Directive 5240.1-R {and its classified
annex), and USSID 18 will be provided to the Committee.

Other than minimization procedures, are NSA employees given any other
written guidelines with instructions on hew to implement this program?
Have those instructions changed since the program began? Please provide
copies of all versions of any written instructions provided to NSA employees.
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ANSWER: Beyond the guidance in the documents described in answer to
question 1, NSA employees are provided with detailed instructions on how to
implement the Terrorist Surveillance Program. It is not appropriate to discuss or
disclose those instructions in this setting. As you are aware, the operational
details of the Terrorist Surveillance Program, which are classified and highly
sensitive, have been and continue to be the subject of appropriate oversight by the
Intelligence Committees.

During the course of the NSA program authorized by the President, have any
telecommunications companies or Internet Service Providers refused to
comply with requests for assistance or raised questions about your authority
to authorize surveillance without a court order?

ANSWER: As we repeatedly have explained, operational information about the
Terrorist Surveillance Program is highly classified and exceptionally sensitive.
Revealing information about the operational details of the Program could
compromise its value and facilitate terrorists’ attempts to evade it. Accordingly,
we cannot confirm or deny operational details of the Program in this setting,
including whether any such companies play any role in the Program. As you are
aware, the operational details of the Terrorist Surveillance Program, which are
classified and highly sensitive, have been and continue to be the subject of
appropriate oversight by the oversight committees and, in certain circumstances,
congressional leadership.

Since the information about this program has become public, have any
telecommunications companies or Internet Service Providers raised concerns
about whether they should be assisting the government with wiretaps under
the program?

ANSWER: Again, for the reasons explained above, we cannot confirm or deny in
this setting whether such companies have played any role in the Terrorist
Surveillance Program.

Have you sought the assistance of any telecommunications companies or
Internet Service Providers in implementing any data mining tools or other
automated analysis of large volumes of communications? Have any
telecommunications companies or Internet Service Providers raised
questions or concerns about assisting with such projects?

ANSWER: We cannot confirm or deny in this setting any asserted intelligence
activities beyond the Terrorist Surveillance Program described above in response
to question 1, including the sorts of asserted activities described in this question.
Consistent with long-standing practice, the Executive Branch notifies Congress
concerning the classified intelligence activities of the United States through
appropriate briefings of the Intelligence Commitiees.
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Please respond to the question I asked at the hearing about the September
10, 2002, testimony of then-Associate Attorney General David Kris before the
Senate Judiciary Committee. Specifically, who in the White House and at the
Department of Justice reviewed and approved Mr. Kris’s testimony? Of
those people, which of them were aware of the NSA program?

ANSWER: This question of Sen. Feingold’s was addressed in the enclosed letter,
dated February 28, 2006, from the Attorney General to Chairman Specter. Please
see page 3 of that letter for the Department’s response.

On what date was the presiding judge of the FISA Court first told about this
program? Was the briefing a result of a request by the judge, or at the
initiation of the executive branch? Prior to the program becoming public,
were any other FISA judges made aware of any aspect of the program?

ANSWER: As we previously have made clear, we cannot reveal the internal
deliberations of the Executive Branch or the content of our confidential
discussions with the Foreign Intelligence Surveillance Court.

According to a February 9, 2006, Washington Post story, information
gathered through the NSA’s surveillance program is “tagged” and no FISA
warrant can be approved based on that information.
a. [Is that accurate?
b. If so, when was that process put in place?
c. How many FISA applications has the government submitted based on
information obtained through the NSA program?

ANSWER: As we repeatedly have explained, operational information about the
Terrorist Surveillance Program is highly classified and exceptionally sensitive.
Revealing information about the operational details of the Program could
compromise its value and facilitate terrorists’ attempts to evade it. Accordingly,
we cannot comment on the operational details of the Terrorist Surveillance
Program in this setting. As you are aware, the operational details of the Terrorist
Surveillance Program, which are classified and highly sensitive, have been and
continue to be the subject of appropriate oversight by the Intelligence
Committees.

Was the NSA program shut down temporarily in 2004, or at any other time?
If so, why and for how long? What changes were made when the program
was resumed?

ANSWER: The Terrorist Surveillance Program as described in response to
question 1 has never been suspended; it has been in operation since its inception
in October 2001. Indeed, the President explained that he intends to reauthorize
that Program as long as the threat posed by al Qaeda and its allies justifies it.
Beyond that, for the reasons noted above, we cannot discuss the operational
details or istory of the Terrorist Surveillance Program in this setting.
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Has the President authorized physical searches without obtaining a warrant,
either before or after the fact, pursuant to FISA?

ANSWER: The Terrorist Surveillance Program does not, of course, involve
physical searches, and such searches would raise legal issues that are distinct from
those that the Department has analyzed in connection with the Program. It would
be inappropriate to discuss in this setting the existence (or non-existence) of
specific intelligence activities or the operations of any such activities. Our
inability to discuss intelligence operations in this setting should not be taken to
confirm the existence of such operations. Consistent with long-standing practice,
the Executive Branch notifies Congress concerning the classified intelligence
activities of the United States through appropriate briefings of the oversight
committees and, in certain circumstances, congressional leadership.

In October 1994, Congress amended FISA to cover physical searches. Those
provisions went into effect in 1995. Are you aware of any other Presidents
having authorized warrantless physical searches outside of FISA since 1995
when FISA’s physical search provisions went into effect?

ANSWER: As we have stated on several occasions, the Terrorist Surveillance
Program does not involve physical searches. As a more general matter, FISA
does not address physical searches conducted outside the United States, and such
searches have occurred outside of FISA since 1995. See United States v. bin
Laden, 126 F. Supp. 2d 264 (S.D.N.Y. 2000). We are not aware of other
Presidents authorizing physical searches for intelligence purposes inside the
United States without a court order since FISA’s physical search provisions took
effect in 1995.

Has the President authorized the warrantless installation of listening devices
(often called a “black bag job”) outside of FISA?

ANSWER: The Terrorist Surveillance Program does not involve the warrantless
installation of listening devices, and the installation and use of such devices
would raise legal issues that are distinct from those that the Department has
analyzed in connection with the Program. It would be inappropriate to discuss in
this setting the existence (or non-existence) of specific intelligence activities or
the operations of any such activities. Our inability to discuss intelligence
operations in this setting should not be taken to confirm the existence of such
operations. Consistent with long-standing practice, the Executive Branch notifies
Congress concerning the classified intelligence activities of the United States
through appropriate briefings of the oversight committees.

In response to questions from Senator Schumer, you acknowledged that
there was some dissent among lawyers in the Administration abeut the NSA
program. But you then went on to say that “none of the reservations dealt



14.

167

with the program that we’re talking about today. They dealt with
operational capabilities that we’re not talking about today.”

a. Please describe any legal reservations expressed by Administration
lawyers about the NSA program.

b. Please describe any legal reservations expressed by Administration
lawyers about any other surveillance programs being conducted by
the NSA or other agencies in the Intelligence Community.

ANSWER: The Department of Justice encourages the free and candid exchange
of views among its lawyers, which improves the quality of legal advice rendered.
To promote the candid exchange of views, we will not comment on the internal
deliberations of the Executive Branch.

You have argued that electronic surveillance is a fundamental incident of
war. You have also argued that writing the rules for electronic surveillance
is not part of Congress’ power to “make Rules for the Government and
Regulation of the land and naval Forces” set out in Article 1, Section 8, of the
U.S. Constitution. How do you square those two argaments?

ANSWER: As explained in the Department of Justice’s paper of January 19,
2006, see Legal Authorities Supporting the Activities of the National Security
Agency Described by the President (Jan. 19, 2006) (“Legal Authorities”),
intercepting the communications of a declared enemy of the United States is a
fundamental incident of the use of military force and is thus included in
Congress’s authorization of the President to use to undertake “all necessary and
appropriate force” against the perpetrators of the September 1 1th attacks.
Authorization for Use of Military Force, Pub. L. No. 107-40, § 2(a), 115 Stat.
224,224 (Sept. 18, 2004) (“Force Resolution™). The Supreme Court has
explained that the Force Resolution authorizes use of the “fundamental incidents
to war.” Hamdi v. Rumsfeld, 542 U.S. 507, 519 (2004) (plurality opinion); id. at
587 (Thomas, J., dissenting).

That Congress statutorily authorized the Terrorist Surveillance Program
obviates the need to demarcate the precise boundaries of the constitutional
authority of the President and that of Congress in this situation. The inherent
authority of the President to conduct warrantless foreign intelligence surveillance
is well established, and every federal court of appeals to have reached the question
has determined that the President has such authority, even during peacetime. On
the basis of that unbroken line of precedent, the Foreign Intelligence Surveillance
Court of Review “t{ook] for granted that the President does have that authority”
and concluded that, assuming that is so, “FISA could not encroach on the
President’s constitutional power.” In re Sealed Case, 310 F.3d 717, 742 (For.
Intel. Surv. Ct. of Rev. 2002). Importantly, even if Congress had not authorized
the use of fundamental incidents to war, the issue would not be whether Congress
has any authority to “writ{e] the rules for electronic surveillance.” The question
would concern regulations that restrict the President from undertaking necessary
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signals intelligence activities against the declared enemy of the Nation during a
time of armed conflict.

In addition, the scope of Congress’s authority to make rules for the
regulation of the land and naval forces is not entirely clear. The Supreme Court
traditionally has construed this authority to provide for military discipline of
members of the Armed Forces by, for example, “grant{ing] the Congress power to
adopt the Uniform Code of Military Justice” for offenses committed by
servicemembers, Kinsella v. United States ex rel. Singleton, 361 U.S. 234, 247
(1960), and by providing for the establishment of military courts to try such cases,
see Ryder v. United States, 515 U.S. 177, 186 (1995); Madsen v. Kinsella, 343
U.S. 341, 347 (1952); see also McCarty v. McCarty, 453 U.S. 210, 232-233
(1981) (noting enactment of military retirement system pursuant to power to make
rules for the regulation of land and naval forces). That reading is consistent with
the Clause’s authorization to regulate “Forces,” rather than the use of force.
Whatever the scope of Congress’s authority, however, it is well established that
Congress may not “impede the President’s ability to perform his constitutional
duty,” Morrison v. Olson, 487 U.S. 654, 691 (1988); see also id. at 696-97,
particularly not the President’s most solemn constitutional obligation—the
defense of the Nation. See also Ex Parte Milligan, 71 U.S. (4 Wall.) 2, 139
(1866) (Chase, C.J., concurring in judgment) (Congress may not “interfere[] with
the command of forces and the conduct of campaigns. That power and duty
belong to the President as commander-in-chief.”) (emphasis added).

On December 20, 2005, Vice President Cheney claimed that the NSA
program “has saved thousands of lives.” Is that statement by the Vice
President supported by any intelligence assessment that has examined the
facts and concluded that “thousands of lives” have been saved as a result of
this program? Has any such assessment been presented to anyone in
Congress or to the FISA court? When and in what form?

ANSWER: Other persons who are familiar with available intelligence and
knowledgeable about the program have confirmed that the program has prevented
terrorist attacks on this country. During the February 2 Worldwide Threat
Briefing, General Hayden stated that “the [PJrogram has been successful; . . . we
have learned information that would not otherwise have been available” and that
“It]his information has helped detect and prevent terrorist attacks in the United
States and abroad.” (Emphasis added.) The Terrorist Surveillance Program has
provided the Government with crucial information about the activities of al Qaeda
and is indispensable to preventing another attack on the United States. The
President, in his periodic reevaluations and reauthorizations of the program,
reviews intelligence assessments to evaluate the program’s effectiveness and
necessity. Details about those intelligence assessments, including their content
and timing, are classified and sensitive and it would not be appropriate to discuss
them in this setting,
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Questions from Senator Schumer

What other programs has the President authorized based on the power
he believes has been given to him threugh the Authorization for the Use
of Military Force (“AUMFE™)?

ANSWER: The President has, of course, ordered numerous activities that are
authorized by the Force Resolution, among other sources, including military
operations against al Qaeda and the Taliban in Afghanistan and throughout the
world. As the Supreme Court recognized, the President’s order to detain certain
enemy combatants was authorized by the Force Resolution. See Hamdi v.
Rumsfeld, 542 U.S. 507 (2004).

To the extent that your question seeks information about other intelligence
activities, we are not in a position to provide information here concerning any
other intelligence activities beyond the Terrorist Surveitlance Program. Of
course, our inability to respond here should not be taken to suggest that there are
such activities. Consistent with long-standing practice, the Executive Branch
notifies Congress concerning the classified intelligence activities of the United
States through appropriate briefings of the oversight committees and, in certain
circumstances, congressional leadership.

You were very careful, in your testimony, to limit your remarks to “those
facts the president has publicly confirmed: nothing more.”

a. How long has the NSA surveillance program operated in its current
form with the current protections in place?

b. How many other iterations of the NSA surveillance program have
there been?

¢. How many times was this NSA surveillance program — or any of its
predecessor programs -- suspended based on concerns by
administration lawyers and/or FISA judges?

ANSWER: The quoted statement reflects the fact that the Attorney General was
authorized to discuss only the Terrorist Surveillance Program during the February
6 hearing and the legal authorities supporting the Program. He was not authorized
to discuss any operational details of the Program in that open hearing. Revelation
of operational details could further jeopardize this critical intelligence tool. For
these reasons, questions such as these would be more appropriately discussed in
briefings before the Senate Select Committee on Intelligence.

The Terrorist Surveillance Program was first authorized in October 2001
and has never been suspended.
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Similarly, in response to my question about whether there was any
dissent within the Administration, you said (emphasis added):

“And with respect to what the president has confirmed, 1 do not
believe that these DOJ officials that you're identifying had concerns
about this program.”

a. Do 1 correctly infer from this formulation that DOJ or other
Administration officials objected to other surveillance programs the
President has authorized?

b. Do 1 correctly infer from this that this program has existed in
different forms in the past, and that there was objection to the past
iterations of the program?

ANSWER: The Attorney General’s statement should not be understood to imply
anything whatever about any intelligence activities other than the Terrorist
Surveillance Program that was the subject of the February 6 hearing. The
Attorney General repeatedly noted that, in the setting of an open hearing, he could
speak only about the Terrorist Surveillance Program. Consistent with long-
standing practice, the Executive Branch notifies Congress concerning the
classified intelligence activities of the United States through appropriate briefings
of the oversight committees and, in certain circumstances, congressional
leadership.

You testified that you believed that the negative public reaction to purely
domestic surveillance might have been “twice as great” as the reaction
that has arisen to the program the President “has confirmed,” and that
therefore the Administration decided that limiting this program to
communications where one party was outside the United States was the
“appropriate line to draw.”

a. What role did anticipated “public reaction” play in the development
and implementation of the NSA surveillance program?

b. What role should anticipated “public reaction” play in the
development and implementation of programs designed to protect
America from terrorism?

ANSWER: The President determined that an early warning system was essential
in the aftermath of September 1 1th. The Terrorist Surveillance Program was
developed to serve this function and not because of any assessment of public
reaction. The President is committed to taking all lawful action necessary to
protect the Nation from foreign attack, and his decisions to take such actions are
based on his strategic judgment and legal advice. His decisions are not based on
opinion polls.
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The Terrorist Surveillance Program does not target domestic
communications for interception. As the President has recently affirmed, we do
not intercept such communications without court orders. The President’s decision
to target for interception international communications is strongly supported by
the long history of conducting surveillance of international communications
during time of war, which was undertaken by both Presidents Wilson and
Franklin Roosevelt based on inherent constitutional authority and general
language in force resolutions. The interception of domestic communications
raises different legal issues, and we think it prudent to refrain from addressing that
separate issue absent a need to do so.

Will the administration assert executive privilege, attorney client
privilege, deliberative privilege, or any other privilege if any of the
following witnesses are called to testify before this Committee:

Former Attorney General John Ashcroft

Former Deputy Attorney General James B. Comey

Former Assistant Attorney General Jack Goldsmith

Former National Security Aide to the Deputy Attorney General

Patrick Philbin

e. Director of the Office of Intelligence and Policy Review, James Baker

f. Vice President Cheney’s former Counsel, now his Chief of Staff,
David Addington

g. Former Deputy Attorney General Larry Thompson

goFe

For each, please explain the scope of that privilege, and its legal basis.

ANSWER: The Attorney General personally has testified at length to provide the
Judiciary Committee a definitive and exhaustive explanation of the legal
authorities supporting the Terrorist Surveillance Program. By letter dated
February 15, 2006, the Department responded to the Committee's request that the
Department authorize former Attorney General John Ashcroft and former Deputy
Attorney General James Comey also to testify before the Committee about the
program. In that letter, we noted that “when the Attorney General . . . testified
before the Committee on February 6, 2006, he was careful not to disclose internal
deliberations or other confidential Executive Branch information, and he did not
in fact do so,” and we informed the Committee that “if they were called to testify
before the Committee, Messrs. Ashcroft and Comey would not be authorized to
disclose confidential Executive Branch information, which would include
discussions at meetings.” That response applies fully to this question, both with
respect to Messrs. Ashcroft and Comey and with respect to the other individuals
identified in the question.



21

22.

172

You testified that this program is “only focused on international
communications where one part of the communication is Al Qaida.
That's what this program is all about.” Te be clear, however, have you,
the President, or anyone else in the Administration, under this or any
other program, done the following since the passage of the AUMF:

a. Authorized the warrantless opening of mail of private citizens or
residents in the United States?

b. Authorized the warrantless search of a home or office in the United
States?

¢. Authorized the warrantless placement of a listening device within a
home or office in the United States?

The above are questions I asked you at the hearing last week which you
refused to answer at the time. You did, however, promise to consider the
questions and to respond to them at a later point. Please respond to them
now.

ANSWER: During the hearing, the Attorney General was authorized to address
only the Terrorist Surveillance Program. He was not authorized to address any
other intelligence activity of the United States in an open hearing. The Terrorist
Surveillance Program does not involve the warrantless opening of mail,
warrantless physical searches, or warrantless placement of listening devices, and
each of those would raise legal issues that are distinct from those that the
Department has analyzed in connection with the Program. It would be
inappropriate to discuss in this setting the existence (or non-existence) of specific
intelligence activities, though our inability to respond more fully should not be
taken to suggest that such activities exist. Consistent with long-standing practice,
the Executive Branch notifies Congress concerning the classified intelligence
activities of the United States through appropriate briefings of the oversight
committees and, in certain circumstances, congressional leadership.

In addition, please answer the following questions which you refused to
answer at the hearing. You also promised to consider these questions and
to provide me a response at a later point.

a. Have there ever been any abuses of the NSA surveillance program?
Have there been any investigations arising from concerns about abuse
of the NSA program? Has there been any disciplinary action taken
against any official for abuses of the program?

b. FISA makes public every year the number of applications. In 2004,
there were 1,758 applications. Why can't we know how many wiretaps
have been authorized under this program? Why should one be any
more classified than the other?

10



23.

173

ANSWER: To begin with, it is not accurate to say that the Attorney General
“refused to answer” the question whether there had been any abuses of the NSA
surveillance program at the hearing. The Attorney General testified that “the
NSA has a regimen in place where they ensure that people are abiding by agency
policies and regulations.” Consistent with how you used the term during the
February 6 hearing, we understand your use of the term “abuses” to mean the
knowing interception of calls other than those that are legitimately authorized for
interception for foreign intelligence surveillance purposes in connection with the
conflict against al Qaeda and affiliated terrorist organizations (i.e., calls for which
one party is outside the country and for which there are reasonable grounds to
believe at least one party is a member or agent of al Qaeda or an affiliated terrorist
organization). We are not aware of alleged “abuses” of the Terrorist Surveillance
Program. As General Hayden has stated, the Terrorist Surveillance Program is
“overseen by the most intense oversight regime in the history of the National
Security Agency.” See Remarks by Gen. Michael V. Hayden to the National
press Club, available at http://www.dni.gov/release_letter_012306.html.

It is true that the Government has publicly released the total number of
FISA applications for various years, but we have never broken those statistics
down by the persons, organizations, or nations that are targeted. There is a simple
reason for that—providing such numbers would reveal to those subjects the
likelihood that they are being monitored and would give them crucial information
with which to adjust their behavior and to evade detection. Because the Terrorist
Surveillance Program is targeted at a single threat—al Qaeda and affiliated
terrorist organizations—providing comparable information about its operation
would reveal to the world, and thereby to al Qaeda, the number of
communications intercepted, and thereby would provide information that our
adversary could use to defeat our surveillance efforts.

When I asked at the hearing if, under the legal theory you claim justifies
this program, the government could “monitor private calls of its political
enemies, people not associated with terrorism but people who they don't
like politically,” you responded “We're not going to do that. That's not
going to happen.” To be clear, have you, the President, or anyone else in
the Administration, under this or any other program, engaged in
warrantless surveillance of political opponents of the President?

ANSWER: Under the Terrorist Surveillance Program, NSA targets for
interception “very specific [international] communications™ for which, in NSA’s
professional judgment, there are reasonable grounds to believe that one of the
parties to the communication is a member or agent of al Qaeda or an affiliated
terrorist group—people “who want to kill Americans.” Remarks by General
Michael V. Hayden to the National Press Club, available at
http://www.dni.gov/release_letter_012306.html. The targeting process does not
include, and never has included, consideration of whether a potential target is a
political opponent of the President.

11
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Will you confirm that the program was suspended at one point in 2004, as
has been reported in the media? When exactly was it suspended? When
was it reinstated? Why the suspension? Why the subsequent
reinstatement? What additional protections or corrections were made?

ANSWER: The Terrorist Surveillance Program has never been suspended,; it has
been in operation since its inception in October 2001. Indeed, the President
explained that he intends to reauthorize that Program as long as the threat posed
by al Qaeda and its allies justifies it.

Did you ever consult legal or national security experts not employed
within the executive branch prior to your determination that the NSA
domestic surveillance program was legal and constitutional?

ANSWER: Your question calls for information involving the confidential
internal deliberations of the Executive Branch and the identity of persons with
knowledge about the Program. We will not comment on the internal deliberations
of the Executive Branch, and as a general matter, the identity of persons outside
of Congress who have been briefed on the Program is classified and sensitive.

We note, however, that it would be extraordinary to seek advice outside the
Government on such a highly classified issue, especially given the concentration
of expertise on national security law within the Government.

Has any information collected under this program ever been presented in
court in connection with the prosecution of a suspected terrorist or for
any other reason?

ANSWER: Because the Terrorist Surveillance Program serves a “special need,
beyond the normal need for law enforcement,” the warrant requirement of the
Fourth Amendment does not apply. See, e.g., Vernonia School Dist. v. Acton, 515
U.S. 646, 653 (1995). And, in view of the narrowly targeted nature of the
Program, the essential government interest it serves, and the careful and frequent
review by high-level Executive Branch officials, the Program meets the Fourth
Amendment’s reasonableness requirement. For this reason, there appears to be no
legal barrier against introducing information collected under the Program into
evidence in a criminal prosecution.

Although we cannot discuss operational details of the Terrorist
Surveillance Program, several considerations would weigh strongly against use of
such information in a criminal prosecution. First, the purpose of the Terrorist
Surveiliance Program is not to bring criminals to justice. Rather, it is a critical
military intelligence program that provides the United States with an early
warning system to protect the Nation from foreign attack by a declared enemy of
the United States—al Qaeda. Second, the use of such information would carry a
substantial risk of disclosing classified information and impairing critical sources
and methods.

12
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You have said that even the 72 hours provided by FISA for emergency
warrant applications is insufficient time to allow the “speed and agility”
necessary to properly monitor the communications of suspected
terrorists. How much time would be sufficient? One week? One month?

ANSWER: The emergency authorization provision in FISA, which allows 72
hours of surveillance without obtaining a court order, does not—as many
believe—allow the Government to undertake surveillance immediately. Rather,
in order to authorize emergency surveillance under FISA, the Attorney General
first must personally “determinef] that . . . the factual basis for issuance of an
order under [FISA] to approve such surveillance exists.” 50 U.S.C. § 1805().
FISA requires the Attorney General to determine that this condition is satisfied
before authorizing the surveillance to begin. Great care must be exercised in
reviewing requests for emergency surveillance, because if the Attorney General
authorizes emergency surveillance and the FISA Court later declines to permit
surveillance, the surveillance must cease within only 72 hours and there is a risk
that the court would order disclosure of information regarding the surveillance.
See 50 U.S.C. § 1806(j). To reduce those risks, the Attorney General follows a
multi-layered procedure before authorizing interception under the “emergency”
exception to help to ensure that any eventual application will be acceptable to the
Foreign Intelligence Surveillance Court. For surveillance requested by NSA, that
process ordinarily entails review by intelligence officers at the NSA, NSA
attorneys, and Department of Justice attorneys, each of whom must be satisfied
that the standards have been met before the matter proceeds to the next group for
review. Compared to that multilayered process, the Terrorist Surveillance
Program affords a critical advantage in terms of speed and agility.

And the lengthy review process takes even the initial surveillance decision
away from the professional intelligence officers best situated and trained to make
such decisions during an armed conflict, all of whom are experts on al Qaeda and
its communications techniques. We can afford neither the delay nor the loss of
expertise in this armed conflict with an enemy that has already proven its ability
to strike within the United States. These harms have principally to do with the
extensive internal procedures that must be completed before electronic
surveillance can be initiated, even under this “emergency” provision. Simply
extending the period for which an emergency authorization would run thus would
not address the issues that prevent FISA from serving as an effective early
warning system.

You also testified that with respect to the President’s potential authority
to engage in purely domestic warrantless wiretapping without a warrant
(i-e., communications between “members of Al Qaida talking to each
[other] in America”), “[t]hat analysis, quite frankly, has not been
conducted.”

a. Why has that analysis not been conducted?

13
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b. Are there plans to conduct such an analysis?

c. Do you believe that the President has the Constitutional authority to
wiretap, without a warrant, members or affiliates of Al Qaida
speaking with each other within the United States?

ANSWER: The quoted statement is addressed at pages 4-5 of the Attorney
General’s February 28, 2006 letter to Chairman Specter. Please refer to that letter
for a further discussion of that statement. During the hearing, the Attorney
General was discussing only the legal basis of the surveillance activity confirmed
by the President, and accordingly he was referring only to the legal analysis of the
Department set out in the January 19, 2006 paper. His statements during the
hearing should not be read to suggest that the Department’s legal analysis has
been static over time. The Department believes that the interception of the
contents of domestic communications presents a different question from the
interception of international communications, and any analysis of that question
would need to take account of all current circumstances before any such
interception would be authorized. As the Attorney General noted during the
hearing, however, domestic surveillance “is not what the President has
authorized.” Tr. 92. There is a long history, however, of Presidents authorizing
the interception of international electronic communications during a time of
armed conflict. President Wilson, for example, relying only on his constitutional
powers and a general congressional authorization for use of force, authorized the
interception of all telephone, telegraph, and cable communications into and out of
the United States during World War 1. See Exec. Order 2604 (Apr. 28, 1917).
Similarly, President Roosevelt authorized the interception of “all . . .
telecommunications traffic in and out of the United States.” As explained in the
Justice Department’s paper of January 19, 2006, that historical foundation lends
significant support to the President’s authority to undertake the Terrorist
Surveillance Program under the Force Resolution and the Constitution; indeed,
the Program is much narrower than the interceptions authorized by either
President Wilson or President Roosevelt.

You testified that the minimization requirements under the NSA
surveillance program are “basically consistent™ with the minimization
requirements that exist ander FISA. More specifically, how are the
minimization procedures employed under the NSA program different
from those required under FISA?

ANSWER: This question is substantively identical to one asked by Sen.
Feingold. Please see our response to question 1, above.

You have argued that the FISA law and the Military Force Authorization
can be read consistently with each other. But you have also
acknowledged that they are not necessarily consistent and that FISA and
the AUMF may not be reconcilable. In your Department’s White Paper,

14
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you argue that in this case, the “AUMF would impliedly repeal as much
of FISA as would prevent the President” from using all necessary and
appropriate force to prevent attack. (White Paper, page 36, fn. 21). In
other words, the AUMF would necessarily allow the President to ignore
portions of that duly enacted law.

You also said that because the AUMF was “enacted during an acute national
emergency,” Congress could not have been expected to “work through every
potential implication of the U.S. Code” to determine, effectively, what else
was repealed by implication because of the AUMF. (White Paper, page 36,
fn. 21).

You are the chief law enforcement officer in the land and more than four
years have passed since passage of the AUMF. You have now no doubt had
time to consider the implications for the rest of the U.S. Code.

a. Therefore, please list every other U.S. law that, in your view, has been
repealed in whole or in part because of the Military Force Resolution?
What other laws, in your view, can the President ignore because of
that resolution?

b. Put another way, which other preexisting statutory limitations on the
President’s power no longer apply, in your view, as a consequence of
the Military Force Resolution?

c. Are there any legal opinions within the Government that rely on the
AUMF to argue that other laws on the boeks are no longer applicable
or may have been repealed in whole or in part?

ANSWER: As an initial matter, your question mistakenly suggests that the Force
Resolution is not a “duly enacted law.” The Force Resolution has just as much
statutory force as any other law passed by Congress, and just as much power to
alter previously enacted statutes. Thus, the Force Resolution does not “allow the
President to ignore the portions of [any] duly enacted law.” Rather, the Force
Resolution constitutes authorization to take that action.

You ask us to identify laws other than FISA that have been affected by the
Force Resolution. Five members of the Supreme Court concluded in Hamdi v.
Rumsfeld, 542 U.S. 507 (2004), that the Force Resolution satisfies 18 U.S.C. §
4001(a)’s prohibition on detention of U.S. citizens “except pursuant to an Act of
Congress,” and thereby authorizes the detention of Americans who are enemy
combatants. FISA contains a similar provision indicating that it contemplates that
warrantless electronic surveillance could be authorized in the future “by statute.”
Specifically, section 109 of FISA prohibits persons from “engag[ing] . . . in
electronic surveillance under color of law except as authorized by statute.” 50
U.S.C. § 1809(a)(1) (emphasis added). Just as the Force Resolution satisfies the
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statutory authorization requirement of 18 U.S.C. § 4001(a), it also satisfies the
comparable requirement of section 109 of FISA.

We have not sought to catalog every instance in which the Force
Resolution or the Constitution might satisfy a statutory prohibition contained in
another statute, other than FISA and section 4001(a). We have not found it
necessary to determine the full effect of the Force Resolution to conclude that it
authorizes the Terrorist Surveillance Program. The Justice Department does not
determine the outer limits of statutes in the abstract, divorced from factual
circumstance or specific policy proposals.
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Follow up Questions from Senator Biden

The plurality opinion in Hamdi v. Rumsfeld stated, “Certainly, we agree
that indefinite detention for the purpose of interrogation is not authorized,”
even with respect to enemy combatants. 542 U.S. at 521 (emphasis
added). How do you square this part of Justice O’Connor’s opinion with
your Department’s argument that the Administration can surveill,
potentially for decades, American citizens on U.S. soil who are not even
alleged to be enemy combatants for the purposes of gaining information?

ANSWER: Five Justices (the plurality plus Justice Thomas) rejected Hamdi’s
argument that, because the war on terror might continue indefinitely, the Force
Resolution did not authorize his detention for the duration of the war. Hamdi v.
Rumsfeld, 542 U.S. 507, 519-21 (2004) (plurality opinion); id. at 592, 594
(Thomas, J., dissenting). The plurality agreed that the laws of war generally
permit the detention of enemy combatants for purposes of preventing their return
to battle until the end of hostilities. See id. at 520. Although the plurality
acknowledged that the duration of the conflict with al Qaeda may in the future
raise difficult questions about the propriety of extended detention of combatants,
it expressly declined to confront those questions because “that is not the situation
we face as of this date.” Id. Instead, Justice O’Connor’s opinion concluded that
the United States may detain enemy combatants “for the duration of these
hostilities.” /d. at 521. The plurality recognized that the laws of war and the
Force Resolution do not authorize “indefinite detention for the purpose of
interrogation,” as opposed to prevent return to the conflict. /d. at 521 (emphasis
added); see also id. (“Further, we understand Congress” grant of authority for the
use of “necessary and appropriate force” to include the authority to detain for the
duration of the relevant conflict, and our understanding is based on longstanding
law-of-war principles.”). The plurality based its conclusion on the lack of
precedent supporting such conduct under the “law of war.” See generally Curtis
A. Bradley & Jack L. Goldsmith, Congressional Authorization and the War on
Terrorism, 118 Harv. L. Rev. 2048, 2091 (2005) (explaining that, with the Force
Resolution, “Congress intended to authorize the President to take at least those
actions permitted by the laws of war™).

As noted in the Justice Department’s paper of January 19, 2006, the laws
of war clearly support the use of intelligence collection during a time of armed
conflict. See Legal Authorities Supporting the Activities of the National Security
Agency Described by the President at 14; see, e.g., Joseph R. Baker & Henry G.
Crocker, The Laws of Land Warfare 197 (1919) (“Every belligerent has a right
- .« to discover the signals of the enemy and . . . to seek to procure information
regarding the enemy through the aid of secret agents.”) (emphasis added). Just as
we have not begun to approach issues of “indefinite detention” with regard to the
detention of enemy combatants, no one can reasonably dispute that we continue to
be in an armed conflict and that our enemies continue to seek to execute
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catastrophic attacks on the United States. As recently as December 7, 2005,
Ayman al-Zawahiri stated that al Qaeda “is spreading, growing, and becoming
stronger,” and that al Qaeda is “waging a great historic battle in Iraq, Afghanistan,
Palestine, and even in the Crusaders’ own homes.” Ayman al-Zawahiri,
videotape released on Al-Jazeera television network (Dec. 7, 2005). And in
January, Osama bin Laden warned that al Qaeda was preparing another attack on
our homeland. After noting the deadly bombings committed in London and
Madrid, he said:

The delay in similar operations happening in America has not been
because of failure to break through your security measures. The
operations are under preparation and you will see them in your homes the
minute they are through (with preparations), with God’s permission.

Quoted at http://www.breitbart.com/news/2006/01/19/D8F7SMRHS5.html (Jan.
19, 2006) (emphasis added).

In addition, of course, the Terrorist Surveillance Program targets for
interception international communications only where there are reasonable
grounds to believe that one of the parties to the communication is a member or
agent of al Qaeda or an affiliated terrorist organization. That is, the Program
targets the communications of the enemy.

In reciting the holding from the plurality opinion in Hamdi, you and your
Department appear to have excluded any reference to the fact that Mr.
Hamdi was detained abroad — in Afghanistan. See, e.g., White Paper at
12 (“a plurality of the Court concluded that detention of combatants who
Jought against the United States as part of an organization ‘known to have
supported’ al Qaeda ‘is so fundamental and accepted an incident to war as
to be an exercise of the ‘necessary and appropriate force’ Congress has
authorized the President to use.”; Gonzales, Opening Statement, at 4,
“There, the question was whether the President had authority to detain an
American citizen as an enemy combatant for the duration of hostilities.”).
Yet, Justice O’Connor relied heavily on the fact that Mr. Hamdi was
detained in Afghanistan and was engaged in armed conflict against the
United States there and explicitly limited the reach of her plurality
opinion to only cover this situation. 542 U.S. at 516 (“/The Government]
has made clear ... that for purposes of this case, the ‘enemy combatant’ that
it is seeking to detain is an individuals who, it alleges, was ‘part of or
supporting forces hostile to the United States or coalition partners in
Afghanistan and who engaged in an armed conflict against the United
States there.” Brief for Respondents 3. We therefore answer only the
narrow question before us: whether the detention of citizens falling within
that definition is authorized.” (emphasis added)); See also id. at 523
(“Justice Scalia .., ignores the context of this case: a United States citizen
captured in a foreign combat zone.” (emphasis in original)).
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¢ Do you agree that the Hamdi plurality limited its holding to U.S.
citizens who “engaged in armed conflict against the United States” in
the active battle zone in Afghanistan?

o Is this an impoertant factor in assessing whether the Hamdi precedent
should apply in the circumstances of the NSA surveillance program?

ANSWER: Your question is based on the mistaken premise that “Mr. Hamdi was
detained abroad.” Although Hamdi was captured abroad, he was being detained
in the United States.

Justice O’Connor did limit her opinion by considering only the question
presented: the legality of detaining within the United States, a U.S. citizen who
had allied himself with forces hostile to the United States or its allies and had
“engaged in armed conflict against the United States.” 542 U.S. at 516 (plurality
opinion) (quoting Brief for the United States). Justice O’Connor sensibly did not
attempt to reach issues not before the Court. Although the location of a capture
might be relevant to whether the President’s detention of a U.S. citizen
approaches constitutional limits, there is no analogous argument with respect to
the interception of international communications. Indeed, courts have held that
the Constitution does not require warrants for the interception, for foreign
intelligence purposes, of purely domestic communications during times of
peace—Ilet alone international communications during an armed conflict. See
Legal Authorities Supporting the Activities of the National Security Agency
Described by the President at 35-43 (Jan. 19, 2006); see also In re Sealed Case,
310 F.3d 717, 742 (Foreign Int. Surv. Ct. Rev. 2002); United States v. Truong
Dinh Hung, 629 F.2d 908, 913-17 (4th Cir. 1980); United States v. Butenko, 494
F.2d 593, 602-06 (3d Cir. 1974) (en banc); United States v. Brown, 484 F.2d 418,
425-27 (5th Cir. 1973).

Instead, the relevance of Hamdi concerns the scope and proper
interpretation of the Force Resolution and its effect on other statutes. There,
Justice O’Connor was clear. The Force Resolution authorizes the “fundamental
and accepted [] incident[s] to war,” 542 U.S. at 518 (plurality opinion); see also
id. at 587 (Thomas, J., concurring). As we explained at length in the January 15th
paper, surveillance of the enemy is clearly one of the fundamental and accepted
incidents of war. Hamdi also demonstrates that authorization of conduct by the
Force Resolution satisfies a statutory regime materially identical to FISA. In
Hamdi, the relevant statute was 18 U.S.C. § 4001, prohibiting detention of U.S.
citizens “except pursuant to an Act of Congress.” See Hamdi, 542 U.S. at 517.
Here, the relevant statute is 50 U.S.C. § 1809(a), barring the conducting of
electronic surveillance “except as authorized by statute.” Just as the Force
Resolution’s general language satisfied the requirements of section 4001, it
satisfies FISA’s statutory-authorization requirement.



33.

182

You and your Department have drawn analogies between FISA and the

anti-detention statute at issue in Hamdi (18 U.S.C. 4001(a).

¢ Does the anti-detention statute at issue in Hamdi claim that it was the
“exclusive” legal measure dealing with detention of U.S, citizens?

¢ Does the anti-detention statute at issue in Hamdi make any distinction
for treating detention of American citizens differently during
peacetime versus during wartime?

ANSWER: Section 4001(a) states that “no citizen shall be imprisoned or
otherwise detained by the United States except pursuant to an Act of Congress.”
18 U.S.C. § 4001(a). Section 4001 does not state that it is the exclusive
mechanism for authorization of detentions. We do not, however, believe that the
provision in FISA stating that Chapter 119 of'title 18 and FISA are “the exclusive
means by which electronic surveillance . . . may be conducted,” 18 U.S.C. §
2511(2)(f), somehow renders the Hamdi analysis irrelevant here. As explained in
the January 19th paper, see Legal Authorities, supra, at 21-23 & n.§, FISA’s
exclusivity language cannot be understood to trump the commonsense approach
of section 109 of FISA and preclude a subsequent Congress from authorizing the
President to engage in electronic surveillance through a statute other than FISA,
using procedures other than those outlined in FISA or chapter 119 of title 18. The
legislative history of section 2511(2)(f) clearly indicates an intent to prevent the
President from engaging in surveillance except as authorized by Congress, see
H.R. Conf. Rep. No. 95-1720, at 32, reprinted in 1978 U.S.C.C.AN. 4048, 4064,
which explains why section 2511(2)(f) set forth all then-existing statutory
restrictions on electronic surveillance. Section 251 1(2)(f)’s reference to
“exclusive means” reflected the state of statutory authority for electronic
surveillance by the Executive Branch in 1978. It is implausible to think that, in
attempting to limit the Executive Branch'’s authority, Congress also limited its
own future authority by barring subsequent Congresses from authorizing the
Executive to engage in surveillance in ways not specifically enumerated in FISA
or chapter 119, or by requiring a subsequent Congress specifically to amend FISA
and section 2511(2)(f). There would be a serious question as to whether the
Ninety-Fifth Congress could have so tied the hands of its successors. See, e.g.,
Fletcher v. Peck, 10 U.S. (6 Cranch) 87, 135 (1810) (noting that “one legislature
cannot abridge the powers of a succeeding legislature™). In the absence of a clear
statement to the contrary, it cannot be presumed that Congress attempted to
abnegate its own authority in such a way. Rather, section 2511(2)(f), in light of
FISA section 109 (which prohibits surveillance “except as authorized by statute,”
50 U.S.C. § 1809(a)(1)), is best read simply to require statutory authorization for
surveillance. As explained in Hamdi, that is what the Force Resolution provides.

Indeed, even at the time section 251 1(2)(f) was enacted, it could not
reasonably be read to preclude all electronic surveillance conducted outside the
procedures of FISA or chapter 119 of title 18. In 1978, use of a pen register or
trap and trace device constituted electronic surveillance as defined by FISA. See
50 U.S.C. §§ 1801(f), (n). Title I of FISA provided procedures for obtaining
court authorization for the use of pen registers to obtain foreign intelligence
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information. But the Supreme Court had, just prior to the enactment of FISA,
held that chapter 119 of title 18 did not govern the use of pen registers. See
United States v. New York Tel. Co., 434 U.S. 159, 165-68 (1977). Thus, if section
2511(2)(f) were to be read to permit of no exceptions, the use of pen registers for
purposes other than to collect foreign intelligence information would have been
unlawful because such use would not have been authorized by the “exclusive”
procedures of section 2511(2)(f), i.e., FISA and chapter 119. But no court has
held that pen registers could not be authorized outside the foreign intelligence
context.

You also ask whether section 4001(a) distinguishes between detention of
American citizens during peacetime and during wartime. It does not. It is true
that FISA does have a provision specifically authorizing electronic surveillance
for 15 days after a congressional declaration of war. See 50 U.S.C. § 1811. As
the Department has explained, however, Congress intended this provision to
provide across-the-board relief from FISA procedures while Congress and the
Executive Branch could enact legislation providing for the use of force (and its
incidents) in the war. Of course, this provision has no application to the armed
conflict with al Qaeda because Congress has not declared war. But even if that
were not so, Congress through the Force Resolution enacted just the sort of
legislation contemplated by section 1811, It specifically authorizes the President
to undertake “all necessary and appropriate force against those nations,
organizations, or persons he determines planned, authorized, committed, or aided
the terrorist attacks that occurred on September 11, 2001, or harbored such
organizations or persons, in order to prevent any future acts of international
terrorism against the United States by such nations, organizations or persons.”
The Force Resolution recognizes and affirms the President’s authority to employ
the “fundamental and accepted™ incidents of the use of military force in our armed
conflict with al Qaeda. Hamdi, 542 U.S. at 518 (plurality opinion). As we have
explained at length, the interception of the international communications of a
declared enemy is a quintessential incident of the use of military force and is
therefore authorized by the Force Resolution.

34,  Justice O’Connor cautioned in Hamdi: “Whatever power the United States

Constitution envisions for the Executive in its exchanges with other nations

or with enemy organization in times of conflict, it most assuredly envisions a

role for all three branches when individual liberties are at stake?” 542 U.S.

at 536.

* How de you square your reading of the Hamdi case with this
statement by Justice O’Connor?

» Is the President’s NSA wiretapping program a program in which
“individual liberties are at stake”?

ANSWER: Our reading of Hamdi is entirely consistent with that statement. A
majority of the Court concluded that the Legislative Branch performed its “role”
there by enacting the Force Resolution and thus authorizing the Executive’s
action at issue. At issue in Hamdi was the detention of an American citizen
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within the United States. Clearly, as Justice O’Connor stated, individual liberty
was at stake—indeed, individual liberty interests were more clearly implicated
there than in the context of the Terrorist Surveillance Program because, as the
Hamdi plurality noted, “the interest in being free from physical detention by one’s
own government” is the “most elemental of liberty interests.” 542 U.S. 507, 529
(plurality opinion) (emphasis added). The plurality concluded that the Executive
Branch had the authority to detain Hamdi precisely because the Force Resolution
implicitly had authorized such action.

But the historical and constitutional considerations at issue in Hamdi are
wholly different from those implicated by the Terrorist Surveillance Program.
With regard to searches, the Fourth Amendment expressly addresses the role of
the Judicial Branch in approving such executive actions through the Warrant
Clause. Every court to consider the question has held that the President has
inherent constitutional authority to conduct warrantless searches for foreign
intelligence purposes. See In re Sealed Case, 310 F.3d 717, 742 (Foreign Int.
Surv. Ct. Rev. 2002); United States v. Truong Dinh Hung, 629 F.2d 908, 913-17
(4th Cir. 1980); United States v. Butenko, 494 F.2d 593, 602-06 (3d Cir. 1974) (en
banc); United States v. Brown, 484 F.2d 418, 425-27 (5th Cir. 1973); United
States v. Bin Laden, 126 F. Supp.2d 264, 271-77 (S.D.N.Y. 2000). Specifically,
these courts held that the Fourth Amendment does not require warrants in the
context of foreign intelligence surveillance.

Do you agree that the Hamdi plurality rejected some of the arguments
made by the government in that case (see, e.g., 542 U.S. at 535 (“we
necessarily reject the Government’s assertion that separation of powers
principles mandate a heavily circumscribed role for the courts in such
circumstances.”)?

ANSWER: The Hamdi plurality did not accept every argument made by the
Government in that case. The Hamdi plurality did not, however, reject any of the
positions set forth in the Department of Justice’s paper of January 19, 2006. As
noted above, the “circumstances” at issue in Hamdi involved the detention of an
American in the United States, and Justice O’Connor’s statement must be
understood in that light. Further, the Fourth Amendment jurisprudence is well
established, and it provides that courts need not issue warrants or orders for
foreign intelligence searches and, more generally, for searches in service of
“special needs beyond the normal need for law enforcement.” Veronia School
Dist. v. Acton, 515 U.S. 646, 653 (1995). Indeed, before the passage of FISA, it
was undisputed that the President had the inherent constitutional authority to
conduct foreign intelligence searches without prior judicial approval,

Under your Department’s legal reasoning, can a President circumvent the

Uniform Code of Military Justice or is he wholly and completely bound
by it?
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ANSWER: The President is not above the law and cannot “circumvent” the
Uniform Code of Military Justice. Whether the UCMJ might be unconstitutional
as applied in some exceptional circumstances is a difficult constitutional
question—one that we would not resolve unless it were necessary to do so, and
which should not be addressed in the abstract.

Under the legal reasoning laid out in your Department’s 42-page White
Paper, could the President have been able to unilaterally undertake the
FISA-related changes that were subsequently and legislatively enacted in
the PATRIOT Act and other post September 11 legislation?

ANSWER: FISA remains an essential and invaluable tool for foreign intelligence
collection both in the armed conflict with al Qaeda and in other contexts. In
contrast to surveillance conducted pursuant to the Force Resolution, FISA is not
limited to al Qaeda and affiliated terrorist organizations. In addition, FISA has
procedures that specifically allow the Government to use evidence in criminal
prosecutions and, at the same time, protect intelligence sources and methods. The
Justice Department’s paper of January 19, 2006 addresses only the Terrorist
Surveillance Program (which targets for interception only the international
communications of members or agents of al Qaeda and affiliated terrorist
organizations). The analysis set forth in the paper does not address the very
different questions presented by the FISA amendments you reference. For
example, the Force Resolution would not supplement and confirm the President’s
traditional foreign surveillance authority outside the context of the armed conflict
against al Qaeda.

In your opening statement, you stated that this program “rargets
communications where one party to the communication is outside the U.S.
and the government has ‘reasonable grounds to believe’ that at least one
party to the communication is a member or agent of al Qaeda, or an
affiliated organization.” The Department of Justice’s 42-page White
Paper speaks of “persons linked to al Qaeda or related terrorist
organizations.” See White Paper at 1, 2, and 27. Previously you have also
included individuals “affiliated with Al Qaeda ... or working in support of
al Qaeda.” (December 19, 2005, press conference). Which of these is the
operative standard for the program?

ANSWER: The Terrorist Surveillance Program targets for interception
international communications where there are reasonable grounds (i.e., probable
cause) to believe that at least one of the parties to the communication is a member
or agent of al Qaeda or an affiliated terrorist organization.

Please explain to me the legal or factual flaws, if any, in the following

assertions and arguments made by a group of esteemed law professors
(February 2, 2006, letter by Professor Curtis A. Bradley et al.):
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a. “Every time the Supreme Court has confronted a statute limiting the
Commander-in-Chief’s authority, it has upheld that statute.”
(emphasis in original).

b. “The [Justice Department’s] reading would require interpreting a
statute that is entirely silent on the subject to have implicitly repealed
and wholly overridden the carefully constructed and criminally
enforced ‘exclusive means’ created by Congress for the regulation of
electronic surveillance.”

c. “No precedent holds that the President, when acting as a
Commander in Chief, is free to disregard and Act of Congress, much
less a criminal statute enacted by Congress, that was designed
specifically to restrain the President as such.” (emphasis in
original).

ANSWER: To be clear, the constitutional questions raised in the first and third
assertions above need not be confronted here. As we have explained, the Force
Resolution statutorily authorizes the Terrorist Surveillance Program and satisfics
section 109(a) of FISA. Thus, there is no need to address whether there are
constitutional limits on Congress’s ability to constrain the President’s actions with
respect to the exercise of core constitutional powers. Nevertheless, the
implication of the first and third assertions is that no statutory provision could
ever unconstitutionally intrude on the President’s constitutional powers, even with
respect to national security and foreign affairs. But the few Supreme Court cases
remotely on point do not begin to stand for such a proposition. Indeed, in
numerous cases the Supreme Court specifically has acknowledged the limitations
on Congress’s ability to regulate the President’s conduct both of foreign affairs
generally and his authority to conduct military campaigns in particular. See, e.g.,
Hamilton v. Dillin, 88 U.S. (21 Wall.) 73, 87 (1874) (noting that “the President
alone” is “constitutionally invested with the entire charge of hostile operations™);
Ex Parte Milligan, 71 U.S. (4 Wall.) 2, 139 (1866) (Chase, C.J., concurring in
judgment) (stating that Congress may not “interfere[] with the command of forces
and the conduct of campaigns. That power and duty belong to the President as
commander-in-chief”); ¢f. In re Sealed Case, 310 F.3d 717, 742 (For. Intel. Surv.
Ct. of Rev. 2002) (“We take for granted that the President does have that authority
[to conduct warrantless foreign intelligence surveillance] and, assuming that is so,
FISA could not encroach on the President’s constitutional power.”). Moreover,
perhaps the most salient reason that the Court has not struck down statutes that
might appear to interfere with the President’s constitutional authority over
national security is that it has applied an exceedingly strong avoidance canon,
See, e.g., Jama v. ICE, 543 U.S. 335, 348 (2005) (rejecting interpretation not
clearly required by text of statute where adopting it “would run counter to our
customary policy of deference to the President in matters of foreign affairs™); Sale
v. Haitian Centers Council, Inc., 509 U.S. 155, 188 (1993) (presumption that
Congress does not legislate extraterritorially “has special force when we are
construing treaty and statutory provisions that may involve foreign and military
affairs for which the President has unique responsibility”); Department of the
Navy v. Egan, 484 U.S. 518, 530 (1988) (“unless Congress specifically has

24



40.

187

provided otherwise, courts traditionally have been reluctant to intrude upon the
authority of the Executive in military and national security affairs.”) (collecting
authorities); see also William N. Eskridge, Jr., Dynamic Statutory Interpretation
325 (1994) (describing “[s]uper-strong rule against congressional interference
with the President’s authority over foreign affairs and national security”).

With regard to the second proposition, it is important to be clear about our
legal position. Congress could have been more explicit if it had intended to repeal
FISA. But we do not believe that Congress needed to be more specific in the
Force Resolution in order for it to authorize electronic surveillance in an armed
conflict. First and foremost, section 109(a) of FISA expressly contemplates that
future statutes may authorize electronic surveillance in specific circumstances.
And, as explained at length elsewhere, FISA fits directly into that mold. In
addition, it is neither necessary nor appropriate for Congress to attempt to catalog
every specific aspect of the use of the force it was authorizing and every potential
preexisting statutory limitation on the Executive Branch. Rather than engage in
that difficult and impractical exercise, Congress authorized the President, in
general but intentionally broad terms, to use the traditional and fundamental
incidents of war and to determine how best to identify and engage the enemy in
the current armed conflict. Congress’s judgment to proceed in this manner was
unassailable, for, as the Supreme Court has recognized, even in normal times
involving no major national security crisis, “Congress cannot anticipate and
legislate with regard to every possible action the President may find it necessary
to take.” Dames & Moore, 453 U.S. 654, 678 (1981). Indeed, Congress often has
enacted authorizations to use military force using general authorizing language
that does not purport to catalog in detail the specific powers the President may
employ. The need for Congress to speak broadly in recognizing and augmenting
the President’s core constitutional powers over foreign affairs and military
campaigns is of course significantly heightened in times of national emergency.
See Zemel v. Rusk, 381 U.S. 1, 17 (1965) (“[BJecause of the changeable and
explosive nature of contemporary international relations . . . Congress—in giving
the Executive authority over matters of foreign affairs—must of necessity paint
with a brush broader than that it customarily wields in domestic areas.”). In the
context of authorizing the powers attendant to the President in an armed conflict,
it is not remarkable that the Force Resolution was not more specific. It is
noteworthy in this regard that Presidents Wilson and Roosevelt both undertook
programs of international surveillance based on inherent presidential authority
and similarly general congressional force authorizations. In light of section
109(a) of FISA and the historical context of congressional actions to authorize
military force, it is not our position that the Force Resolution repealed FISA.

In Rasul v. Bush, 542 U.S, 466 (2004), the Administration argued that
interpreting the habeas corpus statute to allow suits by detainees at
Guantanamo Bay “would directly interfere with the Executive’s conduct of
the military campaign against al Queda and its supporters,” and thereby
raise “grave constitutional problems.”
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+ Did the Supreme Court in this case agree with the government’s
arguments and position?

¢ Did the Supreme Court invoke the canon of constitutional avoidance
in this case?

+ Does your Department’s White Paper address this conclusion of the
Rasul Court?

» If not, why not?

ANSWER: Your selective quotation of the Government’s brief in Rasul v. Bush
fails to note what the Government was contending in that case. The
Government’s main contention in Rasul was that the Constitution did not confer
on U.S. courts jurisdiction over the habeas corpus petitions of alien eneries
detained abroad, and that the Supreme Court had correctly held in Johnson v.
FEisentrager, 339 U.S. 763 (1950), that the Fifth Amendment does not apply to
aliens abroad. The Government also noted that the Eisentrager Court had held
that the federal habeas statute did not extend jurisdiction to such claims, and that
subsequently “Congress has not amended the habeas statutes to confer the
Jjurisdiction that this Court held was absent in Eisentrager.” U.S. Br. 11, Rasul v.
Bush, Nos. 03-334, 03-343. The Court did not disagree with the Government’s
arguments, but essentially avoided them by holding that a subsequent decision of
the Court, Braden v. 30th Judicial Circuir Ct. of Ky., 410 U.S. 484, 495 (1973),
which had not even been mentioned in the Government’s brief, had extended
jurisdiction over such claims as a matter of statutory law. As the majority
concluded in Rasul, “[blecause subsequent decisions of this Court have filled the
statutory gap that had occasioned Eisentrager’s resort to ‘fundamentals,” persons
detained outside the territorial jurisdiction of any federal district court no longer
need to rely on the Constitution as a source of their right to federal habeas
review.” Rasul v. Bush, 542 U.S. 466, 478 (2004) (emphasis added); see also id
at 478 n.8 (contending that Eisentrager had been a constitutional ruling, not a
statutory one). Although the Court did not invoke the canon of constitutional
avoidance, the Government did not argue that canon should be employed in that
case because the Government was not principally arguing about the construction
of a statute, see U.S. Br. at 27 (“[Tlhere is no constitutional problem to ‘avoid’
here.”), but rather arguing for a particular construction of the Constitution—an
issue the Court did not confront because it resolved the case on statutory grounds.

Because Rasul simply involved the construction of 28 U.S.C. § 2241—the
federal habeas statute—it was not relevant to the question analyzed in the
Department’s January 19th paper. That paper mentioned Rasul only to note, as
evidence that Congress is presumptively aware of court decisions, the fact that
Congress had amended the habeas statute in an apparent effort to overrule Rasul.
See Legal Authorities, supra, at 13.
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Follow up Questions from Senator Feinstein

41.  1have been informed by former Majority Leader Senator Tom Daschle
that the Administration asked that language be included in the “Joint
Resolution to Authorize the use of United States Armed Forces against
those responsible for the recent attacks launched against the United States”
(P.L. 107-40) (hereinafter “the Authorization” or “AUMF”) which would
add the words “in the United States” to its text, after the words
“appropriate force.”

a. Who in the Administration contacted Senator Daschle with this
request?

b. Please provide copies of any communication reflecting this request, as
well as any documents reflecting the legal reasoning which supported
this request for additional langunage.

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question | in the
set of questions we returned to you on February 28 of this year.

42.  Did any Administration representative communicate to any Member of
Congress the view that the language of the Authorization as approved
would provide legal authority for what otherwise would be a violation of
the criminal prohibition of domestic electronic collection within the
United States?

a. If so, who in the Administration made such communications?
b. Are there any contemporaneous documents which reflect that view
within the Administration?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 2 in the
set of questions we returned to you on February 28 of this year.

43.  According to Assistant Attorney General William Moschella’s letter of
December 22, 2005, and the subsequent “White Paper,” it is the view of
the Department of Justice that the Authorization “satisfies section [FISA
section] 109’s requirement for statutory authorization of electronic
surveillance.”’

a. Are there other statutes which, in the view of the Department, have
been similarly affected by the passage of the Authorization?

! Letter, Assistant Attorney General William Moschella to Senator Pat Roberts, et al., December
22,2005, at p. 3 (hereinafter “Moschella Letter”)
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b. If so, please provide a comprehensive list of these statutes.

ANSWER: We answered this question in response to an carlier set of questions
for the record you submitted to DOJ. Please see our response to question 3 in the
set of questions we returned to you on February 28 of this year.

A number of Senators asked questions during the hearing about
intelligence activities that may be part of, or logical extensions of, your
legal argument supporting the NSA warrantless domestic electronic
surveillance. In response to Senator Kohl, for example, you said that “...
it is beyond the bound of the program which I am testifying about today.”

a. Are there any other intelligence programs or activities, including, but
not limited to, monitoring internet searches, emails and online
purchases, international or domestic, which have been authorized by
the President, although kept secret from some members of the
authorizing committee?

b. If so, please provide a comprehensive list of such programs and the
legal autherity for each.

ANSWER: It would be inappropriate to discuss in this setting the existence (or
non-existence) of specific intelligence activities or the operations of any such
activities. Our inability to discuss such programs in this setting should not be
taken as an indication that any such program or programs exist. Consistent with
long-standing practice, the Executive Branch notifies Congress concerning the
classified intelligence activities of the United States through appropriate briefings
of the oversight committees and, in certain circumstances, congressional
leadership. The National Security Act of 1947 contemplates that the Intelligence
Committees of both Houses would be appropriately notified of intelligence
activities and the Act specifically contemplates more limited disclosure in the
case of exceptionally sensitive matters. Title 50 of the U.S. Code provides that
the Director of National Intelligence and the heads of all departments, agencies,
and other entities of the Government involved in intelligence activities shall keep
the Intelligence Committees fully and currently informed of intelligence activities
“[t]o the extent consistent with due regard for the protection from unauthorized
disclosure of classified information relating to sensitive intelligence sources and
methods or other exceptionally sensitive matters.” 50 U.S.C. §§ 413a(a), 413b(b).
It has long been the practice of both Democratic and Republican administrations
to inform the Chair and Ranking Members of the Intelligence Committees about
exceptionally sensitive matters. The Congressional Research Service has
acknowledged that the leaders of the Intelligence Committees “over time have
accepted the executive branch practice of limiting notification of intelligence
activities in some cases to either the Gang of Eight, or to the chairmen and
ranking members of the intelligence committees.” See Alfred Cumming,
Statutory Procedures Under Which Congress is to be Informed of U.S.
Intelligence Activities, Including Covert Actions, Congressional Research Service
Memorandum at 10 (Jan. 18, 2006). This Administration has followed this well-
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established practice by notifying the leadership of the Intelligence Committees
about the most sensitive intelligence programs or activities, in accordance with
the National Security Act of 1947. Every member of both of the Intelligence
Committees has now been briefed about the Terrorist Surveillance Program.

At a White House press briefing, on December 19, 2005, you stated that
that the Administration did not seek authorization in law for this NSA
surveillance program because “you were advised that that was not
....something [you] could likely get” from Congress.

a. What were your sources of this advice?

b. As a matter of constitutional law, is it the view of the Department that
the scope of the President’s authority increases when he believes that
the legislative branch will not pass a law he approves of?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 8 in the
set of questions we returned to you on February 28 of this year.

The AUMF authorizes the President to use “all necessary and
appropriate force against those nations, organizations, or persons he
determines planned, authorized, committed, or aided the terrorist attacks
that occurred on September 11, 2001, or harbored such organizations or
persons, in order to prevent any future acts of international terrorism
against the United States by such nations, organizations or persons.”

a. What de you believe are the conditions under which the President's
authority to conduct the NSA program pursuant to the Authorization
would expire?

b. You have told the Committee that, in order for the program to be
reauthorized, “there must be a determination that Al Qaeda continues
to pose a continuing threat to America.” Does the AUMF likewise
expire when Al Qaeda is no longer a threat?

¢. What are the criteria used to determine the ongoing threat posed by
Al Qaeda, and who makes the determination?

ANSWER: We answered part “a” of this question in response to an earlier set of
questions for the record you submitted to DOJ. Please see our response to
question 14 in the set of questions we returned to you on February 28 of this year.

As you know, al Qaeda leaders repeatedly have announced their intention

to attack the United States again. As recently as December 7, 2005, Ayman al-
Zawahiri stated that al Qaeda “is spreading, growing, and becoming stronger,”
and that al Qaeda is “waging a great historic battle in Iraq, Afghanistan, Palestine,
and even in the Crusaders’ own homes.” Ayman al-Zawahiri, videotape released
on Al-Jazeera television network (Dec. 7, 2005). And in January, Osama bin
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Laden warned that al Qaeda was preparing another attack on our homeland. After
noting the deadly bombings committed in London and Madrid, he said:

The delay in similar operations happening in America has not been
because of failure to break through your security measures. The
operations are under preparation and you will see them in your homes the
minute they are through (with preparations), with God’s permission.

Quoted at http://www breitbart.com/news/2006/01/19/D8F7SMRHS .html (Jan.
19, 2006) (emphasis added). The threat from Al Qaeda continues to be real.
Thus, the necessity for the President to take these actions continues today.

As a general matter, the authorization for the Terrorist Surveillance
Program that is provided by the Force Resolution would expire when the “nations,
organizations, or persons [the President] determines planned, authorized,
committed, or aided the terrorist attacks that occurred on September 11, 2001,” no
longer pose a threat to the United States or when Congress repeals that statute. In
addition, the Program by its own terms expires approximately every 45 days
unless it is reauthorized afier a review process that includes a review of the
current threat to the United States posed by al Qaeda and its affiliates.

For purposes of the Terrorist Surveillance Program, the President makes
the determination whether al Qaeda poses a continuing threat based on the best
available intelligence. We cannot, however, discuss the details of this process in
this setting.

Based on the Moschella Letter and the subsequent White Paper, I
understand that it is the position of the Department of Justice that the
National Security Agency, with respect to this program of domestic
electronic surveillance, is functioning as an element of the Department of
Defense generally, and as one of a part of the “Armed Forces of the
United States,” as referred to in the AUMF,

a. Is this an accurate understanding of the Department’s position?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 10 in
the set of questions we returned to you on February 28 of this year.

Article I Section 8 of the Constitution provides that the Congress “shall
make Rules for the Government and Regulation of the land and naval
forces.” It appears that the Foreign Intelligence Surveillance Act (FISA),
as applied to the National Security Agency, is precisely the type of “Rule”
provided for in this section.
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a. Is it the position of the Department of Justice that the President’s
Commander-in-Chief power is superior to the Article I Section 8
powers of Congress?

b. Does the Department of Justice believe that if the President disagrees
with a law passed by Congress as part of its responsibility to regulate
the Armed Forces, the law is not binding?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 11 in
the set of questions we returned to you on February 28 of this year.

In a December 17, 2005, radio address the President stated, “I authorized
the National Security Agency...to intercept the international
communications of people with known links to al Qaeda and related
terrorist organizations.”

a. In your statement before the Committee, you said: “even if we assume
that the terrorist surveillance program qualifies as electronic
surveillance under FISA...” Does the program involve “electronic
surveillance” as defined in FISA (50 U.S.C. 1801 (f))?

b. How many such communications have been intercepted during the life
of this program? How many disseminated intelligence reports have
resulted from this collection?

¢. Has the NSA intercepted under this program any communications by
journalists, clergy, non-governmental organizations (NGOs) or family
members of U.S. military personnel? If so, for what purpese, and
under what authority?

ANSWER: We answered parts “b” and “c” of this question in response to an
earlier set of questions for the record you submitted to DOJ. Please see our
response to question 20 in the set of questions we returned to you on February 28
of this year.

It would not be appropriate in this setting to discuss in detail whether the
Terrorist Surveillance Program constitutes “electronic surveillance” under the
definition set forth in FISA, 50 U.S.C. § 1801(f). Confirming whether or not the
surveillance in question meets that statutory definition would provide information
about the operational details of the program and could facilitate efforts to
circumvent it. All of the members of the Intelligence Committees have, however,
been fully briefed on the Terrorist Surveillance Program.

The Department of Justice White Paper states that the program is used
when there is a “reasonable basis” to conclude that one party is a
member of al Qaeda, affiliated with al Qaeda, or a member of an
organization affiliated with al Qaeda.
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a. Can the program be used against a person who is a member of an
organization affiliated with al Qaeda, but where the organization has
no connection to the 9/11 attacks themselves?

b. Can the program be used to prevent terrorist attacks by an
organization other than al Qaeda?

c. What are the organizations currently “known to be affiliated with”
AQ?

ANSWER: We answered parts “a” and “b” of this question in response to an
earlier set of questions for the record you submitted to DOJ. Please see our
response to question 15 in the set of questions we returned to you on February 28
of this year.

We cannot in this setting provide a list of the groups that are known
affiliates of al Qaeda because it would facilitate circumvention of the Program by
announcing which groups are being monitored and would alert our adversaries as
to what we know of them.

The DOJ White Paper relies on broad language in the preamble that is
contained in both the AUMF and the Authorization for the Use of Military
Force Against Iraq as a source of the President's authority.

a. Does the Iraq Resolution provide similar authority to the President to
engage in electronic surveillance? For instance, would it have been
authorized to conduct surveillance of communications between an
individual in the U.S, and someone in Iraq immediately after the
invasion?

b. If so, was it so authorized?

c. Ifso, is such surveillance still authorized, or when did any such
authorization expire?

ANSWER: We answered part “a” of this question in response to an earlier set of
questions for the record you submitted to DOJ. Please see our response to
question 19 in the set of questions we returned to you on February 28 of this year.
It would be inappropriate to discuss in this setting the existence (or non-existence)
of specific intelligence activities or the operations of any such activities. Qur
inability to discuss such programs in this setting should not be taken as an
indication that any such program or programs exist. Consistent with long-
standing practice, the Executive Branch notifies Congress concerning the
classified intelligence or military activities of the United States through
appropriate briefings of the relevant committees.

In addition to epen combat, the detention of enemy combatants and

electronic surveillance, what else do you censider being "incident to" the

use of military force? Please provide a comprehensive list,

a. Specifically, are interrogations of captives "incident to" the use of
military force?
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ANSWER: We answered part “a” of this question in response to an earlier set of
questions for the record you submitted to DOJ. Please see our response to
question 16 in the set of questions we returned to you on February 28 of this year.

FISA has safeguard provisions for the destruction of information that is
not foreign intelligence. For instance, albeit with some specific
exceptions, if no FISA order is obtained within 72 hours, material
gathered without a warrant is destroyed. In response to Senator Biden,
you indicated that this program has minimization procedures “generally
comparable” to and “basically consistent” with those in FISA and
Executive Order 12333.

a. Are there procedures in place for the destruction of information
collected under the NSA program that is not foreign intelligence?

b. If so, what are the procedures and under what authority are they
established?

¢. Who determines whether the information is retained?

ANSWER: Procedures are in place to protect U.S. privacy rights, including
applicable Attorney General guidelines issued pursuant to Executive Order 12333,
that govern acquisition, retention, and dissemination of information relating to
U.S. persons. More detail is provided in the answer to question 1. Beyond that
we cannot provide more detail in this setting.

On January 25", in response to a question from “Sean from Michigan”
on the online forum “Ask the White House,” you wrote that “it is
overwhelmingly unlikely that the terrorist surveillance program would
cver affect an ordinary American. And if this ever were to happen, the
information would be destroyed as quickly as possible.”

a. What did you mean by an “ordinary American?”

b. Have the communications of an “ordinary American” ever been
intercepted by this program?

¢. Ifso, how many times?

d. Was the collected information destroyed, and according to what
procedures?

ANSWER: The answer to part “a” of our question is reflected in the Attorney
General’s answer to the question you reference. The Terrorist Surveillance
Program targets for interception communications where there are reasonable
grounds to believe that at least “one party is a member or agent of al Qaeda or an
affiliated terrorist group.” See http://www.whitehouse.gov/ask/20060125.html.
By the “ordinary American,” we mean the vast majority of the population that
does not engage in international communications with “a member or agent of al
Qaeda or an affiliated terrorist group.” Ordinary Americans are very unlikely to
communicate internationally with members or agents of al Qaeda or an affiliated
terrorist organization.
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As the Attorney General said in his day of testimony before the
Committee, if a communication that does not meet the strict criteria of the
Terrorist Surveillance Program is inadvertently intercepted, it is destroyed
according to the procedures outlined above. It would not be appropriate to
mdicate the number of communications that have been inadvertently intercepted,
but we can say that it is exceedingly tiny. As General Hayden has stated, the
Terrorist Surveillance Program is “overseen by the most intense oversight regime
in the history of the National Security Agency.” See Remarks by Gen. Michael
V. Hayden to the National Press Club, available at
http://www.dni.gov/release_letter_012306.html.

55.  With regard to minimization requirements, you testified that “we have an
obligation to try to minimize intrusion into the privacy interests of
Americans.” Do you infer that obligation from the 4™ Amendment? And
would you agree that 4™ Amendment jurisprudence requires some form
of judicial oversight into any search and seizure directed against an
American citizen?

ANSWER: We have undertaken efforts to minimize any intrusion into privacy
consistent with Executive Order 12333, § 2.4 (1981), and the Fourth Amendment.

The basic command of the Fourth Amendment is that searches be
“reasonable.” It is well established that the Fourth Amendment does not require
Jjudicial oversight or prior court approval of searches in a variety of contexts,
including the specific context at issue—searches authorized by the President for
foreign intelligence purposes. See In re Sealed Case, 310 F.3d 717, 742 (Foreign
Int. Surv. Ct. Rev. 2002); United States v. Truong Dinh Hung, 629 F.2d 908, 913-
17 (4th Cir. 1980); United States v. Butenko, 494 F.2d 593, 602-06 (3d Cir. 1974)
(en banc); United States v. Brown, 484 F.2d 418, 425-27 (5th Cir. 1973); United
States v. Bin Laden, 126 F. Supp.2d 264, 271-77 (S.D.N.Y. 2000). That
conclusion follows from a straightforward application of the principle that the
warrant requirement is inapplicable where a search is directed at “special needs”
that go beyond a routine interest in law enforcement. See, e.g., Vernonia Sch.
Dist. v. Acton, 515 U.S. 646, 653 (1995) (there are circumstances ““when special
needs, beyond the normal need for law enforcement, make the warrant and
probable-cause requirement impracticable””) (quoting Griffin v. Wisconsin, 483
U.S. 868, 873 (1987)); see also McArthur, 531 U.S. at 330 (“When faced with
special law enforcement needs, diminished expectations of privacy, minimal
intrusions, or the like, the Court has found that certain general, or individual,
circumstances may render a warrantless search or seizure reasonable.”).
Accordingly, the Fourth Amendment does not require judicial oversight in the
context of the Terrorist Surveillance Program.

56.  The program is reportedly defined as where one party is in the U.S. and
one party in a foreign country. Regardless of how this particular
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program is actually used, does the AUMF authorize the President to
intercept communications entirely within the U.S.?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 17 in
the set of questions we returned to you on February 28 of this year.

57.  Senator Roberts has stated that the program is limited to: “when we
know within a terrorist cell overseas that there is a plot and that plot is
very close to its conclusion or that plot is very close to being waged
against America -- now, if a call comes in from an al Qaida cell and it is
limited to that where we have reason to believe that they are planning an
attack, to an American phone number, I don't think we're violating
anybedy's Fourth Amendment rights in terms of civil liberties.”’

a. Is the program limited to such imminent threats against the United
States, or where an attack is being planned? Is this an accurate
description of the program?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 26 in
the set of questions we returned to you on February 28 of this year.

58. In a speech given in Buffalo, New York by the President, in April 2004,
he said: “Now, by the way, any time you hear the United States
government talking about wiretap, it requires -- a wiretap requires a
court order. Nothing has changed, by the way. When we're talking about
chasing down terrorists, we're talking about getting a court order before
we do so. It's important for our fellow citizens to understand, when you
think PATRIOT Act, constitutional guarantees are in place when it
comes to doing what is necessary to protect our homeland, because we
value the Constitution.”

a. [Is this statement accurate?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 27 in
the set of questions we returned to you on February 28 of this year.

59.  According to press reports, members of the Administration at seme point
determined that the authorities provided in the FISA were, in their view,
inadequate to support the President’s Commander-in-Chief
responsibilities.

* Senator Pat Roberts, CNN Late Edition with Wolf Blitzer, January 29, 2006
* Information Sharing, Patriot Act Vital to Homeland Security, Remarks by the President in a
Conversation on the USA Patriot Act, Kleinshans Music Hall, Buffalo, New York, April 20, 2004
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a. At what peint was this determination reached?

b. Who reached this determination?

c. Ifsuch a determination had been reached, why did the
Administration conceal the view that existing law was inadequate
from the Congress?

ANSWER: We answered this question in response to an earlier set of questions
or the record you submitted to DOJ. Please see our response to question 28 in the
set of questions we returned to you on February 28 of this year.

General Hayden has said that he separately consulted with NSA’s top
three lawyers early in the consideration of this program. When did
Justice Department lawyers first analyze this program?

a. On what legal theory was the program first upheld?
b. What are the names and positions of the NSA attorneys in question?

ANSWER: Justice Department lawyers first analyzed legal questions relating to
the Terrorist Surveillance Program at the time that the Program was first
authorized in October 2001. It would not be appropriate to provide details about
internal legal advice provided within the Executive Branch. As demonstrated by
our extensive answers to the many oral and written questions that have been
posed to us, we are available to address questions about the substance of the
Executive Branch’s legal position.

In a Press Briefing on December 19, 2005, you said that you “believe the
President has the inherent authority under the Constitution, as
Commander-in-Chief, to engage in this kind of activity [domestic
surveillance].” This authority is further asserted in the Department of
Justice White Paper of January 19, 2005.

a. On this theory, can the President suspend (in secret or otherwise) the
application of Section 503 of the National Security Act of 1947 (50
U.S.C. 413(b)), which states that “no covert action may be conducted
which is intended to influence United States political processes, public
opinion, policies or media?”

1. If so, has such authority been exercised?

b. Can the President suspend (in secret or otherwise) the application of
the Posse Comitatus Act (18 U.S.C 1385)?

1. 1f so, has such authority been exercised?

¢. Can the President suspend (in secret or otherwise) the application of
18 U.S.C. 1001, which prohibits “the making of false statements
within the executive, legislative, or judicial branch of the Government
of the United States.”

1. If so, has such authority been exercised?
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ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 22 in
the set of questions we returned to you on February 28 of this year.

In your testimony you stated that if Congress were to pass a law
forbidding the type of surveillance currently being conducted by the
NSA, that would place the NSA program in the third category of Justice
Jackson’s three prong test. However you have also stated that if
Congress passed a law authorizing the same type of program that you
would worry that this would “restrict upon the President’s inherent
constitutional authority.” De you believe that Congress does not have the
power to regulate the President’s surveillance of U.S. citizens en U.S.
soil?

ANSWER: It is emphatically not our position that Congress lacks the power to
regulate the surveillance of U.S. citizens on U.S. soil. As the Attorney General’s
testimony indicated, however, the Terrorist Surveillance Program reflects the
exercise of the President’s powers as Commander in Chief and his foreign affairs
power at their constitutional zenith, in the defense of the United States from
attack—indeed, during a time of congressionally authorized conflict. Courts have
long held that the President has inherent authority to conduct warrantless foreign
intelligence surveillance. The Foreign Intelligence Surveillance Court of Review
wrote that it “t{ook] for granted that the President does have that authority.” In re
Sealed Case, 310 F.3d 717, 742 (For. Intel. Surv. Ct. of Rev. 2002). The Attorney
General’s testimony simply indicated that steps that Congress took to restrict the
President’s authority at its zenith might, under certain circumstances, be
constitutionally suspect. See id. (assuming the President has the authority to
engage in warrantless foreign intelligence surveillance, “FISA could not encroach
on the President’s constitutional power”). That testimony in no way questioned
Congress’s authority to regulate surveillance as a general matter, or in other
contexts.

It is my understanding that Scott Muller was General Counsel to the CIA
at the time the Bybee Memo was written and that the memo was written
by the Department of Justice in response to a CIA request for legal
guidance. According to the Intelligence Authorization Act for Fiscal
Year 1997 the General Counsel serves as the chief legal adviser to the
Central Intelligence Agency.

a. Do you think as chief legal advisor to the intelligence community, the
General Counsel’s responsibilities include providing legal
interpretations of statutes, regulations, or Executive Orders relevant
to the NSA?

b. Did you ever discuss the surveillance program with Mr. Muller?

¢. How did Mr. Muller view the argument that the President could
authorize the use of unwarranted domestic surveillance?
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ANSWER: It is not appropriate to discuss the internal deliberations of the
Executive Branch. Please note that the Attorney General is by law the chief legal
adviser to the Executive Branch. See 28 U.S.C. § 511; Exec. Order No. 12146
(1979).

Jeffrey Smith, former CIA General Counsel, recently wrote a memo to
the House Intelligence Committee concluding that Authority for Use of
Military Force did not give the President the right to order domestic
wiretaps without a court order.

a. Have you read this memo?
b. Do you agree with the analysis of legal precedent and the Constitution
discussed in this memo?

ANSWER: We are familiar with the memorandum. We do not agree with its
analysis.

In response to Senator Schumer, you stated that “none of the
reservations” or “serious disagreements” by the lawyers in the Justice
Department discussed recently in the media were in regard to “the
program that the President has confirmed.” Is it your position that there
was were “no serious disagreements” among lawyers (e.g., James Comey,
Jack Goldsmith) in the Justice Department with the regard to the NSA
surveillance program?

a. Serious disagreements were recently reported in Newsweek®. Are
these reports inaccurate?

ANSWER: The Department of Justice encourages the free and candid exchange
of views among its lawyers, which improves the quality of legal advice rendered.
To promote the candid exchange of views, we will not comment on the internal

deliberations of the Executive Branch. As the Attorney General correctly noted in

his testimony before the Senate Judiciary Committee, contrary to news accounts,
“there has not been any serious disagreement about” the Terrorist Surveillance
Program.

Had the Department of Justice adopted the interpretation of the AUMF
asserted in the Moschella letter and subsequent White Paper at the time it
discussed the USA-PATRIOT Act with members of Congress? That act
substantially altered FISA, and yet, to my knowledge, there was no
discussion of the legal conclusions you now assert — that the AUMF has
triggered the “authorized by other statute” wording of FISA.

* “Palace Revolt” Newsweek, February 8, 2006
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a. Please provide any communications, internal or external, which are
contemporaneous to the negotiation of the USA-PATRIOT Act, which
contain information regarding this question.

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 23 in
the set of questions we returned to you on February 28 of this year.

The USA-PATRIOT Act reauthorization bill is currently being
considered by the Congress. Among the provisions at issue is Section 215,
which governs the physical search authorization under FISA. Does the
legal analysis proposed by the Department also apply to this section of
FISA? If so, is the Department’s position that, regardless of whether the
Congress adopts the pending Conference Report, the Senate bill
language, or some other formulation, the President may order the
application of a different standard or procedure based on the AUMF or
his Commander-in-Chief authority?

a. Hf so, is there any need to reauthorize those sections of the USA-
PATRIOT Act which authorize domestic surveillance?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 24 in
the set of questions we returned to you on February 28 of this year.

If the President determined that a truthful answer to questions posed by
the Congress to you, including the questions asked here, would hinder his
ability to function as Commander-in-Chief, or would damage national
security, does the AUMF, or his inherent powers, authorize him to direct
you to provide false or misleading answers to such questions?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 32 in
the set of questions we returned to you on February 28 of this year.

On January 24, 2006, during an interview with CNN, you said that “[a]s
far as I'm concerned, we have briefed the Congress... [t]hey're aware of
the scope of the program.”

a. Please explain the basis for the assertion that I was briefed on this
program, or that I was “aware of the scope of the program.”

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 12 in
the set of questions we returned to you on February 28 of this year.
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It appears from recent press reports that Mr. Rove has been briefed
about this program, which, as I understand it, was long considered too
sensitive to brief to Senators who are members of the Senate Intelligence
Committee.

a. Who decided that Mr. Rove was to be briefed about the program, and
what is his need-to-know?

b. Is the program classified pursuant to Executive Order 12958, and if
so, who was the classifying authority, and under what authority
provided in Executive Order 12958 was the classification decision
made?

¢. How many executive branch officials have been advised of the nature,
scope and content of the program? Please provide a list of their
names and positions.

d. How many individuals outside the executive branch have been advised
of the nature, scope and content of the program? Please provide a list
of their names and positions.

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 13 in
the set of questions we returned to you on February 28 of this year.

Based upon press reports, it does not appear that the NSA surveillance
program at issue makes use of any intelligence sources and methods
which have not been briefed (in a classified setting) to the Intelligence
Committees. Other than the adoption of a legal theory which allows the
NSA to undertake surveillance which on its face would otherwise be
prohibited by law, what about this program is secret or sensitive?

a. Is there any precedent for developing a body of secret law such as has
been revealed by last month’s New York Times article about the NSA
surveillance program?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 29 in
the set of questions we returned to you on February 28 of this year.

At a public hearing of the Senate/House Joint Inquiry, then-NSA Director
Hayden said: “My goal today is to provide you and the American people
with as much insight as possible into three questions: (a) What did NSA
know prior to September 11th, (b) what have we learned in retrospect,
and (c) what have we done in response? I will be as candid as prudence
and the law allow in this open session. If at times I seem indirect or
incomplete, T hope that you and the public understand that I have
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discussed our operations fully and unreservedly in earlier closed sessions”
: 5
(emphasis added).

a. Under what, if any, legal authority did General Hayden make this
inaccurate statement to the Congress (and to the public)?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 30 in
the set of questions we returned to you on February 28 of this year.

73.  The National Security Act of 1947, as amended, provides that
“[a]ppropriated funds available to an intelligence agency may be
obligated or expended for an intelligence or intelligence-related activity
only if... (1) these funds were specifically authorized by the Congress for
use for such activities...”® It appears that the domestic electronic
surveillance conducted within the United States by the National Security
Agency was not “specifically authorized,” and thus may be prohibited by
the National Security Act of 1947.

a. What legal authority would justify expending funds in support of this
program without the required authorization?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 4 in the
set of questions we returned to you on February 28 of this year.

74.  The Constitution provides that “{n]e money shall be drawn from the
Treasury, but in consequence of appropriations made by law.”” Title 31,
Section 1341 (the Anti-Deficiency Act) provides that “[a]n officer or
employee of the United States Government... may not— make or
authorize an expenditure or obligation exceeding an amount available in
an appropriation or fund for the expenditure or obligation,” and Section
1351 of the same Title adds that “an officer or employee of the United
States Government or of the District of Columbia government knowingly
and willfully violating sections 1341(a) or 1342 of this title shall be fined
not more than $5,000, imprisoned for not more than 2 years, or both.” In
sum, the Constitution prohibits, and the law makes criminal, the
spending of funds except those funds appropriated in law.

3 Statement for the Record by Lieutenant General Michael V. Hayden, USAF. Director, National
Security Agency/Chief. Central Security Service, Before the Joint Inquiry of the Senate Select Committee
on Intelligence and the House Permanent Select Committee on Intelligence, 17 October 2002, available at
hitp//intelligence.senate.gov/0210hrg/02101 7/hayden.pdf

% National Security Act of 1947, as amended, Section 504, codified at 50 U.S.C. 414,
7 U.S. Constitution, Article |, Section 7.
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a. Were the funds expended in support of this program appropriated?

b. If yes, which law appropriated the funds?

c. Please identify, by name and title, what “officer or employee” of the
United States made or authorized the expenditure of the funds in
support of this program?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 5 in the
set of questions we returned to you on February 28 of this year.

Are there any other expenditures which have been made or authorized
which have not been specifically appropriated in law, and which have
been kept secret from members of the Appropriations Committee?

a. If so, please list and describe such programs.

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 6 in the
set of questions we returned to you on February 28 of this year.

Public statements made by you, as well as the President, imply that this
program is used to identify terrorist operatives within the United States.
Have any such operatives in fact been identified? If so, have these
individuals been detained, and if so, where, and under what authority?
Have any been killed?

a. The arrest and subsequent detention of Jose Padilla is, to my
knowledge, the last public acknowledgment of the apprehension of an
individual classified as an “enemy combatant” within the United
States. Have there been any other people identified as an “enemy
combatant” and detained with the United States, and if so, what has
been done with these individuals?

ANSWER: We answered this question in response to an earlier set of questions
for the record you submitted to DOJ. Please see our response to question 25 in
the set of questions we returned to you on February 28 of this year.

Were any collection efforts undertaken pursuant te this program based
on information obtained by torture?

a. Was the possibility that information obtained by torture would be
rejected by the FISA court as a basis for granting a FISA warrant a
reason for undertaking this program?

ANSWER: We answered this question in response to an earlier set of questions

for the record you submitted to DOJ. Please see our response to question 31 in
the set of questions we returned to you on February 28 of this year.
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In response to Senator Hatch, you said that “when you are talking about
domestic surveillance during peacetime, I think the procedures of FISA,
quite frankly, are quite reasonable.” In a time of peace, would FISA
prohibit the activities carried out under the program?

ANSWER: That presents a different legal question from that analyzed in the
Department’s paper of January 19, 2006. Nevertheless, as we have explained, the
Terrorist Surveillance Program is based in part on the statutory authority provided
by the Force Resolution, and that authorization satisfies section 109(a) of FISA,
which prohibits electronic surveillance under color of law that is not authorized
by statute. In addition, the Program also rests on a long tradition of the Executive
Branch intercepting international communications during periods of armed
conflict. Outside of the context of an armed conflict, those two legal authorities
may not apply. On the other hand, courts of appeals uniformly have “held that the
President d[oes] have inherent authority to conduct warrantless searches to obtain
foreign intelligence information.” In re Sealed Case, 310 ¥.3d 717, 742 (For.
Intel. Surv. Ct. of Rev. 2002). On the basis of that unbroken line of precedent, the
Foreign Intelligence Surveillance Court of Review has concluded that, assuming
that the President has that authority, “FISA could not encroach on the President’s
constitutional power.” 1d. (emphasis added). Similarly, President Carter’s
Attorney General, Griffin Bell, testified at a hearing on FISA as follows: “[Tlhe
current bill recognizes no inherent power of the President to conduct electronic
surveillance, and I want to interpolate here to say that this does not take away the
power of the President under the Constitution.” Hearing Before the Subcomm. on
Legislation of the House Permanent Select Comm. on Intelligence (Jan. 10, 1978)
(emphasis added). Without a specific factual circumstance in which such a
decision would be made, speculating about such possibilities in the abstract is not
productive. As Justice Jackson has written, the division of authority between the
President and Congress should not be delineated in the abstract. See Youngstown
Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 635 (Jackson, J., concurring) (“The
actual art of governing under our Constitution does not and cannot conform to
judicial definitions of the power of any of its branches based on isolated clauses
or even single Articles torn from context).

The Washington Post has reported that only Presiding Judges Lamberth
and Kollar-Kotelly knew of the program before it was made publics. Yet
in a response to Senator Specter, you said that “the members of the
[FISA] court understand the existence of this program.” When were the
members of the FISA Court informed of the program?

ANSWER: As a general matter, it is not appropriate to discuss the details of our
confidential communications with the FISA court. As you note, Attorney General
Gonzales testified on February 6, 2006 that the members of the FISC “understand
the existence of the [Terrorist Surveillance] [Plrogram.”

8 «Chief FISA Judge wamed about misuse of NSA spy data™ Washington Post, February 10, 2006
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Senator Biden and Senator Kyl asked you whether the President has the
authority, under the Constitution, to order purely domestic surveillance.
You responded that “that analysis had not been conducted.” The
President, however, has directed that all legal means at his disposal
should be used in the struggle against violent extremism. It seems to me
that this order cannot be carried out without knowing the fuil range of
the President’s legal authority in this arena.

a. Has the Constitutional analysis of this question not been carried out
because some other analysis, perhaps based on the AUMF, decided
the question?

b. In your opinion, does the President have the authority to conduct
purely domestic warrantless surveillance of American citizens?

ANSWER: The quoted statement is addressed at pages 4-5 of the Attorney
General’s February 28, 2006 letter to Chairman Specter. Please refer to that
letter, and to our answer to question 28 above, for a further discussion of that
statement. During the hearing, the Attorney General was discussing only the legal
basis of the surveillance activity confirmed by the President, and accordingly he
was referring only to the legal analysis of the Department set out in the January
19, 2006 paper. His statements during the hearing should not be read to suggest
that the Department’s legal analysis has been static over time. The Department
believes that the interception of the contents of domestic communications presents
a different question from the interception of international communications, and
any analysis of that question would need to take account of all current
circumstances before any such interception would be authorized. The Force
Resolution’s authorization of “all necessary and appropriate force,” which the
Supreme Court in Hamdi interpreted to include the fundamental and accepted
incidents of the use of military force, clearly encompasses the narrowly focused
Terrorist Surveillance Program. The Program targets only communications where
one party is outside the United States and where there are reasonable grounds to
believe that at least one party to the communication is a member or agent of al
Qaeda or an affiliated terrorist organization. Indeed, the Program is much
narrower than the wartime surveillances authorized by President Woodrow
Wilson (a/l telephone, telegraph, and cable communications into and out of the
United States) and President Franklin Roosevelt (“all . . . telecommunications
traffic in and out of the United States™), based on their constitutional authority and
general force-authorization resolutions like the Force Resolution. In this
historical context, it is clear that the interception of international communications
to which the enemy is a party is a “fundamental and accepted incident of military
force” and within the scope of the Force Resolution. Interception of the contents
of domestic communications would thus present a different legal question under
both the Constitution and the Force Resolution.

In response to a news report calling the NSA program “domestic

surveillance”, you stated that this was “doing a disservice to the
American people. It would be like flying from Texas to Poland and

44



82.

83.

207

saying that is a domestic flight. We know that is not true. That weuld be
an international flight.” It seems to me that flying from San Franciscoe to
Los Angeles via Paris would also be an international trip. Would
domestic to domestic phone calls or emails that are routed through
international centers/servers would therefore be considered international
communications?

ANSWER: As we have noted repeatedly, the Terrorist Surveillance Program
targets for interception only international communications—communications for
which one party is outside the United States (and where there are reasonable
grounds to believe at least one party is a member or agent of al Qaeda or an
affiliated terrorist organization). We therefore continue to believe it is inaccurate
to describe it as a program of “domestic surveillance.”

In response to a question from Senator Leahy, you said that “whatever
the limits of the President’s authority given under the autherization to
use military force and his inherent authority as Commander-in-Chief in
time of war, it clearly includes the electronic surveillance of the enemy.”

a. Has the Administration investigated any possible authorities only to
conclude that they are beyond the President’s power? In other words,
have the limits of the President’s authority been mapped? If so,
please provide the relevant legal memoranda.

b. If not, how can you assure us that the President is using all legal
means at his disposal te prosecute the war on terror?

ANSWER: The Department of Justice evaluates the legality of strategies and
operations when they are deemed by the President and his advisers to be critical to
the War on Terror. As we have stated previously, it is not appropriate to provide
details on the internal policy deliberations and confidential legal advice of the
Executive Branch.

On February 6™in your opening statement to the Committee, you quoted
the Supreme Court as writing: “[the President’s inherent constitutional
authorities expressly include] the authority to use secretive means to
collect intelligence necessary for the conduct of foreign affairs and
military campaigns.” Please provide a citation.

ANSWER: The Supreme Court repeatedly has noted the President’s authority in
this regard. In Totten v. United States, 92 U.S. 105 (1876), the Court stated that
the President “was undoubtedly authorized during the war, as commander-in-
chief, . . . to employ secret agents to enter the rebel lines and obtain information
respecting the strength, resources, and movements of the enemy.” /d. at 106. In
Chicago & Southern Air Lines v. Waterman S.S. Corp., 333 U.S. 103 (1948), the
Court said that “[t}he President, both as Commander-in-Chief and as the Nation’s
organ for foreign affairs, has available intelligence services whose reports are not
and ought not to be published to the world.” /d. at 111. And in Johnson v.
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FEisentrager, 339 U.S. 763 (1950), the Court said “[t]he first of the enumerated
powers of the President is the President is that he shall be Commander-in-Chief of
the Army and Navy of the United States. Art. IL, § 2, Const. And, of course,
grant of war power includes all that is necessary and proper for carrying these
powers into execution.” Id. at 788 (emphasis added). See also Department of the
Navy v. Egan, 484 U.S. 518, 527 (1988) (“[The President’s] authority to classify
and control access to information bearing on national security . . . flows primarily
from this constitutional investment of power in the President and exists quite apart
from any explicit congressional grant.”); United States v. Curtiss-Wright Export.
Corp., 299 U.S. 304, 320 (1936) (“[The President] has his confidential sources of
information. He has his agents in the form of diplomatic, consular, and other
officials.”).

At the hearing, I asked you whether the Supreme Court had ever
addressed the constitutienality of FISA. You replied that the FISA Court
of Review wrote, in In Re Sealed Case, that “All the other courts to have
decided the issue have held that the President did have inherent authority
to conduct warrantless searches to obtain intelligence information.” You
also quoted this passage in your opening statement. In fact, the Court of
Review specifically noted: “We reiterate that Truong dealt with a pre-
FISA surveillance,” as did all the other cases cited. Furthermore, one of
the holdings in In Re Sealed Case was that FISA is constitational. I ask
again: has the Supreme Court ever addressed this question?

ANSWER: The Supreme Court has never addressed the constitutionality of
FISA. In United States v. United States District Court, 407 U.S. 297 (1972) (the
“Keith” case), the Supreme Court concluded that the Fourth Amendment’s
warrant requirement applies to investigations of wholly domestic threats to
security—such as domestic political violence and other crimes. But the Court in
Keith made clear that the President’s authority to conduct foreign intelligence
surveillance without a warrant was an entirely different question and one that it
was expressly reserving: “[Tlhe instant case requires no judgment on the scope of
the President’s surveillance power with respect to the activities of foreign powers,
within or without this country.” Id. at 308; se also id. at 321-22 & n.20 (“We
have not addressed, and express no opinion as to, the issues which may be
involved with respect to the activities of foreign powers or their agents.”); see
also Katz v. United States, 389 U.S. 347, 358 n.23 (1967) (noting that “Whether
safeguards other than prior authorization by a magistrate would satisfy the Fourth
Amendment in a situation involving the national security is a question not
presented by this case.”); id. at 363 (White, J., concurring) (noting that “the Court
points out that today’s decision does not reach national security cases.
Wiretapping to protect the security of the Nation has been authorized by
successive Presidents. . . . We should not require the warrant procedure and the
magistrate’s judgment if the President of the United States or his chief legal
officer, the Attorney General, has considered the requirements of national security
and authorized electronic surveillance as reasonable.™).
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To this day, only the courts of appeals have squarely discussed the
interaction of the President’s authority to conduct warrantless foreign surveillance
and FISA. After reviewing the decisions of the courts of appeals (which, as you
know, uniformly have held that the President has constitutional authority to
undertake warrantless foreign intelligence surveillance), the Foreign Intelligence
Surveillance Court of Review wrote that “/w/e take for granted that the President
does have that authority and, assuming that is so, FISA could not encroach on the
President’s constitutional power.” In re Sealed Case, 310 F.3d 717, 742 (For.
Intel. Surv. Ct. of Rev. 2002) (emphasis added).

In response to Senator Feingold, you said: “I do believe the President—I
did believe at that time that the President has the authority to authorize
[this program].” Do yeu still believe, today, that he has this autherity?

ANSWER: The considered judgment of the Attorney General and the
Department of Justice is that the President has ample authority to authorize the
Terrorist Surveillance Program.

Executive Order 12333 governing the conduct of intelligence activities by
all intelligence agencies inside the United States is still in effect. Since
January, 2001, has that Order been amended?

a. If so, please supply a copy of any such amendment.

b. Has the President issued any non-public statements or directives
interpreting or pertaining to the provisions of that Order concerning
the conduct of intelligence agencies inside the United States or their
collection of information abeut US persons?

¢. If so, please supply a copy of any such statements or directives.

ANSWER: Executive Order 12333 has been amended on two occasions.
Executive Order 13284, Amendment of Executive Orders and Other Actions in
Connection with the Establishment of the Department of Homeland Security (Jan.
23, 2003), transferred certain function under Executive Order 12333 to officials
within the Department of Homeland Security. Executive Order 13355,
Strengthened Management of the Intelligence Community (Aug. 27, 2004),
transferred certain functions to the Director of National Intelligence. Both
amendments are publicly available, but copies are attached for your convenience.

To the extent that the President has issued any non-public directives
regarding the collection of intelligence, it would not be appropriate to share them
in this setting.

Do the procedures established by Executive Order 13356 or 13388 apply
to NSA activities within the United States or concerning US persons?

1. If so, please supply a copy of any such procedures.
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ANSWER: The procedures required to be established by Executive Order 13356
or 13388 are still under development. It is our understanding that they will apply
to NSA activities within the United States or concerning U.S. persons and that
they will, of course, be consistent with the requirements of the Constitution and
laws of the United States.

As described in the answers to Questions 91-94, NSA’s procedures for the
collection, retention, and dissemination of information concerning U.S. persons
are required by Executive Order 12333 and implement DoD directives.

Information sharing by the Intelligence Community is governed by
Director of Central Intelligence Directive (DCID) 8/1, which pre-dates Executive
Order 13356. DCID 8/1 became effective on June 4, 2004. NSA implemented
DCID 8/1 with NSA Policy 1-9 on ‘Information Sharing,” which was issued in
May 2005. NSA Policy 1-9 applies to all NSA activities, including those within
the United States or concerning U.S. persons. It states that dissemination of
SIGINT information shall be made in accordance with the type of SIGINT data
and the degree to which the SIGINT data has been minimized and/or assessed for
foreign intelligence value, consistent with all applicable U.S. SIGINT System
policies and directives.

Has the Department of Justice issued any legal opinions concerning EO
12333 since January 2001 pertaining to the provisions of that order
concerning the conduct of intelligence agencies inside the United States or
their collection of information about US persons?

ANSWER: The Justice Department has issued one publicly available opinion
since January 2001 on Executive Order 12333. The Department of Justice
released a memorandum entitled Authority of the Deputy Attorney General Under
Executive Order 12333 (Nov. 5, 2001), available at

http://www .usdoj.gov/olc/25.htm, which concerns the authority of the Deputy
Attorney General to make certain decisions under Executive Order 12333. To the
extent that there may be unpublished memoranda or opinions that reflect the
deliberative process and are privileged, those would not be appropriate for
release. At the time they are issued, most opinions of the Department of Justice
constitute confidential legal advice for senior Executive Branch officials.
Maintaining the confidentiality of DOJ opinions often is necessary to preserve the
deliberative process of decisionmaking within the Executive Branch and attorney-
client relationships between the Justice Department and other agencies.

Executive Order 12333 provides that intelligence agencies are only
authorized to collect information on U.S. persons consistent with the
provisions of that Executive Order and procedures established by the
head of the agency and approved the Attorney General (Sec. 2.3). Have
there been any statements or directives issued by the President or the
Attorney General since January 2001, concerning that section pertaining
to the Attorney General’s responsibility?
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i. If so, please supply a copy of any such statements or directives.

ANSWER: The answer to this question involves sensitive classified information
that pertains to ongoing intelligence activities. These activities have been fully
briefed to the intelligence oversight committees.

90.  Have there been any legal opinions issued by members of the Executive
Branch since Janunary 2001 concerning that section pertaining to the
Attorney General’s responsibility?

ANSWER: As noted above, the Justice Department has issued one publicly
available opinion since January 2001 on Executive Order 12333, entitled
Authority of the Deputy Attorney General Under Executive Order 12333 (Nov. 5,
2001), available at http://www.usdoj.gov/olc/25 htm, which concerns the
authority of the Deputy Attorney General to make certain decisions under
Executive Order 12333, To the extent that there may be unpublished memoranda
or opinions that reflect the deliberative process and are privileged, those would
not be appropriate for release. At the time they are issued, most DOJ opinions
constitute confidential legal advice for senior Executive Branch officials.
Maintaining the confidentiality of DOJ opinions often is necessary to preserve the
deliberative process of decistonmaking within the Executive Branch and attorney-
client relationships between the Justice Department and other agencies.

91.  Since January 2001, has the Attorney General approved any changes to
existing procedures concerning US persons or information about them?

a. If so, please supply a copy of any such changes and any supporting
documentation regarding any procedures applicable to the NSA or to
information originally obtained by the NSA.

b. Has the Attorney General approved any changes to existing
procedures concerning US persons or information about them
applicable to the Defense Department?

¢. Ifso, please supply a copy of any such changes and supporting
documentation concerning such changes.

ANSWER: Executive Order 12333 calls for Attorney General approved
procedures for the collection, retention, and dissemination of information
concerning U.S. persons. The Secretary of Defense issued the current version of
those procedures, which are applicable to all Department of Defense intelligence
agencies, in December 1982. The Attorney General signed those procedures in
October 1982. A classified annex to those procedures dealing specifically with
signals intelligence was promulgated by the Deputy Secretary of Defense in April
1988 and approved by the Attorney General in May 1988. NSA has internal
procedures that are derivative of those procedures that were last updated in 1993.
The annex that specifically governs FISA procedures was modified, with
Attorney General Reno's approval, in 1997,
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Have the Defense Department regulations concerning intelligence
activities affecting US persons, Department of Defense Directive 5240.1,
“Activities of DoD Intelligence Components that Affect U.S. Persons”
(Apr. 25, 1988) or Directive 5240.1R been changed in any way since
January 2001?

i Please supply a copy of any such changes and any supperting
documentation concerning any such changes.

ANSWER: DoD Directives 5240.1 and 5240.1-R have not been changed since
January 2001.

Has United States Signals Intelligence Directive [USSID] 18, "Legal
Compliance and Minimization Procedures,” July 27, 1993, applicable to
the NSA been changed since January 2001?

a. Please supply a copy of any such changes and any supporting
documentation concerning such changes.

ANSWER: USSID 18 has not been changed since January 2001.

Please state when each document referred to above was first supplied to
any Member or Committee of the Congress and as to each such
document, which Members or Committees it was supplied to.

ANSWER: NSA has briefed the Intelligence Committees in both Houses of
Congress extensively on minimization procedures over the past several years. In
addition, NSA answered questions from these committees about the rules for
handling U.S. person information during recent briefings on the Terrorist
Surveillance Program. NSA’s records indicate that copies of DoD Regulation
5240.1-R, with its classified annex, and USSID 18 were provided to the
Intelligence and Judiciary Committees of both Houses in January 2000. NSA
records also indicate that NSA provided the Senate Intelligence Committee with
USSID 18, DoD Regulation 5240.1-R, and its annex in July 2005. Six months
later, NSA provided that Committee with DoD Regulation 5240.1-R and its
classified annex. Finally, it is important to note that much of this material is
freely available. USSID 18 (1993) has been made publicly available in redacted
form (available at http://www.gwu.edu/~nsarchivFiNSAEBB/NSAEBB23/07-
01.htm). In addition, DoD Regulation 5240.1-R (1982) (but not its annex) has
been declassified and made publicly available (available at
http://www.dtic.mil/whs/directives/corres/

pdf2/p52401r.pdf).
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Follow up Questions from Senator Durbin

“Legal Authorities Supporting the Activities of the National Security
Agency Described by the President,” a Justice Department memo issued
on January 19, 2006 (hereinafter “DOJ White Paper™), appears to
conclude that the Foreign Intelligence Surveillance Act (“FISA”) would
be unconstitutional if it conflicted with the President’s authorization of
the NSA’s warrantless spying program. The DOJ White Paper says,
“Because the President also has determined that the NSA activities are
necessary to the defense of the United States from a subsequent terrorist
attack in the armed conflict with al Qaeda, FISA would impermissibly
interfere with the President’s most solemn constitutional obligation — to
defend the United States against foreign attack.”

You also suggested several times during the hearing that FISA would
be unconstitutional if it conflicted with the NSA program. For example,
you told Senator Grassley, “My judgment is, while these are always very
hard cases, and there is very little precedent in this matter, I believe that
even under the third part fof Justice Jackson’s three-part test in
Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952)}, that the
President does have the constitutional autherity.”

a. Do you believe FISA is unconstitutional to the extent it conflicts with the
President’s authorization of the NSA program?
b. Has any court ever held that FISA is unconstitutional?

ANSWER: As explained in the Justice Department’s paper of January 19, 2006,
the Force Resolution fully authorizes the Terrorist Surveillance Program. Even if
the Force Resolution or FISA were ambiguous about whether they allow the
President to make tactical military decisions to authorize surveillance (and neither
is ambiguous), any such ambiguity must be resolved to avoid the serious
constitutional questions that a contrary interpretation would raise. See Legal
Authorities, supra, at 28-36.

Every federal appellate court to rule on the question has concluded that,
even in peacetime, the President has inherent constitutional authority, consistent
with the Fourth Amendment, to conduct searches for foreign intelligence purposes
without securing a judicial warrant. See In re Sealed Case, 310 F.3d 717, 742
(Foreign Intel. Surv. Ct. of Rev. 2002) (“[A]ll the other courts to have decided the
issue [have] held that the President did have inherent authority to conduct
warrantless searches to obtain foreign intelligence information; accord, e.g.,
United States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980); United States
v. Butenko, 494 F.2d 593 (3d Cir. 1974} (en banc); United States v. Brown, 484
F.2d 418 (5th Cir. 1973). But cf. Zweibon v. Mitchell, 516 F.2d 594 (D.C. Cir.
1975) (en banc) (dictum in plurality opinion suggesting that a warrant would be
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required even in a foreign intelligence investigation). The Foreign Intelligence
Surveillance Court of Review—the specialized court that Congress established to
hear appeals from the Foreign Intelligence Surveillance Court—has recognized
the potential tension between FISA and the President’s inherent constitutional
power, including his authority as Commander in Chief. Reviewing this extensive
precedent, that court recognized that “all the other courts to have decided the issue
[have] held that the President did have inherent authority to conduct warrantless
searches to obtain foreign intelligence information.” In re Sealed Case, 310 F.3d
at 742. The court then added, “We take for granted that the President does have
that authority and, assuming that is so, FIS4 could not encroach on the
President’s constitutional power.” Id. (emphasis added).

The DOJ White Paper also says, “the source and scope of Congress’s
power to restrict the President’s inherent authority to conduct foreign
intelligence surveillance is unclear.” The Constitution provides that
Congress has power to “make all Laws which shall be necessary and
proper for carrying into Execution the foregoing Powers, and all other
Powers vested by this Constitution in the Government of the United
States, or in any other Department or Officer thereof.” Article I, Section
8, U.S. Constitution. The Constitution requires the President to “take
care that the Laws be faithfully executed.” Article II, Section 3, U.S.
Constitution.

What is the basis for the conclusion that the source of Congress’s power to
restrict the President’s inherent authority to conduct foreign intelligence
surveillance is unclear?

ANSWER: The Necessary and Proper Clause is not a sufficient basis for
asserting plenary congressional authority over foreign intelligence surveillance,
particularly during wartime. The President’s role as sole organ for the Nation in
foreign affairs has long been recognized as carrying with it preeminent authority
in the field of national security and foreign intelligence. See, e.g., The Federalist
No. 64,2435 (John Jay) (Jacob E. Cooke ed. 1961) (“The [constitutional]
convention have done well therefore in so disposing of the power of making
treaties, that although the president must in forming them act by the advice and
consent of the senate, yet he will be able to manage the business of intelligence in
such manner as prudence may suggest.”). The Foreign Intelligence Surveillance
Court of Review—which Congress created specifically to hear appeals from the
Foreign Intelligence Surveillance Court—has noted that “all the . . . courts to have
decided the issue [have] held that the President did have inherent authority to
conduct warrantless searches to obtain foreign intelligence information.” See In
re Sealed Case, 310 F.3d 717, 742 (For. Intel. Surv. Ct. of Rev. 2002). Foreign
intelligence surveillance during a time of congressionally authorized conflict
undertaken to prevent further hostile attacks on the United States lies at the very
core of the Commander in Chief power. As the Supreme Court has long noted,
“the President alone” is “constitutionally invested with the entire charge of hostile
operations.” Hamilton v. Dillin, 88 U.S. (21 Wall.) 73, 87 (1874). There are
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certainly limits on Congress’s ability to interfere with the President’s power to
conduct foreign intelligence searches, consistent with the Constitution of the
United States. The Foreign Intelligence Surveillance Court of Review, for
example, stated that “We take for granted that the President does have that
authority and, assuming that is so, FISA could not encroach on the President’s
constitutional power.” In re Sealed Case, 310 F.3d at 742 (emphasis added). As
Chief Justice Chase observed, Congress may not “interfere/] with the command of
forces and the conduct of campaigns. That power and duty belong to the
President as commander-in-chief.” Ex Parte Milligan, 71 U.S. (4 Wall.) 2, 139
(1866) (Chase, C.J., concurring in judgment) (emphasis added).

If a law was enacted to regulate or eliminate the NSA program, would it
be unconstitutional because it conflicts with the President’s authorization
of the program?

ANSWER: As explained in the Justice Department’s paper of January 19, 2006,
“whether Congress may interfere with the President’s constitutional authority to
collect foreign intelligence information through interception of communications
reasonably believed to be linked to the enemy poses a difficult constitutional
question.” Legal Authorities, supra, at 29. Legislation that significantly
interfered with or “eliminate[d]” the Terrorist Surveillance Program during the
conflict would raise that difficult constitutional question. As indicated in the
Department’s January 19th paper, FISA would be unconstitutional as applied if
construed to “purport to prohibit the President from undertaking actions necessary
to fulfill his constitutional obligation to protection the Nation from foreign attack
in the context of a congressionally authorized armed conflict with an enemy that
has already staged the most deadly foreign attack in our Nation’s history.” /d. at
35. We do not believe it is useful, however, to engage in speculation about the
precise contours of Congress’s and the President’s authority in the abstract. See,
e.g., Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 635 (1952)
(Jackson, J., concurring) (“The actual art of governing under our government does
not and cannot conform to judicial definitions of the power of any of its branches
based on isolated clauses or even single Articles torn from context.”).

The Justice Department’s peosition seems to be that the President’s
actions pursuant te his Commander-in-Chief power trump any law with
which such actions conflict. “The President’s Constitutional Authority to
Conduct Military Operations against Terrorists and Nations Supporting
Them,” a memo issued by the Office of Legal Counsel on September 21,
2001, concludes that the War Powers Resolution and the Authorization to
Use Military Force cannot “place any limits on the President's
determinations as to any terrorist threat, the amount of military force to
be used in response, or the methed, timing, and nature of the response,
These decisions, under our Constitution, are for the President alone to
make” (Emphasis added). This seems to suggest that the President has
unlimited wartime powers.
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a. Can Congress place any limits on the President’s exercise of his
Commander-in-Chief power?

b. For example, can the President, pursuant to his Commander-in-Chief
power, authorize actions that would otherwise violate the War Crimes
Act of 1996, 18 U.S.C. Sec. 2441, if he determines such actions are
necessary to combat a terrorist threat?

ANSWER: It is emphatically not the position of the Justice Department, as you
say, that “the President’s actions pursuant to his Commander-in-Chief power
trump any law with which such actions conflict.” The Office of Legal Counsel
(“OLC”) memorandum you cite, The President s Constitutional Authority to
Conduct Military Operations Against Terrorists and Nations Supporting Them
(Sept. 25, 2001) (“Military Operations™), is not to the contrary. That memo
solely concerns the President’s authority to initiate “military action in response to
the terrorist attacks on the United States of September 11, 2001.” /d. at 1. OLC
concluded that the President had constitutional authority to respond with military
force to those attacks. As the memorandum noted, the Force Resolution enacted
by Congress itself recognized that constitutional authority, stating that “the
President has authority under the Constitution to take action to deter and prevent
acts of international terrorism against the United States.”

In the context of the limited question whether the President has
constitutional authority “to mitiate military hostilities” absent prior congressional
action, OLC explained that the President did have that authority. Military
Operations at 13. Indeed, the existence of that authority had been confirmed by
prior congressional enactments. Nevertheless, regarding this decision to initiate
military action, the memorandum concluded that a statute could not prospectively
limit the President’s discretion, including decisions about the existence of
“terrorist threats, the amount of military force to be used in response, or the
method, timing, or nature of the response.” Military Operations at 23.

Limited as the Military Operations memorandum was to the question of
initiating military hostilities, it did not address other issues concerning the
Commander in Chief power. We have not examined the interaction between the
President’s constitutional Commander in Chief power and the War Crimes Act of
1996, and we need not do so, as the President has examined the obligations of the
United States under the international conventions enumerated in 18 U.S.C.

§ 2441(c) and has required that his subordinates abide by those obligations. As
noted above, we do not believe it would be productive to engage in speculation
about the precise contours of Congress’s and the President’s respective authority
in the abstract.

In an interview on CBS Evening News on January 27, 2006, President
Bush was asked, “Do you believe that there is anything that a President
cannot do if he — if he considers it necessary in an emergency like this?”
The President responded, “I don’t think a President counld order torture.
For example, I don’t think a President can order assassination of a leader
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of another country with which we’re not at war. Yes, there are clear red
lines.”

a. Is the President correct in stating that he does not have the authority to
order torture?

b. Is the President correct in stating that he does not have the authority to
order the assassination of a leader of another country with which we’re
not at war?

c. Please provide other examples of “clear red lines,” i.e., actions that the
President does not have the authority to take, even during wartime.

d. Please provide examples of actions that would otherwise be illegal which
the President can take during wartime pursuant to his Commander-in-
Chief power.

ANSWER: The President has made clear on several occasions that the United
States does not torture anyone, anywhere in the world. See, e.g., Statement on
United Nations International Day in Support of Victims of Torture, 40 Weekly
Comp. Pres. Doc. 1167-68 (July 5, 2004) (“America stands against and will not
tolerate torture. We will investigate and prosecute all acts of torture . . . in all
territory under our jurisdiction. . . . Torture is wrong no matter where it occurs,
and the United States will continue to lead the fight to eliminate it everywhere.”).
Given this firm policy of the United States, the President would not order torture.
Moreover, as the Justice Department has stated, “consideration of the bounds of
any such authority would be inconsistent with the President's unequivocal
directive that United States personnel not engage in torture.” See Legal Standards
Applicable Under 18 U.S.C. §§ 2340-23404, available at
http://www.usdoj.gov/olc/18usc23402340a2. htm#N_7_.

It is also the policy of the United States not to assassinate foreign leaders
outside of an armed conflict. That policy is memorialized in Executive Order
12333, Because it would be imprudent and unproductive to speculate about the
limits of any Branch’s authority in the abstract, we will not do so here.

100.  Senator Graham asked you, “Do you believe it is lawful for the Congress
to tell the military that you cannot physically abuse a prisoner of war?”
You responded, “I am not prepared to say that, Senator.”

Please respond to Senator Graham’s question.

ANSWER: The Attorney General did respond to that question during the hearing,
noting that Congress and the President share authority to regulate the conduct of
troops even during time of war. Certainly Congress has the authority to “make
Rules for the Government and Regulation of the land and naval Forces.” U.S.
Const., Art. I, § 8. As the Attorney General made clear in the hearing, however, it
is not prudent to comment on the constitutionality of legislation described only in
abstract terms.
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101. Senator Graham asked you, “Is it the position of the administration that
an enactment by Congress prohibiting the cruel, ithumane, and
degrading treatment of a detainee intrudes on the inherent power of the
President to conduct the war?” You responded, “Senator, I think — I
don't know whether or not we have done that specific analysis.”

a. Since September 11, 2001, has the Justice Department conducted an
analysis to determine whether the cruel, inhumane, and degrading
treatment of a detainee is legally prohibited? If so, what was the
conclusion of this analysis?

b. Since September 11, 2001, has the Justice Department conducted an
analysis to determine whether a legal prohibition on cruel, inhumane,
and degrading treatment of a detainee would intrude on the inherent
power of the President to conduct the war? If so, what was the
conclusion of this analysis?

ANSWER: The Detainee Treatment Act of 2005 (“DTA™) provides that “no
individual in the custody or under the physical control of the United States
Government, regardless of nationality or physical location, shall be subject to
cruel, inhuman, or degrading treatment or punishment.” The statute defines
“cruel, inhuman or degrading treatment” as “the cruel, unusual, and inhumane
treatment or punishment prohibited by the Fifth, Eighth, and Fourteenth
Amendments to the Constitution of the United States, as defined in the United
States Reservations, Declarations and Understandings to the United Nations
Convention Against Torture and Other Forms of Cruel, Inhuman or Degrading
Treatment or Punishment done at New York, December 10, 1984.” The President
signed legislation containing the DTA on December 31, 2005. On that day, the
President reiterated the long-standing policy of the United States not to subject
any person, whether in the U.S. or abroad, to cruel, inhuman, or degrading
treatment, as defined in the DTA. See President’s Statement on the Department
of Defense, Emergency Supplemental Appropriations to Address Hurricanes in
the Gulf of Mexico, and Pandemic Influenza Act, 2006, available at
http://www.whitehouse.gov/

news/releases/2005/12/20051230-9.html (“Our policy has also been not to use
cruel, inhuman or degrading treatment, at home or abroad. This legislation now
makes that a matter of statute.”).

The President’s policy clearly prohibited such treatment, and that policy
has now been codified by statute. The DTA unequivocally prohibits the “cruel,
inhuman, or degrading treatment,” as defined by reference to the U.S.
constitutional standards incorporated into the U.S. reservation to the Convention
Against Torture, of any individual in the custody or under the physical control of
the United States Government. The Administration is fully committed to the
DTA, which represents an important statement about national consensus on this
issue.
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As we have stated previously, it is not appropriate to provide details about
the confidential legal advice of the Executive Branch. To the extent that there
may be unpublished memoranda or opinions that reflect the deliberative process
and are privileged, those would not be appropriate for release. At the time they
are issued, most DOJ opinions constitute confidential legal advice for senior
Executive Branch officials. Maintaining the confidentiality of DOJ opinions
often is necessary to preserve the deliberative process of decisionmaking within
the Executive Branch and attorney-client relationships between the Justice
Department and other agencies.

102. On February 2, 2006, a bipartisan group of legal scholars and former
government officials sent a Jetter to Congressional leaders taking issue
with the Justice Department’s position. They conclude, “Every time the
Supreme Court has confronted a statute limiting the Commander-in-
Chief’s authority, it has upheld the statute.”

Do you agree?

ANSWER: There are exceptionally few such cases of which we are aware,
Moreover, that statement fails to acknowledge the numerous cases in which the
Supreme Court specifically has acknowledged the limitations on Congress’s
ability to regulate the President’s conduct both of foreign affairs generally and
military campaigns specifically. See, e.g., Hamilton v. Dillin, 88 U.S. (21 Wall.)
73, 87 (1874) (noting that “the President alone” is “constitutionally invested with
the entire charge of hostile operations™); Ex Parte Milligan, 71 U.S. (4 Wall.) 2,
139 (1866) (Chase, C.J., concurring in judgment) (stating that Congress may not
“interfere[] with the command of forces and the conduct of campaigns. That
power and duty belong to the President as commander-in-chief); see also In re
Sealed Case, 310 F.3d 717, 742 (For. Intel. Surv. Ct. Rev. 2002) (“We take for
granted that the President does have that authority [to conduct warrantless foreign
intelligence surveillance] and, assuming that is so, FISA could not encroach on
the President’s constitutional power.”). Congress only rarely has attempted to
legislate in areas involving the President’s core Commander in Chief power, and
there have thus been few conflicts. Finally, the quoted statement overlooks the
fact that the courts have a very robust canon of construing statutes in these areas
narrowly for the specific purpose of avoiding encroachment on executive power.
See, e.g., Jama v. ICE, 543 U.S. 335, 348 (2005) (rejecting interpretation not
clearly required by text of statute where adopting it “would run counter to our
customary policy of deference to the President in matters of foreign affairs”); Sale
v. Haitian Centers Council, Inc., 509 U.S. 155, 188 (1993) (presumption that
Congress does not legislate extraterritorially “has special force when we are
construing treaty and statutory provisions that may involve foreign and military
affairs for which the President has unique responsibility™); Department of the
Navyv. Egan, 484 U.S. 518, 530 (1988) (“unless Congress specifically has
provided otherwise, courts traditionally have been reluctant to intrude upon the
authority of the Executive in military and national security affairs”) (collecting
authorities); see also William N. Eskridge, Jr., Dynamic Statutory Interpretation
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325 (1994) (describing “[s]uper-strong rule against congressional interference
with the President’s authority over foreign affairs and national security”).

The legal scholars and former government officials also conclude, “No
precedent holds that the President, when acting as Commander-in-Chief,
is free to disregard an Act of Congress, much less a criminal statute
enacted by Congress that was designed specifically to restrain the
President.”

you agree?

ANSWER: That statement does not appropriately reflect limitations that the
courts repeatedly have noted on Congress’s authority to legislate in the fields of
military and foreign affairs. As explained above, the Supreme Court and the
courts of appeals have acknowledged the limits on Congress’s ability to regulate
the President’s conduct in these areas. See, e.g., Hamilton v. Dillin, 88 U.S. (21
Wall.) 73, 87 (1874) (noting that “the President alone” is “constitutionally
invested with the entire charge of hostile operations™); Ex Parte Milligan, 71 U.S.
(4 Wall) 2, 139 (1866) (Chase, C.J., concurring in judgment) (stating that
Congress may not “interferef] with the command of forces and the conduct of
campaigns. That power and duty belong to the President as commander-in-
chief”); see also United States v. Curtiss-Wright Export Corp., 299 U.S. 304, 319
{1936) (noting that the President “makes treaties with the advice and consent of
the Senate; but he alone negotiates. Into the field of negotiation the Senate cannot
intrude; and Congress itself is powerless to invade it™).

The scope of Congress’s legislative authority is established by the
Constitution and is not expanded simply because Congress has enacted “a
criminal statute . . . that was designed specifically to restrain the President.” In
that regard, it is particularly worth noting the words of the Foreign Intelligence
Surveillance Court of Review, which Congress specifically created to hear
appeals from the Foreign Intelligence Surveillance Court. It has concluded that
“[w]e take for granted that the President does have that authority [to conduct
warrantless foreign intelligence surveillance] and, assuming that is so, FIS4 could
not encroach on the President s constitutional power.” In re Sealed Case, 310
F.3d 717, 742 (For. Intel. Surv. Ct. of Rev. 2002) (emphasis added).

You have argued that the administration did not seek Congressional
authorization for the NSA program because “the legislative process may
have revealed, and hence compromised, the program.” In “Presidential
Authority to Conduct Warrantless Electronic Surveillance to Gather
Foreign Intelligence Information,” a memo issued on January 5, 2006
(hereinafter CRS NSA program memo), the non-partisan Congressional
Research Service states, 