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Attachment C
TO:

Director



Enterprise Architecture Strategy Group

FROM:
Director



Name of Group Designated as the Overall Business Owner for the FISMA 




Reported System, e.g., Office of Financial Management 

SUBJECT:
Attestation of Annual Security Controls Testing - INFORMATION
This memorandum is to attest that the… (Insert Name of Center/Office designated as the overall Business Owner for the FISMA reported system, e.g., CMM for the Medicare Claims Processing System)…has tested a subset of controls for the…(Insert the Name of the FISMA Reported System, e.g., the Medicare Claims Processing System)…, including a test of all of the contingency plans (CP) for the system, as required per instructions received from the Office of Information Services in Chief Information Officer Directive  07-05.  A copy of the test plan showing the specific controls tested this fiscal year is attached. (Attachment A).  (Submission of this attachment is optional with the attestation, but if not submitted external auditors may request such detail if the system is selected for detailed review under the OIG evaluation of CMS FISMA compliance.)  

The date we completed testing for a subset of controls for the (insert the acronym of the system) was Month/Date/Year.  Additionally, we completed testing of the contingency plans for the (insert acronym of the system) on Month/Date/Year.  All testing has been completed in accordance with the guidelines provided by the Office of Information Services.  Documentation to support our testing has been retained and is available for review by external entities should it be requested.  The documentation will be retained a minimum of three years.

This memorandum also includes an acknowledgement that the testing of security controls, including a test of the CP, is an annual requirement that must be completed within 365 calendar days from the date of the last test.  Accordingly, tests must be conducted within 365 days of the dates provided above. 
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Our points of contact for the testing, including testing documentation, are: John Doe (Name of Primary POC), extension (410) 786-xxxx, and Jane Doe (Name of Alternate POC) extension (410) 786-xxxx.         

(Name of Center/Office Director)

(Director)

(Name of Center/Office)

Attachment A (Test Plan for FY 2007 – 2010)

cc:

Name of Center/Office Director

Name(s) of Group Directors who are Owners of Applications within the FISMA Reported System

Cynthia Anderson, Director, EASG/DITPPA

Maria McMahon, Technical Lead, EASG/DITPPA

Richard Lyman, EASG

Diane Keiser, EASG
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