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Reclamation’s FOUCQ Handling Procedures

FOUD Information

Highly Sensitive FOUD Information

Marking

Prominently mark in all capital letters the center
top and bofiom on the frong, first page, file papge.

Prominently rmark in all capital letters the center top
and botiom on the front page, tite page, and each

(includes laptops)

(COMniGner.

Marking and each individual page containing FOUD ndividua! page containing FOLIC information with
niorrnation with the designation: FOR OFFICIAL fhie designation: HIGHLY SEMSITIVEIFOR
LISE OhLY. OFFICLAL LISE OMNLY.
IT Medi Mark or label: FOR OFFICIAL USE OMLY or Mark or label: HIGHLY SENSITIVENFOR
= FOLO. OFFICIAL USE OMLY OR HSIFOUQ,
Storage
Storage Siore in 3 locked bulding, reom, area, or Same as FOUD. In addition, store in a locked fle

calpinet, desk. drawer, or similar container.

IT Systems

Siore on an acoredited Govermment [T system

Store in an encrypied form on an accredited
Government [T systam.

Transmission

Transmission within U.5.
and its territories

Transmit in an Cpague sealed envelops or contaner. Place address on cutside of envelope and mail USRS
First Class Mail or acoountable commercial delvery service

Same as within ULS. and its terrtories, # senviced by a military postal fadility (e.g. APD. FPO)L

Overseas Dherwise use the State Deparbment Courier Senvice
Inter-Diffice Transmit in a sealed opague emelope.

Fax Transrmit with FOUC FAX cover sheet

Internet Posting Mot authorized.

Intranet Posting

Post on password-protected netwaerks, only

Mot authorzed.

E-Mail

Encrypdion not reguired

Encryplion requirsd.

Dissemination and Disposa

Cover Sheet

Optional.

Required.

Dissemination

Futhonzed personnel only. based on a nesd-ho-
knowy; 3 secunty clearance is not required.
‘Warning statement (See Paragraph 7.A.2(b) in
SLE 02-01) must be inchuded when disiributed
cutside Reclamation.

Same as FOUD. In additicn, 3 Mon-disciosure
Agresment is requirsd for individuals cutside of
Reclamation (requirsrment may be waved for other
federal agencies).

Discussions

Disgcuss over a regular telephone sysiem.

Discuss ower 3 reguiar tielephone sysiem cnly
under emergency conditions.

Destruction

Diestrosy printed paper matenals by shredding,
ourning. pu'ping, or pulverizing, such as o
Fssune destruction beyond recognition and
reconstruction. Electronic storage meda
(disksCDsiapes) must be sanidized by
degaussing, wping, erasing, or physica
diesiruction.

Same as FOUD. Destroy prior fo placing in any
recycle bin (incleding locked ones).

Retention

Retain in accordance with Reclamation's Infermaticn Managerment Handbook — Volurme I

Incident Reporting

Report incidents to the appropriate Security Cfficer.

IT Incident Reporting

Report incidents to the Computer Secunty Incident Response Team.

Mote: For additonal information see Reclamation's Directives and Standards SLE 02-01 "ldentifying and safeguarding FOR OFFICIAL
USE OMLY (FOUD) Information.”
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