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FUNDAMENTAL CHANGES
Vulnerability assessment methodologies developed
by DoD and other federal agencies are currently
the best available resources for terrorism risk assess-
ment. In order for these resources to be feasible
and relevant in commercial buildings, they must be
significantly simplified and civilianized.

Bringing government experience and expertise re-
garding terrorism risk and building security to the commercial
sector will involve two fundamental changes in the way buildings
are designed, managed, and operated, and in the way that due
diligence is used to evaluate existing buildings for acquisition or
refinancing.

First, businesses will need to carefully evaluate functional aspects
of their operations in order to prioritize security requirements.
Second, tradeoffs will be required in the level of security pro-
vided to ensure continued viability of business operations.

Reducing vulnerability to terrorist threat will involve both physi-
cal measures to modify a facility and operational changes.
Mitigation will consist mainly of measures to thwart tactics that
terrorists might use in attacking organizations and facilities.

DUE DILIGENCE ASSESSMENT OF VULNERABILITY
TO TERRORIST ATTACK
Due diligence procedures are employed to assess valuations for
property acquisition or financing and to identify risks related to
the deal. Such procedures may also be used as part of insurance
underwriting. Due diligence often includes both detailed prop-
erty inspection and rigorous audits of available financial and
construction documentation. At the same time, due diligence is a
highly specialized field requiring both expertise and extensive
prior experience to render sound judgments and recommenda-
tions to decision makers.

This chapter provides basic information on the current
state of knowledge on the terrorist threat and measures
to reduce vulnerability to that threat in commercial
buildings. An initial vulnerability estimate process and
checklist is proposed. Insurers, lenders, and owners can
apply this information to encourage investments in
terrorism risk mitigation.
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A Property Condition Assessment (PCA) is used (at levels of de-
tail and rigor appropriate to the investment being considered) as
part of due diligence to help make prudent investment decisions.
The assessment consists of analysis and assessment of physical
conditions of a property by an on-site inspection and review of
available construction and operations documentation. Investiga-
tors use professional judgment to identify items needing further
expert investigation and those that can be readily evaluated by in-
spection.

Vulnerability to terrorist attack should become a distinct element
of due diligence condition assessments in the future. Profession-
als conducting property condition assessments of vulnerability to
terrorist attack must have competency in building systems, opera-
tions, and security disciplines.

For terrorism risk and security concerns, a due diligence assess-
ment should also include a property condition assessment
investigation of operational procedures and the vulnerability of
those procedures to terrorist attack.

MITIGATION OF VULNERABILITY
Strategies for reducing exposure to terrorism risk may be in the
form of operational actions or construction projects (either new
or existing building renovation). They could include reorganiza-
tion of land uses, reorientation of roadways, security
improvements to site entries, and improvements to the facility,
including the existing structure and surrounding site area. For
some strategies, the process may include the identification of
multiple scenarios, or alternatives, for achieving the desired goal.

PROCESS MODEL FOR TERRORISM RISK
REDUCTION USED IN FEDERAL FACILITIES
United States military services and government agencies have
long been involved in assessing vulnerabilities and protecting fa-
cilities, especially for off-shore installations. Terrorism and
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terrorist attack have been a part of the assessment of threat and
vulnerability of government facilities for several decades.

While each government agency has used its own procedures, the
general approach has been elaborated and presented in FEMA
426, Reference Manual to Mitigate Potential Terrorist Attacks Against
Buildings.

Figure 5-1: The Terrorism Risk Reduction Process Model

The terrorism risk reduction process starts with establishment of
protection priorities and proceeds to assessment of threats, both
providing information to a vulnerability assessment. The vulner-
ability assessment in turn leads to identification of mitigation
options and risk management decisions based on a comparative
evaluation of risk, liabilities, and mitigation costs and benefits.

PROTECTION PRIORITY
The first step of the process to assess risk to terrorist attack is to
identify the relative importance of the people, business activities,
goods, and facilities involved in order to prioritize security ac-
tions. This applies to both new and existing facilities. Three
actions are recommended in accordance with FEMA 426:

❍ Define and understand the core functions and processes of
the business or institutional entity.
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❍ Identify critical business infrastructure:

● Critical components (people, functions, and facilities)

● Critical information systems and data

● Life safety systems and safe haven areas

● Security systems

❍ Assign a relative protection priority, as simple as high, me-
dium, or low, to the occupants, business functions, or
physical components of the facility (note that FEMA 426 de-
scribes a 9-step scale of values for describing asset values; the
3-step variation presented here is a simplified process):

● High Priority. Loss or damage of the facility would have
grave consequences, such as loss of life, severe injuries, loss
of primary services, or major loss of core processes and
functions for an extended period of time.

● Medium Priority. Loss or damage of the facility would have
moderate to serious consequences, such as injuries, or im-
pairment of core functions and processes.

● Low Priority. Loss or damage of the facility would have mi-
nor consequences or impact, such as a slight impact on
core functions and processes for a short period of time.

THREAT ASSESSMENT
Military experience indicates that the terrorist threat is from
people with the intent to do harm, who are known to exist, have
the capability for hostile action, and have expressed the intent to
take hostile action.

Threat assessment is a continual process of compiling and exam-
ining information concerning potential threats. Information
should be gathered from all reliable sources. The assessment pro-
cess consists of:

❍ Defining threats
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❍ Identifying likely threat event profiles and tactics

Defining Threats
Defining threats involves analysis of information regarding ter-
rorist existence, capability, history, intention, and targeting:

❍ Existence is the assessment of who is hostile to the organiza-
tion, or community of concern.

❍ Capability is the assessment of what weapons have been used
in carrying out past attacks.

❍ History is the assessment of what the potential terrorist has
done in the past and how many times.

❍ Intention is the assessment of what the potential terrorist
hopes to achieve.

❍ Targeting is the assessment of the likelihood a terrorist (the
specific one may not be known) is performing surveillance
on the particular facility, nearby facilities, or facilities that
have much in common with the particular organization.

The Homeland Security Advisory System is a color-coded hierar-
chy of threat conditions. The threat level for a specific business
facility could be similarly developed in coordination with local
law enforcement, intelligence, and civil authorities.

Table 5-1: Homeland Security Advisory System Related to Threat Analysis Factors

snoitidnoCtaerhT
srotcaFsisylanAtaerhT

ecnetsixE ytilibapaC yrotsiH noitnetnI gnitegraT

ereveS )deR( ● ● ● ● ●

hgiH )egnarO( ● ● ● ● ❍

detavelE )wolleY( ● ● ● ❍

dedrauG )eulB( ● ● ❍

woL )neerG( ● ❍

LEGEND: ●  = Factor must be present.     ❍  = Factor may or may not be present.

Adapted from the Commonwealth of Kentucky Office of Homeland Security.
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Identifying Likely Threat Event Profiles and Tactics
Identifying the likelihood of specific threats and tactics involves
evaluation of attack intentions, hazard event profiles, and the ex-
pected effects of an attack on the facility and organization. Table
5-2, based on FEMA 426, presents general event profiles for a
range of possible forms of terrorism attack. The profiles describe
the mode, duration, and extent of the effects of an attack, as well
as mitigating and exacerbating conditions that may exist. These
and more specific descriptions can be used to identify threats of
concern to individual organizations. (Potential threats are listed
in alphabetical order in the table.)

Table 5-2: Event Profiles For Terrorism and Technological Hazards
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Assigning a Threat Rating
The ultimate product of a threat assessment is the assignment of
a threat rating to each hazard of concern to a particular organiza-
tion. The threat rating, like protection priority, is based on expert
judgment and may be as simple as high, medium, or low.

❍ High Threat. Known terrorists or hazards, capable of causing
loss of or damage to a facility exist. One or more vulnerabili-
ties are present and the terrorists are known or reasonably
suspected of having intent to attack the facility.

❍ Medium Threat. Known terrorists or hazards that may be ca-
pable of causing loss of or damage to a facility exist. One or
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more vulnerabilities may be present. However, the terrorists
are not believed to have intent to attack the facility.

❍ Low Threat. Few or no terrorists or hazards exist. Their capa-
bility of causing damage to a particular facility is doubtful.

An organization may reasonably be concerned only with high
threat ratings in the near term, but may want to consider ad-
dressing medium threats over time.

Alternative: Assigning a Level of Protection Against
Threat
In the absence of experience, assessing terrorist threat is the
most difficult aspect of planning to resist terrorist attack. An ef-
fective alternative approach may be to select a level of desired
protection for a business operation based on management deci-
sion-making, and then proceed to a vulnerability assessment. The
Department of Defense correlates levels of protection with potential
damage and expected injuries. The GSA and Interagency Secu-
rity Committee (ISC) also use the level of protection concept,
though the definitions differ slightly. The following levels are
based on DoD definitions:

❍ High Protection. Facility superficially damaged; no perma-
nent deformation of primary and secondary structural
members or non-structural elements. Only superficial inju-
ries are likely.

❍ Medium Protection. Damaged, but repairable. Minor defor-
mations of non-structural elements and secondary structural
members and no permanent deformation in primary struc-
tural members. Some minor injuries, but fatalities are
unlikely.

❍ Very Low Protection. Heavily damaged, onset of structural
collapse. Major deformation of primary and secondary struc-
tural members, but progressive collapse is unlikely. Collapse
of non-structural elements. Majority of personnel suffer seri-
ous injuries. There are likely to be a limited number (10
percent to 25 percent) of fatalities.
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Note that the ‘very low’ level is not the same as doing nothing.
No action could result in catastrophic building failure and high
loss of life.

VULNERABILITY ASSESSMENT
A terrorism vulnerability assessment evaluates any weaknesses
that can be exploited by a terrorist. It evaluates the vulnerability
of facilities across a broad range of identified threats/hazards
and provides a basis for determining physical and operational
mitigation measures for their protection. It applies both to new
building programming and design and to existing building man-
agement and renovation over the service life of a structure.

The useful product of a vulnerability assessment is the assign-
ment of a vulnerability rating of all appropriate aspects of building
operations and systems to the defined threats for the particular
facility. As with protection priority and threat ratings, vulnerabil-
ity can be cast as high, medium, or low.

❍ High Vulnerability. One or more significant weaknesses have
been identified that make the facility highly susceptible to a
terrorist or hazard.

❍ Medium Vulnerability. A weakness has been identified that
makes the facility somewhat susceptible to a terrorist or haz-
ard.

❍ Low Vulnerability. A minor weakness has been identified that
slightly increases the susceptibility of the facility to a terrorist
or hazard.

The Building Vulnerability Assessment Checklist, presented in
abbreviated form in Appendix B, compiles a comprehensive list
of questions to be addressed in assessing the vulnerability of fa-
cilities to terrorist attack. A subset of the checklist, discussed in
the following section, is particularly useful in the initial screening
of existing facilities to identify and prioritize terrorism risk reduc-
tion needs. Such an assessment can be integrated into a due
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diligence assessment associated with acquisition, refinancing, or
insurance underwriting.

INITIAL VULNERABILITY ESTIMATE
Because of the uncertainty of the threat, many in-
surers, lenders, and owners need a quick,
qualitative assessment of the vulnerability of exist-
ing buildings to terrorist attack. As experience is
gained and more robust vulnerability assessment
tools are developed, the rigor of data collection
and analysis will increase. For now, the estimate of
vulnerability to a simple qualitative scale (high, me-
dium, or low as defined by the vulnerability ratings
described above) may provide useful information.

Answering even basic questions concerning vulner-
ability to terrorist attack may involve three means of data
collection:

❍ Visual inspection

❍ Document review

❍ Organization and management procedures review

Visual Inspection
A property condition assessment of vulnerability to terrorist at-
tack includes an onsite visual inspection encompassing
evaluation of the site and all facility systems including architec-
tural, structural, building envelope, utility, mechanical, plumbing
and gas, electrical, fire alarm, communications and information
technology systems. Equipment operations and maintenance pro-
cedures and records and security systems, planning, and
procedures should also be scrutinized. The investigation may
need to go beyond the site to vulnerability of utility and other in-
frastructure systems.

“There are no universal solutions to preclude terrorist
attacks, since the threat is largely unpredictable and
certainly will change over time.”

(Installation Force Protection Guidelines, USAF)

“No matter how many measures are implemented risk is
always present.”

(Structural Engineering Guidelines for New Embassy
Office Buildings, U.S. Department of State, Bureau of
Diplomatic Security)
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Design Documents Review
The on-site inspection team should work with the property owner
to obtain plans, specifications and related construction docu-
ments as necessary. Equipment operation and maintenance
procedures and records as well as security procedures should also
be scrutinized. All documents should be reviewed assessing con-
cerns related to terrorism vulnerability.

Organization and Management Procedures Review
Because of the transitory nature of the terrorist threat and its un-
certain duration, the most effective approaches to terrorism risk
reduction in facilities may emphasize reorganization of opera-
tional functions and procedures rather than modification of
physical systems. The vulnerability assessment team must scruti-
nize business and operational practices to identify opportunities
to reduce exposure to attack. This will involve scrutinizing both
owner and tenant operations at the building site.

Assessment of Vulnerability to Expected Methods and
Means of Attack
Each building system and business procedure should be assessed
on its vulnerability to a range of terrorist attack methods and
means.

Based on military experience, common terrorist tactics include
the use of moving or stationary vehicles, covert entry, and/or dis-
guise in mail or shipping materials to deliver destructive
weapons.

At present, terrorist attacks might include blast effects, airborne
contamination, waterborne contamination, or some combination
of attack mechanisms. For additional information, see FEMA 426
and FEMA 427, Primer for Design of Commercial Buildings to Mitigate
Terrorist Attacks.
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VULNERABILITY ESTIMATE SCREENING
The following screening tool tables provide guidance for initial
vulnerability assessment. The intention of this assessment is to
distinguish facilities of high, medium, or low vulnerability to ter-
rorist attack. The implication is that high vulnerability facilities
should receive more detailed analysis. Specific strategies for risk
reduction should be developed.

These quick, qualitative 'vulnerability estimate' questions were se-
lected from the Building Vulnerability Assessment Checklist in
FEMA 426. Each question is characterized by how information
concerning the question will likely be collected (visual inspec-
tion, design documentation, and/or review of organizational/
management procedures), and common terrorist attack tactics
(delivery by moving, stationary vehicles, or covert entry, disguised
in the mail or in supply materials; and blast pressure, airborne,
or waterborne attack mechanisms).

For this initial assessment, subjective ratings by qualified profes-
sionals familiar with the facility are appropriate. Assigning a
"high, medium, or low" vulnerability rating to the responses to
vulnerability questions for each building system will provide a
solid preliminary basis for estimating the overall vulnerability of a
particular facility to terrorist attack. The answers to the questions
will also indicate areas of opportunity for mitigation actions to re-
duce terrorism risk.
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‘Site’ Questions
A vulnerability assessment of the ‘Site’ will look at surrounding
structures, terrain, perimeter controls, traffic patterns and sepa-
rations, landscaping elements and features, lines of site, etc.

‘Site’ questions focus primarily on visual inspection to develop
ratings. The questions emphasize vulnerability to moving vehicle,
stationary vehicle, and covert entry tactics. Vulnerability to blast
is the primary concern addressed.

LEGEND: ❏ = Determine high, medium, or low vulnerability rating.     ● = Applicability of factor to question.

Table 5-3a: FEMA ‘Site Systems’ Vulnerability Estimate

?ytilicafehtdnuorrusserutcurtsrojamtahW ❏ ● ●

noitaercerro,yratilim,tnemnrevog,erutcurtsarfnilacitirctahW
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❏ ● ● ●

gnidliubehtmorfecnatsidffodnatsenozreffubmar-itnaehtsitahW
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❏ ● ●
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dnagnidliubehtneewtebecnatsidkcabtesmuminimaerehtsI
?selcihevdekrap
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‘‘‘‘‘Architectural’ Questions
Assessing ‘Architectural’ vulnerability will investigate tenancy, ser-
vices, public and private access, access controls, activity patterns,
exposures, etc.

‘Architectural’ questions focus equally on visual inspection and
evaluation of organizational and management procedures to de-
velop ratings. The questions emphasize vulnerability to moving
vehicle, stationary vehicle, and covert entry tactics. Vulnerability
to blast is the primary expressed concern.

LEGEND: ❏ = Determine high, medium, or low vulnerability rating.     ● = Applicability of factor to question.

Table 5-3b: FEMA ‘Architectural Systems’ Vulnerability Estimate
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?gnikraproiretniro,kcodgnidaol,aeraecnanetniam,gnikrap
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‘Structural and Building Envelope Systems’ Questions
A vulnerability assessment of ‘Structural Systems’ will look at con-
struction type, materials, detailing, collapse characteristics,
critical elements, etc. An assessment of ‘Building Envelope’ will
involve investigating strength, fenestration, glazing characteris-
tics and detailing, anchorage, etc.

‘Structural and Building Envelop Systems’ questions rely on re-
view of construction documents and visual inspection to develop
ratings. Vulnerability to blast is the primary concern.

LEGEND: ❏ = Determine high, medium, or low vulnerability rating.     ● = Applicability of factor to question.

Table 5-3c:

FEMA ‘Structural & Building Envelope Systems’ Vulnerability Estimate

?noitcurtsnocfoepyttahW ❏ ● ● ●
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roiretxeehtfolevelnoitcetorpdetamitserodengisedehtsitahW

?taerhtevisolpxedetalutsopehttsniagasllaw
❏ ● ●
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‘Utility Systems’ Questions
A vulnerability assessment of ‘Utility Systems’ will look at the full
range of source and supply systems serving the facility including
water, fuel, and electricity supply; fire alarm and suppression,
communications, etc.

‘Utility Systems’ questions rely equally on information obtained
from visual inspection, review of construction documents, and or-
ganizational and management procedures to develop ratings.
Vulnerability to waterborne contaminants is expressly consid-
ered.

LEGEND: ❏ = Determine high, medium, or low vulnerability rating.     ● = Applicability of factor to question.

Table 5-3d: FEMA ‘Utility Systems’ Vulnerability Estimate

,ekal,sllew,lapicinum,ytilitu(?retawcitsemodfoecruosehtsitahW
)knategarots,revir

❏ ● ● ●

?eunitnocotsnoitarepowollatilliwgnolwohdnasnollagynamwoH ❏ ● ● ● ●
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‘Mechanical Systems’ Questions
A vulnerability assessment of ‘Mechanical Systems’ will investi-
gate air supply and exhaust configurations, filtration, sensing and
monitoring, system zoning and control, elevator management,
etc.

‘Mechanical Systems’ vulnerability questions and ratings rely pri-
marily on information obtained from review of construction
documents and visual inspection. Vulnerability to airborne con-
taminants is the primary consideration, including contamination
from Chemical, Biological, and Radiological attack.

LEGEND: ❏ = Determine high, medium, or low vulnerability rating.     ● = Applicability of factor to question.

Table 5-3e: FEMA ‘Mechanical Systems’ Vulnerability Estimate
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‘Plumbing and Gas Systems’ Questions
A vulnerability assessment of ‘Plumbing and Gas Systems’ will
look at the liquid distribution systems serving the facility includ-
ing water and fuel distribution, water heating, fuel storage, etc.

 ‘Plumbing and Gas Systems’ questions rely primarily on informa-
tion from review of construction documents to develop ratings.
Vulnerability to waterborne contaminants is expressly consid-
ered.

LEGEND: ❏ = Determine high, medium, or low vulnerability rating.     ● = Applicability of factor to question.

Table 5-3f: FEMA ‘Plumbing & Gas Systems’ Vulnerability Estimate
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‘Electrical Systems’ Questions
A vulnerability assessment of ‘Electrical Systems’ will evaluate
transformer and switchgear security, electricity distribution and
accessibility, emergency systems, etc.

 ‘Electrical Systems’ questions primarily on information from vi-
sual inspection and review of construction documents to develop
ratings. No particular attack mechanism is emphasized.

LEGEND: ❏ = Determine high, medium, or low vulnerability rating.     ● = Applicability of factor to question.

Table 5-3g: FEMA ‘Electrical Systems’ Vulnerability Estimate
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rehtohtiwdetargetniroenola-dnatsmetsysmralaerifehtsI

tnemeganamgnidliubrolatnemnorivnednaytirucessahcussnoitcnuf

?smetsys

❏ ● ●

?gnitropermralaerifsesimerp-ffotnadnudererehtsI ❏ ● ●

‘Fire Alarm Systems’ Questions
A vulnerability assessment of ‘Fire Alarm Systems’ will look at de-
tection sensing and signaling, system configurations, accessibility
of controls, redundancies, etc.

‘Fire Alarm Systems’ questions rely both on information from re-
view of construction documents and review of organizational and
management procedures to develop ratings. No particular attack
mechanism is emphasized.

LEGEND: ❏ = Determine high, medium, or low vulnerability rating.     ● = Applicability of factor to question.

Table 5-3h: FEMA ‘Fire Alarm Systems’ Vulnerability Estimate
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‘Communications and Information Technology
Systems’ Questions
A vulnerability assessment of ‘Communications and Information
Technology Systems’ will evaluate distribution, power supplies,
accessibility, control, notification, backups, etc.

‘Communications and Information Technology Systems’ ques-
tions rely on information from visual inspection, review of
construction documents, and review of organizational and man-
agement procedures to develop ratings. No particular attack
mechanism is emphasized.

LEGEND: ❏ = Determine high, medium, or low vulnerability rating.     ● = Applicability of factor to question.

Table 5-3i: FEMA ‘Communication and IT Systems’ Vulnerability Estimate
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❏ ● ●
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ADDITIONAL SOURCES OF DETAILED FACILITY
INFORMATION
The foregoing questions provide a framework for a qualitative es-
timate of facility vulnerability to terrorist attack. A more detailed
and quantitative evaluation will involve significantly more review
of information in all areas, including additional information con-
cerning 'Equipment Operations and Maintenance' (up to date
drawings, manuals, and procedures, training, monitoring, etc.);
'Security Systems' (perimeter and interior sensing, monitoring,
and control, security system documentation and training, etc.);
and the 'Security Master Plan' (currency, responsibilities, etc.).

Appendix B presents the complete list of detailed questions from
FEMA 426 that should be considered in fully evaluating vulner-
ability to terrorist threats. The means of data collection that
should be employed and the particular terrorist tactics and attack
mechanisms addressed by each question are identified in the ap-
pendix so that specialized checklists can be created to assess
vulnerability to terrorist tactics of particular concern to an indi-
vidual organization.

VULNERABILITY REDUCTION COST INFORMATION
AND ESTIMATES
Typically, a property condition assessment for due diligence
would be followed by consideration of the anticipated costs and
timing of needed upgrades of facility systems. Certainly, estimates
of expected costs of mitigation of system vulnerability to terrorist
attack will become important at some point in the decision-mak-
ing process.

However, an assessment using the questions described above
does not include the level of information needed to project costs.
The qualitative analysis described simply determines broad pre-
liminary options for reducing terrorism risk in a particular
existing facility and does not give insight to expected costs of risk
reduction. At some point in the future, fully capable due dili-
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gence tools for assessing vulnerability to terrorist attack will very
likely include such information and detail. For further discussion
of costs related to blast mitigation, see FEMA 427, Chapter 8.




