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3763.
DISCLOSURE OF INFORMATION ABOUT IDENTIFIABLE BENEFICIARIES

Sections 3764 - 3769 set the guidelines for disclosure of information about a named beneficiary, to whom it may be disclosed, and the purposes for which it may be disclosed. In general, no information may be released except to the beneficiary (or his legal guardian) without the beneficiary's (or legal guardian's) explicit written authorization.

In cases requiring the beneficiary's consent, the authorization may be in any form, but it must:

o
Be signed and dated;

o
Specify the individual, organizational unit, class of individuals or organizational units that the information may be disclosed;

o
Specify the record(s), information, or type(s) of information which may be disclosed; and

o
Indicate whether the consent is a one-time or on-going release of records.

Do not honor a blanket consent to disclose all beneficiary records to unspecified individuals or organizational units.

The disclosure of information about beneficiaries is governed by the provisions of § 1106 if the Social Security Act as implemented by Regulation No. 1, the Privacy Act, the FOI Act, and the DHHS Public Information Regulation.

3763.1
Prohibition Against Disclosure.--Section 1106 of the Social Security Act prohibits disclosure of any file, record, report, or other paper, or any information obtained at any time by the Secretary or an officer or employee of HHS in the course of discharging his duties under the Act, except as prescribed by regulations.  The same prohibition applies to information received by any person outside HHS from the Secretary or an officer or employee of HHS.

The prohibition applies to any agency, organization (e.g., you), or institution, or any of its officers or employees, in the fulfillment of a contract or agreement with the Secretary.

A.
Disclosure of Provider or Physician Records.--The prohibition also relates to any information received from HHS, you or any person or entity that furnishes services under arrangements with a provider or accepts an assignment under the program.  However, patient records in the possession of a provider or physician are not subject to the prohibition against disclosure or to the Departmental rules and regulations concerning confidentiality merely because the patient is entitled to Medicare benefits.  Disclosure of provider or physician records not in the possession of HCFA or you may, however, be subject to applicable State or local laws, or to hospital rules governing disclosure.
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B.
Authority for Refusal to Disclose Information.--When you receive an oral request for information, disclosure of which is prohibited under these guidelines, decline to comply on the basis of the provisions of §1106(a) of the Social Security Act, as amended, and Regulation No. 1 of the Social Security Administration (20 CFR 401).  However, when an oral denial is not acceptable to the requester or a written request is received, follow §3760.1.

If any officer, employee, agent, or subcontractor is served with a subpoena or other compulsory process requiring the production of records or information, the disclosure of which is prohibited, decline to produce the records or information.  The refusal on §1106 of the Social Security Act and Regulation No. 1 of the Social Security Administration (20 CFR 401).  Notify the RO immediately.

C.
Penalty for Failure to Comply With the Rules Relating to Disclosure of Information Obtained in the Administration of the Act.--Section 1106(a) of the Act provides that any person who violates the disclosure provisions shall be deemed guilty of a misdemeanor and, upon conviction thereof, shall be punished by a fine not exceeding $1,000, by imprisonment not exceeding 1 year, or both.

3763.2
The Authority for Disclosure.--Regulation No. 1 defines the basic authorization for disclosure of information obtained in the administration of the program.  The general rule is that information about an individual obtained in the administration of the program may not be disclosed without the authorization of that individual.  Medical information relating to an individual will generally be disclosed under more restrictive conditions than other information and, where permitted, usually may be furnished only upon the written authorization of the individual.  Specific exceptions to this rule are detailed in the following sections.  As far as program operations are concerned, information about an individual may be disclosed without his authorization when the disclosure is necessary in connection with any claim, or other proceeding, under the Social Security Act.

Information will be disclosed for other than program purposes only if the disclosure is authorized by Regulation No. 1 and is consistent with the proper and efficient administration of the program.
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3764.
DISCLOSURE NECESSARY FOR PROPER ADMINISTRATION OF THE HEALTH INSURANCE PROGRAM.

A.
Information About an Individual.--Disclosure of any record, report, or information about an individual is authorized without the individual's authorization connection with any claim, or other proceeding, under the Act when it is necessary for the proper performance of duties of:

o
Any officer or employee of the Department; or

o
Any officer or employee of a State agency, intermediary, provider of services, or other agency or organization participating in the administration of the program by contract or agreement in carrying out such contract or agreement.

SSOs have a responsibility for public information activities.  In their development of a human interest story concerning health insurance, a SSO may, on occasion, request you to provide claims reimbursement information about a specific beneficiary.  Honor such a request when it comes from a SSO employee having authority for liaison with you.

Depending upon the agreements made with the parallel SSO, the employee authorized may be the manager, assistant manager, staff assistant, and/or HI coordinator.  Do not honor requests by other employees for beneficiary claims information.

B.
Disclosure to Third Parties.--In the administration of the program, you may want to avail yourself of the services of third parties such as auditors, court reporters, public stenographers, microfilm processors, or companies developing stenographers, microfilm processors, or companies developing equipment for use in the program.

The arrangement between you and such third parties, even where it is of short duration, is in the nature of an agreement supplementing your contract with the Secretary.  Under such an arrangement, disclosure to these parties of necessary information which relates to, and is used in, the administration of title XVIII of the Social Security Act is permitted as provided by §1106 of the Social Security Act and Regulation No. 1.  However, when
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you enter into an agreement with these parties, inform them that §401.1 of Regulation No. 1 precludes the disclosure of any information on identifiable individuals.  Call their attention to the penalty clause of §1106(a).  Attention should be called to these provisions by letter (see below), and obtain a written agreement to comply with the disclosure provisions before releasing any information.


Sample Letter to Third Party
Dear

We are prepared to make available to your organization certain social security records so that (state reason).

However, before making these records available, we must point out that by law, all information derived on identifiable individuals in the administration of the Social Security Act is confidential and may be disclosed to others only under very restrictive circumstances.  Regulation No. 1 of the Social Security Administration which governs disclosure of official records and information precludes you from disclosing any information on identifiable individuals.

You should also note that section 1106(a) of the Social Security Act imposes criminal penalties for unauthorized disclosure.

Any social security records which do not identify or make identifiable any individuals are not subject to these restrictions, but may be restricted under the provisions of the Freedom of Information Act.

In order to comply with the requirements of the Social Security Act and Freedom of Information Act you must agree to the following conditions before we can make any social security records available to you:

o
Any information which is turned over to you will be used only for the specific purpose intended.

o
All employees having access to this material will be instructed as to its confidential nature.

o
An official of your company will assume the responsibility for ensuring that the information is not revealed to another.

o
The material must be returned to us as soon as you have finished the job.

o
We must have a letter from a responsible official in your office agreeing to these conditions and assuming responsibility for carrying them out.

Upon receipt of such letter, the social security records will be made available to you.

Sincerely yours,
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3765.
DISCLOSURE OF BENEFICIARY-SPECIFIC DATA TO MEDICARE PROVIDERS AND SUPPLIERS IN COORDINATION WITH SOCIAL SECURITY ADMINISTRATION (SSA).


Use these guidelines to handle requests for beneficiary-specific information from providers, physicians, and suppliers.  In general, emphasize that the Medicare card is to be used to obtain the necessary information for filing Medicare claims.  It contains the health insurance claim (HIC) number and entitlement dates, and in the majority of cases, is correct.


A.
Telephone Requests from Institutional Providers, Physicians, Suppliers, and Other Providers.--For telephone requests, use the following procedures:


o
Instruct the requestor that the information may not be released over the telephone, and that the beneficiary is to show them the Medicare card or give them the Medicare number.


o
If the requestor claims that the beneficiary is unconscious or comatose, ask if he/she has tried to get the information from a family member.  If the information cannot be obtained from a family member or other source, and the beneficiary's health is at risk, tell the requestor to call the Social Security office.  Under extreme circumstances, the information may be released under the health and safety exemption of the Privacy Act.  Upon such disclosure, however, notification must be transmitted to the beneficiary's last known address.  Information released under the health and safety exemption should only be disclosed when the time required to obtain the beneficiary's consent might result in a delay which could impair his/her health or safety (e.g., as in the release of medical records on a patient undergoing emergency treatment).  Instances where disclosure without consent is permitted under this provision should be quite rare.  


o
In other cases, if the requestor claims that he/she does not have or cannot get the information from the beneficiary or from any family member or relative, direct him/her to make a written request to the Social Security office.  The written request must be accompanied by a consent statement signed by the beneficiary or his/her authorized representative.  An authorized representative is the parent or legal guardian of a minor, or the legal guardian of an adult who has been declared incompetent by a court of competent jurisdiction.


o
Advise the requestor that the written consent must contain:


-
A statement directed to either SSA or HCFA authorizing release of the information requested;


-
The beneficiary's name (and representative's name, if applicable);


-
The beneficiary's address (or representative's address, if applicable);


-
The beneficiary's Social Security number (if known);


-
The specific information being requested;
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-
A penalty statement which states:  "I am the individual to whom the information/record pertains, or am authorized to consent, on behalf of the individual, to the release of the information/record.  I understand that any false representation to knowingly and willfully obtain information from Social Security records is punishable by a fine of not more than $5,000 or one year in prison, or both.";


-
The beneficiary's signature (or representative's signature, if applicable);


-
The purpose for which the information is to be disclosed;


-
A time frame for disclosing the information (If no time is stated the disclosure will be made on a one-time basis only.);


-
The date of beneficiary/representative signature; and


-
The party to whom the information should be sent (name and address).


o
If the requestor is from a dialysis center, state that SSA will honor the written request accompanied by a written and signed consent statement on a priority basis.  Recommend that dialysis centers include the alert "PRIORITY-DIALYSIS TREATMENT", or a similar statement on the top of the consent form.  This will ensure expeditious handling of the request.  (HCFA and SSA have agreed that requests for information on End Stage Renal Disease beneficiaries need to be honored as quickly as possible because when kidney disease progresses from acute to chronic, the dialysis center needs to know who will pay for the expensive dialysis treatment which the patient usually needs quickly.)


B.
Written Inquiries from Institutional Providers, Physicians, Suppliers, and Other Providers.--If the written inquiry is not accompanied by a written consent statement signed by the beneficiary or representative (and containing all of the elements indicated in §3765A), inform the requestor, in writing, that the information may not be released, and to first contact the beneficiary for the information.  Tell the requestor if that does not work, then he/she should obtain a written and signed consent statement from the beneficiary containing all of the elements outlined in §3765A.


C.
Online Access for Medicare Certified Providers.--Remind Medicare certified providers that you are providing online access to certain entitlement data for those certified providers who bill electronically.  Have them contact you for further information.


D.
Beneficiary Outreach.--When making presentations before beneficiary groups in your service area, remind them to carry their Medicare card with them whenever they are away from home and to always show their Medicare card when they receive services that are covered by Medicare. Refer beneficiaries to SSA for a replacement card if it is lost or misplaced.
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authorized the provider or supplier to pursue a Medicare claim, the release of information may be treated as a disclosure made with the beneficiary's consent.

3767.
DISCLOSURE OF INFORMATION AFTER THE DEATH OF A BENEFICIARY.

Information concerning the fact, date, or circumstances of death may be disclosed when efficient administration permits.  The request must be in writing and must state why the information is sought. Additional information may be disclosed to a surviving relative or an authorized representative of that relative, the legal representative of the estate, or to a probate court for the purpose of appointing a legal representative of the decedent's estate.  Care should be exercised, however, to see that no information which would appear to be detrimental to the individual or his estate is disclosed, i.e., unusual place or manner of death or information which could create a liability to the individual's estate.

Medical information may be disclosed, in form and detail consistent with proper and efficient administration of the program, when reasonably necessary for a title XVIII purpose.  (See §3764 for further information concerning the disclosure of nonmedical and medical information when necessary for a program purpose.)

Medical information obtained in the administration of title XVIII may be disclosed to a surviving relative or legal representative of the estate of the individual or to others for other than a title XVIII purpose, when such information is necessary for a determination as to what supplementary benefits or services such deceased individual was eligible to receive under a private or public hospital or medical insurance program which is consistent with the purposes and objectives of title XVIII.  Such information may be disclosed only if the individual has consented to such disclosure or a surviving relative or the legal representative of the estate consents.  (See §3768C "Release of Title XVIII Claims Information for Complementary Insurance Purposes.")

3768.
DISCLOSURE TO THIRD PARTIES FOR OTHER THAN PROGRAM PURPOSES.

(See §3767 for disclosure of information after beneficiary's death.)
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A.
Nonmedical Information.--Nonmedical information about an individual may be disclosed for other than a program purpose, to persons or organizations designated by the individual, if the individual authorizes disclosure, and if disclosure is consistent with the proper and efficient administration of the Act.

B.
Disclosure of Medical Information to a Physician, Institution, or Other Supplier of Services.--Medical information may be disclosed to a supplier of medical services solely for the purposes of the beneficiary's care or treatment.  Such supplier will be informed that the information is being furnished in connection with the treatment of the beneficiary and that its use should be restricted to that purpose.

l.
Disclosure to the Source of Medical Evidence.--Occasionally in the course of reviewing medical evidence submitted to substantiate a claim, intermediary medical personnel may discover a medical condition
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of which the source of the information is unaware.  (For purposes of this section, the "source" of the information is the part submitting the evidence.)  In cases where a serious or potentially serious condition is found, the intermediary may wish to inform the source of the information.  If the source of the information indicates that the beneficiary is not institutionalized and the identity of his current physician is not known, the source should recommend that the beneficiary consult a physician or institution of his choice for further treatment.

2.
Disclosure to a Source of Medical Services other Than the Source of the Information.--Medical information may also be disclosed, upon request, to the beneficiary's physician or to a medial institution at which the beneficiary is or was a patient when such physician or institution is not the source of the information.  However, consent for the release must be obtained from the beneficiary.

C.
Release of Title XVIII Claims Information for Complementary Insurance Purposes.--Do not release or use information obtained in the administration of the Medicare program for nonprogram activities.  However, when the beneficiary has given written authorization you are permitted to release certain information to your complementary insurance program under specific conditions in your capacity as insurance writer or administrator, or to other insurers for complementary health benefits purposes (see §1601, Part 1).  Under no circumstances use the knowledge of an individual's entitlement or benefit utilization information for purposes of dropping an individual from a group health insurance plan.

l.
Information Which May be Released.--Subject to necessary authorizations, copies, extracts, or summaries of only the following records may be released:

a.
Provider billing forms (e.g., HCFA-1453, HCFA-1487, and HCFA-1483);

b.
Explanation of benefits for Part B Provider Services, or denial letters:

c.
Information on date of entitlement to Part A or date of enrollment under Part B, or the date Part B coverage began;

However, request for other information desired for complementary insurance purposes should be referred to the RO.

2.
Form of Authorization.--Make certain that information is not released without the required authorization.  This authorization may be either indicated on the billing and admission form or on a dated statement from the beneficiary.  Where the authorization is on a dated
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statement it must:

a.
Authorize release of information about his title XVIII Medicare claim; and

b.
Designate to whom the release is authorized; and

c.
Show that the release authorized is for complementary insurance purposes (this may be implied by the designation in b above); and

d.
Indicate whether the authorization is for a one-time or ongoing release of data (i.e., for the duration of the claims and appeals process, but not to exceed 2 years);

e.
Bear the signature of the beneficiary, his legal guardian, or his authorized representative.

Where the bill contains a beneficiary signature or indicates that the beneficiary's signature authorizing release of information is contained in the provider's records, the bill must contain the name of the complementary insurer unless a dated statement as outlined above is already on file.

Where you have a dated statement on file, information may not be released for individual claims when the beneficiary indicated that he does not want disclosure on that claim. This may be indicated on certain claims forms by the beneficiary checking an appropriate block, or by attaching a separate statement.

If someone other than the beneficiary, legal guardian, or authorized representative authorized disclosure to a third part by filling out the appropriate item on the billing form, do not release the information unless an authorization from the beneficiary is on file.  Instead, where feasible, you may wish to inform the beneficiary (or legal guardian or authorized representative) that the signature on the claims form does not constitute a proper authorization for disclosure and that, if he desires information to be disclosed to a third party, he should send to either you or the third part a statement authorizing release. (Indicate the necessary contents of a proper authorization or enclose an appropriate form or statement for use by the proper party in authorizing release.)

If invalid authorizations are a frequent problem, advise third party payers to obtain appropriate ongoing consent statements from enrollees.

3.
Methods of Handling Requests.--Where the complementary insurers desire title XVIII information for certain claims only, either the complementary insurer or the beneficiary may request its release.
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The complementary insurer must furnish the required authorization(s) for release and must pay any charges. (The Medicare program will absorb charges for supplying duplicate EOMB's or billing forms to beneficiaries, their authorized representatives, and to social security offices.) In the absence of a standing arrangement, the mere presence of an "authorization' to release and the identification of a complementary insurer on a title XVIII billing form does not constitute a request for the "release" of information.  There must be a specific request for the information.

You may enter into a standing arrangement with a complementary insurer to provide and charge for title XVIII information, such as EOMB or deductible non-met letter, in every case in which you receive a title XVIII claim which contains the necessary authorizations and identifies the complementary insurer.

4.
Release of Title XVIII Claims Information for Complementary Insurance Purposes by Providers.--Intermediaries should be aware that, subject to specific written beneficiary authorization, providers are permitted to furnish certain limited information about Medicare eligibility status and related claims information to third part payers for complementary insurance purposes.  (See Hospital Manual  §191.3.)

3769.
INTEGRATION OF TITLE XVIII CLAIMS PROCESSING WITH COMPLEMENTARY INSURANCE CLAIMS PROCESSING

A.
General.--If you wish to merge the processing of title XVIII claims with the processing of complementary claims, obtain HCFA approval of the integrated processing system and of the method of cost allocation.  The cost allocation in the integration of a complementary insurance claims process with title XVIII claims requires you to share in the cost of all functions which are determined to be integrated and from which you derive some benefit.

Submit a request for approval if you use as the input to your complementary claims process the claims form submitted under title XVIII, or any by-product of the title XVIII claims process (e.g., a magnetic tape or punchcard; or an EOMB taken directly from the Medicare claims process).  (See Part 1 §§1600 if for fiscal policy requirements for an acceptable integrated system.)

B.
Program Integrity.--Since title XVIII program identity must be maintained, notices and forms for title XVIII purposes must clearly identify their title XVIII origin.  The complementary insurance notices and forms must be free of implication that the coordination of benefits constitutes an official endorsement by HCFA of the complementary insurance plan.  Also, they must not imply that title XVIII entitlement or enrollment is dependent upon the individual's retention of his complementary insurance policy.

C.
Records and Information.--Records and information obtained in the operation of title XVIII are subject to rules of HCFA and to
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other Federal rules on maintenance and destruction, availability for inspection, disclosure, etc.  This means, for instance, that the complementary insurance record must be separate and distinct from the title XVIII record if disclosure of the complementary insurance record is required or permitted under State or local laws.  Furthermore, commingling of records is not permitted if it would prevent conformance with government rules covering the maintenance, transfer, or destruction or records.

Information to which you have access for complementary insurance purposes, except for physician fee profiles, must be disclosed (in accordance with Regulation No. 1) to other complementary insurers, whether or not you use such information to process complementary claims.

D.
Matching Complementary Subscriber Files Against Medicare Claims Files.--  In using an integrated claims processing system, it is permissible to match a currently updated subscriber file against a run of currently processed Medicare claims to extract information required to pay the complementary claim provided:

1.
When routinely securing beneficiary authorization for an ongoing release of information safeguards are maintained to ensure that, where a beneficiary revokes the authorization on the billing form or by a separate statement, there will be no release of information;

2.
When a statement is not routinely secured for the ongoing release of information, controls ensure that there is an authorization per §3768C2 from each Medicare beneficiary with complementary insurance before information is released; and

3.
Controls ensure that no information will be released in the matching process for any Medicare beneficiary who does not have complementary insurance.

Update the subscriber file to incorporate all terminations before each match with the Medicare claims file so that information will not be passed to your private business sector for beneficiaries who are not entitled to the complementary insurance plan.

Do not permit your private business sector to have access to the Medicare claims history file and use only information concerning the current claim from the current run of processed claims.

3770.
DISCLOSURE TO STATE AGENCIES OR TO INTERMEDIARIES ACTING FOR 

STATE AGENCIES ADMINISTERING PROGRAMS RECEIVING GRANTS-IN-AID

A.
Information That May Be Disclosed and Authorization Required.--Information on such matters as entitlement, benefit payment, or benefit utilization relating to an individual who has applied for benefits administered by the State welfare departments may be disclosed.  Such disclosure may be made without the authorization of the individual or his legal representative (i.e., legal guardian appointed by a court or a parent or a minor) to any duly authorized officer or employee of a State agency
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administration of grants-in-aid programs under titles IV, V, or XIX or in the case of Puerto Rico, Guam, or the Virgin Islands, titles I, X, or XVI of the Social Security Act with the authorization of the individual or his/her authorized representative.  Medical information beyond that shown on billing forms relating to an individual (and obtained in the administration of the Medicare program) may be disclosed to a State Agency administering the grants-in-aid program if the State Agency shows a special need for the information, and the file contains a written authorization by the beneficiary specifically consenting to disclosure of medical information.

Title XVIII, billing forms and completion instructions, provide for authorization by the beneficiary for the release of information to State Agencies or their agents.  Where you, or a third party organization, are/is administering the medical payment program under a contract or underwriting arrangement with the State, release information to yourself or to the third party organization on the same basis as you may release information  to a State Agency.

B.
Procedures for Supplying Title XVIII Information to State Agencies.-The nature of the State program and the extent to which it provides for payment of deductibles, coinsurance, and supplementary benefits is determined by the type of billing and payment information needed by State agencies.  Subject to necessary payment of charges by the State in accordance with cost principles set by HCFA (see IM-1, §1602), arrange to release individual payment data such as copies, extracts, or summaries of Part A and Part B billing forms, explanation of benefits, denial letters, or equivalent special forms.

Because of the variations among State programs, arrange procedures for release or use of information with the State Agency.  Arrangements may include transfer of information on magnetic tape.  For example, you could match the updated State buy-in files or a current Medicaid master file or other files prepared by the State.  Obtain approval for this procedure with appropriate cost allocation from the RO similarly to approval required for integrated processing.  (See IM-3, §3769A.)

See IM-1, §§1603 and 1604 for the common provider audit program for titles V, XVIII, and XIX and release of final settlement data.

C.
Electronic Reporting of Crossover Claims.--Provide State Agencies with a magnetic tape file of adjudicated claims for which Medicaid has some responsibility. Provide this data in the UNIBILL file and record format in IM-3, §§3880ff.

If the State Agency accepts crossover claims on magnetic tape, but requires additional data, or format other than UNIBILL, arrange to report these claims to the State Agency.  The State Agency is required to absorb additional costs incurred by you.  (See IM-1, §1602.1.)
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3770.1
 Disclosure to Peer Review Organizations (PROs).--Furnish the PRO responsible for MR for the hospital with a copy of your HUIP or HUOP record for:

o
All inpatient hospital bills including specialty hospitals and swing-bed claims for SNF level services.  (Furnish HUIP records for bill types 111, 112, 113, and 114.)  Also, furnish a record of a bill if a "U" is in the 3rd position of the provider number.  Include initial bills and adjustments.

o
Any outpatient hospital HUOP record identified by Outpatient Code Editor (OCE) as including an ASC procedure. (See Addendum F.)

Prepare the PRO copy of the HUIP or HUOP record as part of your CWF input preparation operations.  Send the PROBILL within 5 days of the payment date.

A.
HCFA Provided HMO Data.--HCFA provides you with HMO data in the trailer "05" response.  Include this data in PROBILL for the PRO as reported.  The following edits assure that your system has not distorted the data:

HMO Code
                  
Indicates if the individual has had 1, 2, 3, or more enrollment periods in an HMO.

HMO Option Code

Must be 1, 2, A, B, or C.

HMO Identification
First position is always H; 2nd through 5th positions are numeric.

HMO Entitlement Date
MMDDYY


HMO Termination Date
MMDDYY (may be zeros).  Year must be greater than 75.  Date must be later than election date.


Prior HMO Period



1.
HMO Identification
May be blanks.

2.
HMO Option
0, 1, 2, A, B, or C (may be blank)

3.
HMO Entitlement Date
MMDDYY (may be zeros)

4.
HMO Termination Date
MMDDYY (may be zeros)
3-257.3B
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B.
Content of PRO Records.--The physical characteristics for the magnetic tape record you give the PROs are 9 track, 1600 BPI, and unblocked.  Put "PROBILL" on an external label (address) and direct the record to the PRO.  The internal label characteristics are:


1.  Identification
7
X  
1-7   
PROBILL

2.  Blank


2   
X  
8-9

3.  Reel Number
3
X 
10-12  
001 and up

4.  Blank


7   
X 
13-19

5.  Intermediary
5
N 
20-24
Your intermediary number

6.  Blank Number
7
X 
25-31

7.  Date of File 
6   
N 
32-37
MMDDYY

8.  Blank
               
2249
X 
38-2286
HUIP  or

               
2237  X 
38-2274 
HUOP 



Use the CWF input record "HUIP or HUOP" for PROBILL.
The PRO file contains inpatient hospital, outpatient hospital, and SNF swing-bed records (e.g., discharges, no pays, and adjustments).  The PRO file includes all swing-bed, distinct part psychiatric, rehabilitation, alcohol, and drug units.  These bills are identified by an S, T, or U in the third positions of the provider number.  The PRO file includes all hospitals whether exempt from PPS or not.  It does not include Christian Science Sanatoria.

See IM-3, §3674.5 for content of the adjustment request record you receive from the PRO. Changes in diagnosis or procedure coding that do not change the DRG or the ASC payment group will not be furnished.  The PRO may want to develop a capability to use your Grouper program.  This is encouraged where feasible. 

Your data tapes are your property.  However, the PRO may use them for supplying the adjustment request record.  Where the number of tapes you forward the PRO exceeds the number returned, work out arrangements for their return.

C.
Working Relationships with the PRO.--Supply the PRO with the PROBILL formats.  Answer any questions the PRO may have about these formats.  Include an explanation of our adjustment system so that the PRO understands the meaning of the data it receives.  If any HCFA-initiated changes are made in the record format(s), inform the PRO about them on a timely basis. Answer questions the PRO may have regarding accommodation of the new data into its system.  In working with the PRO, ensure that the PRO understands:

o
How to recognize adjustment records so that they can be differentiated from original bill records;

o
When changes require submission of adjustment bills (e.g., change in DRG, utilization, deductibles);

o
How to recognize and determine when interim bills are valid (i.e., any valid PPS bills with discharge status coded "30");
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o
When you have changed the provider's original coding; 

o
How to recognize an outlier;

o
The edits you applied to the hospital's data including any override or force codes; and

o
Any other areas that you, the RO, or the PRO believe impact on your exchange of information with the PRO.

D.
PRO/Intermediary Agreements.--In negotiating or renegotiating agreements with PROs:

o
Reference the appropriate sections of this manual and the Hospital Manual concerning the hospital's reporting the results of the PRO's review prior to billing.  Require the PRO to validate this information;

o
Include the frequency with which the PROBILL file will be furnished;

o
Reference the appropriate sections in this manual for HUIP and HUOP record specifications in order to keep agreements current.  Thus, as the manual changes, it is automatically included as a requirement in the PRO agreement;

o
Define invalid, erroneous, or incomplete records and reference them to the edits in IM-3, §3606 or IM-3, §3674.6 for determining valid data;

o
Define adjustments so that the PRO understands when changes require an adjustment bill (e.g., where DRG is changed);

o
Stipulate what assistance you will provide to the PRO in determining program savings;

o
Indicate what access to HCFA software will be provided and how; and

o
Incorporate, by reference, data exchange and processing specifications in IM-3, §§3674.4-3674.8.
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3771.
DISCLOSURE TO THE INTERNAL REVENUE SERVICE.

Information may be disclosed to the Internal Revenue Service when requested for investigation of a possible violation of the F.I.C.A., S.E.C.A., F.U.T.A., or any Federal income tax law.  Any problem in complying with the IRS request (e.g., machine capability, cost, etc.) should immediately be brought to the attention of the RO.

3772.
DISCLOSURE TO THE OFFICE FOR THE CIVILIAN HEALTH AND MEDICAL PROGRAM OF THE UNIFORMED SERVICES (CHAMPUS).

A.
General.--HCFA may disclose certain information to CHAMPUS for use in administering the CHAMPUS program.  The type of information to be made available parallels that made available to noncomplementary title V and XIX State agencies and intermediaries.  (See §3770.)

B.
Type of Information.--It is expected that most requests from CHAMPUS for information will involve primarily Part B Medicare operations in such areas as identification of physicians and other medical practitioners who may be engaging in providing excess services or fraud.  Before this information is released to a requesting CHAMPUS contractor that is not also a Medicare contractor, certain criteria must be met.  The information must previously have been released by intermediaries or carriers in the administration of title XVIII to an official of a medical or other applicable professional society or to an official of a State licensing board (§3480) or to any officer, agency, establishment, or department of the Federal Government charged with the duty of conducting an investigation to determine whether there has been a violation of any provision of a Federal law (§3771).

The types of data covered in §3770B may also be disclosed to CHAMPUS upon request when authorized by the beneficiary or his legal representative.  In addition, Economic Index Data (as prescribed by §§405.502(a) and 405.504(a) of Regulations No. 5) which might affect the limits on prevailing charge levels will be made available upon request.

C.
Procedures for Release.--CHAMPUS fiscal agents desiring Medicare information will usually request it either through the CHAMPUS headquarters in Denver or through the parallel RO. The CHAMPUS headquarters will refer the request to the parallel RO. Should a Medicare contractor receive a request directly, it will refer the request to the RO.  The RO will meet with the CHAMPUS fiscal agent and the Medicare intermediary to determine exactly what is needed, impress upon the CHAMPUS carrier that the information cannot be further disclosed, and the cost involved, if any. (See Part A, Part I, §1602; also note that payment may be estimated or waived if collection would interfere with efficient administration.)  At the ROs discretion, the Medicare intermediary and the CHAMPUS fiscal agent may meet to discuss data and cost requirements without regional involvement.  Upon agreement about data and cost requirements, the RO will authorize release of the information from the Medicare intermediary to the CHAMPUS fiscal agent.
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3773.
DISCLOSURE OF INFORMATION ABOUT PROVIDERS AND SUPPLIERS.

A.
General.--In keeping with the spirit of the Freedom of Information Act and growing consumer interest in health care facilities and suppliers, the Health Care Financing Administration has made available to the public various final reports and other information regarding providers and suppliers.  Disclosure to the public by a contractor is limited, but the following guidelines indicate what information is available, to whom it may be released, and the source to which a requestor should be directed for information that the contractor is not authorized to release.

B.
Disclosure Necessary for Proper Administration of the Medicare Program.-- 
1.
Disclosure of Survey Information of the Joint Commission on Accreditation for Hospitals (JCAH), American Osteopathic Association (AOA), or any other National Accreditation Organization.--HCFA may not disclose any accreditation survey made and released by the JCAH, AOA or other national accreditation organization except as prescribed by regulations.  Accreditation letters and accompanying Recommendations and Comments prepared by the JCAH, AOA or other national accreditation organization for the provider's accreditation survey are confidential and exempted from public disclosure.

A copy of the provider's most recent accreditation survey may be disclosed with the provider's authorization to any authorized representative, employee or agent of HCFA for official use only in connection with the Medicare sample validation or substantial allegation survey program.

2.
Information About Hospitals, Skilled Nursing Facilities, Home Health Agencies, and Independent Laboratories.--Information about a hospital, skilled nursing facility, or home health agency, as well as information about independent laboratories, providers of outpatient physical therapy (rehabilitation and public health agencies and clinics) and portable X-ray suppliers, may be disclosed without the authorization of the institution or organization when such disclosure is required for the proper performance of the duties of:

a.
An officer or employee of the Department;

b.
An officer or employee of an intermediary; or

c.
An officer or employee of a State agency when necessary to carry out his duties under State law in the licensing or approving of hospitals, skilled nursing facilities, home health agencies, or independent laboratories, etc.

Information obtained in the provider certification process is not to be disclosed to those not included in the above three categories, except as indicated in C below.
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However, information that a particular institution is participating in the program may be released; and information indicating the specialties for which title XVIII payment may be made for services of a particular independent laboratory may be released.  This information is usually available from the Directory of Medical Providers and Suppliers of Services published by the Government Printing Office.

3.
Intermediaries Disclosure to Third Parties.-- Disclosure to third parties for program purposes of information about identifiable physicians and other suppliers who are natural persons is governed by the same restrictions and procedures as disclosure about named beneficiaries to third parties for program purposes.  See § 3764B.

Information about unidentifiable individuals or about providers or corporate entities (e.g., clinics or independent laboratories), is not exempt from disclosure by section 1106 and regulations at 42 CFR, Part 401. However, it is not to be disclosed by third parties to which information is disclosed for program purposes.

If the information the intermediary discloses to third parties for program purpose is solely information which does not identify, or make identifiable, individuals (e.g., aggregate statistics or records on providers and other corporate entities) the following sample letter is to be used instead of the letter in § 3764B.


Sample Letter from Intermediary to Third Party
Dear

We are prepared to make available to your organization certain social security records so that (state reason).

However, before making these records available to you, we must point out that by law all information derived in the administration of the Social Security Act is subject to the provisions of the Freedom of Information Act, which exempts from disclosure certain categories of records.  In order to assure that no records held confidential under the Freedom of Information Act are disclosed, you must agree to meet the following conditions before we make any social security records available to you:

l.
Any information which turned over to you will be used only for the specific purpose intended and for no other purpose.

2.
All employees having access to this material will be instructed as to its confidential nature.

3.
An official of your company will assume responsibility for ensuring that the information is not revealed to any other party.

4.
The material must be returned to us as soon as you have finished the job and no copies may be retained.

5.
We must have a letter from a responsible official in your office agreeing to these conditions and assuming responsibility for carrying them out.
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Upon receipt of this letter from your organization, the social security records will be made available to you.

Sincerely yours,

C.
Disclosure of Medicare Reports.--

1.
Provider Survey Report and Related Information.-- Information concerning survey reports of providers or facilities, as well as statements of deficiencies based on survey reports are available at the local social security office or the public health assistance office in the area where the facility is located.  The following data may be released under this provision.

a.
The official Medicare survey report;

b.
Statement of deficiencies which have been conveyed to the provider following a survey;

c.
Plans of correction, and pertinent comments submitted by the provider relating to Medicare deficiencies cited following a survey.

2.
Program Validation Review Reports and Other Formal Evaluation.--Upon request in writing, official reports and other formal evaluations of the performance of providers are made available to the public.  After the survey reports and other formal evaluations are prepared by HCFA personnel, the provider evaluated must be given an opportunity (not to exceed 30 days) to review the report and submit comments on the accuracy of the findings and conclusions. The provider's comments must be incorporated in the report if pertinent.

Program validation review reports are generally released from the RO serving the area in which the provider is located.  In order that intermediaries will be informed of the findings of the program
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validation review, the completed survey report and the provider's comments will be made available to the intermediary servicing the provider.

Informal reports and other evaluations of the performance of providers which are prepared by the intermediary may also be available to the public, subject to certain possible exemptions.  Requests for these reports are to be referred to the Medicare regional office with a copy of the information requested.

3.
Provider Cost Reports.--

a.
Requests for Disclosure.-- Requests by the public either to inspect or to obtain a copy of a provider cost report must be in writing and must identify the provider or class of providers and specific cost reports requested.

b.
10-Day Notice Requirement.-- Intermediaries are required to respond in writing within 10 working days after receipt of the written request, advising the requestor of the date the reports will be available.  This date should be no earlier than 10 working days from the date of the intermediary's response.  (For exceptions, see c below.) A copy of this response must be sent simultaneously to the provider, thus putting it on notice that its report has been requested and by whom.  (For exception, see 4 below)  (The notification and delay in furnishing the data satisfies a court stipulation.)  If the request is for a report submitted by a former owner of a participating facility, copies of the intermediary's response should go to both the present and former owners.  If the request is for a report submitted by a provider no longer participating in the program, a copy of the intermediary's response should be sent to the former provider.  (For both former owners and former providers the copy of the response should be sent to the last known address of the party.)

If the information cannot be made available within a reasonable period of time, the response should include a brief explanation for the delay (e.g., because of the extent of searching, photocopying, or delay in securing reports from records retention centers).  In addition to the provider's copy, a copy must also be sent to the Medicare regional office servicing the provider.

If an intermediary receives a request for information concerning providers that it does not service, such request should immediately be forwarded to the Medicare regional office servicing the provider and the requester so informed.  The regional office forwards the request to the servicing intermediary.
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c.
Exceptions to 10-Day Notice Requirement.-- No 10-day delay in furnishing cost reports is necessary in the case of requests from:

(l)
Federal or State agencies that need cost report information to carry out requirements of the Social Security Act (e.g., a State health planning agency under title XI (§ 1122), or a Medicaid State agency under title XIX).

(2)
The Congress.  Requests from Congress are limited to those from the Congress as an official body (e.g., the Speaker of the House or the President of the Senate, or from the chairman of a committee or subcommittee of the House or Senate with jurisdiction related to the information requested).  Requests from individual members of the House or Senate are considered as requests from the public.

d.
Information That Can Be Disclosed.-- Disclosure is limited to cost report documents that providers are required by regulations and instructions to submit.  In the case of a settled cost report, this includes the intermediary's notice of program reimbursement.  Cost report documents include the statistical page, the settlement pages, trial balance of expenses, cost finding schedules, balance sheet, statement of income and expenses, and other schedules or documents required as part of the regular cost report process.  (Where a provider, after first obtaining program approval, submits equivalent documents in lieu of official program documents, they are subject to the same disclosure rules as apply to official forms.)

If a provider chooses to submit with its cost report additional information not specifically required by regulations or instructions, the intermediary should not disclose such information unless it is contained within an official document or the equivalent thereof. For example, some providers may submit supplementary analyses of certain expenses, details of the professional component adjustment, financial statements (other than the statement of income and expenses and the balance sheet as required in accordance with cost reporting instructions), or income tax returns that are not required by the program. These would not be disclosable by the intermediary.  Except where a provider has not submitted an acceptable cost report and supplements are required to complete the report, any additional documents or schedules that the intermediary requires the provider to submit in support of its cost representations are also not to be disclosed.  In addition, do not disclose audits, schedules, letters, notes, and comments; comments on results of desk reviews (including copies of the actual desk review documents); intermediary notes and comments (including transmittal letters); audit adjustment summaries that intermediaries and auditors are required to prepare; and information pertaining to an individual patient.  Requests for this type of information are to be acknowledged and referred to the regional office.
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NOTE:
Any of the cost report information that the intermediary may not disclose may be disclosed under the Freedom of Information Act by the Medicare regional office, central office or, upon appeal of a denial, by the Administrator, HCFA.  Disclosure may also be ordered by a U.S. District Court upon judicial review.

When an intermediary discloses a settled report, it may disclose schedules applicable to the settlement that have been reworked.  The general rule is that if the intermediary has reworked any of the schedules that the provider is required to submit with its original submission, these schedules become an integral part of the report for disclosure purposes. However, any details containing intermediary or auditor comments concerning the settlement, details of specific adjustments, or supporting schedules applicable to the settlement of the provider's operation are not to be disclosed by the intermediary.

Prior to the release of cost report information to the requestor, the intermediary servicing the provider must screen each cost report and remove nondisclosable documents and information.  If the intermediary is uncertain whether a particular document must be disclosed it should consult the regional office in the region in which the provider is located.  Further, if you discover as a result of review that the cost report reflects information which might result in adverse program publicity, alert the RO immediately. however, do not delay disclosure.

The above instructions do not negate in any manner the requirement that you submit cost reports to HCFA that contain full and complete information, including the details of all intermediary and auditor adjustments, comments, and any supporting schedules that may be needed to verify the settlement.

e.
Responding to Requests for Inspection of Cost Reports.-- Cost reports will be made available for inspection by the requestor at the intermediary's office during regular business hours.  In addition, arrangements will be made to make copies available upon specific request at any RO, or at central office.  Provide appropriate space for such inspections.  Procedures must be established to ensure that all reports inspected are properly accounted for.  Under no circumstances should any requester be permitted to remove cost reports from the place of inspection.

If the requester has questions with respect to the interpretation or analysis of cost report information, such requests for more than routine explanations should be submitted by the requester in writing to the regional office.
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f.
Disclosure of Cost Reports.-- If a request is received to inspect or to obtain a copy of a report that has not been settled, i.e., the final settlement notice of program reimbursement has not been sent, disclose a copy of the report as submitted by the provider.  If settlement has been made, disclose the settled report.  If a requester specifically asks for both the settled and unsettled cost reports of a provider, comply with such request.  When a report is made available for inspection or copying, it should be clearly marked with one of the following captions, as applicable (see Part A, part 2, § 2043).

(l)
Cost report as submitted

(2)
Settlement subject to audit

(3)
Audited settlement

Requests for reproduction of all or part of a provider's cost report may be subject to photocopy fees. If it is determined that a fee must be charged, prepare the written response to the requester in accordance with § 3760.2.

g.
Responding to Requests for Information.-- A requester may desire only selected cost report information of a provider or several providers.  However, the HEW Freedom of Information Regulation specifies that agencies are not required to create a record by compiling selected items from the files; such requests will be met by furnishing copies of specific documents which contain the information requested.  In addition, when you receive a request that requires selecting documents from various cost reports, the request should be honored.  Follow the written response procedure in "b" above even though the entire report is not being disclosed.  Advise the requester that a searching fee will be charged and give an approximate date when the documents will be ready.

4.
Medicare Payment and Cost Data.-- You may release Medicare payment or Medicare cost data concerning a named provider without giving the provider the 10-day notice required in section 3b above.  However, do not give the requester enough information to calculate provider non-Medicare data as well.  For example, do not tell a requester that Medicare payments to the provider represent 30 percent of its total revenues.

The Medicare payment or Medicare cost data may be extracted from such documents as cost reports or Form HCFA-3286, Monthly Actuarial Sample of Hospital Reimbursement. Any extraction of data is subject to the instructions in 3f above concerning creation of records.
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5.
Waiver of Liability Status.--The waiver of liability status of a particular provider and the statistics used to determine that status may be disclosed.

D.
Disclosure of Information About Named Physician and Other Suppliers of Service.--Generally, requests for information about a specific physician or other supplier of services, or for information which would identify such a physician or other supplier of services are not to be honored, except as noted in B above.  Acknowledge such requests and refer them to the RO for response.

If you receive a written request for a physician's or supplier's customary charges, acknowledge the request and send it to the appropriate carrier, when known.  If not known, send the request to the RO.

Request for information about amounts of program payments made to physicians, whether an individual or a member of groups, or to other suppliers, should also be referred to the appropriate carrier.

E.
Disclosure of Names of Providers, Physicians, and Suppliers of Services.--

1.
Names of Providers Terminated from Program Participation.--The fact that a provider no longer participates in the program may be disclosed to the public upon request.  Inquiries as to why a provider no longer participates in the program are to be referred to the RO.

2.
Names of Providers, Suppliers, and Physicians Found Guilty of Fraud.--HCFA publishes the names of providers, physicians, other suppliers of services, or any other persons who have been found by a Federal court to have been guilty of submitting false claims in connection with title XVIII.  Refer requests for such names to the RO for response.

3.
Names of Physicians on Second Opinion Lists.--The DHEW Second Opinion Campaign has led to requests under the Freedom of Information Act for the list of physicians who have volunteered to accept referrals for second opinions.  If an intermediary has a list, it should disclose it upon request.
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