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1.0 Introduction

The Centers for Medicare and Medicaid Services (CMS) has implemented an ongoing security
initiative to address the systems security requirements mandated for Medicare data by a number
of federal and CMS documents. Requirement statements have been collected from these
documentsand consolidated into a set of “CMS Core Security Requirements (CSRs).” Microsoft
(MS) Access® has been used to condense and consolidate these requirement statements into an
automated database that sorts captured requirement statements into Categories, General
Requirements, and Control Techniques. Protocols describe suggested self-assessment procedures
designed to verify that Business Partners comply with system security requirements.

1.1 Extended Scope/New Name

The application known as the Contractor Assessment Security Tool (CAST) has been used by
CMS since 2001 to conduct annual self-assessments, the results of which are submitted and
reviewed annually by CM S as part of its overall security improvement and compliance efforts.

New capabilities have been added to the CAST to address the evolving needs at CMS and its
Business Partners. These changes address Business Partner requests for additional self-
assessment functionality (resulting in an improved CAST component), while also meeting CMS
requirements to track ongoing security issues and status information in response to federal law
(resulting in the addition of an entirely new security oversight component), which includes:

e Plan of Action and Milestones (POA& M) and reporting

e Risk assessments and System Security Plans (SSPs) (future enhancement)
e System components and inventory (future enhancement)

e Audit/review of corrective actions

e Certification, accreditation, and testing (future enhancement).

The CMS Integrated Security Suite (CISS) (pronounced “kiss’) consists of the enhanced CAST
module and additional security oversight functionality targeted at remediation improvement. The
CAST module facilitates management of self-assessment compliance by ensuring consistency
between actual security efforts and reported weaknesses and remediations. The remediation
improvement component provides for tracking and reporting of security information derived
from “Section 912”° evaluations, Data Center reviews, Statement on Auditing Standards (SAS)
No. 70, and Chief Financial Officer (CFO) audits. It also provides Business Partner support in
meeting the federal requirements imposed by the Federal Information Security Management Act
(FISMA).

! Federal and CM'S mandates are listed in the CMS/Business Partners Systems Security Manual (BPSSM).

% The six general and three application control categories in the Federal Information System Controls Audit Manual
(FISCAM) were used as the initial categories for grouping the CSRs. One new category (“Networks”) was added
based on information contained in Presidential Decision Directive (PDD) 63, and the Health Information Portability
and Accountability Act (HIPAA).

% The Medicare Prescription Drug, Improvement, and Modernization Act of 2003—SEC. 912: Requirements for
Information Security for Medicare Administrative Contractors
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Using the CISS, CMS and its Business Partners can:

e Develop, maintain, and issue uniform, enterprise-wide systems security policy

e Peform self-assessments in preparation for audits by specific federa and CMS
organizations using standardized methods of data entry and reporting

e Develop, maintain, and evaluate a central repository for current and historical systems
security program data

e Perform automated data entry of current systems security program data
e Perform automated reporting of current and historical systems security program data

e Perform concurrent dataentry or viewing by more than one qualified security
representative

e Track the status of open issues.

1.2 Interface Enhancements: The Treeview Interface

The CISS enhancements also include significant changes to the user interface. A “Treeview”
interface (Figure 1-1) has been incorporated as a visual, easy-to-use navigation tool for all the
information contained within the CISS application. Treeviews are familiar to users of Microsoft
products (such as M'S Outlook® and MS Windows® Explorer).

Figure 1-1. CISS Treeview interface

- Self-dssessments [CAST)
[ @y Contractar %72 [Data Center)

SE Spstemns

&= Budits

& Findings

= Weaknesses
YQ Action Plans

% Pairts-of-Contact
- Documents

Used extensively throughout the CISS application, the Treeview is useful for illustrating data
interrelationships and navigating through data information structures and relationships. In the

CISS application, the Treeview interface enables users to establish, track, and manage
rel ationships among:

e Systems

e Audits

o Weaknesses

e Findings

o Self-Assessments (CAST)

e Responsible Persons/Owners
o POA&M

o C&A.
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Clicking (specifically, double-clicking and right-clicking) on “nodes’ in the Treeview provides a
variety of functionality within the CISS, including:

Pop-up menus

Direct access to detail forms (Self-Assessments, Action Plans, Weaknesses, Systems,
Findings, Points of Contact)

Direct access to forms for manipulating data within the Treeview.

The Treeview interface and its functionality are explained in Chapter 3.0 as well asin applicable
sections in the User Guide.

1.3

Navigating with the Keyboard

The CISS application uses the “Treeview” interface (Figure 1-1) to display data information
structures and relationships as well as custom forms to display its database information. Users
can use the following keyboard keys to navigate within the CISS interface and forms:

Areas on CISS forms are separated using contrasting colors. The Tab key is used to
navigate from one field or areato the next from left-to-right, then from top-to-bottom.

The right/left arrow keys (-, <) are used in the Treeview to expand/contract the active

node. The up/down arrow keys (1, 1) are used to move up and down the Treeview.

The arrow keys («, 1, -, {) are also used to navigate within a single color-coded area.
Use these arrow keys to select/deselect radio buttons where only one radio button can be
selected at any given time.

The Enter or Spacebar keys activate (i.e., “click”) the currently selected (i.e.,
highlighted) form button, when applicable.

The Spacebar aso toggles between selecting and deselecting the active checkbox, when
applicable.

When nothing is selected or active on aform (i.e., making the form controls inaccessible
to keyboard manipulation), the Ctrl+Tab key combination (i.e., keeping the Ctrl key
depressed while depressing the Tab key) makes the form active again so that the
keyboard can be used. This is the same as clicking a neutral area of the form with the
mouse.

The Alt+{ key combination (i.e., keeping the Alt key depressed while depressing the {
key) opens the selected drop-down menu, when applicable.
TheEsc key closes an open drop-down menu, when applicable.

TheF1 key displays User Guide context help for the active form or field (refer to section
3.11).

The Enter key selects the highlighted entry in a drop-down menu, when applicable.
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WARNING: Pressing the Esc key while entering information into any CISS form deletes all the
information entered since the form was opened and returns the form to its previous state. Use
care not to press the Esc key unless closing an open drop-down menu or deliberately canceling
al changesto an open form.

1.4 User Guide Screen Images

The User Guide was created using screen images from different CISS releases and MS
Windows® versions. There may be some minor differences among the User Guide screen images
and actual CISS screen displays. However, none of these differences affect the instructions
provided in the User Guide. The User Guide will be updated to reflect up-to-date screen images,
as necessary.
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2.0 Getting Started

The CISS database is divided into several database files. Thefront-end database file (CISS.mde)
contains the static code and interface components (forms, reports, etc.). The back-end database
file (CISS BE.mdb) contains the data that is unique to your individual organization (self-
assessment data and Business Partner information). The tool suite places the CSRs and other
relevant data into the back-end database. Other database files may be included to provide a
historical reference to past CSR versions and support datafor specific functionalities.

Note: The back-end database file name (CISS BE.mdb) used as an example in the User Guide is
the default file name when creating a new back-end database. Y our back-end database may have
adifferent file name.

2.1 System Requirements
The following are minimum suggested system requirements for the use of the CISS:

e Persona computer with Pentium 166-megahertz (MHz) or higher

VGA or higher resolution monitor—preferably Super VGA

e 128 megabytes (MB) of RAM or above

e  MSWindows® NT 4.0 with Service Pack 6 (SP6), 2000, XP, or later
e MSAccess® 2000 or later

e MS Office® 2000 Professional

e Adobe Reader®, Version 4 or |ater.

NOTE: The CISS is designed to function with MS Access® 2000 but will function with later
versions (i.e.,, MS Access® 2003). However, the CISS will not function with earlier versions of
MS Access’.

2.2 Selecting the Best Location for the CISS Database Files

The CISS provides for local installation of the main tool components with either local or remote
storage of the back-end data. The optimal location for the CISS back-end data varies with each
organization’s computer system design and CISS user requirements.

Thefront-end database and its associated files should be located locally on each applicable local
workstation. The front-end database installation requires about 16 MB of local disk space and
contains the data that remains static between CSR and CISS application updates.

2.2.1 Network Use

Storing the back-end database (CISS_BE.mdb) on a network alows for the most versatile use of
the self-assessment data. Keep in mind that maintaining the data on a network drive provides
both advantages and disadvantages.
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Advantages:

Multiple users can access CISS data concurrently; the system can accommodate up to
255 concurrent users.

Sharing of back-end data on a network drive alows others to see "live" changes to the
database in real-time (e.g., within 60 seconds).

Locating back-end data files on a network server typically provides for a more frequent
and scheduled backup of CISS back-end data.

Disadvantages.

2.2.2

Connection to any MS Access® database via a network can slow database performance.
The more users logged onto the database, the slower the database response time.

Network access to the data may expose your security data to unauthorized access. It is
recommended that network access to the self-assessment security data directory be
restricted to only those authorized to view or modify the data.

Network connection interruptions can result in corrupted MS Access® databases.
Although the damage is often recoverable, the possibility of such corruption means that
the database requires much more frequent and timely maintenance.

Local Use

Storing the back-end database (CISS BE.mdb) on a local drive has its own advantages and
disadvantages.

Advantages:

Provides for quicker response time due to the absence of network traffic constraints.
Reduces susceptibility to corruption due to network interruptions.

May provide better protection from unauthorized access depending on local system
Ssettings.

Disadvantages:

2.3

Restricts use to those with access to the local workstation/drive.

Loss of local system may result in loss of both access to data and the data itself. Local
drives are less likely to be backed up on a regular basis, resulting in the need to take
measures to ensure that the database is properly backed up.

Installation

This section explains how to install the CISS application.

2.3.1

Installing the CISS Application

To install the CISS application for the first time:

a. Double-clicking the CISS installation file (CISS_Vxxx.exe), where “xxx” is the version

number, displays the following Setup “Introduction” dialog.
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Figure 2-1. Setup “Introduction” dialog

Welcome ko this setup program.

It is strongly recommended that vou exit all Windows
programs before running this setup program.

Click Camcel ko quit Setup and then close any program wou
are running. You may run the setup program again to
complete the installation.

Click. Mext to continue wikh the Setup pragrarn.

Cancel |

NOTE: Since the purpose of these instructions is to install the CISS application, only the
installation steps are explained. Canceling the installation process is self-explanatory.

b. Selecting el | terminates the installation process after displaying a confirmation
dialog. Selecting __sext> | continues the installation process and displays the following
Setup “Copyright Information” dialog.

Figure 2-2. Setup “Copyright Information” dialog

The "CM3 Integrated Security Suite” was developed ;I
for the Centers for Medicare & Medicaid Services
{M3),

=
Do you accept all the terms of the this License Agreement?

If wou choose Mo, Setup will close.,

c. Selecting  m |terminates the installation process, while selecting | s | displays
the following Setup “Select the destination folder” dialog which suggests the default
installation folder.
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Figure 2-3. Setup “Select the destination folder” dialog

I C:\Program Files\C155
Erowse, .. |

Setup will install this product in the specified Folder,

To install in this Folder click Mext,

To install in a different Folder, click Browse and select
another Falder.

< Back |

I Cancel |

It is recommended (but not required) that the CISS be installed in the default installation
folder. Selecting _emwse... | allows the user to specify a different folder.

WARNING: On some systems the user may not have sufficient privileges to install software. In
such a case the default directory may be set to a system directory such as WinNT\System\CISS\.
If this occurs, STOP immediately, and have your administrator install the CISS on your PC.

d. Selecting _text> |displaysthe following Setup “Start copying files’ dialog.

Figure 2-4. Setup “Start copying files” dialog

Setup has enough information ko start copying the
program Files,

IF wou wank to review or change any settings click Back,

If vou are satisfied with the settings, click Install to begin
copying the files,

<gack |7insEE Cancel |

e. Selecting | msal | starts the installation process, after which the following Setup “Setup
Complete” dialog displays.
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Figure 2-5. Setup “Setup Complete” dialog

Setup has finished instaling this product on your computer.

Click Finish ko complete Setup.

f. Selecting |_Ensh | completes the installation process and closes the application. As part
of the installation process, a “CMS Integrated Tool Suite” icon was placed on the
Windows® desktop. Continue with the next section, 2.3.2, to link to the back-end
database.

2.3.2 Connecting to the Back-End Database

The front-end (i.e., application data) and back-end (i.e., Business Partner data) database files
must be linked to work properly. These links must be established the first time the CISS
application is run, and whenever the back-end file name or location is changed or a new back-
end database is created. Refer to section 13.1 for instructions on connecting to the back-end
database.

2.4 Managing Medicare Site Information

The sections that follow describe the mechanics of using the CISS to manage Medicare entity
information and manage contract information (i.e., number, type, name, description) for existing
Sl f-assessments.

2.4.1 Managing Entity Information

The contractor name, abbreviation, and other organization-specific information are used
throughout the CISS application. This information should be entered when initially setting up the
CISS.

To assist in completing the following steps, refer to Figure 3-3 for an image of the CISS main
menu when the application is first opened and no buttons have been selected or clicked. The
contractor name shown in the Treeview top level node, or root node (i.e., “Contractor XYZ"), is
the same name entered in section 13.1.3.3).

a. To change the contractor name or input other contractor entity information, right-click
the contractor name top-level, or root node (i.e., “Contractor XYZ"), to display the
following pop-up menu.
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Figure 2-6. Treeview “Edit” Contractor node pop-up menu

o=
-

POaEM Report
Submit Self-Assessments
Subriait POBEN
Expand Eranch

b. Selecting “Edit” opens the following Entity Information form.

C.

Figure 2-7. Entity Information form

Entity Information

* Entity

* Entity Title Abbreviation
[Contrackar %2 [ e |
¥P Medicare: | ;Iﬁl
sso: | ]+

Entity Address:

Delete save and Close

Note the ®#| button at the end of the “VP Medicare” and “SSO” fields. The Points-of-
Contact (POCs) for these two fields must be selected from a drop-down menu, as
indicated by the =l drop-down menu button. Since both of these drop-down menus list
only POCs that already exist in the database, new POCs cannot be input using the =]
selection in these fields. If there are no POCs in the database (such as when using the
CISS for the first time or when the desired POC is not already in the database), selecting
»#| at the end of either field opens the Points-of-Contact form (Figure 5-1) so a new POC
can be added to the database (refer to section 5.1).

NOTE: The k#] button can be selected to add new POCs. All POCs are contained in a common
database and are not specific to either field or title.

d.

e

After the new POC(s) have been created or if the desired POC(s) aready exists in the
database, a POC can then be selected from the appropriate field drop-down menu. If any
new information is entered into the VP Medicare or SSO fields instead of selecting a
POC from the drop-down menu, the following error message displays when leaving the
form.

Figure 2-8. POC list error message

CISS x|

@ The text you entered isn't an item in the list.

Select an ikern Fram the list, or enter text that matches one of the listed itens.

To close the above error message, delete al information in the applicable field, leaving it

blank, or select a POC from the drop-down menu before selecting |L... | to continue.

Selecting Ssaveanddese | ggves the information, while | Hesew/osaving | exjts without saving the
data. Either button returns the user to the CISS main menu.
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2.4.2 Managing Self-Assessment Contract Information

To assist in completing the following steps, refer to Figure 3-3 for an image of the CISS main
menu when the application is first opened and no buttons have been selected or clicked. The
contractor name shown in the Treeview top level node, or root node (i.e., “Contractor XYZ"), is
the same name entered in section 13.1.3.3).

a. Double-click the contractor name root node (i.e., “Contractor XY Z”) to expand the node
and display its lower-level security oversight element nodes [i.e.,, Self-Assessments
(CAST), Systems, Audits, Findings, Weaknesses, Action Plans, Points-of-Contact,

Documents].
Figure 2-9. Treeview Self-Assessments (CAST) node

e TS Weaknesses
]h Action Plang

Fd Paints-of-Caontact
Docurments

b. Double-click the “Self-Assessments (CAST)” node or select its corresponding # icon to
expand the “ Self-Assessments (CAST)” node and display the Self-Assessment names that
exist in the back-end database. To edit a Self-Assessment name or other contract-related
information in an existing Self-Assessment, selecting the desired Self-Assessment name
node [i.e., “Contractor XY Z (Data Center)”] and right-clicking the Self-Assessment name
node opens the following pop-up menu.

Figure 2-10. Treeview “Edit” Self-Assessments (CAST) node pop-up menu

@ Contractor X¥Z
- @By Sell-Assessments [CAST)
Contractar =¥Z [Data Center]

E‘E Spstems
[ geed Buidits Delete
/By Findings Yalidate
[ @ Weakneszes Create Workshests
[+ 'ﬁ Action Plans Unlack All Records
= % Pairits-of-Cortact Reports

oo i Documents Expand Branch

c. Selecting “Edit” from the pop-up menu opens the following Edit Self-Assessment dialog.

Figure 2-11. Edit Self-Assessment dialog

Edit Self-Asseszment

* CMS Number: [12345 |
* Title: [Contractor ¥¥Z (Data Center) |

Description: |This is the Data Center For our Part & and Part B contracts,

Delete Close w/o Saving
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d. After the Self-Assessment contract information has been updated, selecting = save and close
saves the information and closes the dialog. Selecting | Hesew/esaving | exjts the dialog and
returns to the CISS main menu without saving the changes.

2.5 Other Recommended Setup Activities

The relational nature of the CISS application means that al security-rel ated data are entered once
and then linked together hierarchically. For example, Self-Assessments contain CSR responses,
which contain links to one or more responsible parties known as POCs. Non-compliant CSR
responses (i.e., response status other than “Level 3,” “Level 4,” “Level 5,” or “N/A”) link to
Weaknesses, that link to Action Plans, and each of these link to responsible POCs.

Because POCs are such an integral (and required) part of the various security oversight elements
tracked in the CISS, users are encouraged to refer to Chapter 5.0, and add their POC data to the
database before entering other data. Then, the POCs are available for assignment when
necessary. Otherwise, if a POC does not already exist in the database, the user must close the
CISS element form to create the POC and re-enter the original element form before the POC can
be assigned (or linked) to the security element.

NOTE: The only CISS element form that allows POCs to be created and assigned within an
entry form is the Entity Information form (Figure 2-7). All other element forms (except the POC
form) require that POCs be selected from a drop-down menu and only pre-existing POCs appear
on the drop-down menu.
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3.0 Interface Overview

The CISS interface makes use of a Treeview interface, command buttons, drop-down menus,
pop-up menus, and other conventional MS Windows® controls and behaviors. To open the CISS
application, double-click the “CMS Integrated Security Suite” desktop icon that was created
during installation (refer to section 2.3.1).

Upon opening, the CISS may display the following Files are missing! dialog message over the
CISS “WARNING” statement. This dialog message displays whenever the CISS has determined
that CAST or POA& M supporting documentation previously attach to the CISS (refer to Chapter
4.0) are missing or changed. Since this is a critical error, the CISS will continue to display this
error message multiple times while accessing various program options. To correct this critical
documentation error and stop this message from displaying, refer to section 4.7.

Figure 3-1. CISS Files are missing! dialog message

AUTHORIZED PERSOMMEL ONLY!

CMS Integrated Security
Suite

X
@ The following File(s) are missing From the database:
"Document ABC (Fev.1).doc” (entered into the database on 1/30/2006 10:58:50)
"Diocument ABC, doc” {entered into the database on 1730/2006 03;48;000
“Document DEF.doc” {entered inta the database on 1/30/2006 12:03:14)
"Document GHI.doc” (entered into the database on 1/30/2006 12:03:18)

Flease go to the Database Admin screen (From the Main screen) ko correct this issue 35 SOOM A5 POSSIELE!

Do Mot Accept |

CMS Irtegrated Security Suite \

Otherwise, the CISS displays only the CISS “WARNING” statement dialog (Figure 3-2)

indicating that the information contained in the database is sensitive and access to the

information should be restricted to authorized personnel only. Information concerning the

security readiness of the applicable systems should be treated as sensitive (possibly as company
proprietary as well).

NOTE: If a CONNECTION ERROR message displays over the “WARNING” statement (such
as when opening the CISS for the first time), refer to section 2.3.2 before proceeding.

To proceed, the user must “Accept” the terms presented in the WARNING statement by
selecting &=t | Selecting _Be Nt Accent |c|osesthe application.
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Figure 3-2. CISS “WARNING” statement

CMS Integrated Security

Do Mot Accept |

CHMS Intagrated

After acceptance, the CISS application opens to the following main menu.

Figure 3-3. CISS main menu
Chz_ack for Updates

=] Contractor XYZ ~
Self-fssessments
(EA5T)

Systes

Erdings

WeskHEssEs

Achion Blans

Prints-of-Cantact

Bivok Reports

Admin Taols

Analysis Reports

Database Admin

Change Backghd Database

CMS Integrated Security Suite Yersion 7.00 {Build 0007} / CSR Rev.7.0, February 2006
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NOTE: The gt Tesls and Gralyss Rzpas buttons displayed on the main menu in

Figure 3-3 and Figure 3-4 appear only on the CMS version of the CISS application. These
buttons are used by CM S to import Business Partner Self-Assessment and POA&M submissions,
and process the data in their master back-end database. Only the main menu features available in
the contractor version of the CISS application are displayed and discussed in the remainder of
the User Guide sections. The CM S-only button features are explained in Chapter 14.0.

When the main menu initially opens, it displays a single root-level node representing the
organization’s name (i.e., “Contractor XYZ"). This rootdevel node is named when the database
isinitially configured (refer to section 13.1.3.3) but can be changed at any time (refer to section
24.1).

In addition, the security oversight element buttons on the right side of the main menu [i.e., Self-
Assessments (CAST), Systems, Findings, Weaknesses, Action Plans, and Points-of-Contact] are
not activated (i.e.,, not selectable) when the main menu initially opens. Double-clicking the
Treeview rootdevel node (i.e., Contractor XY Z) expands the root 4evel node (refer to section
3.1.5 for an explanation of the Treeview region) and activates the security oversight element
buttons (Figure 3-4).

3.1 Main Menu

For User Guide discussion purposes, consider the CISS main menu as having three regions (refer
to Figure 3-4). This is only done to assist in distinguishing and explaining the differences
between Treeview and button selection options.
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Figure 3-4. CISS main menu regions

E® CMS Integrated Security Suite

L g Sell-Assessments [CAST)
&
m
&3
2
@
Component
Region
Treeview
Region
Application
Control
Region

The Component region buttons are disabled when the CISS main menu initially opens but its
buttons are enabled after the Treeview root-level node is expanded to display its major upper-
level node contents. To expand the Treeview root-level node and activate the Component region
buttons, double-click the root-level node name (i.e., Contractor XY Z).

Each of the Component region buttons and Treeview major upper-level nodes in Figure 3-4
represent a different security oversight element (refer to section 3.1.5 for an explanation of the
Treeview region). The Treeview region nodes and Component region buttons provide access to
the same information contained in the back-end database. The information is simply accessed
differently. The different CISS application components are explained in more detail in their
applicable User Guide chapters.

It is important to note that all information relating to the same record entry (e.g., POC, System,
Weakness, Audit) only has to be entered once. Form updates are automatically reflected in the
corresponding record and all related or linked forms so multiple changes are not required.
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3.1.1 Help

Located above the center portion of the main menu Treeview region (Figure 3-3) is a ﬂl
button. Theﬁl button opens this html-based CISS User Guide which isincluded as part of the
CISS application installation file. Selecting ﬂl opens the following CISS User Guide dialog
window for viewing or printing.

Figure 3-5. CISS User Guide

E? CISS User Guide MEET |
S A N N i

Hide Fievious Mest Back  Fonward  Home Print  Options

LContents ||ﬂdex I §earch|

1.0 Introduction

The Centers for Medicare and Medicaid Services (CMS) has implemented an ongaing
security initiative to address the systems securitmequirements mandated for Medicare

= u 1.0 Intraduction
@ 1.1 Extended Scope/Mew Mame
[£] 1.2 Interface Enhancements: The Treeview Interface
@ 1.3 Navigating with the Keyboard

[5] 1.4 User Guide Screen Images data by a number of federal and CMS documents . Reguirement statements have been
= ([ 2.0 Getting Started collected from these documents and consolidated into a set of “CMS Core Security
[£1 2.1 System Requirements Requirements {CSRsY.” Microsoft Access® has been used to condense and consolidate
= I 2.7 Selecting the Best Location for the CISS D atshase Files these requirement statements into an aﬁomated database that sorts captured

@ 2.2.7 Network Usze

[5] 222 Local Use
B ([ 2.3 Installation

@ 2.3.7 Installing the CISS Application

[£] 232 Connecting tn the Back-End Datahasze
= u 2.4 Managing Medicare Site Infamation More:

@ 2.4.1 Managing Entity Information [0 1.1 Extended Scope/New Name
[E] 2.4.2 Managing SelfAssessment Contract Information ] 1.2 Interface Enhancements: The Treeview Interface
@ 2.5 Other Recommended Setup Activities () 1.3 Navigating with the Keyboard

@ 30 Interface Dverview [ 1.4 User Guide Screen Images
Q 4.0 Documentation

@ 5.0 Paints-of-Contact (POCs)

@ 6.0 5elAssassments

Q 7.0weaknesses

@ 8.0 Action Plans

Q 9.0 Systems

@ 10.0 Audits

Q 11.0 Findingz

@ 12,0 Submissions to CMS

@ 130 Database Admiristration

Q 14.0 CM5 Administrative Functions (For CHS Use Only)

requirement statements into Categories |, General Requirements, and Control Techniques.
Protocols describe suggested self-assessment procedures designed to verify that Business
Partners comply with system security requirements.

4| |+

The User Guide includes tabs for Contents, Index (not functional in this release), and Search.
The “Contents’ tab lists the User Guide table of contents and it functions like the CISS Treeview
regions (refer to section 3.1.5). The " Search” tab allows searches through the entire User Guide.

The“More” yellow highlighted area depicted in the above dialog window figure lists any lower-
level sections or sections (if applicable) for the active “Contents’ tab selection. Selecting any
hypertext section number or heading text in the “More” area “jumps’ to the selected link. To
return to the previous section or section Treeview selection, use the £ button. To “jump”

Back
forward to the “More” hypertext link again, use the .= button. Selecting these two buttons

multiple times steps forward or back through all the hypertext section links previously selected.
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Using the Page Down and Page Up keys does not scroll continuously from section to section.
These keys only scroll through the active section or section. To scroll continuously from one

section to the next, either forward or backward, use the CISS User Guide dialog window *

and _ T buttons.

The User Guide also includes interactive hypertext links to figures, chapters, and sections
wherever they are referenced in User Guide chapters or section topics. Some of the hypertext
links may not be functiona in the current User Guide due to a bug in the help authoring
application which is not part of the CISS. When/if this bug is fixed, the nonfunctional links will
be corrected in afuture CISSUser Guide release.

Using a html-based help system provides the capability to link topics within the User Guide to
CISS forms, fields, and dialogs. Selecting the F1 key while a dialog or entry form is active
displays generic User Guide help for the active dialog or form. When the cursor is active in a
form field or area, selecting the F1 key displays User Guide help specific to the selected field or
area. Using theTab key to move the cursor focus to aform or dialog button displays User Guide
help for the active button, if applicable.

3.1.2 Check for Updates

If the CISS is installed on a computer that has access to the Internet, the CISS can check for
newer releases. Located above the right portion of the main menu Treeview region (Figure 3-3)
IS a  Checkforlpdates | button. The CISS can be configured to automatically check for newer

releases each time it is opened or the | Checkfer Updates | button can be selected to manually check
for updates. Refer to section 13.2.6 for this CISS configuration setting. However, for the

Check for Undates | button to function, either automatically or manualy as described here, the
computer must have Internet access.

If the CISS is installed on a computer that does not have access to the Internet, the user is
required to use a computer that has Internet access to check for, and download, the latest CISS
release. The CISS Info web page (http://cisstool.com/Info.aspx) which is located at the CISS Tool
Support web ste (http://cisstool.com/default.aspx) maintains the latest release of the CISS tool.
To update the CISS application, refer to section 13.3.

To determine which CISS version/build number and CSR version is currently installed, check the
version information located in the lower area of the main menu below the Treeview region

(Figure 3-6).

Figure 3-6. CISS / CSR version information

’ Duit Access

CMS Integrated Security Suite Yersion 7.00 {Build 0018) / CSR Rev.7.0, February 2006
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3.1.3

Component Region

The following CISS security oversight elements can be accessed using their respective buttonsin
the Component region of the main menu:

Figure 3-7. Component Region Buttons

Button

Function

Self-Assessments
(CAST)

Invokes the Self-Assessment form (refer to Figure 6-7). Provides
access to al the Self-Assessments in the back-end database.

Systems

When implemented, invokes the Systems form. Provides access to all
the Systems in the back-end database.

Eindings

Invokes the Findings form (refer to Figure 11-1). Provides access to all
the Findings in the back-end database.

Weaknesses

Invokes the weakness form (refer to Figure 7-1). Provides accessto all
the Weaknesses in the back-end database.

Action Plans

Invokes the Action Plan form (refer to Figure 8-1). Provides access to
all the Action Plans in the back-end database.

Piints-of-Contack

Invokes the Points-of-Contact form (refer to Figure 5-2). Provides
access to al the POCs in the back-end database.

Pivot Reports

Invokes the Pivot Table Wizard form (refer to section 3.11). Provides
access to user-configurable custom reports.

Admin Tools

For CMS use only—not displayed on the contractor version of the
CISS application.

Analysis Reparts

For CMS use only—not displayed on the contractor version of the
CISS application.

3.1.4 Application Control Region
The following buttons are available in the Application Control region of the CISS main menu:

Figure 3-8. Application Control Region Buttons

Button

Function

Database Admin ‘

Invokes the Database Administration menu (Figure 13-19) which
permits the user to determine who is using the back-end database,
compact/repair and backup the back-end database, and set the CISS
update option to manual or automatic (refer to Chapter 13.0).

Change Back-end Database

Invokes the Connect to Back-end Database form (Figure 13-2), which
permits the user to change the back-end database file (refer to section

13.1.3).

Quikt Access

Closes the CISS application and exits from M SAccess”.
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3.1.5 Treeview Region

When the CISS main menu initially opens, it displays a single root-level node representing the
organization’s name (“Contractor XYZ” for User Guide examples) (refer to Figure 3-3). This
root-level node is named when the database is initially configured (refer to section 13.1.3.3) but
can be changed at any time (refer to section 2.4.1).

3151 Expanding Treeview Nodes

If the Treeview root-level node) is not already expanded, double-click the root-level node (i.e.,
“Contractor XYZ”). This activates the Component region buttons and expands the Treeview
root-level node to display the major security oversight element nodes (Figure 3-4). Each of these
major security element nodes (i.e., Self-Assessments [CAST], Systems, Audits, Findings,
Weaknesses, Action Plans, Points-of-Contact, Documents) represents a different security
oversight function within the CISS application. Each major security element node and its
corresponding lower-level nodes are represented by different icons and icon colors (refer to
section 3.1.5.2 for an explanation of the different Treeview node icons).

The presence of a® icon by a major security e ement node indicates that the node contains other
lower-level nodes and related information. The major security element node, as well as all lower-
level nodes, can be expanded by clicking the corresponding ® icon, when present, to display
other lower-level nodes or its contents (refer to Figure 3-9). If any node level does not display
the ¥ icon, it is already expanded to its lowest |level—there are no lower-level nodes or other
information to display. Each Treeview node level represents a collection of information (i.e.,
records) stored in the CISS back-end database, and the Treeview nodes present a hierarchical
display and method of accessing all the information contained in the CISS database.
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Figure 3-9. Partially expanded Treeview region nodes
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Clicking an expanded node’s corresponding = icon collapses (i.e., closes) al lower-level nodes
to the selected node level. However, clicking a node’s corresponding # icon only expands the
selected node to the next lower-level node. It does not expand all lower-level nodes—it expands
only one level below the selected node level. Also refer to section 3.1.5.3 for an explanation of
Treeview node pop-menu options that can be used to expand and collapse nodes.

Note in Figure 3-9 that when major security element nodes and lower-level nodes are expanded
to their lowest level, the lower-level nodes display the same information included in other nodes.
For example, the POC names displayed in the lower-level POC nodes under the Audits,
Findings, Weaknesses, and Action Plans major security element nodes display the same POC
names that are included in the mgor-level Points-of-Contact node. In this example, the
information related to a single POC is entered once in the applicable POC record but that POC
record can be linked to as many CISS activities or elements, as necessary.

As mentioned earlier, the point to make here is that all information relating to the same record
entry (e.g., Weakness, Audit, Finding, Weakness, POC) only has to be entered once. Any change
made in any form or record, no matter how the user navigated to or accessed it, is updated
wherever applicable, so that multiple changes are not required.

3.152 Treeview Node | cons

The Treeview uses different icons to represent each of the major security element nodes (e.g., the
Audits 4/ icon). These same mgor security element icons are used to represent the security
element (e.g. Audits) whenever it is displayed in other security element lower-level nodes (refer
to Figure 3-9). In most cases, the Treeview also uses different colored icons or different icon
representations to display the status of the lower-level node (refer to the individual Findings
displayed under the Findings major security element in Figure 3-9 for examples). The different
Treeview node icons and icon representations are explained in the following table.

NOTE: When a node is selected, its icon representation changes (e.g., enlarges) to indicate its
selection. Also, the Self-Assessment “padlock” icon can display a locked or unlocked padlock
icon based on the Self-Assessment status. These temporary and locked/unlocked node selection
changes are depicted separately in the following table.

Figure 3-10. Major and Lower-Level Security Element Nodes

o
o
-

Major and Lower-Level Security Element Nodes
Self-Assessments (CAST)
CSR Level 0 status
CSR Level 1 status
CSR Level 2 status
CSR Level 3 status
CSR Level 4 status
CSR Level 5 status

i

|| @ (L |

CSR N/A status in agreement with Applicability matrix

CISSUser Guide v7.08 22




CISS User Guide — Interface Overview

CSR N/A status in conflict with Applicability matrix

CSR status not assigned

Systems (Not functional in this release.)

Audits

iE%HE

Individual Audits

]

Findings

Closed status

Closed Pending status

Ongoing status

Delayed status

Status not assigned

Weaknesses

Closed status

Closed Pending status

Ongoing status

Delayed status

DIDDD@EEE@EE

Status not assigned

Action Plans (Note: Action Plan status is based on
milestones.)

Closed status

Closed Pending status

Ongoing status

Delayed status

Status not assigned

Points-of-Contact

Individual POCs

Documents

[ A
EJE!QEQQQ

Individual documents
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3.1.53 Treeview Node Pop-Up Menus

Right-clicking selected Treeview nodes activates a pop-up menu that allows specific functions to
be performed (e.g., Add, Edit, Delete, Validate, etc.). The following figure depicts an example of
a Treeview node pop-up menu expansion.

Figure 3-11. Example Treeview node pop-up menus

@ Contractor XYZ
[ By Self-bizzessments [CAST

petems
S ged Audits Delate
; CFO EDP Review: Fyr  Validate
Section 912 Evaluatior  Create Workshests h
[ — ﬂ Findings Unlock Al Records
f-o B EE05-9E-007: Metwe Reports
e W vZ-05-9E-002 Securi  Expand Branch res
[ WV Z-08-E-007: Physical BCCESE Weakness
[ BF Y Z-08-E-002: Application Chanage Management Praaram Controls
e W EvZ05-E-003 Mowiitten Policies or Periodic Bokarnd Inwstigatn
[ WY Z-08-E-004: Entibpide Security Plan Haz Mot Been Developed
BTl Weaknesses

—- O ¥VE_D_2005_1: Physical Access
O =vZ_D_2005_2: Change Management Controls
O =YZ_C_2005_1: Penetration Test
O =vZ_C_2005_2 Security Incident Handling Procedures
B =YZ_C_2004_1: Entitywide Security Plan
e [ ¥YZ_C_2004_2 Background Investigations
Action Plans
e e Entibywide Securnity Plan
@ Change Management Procedures
@ Hot Site Penetration Test
@ Background Reinvestigations
@ Secunty Incident Handling Procedures
- . Phpsical Aocess
El[ii Points-of-Contact
1 Jobmzon, John
i 1 Smith, James
‘ Dacuments

@)

|
L
- - /- -

[l g & wRn R G R o)

The Treeview pop-up menus are node-specific. The same pop-up menu options are not available
at all node levels and to al node elements. All pertinent pop-up menu functions are explained in
their respective sections in the User Guide. The following table summarizes the pop-up menu
options and functions.

NOTE: The Supporting Documents form (Figure 4-1) uses different pop-up menu options than
those available in the Treeview region, so those pop-up menu options are explained in section
4.8 and not included here.
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Figure 3-12. Treeview node pop-up menu summary

Pop-up Selection

Function

Add

Opens adiaog to add a new selected security element record

Collapse Branch

Collapses all expanded lower-level branches (displays only if
abranch is expanded)

Create Wor ksheet Creates aworksheet for the selected CSR

Create Wor ksheets Creates worksheets for al CSRs in the selected Self-
Assessment

Delete Opens adiaog to delete the selected security element record

Disabled Thisfunction is disabled in the current release

Edit Opens adiaog to edit the selected security element record

Expand Branch

Expands the next three (3) lower-level branches, if available
(displaysonly if branch is collapsed)

POA&M Report

Generates a POA&M Report for internal Business Partner
use

Reports

Opens the selected security element reports menu

Submit POA&M

Prepares the POA&M report for submission to CMS

Submit Self-Assessments

Prepares al Business Partner Self-Assessments for
submissionto CMS

Unlock All Records

Unlocks all CSR response records in the selected Self-
Assessment

Unlock Record

Unlocks the selected CSR response record

Validate

Performs a validation check on the selected security element

3.2 CISS Form Navigation Controls

The CISS application uses custom forms to display its information. Users can move through
these form records using a mouse and the navigation buttons found in the bottom-left area of
each form, such as the POC Record form navigation buttons shown in the following figure.
These are the same navigation buttons used in most MS Access® applications.

Figure 3-13. Record navigation buttons

POC Record: W 4 20f3

>|H‘P* L

Refer to the following figure for a summary of how to use these navigation buttons to move

through form records.

CISSUser Guide v7.08

25



CISS User Guide — Interface Overview

Figure 3-14. Record navigation button use

Tile Function
4 Moveto first record
A Moveto previous record
Current record of total records
i Move to next record
M Move to last record
ﬂ Insert new record
ﬂ Delete current record

3.3 CISS Form Modes

The CISS application uses custom forms to display the information contained within its database.
All CISS forms can be opened in READONLY (Figure 3-15), EDIT (Figure 3-16), or ADD
(Figure 3-17) modes depending on the method employed to open the form (refer to section 3.4).
In these examples, only the bottom portion of the Points-of-Contact form is included in the
figures to illustrate the mode differences. The top portion of any CISS form is identical in all
three modes and the modes in these examples apply to al CISS forms. The bottom portion of the
Self-Assessment form differs from these examples but the modes function the same. Instructions
for completing the various CISS forms are contained in separate sections in the User Guide.

Figure 3-15. CISS form READONLY mode

READONLY I| |I

POC Record: |<| <| 1of3 » >|| Hel ml Undo | Edit | Reports Close |

Figure 3-16. CISS form EDIT mode

o wmo orr )] I
POC Record: ﬂ j 10f3 j ﬁ ll il Undo | save | Reports Close |

Figure 3-17. CISS form ADD mode
e |
POC Record: ﬂ j 4 of 4 j ﬁ ll il Undo | save | Reports | Close |

The following figure explains the functional differences among these form modes and how to
change from one mode to another mode:
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Figure 3-18. CISS form modes

Mode

Functional Capability

READONLY
(Figure 3-15)

READONLY mode is used to view an existing database record. In this
mode, the form fields are not ready for user input or modification, and the

unde | and [save | buttons are inactive. To change the form to EDIT mode
and activate the _undo | and save | buttons, select _edic | (refer to EDIT mode
below).

Selecting dese | before selecting _edit | closes the form and returns to the
CISS main menu. Selecting [edit | changes the form to EDIT mode and

selecting _undo | while in EDIT mode returns the form to READONLY
mode. Selecting  tlese | closes the form and returns to the CISS main menu.

The _ Reports |buttonisactiveto open the form’ s report menu.

The record navigation buttons at the bottom of the form are active. These
navigation buttons allow movement through all existing POC records (refer
to section 3.2).

The ** |and "™ |buttons are active. Selecting _** | opens a new blank

record in ADD mode (refer to ADD mode below) while selecting ™
deletes the active record after awarning confirmation message.

EDIT
(Figure 3-16)

EDIT mode is used to modify form fields in an existing database record. In
this mode, the form is ready for user input or modifications, and the | unde
and [save | buttons are activated. Selecti ng Uunds | closesthe form and returns
to the CISS main menu.

The __ Reports |buttonis active to open the form'’s report menu.

Some form fields are “locked” (i.e., no longer editable) by the CISS when
their data is submitted to CMS. When this condition applies to a form, it is
explained in the applicable User Guide sections.

The record navigation buttons at the bottom of the form are inactive. This
ensures that the user cannot exit the form except through the ~unde | and

Save | buttons.

ADD
(Figure 3-17)

ADD mode is used to add a new record to the database. In this mode, a
blank form is opened and the form fields are ready for user input, and the

undo | and [save | buttons are activated. Selecting | unde | closes the form and
returns to the CISS main menu.

The Eeports I hytton isinactive.

The record navigation buttons at the bottom of the form are inactive. This
ensures that the user cannot exit the form except through the unde | and

Save | buttons.
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3.4 Accessing CISS Forms

This section explains how to access CISS forms and explains why one method might be better to
use than another in certain situations. It is aways the same information presented in the CISS
forms no matter how the form is accessed, but one method (Treeview region nodes) provides
quicker, direct access while the other (Component region buttons) is better for browsing through
security element record forms.

As shown on the CISS main menu (Figure 3-4), some Component region buttons [i.e., Self-
Assessments (CAST), Action Plans, Weaknesses, Systems, and Points-of-Contact] include both
Treeview major-level nodes and Component region buttons. However, “Audits’ has a Treeview
major-level node but no Component button. All security oversight elements can be access
directly from a corresponding Treeview region node when the nodes are fully expanded. For
example, in Figure 3-9, individual Findings are listed under the “Audits’ and “Weaknesses’
major-level nodes.

Most CISS forms can also be accessed from within other forms but the explanations in this
section refer to using Component region buttons or Treeview region nodes to access CISS forms.
How, as well as where, a CISS security element is accessed determines what mode the element
form is opened in and the form’ s functionality (refer to section 3.3).

3.4.1 Using Component Region Buttons to Access Forms

Using a Component region button (Figure 3-19) to access a CISS security oversight element
always opens the selected form in READONLY mode (refer to Figure 3-18 for an explanation of
READONLY mode). If records already exist in the selected security element, the form opens at
record 1 of x (where x equals the total number of existing records within the form type). It aso
opens the form with active record navigation buttons to alow the user to navigate to all existing
records (refer to section 3.2) in the selected security element (e.g., all POC records).

Figure 3-19. Component region buttons

Self-Assessments
{CAST)

Systems

Findings

Weaknesses

Action Plans

Poinks-of-Contact

Pivak Repaorts

If no records exist in the selected security element, the form opens at record 0 of O with only the
»« | and Gese | buttons activated. Selecting ** | opens a blank form (record 1 of 1) in ADD

mode. Selecting gdlese | closes the form and returns to the CISS main menu (refer to Figure 3-18
for an explanation of ADD mode).
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Using a Component region button offers the quickest method to open the CISS security oversight
element form, but the user is then required to navigate to the desired form record and change the
form mode before any modifications can be made. For example, if the back-end database
contains 24 POC records and the POC record the user wishes to edit is record 15, using the
“Points-of-Contact” button opens the form at record 1 of 24 in READONLY mode. The user
then has to navigate to record 15 and change to EDIT mode before the record can be revised.
While not a difficult task to perform, this is not the quickest method to use when trying to locate

a specificrecord, especialy if there are many such records. The next section, 3.4.2, explains how
to select a specific record and open it in the desired mode.

Although the Component region buttons do not provide direct access to a spedfic record, using
these buttons to open a security element form provides the best method to open a form and
browse through all existing records in the selected form type. For example, if the user wished to
review and confirm all the POC job functions, this would be the best way to browse and review
al existing POC records. If a modification is necessary while browsing, the user can change
from READONLY mode to EDIT mode to modify the record.

3.4.2 Using Treeview Region Nodes to Access Forms

Using the Treeview region nodes to open a CISS security element form (refer to section 3.1.5)
offers the flexibility of selecting a specific record to open as well as the capability of selecting a
specific function to be performed when the selected record is opened (refer to the Treeview node
pop-up menus in section 3.1.5.3). For example, when the Treeview node pop-up menu “Add” is
selected, the selected record is opened in ADD mode (refer to section 3.3) and when “Edit” is
selected, the selected record is opened in EDIT mode (refer to section 3.3).

Figure 3-20. Treeview node pop-up menus
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NOTE: Figure 3-20 is not a valid Treeview menu representation because multiple node
selections cannot be made simultaneoudly. It is shown only to illustrate different pop-up menu
options.

CISSUser Guide v7.08 29




CISS User Guide — Interface Overview

Treeview region nodes can be expanded to their next lower level by selecting any node's
corresponding ® icon (if available) or by double-clicking any node to expand its lower-level
contents (if available) (refer to Figure 3-20). Treeview nodes can aso be expanded by selecting
the Treeview node pop-up menu “Expand Branch” (if activated) (refer to section 3.1.5.3). Using
any of these Treeview controls allows the expansion of al available lower-level security element
records under each major-level node so a specific record can be selected. Use any of these
techniques to expand and select the appropriate security element node or record in the User
Guide Chapter explanations.

Using a Treeview node to access any CISS security element form opens only the selected record.
The mode the form opens in depends on how the form was opened and what pop-up menu option
was selected. Doubleclicking any node that represents a security element record in the CISS
opens the selected record form in READONLY mode (refer to section 3.3).

Forms accessed using Treeview region nodes always open the selected form at record 1 of 1
(unless adding a new record) no matter how many records of that form type exist in the database.
It also opens the form with inactive record navigation buttons so the user is unable to navigate to
other existing records in the selected security element (e.g., all POC records). Since a specific
record was selected, only the selected record is opened.

Using the same examples provided in section 3.4.1, selecting a Treeview region node to open a
specific POC record to edit is quicker than opening all the POC records using the Component
region button and navigating to record 15 to locate the same POC. However, if the user wishesto
review and confirm all POC job functions, selecting each record individually to review from
Treeview region nodes would not be as easy as using the Component region button to browse
through al the records.

3.5 CISS Form Drop-Down Menu Selections

Some CISS forms use drop-down menu selections to fill-in certain fields. When a drop-down
menu selection option is available, as indicated by the =| button at the right end of the field,
selecting this button opens a drop-down menu of valid selections.

Figure 3-21. Drop-down menu selection example

ESl Audits and Reviews i ] 54|
™ Review/Audit Title:
Performed By:
Audit/Review Type: || ;l
Review,/ Audit Date; |Accounts Receivable Review R
CPIC =
Comments CFO EDP Resvigw E
CFO Financial Review F
Statement on Auditing Standards Mo, 70 (545 70) 5
OIG Reviews (HHS Office of Inspector General {Information Technology) Controls Assessment) Q
GAD Reviews (Financial Reviews) G
M3 1522 Workgroup Reviews P
CFO Related NWA/ST W
3A5 70 Maovation M
CMS CPIC Warkgroup Reviews I
Section 912 Testing Ell
Section 912 Evaluation 9E
_ Compliance Audit ftn
Internal reviews initisted by the entity to meet other Federal requirements IR
Audit /Review Record pisk Assessment RA J
Certification and Accreditation A —
System Security Plan P
Contingency Plan P
Authority to Operate a7
Self-assessment SF
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When drop-down menu selections are available, these menu selections are the only valid entries
allowed in that field. The user can only select from the drop-down menu choices and cannot
input other data in that field. In some cases, such as selecting a POC name from a POC drop-
down menu, the user can add POCs to the database so they will be selectable from the drop-
down menu. In other cases, such as in the Figure 3-21 example, the audit/review type selections
are coded into the application and cannot be changed or added to by the user.

3.6 CISS Form Required Fields

Some CISS form fields require that they be filled-in before the form can be saved or the user can
leave the form. Fields that display an “*” before the field name in any form are required fields
(i.e., must be filled-in). In the following Points-of-Contact form, the “Last Name,” “First Name,”

and “ Job Function” are required fields.

Figure 3-22. Example of required fields

EEl Points-of-Contact

# L ast Name * First Name

Email Phone Ext. Fax

* Job Function
MNotes

If the user attempts to save or exit a form with blank required fields, the CISS application
displays a screen message specifying which required fields are missing.

Figure 3-23. Example of required fields notification message

Microsoft Access m
The following field(z) MUST have data entered:
Firzt Mame
Last Mame
Job Function

3.7 CISS "Busy” Message Displays

While the CISS processes certain user requests (e.g., reports, worksheets, submissions, etc.),
various, and sometimes multiple, “busy” messages similar to the following message display to
alert the user that the CISS is processing their request. Since these messages are self-explanatory
and vary among CI SS processes, they are not shown in the remainder of the User Guide.

Figure 3-24. Processing Request message

T«.‘mc:esshg Request ...
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3.8 CISS Form Data Sensitivity

One of the primary purposes of the CISS application is to assist Business Partners maintain and
report Weakness and Action Plan Milestone information in POA&M format to CMS. CM S uses
this information to prepare and submit their annual POA& M report to the Department of Health
and Human Services (DHHS) where it is combined with their report and submitted to OMB in
accordance with FISMA reporting requirements.

Since some CISS form fields contain data that is reported to CMS and that data is ultimately
reported outside CMS in their POA&M report, Business Partners need to be aware of which
form text fields are reported outside CMS. Aswith all sensitive information in CMS, DHHS, and
OMB, accessto POA&M datais limited to those officials and staff that have an explicit business
purpose for their use. However, contractor-, location-, or system-specific information, or other
sensitive and identifying information should not be used in certain form text fields. If this type of
weaknessrelated sensitive information were to be obtained by someone not permitted to access
the system or someone outside the organization, the system may be exposed to unnecessary risk.

All form fields that contain text that are reported outside CMS in their POA&M report include a
blue field background instead of the normal white field background (e.g., the “Title” field in
Figure 3-25). The sensitive data restriction applies only to the following form/text fields that
include the blue field background:

e Weakness“Title’

e Action Plan Milestone “Title”

e Action Plan Milestone Projected Date “Note”

e Action Plan Milestone Status Update “ Description”
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Figure 3-25. Example of sensitive form field

E= Weakness -|= Iﬂl
“Entity: [X¥Z * Quarter: IB j * Year: I2l]l]4 * Humber: I 1 POCs Add
Q} Brown, Williar - [Primary]
i Davis. David
* Title
IPrngrammers Have Inapproptiste Access
Description:
Programimers have access to network-based applications (including production code) and network-based production data. Includes
scoess to both older and nesw application code and dats that includes read, write, and delete access rights.
Thiz iz & generic comment or description to create test data for the CISS report and exportimport functions Findings Add

T . o
Sufficient data should be included in the comment and description fields to permit oversight and tracking. However, since some CISS fj XA Z-05-E-001: Programmers Have Inappiopriate Access

form fields are reported outside CMS (see the CISS User Guide), caution should be used when including contractor-| locetion-, or
=y stem-specific information, or other senstive or identifying information in those figids.

[ Add
E 3.1.4 - Contractar XY (D ata Center]
Q 3.3.1 - Contractor $vZ [D ata Center]
Categony: [Canfiguration Managemert j By 3.3.3 - Contractor XYZ [Data Center)
By 6.8.2 - Contractor XvZ [Data Center)
Action Plan: [Programmet Access Restriction j
Risk: High Type: IProgram - I
o = * Status: IDE|3V9°4 - I
Likelihood I Medium 'I Systems - {Disabled) Add

Impact I High - I

FISMA Severity There are errors on this form. Click “¥alidate™ to

see the errors!
Weakniess d
¥alidate

Reports |
Weakness Record: |4| 4 | lof1l >| >|| (23 ¥ | b | Undo | Edit Close |

In addition, whenever exiting the form’s ADD or EDIT modes, the following warning message
displays to alert the user about the sensitive data restriction. Selecting [; ]| closes the
warning message and returns to the applicable form.

Figure 3-26. Sensitive information warning message

mmwarnine x|
i() Do MOT inclade any conkrackor-, location-, or system-specific information, or other sensitive or identifying information
X

in this figld, Any sensitive or identifying information incladed in this figld is included in the FISMA report submitted ko
OME, and may be subject to disclosure under the Freedom of Information Ack (FOIA).

3.9 CISS Form Validation

The data in some CISS forms are validated automatically against program criteria when the
selected form is opened. If a validation error exists, the form displays an error message in red
text such as the error message highlighted in yellow in the following figure.

The form’s data can also be validated by selecting the applicable form’'s = validate | button
(refer to the following figure). If there are errors, the CISS creates and displays a MS Word®
error report that identifies the validation error(s) that need to be corrected. If there are no
validation errors, a self-explanatory message dialog displays.
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Figure 3-27. Highlighted example of “Validation” error message

E= Weakness -|= Iﬂl
“Entity: [X¥Z * Quarter: IB j * Year: I2l]l]4 * Humber: I 1 POCs Add
Q} Brown, Williar - [Primary]
i Davis. David
* Title
IPrngrammers Have Inapproptiste Access
Description:
Programimers have access to network-based applications (including production code) and network-based production data. Includes
scoess to both older and nesw application code and dats that includes read, write, and delete access rights.
Thiz iz & generic comment or description to create test data for the CISS report and exportimport functions Findings Add

T . o
Sufficient data should be included in the comment and description fields to permit oversight and tracking. However, since some CISS fj XA Z-05-E-001: Programmers Have Inappiopriate Access

form fields are reported outside CMS (see the CISS User Guide), caution should be used when including contractor-| locetion-, or
=y stem-specific information, or other senstive or identifying information in those figids.

CSRs Add
E 3.1.4 - Contractar XY (D ata Center]
Q 3.3.1 - Contractor $vZ [D ata Center]
Categony: [Canfiguration Managemert j By 3.3.3 - Contractor XYZ [Data Center)
By 6.8.2 - Contractor XvZ [Data Center)
Action Plan: [Programmet Access Restriction j
Risk: High Type: IProgram - I
o = * Status: IDeIayed - I
Likelihood I Medium 'I Systems - {Disabled) Add
Impact I High - I
FISMA Severity There are errors on this form. Click “¥alidate™ to
see the errors!
Weakniess d

¥alidate

Reports |

READONLY

Weakness Record: ﬂj 1of1 jﬂ (23 ml vl Undo | Edit Close |

3.10 CISS Form Spell-Check Button

The primary CISS forms include a spell-check button, ¥ | (refer to Figure 3-27). This button is
activate in EDIT and ADD modes (refer to section 3.3) so user input areas can be spell checked.
Whenever the user is finished entering narrative-type data (e.g., titles, descriptions, responses)
into a form, the user should select the ¥ | button to spell check the input fields and corrected any
errors as necessary.

3.11 Pivot Reports Button

Every CISS security element report menu includes aMS Access® adhoc report selection (refer to
section 3.12). Each of these adhoc reports requires that a MS Excel® report form be created and
added to the CISS to provide the necessary adhoc report functionality. Consequently, the adhoc
report format and filter selections must be “hard-coded” into the CISS, and the adhoc reports do
not provide the report flexibility requested by the CMS and Business Partners. To provide the

requested report flexibility, the CISS now includes access to the PivotTable function included in
MS Excel®.

The PivotTable function is a form of report that works by rearranging the fields and records in
the contractor’s back-end database into a different format. The user can rotate (i.e., pivot) the
columns in a PivotTable to display data summarized in different ways, easily sort the database in
various ways, filter data, and collapse and expand the level of information displayed.
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Creating and manipulating the PivotTable does not change the contents or layout of the backend
database, so the user can safely use a PivotTable to experiment with contractor data without
worrying about corrupting the data or needing to restore the database's layout afterwards. A
PivotTable also enables the user to perform what would otherwise be relatively complex
calculations by using its built-in features.

For the nearterm, the MS Access® adhoc report type and selections in each CISS security
element report menu will remain in the CISS and this User Guide, but new adhoc report
functionality will not be added. Instead, Business Partners should become familiar with, and use,
the MS Excel® PivotTable functionality to generator their own unique reports. This User Guide
provides only a brief overview of PivotTable functionality and does provide an in-depth tutorial
on how to use PivotTables. Help with using PivotTables can be found in MS Excel® Help and
there is a “PivotTable Reports 101" locaed at the following MS web ste

http://office.microsoft.com/en-us/assistance/HA 010346321033.aspx.
3.11.1 Pivot Table Wizard

To access the MS Excel® PivotTable functionality, select the Fivok Reports button located in

the Component region (Figure 3-3) of the CISS main menu. Selecting this button opens the
following Pivot Table Wizard form.

Figure 3-28. Pivot Table Wizard form
ESl Pivot Table wizard 1ol =

Available Queries

C5A Responzes
Findings D ata
Wiakness Data

Page [Filter]

Query Fields

[1ata [Count of] Column

LCreate Pivot Table | Close

Selecting  dese | closes the form and returns to the CISS main menu.

Selecting “CSR Responses’ under Available Queries in the Pivot Table Wizard form displays the
following report fields available under Query Fields:
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Figure 3-29. Pivot Table Wizard form CSR Responses “Query Fields”
EEi pivot Table Wizard 1Ol =l

Available Queries

Findings Data
‘wieakness Data

Fage [Filter]

Query Fields

Entity Mame
S& M ame Diata [Count of) Colurmn
Categary
CSRh
Satuz
Entity Type
Fequired

Row

Create Pivot Table | Close

Selecting  dese | closes the form and returns to the CISS main menu.

Selecting “Findings Data” under Available Queries in the Pivot Table Wizard form displays the
following report fields available under Query Fields:

Figure 3-30. Pivot Table Wizard form Findings Data “Query Fields”

EE Pivot Table Wizard o ] 4

Available Queries

| C5R Hessonses

Weakness Data

Fage [Filter]

Query Fields

Entity
Finding Mumber Diata [Count of) Colurmn
Finding Title
Cloged Pending
Cloged
Weakness
Weakness Status
Finding Status
Audit Type
Finding 'ear

Row

Create Pivok Table Close
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Selecting  oese | closes the form and returns to the CISS main menu.

Selecting “Weakness Data’” under Available Queries in the Pivot Table Wizard form displays the
following report fields available under Query Fields:

Figure 3-31. Pivot Table Wizard form Weakness Data “Query Fields”

ESl Pivot Table Wizard e i =] 4|

Available Queries

C5R Responses

Page [Filter]

Query Fields

Entity
CMS Syztem Diata [Count of] Calurin
Weakness Humber
Weakness Tite
‘Weakness Status
wieakness Categary
‘weakness Tyupe
Weakhess Year
Weakness Quarter
Draps Clozed

Closed One Year

Row

Create Pivot Table | Close

Selecting  @wose | closesthe form and returns to the CISS main menu.

Although the Pivot Table Wizard form includes only three selections under “Available Queries,”
each of these queries and their associated “Query Fields’ encompass most of the data available
in the back-end database. With these query selections and fields, almost every type of “adhoc”
report can be created. If additional query choices or fields are deemed necessary, they will be
added in subsequent CISS releases.

3.11.2 Pivot Table Report Fields

The right area of the Pivot Table Wizard form encompasses the report formation area where
“Query Fields’ are “dragged” into different report field boxes (i.e., Page, Data, Column, Row) to
create the desired report (see below).
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Figure 3-32. Pivot Table Wizard form report area

Page [Filter]

D ata [Count of] Column

Row

ThePivot Table Wizard form report fields and the resultant Pivot Report terms are depicted in the
following example and are explained after the figure:

Figure 3-33. Pivot Report example

¥ 2 % v
A B C | o] E
1 [vear 2003 - |
2 |
3 |Sum of Sales Tvpe ' |=| [
4 |Region .| |Salesperson « |Beverages Dairy Meak |
5 |East ™ |Buchanan 1,132 16,191
3 Davalio 8,334 14,474 1,441
| 7| Ciodsworkh 1,598 :
g Suyama 7,538 4,356 ZRG |
9 [East Total 18,9027 18,830 17,597,
10 |[Morth Buchanan 3,522 4,562 :
o |pavoin | | s7es 9291 !
L I

3 J

(1) Page (Filter) Field — A source datafield that you assign to a page (or filter) orientation in
a Pivot Report. For example, “Year” is a page field. You can use the “Year” field to
display summarized datafor only 2003, only 2004, and so on.

(2) Data (Count of) Field — A source data field that contains values to be summarized. For
example, “Sum of Sales’ is a data field. For most types of source data, you can choose
how to summarize data (for example, by sum, average, or count). A data field usually
summarizes numbers, but it can also summarize text. For example, you can count the
number of times a specific text entry (such as“Yes’ or “No”) appearsin afield.

(3) Column Field — A source data field that you assign to a column orientation in a Pivot
Report. For example, “Type’ isacolumn field.

(4) Item — A subcategory of a row, column, or page field. For example, the “Type’ field
contains the following items. Beverages, Dairy, and Meat. The “Salesperson” field
contains these items. Buchanan, Davolio, Dodsworth, and Suyama.
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(5) Row Field — A source data field that you assign to a row orientation in a Pivot Report.
For example, “Region” and “ Salesperson” are row fields.

(6) Data Area — The cells in a Pivot Report that contain summarized data. For example, the
value in cell C5 summarizes Buchanan's beverage sales for the East region in 2003. In
other words, it is a summary of the sales figures for every row in the source data that
contains the items Buchanan, Beverage, East, and 2003.

3.11.3 Pivot Report Example

The following Pivot Report is only one example of the many report possibilities that are
available when using the Pivot Table Wizard form to create your own unique report. The purpose
of this exampleis only to demonstrate how to use the Wizard to create an adhoc report and is not
meant to teach M'S Excel® PivotTable nor to be all inclusive of other Pivot Report possibilities.

Using the “CSR Responses’ query fields shown in the Figure 3-29 Pivot Table Wizard form,
perform the following:

a. Drag“SA Name’ to the “Page (Filter)” drop box,
b. Drag*“Category” to the “Data (Count of) drop box,
c. Drag*“Status’ to the “Column” drop box, and
d. Drag“CSR” tothe“Row” drop box.
The end result of dragging these “ Query Fields’ is shown below:

Figure 3-34. Pivot Table Wizard form CSR Responses “Query Fields”
ES| Pivot Table Wizard I ] 4

Available Queries

C5A Responzes
Findings D ata
Weakness Data

Page [Filter]
5S4 Name

Query Fields

E ity Tupe! D ata [Count of] Column

Hequir.éc-lm Category Status

Riow
C5R

Create Pivot Table Close
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Selecting Close closes the form and returns to the CISS main menu. Selecting
Create pivot Table | creates the desired report and opens the resultant report in MS Excel®:

Figure 3-35. Example Pivot Report
x
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While in MS Excel®, the user can continue to customize the report. For example, this report
includes two Self-Assessment. Selecting the “SA Name” drop-down menu displays the included
Self-Assessment names.

Figure 3-36. Example Pivot Report field drop-down menu

A B ¢ | o | E | F | G
| 1 [S& Mame Al
2
3 |Count of Category tran:t [Data Center)
4 |C5R > | . Cartractor ¥VZ (Part &) A Mong Grand Total
& [111 1 2
16 [1.1.2 1 1 2
7 [1.13 1 2
18 [1.1.4 1 2
19 [1.15 1 2
10[1.1.6 1 2
11117 2 2
112 [1.10.1 4| I 1 2
[13[1.10.2 ok | cancel | 1 2
114 [1.10.3 4 1 2
15 /1.10.4 | 1 1 2
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Selecting “Contractor XYZ (A)” and ok |, revises the report to include only “Contractor
XYZ (A)” dataasfollows:

Figure 3-37. Example Pivot Table revised report

A B ©
5S4 Mame Contractor XY 7 (Part &) -

Count of Category | Status -
CSR »[MNone Grand Total
1.1.1
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o

—
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L

JRCR U AR R U RS U S ) Y
R PR P U RIS JUR) PGS QU P Y

.
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1.10.3

There are many other report possibilities available even with this simple example. Pivot Reports
can be as simple or complex as the user is knowledgeable enough to create. As stated earlier in
this Chapter, the intent of this User Guide is to provide a brief overview of MS Excel®
PivotTable functionality and not to provide an in-depth tutorial on how to use it. Since creating
and manipulating Pivot Reports does not change the contents or modify the layout of the
backend database, experiment with the Pivot Table Wizard form to create various types of Pivot
Reports and learn its functionality.

3.12 Adhoc (MS Access) Reports

All CISS security element report menus include a MS Access” adhoc report selection (i.e.,

Adhoc (MS Access) | button) in their reports menu (refer to the report menu section in each
security element Chapter). The adhoc report allows users to create reports that include user-
specified information based on user-selected parameters (or filters). However, each of the
available adhoc reports requires that a MS Excel® report form be created and added to the CISS
to provide the necessary adhoc report functionality. Consequently, the adhoc report format and
filter selections must be “hard-coded” into the CISS. Because of this, adhoc reports do not
provide the same report flexibility provided by the Pivot Table reports described in section 3.11.
However, an adhoc report may still provide the desired information in a preformatted report
without having to use a Pivot Table report.

The creation and contents of adhoc reports is based on user-selected parameters (or filters). The
selection of Primary and Secondary adhoc filtersis performed in the same manner for all security
element adhoc reports even if the filter selections may be different. For that reason, the selection
of Primary and Secondary filters is explained here, and any selection filter specifics are
explained in the applicable security element sections. The examples shown here refer to Self-
Assessment/CSR adhoc reports, but the same filter selection process applies to all other security
elements.
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3.12.1 Adhoc Report

To generate an adhoc report, select the Adhoc (MS Access) | on the applicable security
element reports menu. This opens an adhoc report type selection dialog such as the following
Adhoc Self-Assessment Reports dialog. Some security elements may display only one report

type while others may display multiple report types.

Figure 3-38. Adhoc report type selection dialog

Adhoc Self-Assessment Reports

Self-Assessment Repart
Self-Assessment Repaort (graph only)
Self-assessment Repart (with graph)

Selecting | cese | closes the reports type dialog and returns to the security element reports
menu. Double-clicking a report type such as the “ Self-Assessment Report” selection in the above
dialog opens a Primary filter selection form such as the following Self-Assessment Report Filters
form. The Primary filters displayed and available in the selection form are based on the security
element and report type selected, so they will differ among security elements and report types.

Figure 3-39. Adhoc Primary filter selection form

Self-Assessment Report Filters.

Applicability

SR

SR Category
SR Status

POC

Reference
Self-Assessment
Weakness

Continue | Save |
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Selecting |_clese | closes the Primary filter selection form and returns to the security element

adhoc report type selection dialog (Figure 3-38). Selecting Continue | before selecting any Primary
filters listed on the left side of the form generates an unfiltered report that includes all available
filter selections and form elements.

3.12.1.1 Adhoc Report Primary and Secondary Filters

The left side of the filters form lists the Primary filters that are available for selection. Selecting
any of the Primary filters opens additional selection-based Secondary filters in a separate
window on the right side of the form.

For example, selecting the “Applicability” Primary filter opens the following Secondary filter
selections dialog.
Figure 3-40. Adhoc report “Applicability” Primary and Secondary filters

Filter by the selected "Applicability” values below.

Select all | Deselzct Al |

C5R Category gg’;nc
C5R Status CWE
PnZ o
Reference DMEMAL
Self-Assessment Drmerc
Weakness EDC

MAC

Other

Parté

PartB

PsC

55

Selecting the “CSR” Primary filter opens the following Secondary filter selections dialog.

Figure 3-41. Adhoc report “CSR” Primary and Secondary filters

Self-Assessment Report Filters.
Filter by the selected "CSR" values below.

applicability Select all | Deselzct Al |
(CSR Categary 1}; ;I
SR Status 1.1.3 o
POC 1.1.4
Reference 1.1.5
Self-Assessment 1.1.6
Weakness 1.1.7

1.2.1

1.2.2

1.3.1
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Selecting the “Reference” Primary filter opens the following Secondary filter selections dialog.

Figure 3-42. Adhoc report “Reference” Primary and Secondary filters

Self-Assessment Report Filters.

Filter by the selected "Reference” values

Applicabilicy Select all | Dieselect al |

CSR

AR5
M3
FISCAM

SR Category
SR Status

PO HIPAA

B HSPD-7

Self-Assessment IRS 1075

Weakness MIST 800-42
MIST 800-33
COMB A-123

PISP

The above examples include CISS “hard-coded” Secondary filter selections because they are the
same for all Business Partners. Other Secondary filter selections are based on Business Partner-
specific data, such as POC, Self-Assessment, Weakness, Action Plan, and Finding names and/or
numbers. For example, selecting the “ Self-Assessment” Primary filter opens a Secondary filter
selections dialog similar to Figure 3-43 which displays Secondary filters based on Business
Partner-specific Self-Assessments.

Figure 3-43. Adhoc report “ Self-Assessment” Primary and Secondary filters

Self-Assessment Report Filters.

Filter by the selected "Self-Assessment"

Applicabiliy Select All | Deselect Al |

Contractor ¥YZ {Data Center)
Contractor ¥YZ (Part &)
Conkractor X¥Z {Part B)

SR Categaory
SR Status

Pz

Reference
Self-Assessment

Weakness

3.12.1.2 Adhoc Report Multiple Filter Selection

After selecting a Primary filter from the left side of the filters selection form, select one or more
Secondary filters (i.e., multiple filters can be selected) from the right side of the form. To select a
Secondary filter, highlight the filter(s) by single-clicking the desired filter(s). To select multiple
Secondary filters, highlight the filter(s) by using the Ctrl+Single Click key/mouse combination
(i.e., keeping the Ctrl key depressed while single-clicking the left mouse button). To remove a
selected Secondary filter(s), click the filter again to deselect it. To select all the Secondary filters,
select  selectal | and to deselect all Secondary filters, select  Desslectal |,

When finished selecting the Secondary filter(s) for a selected Primary filter, selecting _ Save |

saves the filter selection(s), while _Cancel | exits without saving the Secondary filters. Both
selections return to the security element Primary filter selection form (Figure 3-39).

Additional Primary and Secondary filters can be selected by repeating the above procedures until
all desired filters are selected. After the filter selections are completed, selecting Centinue |
generates a report based on the specified filter selections, while _ close | exits without creating a
report. Once E'mtinm:| is selected, whether it results in a report or no records being found, all
filters are reset and must be reselected to generate another report.
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3.12.1.3 Adhoc Report Example

Some ad-hoc report filter selection combinations may result in no records being found that meet
al of the specified criteria. When that is the case, the following message displays instead of a
report.

Figure 3-44. No records found message

Microzoft Access m

Mo Recards found

Once created, a report similar to the following Contractor XY Z (Data Center) Self-Assessment
example (i.e., report type: “Self-Assessment Report,” Primary filter: “CSR Status,” Secondary
filter: “N/A”) is available in MS Access® for the user to review or print. The report can only be
saved if an application such as Adobe Acrobat® is installed on the system so the report can be
“printed” to a“.pdf” file.

Figure 3-45. Example CSR Adhoc report

CAFS CSR Self-Assessment far Contractor XYZ (Data Center)
Typa: I
Categm 11 Entitywid ¢ Security Fragram Flaning and Menagerment
Gereral Regrl.3 HendBry, stovage, and despaedon af sensitve igfovmedon shall be foves Oy controlled,

CiR:1.31 Bushess Partners wanamiting FTI from  main fraore ©oppoter o aiother corpoater need onde dderdifyr the: (1) ol rec onds traramdtte d; (2 appoo dmate
romnber of tanpayer re cords; (30 date of fhe transaction; (4) de soription of the Te cords; and C5) name of the Bdividealmaliigde ce g the raanission.
(This CSFapplies onbyto the COE cordractor )
Applicabiip: COB Avatus NUA o (41805
oot Respovue; Thi & 4 prercmipervs 10 81 31 mthe ¢ ol wewvmont £1 Twt S8 frr ABC (. This mepemen wov omatd onBond 2 Ao, 2005,
iz pags  Meme Aveign oS

GUIDMNCE PROTOCOLS FELATEDCSRs  REFERBMC B POC
Inmemirione £Fedaral Iax hfe oatenmoet be sccompandd e For s campk o fleomme o being naied fomtha IES, otvann 135 E.21075:550@2 2 Exwm, Wiliam - (Primeny)
APFTPLsk movdls thatwill drkrmite whe Bkeed te mfermation  handbngof meiptof (e e ind omatien £ 1o cmphismcs with £a0

and what war mhaced. wtahlehod promdom.

Exviwmlie st polider a1 prcolmme frindncbnef fe nquind
b 7ing proew ¢ dRIATEF.

Enturisiwrus pozs dbla indiiluadle ) b confirm mdes fnding of e

mquind promdum,

Enviwedicc kemm Betfor andrin e d i ting fhatthe decmmenkd

prockee has hann f owad.

CER:13E Tsers of FTT are re quired to take certatn artiors upon o ompletior, of wse of FTI (see Section 3 of TRS Publication 10757 ftoorder to protect its
confideritiality. FTI is ploesicalle destronred tre anthorized persorawel, or retmaed to the origihator or to the gestan s amiy admindstrator. When FTI
irfcmmation i retmried to CRAS, s receipt process i nee d. (This ©SF applies onby to the COE contractor )

Applicabiip: COB Avatus NUA o (41805
eyt Respevse; ThE ¥ 4 mreric mipores $10 fE1 3 2 mthe ¢ ol we wvment £1 Twt SA frr ABC (T, Thiv mvporss v omatd onMond gyt AprillE, 2005,
Perizne prag  Meme divgn of

GUIDMNCE PROTOCOLS FELATEDCSRs  REFERBMC B POC

o fomal seemaity pro gam hoild e whblicked witha poligrand  Esukewandit dabs oonfmin g oo F Rt we of e mquimd 131 EA1075: 63ME1 Brwn, Willim - {Primay)
g, A o appooahowhe o tuming FI o omaton b EM 2 produm, EA1075: 03mE7 2401

¥ o obins mooipt and provide & o tificatbn whichconthin whon  Eovkwmlnent polide atd posedons forindsin and dimctel EZ1075:31

and wiyr e mfommatio n v obhined, lewlongmd £1 what oo ofthe mguind preckes .

masonfs Jitwew wed, and e it W tumed e 45 te meduthe FTL  Confiom by pection fhat fuilife has obeet s don of B2

i rmation w age traceabl . Prblication 1075

Friduy; Suphmber 22, 2006 Paml oft

3.12.1.4 Adhoc Report File Controls

Depending on the adhoc report type selected, the reports are created and displayed as either aM S
Word®, Excel®, or Access® report. MS Word® and Excel® reports create and open a new
document or spreadsheet with their respective Toolbar file controls. Whereas, MS Access’
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reports open as a sub-form inside the CISS. To manipulate MS Access® reports, use the non-blue
highlighted report Toolbar controls depicted in the following figure to print (&) and close (Disse)

the report.

Figure 3-46. MS Access® report Toolbar controls

*, CISS - [SA_RPT_for_SA]

¥ -8 oa@m v -t ¥- 8 5-]0.
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4.0 Documentation

CMS requires that supporting documentation be included with Self-Assessment and POA&M
submissions to corroborate certain non-compliant CSR responses and to corroborate closed audit
or review Findings. Currently, documentation is required under the following conditions or
circumstances:

e CSR “N/A” Status Counter to Applicability Matrix — CMS approval documentation is
required for all CSR “N/A” responses that are not corroborated by the CSR Applicability
matrix. That is, the CSR should be applicable for the contract type but the Business
Partner does not agree.

e Risk-Based Decison Non-Compliant CSR — CMS concurrence documentation and
updated Risk Assessment for all non-compliant CSR responses is required where a risk-
based decision was made that no Weakness/Action Plan combination is required nor
desired.

e “Closed Pending” and “Closed” Finding Status — Appropriate documentation is
required to substantiate a “Closed Pending” and “Closed” Finding status, including the

letter from CM S confirming the closure status.

NOTE: Review BPSSM Appendix A for other reporting requirements pertaining to the above
situations.

This Chapter explains the general mechanics of using the CISS documentation feature. Chapters
6.0 and 11.0 include any documentation functions specific to those sections and forms.

4.1 Opening the Supporting Documents Form

Only two CISS forms include the supporting documents function: Self-Assessment and Findings.
The = Docs | button in these two forms is only activated when one of the three conditions
explained in section 4.0 are met. There is aso a Treeview region major-level “Documents’ node
(Figure 3-4).

To open the Supporting Documents form (Figure 4-1), use either of the following methods:

a. Expand the Treeview region “Documents” major-level node (refer to section 3.1.5.1) and
double-click the lowest-level node below the desired supporting document to open the

applicable CISS form. Then select the = Dees | button on the Self-Assessment form
(Figure 6-7) or Findings form (Figure 11-2).
b. Select the = Dees | button on the Self-Assessment form (Figure 6-7) or Findings form

(Figure 11-2). For example, selecting the = Decs | button on the Self-Assessment form
opens the following Supporting Documents form.
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Figure 4-1. Supporting Documents form

=2 Supporting Documents Related to CSR Response: 1.1.2 !Elm

attach documentation 1o support CMS acceptance of the risk.
Available Documents Supporting Documents
M arne Posted - | | MName Status
Updete Document
Hetive Document
4 el l 2
Glo=e Wi Saving Save and Close

NOTE: The Supporting Documents form shown in Figure 4-1 depicts a blank form, such as
when no other supporting documents have been assigned to other Findings or CSRs (i.e., the
“Available Documents’ area on the left side of the form is blank) and when initialing assigning
supporting documents to CSR 1.1.2 (i.e., the “Supporting Documents” area on the right side of
the form is blank).

The top portion of the Supporting Documents form indicates the security element that the
documents will be supporting. In this example, the supporting documents will corroborate CMS
decision to accept arisk-based decision relating to non-compliant CSR 1.1.2.

Selecting =~ SaweandClose | c|oses the Supporting Documents form and returns to the calling

security element form (e.g., Self-Assessment form). Note that the = ©esewiosaving | phytton is not

active at this point because no changes have been made to the form or the listed documents. This
button is only active when changes are made. Otherwise, there is no reason for the user to exit

the form without saving the form, so only the =~ Save and Ciose | button is active.

4.2 Adding New Supporting Documents

To add new “Supporting Documents’ to the right side of the form when there are none listed or
when the correct document is not listed in “Available Documents’ on the left side of the form,

select the = BewDocument |button. This opens the following Supporting Documents dialog.

CISSUser Guide v7.08 48




CISS User Guide — Documentation

Figure 4-2. Supporting Documents dialog

Supporting Documents

Save-l;n: |@ CI5S Docs

2 O W e

I D ocument ABC.doc
@J Docurent DEF. doc
¥ Document GHI.doc
@ Docurnent v doc
9] D ocument 4w, doc
_j Dacument ST doc
¥ Dacument POR.doc
# Document MMNO. doc
19 Dacument JKL doc

File. rame:

IDocument :&BC.doc

Saveastype: | AllFiles [

Save I
Caniel |

A

Navigate to the folder where the document you want to add is stored, select the document file
name, and select the = Sav= | button. To select multiple documents, select and save each
document individually. The original copy of al selected documents remains in its original
location—untouched. The CISS saves a copy of the selected document in a separate location for

its use and for submission to CMS.

After one or more documents have been selected and saved, the Supporting Documents form is
automatically updated to display the selected document(s) on the “Supporting Documents” side
of the form (Figure 4-3). The “Status’ column under “ Supporting Documents” displays the date

the document was added.

Figure 4-3. Supporting Documents form displaying Supporting Documents

E Supporting Documents Helated to CSH Responze: 1.1.2
Attach documentation to support CWMS acceptance of the risk.

Available Documents

Marme. Posted

Mare

Supporting Documents

Status

M[=1Ea

4|

Document ABC doc:

Remove Document

Updete Document

Hetire Document:

1

| Current az of

|

Close wio Saving |

Save and Close
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Since changes were made in the form, the = Clese wio Saving | button is now active. Selecting

Close wio Saving | exits the form without saving the supporting document addition(s). Selecting

saveand Close | spves the document addition(s) and exits the form. Both buttons return the user
to the original calling security element form (e.g., Self-Assessment form).

Note that new documents (i.e., documents not already listed under “Available Documents’) can
only be added to “Supporting Documents.” The rationale for this is that the only reason for
adding a new document is to corroborate a selected security element. However, once a document
has been added to “ Supporting Documents’ for the selected security element, it now available
and can be selected from “ Available Documents” for other security elements.

4.3 Add Available Documents

Once a document (i.e., Document ABC.doc) has been selected to support a security element,
such as in the previous example (i.e., CSR 1.1.2), that document is listed in “Available
Documents’ for other security elements (Figure 4-4). As previously stated, a copy of every
selected document is saved in a CISS folder for its use, so the document(s) will be listed in the
“Available Documents’ for other security elements to use. The “Posted” column under
“Available Documents’ displays the date the documented was added or posted.

Figure 4-4. Supporting Documents form displaying Available Documents

EE Supporting Documents Related to CSR Response: 1.1.3 =] R
Attach docurmentation to support CMS approval of N/& response contrary to applicability rmatrix.

Available Documents ' Supporting Documents
New Document
M arme Posted | | | Mame Status

Document ABC. doe | 01/30/2008

p=

Update Document

Hetire Document:
4 3 | el | 3
Close wio Sanng | Save and Close

To add a document listed in the “Available Documents’ side of the form to the “ Supporting
Documents’ side of the form, select the document file name under “ Available Documents* and

select the ®» |button (Figure 4-5).
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Figure 4-5. Supporting Documents form displaying moved Available Documents

E Supporting Documents Helated to CSH Reszponze: 1.1.3 !Em
Attach documentation to support CWMS appraval of M/A response confrary to applicability matrix.

Available Documents

Supporting Documents
New Document
Hame Posted | | | Narie Status
| . | Document 4BC doc Curent as of

Remove Document

Update Document

Retire Document
- <] | 3
Close wio Saving | Save and Cloge

Figue 4-5 now displays the former “Available Documents’ (i.e., Document ABC.doc) under
“Supporting Documents.” It is no longer listed under “Available Documents’ for this CSR
example because it is already being used under “Supporting Documents.” However, this
document (i.e., Document ABC.doc) will continue to display under “Available Documents’ for
other security elements that do not use this document under “ Supporting Documents.”

4|

Since changes were made in the form, the = Clesewiosaving | hytton is now active. Selecting

Close wio Saving | exjts the form without saving the supporting document addition(s). Selecting

sweandClose | sayves the document addition(s) and exits the form. Both buttons return the user
to the original calling security element form (e.g., Self-Assessment form).

4.4 Remove Supporting Documents

Once a document has been selected to support a security element (e.g., CSR, Findng), such asin
the previous examples, that document is listed under “ Supporting Documents’ for the applicable
security element. To remove a documents listed under “Supporting Documents’ (e.g., wrong
document selected), highlight the document to be removed under the “ Supporting Documents”

listing and select the [N = 4= | button (Figure 4-6).
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Figure 4-6. Supporting Documents form displaying Supporting Documents

E Supporting Documents Helated to CSH Responze: 1.1.2 !Elm
Attach documentation to support CWMS acceptance of the risk.

Available Documents

- ) Supporting Documents
_MNew Document
Hame Pasted | Maie: Status
| Document ABC doc: | Current as af

Remove Document

Updete Document

4] [ | 1] | 3

Close win Saving | Save and Close

Figure 4-7 now displays the former “ Supporting Documents’ (i.e., Document ABC.doc) under
“Available Documents.” It is no longer listed under “Supporting Documents’ for this CSR
example because it was removed from the “ Supporting Documents” listing.

Figure 4-7. Supporting Documents form displaying Supporting Documents

EE Supporting Documents Related to CSR Response: 1.1.2 =] R
Attach documentation to support CMS acceptance of the risk.

Available Documents

S : Supporting Documents
_MNew Document
Harme: Pasted | Narme. Status

Document ABC.doe | 01/30/2006

Add Document

Update Document

| Hetire Document:
4 i3 [ 1 | 3
Close wio Saving | Save and Close
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Since changes were made in the form, the = Clese wio Saving | button is now active. Selecting

Close wio Saving | exits the form without saving the supporting document addition(s). Selecting

saveand Close | sgves the document addition(s) and exits the form. Both buttons return the user
to the original calling security element form (e.g., Self-Assessment form).

4.5 Update Documents

When a “supporting” or “available” document is updated with a newer version, the source file
referenced within the CISS must also be updated. A document can be updated either under the
“Available Documents” or “Supporting Documents” listing. What happens depends under which
listing the document is updated.

4.5.1 Updating Supporting Documents

To update a document under “ Supporting Documents,” select the document file name and select
the urdate Document | button (Figure 4-8).

Figure 4-8. Supporting Documents form Update Document
_[a)x]

B Supporting Documents Related to C5R Response: 1.1.2

Attach docurnentation to support CMS acceptance of the risk.

Available Documents Supporting Documents
New Document
Mame: Posted | Name Status
| . | Document ABC doc: | Current az of

Remove Document

4| | ’

4]

Close wio Saving Save and Close
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This opens the following Update Document dialog.

Figure 4-9. Update Document dialog

Update Document

Saye’jn: |-ﬂ CISS Docs

= = & ek E-

[} Document ABC [Rev.1).doc
_J Document DEF. doc

__j Document GHI. doc

;j Document 72 doc

9 Document w4 doc

W1 D ocument STL.doe

¥ Dacument POR.doc

¥ Document MND. doc

8 Dacument JKL. doc

Fﬂge_ hqme_; ID_ocument:f-‘-.EC [Flev.:l].dou:

j Save

Saveathper  |ANFiles ()

Caneel

A

Navigate to the folder where the updated document is stored, select the document file name, and
select the | ssv= | button. After the updated document has been selected and saved, the
Supporting Documents form is automatically updated to display the updated document on the
“Supporting Documents” side of the form (Figure 4-10).

Figure 4-10. Supporting Documents form displaying updated Supporting Documents

=2 Supporting Documents Related to CSR Response: 1.1.2
attach documentation 1o support CMS acceptance of the risk.

Available Documents
M arme: Pasted

_Mew Document

4]

Cloge wio Saving

Remove Document

Update Document

Retire Document

. (=] B
Supporting Documents
MNarie: Shatuz
Dacurment ABC [Revd)doc | Current az of
| | >
Save and Close.
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Since changes were made in the form, the = Clese wio Saving | button is now active. Selecting

Close wio Saving | exits the form without saving the supporting document addition(s). Selecting

saveand Close | sgves the document addition(s) and exits the form. Both buttons return the user
to the original calling security element form (e.g., Self-Assessment form).

In the previous CSR 1.1.2 “Update Documents’” example, “Document ABC.doc” was updated to
“Document ABC (Rev.1).doc” under “ Supporting Documents” (Figure 4-10). However, only the
document listing for CSR 1.1.2 under “Supporting Documents’ was updated because the
previous version of this document (i.e., before the revision) may still be a valid document under
“Supporting Documents’ for other security elements. Conversely, since this document was
revised, the older version can no longer be selected to provide corroboration for new security
elements, so only the revised version will be listed under “ Available Documents.”

Refer to Figure 4-11 to view how this works for the CSR 1.1.3 example. CSR 1.1.3 used the
same “ Supporting Document” as CSR 1.1.2, “Document ABC.doc.” Although this document
was updated for CSR 1.1.2 (Figure 4-10), it was not automatically updated for CSR 1.1.3.
However, the updated version of this document is listed under “Available Documents.” The
“Status’ column under “ Supporting Documents’ displays the date the documented was updated.

Figure 4-11. Supporting Documents form displaying updated document

B Supporting Documents Related to C5R Responze: 1.1.3 !Elm
Attach documentation to support CMS approval of M/A response contrary to applicability matrix.

Available Documents
New Document
Mame

Dacument ABC [Fev.1).dos 01/30/2006

Supporting Documents

Stahus
| Updated on

MName
Drocument ABC. doc

ﬂdﬂ Document

To update the existing CSR 1.1.3 “Document ABC.doc” listed under “Supporting Documents”
with the updated version, select the ®» | button (Figure4-11).

Figure 4-12. Supporting Documents form displaying updated document

B Supporting Documents Related to C5R Responze: 1.1.3 !Elm
Attach documentation to support CMS approval of M/A response contrary to applicability matrix.

_ Supporting Documents
New Document
Mame Status:
Crocument ABC [Rev.1].doc | Current as of

Remove Document

=

Available Documents
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Figure 4-12 now displays the updated CSR 1.1.3 “Document ABC (Rev.1l).doc” under
“Supporting Documents.” It is no longer listed under “Available Documents’ for this CSR
example because it is already being used under “Supporting Documents.” However, the
“Document ABC (Rev.1).doc” will continue to display under “Available Documents’ for other
security elements that do not use this document under “ Supporting Documents.”.

Since changes were made in the form, the = Clese wio Saving | button is now active. Selecting

Close wio Saving | exits the form without saving the supporting document addition(s). Selecting

saveand Close | sgves the document addition(s) and exits the form. Both buttons return the user
to the original calling security element form (e.g., Self-Assessment form).

4.5.2 Updating Available Documents

When the user updates a document listed under “Available Documents,” the CISS presumes that
the user also wants to add the updated document to “ Supporting Documents’ for that security
element. So do not update documents listed under “Available Documents’ unless you also want
to add the updated document to “Supporting Documents.” Use the previous section, 4.5.1, to
update documentsin “ Supporting Documents.”

To update a document under “Available Documents’ and have the updated document added to
“Supporting Documents,” select the document file name and select the updateoocument| button
(Figure 4-13).

Figure 4-13. Supporting Documents form Update Document

B Supporting Documents Related to C5R Response: 1.1.3 !Elm
Attach docurnentation to support CMS approval of M/A response contrary to applicability matrix.
Available Documents Supporting Documents
New Document
I ame Pozted | | | Mame Statuz
Document ABC [Rev.1).doc | 01/30/2008 | Document BC doc |Jpdated an

Document DEF. doc | 0143042006
| 0143042006 |5

D ocument GH|. doc Add Document

Update Document

Retire Document

4|

Cloze Wi Saving

e

| »

Save and Close
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This opensthe following Update Document dialog.

Figure 4-14. Update Document dialog

Update Document

Save in: |-@CISS Docs _ﬂ = £F E2-

W1 D ooument 4BC.doc B Document POR. doc
¥ Document ABC [Rev.2).doc 8] Document MMO.doc
__] Document ABC [Rev.1].doc IE]] Document JKL. doc
7 Document DEF. doc
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A Document GHI [Rew 1] doc
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¥ D ocument 4w doc

8 Document STU. doo

File name: IDocument GHI [Rev.1).doc

Lef Le

Saveastype: | AllFiles [

Save I
Cancel |

A

Navigate to the folder where the updated document is stored, select the document file name, and
select the | s=e | button. After the updated document has been selected and saved, the

Supporting Documents form is automatically updated to display the

updated document,

“Document GHI (Rev.1).doc” under “ Supporting Documents” but is not listed under “Available
Documents’ (Figure 4-15). Note that the older version of the document, “Document GHI.doc” is

also not listed anywhere.

Figure 4-15. Supporting Documents form displaying updated Supporting Documents

=2 Supporting Documents Related to CSR Response: 1.1.3

M=1E

attach documentation to support CMS approval of N4 response contrary to applicability matriz,
Available Documents Supporting Documents
MNew Document
Hame Posted | | Name Shatus
Document ABC [Rev.1).dos | 0143042006 Dacument 48 dac | Updated on
Cocument DEF. doc | 014302006 1{n t GHI [Fie | Cumrent as of
Remove Document
I!!HIHHHEI%HEIHIH%HHI
IIHE!HEIHHHHHHHH!I
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Close wio Saving Save and Close.
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Since changes were made in the form, the = Clese wio Saving | button is now active. Selecting

Close wio Saving | exits the form without saving the supporting document addition(s). Selecting

saveand Close | sgves the document addition(s) and exits the form. Both buttons return the user
to the original calling security element form (e.g., Self-Assessment form).

4.6 Retire Documents

Documents are “retired” when they are no longer relevant as a supporting document and can not
be used as “Supporting Documents.” “Retired” documents are removed from the “Available
Documents’ listing so they cannot be selected elsewhere but they remain listed as “Supporting
Documents’ where previously selected. That is, if the “retired” document was previously
selected as a supporting document, it will remain listed as a* Supporting Documents.”

An example for “retiring” a document might be an organizational-level policy that was originally
used as a supporting document and it was replaced by a Medicare claims-specific policy. The
former organizational-level policy is not “updated” but is“retired” and the new Medicare claims-
specific policy is added as a new supporting document. The former organizational-level policy
remains listed under “Supporting Documents” for the applicable security element but it is no
longer selectable from the “ Available Documents.”

Any document listed under “ Available Documents’ or “ Supporting Documents’ can be selected
for “retirement.” Documents “retired from “Available Documents” will no long be listed as
available for selection. However, when a document listed under “Supporting Documents’ is
retired, it is automatically removed from the “Available Documents’ listing for other security
elements but it will remain listed under “Supporting Documents” for the applicable security

element. A future upgrade to the CISS will use different colored file name entries to designate if
a support document is an original, revised, or retired copy.

To “retire” a document, select the applicable document under the “Available Documents’ or
“Supporting Documents’ listing and sdect the = Retire Document | button (Figure 4-16).

WARNING: There is no confirmation notice after selecting the Retire bocument | pyjtton. Selecting
it “retires’ the document selection immediately. However, if that was not your intent, selecting
the closewhsaving | hytton exitsthe form without saving the changes.
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Figure 4-16. Supporting Documents form

=2 Supporting Documents Related to CSR Response: 1.1.3 !Elm
attach documentation to support CMS approval of N4 response contrary to applicability matriz,
Available Documents Supporting Documents
Mew Document
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Crocument DEF. doc | 014302006 Document GHI.dac: | Retired an [0
Add Document
Update Document
Retire Document
4 4] [ 2
Close wio Saving Save and Close

Figure 4-16 shows the Supporting Documents form with the selected document retired and
removed from the “Available Documents’ listing. The “Status’ column under “Supporting
Documents’ displays the date the documented was retired.

Figure 4-17. Supporting Documents form displaying Retired Document

Name

B Supporting Documents Related to C5R Responze: 1.1.3
Attach documentation to support CMS approval of NS4 response contrary to applicability matri.

Available Documents

I =l

Supporting Documents

Posted Mame Status

Document DEF doc

Crocument 4BC. doc | Retired on (0]

| 0143042008
Document GHI.doc | Retired on [0

n_dd Document

Since changes were made in the form, the = Clese wio Saving | button is now active. Selecting

Close wio Saving

Save and Close

exits the form without saving the supporting document addition(s). Selecting

saves the document addition(s) and exits the form. Both buttons return the user

to the original calling security element form (e.g., Self-Assessment form).
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4.7 Documentation Errors

As mentioned in the Chapter 3.0 introduction, upon opening, the CISS may display the following
Files are missing! dialog message over the CISS “WARNING” statement. This dialog message
displays whenever the CISS has determined that supporting documentation previously attach to
the CISS are missing (e.g., files are moved or deleted from their original CISS stored location).
Since thisis acriticd error, the CISS will continue to display this message multiple times while
accessing various program options.

Figure 4-18. CISS Files are missing! dialog message

i

CMS Interated Security
Suite

x
@ The following File(s) are missing From the database:
"Document ABC (Fev.1).doc” (entered into the database on 1/30/2006 10:58:50)
"Diocument ABC, doc” {entered into the database on 1730/2006 03;48;000
“Document DEF.doc” {entered inta the database on 1/30/2006 12:03:14)
"Document GHI.doc” (entered into the database on 1/30/2006 12:03:18)

Flease go to the Database Admin screen (From the Main screen) ko correct this issue 35 SOOM A5 POSSIELE!

Do Mot Accept |

CMS Imtegrated Security Suite Vers

4.7.1 Correcting Missing Documentation Errors
To correct missing documentation errors and stop the Files are missing! dialog message from
displaying:
a. Selecting the e i button from the Application Control region of the main
menu (Figure 3-3) displays the following dialog.

Figure 4-19. Database Administration dialog

EE Database Administration x|
Who's Logged On? | Compact/Repair Back-end | Backup Back-end |
Encryption | |
Check for updates: |(=' Manually " Automatically |
Close |

b. Selecting _Close | returns to the main menu, while selecting  Missing Documents \ opens the
following Missing Documents dialog.

NOTE: The remainder of the Database Administration dialog/menu buttons and options are
explained in Chapter 13.0.

CISSUser Guide v7.08 60




CISS User Guide — Documentation

Figure 4-20. Missing Documents dialog
BES Missing Documents = IEI|5|

The files listed below were not found in the database.

Please double-click on the file name to locate and re-import the correct
file. Please ensure that the file you select is the correct version for the
instance in which it was used. This is a PERMANENT fix and cannot be
undone!

iDocument ABC (Rev, 13, doc
Document ABC, doc
Dacumnent DEF, doc
Document GHI.doc

Close |

C. Selecting e | returns to the Database Administration dialog (Figure 4-19). Double-
clicking on a file name listed in the dialog, selects it and opens the following Missing:
[file name] Document dialog with the selected document file name included in the dialog
titte area(i.e., “Document ABC (Rev.1).doc”).

Figure 4-21. Missing: [file name] Document dialog

Missing: Document ABC (Rev.1).doc Document ﬂll
Savein [ {3 0155 | « @3k E-

_IReports CI55_DATA.dat
_l Support Files CISS_Data.udI
_temp C155_pdater.dat
CI55 Release, ini @ M3 Yersion. zip
155 Release_CMS.ini instlog. sl

28 155, 1db B security.ico
CI55.0sh update, avi

EEI CI55.mdb @ UserGuide. pdf
28 C155.mde Warning. bk
C155_BE(04-24-2008 1232).bak
C155_BE(04-25-2008 0954).bak

(7155 BE.mdb

E) 0155 BE.udl

File narme: I j Save I
j Cancel |

Save as type: IAII Files [*.7]

4

d. Selecting __Cancel | returns to the Missing Documents dialog (Figure 4-20). Otherwise,
locate and select the desired file name. Selecting ~ Save | opensthe following dialog.
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Figure 4-22. Reinsert Missing File dialog

Reinsert Missing File =l

You have selected:

Ci\Program FilesyCISS serGuide, pdf

Is this the document wou wish ko save as the missing "Document ABC (Rew. L).doc” file?

Yes Mo |

WARNING: The document file name displayed in the above dialog replaces the missing
document. This selection cannot be undone once it has been confirmed with Yes | SO review
this file name before confirming the selection.

e. Selecting ho returns to the Missing Documents dialog (Figure 4-20). Selecting
tes imports the selected document into the CISS and returns to the Missing
Documents dialog.

f. Return to step c. above to continue locating and reinserting all missing document files.
When al files have been reinserted into the CISS, the Missing Documents dialog no
longer displays any missing document file names and the CISS will no longer display the
Files are missing! dialog message.

Figure 4-23. Missing Documents dialog
BES Missing Documents - IEI|5|

The files listed below were not found in the database.

Please double-click on the file name to locate and re-import the correct
file. Please ensure that the file you select is the correct version for the
instance in which it was used. This is a PERMANENT fix and cannot be
undone!

g. Selecting o= | in the above dialog returns to the Database Administration dialog
(Figure 4-19).

4.8 Context Menus

The Supporting Documents form uses its own pop-up context menu options. Right-clicking on
any document name in either the “Available Documents’ or “Supporting Documents’ area
displays the following pop-up menu:
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ES Supporting Documents Related bo CSR. Response: 1.1.2 - |EI|§|
Attach documentation 1o support CMS approval of MfA response confrary to applicability matrix,

4

Available Documents

Figure 4-24. Supporting Documents form pop-up menu

Supporting Documents

New Document

MHame Status

Document ABC. doc Current az of
Document GHI.doc Fetired on [0

Add Document

Usage

Update Document

Retire Document

1| | »

Close w/o Saving

Save and Close

These pop-up menu options are specific to the Supporting Documents form and are not the same
menu options explained in section 3.1.5.3. The Supporting Documents form menu options and
functions are the same in both the “Available Documents’ and “ Supporting Documents” areas.
However, the pop-up menu options are not activated for any new document(s) until after

SaveandClose | 5 5ol ected to save the document.

The following summaries the Supporting Documents form pop-up menu options and functions:

Figure 4-25. Supporting Documents form pop-up menus

Pop-up Selection Function
Open Opensthe selected supporting document (see CAUTION below).
Higt Displays a chronicle of the selected document, including any updates
IStory to the selected document.
Usage Displays a listing of which Findings and/or CSRs the selected
d document supports.

CAUTION: Attempting to “Open” some file extension types (e.g., exe, com, bat, jS) executes
(i.e., runs) the selected file instead of opening it. This is a potentially dangerous situation if the
wrong file (i.e., executable file) was added to the Supporting Documents form and then the
“Open” option was selected for that file. Whenever an executable file type is selected to be

opened, the following caution displays:
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Figure 4-26. Supporting Documents form Open caution message

CMS Integrated Security Suite e |

Cauktion:
3
L

This file tvpe can conkain executable code,

Are wou sure yau wish bo contirue opening?

Yes i [e] |

Selecting Ho returns to the Supporting Documents form while selecting s may
potentially execute the selected file. To remove an executable supporting document file, refer to
section4.4.

CISSUser Guide v7.08 64



CISS User Guide — Points-of-Contact

5.0 Points-of-Contact (POCs)

Each POC record in the CISS contains al the information relating to a specific individual, no
matter what CISS security oversight element is linked to that individual. However, before any
POC(s) can be linked to any CISS security element (i.e., Self-Assessments, Audits, Weaknesses,
Findings, Action Plans), the POC record must already exist in the CISS. POCs can aways be
linked to (or associated with) CISS security elements after the fact, but the preferred method isto
create all potential POCs before working on other CISS activities. POC assignments should be
included for all individuals responsible for, or assisting with the completion, review, or approval
of any CISS-related security element action or activity.

As described in section 3.1, one of the major-level nodes in the Treeview region is a “ Points-of -
Contact” node (Figure 3-4). In addition, the Component region of the main menu includes a

Point(s)-of-Cantact | button (Figure 3-4). Either of these CISS main menu interfaces can be used to

open POC records in the CISS application. This Chapter explains the mechanics of maintaining
POC records and links in the CISS.

5.1 Creating a New POC Record

To create a new POC record, use either of the following methods to open the Points-of-Contact
form (Figure 5-2):

a. Right-click the Treeview region “Points-of-Contact” major-level node and select “Add’
from the pop-up menu (refer to section 3.4.2). This opens a new blank form in ADD
mode (refer to section 3.3). Selecting _unda | and | dese | closes the form without saving
the new record and returns to the CISS main menu.

b. Select the Component region  Potisk-of-Contact | button (refer to section 3.4.1) to open the

form in READONLY mode (refer to section 3.3). Selecting | opens a new blank form
in ADD mode.

Selecting  dese | before selecting »+ | closes the form without saving the new record and returns
to the CISS main menu. After selecting »+ |to open a new record, selecting unds | returns the

form to READONLY mode without saving the new record. Selecting _Gese | closes the form and
returns to the CISS main menu.

To complete thePoints-of-Contact form, proceed to section 5.4.

5.2 Opening a POC Record

To open an existing POC record, use either of the following methods to open the Points-of-
Contact form (Figure 5-2):

a. Expand the Treeview region “Points-of-Contact” major-level node or any security
element node with a lower-level “Points-of-Contact” node (refer to section 3.1.5.1).
Double-click the desired POC name node to open the form in READONLY mode (refer
to section 3.3). Selecting _dese | closes the form and returns to the CISS main menu.
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b. Select the Component region | PomtisiarContact | button (refer to section 3.4.1) to open the
form in READONLY mode (refer to section 3.3). Selecting clese | closes the form and
returns to the CISS main menu.

5.3 Editing a POC Record

To edit an existing POC record, use either of the following methods to open the Points-of-
Contact form (Figure 5-1):

a. Expand the Treeview region “Points-of-Contact” major-level node or any security
element node with a lower-level “Points-of-Contact” node (refer to section 3.4.2). Right-
click the desired POC name node and select “Edit” from the pop-up menu. This opens the
selected POC form in EDIT mode (refer to section 3.3). Selecting | unde | closes the form
and returns to the CISS main menu.

b. Expand the Treeview region “Points-of-Contact” major-level node or any security
element node with a lower-level “Points-of-Contact” node (refer to section 3.1.5.1).

Double-click the desired POC name node to open the form in READONLY mode (refer
to section 3.3). Selecting edt | changes the form to EDIT mode. Selecting | dese | closes
the form and returns to the CISS main menu.

c. Select the Component region = Peintis)-ef-Contact | button (refer to section 3.4.1) to open the
form in READONLY mode (refer to section 3.3). Use the form record navigation buttons
to navigate to the desired POC record (refer to section 3.2). Selecting = Edit | changes the
form to EDIT mode. Selecting | dese | closes the form and returns to the CISS main
menul.

To modify the Points-of-Contact form data, proceed to the next section, 5.4.

5.4 Completing the POC Form

Refer to section 3.3, to ensure that the Points-of-Contact form is in the proper mode. To add a
new POC record, the form must be in ADD mode; to edit an existing POC record, the form must
bein EDIT mode; and in READONLY mode, none of the form fields can be modified.

Although the following figure displays the form in EDIT mode, the form functionality is the
same for both EDIT and ADD modes. In READONLY mode, the form fields cannot be
modified. Only the form fields in the non-blue highlighted area depicted in the following figure
can be edited or modified while in EDIT or ADD mode. And, the information in the blue
highlighted area can only be edited or modified while in READONLY mode (refer to section
5.5).
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Figure 5-1. Points-of-Contact form EDIT mode
s

* Last Name * First Name

ISecure IIam l KYZ_B_2005_5: Weakness #2 - Impersanation
Email Phone Ext. Fax

Ilam‘secure@medlcare.net I(zzz) 5551212 I 1(222) 555-1234

* Job Function
|sso

MNotes actor KYZ (Data Center)

actor KYZ (Drata Center]
actor KYZ (Data Center)

| MED-05-5-003: Finding #1 - DeFault P ords
(8] 2050051 Finding #2 - Campromi
[i4] ir2-05-R-005: Test from Weskness Form

&
l Action Plan #2

READONLY

POC Record: |4| 4 1of1 }l >I| b# W | Undo | Edit Reports | Close |

5.4.1 Last and First Name Fields

The “Last Name” and “First Name” fields are required fields, so they must be completed before
the form can be saved.

5.4.2 Email Field

The “Email” field is not required but when filled-in, it is formatted as an Email address link.
Double-clicking this Email link uses the system default Email application to create a new
message addressed to that individual. No validity checks can be performed on this field, so it is
up to the user to ensure the Email addressis correct before sending any messages using this field.

5.4.3 Phone, Ext., and Fax Fields

The “Phone”’ and “Fax” fields are not required but when filled in are preformatted for telephone
numbersi.e., (123) 555-1212] and the “Ext.” field is a maximum 5-digit field.

5.4.4 Job Function Field

The “Job Function” field isarequired field that must be completed before the form can be saved.
This field should specify the job function, position, title, or role the POC fulfills at the Business
Partner (e.g., SSO, Security Administrator, VP of Medicare Operations, Programmer, etc.).
There are no CISSspecific terms or job functions for this field. The job function must be
determined by the Business Partner.
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5.4.5 Notes Field

The “Notes’ field is not required, but input whatever descriptive notes are deemed necessary for
the POC. These notes are not reported outside the Business Partner and are there for
informational purposes only.

5.4.6 Finalizing the Form

When done completing the form fields, selecting save | saves the form information, while
selecting  unds | closes the form without saving any of the new or modified information. Thereis
no confirmation or warning message if | undo | is selected—all new or modified data will be lost.
Both buttons return the form to READONLY mode. To make changes to the selected POC links
or associations, proceed to the next section, 5.5.

Selecting | dose | closes the Points-of-Contact form and returns to the CISS main menu.

5.5 POC Links or Associations

Figure 5-2 displays a Points-of-Contact form in READONLY mode. In READONLY mode, the
form fields in the blue highlighted area depicted in Figure 5-2 cannot be modified. Only the non-
blue highlighted dialog window areas are selectable. These dialog windows display all existing
links between the selected POC and Weakness, CSR, Finding, and Action Plan security element
records, if any.

Figure 5-2. Points-of-Contact form READONLY mode

EE| Points-of-Contack

‘ I i WYZ_B_2005_5: Weakness #2 - Impers

ractor K¥Z (Data Center)
| 12 ractor KYZ (Data Center)
By 1.17: Contractor ¥Y2 (Data Center)

READONLY [

rocrecnt: o[ o twr [ e | m [ ww | e |
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POC links or assignments can be added to individual security elements by following the
instructions in next section, 5.5.1.

5.5.1 Adding Individual POC Links to Other Forms

POC links can be made to other security elements while editing the respective security element
forms (refer to the applicable User Guide security element chapters). POC links can also be made
from the Points-of-Contact form dialog windows using the link in the dialog windows.
Clicking the link in any of these dialog windows while in READONLY mode opens the
selected security element form.

For example, clicking the CSRs dialog window link opens the Self-Assessment form in
READONLY mode at CSR 1.1.1. After using the record navigation controls (or for CSR only,
the “Goto CSR” drop-down dialog window) to navigate to the desired record (e.g., CSR 2.2.1),
selecting = Point(s)-0f-Contact |from the respective form opens the following Assign Points-of-

Contact dialog.

Figure 5-3. Assign Points-of-Contact dialog

E=| Self-Assessment for Contractor X¥2 (Data Center}

Contractor X¥2 {Data Center)

oo | _sorcs | e
ho m s
Goto CSR: 2.2.1 - - -
oo Yalidate B Systems Points-of-Contact |
*Status| ~ ) ayelp ~  Levell " Level 5 0 NAA | Docs |
* Response: Add Close 0% CMS Risk-Based Decision Made?/
This is a genetic response for CSR 2,21 in the self: nik For:

Edit | Weakness Worksheet | Close |

Response Record: I4| 4 1of5 bl Nl (X3 | ¥ | & | Undo

READONLY

100 of 441 »

CMS Integrated Security Suite Yersion 5.10 / CSR Rev.5.0, December 2004

C5R Record: |4

Selecting | Close | closes the Assign Points-of-Contact dialog and returns to the original calling

security element form (e.g., Self-Assessment form). Selecting = add | opens the Assign

Responsibility dialog where selecting the “ Assignee” drop-down menu allows the user to select a
POC from alist of available POCs (i.e., all existing POC records) (Figure 5-4). In this example,
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“lam Secure” was selected for assignment to the applicable CSR (e.g., CSR 2.2.1). Note that the
“Primary” field check box is aso selected (refer to section 5.6, for information on this field).

Figure 5-4. Assign Responsibility dialog

ES Assign Hesponsibility m

Person(s) currently assigned to this task.

Close w/o0 Saving Save and Close

After the POC selection is made, selecting saveandtiose | saves the POC link assignment and

closes the Assign Responsibility dialog. Selecting = Hesew/esaving | closes the dialog without
making the POC link assignment. Both buttons return to the following Assign Points-of-Contact
dialog with the new POC assignment displayed in its dialog window, if applicable.

Figure 5-5. Assign Points-of-Contact dialog with POC assignment

E=| Self-Assessment for Contractor X¥2 (Data Center}

Contractor X¥2 {Data Center)

General Requirement

1 Secure, Tam - (Primary)

tocols m Beference

ho

Goto CSR: 2.2.1 o _ _
oo Yalidate B Systems Points-of-Contact |
*Status| ~ ) ayelp ~  Levell " Level 5 0 NAA | Docs |
R=sponess Add i CMS Risk-Based Decision Made?/
This is a genetic response for CSR 2,21 in the self: nik For:

Edit | Weakness Worksheet | Close |

Response Record: I4| 4 1of5 bl Nl (X3 | ¥ | & | Undo

READONLY

C5R Record: |4 100 of 441 3 CMS Integrated Security Suite Yersion 5.10 / CSR Rev.5.0, December 2004
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Selecting - closes the Assign Points-of-Contact dialog and returns to the original calling

security element form (e.g., Self-Assessment form). Selecting | Gese | closes the security element
form and return to the Points-of-Contact form (Figure 5-7). Note that the following CSRs dialog
window now includes the new link assignment to CSR 2.2.1.

Figure 5-6. POC CSRs dialog window assignment

Q 1.1.1: Contractor XYZ (Data Center)
Q 1.1.2: Contractor X¥Z (Data Center]
g 1.1.7: Contractor XYZ (Data Center)

2.2.1: Contractor ¥YZ (Data Center)

Selecting | dese | closes the Points-of-Contact form and returns to the CISS main menu.

5.5.2 Removing POC Links to Other Forms

POC links can be removed from other security elements while editing the respective security
element forms (refer to the applicable User Guide security element chapters). POC links that are
listed in any Points-of-Contact form dialog window (Figure 5-7) can aso be removed. Double-
clicking the desired security element title in any dialog window while in READONLY mode
selects the security element and opens its respective form.

Figure 5-7. POC CSRs dialog window assignment

EE| Points-of-Contact

i WYZ_B_2005 5

Q 1.1.1; Contractor KYZ [Data Center]
a8y 1.1.2: Contractor HYZ (Data Center]
g 1.1.7: Contractor KYZ (Data Center)
|

2.2.1: Contractor K¥Z (Duata Center)

ing #1 - DeFault Passwords
ing #2 - Compromizsed Password
WY Z-05-R-005; Test fram Weakness Form

i Action Plan #1
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For example, double-clicking the “Action Plan #2” title in the Action Plans dialog window link
opens the respective Action Plan form in READONLY mode. Double-clicking the “ Secure, lam”
name in the POCs dialog window opens the selected POC Assign Responsibility form (Figure
58).

Selecting either = Close w/o Saving |or save andClose | closes the form without making any POC link
assignment changes. Both buttons return to the original calling security element form (e.g.,
Action Plan form). Selecting dese | closes the security element form and returns to the Points-of-
Contact form.

Figure 5-8. Assign Responsibility dialog

o = |
* Action Plan Title POCs Add
Action Plan #2 éﬂ Secure, Tam - (Primary)
Description
Action Plan Far Weakness #2 - Impersonation
Failure o protect password information,
Weaknesses
Assign Responsibility
Persons currently assigned to this task.
Completion Dates Target
Implementation
Initial Target: 4/15/2005 Costs
Current Projected: 4/15/2005 $10,000.00
Actual:
ctua ¥Yalidate
Status: Delayed Delete Close w/o Saving save and Llose W i, this form. Click "Validate” to see the errors!

Milestones

Milestanes
1 Update Security Awareness Training
1 Create Security Awareness Posters

[ﬁ-'?l@

READONLY

Action Plan Record: |1| 4 | 1of1 [ | >I| (3 | ¥ | "\f}’ I Undo | Edit | Reports Close

Selecting | Delete | displays the following warning message.

Figure 5-9. Delete Contact Assignment warning message

Delete Contact Assignment m

['o you want to delete this contact assignment?

Ve Mo |

Selecting No | exits the warning dialog and returns to the selected security element form
(e.g. Action Plan #2) without removing the POC link. Selecting __es | removes the POC link
without any further warnings or confirmations, and exits to the selected security form. Note that

CISSUser Guide v7.08 72



CISS User Guide — Points-of-Contact

the “Secure, lam” POC link assignment has been ddeted from the following Action Plan #2
POCs dialog window.

Figure 5-10. Action Plan form POCs dialog window assignment

B Action Plan _[=]]
e — — —_e0_—_—_—m—m_———————
* Action Plan Title POC(s) Add

IAction Flan #2

Description

Action Plan For Weakness #2 - Impersonation

Failure ko protect password information.

Weakness{es) o

e

g WYZ_B_2005_C5: Weakness #2 - Impersonation

Selecting | giese | closes the original calling security element form and returns to the Points-of-

Contact form. Selecting dese | again closes the Points-of-Contact form and returns to the CISS
main menu.

5.6 Assigning a Primary POC

Since multiple POCs may be assigned to CISS activities or functions, one of the POCs must be
designated as the Primary POC. If only one POC is assigned to a CISS activity or function, that
POC must be designated the Primary POC. This should be the person or job function that has
overall responsibility for completing any required actions.

Selecting ~ Point{s)-0f Contact | on any security element form where it is available displays the
following Assign Points-of-Contact form.

Figure 5-11. Assign Points-of-Contact form
Liaix

Add Close |

Selecting | add | opens the Assign Responsibility dialog. Selecting the Assignee drop-down
menu alows the user to select a POC from a list of available POCs (i.e., POC records that
already existed.). In the Figure 5-12 example, John Smith was selected and is being assigned to
this task. Note that the Primary “check box” is not filled-in. To designate this POC as the
Primary POC for thistask, click in the Primary box area.
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Figure 5-12. Assign Responsibility dialog without Primary assignment selected

Aszsign Responsibility

Person(s) currently assigned to this task.

Smith, John -

Figure 5-13. Assign Responsibility dialog with Primary assignment selected

B8 Assign Reszponsibility m

Person(s) currently assigned to this task.

fissignes: (gl <
ket

After completing the POC selection process, selecting the = saveandcese | cOmpletes the POC
assignment.

5.7 Deleting a POC Record

To delete a POC, open the desired POC record using either of the following methods to open the
Points-of-Contact form (Figure 5-2):

a. Expand the Treeview region “Points-of-Contact” major-level node or any security
element node with a lower-level “Points-of-Contact” node (refer to section 3.1.5.1).
Double-click the desired POC name node to open the form in READONLY mode (refer
to section 3.3). Selecting dese | closes the form and returns to the CISS main menu.

Selecting "] displays the Delete Point of Contact warning message (Figure 5-14).

b. Select the Component region  Pemtisiof-contact | hutton (refer to section 3.4.1) to open the
form in READONLY mode (refer to section 3.3). Use the form record navigation buttons
to navigate to the desired POC record (refer to section 3.2). Selecting dese | closes the
form and returns to the CISS main menu. Selecting ¥ displays the following Delete
Point of Contact warning message.

Figure 5-14. Delete Point of Contact warning message

Delete Point Of Contact m

Do you want ta delete this record?

Yes Mo |

Selecting ___ Me | in this warning message exits from the Delete Point of Contact warning and
returns to the Points-of-Contact form without deleting the POC. However, selecting ves |
deletesthe selected POC, as well as al links to the selected POC, without any further warnings

or confirmations. Selecting _fese | in the resultant form exits to the main menu.

5.8 POC Reports
MS Excel® PivotTable reports (refer to section 3.11) can be accessed by selecting the

st EEgais ‘ button located in the Component region (Figure 3-3) of the CISS menu. In
addition, the following Points-of-Contact Reports menu can be accessed from the Treeview
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region using pop-up menus or from the Points-of-Contact form using the = Rreports | button
(Figure 5-1).

Figure 5-15. Points-of-Contact Reports menu

Points-of-Contact Reports

Print All Points-of-Contact Print Current Point-of-Contact
{MS Access) {MS Access)

Adhoc (MS Access) |

NOTE: The Prmtfurmentforeortontact | hutton (Figure 5-15) is active only if the report selection
is based on a single POC selection. For example, double-clicking a specific POC or selecting the
“Reports’ pop-up menu from a specific POC results in an active button because a “current” POC
has been identified. However, when selecting the “Reports’ pop-menu from the “Points-of-
Contact” major-level node, the button is inactive because no “current” POC has been identified.

Any of the following methods can be used to open the Points-of-Contact Reports menu (Figure
5-15):

a. If the Points-of-Contact form is aready open, use the form record navigation buttons to
navigate to the desired POC record (refer to section 3.2), if necessary. Then selecting

Reports | (Figure 5-1) opens the report menu.

b. Expand the Treeview region “Points-of-Contact” major-level node or any security
element node with a lower-level *Points-of-Contact” node (refer to section 3.1.5.1).
Double-click the desired POC name node to open the POC record. Then selecting

Reports | (Figure 5-1) opens the report menu.

c. Expand the Treeview region “Points-of-Contact” major-level node or any security
element node with a lower-level “Points-of-Contact” node (refer to section 3.4.2). Right-
click the “Points-of-Contact” node or any POC name node in any security element to
display a pop-up menu that includes a “Reports’ option. (Refer to Figure 3-11 for an
expansion of all Treeview nodes and their available pop-up menu options.) Selecting
“Reports’ from the pop-up menu opens the report menu.

5.8.1 Print Current Point-of-Contact (MS Access)

Print Current Point-of-Contack

Selecting (MS Access) , if activated, from the Points-of-Contact Reports menu

(Figure 5-15) generates a report that includes the selected POC's information, and links or
responsibilities to CISS security elements. Only the current or selected POC is included in the

report.

Once created, a report similar to following example is available in MS Access® for the user to
review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a*“.pdf” file.
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Figure 5-16. Example Current POC report

CATS Point of Contuct Repoit
L
Secure, b, 550 iam secure (@medicare net
Phone: (2221555-1212 Faw: (222)555-1234
Mates:

‘VWeaknesses: MED_B_2005_5:'eakness 42 - Impersonation
CSRs: Contractor XY¥Z(Data Center)
111,112,119,
Findrgs: MED-05-C-005: Anding #2 - Compromised Password
HYZ05-R-005: Test from Wieakness Form
Action Plans: Action Plan #1
Action Plan #2

Since this is a MS Access” regort, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access™ report Toolbar controls. Closing the report returns to the report
menu (Figure 5-15).

Selecting dese | in the Points-of-Contact Reports menu closes the menu and returns to the
origina starting point (i.e., CISS main menu or Points-of-Contact form).

5.8.2 Print All Points-of-Contact (MS Access)

. Print &ll Points-of-Contact .
Selecting TS Access) | from the Points-of-Contact Reports menu (Figure 5-15)

generates a report that includes all POCs contained in the database. The report includes all POC
information, and their links or responsibilities to CISS security elements. This POC report is
formatted so each POC starts printing on a new page.

Once created, a report similar to the following example is available in MS Access® for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a*“.pdf” file.

Figure 5-17. Example All POCs report

(7, A) Poiunt of Contuct ot
s of Eep
Secure, B, 550 iam =ecure [@medicane net
Phane: (2221 6651212 Fax: (222)565-1234

Motes:

‘Weaknesses: MED_B_2005_§:'Weakness 82 - Impersonation
C5Rs: Contractor ¥%¥Z(0ata Center)
11,112,118,
Findings: MED-05-C-005: Finding #2 - Compromised Password
HYZ:05-R-005: Test from Weaknesz Farm
Betion Flans: Agtion Plan#1

Ation Plan #2
Srnith, Jobn, WP of Medicane Operations iohn smith @medicars net
Phone: (222 665-1212 «12346 Fan: (22275581234
Motes:

wWieakresses: MED_B_2005_5:Weakness $2 - Impersonation
CSR=: Contractor X%Z(Data Center)
110,118,

Findings: MED-05-C-008: Finding #2 - Compro mized Password
Bction Planz: Adtion Plan#1

Since this is a MS Access” regort, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access™ report Toolbar controls. Closing the report returns to the report
menu (Figure 5-15).

Selecting tese | in the Points-of-Contact Reports menu closes the menu and returns to the
origina starting point (i.e., CISS main menu or Points-of-Contact form).
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5.8.3 Adhoc (MS Access)

The Adhoc reports feature allows the user to generate a customized report that is based on user-
selected filters (or parameters) and includes only user-specified information. For example, an
Adhoc report can be created that includes only the POCs assigned to specific security elements
(e.g., Finding, Weakness) or a report can be created that includes only the POCs assigned to
specific CSRs. These examples are only a small sample of how reports can be customized to
meet specific needs. Although these reports include only the POCs based on user-specified
filters, all of the contact information is included for each POC included in the report. The POCs
are printed one after the other with no page breaks between each POC.

5.8.3.1 Adhoc Report Selection

Selecting Adhoc (MS Access) from the Points-of-Contact Reports menu (Figure 5-15)

opens the following Adhoc Points-of-Contact Reports dialog with the following Adhoc report
selection.

Figure 5-18. Adhoc Points-of-Contact Reports dialog

Adhoc Points-of-Contact Reporkts

Point-of-Contact Report

Selecting _ Close |c|oses the dialog and returns to the Points-of-Contact Reports menu (Figure
5-15).
5.83.2 Adhoc Report Filter Selection

The selection of adhoc report Primary and Secondary parameters (or filters), and the resultant
adhoc reportsis explained in section 3.12.
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6.0 Seaf-Assessments

An important element of ensuring an organizations I T security health is performing routine Self-
Assessments of the Business Partners’ security program. The CISS application facilitates the
performance and maintenance of annual Self-Assessments, especially when multiple Self-
Assessments are required (e.g., one per Medicare contract).

New with the CISS versus the former CAST application is that all non-compliant CSRs result in
a security Weakness and a corresponding Action Plan and Milestones to remediate the Weakness
(versus creating Safeguards in the former CAST). In addition, all Weaknesses resulting from
Audit or Review Findings must be linked (associated) with a corresponding non-compliant CSR.
The progress towards completing the Action Plans associated with each Weakness is updated
and submitted to CMS using the POA&M reporting process in the CISS application (refer to
Chapters 7.0, 8.0, and 12.0.

As described in section 3.1, one of the major-level nodes in the Treeview region is a “Self-
Assessments (CAST)” node (Figure 3-4). In addition, the Component region of the main menu

Self-Assessments

includes a (casT) button (Figure 3-4). Either of these CISS main menu interfaces can
be used to open Self-Assessments and their corresponding CSR records in the CISS application.

This Chapter explains the mechanics of using the CISS to document and manage Self-
Assessments and their respective CSR responses. Consult BPSSM Appendix A for guidance on
completing the new CSR response status effectiveness levels and response comments. Users are
strongly encouraged to become familiar with all the criteria and guidance contained in BPSSM
Appendix A before attempting to use the CISS to complete Self-Assessments.

6.1 Self-Assessments and Lower-Level CSR Nodes

Each Self-Assessment title displayed in the Treeview region under the *Self-Assessments
(CAST)” magor-level node can be expanded by clicking its corresponding icon [eg.,
“Contractor XYZ (Data Center)” in Figure 6-1]. When the Self-Assessment name node is
expanded, separate lower-level CSR-related nodes are displayed. When their respective nodes
are expanded, the following CSR-related information displaysin the Treeview:

e 1% Level — The 10 Major CSR Categories (e.g., Category “1. Entitywide Security
Program Planning and Management” in Figure 6-1).

e 2" Level — The CSR General Reguirement Categories (e.g., General Requirement “1.1"

in Figure 6-1).
e 39 evel —Individual CSR Control Techniques (e.g., CSRs “1.1.1” — “1.1.10” in Figure
6-1).

e 4" Level —CSR linksto POCs and Weaknesses, if any (e.g., CSR “1.1.1” in Figure 6-1).
If there are no POCs or Weaknesses linked to a CSR, “(NONE)” displays after their
nodes (e.g., “1.1.8" in Figure 6-1).

Any Self-Assessment node, at any level, can be selected (i.e., opened) by double-clicking the
applicable node. In addition, right-clicking selected nodes activates a pop-up menu that allows
specific functions to be performed (refer to section 3.1.5.3).
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Figure 6-1. Treeview Self-Assessment and CSR nodes

@ Contractor XYZ
[ dly Self-Bszezsments [CAST)

EI& Contractor <72 [Data Center)
El& 1. Entitpwide Security Program Planning and Management
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e | Weakneszes

“fk Paints-af-Contact [MONME)
-__| Weaknesses [MOME)

-2 1110
[]Q 1.3
[]Q 1.5
[]@ 1.7
[]@ 1
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iy 2. Access Control

- gy 3. System Software

-y 4. Segregation of Duties
o Al 5. Service Continuity
Q 6. Application Software Developrent and Change Caontral
Q 7. Application System Authorization Controls
Q 8. Application Syster Carmpletenes: Contrals
Q 9. Application System Accuracy Controls
- L

The upper-level Treeview CSR nodes (i.e., Mgor and General Requirement Category nodes)
aways display with a blue node icon (). However, the individual CSR node icons display in
different colors to indicate the response status assigned to the CSR. The CSR node icon color
legendis:
e Green—"“Level 5 or “N/A” response status that is in agreement with the Applicability
matrix (e.g., CSR “1.1.6” in Figure 6-1)

e Blue—"“Level 3" or “Level 4" response status (e.g., CSRs “1.1.4” and “1.1.5” in Figure
6-1)

e Yelow—"“Level 1,” “Level 2,” or “N/A” response status that is not in agreement with the
Applicability matrix (e.g.,, CSRs“1.1.2,” “1.1.3,” and “1.1.7" inFigure 6-1)

e Red-"“Leve 0" response status (e.g., CSR “1.1.1" in Figure 6-1)

e Grey — Response status not yet assigned. (e.g., CSRs “1.1.8,” “1.1.9,” and “1.1.10” in
Figure 6-1)
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6.2 Self-Assessment Form Navigation Controls

There are multiple methods to navigate to a specific Self-Assessment, CSR, or CSR Response
within the Self-Assessment form (Figure 6-5):

a. The form includes a drop-down menu to select or change the selection of the currently
active Self-Assessment title. If the desired Self-Assessment title is not active, as indicated
by the Self-Assessment title displayed in the upper yellow area of the following figure,
use the drop-down menu at the end of thistitle field to select the desired Self-Assessment
title. Selecting _dese | closes the form and returns to the CISS main menu.

Figure 6-2. Self-Assessment form Self-Assessment Title drop-down menu

B3 Self-Aszessment for Contractor XYZ [Data Center]

ontractor X¥Z (Data Center

Contractor X¥2 (Data Center)
Contractor XY2 (Part A)
Contractor X¥2 (Part B)

1.1. Ma nt and sh training, security awareness, and have security expertise.

b. The form includes a “Goto CSR” drop-down menu (Figure 6-3). To navigate to a
different CSR record, type the desired CSR number into the “Goto CSR” input area or
select the desired CSR number from the drop-down menu. Use the scroll bar to view and
select other CSR numbers.

Figure 6-3. Goto CSR drop-down menu

Goto CSR:

*otal

* Response:

|This is agenericrel1.1,

c. Section 3.2, explains how to use the form record navigation buttons to move through
form records. The same record navigation controls apply to this form except that this
form has two sets of navigation controls (Figure 6-4)—one for each CSR Response
Record (e.g., 1 of 8) and one for each CSR Record (e.g., 1 of 441).

Figure 6-4. Response Record and CSR Record navigation buttons

Response Record: |4| 4 | 1of8 » | >|| (X3 | ¥A |

CSR Record: |4 4 1 of 441 3 1] READONLY

To navigate to a different CSR, use the “CSR Record” navigation controls. To navigate to a
different CSR Response record for the currently selected CSR (e.g., to view an older response for
the currently selected CSR), if applicable, use the “Response Record” navigation controls.
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6.3 Unlocking Self-Assessment Records

When existing Self-Assessment data is imported into the CISS application from a CAST back-
end database, the CISS Self-Assessment records (i.e., CSR responses) are locked; they cannot be
modified. The same is true when a Self-Assessment is submitted to CM S—the CISS application
locks the Self-Assessment records to prevent changes (refer to Chapter 12.0).

When a Self-Assessment CSR record is locked, the Self-Assessment form background color for
the “Date Entered” and “Response” fields is yellow instead of white, and the “ Status” selections
are disabled as in the following figure. In addition, the form is in READONLY mode and the

Edit | button on the form is disabled.

NOTE: The Self-Assessment form is used to display and enter CSR information. There is no
separate “ CSR form.”

Figure 6-5. Locked Self-Assessment form record
B Self-Assessment for Contractor XY2Z (A) = Iﬁl Iﬂl

Contractor X¥2 (A) ;1

General Requirement

1.1. Management and st

Goto CSR: N There are errors on this form. Click
Yalidate | “Yalidate" to see the errors! Reports | Systems Points-of-Contact |

vStatus| ~ ) ayelg  Levell T Level 2  level3  Level4  Levels O N/A | Docs |
* Response: & e e e * Date Entered: I 9fzf2004 r

Formal Security Training includes: (1) awareness training; (2) periodic security reminders; (3) user education concerning virus protection; (43 user education in importance of monitoring log in
success/Failure and how to repart discrepancies; and (5) user education in password managerent (rules ta be followed in creating and changing passwards, and the need ta keep them confidential).
(Corpaorate Information Security issues special phanemail and e-mail bulletins relating to particular security threats {e.g., new viruses) and security policy and procedures. POC: System Security
Managemert, Training Management

Edit | Weakness Worksheet | Close |

Response Record: I4| 4 1of 7 bl Nl (X3 | /.4 | & | Undo

C5R Record: |4

1 of 441 »

READONLY CMS Integrated Security Suite Yersion 5.10 / CSR Rev.5.0, December 2004

6.3.1 Unlocking All Self-Assessment CSR Response Records

To unlock al the Self-Assessment records, such as when preparing to complete the annual Self-
Assessment process, expand the Treeview region “ Self-Assessments (CAST)” major-level node
and right-click the desired Self-Assessment name node [e.g., Contractor XY Z (A)] to open the
following pop-up menu. Select “Unlock All Records’ from the pop-up menu and the CISS will
“unlock” the selected Self-Assessment CSR response records.
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Figure 6-6. Treeview Self-Assessment node “Unlock All Records” pop-up menu

ﬁ Contractor XYZ
B @y Selbhssessments [D’-\ST]

Contrachor =72 (£ ;

S_I,Jstems Edit
& % Audis Delkt
/B Findings Walidate
[+ T2 Weaknesses Create Worksheets
- S Action Plans Unlock &ll Records
[+ Faintz-of-Contact Repotts
- g Documents Expand Branch

When the CISS “unlocks” Self-Assessment CSR response records, it creates unlocked copies of
the final CSR response records submitted to CMS (or imported from CAST). The “old” CSR
response records remain untouched and locked in the Self-Assessment, and the status and
response information is copied into new unlocked records. The only change made from the “old”

to the “new” CSR response record is the “Date Entered” field is updated to reflect the date that
the records were “unlocked.”

To demonstrate this, review Figure 6-5 with the locked CSR yellow background date and
response areas. Note the date and CSR “Response Record” indicates 1 of 7 records. Now review
the unlocked record in Figure 6-7 with the white background date and response areas. The “Date
Entered” field has changed and the CSR “Response Record” now indicates 1 of 8 records, and
the ede | puttonisenabled.

Figure 6-7. Unlocked Self-Assessment form record

E= Self-Assessment for Contractor X¥Z (A) == Iﬂl

Contractor X¥2 (A) ;1

General Requirement

1.1. Management and sta

Control Technique

Goto C5R: Il!! - I

* Status

There are errors on this form. Click
Yalidate | o

Yalidate" to see the errors! Reports | Systems Points-of-Contact

i Leveld = Level1 i~ Level2 Level3 i Level4 i Level 5 i NA | Docs |

* Response: & i~ i~ e # Date Entered: I 5/1/2008

Formal Security Training includes: (1) awareness training; (2) periodic security reminders; (3) user education concerning virus protection; (43 user education in importance of monitoring log in
success/Failure and how to repart discrepancies; and (5) user education in password managerent (rules ta be followed in creating and changing passwards, and the need ta keep them confidential).
(Corpaorate Information Security issues special phanemail and e-mail bulletins relating to particular security threats {e.g., new viruses) and security policy and procedures. POC: Systemn Security
Managemert, Training Management

Required Field

Response Record: I4| 4 1of8 bl Nl (X3 | ¥ | & | Undo

C5R Record: |4 1 of 441 3

Edit | Weakness Worksheet | Close |

READONLY

CMS Integrated Security Suite Yersion 5.10 / CSR Rev.5.0, December 2004
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6.3.2 Unlocking Individual CSR Response Records

Individual CSR response records can be unlocked without unlocking al CSR response records
included in a Self-Assessment. This might occur if the Business Partner wishes to update a
specific CSR response after a Self-Assessment has been submitted to CM S but before the next
Self-Assessment preparation cycle (e.g., to record updated response information).

To unlock an individual CSR response record, select the desired CSR node and right-click the
CSR node to open the following pop-up menu. Select “Unlock Record” from the pop-up menu to
“unlock” only that CSR response record.

Figure 6-8. Treeview CSR node “Unlock Record” pop-up menu

@ Contractor XYZ

|_:_| Sell-Assessments [CAST)

=By Conitractor KYZ [4)

EI 1. Entitywide S ecurity Program Planning and Management

=] &y 1.1
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validate
Create Worksheet

Urlock Record

! Reports
| Expand Branch

e

el [
b ol o o e o

The CISS creates an unlocked copy of the selected CSR response record and the “old” CSR
response record remans untouched and locked, as explained in the previous section. Later, when
the entire Self-Assessment is selected to be “unlocked” (refer to the previous section), the CISS
ignores all CSR response records that are already unlocked and only processes the CSR response
records that remain locked.

6.4 Creating a New Self-Assessment

CMS Business Partners should use existing Self-Assessments imported from their CAST or
CISS back-end databases when preparing for the next Self-Assessment submittal cycle. New
Business Partner Self-Assessments should only be created when there is no existing Business
Partner Self- Assessment, such as when splitting an existing combined assessment into separate
Self-Assessments or when preparing the initial Self-Assessment for a new contract.

To create a new Self-Assessment, right-click the “Self-Assessments (CAST)” node in the
Treeview region and select “Add” in the following pop-up menu.

Figure 6-9. Treeview Self-Assessments (CAST) node “Add” pop-up menu
@ Contractor X2

[ é g

fle e it

3 & Findings
T Weaknesses
]i@ Action Planz
t]
3l

Pointz-of-Contact
Documnents

This opensthe following Add Self-Assessment form.
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Figure 6-10. Add Self-Assessment form

Add Self-Assessment

* CMS Number: (12345 |
* Title: [Contractor ¥YZ (DMERC) |

Description: -

Delete

Close w/0 Saving | Save and Close

Input the CMS contract Number (e.g., 12345), Self-Assessment Title and contract Type [e.g.,
Contractor XY Z (Dmerc)], select the Type of Medicare contract from the drop-down menu (e.g.,
Dmerc) and any desired descriptive information. The “CMS Number,” “Title,” and “Type” fields
are required fields and must be completed before the form can be saved. However, this dialog
information can be modified later (refer to section 2.4.2).

NOTE: If preparing and submitting separate Self-Assessments for multiple contract types,
ensure that each Self-Assessment title is unique by appending the contract type to the Self-
Assessment title [e.g., Contractor XY Z (Part A), Contractor XY Z (Part B), etc.].

Selecting | ssveandflose | sgyes the information, closes the dialog, and creates a new Self-
Assessment. Selecting | Cesew/osaving | exjts the dialog without saving the data or creating a new
Self-Assessment. Both buttons return to the CISS main menu (Figure 3-4).

If the data entered in the above dialog are saved, the name entered in the form will be included as
alower-level node under the “ Self-Assessments (CAST)” mgjor node (Figure 6-11). If the dataiis
not saved, no new Business Partner Self-Assessment will be created. After creating a new Self-
Assessment, proceed to section 6.8.

Figure 6-11. Treeview Self-Assessments (CAST) lower-level nodes

@ Contractor X2
=By Self-hssessments (CAST)
+ A8l Contractar }72 [4)

e e Bt
/T Findings

T Weaknesses
ﬁ, Action Plans

% Pairitg-of-Contact
-l Documents
6.5 Modifying Self-Assessment Information

To modify the Self-Assessment contract information (Figure 6-10), refer to section 2.4.2.

t
H
H
H
t
H

6.6 Opening Self-Assessments and CSRs

As explained in section 6.1, the Treeview “ Self-Assessments (CAST)” mgjor-level node includes
several lower-level Self-Assessment and CSR-related nodes (Figure 6-1). These individual nodes
can be selected to open specific Self-Assessments, CSR categories, or CSRs.
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6.6.1 Opening a Self-Assessment

To open an existing Self-Assessment, use either of the following methods to open the Self-
Assessment form (Figure 6-15):

a Expand the Treeview region “ Self-Assessments (CAST)” major-level node (Figure 6-11).
Double-click the desired Self-Assessment title [e.g., Contractor XYZ (DMERC)] node to
open the form in READONLY mode (refer to section 3.3). Selecting dese | closes the
form and returns to the CISS main menu.

Self-Assessments

b. Select the Component region (casT) button (refer to section 3.4.1) to open the

form in READONLY mode (refer to section 3.3). If multiple Self-Assessments exist
(e.g., multiple contracts), the CISS application opens either: (1) the first Self-Assessment
name node listed in the Treeview region when running anew CISS session (i.e., when the
CISS is initialy opened) or (2) the last active Self-Assessment during the current CISS
session (e.g., when a Self-Assessment was already selected).

If the desired Self-Assessment title is not active, as indicated by the Self-Assessment title
displayed in the upper yellow area of the form (Figure 6-2), use the drop-down menu at the end
of thistitle field to select the desired Self-Assessment title. Selecting | Cese | closes the form and
returnsto the CISS main menu.

The magor difference between using the Treeview region nodes and Component region

Self-Assessments

(CasT) button to open Self-Assessments is that by expanding the Self-Assessments

Treeview nodes, a specific Self-Assessment, Mgor CSR Category, CSR General Requirement,
or CSR Control Technique can be opened by doubleclicking the desired node. Whereas,

Self-Assessments

selecting the (CAST) | button opens the first listed or last active Self-Assessment at CSR

1.1.1. Then the user must use the “Goto CSR” selection or form record navigation buttons to
navigate to the desired CSR record (refer to section 6.2).

6.6.2 Opening a CSR Category or Response

To open the Self-Assessment form at a specific CSR category or response, expand the Treeview

region Self-Assessment title lower level nodes (refer to Figure 6-1). Doubleclicking the desired

CSR category or number opens the form in READONLY mode (refer to section 3.3). Selecting
tese | closes the form and returns to the CISS main menu.

For example, double-clicking General Requirements Category “1.1” (refer to Figure 6-1), opens
the Self-Assessment form at CSR 1.1.1 while double-clicking Category “1.5,” opens the form at
CSR 1.5.1. Double-clicking Major Category “3. System Software,” opens the form at CSR 3.1.1
while double-clicking CSR “1.1.9,” opensthe form at CSR 1.1.9.

6.7 Editing a Self-Assessment/CSR Record

To edit an existing Self-Assessment, use either of the following methods to open the Self-
Assessment form (Figure 6-15):

a. Refer to the previous section, 6.6.2, to select and open a specific Self-Assessment, or
CSR category or number by double-clicking the desired node. This opens the form in
READONLY mode (refer to section 3.3).
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Self-Assessments

b. Select the Component region (CAST) button (refer to section 3.4.1) to open the
form in READONLY mode (refer to section 3.3). If multiple Self-Assessments exist
(e.g., multiple contracts), the CISS application opens either the first Self-Assessment
name node listed in the Treeview region if running a new CISS session (i.e., when the
CISS is initially opened) or the last Self-Assessment accessed during the current CISS
session (e.g., if a Self-Assessment was already selected).

c. If the desired Self-Assessment is not opened, as indicated by the Self-Assessment Title
displayed in the upper yellow area of the form (Figure 6-2), use the drop-down menu at
the end of the Title field to select a different Self-Assessment.

d. If thedesired CSR is not opened, use the “Goto CSR” selection or form record navigation
buttons to navigate to the desired CSR record (refer to section 6.2).

Selecting et | changes the form to EDIT mode, and selecting | Bese | closes the form and
returnsto the CISS main menu.

6.8 New Self-Assessments/CSR Records

When anew Self-Assessment is created (refer to section 6.4) or new CSRs are added to the CISS
(i.e,, CSRs that did not exist previoudly), there are no existing CSR response records in the Self-
Assessment for the new CSRs. Instead, the Self-Assessment form opens with a blank response
form in READONLY mode (refer to section 3.3) at record O of 0.
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Figure 6-12. New Self-Assessment form record
E=| Self-Assessment for Contractor X¥2 (Part A) = Iﬁl Iﬂl

Contractor X¥2 (Part A) ;1

security training

Goto CSR: | o ~ _
oo Im I Yalidate | Reporks Points-of-Contact |

*Status| & | ayelp & Levell & Level 2 & Level3 % Leveld & Level 5 & N/A | Docs |
* Response: # Date Entered: I 9j252006 &

Edit

Weakness | Worksheet | Close |

Response Record: I4| 4 0ofD bl Nl (X3 | /.4 | & | Undo

READONLY

C5R Record: |4 2 of 443 3

CMS Integrated Security Suite ¥ersion 7.00 {Build 0013} / CSR Rev.7.0, February 2006

Note that when creating a new Self-Assessment, the former CSR response status of “Yes,” “No,”
“Partial,” and “Planned” do not appear in the CSR Status area of the Self-Assessment form.
Since this is a new Self-Assessment, only the new response status levels appear in the CSR
Status area.

6.8.1 Creating a New Response Record

To create a new CSR response record, select il This adds a new blank record (i.e., record 1 of
1) in ADD mode (refer to section 3.3).
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Figure 6-13. Self-Assessment form “Entity Response” button
E=| Self-Assessment for Contractor X¥2 (Part A) = Iﬁl Iﬂl

Contractor X¥2 (Part A) ;1

General Requirement

1.1. Management and staff shall rece curty training, secunty

1.1 B} ont security training
B al b

Goto CSR: 1.1.2 o ~ _
oo Yalidate | Reporks Points-of-Contact |

“Status| @ ) avelg &  Levell & Level2 & Level3 & Level 4 & Level 5 & MR | [P |
* P Entity Resp | *DateEntered:I f25/2006 &

Weakness | Worksheet | Close |

Save

Response Record: I4| 4 10of1 bl Nl 23 | /.4 | & | Undo
ADD

CSR Record:  {jq 9 CMS Integrated Security Suite ¥ersion 7.00 (Build 0013) / CSR Rev.7.0, February 2006

2 of 443 »

Note that thereisa  entity Response | button (i.e., yellow-highlight button in Figure 6-13) on the
Self-Assessment form below the CSR “Status’ area. This button is active only for new blank
CSR response records when at least one other Self-Assessment exists in the back-end database.
If this is a new Self-Assessment but no other Self-Assessments exist, the ~ Entity Response |
button does not display.

6.8.2 Entity Response Button

When another Self-Assessment exists in the back-end database, the ~ EntityResponse | button
enables the Business Partner to select a baseline Self-Assessment to be used as the default
response for blank CSR records. Selecting = EntityResponse | opens a Select Baseline Self-
Assessment dialog. Use the drop-down menu to select the baseline Self-Assessment from those
that exist in the back-end database.

Figure 6-14. Baseline Self-Assessment selection

EE Select Baseline Self-Assessment o ] 1|

Select the Self-Assessment to set as the baseline:

“ontractor XYZ (Daka Center)

Contractor ¥¥Z (Data Center)

Continue

Selecting Continue closes the form and returnsto the Self-Assessment form.

CISSUser Guide v7.08 838



CISS User Guide — Self-Assessments

6.8.3 Baseline Self-Assessment

Once a baseline Self-Assessment has been selected, selecting  Entity Respanse | in a blank CSR
response record automatically pastes the equivalent CSR status, response, POC assignment(s),

and any Weakness(es) and supporting document links, if applicable, from the baseline Self-
Assessment into the blank CSR record. If any of these fields already contain data or links,

existing data and links are overwritten with baseline Self-Assessment data. The user is required
to verify al fields and links, and modify them as necessary.

To change the default baseline Self-Assessment selection, use the Shift+ Entity Response
button combination (i.e., keep the Shift key depressed while selecting the  Entity Response
button) to open the Select Baseline Self-Assessment dialog (Figure 6-14) and select a different
baseline Self-Assessment.

6.9 Completing the Self-Assessment/CSR Form

Ensure the Self-Assessment formisin the proper mode (refer to section 3.3). To add anew CSR
record, the form must be in ADD mode; to edit an existing CSR record, the form must be in
EDIT mode; and in READONLY mode, none of the form fields can be modified. Although
Figure 6-15 displays the form in EDIT mode, the form functionality is the same for both EDIT
and ADD modes.

Figure 6-15. Self-Assessment form EDIT mode

B Self-Assessment for Contractor XYZ [Part A) ! m
Contractor X¥2 {Part A) ;1

General Requirement

1.1. Management and s

ity ders (.0 r

P hooklet
] ion in

Goto CSR: 111 = |
Lk Yalidate Reporks | Systems Ponts-of-lontack |

*5ta'tu§| = ‘Levelﬂr Level L © level2z © Level3  Level4 " Level5 i N/A ‘ Docs: |

*Response: ) ee ) Mo W0 Pargal ) Plsnne * Date Entered: 6/28/2005 (5 Risk-Based Decision Maded |

This is a generic response For CSR 1.1.1 in the self-assessment For Test SA For XVYZ (A). This response was created on Monday, February 14, 2005,

Response Record: ﬂj 1of 2 jﬂ b4 | 8 | 'y | Undo

SR Record: |4 1 of 441 3 CMS Integrated Security Suite Yersion 5.09 / (SR Rev.5.0, December 2004

Save | Weakness Worksheet | Llose |
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Note in Figure 6-15 that when opening a previous Self-Assessment to compl ete the FY 06 or later
responses, the former CSR status responses of “Yes,” “No,” “Partial,” and “Planned” appear in
the CSR Status area of the following Self-Assessment form. They only display to indicate what
the previous response status was but cannot be selected when responding to FY 06 or later Self-
Assessments. The new response status requirements are explained in section 6.9.2 and in BPSSM
Appendix A.

Figure 6-16. Self-Assessment form response status area

* 5tatus| Levelo  Levell Level2 Level 3 = Level4 T Level5 . NfA |
* Response: @ fa Is e *Date Entered: I 6/28/2005

Since this form includes different functional areas and several buttons, the following sections
explain how to complete the Self-Assessment form by breaking up the form into different
functional areas.

6.9.1 Self-Assessment Title and CSR Screen Areas

The active Self-Assessment title and the selected CSR information are displayed in the upper
region of the following Self-Assessment form.

Figure 6-17. Self-Assessment form upper region

B3 Self-Aszessment for Contractor XYZ [Data Center] !E X

Contractor XYZ (Data Center) -

General Requirement

1.1. Managerment and staff shall rec

user

Control Technigue

This upper region of the Self-Assessment form displays the active Self-Assessment title and the
currently selected CSR Category, General Requirement, and Control Technique (refer to BPSSM
Appendix A for an explanation of these CSR elements).

If the desired Self-Assessment title is not displayed in the yellow title area or a different one is
required, refer to section 6.2a, for the procedure on changing this selection. It is important to
verify that the correct Self-Assessment title is active in the Self-Assessment form. Otherwise, the
wrong Self-Assessment information may be viewed or modified.

The CSR Category, General Requirement, and Control Technique information cannot be
modified since these display CMS requirements. If the CSR General Requirement or Control
Technique display is larger than the available form area, clicking the cursor anywhere in these
areas opens a scroll bar that can be used scroll through the entire text.
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6.9.1.1  Applicability Button

Selecting | awplicability | displays the following Applicability dialog for the selected CSR (refer
to BPSSM Appendix A for an explanation of this information).

Figure 6-18. CSR Applicability dialog

Applicability
e
[COE, CWF, DC, Dmerc, MAC, Parth, PartB, PSC, 53.

6.9.1.2  ProtocolsButton
Selecting | erotocols | displays the following Protocols dialog for the selected CSR (refer to
BPSSM Appendix A for an explanation of this information).

Figure 6-19. CSR Protocols dialog

mEEE_mmm_

1. Review the training policy,

2, Interview a sample of site personnel ko verify that
documented training was received,

3, Review documented procedure For generation of
security reminders,

4. Review a sample of training records to confirm
completion of the required training.

5. Review training svilabus For inclusion of the
required kraining.

6.9.1.3 Guidance Button

Selecting __ Guidance |disp|ays the following Guidance and Related CSRs dialog for the selected
CSR (refer to BPSSM Appendix A for an explanation of this information).

Figure 6-20. CSR Guidance and Related CSRs dialog

Guidance and Related CSRs

Guidance Related CSRs

& Formal program should be established with a policy 5.12.1,2.9.2
and a procedure,

6.9.1.4 Reference Button

Selecting __ Reference | displays the following References dialog for the selected CSR (refer to
BPSSM Appendix A for an explanation of thisinformation).
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Figure 6-21. CSR References dialog

MIST 800-26: 13.1,4
HIPA&: 164, 3082350
HIPA&: 164, 308(aSNA)
HIPAA: 164, 30GaSNIEY
HIPA&: 164, 308(@1SNINC)
HIPAA: 164, 308215 NID)
POD 631 355

LRS! 4.1

LRS! 4.3

FISCAM: TSP-4.2,2

6.9.2 CSR Status and Response Areas

When no status or data has been entered for a CSR response (i.e., new Self-Assessment or CSR
response record), the response screen area of the form looks similar to the following figure.
Since the form isin EDIT mode, most of the buttons are disabled. In ADD or EDIT modes, the

Edit |button changesto Save |and | undo lisactivated (refer to Figure 6-22 and Figure 6-23).

Figure 6-22. Self-Assessment form CSR response area in EDIT mode

Goto CSR: 1.1.1 - = -

oto I | Yalidate | Reports | Systems | Points-of-ontact |
* Status| = LevelD = Lewel1 = Level 2 = Level 3 = Level4 = Level 5 i NiA | s |

¥ R (g (e le e * Date Entered: [ £/25/2005 I

AT
This is a genetic respons: Required Field[ir he sef nt For Test 54 for %YZ (), This response was created on Monday, February 14, 2005, ﬂ
[~
Response Record: |4 | 4 | 1of2 ; | P | rE | ¢ 8 | g Undo Save Weakness Worksheet: | Close |
CSR Record: |4 1 of 441 3 CMS Integrated Security Suite ¥ersion 5.09 / CSR Rev.5.0, December 2004

Otherwise, the selected status and response description displays in the response area and most
buttons are activated (Figure 6-23). When the CSR Response record already exists, selecting
Edit |opens the Self-Assessment form in EDIT mode (Figure 6-22). Note that although Figure

6-22 displays the form in ADD mode, the form functionality is the same for both ADD and EDIT
modes.
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Figure 6-23. Self-Assessment form CSR response area in READONLY mode

Goto CSR: 1.1.1 - 5 -
oto ¥Yalidate | Reports | Systems | Points-of-Contact |
* 5tatus| = LevelD = Levell = Level 2 = Level 3 = Level4 * Level 5 i MNAA | Docs |
* Response: * Date Entered: 61262005 N

This is a genetic respanse For CSR1.1.1 in the self-assessment For Test SA For ¥¥Z {A). This respanse was created on Monday, February 14, 2005,

Response Record: |1| o | 1of2 }l }|| (X3 | 7 | ""7 Undo

CSR Record: | |4 1 of 441 3 READONLY

Edit | Weakness

YWorksheet | Close

[CMS Integrated Security Suite ¥ersion 5.09 / CSR Rev.5.0, December 2004

The background color around the CSR Status, Response, and Response Record areas
corresponds to the same colors used to designate CSR nodes (refer to section 6.1). For example,
the background color shown in Figure 6-23 is green to designate a fully compliant CSR Status
(i.e, “Level 5” or “N/A” that isin agreement with the Applicability matrix).

6.9.2.1 CSR Status Selection

The “Status” field is a required field, so it must be completed before the form can be saved.
Refer to BPSSM Appendix A for the definitions and criteriafor using a response status of “Level
0-5" and “N/A.” Briefly stated, the Levels equate to:

e Level 0—None of the 5-Levels have been implemented

e Level 1-Documented Policy only

e Level 2— Level 1 and Documented Procedures only

e Level 3— Level 2 and Implemented Procedures and Controls only

e Level 4- Level 3 and Tested and Reviewed Procedures and Controls only
e Level 5- Level 4 and Fully Integrated Procedures and Controls

A fully compliant CSR has a Response Status of “Level 5" or “N/A” that isin agreement with the
Applicability matrix. CM S considers any CSR with a“Level 3" or “Level 4" Response Status to
be compliant, as opposed to being fully compliant. CM S also considers a CSR with a Response
Status less than “Level 3" to be non-compliant.

When a non-compliant Response Status is selected (i.e., less than “Level 37), the  Weakness |
button is automatically activated to indicate a security Weakness (refer to section 6.9.2.10). The
“CMS Risk-Based Decision Made’ selection area is also automaticaly activated (refer to the
next section, 6.9.2.2).
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Selecting the response “Status’ activates the selected Status indicator, such as & Levels | and
deselects al other Status selections. Only one Status can be active at a time, so changing the
Status activates and deactivates the selections automatically. In addition, the surrounding screen
background color changes based on the Status selected. This background color corresponds to
the colors used to designate CSR nodes (refer to section 6.1).

NOTE: The purpose of the User Guide is to explain how to use the CISS. For guidance and
criteria on selecting the correct CSR Status and what information to include in a CSR Response,
refer to BPSSM Appendix A.

6.9.2.2 CM S Risk-Based Decision Selection

Refer to BPSSM Appendix A for the criteria for selecting this field. Briefly stated, selecting this
field requires prior CMS concurrence and it is used in extreme cases only.

6.9.2.3 Date Entered Field

The “Date Entered” field is a required field, so it must be completed before the form can be
saved. Review the “Date Entered” field—it defaults to the current Date. To change to a different
Date, input the desired date in the “Date Entered” field (i.e., mm/dd/yyyy). If the Date is not
entered in the specified format, it changes to this format automatically. Double-clicking in the
“Date Entered” field displays a pop-up calendar from which a date can be selected.

6.9.24 CSR ResponseField

The “Response” field is arequired field, so it must be completed before the form can be saved.
To input the CSR “Response” comments/explanation, enter the appropriate information in the
white input area below “Response” and “ Status.” Or, if copying information from a Worksheet
or other source document, use the standard Windows® Ctrl+C (copy) and Ctrl+V (paste)
combination keys (i.e., keeping the Ctrl key depressed while depressing the € or V keys) to copy
from the source document and paste the information into this area.

The dese | button as well as the “Response Record” and “CSR Record” navigation controls are
deactivated while in ADD or EDIT mode to ensure the user does not exit these modes except
through the | undo |and _Save | buttons. Select either |save |to save the form information or select
unde | to close the form without saving any of the new or modified information. There is no
confirmation or warning message if _unde | is selected—all new or modified data will be lost.

6.9.25 Validate Button

Selecting _ Yafidste | runs a self-check error routine that validates the selected CSR Response
against established criteria. It performs the same function as the validate Current CSR | button

in the Self-Assessment Reports menu (Figure 6-24). Refer to the section 6.11 for more
information on this button.

6.9.2.6 Reports Button

Selecting __ Reports |disp|ays the following Self-Assessment Reports menu. Selecting any of the
activate Report buttons assembles and displays the selected Report (refer to section 6.11 for an
explanation of each report type). Selecting dese | exits this menu and returns to the CSR
Response diaog.
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Figure 6-24. Self-Assessment Reports menu

Self-Assessment Reports

¥alidate Current Self-Assessment ¥alidate Current CSR |

Print Worksheets {All CSRs) Print Worksheet {Current CSR) |

Print All CSRs (MS Access) Print Current CSR (MS Access) |

Print All CSRs {MS Word) | Print Current CSR {MS Word) |

Adhoc (MS Access)

6.9.2.7  SystemsButton

The | systeme | button is not activated in this CISS release. It will be activated (and its use
explained) in afuture release of the CISS.

6.9.2.8 Pointsof-Contact Button

The  Point(s)-of-Contact | button is used to assign responsible existing POCs to the selected
CSR. Selecting this button opens the following Assign Points-of-Contact dialog. This dialog
displays any POCs dready assigned to the CSR (if any). This dialog is used to add POC
assignments to the CSR and not to add new POCs to the database. For information on adding
new POCs to the database, refer to section 5.1.

Figure 6-25. Assign Points-of-Contact dialog

E= Assign Points-of-Contack 10| =]
'fj Wallington, Bill - (Prirary]

Selecting _Ses= |exits this dialog and returns to the CSR Response dialog. Selecting |24 |opens
the Assign Responsibility dialog where existing POCs can be selected from the “ Assignee” drop-
down menu.
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Figure 6-26. “Assignee” drop-down menu

B3 Assign Responsibility m

Person{s) currently assigned to this task.

Prirmary

-~ Jones, Paul
B Secure, Tam
amith, John

Close w/o Saving Save and Close

After selecting a responsible POC to assign to the CSR from the “Assignee” drop-down menu
(Figure 6-26), click the “Primary” checkbox to designate the POC as the Primary POC (if
applicable), and select saveandciose | t0 Save the assignment Or  dlesew/osaving | t0 abandon the
POC selection and return to the Assign Points-of-Contact dialog (Figure 6-25). To assign
multiple POCs to a CSR, the Assign Responsibility dialog must be opened again. Each
assignment must be made separately; however, only one Primary POC can be designated.
Selecting _Sese | in the Assign Points-of-Contact dialog exits the dialog and returns to the CSR
Response dialog.

6.9.2.9 Docs Button

The Bees  putton is not activated unless there is a CM S requirement to include corroborating
documentation with the CSR response. If a CSR response meets one of the following criteria, the
Docs | button will become active after the CSR response is saved using the Save | button:

e CSR“N/A” Status Counter to Applicability Matrix — CMS approval documentation is
required for all CSR “N/A” responses that are not corroborated by the CSR Applicability
matrix. That is, the CSR should be applicable for the contract type but the Business
Partner does not agree.

e Risk-Based Decision Non-Compliant CSR — CMS concurrence documentation and
updated Risk Assessment for all non-compliant CSR responses is required where a risk-
based decision was made that no Weakness/Action Plan combination is required nor
desred.

Refer to Chapter 4.0 for details on using the Supporting Documents form.

6.9.2.10 WeaknessButton

The [ ¥eakness | button is automatically activated whenever an non-compliant Response Status
is selected and the Response is saved. A non-compliant CSR is any Response Status less than
“Level 3.
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All Responses with a non-compliant Response Status must have a Weakness assigned to them
(refer to BPSSM Appendix A). Selecting this button opens the following Assign Weakness
dialog. This dialog displays any Weaknesses already assigned to the CSR (if any). Thisdialog is
used to assign existing Weaknesses to a CSR and not to add new Weaknesses to the database.
For information on adding new Weaknesses to the database, refer to section 7.1.

Figure 6-27. Assignh Weakness dialog

Add Close |

Selecting _Gose |exits this dialog and returns to the CSR Response dialog. Selecting _ 2dd |opens
the following Assign Weakness dialog where existing Weaknesses can be selected from the
“Weakness’ drop-down menu.

Figure 6-28. “Weakness” drop-down menu

B3 Assign Weakness m

Weakness currently assigned

o Weakness #1 - Known Software Weakness
g \Weakness #2 - Impersonation

Close w/o Saving Save and Close

Select a Weakness to assign to the CSR from the “Weakness” drop-down menu, and select

saveandClose | {0 Save the assignment or Hesew/osaving | tg ghandon the Weakness selection and
return to the Assign Weakness dialog (Figure 6-27). To assign multiple Weaknesses to a CSR,

the Assign Weakness dialog must be opened again. Each assignment must be made separately.

Selecting _Cose | in the Assign Weakness dialog exits the dialog and returns to the CSR Response
dialog.

6.9.2.11 Worksheet Button

Selecting _ Werksheet | creates a Worksheet for the active CSR only. It performs the same
function as the __ Print Worksheet (Current sR) | hutton in the Self-Assessment Reports menu (Figure
6-24). Refer to the section 6.11 for more information on Worksheets.
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6.9.3 Finalizing the Form

When done completing the form fields, select % | to spell-check the data input fields. Then select
save | to save the form information or select undo | to close the form without saving any of the

new or modified information. There is no confirmation or warning message if _Undo | is
selected—all new or modified data will be lost. Both buttons return the form to READONLY
mode.

Selecting _dese | closesthe Self-Assessment form and returns to the CISS main menu.

6.10 Deleting a Self-Assessment or CSR Response Record
Self-Assessments are deleted from the main menu (Figure 3-4) and CSR Responses are deleted
from the Self-Assessment form.

6.10.1 Deleting a Self-Assessment

To delete a Self-Assessment and all its related CSR Response records, such as test Self-
Assessment, expand the Treeview region “Self-Assessments (CAST)” maor-level node and
right-click the desired Self-Assessment name node [e.g., Contractor XY Z (DMERC)] to open the
following pop-up menu.

Figure 6-29. Treeview “Delete” Self-Assessment node pop-up menu

@ Contractor X2
|_:_| Sell-Azsessments [CAST]
y Contractor 72 [4)
Contractor 372 [DMER(R
EE Systems

Edit
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& Findings
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\E‘. Action Plang

[#
[+]
[#
[+
[#
[+

Puaintz-of-Contact
Docurnents

Yalidate

Create Worksheets
Urlock Al Records
Reports

Expand Branch

Selecting “Delete” from the pop-up menu opens the following Delete Self-Assessment form.

Figure 6-30. Delete Self-Assessment form

Delete Self-Assessment

CMS Number: [26895 |
Name: [Contractor 2YZ (DMERC) |

Description: | -
v1

Save and Close |

Selecting either SaveandClose | g = Close w/o Saving ‘ exits the form and returns to the Treeview without
deleting the selected Self-Assessment. Selecting Delete |disp| ays the following warning message.

Delete

Close w/o Saving |
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Figure 6-31. Delete Self-Assessment warning message

Delete Self-Azzessment m

fure you zure pou wish to delete this self-aszezzment’?

“'ou will not be able to recover any of the data related to this zelf-azsessment!

Tes Mo |

Selecting Ho | in this warning message exits the warning and returns to the Treeview
without deleting the selected Self-Assessment. However, selecting | ves | deletes the selected
Self-Assessment and all of its related CSR Response records, and their associated links without
any further warnings or confirmations.

WARNING: All users of the CISS should be warned against using the Self-Assessment deletion
process unless the objective redlly is to delete an existing Self-Assessment, such as a test Self-
Assessment. Once a Self-Assessment is deleted, it can only be restored from a back-up copy of
the back-end database. However, such a restoration will over-write all CISS data entered or
modified since the last back-end database back-up.

6.10.2 Deleting a CSR Response Record

Any CSR may have multiple CSR Response records either from prior year Self-Assessment
Responses or prior “draft” (i.e., unlocked) Responses during the same year’s Self-Assessment.
Individual prior-year Responses cannot be deleted because the records are locked (refer to
section 6.3.

“Older” draft Responses do not need to be deleted when completing a Self-Assessment. The
older draft Responses can be retained for historical purposes. Only the most recent Response
record is reported in the Self-Assessment. However, when the Self-Assessment is submitted, all
unlocked Response records become locked and can no longer be deleted.

To delete a CSR Response record, open the Self-Assessment form in READONLY mode. Use
the form record navigation buttons to navigate to the desired CSR and CSR Response record
(refer to section 6.2). Selecting _tlese | closes the form and returns to the CISS main menu, and
selecting *&] displays the following Delete Record warning message.

Figure 6-32. Delete Record warning message

Delete Record m

@ fure pou sure you want bo delete this record?

es Mo |

Selecting _ ha | in this warning message exits from the Delete Record warning and returns to
the CSR Response dialog without deleting the CSR Response record. However, selecting
ves | deletes the selected CSR Response record, as well as al POC and Weakness links to

the selected CSR, without any further warnings or confirmations. Selecting _gese |in the resultant
form exits to the main menu.
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6.11 Self-Assessment/CSR Reports
MS Excel® PivotTable reports (refer to section 3.11) can be accessed by selecting the

Pivat Reports button located in the Component region (Figure 3-3) of the CISS menu. In

addition, the following Self-Assessment Reports menu can be accessed from the Treeview
region using pop-up menus or from the Self-Assessment form using the = Rreperts | button

(Figure 6-7).

Figure 6-33. Self-Assessment Reports menu

Self-Assessment Reports

¥alidate Current Self-Assessment ¥alidate Current CSR |

Print Worksheets {All CSRs) Print Worksheet {Current CSR) |

Print All CSRs (MS Access) Print Current CSR (MS Access) |

Adhoc (MS Access)

Print All CSRs {MS Word) | Print Current CSR {MS Word) |

NOTE: The report buttons listed on the right side of the report menu (Figure 6-33) will not be
active if the report selection is based on a Self-Assessment instead of a CSR. For example, if the
Self-Assessment name node [e.g., Contractor XY Z (A)] “Reports’ pop-up menu is selected (this
selection requires a Self-Assessment report), the “Current CSR” reports on the right side will be
inactive.

Any of the following methods can be used to open the Self-Assessment Reports menu:

a. If the self-Assessment form is already open, use the form record navigation buttons to
navigate to the desired CSR record (refer to section 3.2), if necessary. Then select

Reports | (Figure 6-7) to open the report menu.
b. Refer to section 6.6 to open the desired Self-Assessment or CSR response record. Select
Reports | (Figure 6-7) to open the report menu.

c. Expand the Treeview region “Self-Assessments (CAST)” major-level node (refer to
section 3.1.5.1). Right-click the desired Self-Assessment name node [e.g., Contractor
XYZ (A)] and select “Reports’ in the following pop-up menu to open the report menu.

Figure 6-34. Treeview Self-Assessment name node “Reports” pop-up menu

@ Contractor XYZ
EI Selffssessments [CAST)

é Contractor #2572 [4 =

-8y Contractar }72Z (D Edit

QE Systems Delete

[ AP Yalidate
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Tl Weaknesses Unlock all Records
[N Action Plans
[Ea— Pointg-of-Contact Expand Eranch
[ @ Documents
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d. Expand the Treeview region “Self-Assessments (CAST)” major-level node (refer to
section 3.1.5.1). Then expand the desired Self-Assessment name [e.g., Contractor XY Z
(A)] lower-level nodes to the CSR Control Techniques lower-level nodes. Right-click the
desired CSR Control Technique node (e.g., 1.1.1) and select “Reports’ in the following
pop-up menu to open the report menu.

Figure 6-35. Treeview CSR control technique node “Reports” pop-up menu

@ Contractor XYZ
B @y Self-bssessments (CAST)
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- S N B
[ g 11 Expand Branch
[ T 117

[]. 1.2

Selecting any of the report menu buttons assembles and displays the respective report (refer to
the following sections for an explanation on each report). Selecting dese | closes the Self-
Assessment Reports menu and returns to the original starting point (i.e., CISS main menu or
Self-Assessment form).

NOTE: After a report is generated, it may not display in the foreground (i.e., over the CISS
screen). Instead, the report may appear only as a document icon in the Wi ndows® Taskbar (eq.,
“Documentl - Microsoft Word,” “Form Lettersl - Microsoft Word,” etc.). Selecting the
applicableicon in the Taskbar opens the document in the foreground.

NOTE: If the MS Word® macro security setting is set to Medium, some reports may display the
following warning dialog. Select either = |or wo | to continue generating the report;
otherwise, select __¢ansl[to quit the generation process.

Figure 6-36. MS Word® macro warning message

+ Microsoft Word m

The document you are opening containg macros. Some macros may contain harmful viruses. If vou are sure this document is
frarm a trusted source, click ez, If you are nat sure and want to prevent any macros from minking, click Mo

Tes | Mo I Cancel |

WARNING: Before performing the following change, check with your System Security
Administrator or SSO to ensure this change is allowed. To change the MS Word® macro Security
Level setting, in Word®:

Select Tools, Macro, Security..., and High from the Security Level tab of the Security dialog.
Select “OK” to make the change or “ Cancel” to retain the existing setting.

6.11.1 Validate Current CSR
To validate the current or selected CSR Response, use either of the following methods:

a. Select validate |fr0mtheSeIf-Assessment form (Figure 6-7).
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b. Select validate Current CSR | if activated, from the Self-Assessment Reports menu
(Figure 6-33).

c. Expand the Treeview region “ Self-Assessments (CAST)” node (refer to section 3.1.5.1).
Then expand the desired Self-Assessment name node [e.g., Contractor XYZ (Data
Center)] and all lower-level nodes until the desired CSR number node (e.g., 1.1.3)
displays. Right-click the desired CSR number node and select “Validate”’ in the following
pop-up menu.

Figure 6-37. Treeview CSR number node “Validate” pop-up menu

@ Contractor X2
Bl @8y SeltAssessments (CAST)
EI Contractar =2 [0 ata Center]
-y 1. Entigywide Security Prograr Planning and Management
By 1.1
@ 111
g ' Create Workshest
[ Unlack. Record
e e 117 Reports
BBy 1.2 Expand Branch
B 1.3

Using any of the above methods runs a self-check error routine that validates the current or
selected CSR Response against established criteria. If no validation errors are found, the

following message displays.
Figure 6-38. CSR end of validation message

Microzoft Access m

Ma errors found

Otherwise, an error report similar to following example is prepared in MS Word® and displayed
for the user to review, print, or save.

Figure 6-39. Example Word® single-CSR validation error report

6.11.2 Validate Current Self-Assessment

To validate all CSR Responses in the current or selected Self-Assessment, use either of the
following methods:

a. Select validate Current Self-Assessment |from the Self-Assessment Reports menu (Figure 6-33).

b. Expand the Treeview region “Self-Assessments (CAST)” node, right-click the desired
Self-Assessment title [e.g., Contractor XYZ (A)] and select “Validate” in the following
pop-up menu.
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Figure 6-40. Treeview Self-Assessment name node “Validate” pop-up menu
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Using any of the above methods runs a self-check error routine that validates all CSR Responses
in the current or selected Self-Assessment against established criteria. If no validation errors are
found, a message similar to Figure 6-38 displays. Otherwise, a validation error report similar to
Figure 6-39 is prepared in MS Word® and displayed for the user to review, print, or save.

6.11.3 Print Worksheet (Current CSR)

Worksheets facilitate communication among personnel responsible for supplying input to CSR
Responses who may not have access to the CISS. To generate a Worksheet for asingle CSR, use
either of the following methods:

a Select  Worksheet |fr0mtheSeIf-Assessment form (Figure 6-7).

b. Select Pprint Worksheet (Current CSR) |, if activated, from the Self-Assessment Reports menu
(Figure 6-33).

c. Expand the Treeview region “Self-Assessments (CAST)” and the desired Self-
Assessment title [e.g., Contractor XYZ (B)] lower-level nodes, right-click the desired
CSR number (e.g., 1.1.1) and select “Create Worksheet” in the following pop-up menu.

Figure 6-41. Treeview CSR number node “Create Worksheet” pop-up menu

@ Contractor XvZ
By Selfdssessments (CAST)
|_=_| Contractor =2 [Data Center)
EI 1. Entitywide Security Program Planning and M anagement
[],’ W Validate
G- . 'I-'I Ml Create Worksheet
o ke
| — -f 11. Reports
B 10, Expand Eranch
[ e 117
o — é 1.2

Once created, a Worksheet similar to following example is available in MS Word® for the user to
review, print, or save.
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Figure 6-42. Example Word® CSR Response worksheet
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NOTE: Information obtained via Worksheets must be manually entered into the applicable CSR
Responses. Electronic distribution of the Worksheets is beneficial because the input can be
copied and pasted into the applicable CSR Responses.

6.11.4 Print Worksheets (All CSRs)

Worksheets facilitate communication among personnel responsible for supplying input to CSR
Responses who may not have access to the CISS. When Worksheets are generated for all CSRs,
only one CSR is printed per page to alow space for Response comments. To generate
Worksheets for all CSRs in a Self-Assessment, use either of the following methods:

a. Select __Print worksheats (allcsis) | from the Self-Assessment Reports menu (Figure 6-33).

b. Expand the Treeview region “Self-Assessments (CAST)” node, right-click the desired
Self-Assessment  title [e.g., Contractor XYZ (Data Center)] and select “Create
Worksheets” in the following pop-up menu.

Figure 6-43. Treeview Self-Assessment name node “Create Worksheets” pop-up menu
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Once created, individual Worksheets similar to Figure 6-42 are availablein MS Word® for each
CSR (i.e., dl CMS CSRs) for the user to review, print, or save.

6.11.5 Print Current CSR (MS Word)

The  Print current CSR (M5 Word) \ button generates a report that includes only the CSR-related
information without any Response data, so it can be selected from any active Self-Assessment.
To generate the report for asingle CSR, select  Print current csR (Ms word)
Self-Assessment Reports menu (Figure 6-33).

FH-FH-FH-FH-F
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Once created, a report similar to the following example is available in MS Word® for the user to
review, print, or save.

Figure 6-44. Example MS Word® CSR report
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6.11.6 Print All CSRs (MS Word)

The print All CsRs (Msword) | button generates a report that includes only the CSR-related
information without any Response data, so it can be selected from any active Self-Assessment.
When the report is generated, it prints all CSRs one after the other with no space between CSRs
for writing Response comments.

To generate the report for all CSRs, select Print All CSRs (MS Word) |from the Self-Assessment
Reports menu (Figure 6-33). Once created, a report that includes only CSR-related information
similar to Figure 6-44 (but for al the CSRs) is available in MS Word® for the user to review,
print, or save.

6.11.7 Print Current CSR (MS Access)

The | Print current csR (M5 Access) | button generates areport that includes all the CSR data—all CSR-
related information along with the Response Status and Comments, and Response Weakness and
POC links, if any. As such, the report is convenient for printing a complete record of a CSR and
its response data. To generate the report for a single CSR, select __ Print Current CSR (MS Access) |, if
activated, from the Self-Assessment Reports menu (Figure 6-33).

Once created, a report similar to the following example is available in MS Access” for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “ printed” to a*“.pdf” file.
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Figure 6-45. Example MS Access® CSR report
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Since this is a MS Access® regort, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access™ report Toolbar controls. Closing the report returns to the report
menu (Figure 6-33).

6.11.8 Print All CSRs (MS Access)

The __ print alicshs (Ms access) | button generates areport that includes al the CSR data—all CSR-
related information along with the Response Status and Comments, and Response Weakness and
POC links, if any. As such, the report is convenient for printing a complete record of al CSRs
and their response data for the active Self-Assessment (e.g., for the Security Profile). When the
report is generated for all CSRs, it prints CSRs one after the other with no space between CSRs
for writing Response comments.

To generate the report for al CSRs in the active Self-Assessment, select
Print All C5Rs (M5 Access) | from the Self-Assessment Reports menu (Figure 6-33). Once created,
areport similar to Figure 6-45 is available in MS Access® for the user to review or print. The

report can only be saved if an application such as Adobe Acrobat® is installed on the system so
the report can be “printed” to a“.pdf” file.

Since this is a MS Access® regort, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access™ report Toolbar controls. Closing the report returns to the report
menu (Figure 6-33).

6.11.9 Adhoc (MS Access)

The Adhoc (MS Access) | button allows the user to create a report that includes only the
user-specified information and is based on user-selected parameters (or filters). As such, the
report is useful for creating a report that includes only CSRs with a specific Reference (e.g.,
HIPAA) or areport that includes only CSRs with a specific Status (e.g., N/A). These examples
areonly agmall sample of how reports can be customized to meet specific needs.

Although this function generates a report that includes only the CSRs based on user-specified
filters, all CSR data is included—the CSR-related information along with the Response Status
and Comments, and Response Weakness and POC links, if any. The report prints CSRs one after
the other with no space between CSRs for writing Response comments.
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6.11.9.1 Adhoc Reports

To generate adhoc reports, select Adhoc (M5 Access) | from the self-Assessment Reports
menu (Figure 6-33). This opens the following Adhoc Self-Assessment Reports dialog with the
following Adhoc report selections.

Figure 6-46. Adhoc Self-Assessment Reports dialog

Adhoc self-Assessment Reports

Self-assessment Report
Self-assessment Repart (graph only)
Self-Assessment Repart (with graph)

Selecting __Cese | closes the dialog and returns to the Self-Assessment Reports menu (Figure
6-33).

6.11.9.2 Adhoc Report Selection
Refer to Figure 6-46 to select and create one of the following Self-Assessment report types:

a. To generate adhoc reports that contain only selected Self-Assessment data but no graphs,
double-click the “ Self-Assessment Report” selection.

b. To generate adhoc reports that contain only graphs that represent selected Self-
Assessment data but no included data, double-click the “ Self-Assessment Report (graph
only)” selection.

c. To generate adhoc reports that contain both selected Self-Assessment data and graphs,
double-click the “ Self-Assessment Report (with graph)” selection.

Selecting | clese | closes the Adhoc Self-Assessment Reports dialog (Figure 6-46) and returns
to the Self-Assessment Reports menu (Figure 6-33).

6.11.9.3 Adhoc Report Filter Selection
The selection of adhoc report Primary and Secondary parameters (or filters), and the resultant
adhoc reportsis explained in section 3.12.
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7.0 Weaknesses

All noncompliant CSRs (i.e., response status less than “Level 3”), and all audit or review
Findings must be linked to (or associated with) a Weakness and a corresponding Action Plan and
Milestones to remediate the Weakness. The progress towards completing the Action Plans
associated with each Weakness is updated and submitted to CMS using the POA&M reporting
processin the CISS application (refer to Chapters 8.0 and 12.0).

Note that all audit and review Findings must be linked to one or more Weaknesses. Since a
security Weakness identified during an audit or review is the result of a non-compliant CSR, all
security Weaknesses resulting from audit and review Findings must also be linked to (or
associated with) a non-compliant CSR. Once the appropriate CSR(s) relating to the security
Weakness(es) are found, its Response Status must be changed to something less than “Level 3”
(if not aready indicated as non-compliant) and the CSR must be linked to the applicable
Weakness (refer to section 6.9.2.10).

As described in section 3.1, one of the major-level nodes in the Treeview region is a
“Weaknesses’ node (Figure 3-4). In addition, the Component region of the main menu includes a

Wedmzszes button (Figure 3-4). Weaknesses lower-level nodes are also present under other

major-level security element nodes. Any of these CISS main menu interfaces can be used to open
Wesaknessrecords in the CISS application.

This Chapter explains the mechanics of using the CISS to document and manage security
Weaknesses. Consult BPSSM Appendix A for guidance on security Weaknesses. Users are
strongly encouraged to become familiar with all the criteria and guidance contained in BPSSM
Appendix A before attempting to use the CISS to complete Weaknesses.

7.1 Creating a New Weakness Record

To create a new Weakness record, use either of the following methods to open the weakness
form (Figure 7-2):

a. Right-click the Treeview region “Weaknesses” major-level node and select “Add” from
the pop-up menu (refer to section 3.4.2). This opens a new blank form in ADD mode
(refer to section 3.3). Selecting | nde |and | dlese | closes the form without saving the new
record and returns to the CISS main menu.

b. Select the Component region Heaknesses | button (refer to section 3.4.1) to open the
form in READONLY mode (refer to section 3.3). Selecting _** | opens a new blank form
in ADD mode.

Selecting oese | before selecting »+ | closes the form without saving the new record and returns
to the CISS main menu. After selecting _** | to open a new record, selecting _Unde | returns the
form to READONLY mode without saving the new record. Selecting | tlese | closes the form and
returnsto the CISS main menu.

To complete theweakness form, proceed to section 7.4.
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7.2 Opening a Weakness Record

To open an existing Weakness record, use either of the following methods to open the weakness
form (Figure 7-1):

a. Expand the Treeview region “Weaknesses’ major-level node or any security element
node with a lower-level “Weaknesses’ node (refer to section 3.1.5.1). Double-click the
desired Weakness name node to open the form in READONLY mode (refer to section
3.3). Selecting | cese | closes the form and returns to the CISS main menu.

b. Select the Component region teaknesses button (refer to section 3.4.1) to open the

form in READONLY mode (refer to section 3.3). Selecting _dese | closes the form and
returnsto the CISS main menu.

7.3 Editing a Weakness Record

To edit an existing Weakness record, use either of the following methods to open the Weakness
form (Figure 7-2):

a. Expand the Treeview region “Weaknesses’ major-level node or any security element
node with a lower-level “Weaknesses’ node (refer to section 3.4.2). Right-click the
desired Weakness name node and select “Edit” from the pop-up menu. This opens the
selected Weakness form in EDIT mode (refer to section 3.3). Selecting ~ unds | closes the
form and returns to the CISS main menu.

b. Expand the Treeview region “Weaknesses’ magjor-level node or any security element
node with a lower-level “Weaknesses’ node (refer to section 3.1.5.1). Double-click the
desired Weakness name node to open the form in READONLY mode (refer to section
3.3). Selecting _ Edit | changes the form to EDIT mode, and selecting _ tese | closes the
form and returns to the CISS main menu.

c. Select the Component region teaknesses | button (refer to section 3.4.1) to open the

form in READONLY mode (refer to section 3.3). Use the form record navigation buttons
to navigate to the desired Weakness record (refer to section 3.2). Selecting = Edit
changes the form to EDIT mode, and selecting _dese | closes the form and returns to the
CISS main menu.

When opening an existing Weakness for editing, some Weakness form fields may not be editable
because the fields are “locked.” Certain fields are locked automatically by the CISS whenever a
new Weakness is reported to CMS in the POA&M. A new Weakness is considered any
Weakness not previously reported to CMS in the POA&M.

All identified Weaknesses must be reported to CMS in the annual Self-Assessment submission
(i.e., Weaknesses associated with non-compliant CSRs) or in the POA&M submissions (i.e.,
Weaknesses associated with audit or review findings). When a Weakness has been reported to
CMSin a Self-Assessment or POA& M, certain fields contain information that is included in the
annua CMS POA&M report required by the FISMA, and the FISMA dictates that certain
information not be modified once submitted. To comply with the FISMA, one of the CISS steps
during the Self-Assessment and POA&M submission process (refer to Chapter 12.0) is to lock
al fields that can no longer be modified.
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When form fields are locked, their input background color is yellow instead of white and their
data cannot be modified. Only the fields with a white input background in the following figure
are unlocked and only those fields can be modified while the form isin EDIT mode. The blue-
highlighted area in the following figure depicts the dialog windows that can only be modified
whilein READONLY mode.

Figure 7-1. Weakness form locked fields
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The opersting system for the main application cortains an unpatched security hole that may permit malicious entry and establishment of
5 "back door” for future exploftation. The patch for this hole has not been issued to date by the manufacturer.
¥Z-05-E-009: Default Password found on Server 3v2Z-Ch
4 >
Categony: |Media Protection J
Action Plan: |Erterprize-wide security awareness training J
Risk: Medium Type: ISS"STEI‘H 2 I
* Status: IDeIayed - I
teethood [ tedr 1] (e T e
Impact I Medium - I
FISMA Severity
\Weakniess d
Yalidate
Reports |
EDIT
Yeakness Record: |4 | 4 | 1of1 » | M | (X3 5.4 | g | Undo | Save Close |

To modify the weakness form data, proceed to the next section, 7.4.

7.4 Completing the Weakness Form

Ensure the weakness form is in the proper mode (refer to section 3.3). To add a new Weakness
record, the form must be in ADD mode; to edit an existing Weakness record, the form must bein
EDIT mode; and in READONLY mode, none of the form fields can be modified.

Although the following figure displays the form in EDIT mode, the form functionality is the
same for both EDIT and ADD modes. In READONLY mode, the form fields cannot be
modified. Only the unlocked form fields in the non-blue highlighted area depicted in the
following figure can be edited or modified whilein EDIT or ADD mode. And, the information in
the blue highlighted area can only be edited or modified while in READONLY mode (refer to
section7.4.11).
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Figure 7-2. Weakness form EDIT mode
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Categony: |Media Protection j
Action Plan: |Erterprize-wide security swareness training j
Risk: Medium Type: ISS"STEI‘H 2 I
* Status: IOngoing = I
Likelihood I Medium - I
Impact I Medium - I
FISMA Severity There are errors on this form. Click “¥alidate™ to
see the errors!
Weakniess d

Yalidate

Reports |
Weakness Record: |4| 4 | lof1l » | >|| (X3 7.4 | g | Undo | Save Close |

7.4.1 Weakness Identifier

Refer to BPSSM Appendix A for guidance on completing the following Weakness identifier
fields.

74.1.1  Entity Fied

The “Entity” field is a required field but it is filled in by the CISS using the “Company
Abbreviation” parameter value provided when the back-end database was established. If this
abbreviation is not correct, refer to section 2.4.1 for information on changing the entity
abbreviation.

7412 Quarter Field

The “Quarter” field isarequired field. This field represents the fiscal year quarter (i.e., A, B, C,
D) in which the Weakness was first identified and entered into the POA& M.

7.4.1.3 Year Field

The “Year” field is arequired field. This field represents the fiscal year in which the Weakness
was identified and first reported. Although it is filled-in by the CISS to reflect the current fiscal
year, thisfield can be modified whilein ADD or EDIT mode (refer to section 3.3).
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7414 Number Field

The “Number” field is arequired field. Thisis an incremental number representing the sequence
in which the Weakness is entered into the Business Partner’s POA& M.

7.4.2 Weakness Title

The “Title” is also a required field and it is limited to 50 characters, including spaces. The
“Title” must not include any contractor-, location-, or system-specific information, or other
sensitive or identifying information.

IMPORTANT: Do NOT include any Weakness-related contractor-, location-, or system-
specific information, or other sensitive or identifying information in the “Title” field. The CISS
application cannot validate this field for sensitive or identifying information, so the SSO must
validate the “ Title” field prior to submitting any Weakness or POA& M information to CMS.

7.4.3 Weakness Description

The “Description” field does not include any sensitive or identifying information restrictions.
Include sufficient information and detail to alow CMS to evaluate the Weakness.

7.4.4 Weakness Category Selection

All Weaknesses must be assigned to a Weakness Category. The Category assignment is
selectable from the following “Category” field drop-down menu selection. Consult BPSSM
Appendix A for guidance on populating these fields. This selection can be made at alater time.

Figure 7-3. Weakness form “Category” selection

Lo =T T Tl (M hy sical and Environment Protection|

Lrjle]

Action Plan: |Fisk Aszeszment

Configuration Management
Maintenance

Ca&A and Security Assessments
Planning

Likelihood |personnel Security

Risk:

Physical and Environment Protection
System and Communications Protections b

Impact

7.4.5 Action Plan Selection

All Weaknesses must be assigned to an Action Plan that will remediate the Weakness. The
Action Plan assignment is selectable from the following “Action Plan” field drop-down menu
selection. This selection can be made at a later time.

Figure 7-4. Weakness form “Action Plan” selection

Categonye IMedia Protection j

o
Risk: [apply Fy04 CMS policies and procedures
| Apply latest service packs
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7.4.6 Risk Selection

All Weaknesses must be assigned a Risk level. However, the Risk level is determined by the
selections made in the “Likelihood” and “Impact” fields, so the Risk level is not selectable or
editable. The following Likelihood and Impact assignments are selectable from their respective
drop-down menu selections. Consult BPSSM Appendix A for guidance on populating these
fields. These selections can be made at alater time.

Figure 7-5. Weakness form Risk “Likelihood” selection

Risk: High

Likelihood E&M - |

Megligible
Wery Low

FISMA Sevel Lov

I Weakness |High
Wery High
Extreme

Impact

Figure 7-6. Weakness form Risk “Impact” selection

Risk: High

Likelihood I Medium - I
:.I iFi

Impact

3| Cank|
FISMA Seve IljsigniFicant
Minar

[T <iqnificant
Damaging
Serious
Critical

7.4.7 FISMA Severity Selection

All Weaknesses must be assigned a FISMA Severity level. However, since “Weakness’ is the
only FISMA Severity level that can be selected by Business Partners, the wWeakness form
defaults to this selection. Although the following drop-down menu displays other selection
options, no other severity level can be selected. Consult BPSSM Appendix A for guidance on
populating this field.

Figure 7-7. Weakness form “FISMA Severity” selection

FISMA Severity

=== I |

| Significant Deficiency
Reportable Condition

7.4.8 Type Selection

All Weaknesses must be assigned as a System or Program weakness. The Type assignment is
selectable from the following “Type” field drop-down menu selection. Consult BPSSM
Appendix A for guidance on populating this field. This selection can be made at alater time.
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Figure 7-8. Weakness form “Type” selection

7.4.9 Status Selection

All Weaknesses must include a Status that indicates the stage or state of the Weakness condition.
The Status is selectable from the following “Status’ field drop-down menu selection. Consult
BPSSM Appendix A for guidance on populating this field. The Status is a required field, so it
must be selected before the form can be saved.

Figure 7-9. Weakness form “Status” selection

Type: IPngram

Cngoing

Clozed Pending
Closed
Delayed

7.4.10 Finalizing the Form

When done completing the form fields, select % | to spell-check the data input fields. Then select
[save | to save the form information or select | unda | to close the form without saving any of the
new or modified information. There is no confirmation or warning message if unde | is
selected—all new or modified data will be lost. Both buttons return the form to READONLY
mode. To make changes to the selected Weakness links or associations, proceed to section 7.5.

Selecting | dese | closes the Weakness form and returns to the CISS main menu.

7.4.11 Validating Weaknesses

The CISS application can run an internal self-check routine to validate the Weakness(es) against
established criteria.

a. To vaidate the current Weakness, select _ ¥alidate | from the weakness form (Figure
7-15).

b. To validate all Weaknesses in the database, right-click the Treeview “Weaknesses’
major-level node and select “Validate” in the following pop-up menu.

Figure 7-10. Treeview “Validate” all Weaknesses node pop-up menu

@ Contractor X2
e dBly Sell-bgsezsments [CAST)
Systems

iztry entries
ztem secunity hole
neral awareness of securnty policy.

Reports
Collapse Branch
Puointg-of-Contact
Dacuments
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c. To validate a specific weakness, expand the Treeview region “Weaknesses’ major-level
node or any security element node with a lower-level “Weaknesses’ node (refer to
section 3.1.5.1), and select “Validate” from the Treeview node pop-up menu.

If no errors are found during the validation process, the following dialog displays.

Figure 7-11. Weakness Validate confirmation message

Microzoft Access m

Mo wWeakness emars found.

Otherwise, an error report similar to the following example is prepared in MS Word® and
displayed for the user to review. This error report can be printed or saved for further review.

Figure 7-12. Example Weakness validation error report

Wealknes s Errori i 5]

7.5 Weakness Links or Associations

The following figure displays a Weakness form in READONLY mode. In READONLY mode,
the fields in the blue highlighted area cannot be modified. Only the non-blue highlighted dialog
window areas are selectable. These dialog windows display all existing links that the selected
Weakness pertaining to POC, Finding, and CSR element records, if any.
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Figure 7-13. Weakness form READONLY mode
E= Weakness ;Iilﬁ"

POCs

._;12 Smith, J ames - [Primary]

e
el
=

Findings
fj WY Z-05-E-001: Physical Access Weakness

3
el
=

CSRs
| 2275 - Contiactor XZ [Part &)

B 2.2.18 - Conlractor <vZ [Part &)
B 10.1.2 - Conlractor XYZ [Part 4]

3
|
|

Systems - (Disabled)

There are errors on this form. Click “Yalidate” to

see the errors!
¥alidate

Reports |

READONLY

Weakness Record: ﬂj 1of1 jﬂ (23 ml vl Undo | Edit Close |

7.5.1 Adding Weakness Links to Other Forms

Weakness links can be made to other security elements while editing the respective security
element forms (refer to the applicable User Guide security element chapters). Weakness links
can aso be made from the weakness form dialog windows using the link in the dialog
windows. Clicking the link in any of these dialog windows while in READONLY mode
opens the selected security element form. For example, clicking the POCs dialog window
link opens the following Assign Responsibility dialog.
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Figure 7-14. Assign Responsibility dialog

T |
*Entity: |XYZ * Quarter: D —vJ * Year: 12005 * Humber: I 1 | POCE Add
J] Smith, James - [Primary]
* Title
|Physica| Access
Description:
Physical access to senstive areas is excessive.
Assign Responsibility
This is & generic comment or description to creste tes
Findings Add
Sufficient data should be included in the comment ano S T 3
form fieldis are reported outside CMS (ses the CISS 1 RUUGER = ] p-E-001: Physical sccess Weakness
sy stem-specific information, or other sensitive or ider =
CSRs Add
- Contractar =72 [Part &)
Delete Close w/o Saving Save and Close ionlfectaras 2 ot o)
Categony: |Physical anct Ervir - Contractor Y2 Part A)
Action Plan; |Physica| Access ;l
Risk: Medium Type: |Program T l
T - * Status: |On90in9 % i
Likelihood | Medium - I Gystems - (Disabled) Bdd
Impact | Medium - I
FTSMQ Severity There are errors on this form. Click "¥alidate” to
see the errors!
\Weakness j
validate
Reports |
READONLY
Weakness Record: |4 | 4 | lofl 13 | M | (23 78 | . | Undo | Edit Close |

After the POC selection is made from the drop-down menu, selecting = saveandclese | saves the

POC link assignment and closes the Assign Responsibility dialog; and selecting = Close w/o Saving

closes the form without making the POC link assignment. Both buttons return to the Weakness
form.

Selecting | Gese | closes the Weakness form and returns to the CISS main menu.

7.5.2 Removing Weakness Links to Other Forms

Weakness links can be removed from other security elements while editing the respective
security element forms (refer to the applicable User Guide security element chapters). Weakness
links that are listed in any Weakness form dialog window (see following figure) can aso be
removed. Double-clicking the desired security element title in any dialog window while in
READONLY mode selects the security element and opens its respective form.
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Figure 7-15. Weakness CSRs dialog window assignment
E= Weakness ;Iilﬁ"

1 Secure, lam - [Primary]

Findings Add

¥ Z-05-C-005: Finding #2 - Compromized Password
HrZ-05-R-005: Test fromWeakness Form

3
el
=

CSRs
E 1.1.9 - Contractar XY (D ata Center]

Systems - {Disabled) Add
There are errors on this form. Click “Yalidate” to
see the errors!
¥alidate
Reports |
Yeakness Record: |4 | 4 | 1of1 » | M | (23 ¥ | b | Undo | Edit Close |

For example, double-clicking the “XYZ-05-C-005: Finding #2...” title in the Findings dialog
window opens the respective Finding form in READONLY mode. Selecting ~ Eedt | changes the
following form to EDIT mode so its fields can be modified, and selecting | dese | closes the form

and returns to the CISS main menu. Selecting _ Or saveandtlose | both close the
form without making any Weakness link assignment changes.

Highlight the Weakness title in the following Findings form “Weakness® field, “XY Z-05-C-005:
Finding #2...” in this example, and press the Delete key to remove the highlight Weakness title

from this field. Select a different Weakness title from its drop-menu, if applicable, or leave this
field blank for later input.
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Figure 7-16. Findings form Weakness title field

E=| Findings

JSET |
*+ Entity + Year * Code *+ Num POCs Add
Wz - IW - | < - I 005 3, Secure, Lam - (Primany)
" Tikle i Sraith, John

IF\nding #2 - Compromised Password

Description

User password was Found written on Post-It note stuck o manitar,

Risk: Medium

FMFIA (and CPIC) Severity

" Material Weakness

' Reportable Condition

" Heither

Status: IOngolng j

Closed Pending Date: I Docs |
Closed Date: I Docs |

Weakness: |l R

Audit: [0IG Reviews (HHS Office of Inspectar General {Information Technalogy) j

There are errors on this form. Click "Yalidate"
~rnbenle fiecacemants Audi bame #7

to see the errors!

Category: IPersonneI Security j

EDIT ¥alidate |

Finding Record: |4| 4 10f1 >| >|| e | WK L Undo | Save | Reports | Close |

Select | undo | to restore the Weakness link to the Finding or select save |to save the deleted link
association. Select  dese | to close the form and return to the weakness form. Note that the
“XYZ-05-C-005: Finding #2...” title in the following figure Finding(s) dialog window is
removed.

Figure 7-17. Findings form Weakness title field

B= Weakness = Iﬂ]
*Entity: |X¥Z * Quarter: IB j * Year: I2nns * Humber: I [ POCs Add
1 Secure, lam - [Primary)
* Title
IW’eakness #2 - Impetzonation
Description:
Failure to protect password information.
Findings Add
]

Selecting | dese | closes the Weakness form and returns to the CISS main menu.
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7.6 Deleting a Weakness

To delete a Weakness, open the desired Weakness record using either of the following methods
to open the weakness form (Figure 7-1):

a. Expand the Treeview region “Weaknesses’ major-level node or any security element
node with a lower-level “Weaknesses’ node (refer to section 3.1.5.1). Double-click the

desired Weakness name node to open the form in READONLY mode (refer to section
3.3). Selecting doese | closes the form and returns to the CISS main menu, and selecting
& displays the Delete Weakness warning message (Figure 7-18).

b. Select the Component region R button (refer to section 3.4.1) to open the

form in READONLY mode (refer to section 3.3). Use the form record navigation buttons
to navigate to the desired Weakness record (refer to section 3.2). Selecting | dlese | closes
the form and returns to the CISS main menu, and selecting ¥ displays the following
Delete Weakness warning message.

Figure 7-18. Delete Weakness warning message

Delete wWeakness m

Do you want to delete thiz record?

Tes Mo |

Selecting ___ Mo | in this warning message exits from the Delete Weakness warning and returns
to the Weakness form without deleting the Weakness. However, selecting | Yes | deletes the
selected Weakness, as well as all links to the selected Weakness, without any further warnings or

confirmations. Selecting _€e=¢ | in the resultant form exits to the main menu.

7.7 Weakness Reports
MS Excel® PivotTable reports (refer to section 3.11) can be accessed by selecting the

st s ‘ button located in the Component region (Figure 3-3) of the CISS menu. In

addition, the following Weakness Reports menu can be accessed from the Treeview region using
pop-up menus or from the Weakness form using the = Reports | button (Figure 7-1).

Figure 7-19. Weakness Reports menu

Weakness Reports

Print All Weaknesses Print Current Weakness
{M5S Access) {MS Access)
Weakness POAEM Adhoc (MS Access)
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NOTE: The  PrintQuien: Weaokness button (Figure 7-19) is active only if the report selection
is based on a single Weakness selection. For example, double-clicking a specific Weakness or
selecting the “Reports’ pop-up menu from a specific Weakness results in an active button
because a “current” Weakness has been identified. However, when selecting the “Reports’ pop-
menu from the “Weaknesses’ major-level node, the button is inactive because no “current”
Weakness has been identified.

Any of the following methods can be used to open the Weakness Reports menu (Figure 7-19):

a. If the weakness form is aready open, use the form record navigation buttons to navigate
to the desired Weakness record (refer to section 3.2), if necessary. Then select
Reports | (Figure 7-2) to open the report menu.

b. Expand the Treeview region “Weaknesses’ magjor-level node or any security element
node with a lowerdevel “Weakness’ node (refer to section 3.1.5.1). Double-click the
desired Weakness name node to open the Weakness record. Then select = Reports |

(Figure 7-2) to open the report menu.

c. Expand the Treeview region “Weaknesses’ major-level node or any security element
node with a lower-level “Weakness’ node (refer to section 3.1.5.1). Rightclick the
“Weaknesses’ node or any Weakness name node in any security element to display a
pop-up menu that includes a “Reports’ option (refer to section 3.4.2). Select “Reports’
from the pop-up menu to open the report menu.

Selecting any of the report menu buttons assembles and displays the respective report (refer to

the following sections for an explanation on each report). Selecting = dese | closes the Weakness
Reports menu and returns to the original starting point (i.e., CISS main menu or Weakness

form).

7.7.1  Print Current Weakness (MS Access)

Select  Print Qe weakness | if activated, from the Weakness Reports menu (Figure 7-19) to

generate a report that includes all information pertaining to the selected Weakness. Only the
current or selected Weakness is included in the report.

Once created, a report similar to the following example is available in MS Access” for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a“.pdf” file.

Figure 7-20. Example Current Weakness report

(o, . A) Weakuess Report
ot e
KYZ_ A 2005 2 : Operding System security hole
Cesodption ;The operating system for the main application contains an unpatched security hole that may permit malicious entry and establishment of 3 "back d oor” for fiture exploitation. The patch
far this hole has not been issuedto date by the manufacturer.
Cagory - H'and Systems Maintenance sl Medium POCHE) : Wiellington, Bill- (Primany CERE) . Hone
Ackor Plar ; Enterprise-wide security 3w areness training Tupe . System System Administrator Hesigned.
Fedtiveg %) XY E05-E-009: Default Password found on Server Status
KYZChis-010 FISME e vedty © FISMA Mieakness
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Since this is a MS Access® regort, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access™ report Toolbar controls. Closing the report returns to the report
menu (Figure 7-19).

Selecting | Oese | in the Weakness Reports menu closes the menu and returns to the original
starting point (i.e., CISS main menu or Weakness form).

7.7.2 Print All Weaknesses (MS Access)

Print All Weak .
Select " M5 Access) | from the Weakness Reports menu (Figure 7-19) to generate a

report that includes all Weaknesses contained in the database. The report includes all information
included in all Weaknesses. The Weaknesses are printed one after the other with no page breaks
between each Weakness.

Once created, a report similar to the following example is available in MS Access” for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be*“ printed” to a*“.pdf” file.

Figure 7-21. Example All Weaknesses report

(4, A) Weakuiess Report
[T
HYE_B_2005_2 : Duplicate registry entries
Cesoription : Registny anomolies hawe been dizsowered on certain systems that indicate unesplained duplication of HP_LOCALand HP_USER keyentrizs. Athough the keys can be manually deleted
with no apparent immediate il effects, this behavoris still 3 concem to the syste m administrator.

Cakgory :HW and Systems hintenance Rzl Medium POCHE):  None Assigned. CERIEN: MNone

Aciorr Plan ;Apply latest senice packs Type : System Hesigned.
Arfieig (5) - Mone Aesigned. Status
FIS Severdty
HYZ_A_ 2005 1 : Test 3rd weakness
Cesoription : Test description
Calkegory  H and Swstems haintenance Fisti 2 Low POCs): Schaff, Tomya - (Primany) CERE): Mone
Actior Plan ; Apply FY04 ChiS policies and procedures Type : Systemn Line Supeni sor Hesignad.
Fdig () - Mone Assigned. Status
AL Sevedty
HYE_A 2006 3 : Operaing System security hole

Lk soription - The operating system for the main application contains an unpatched securty hole that may permit malicious entry and establizhment of a "back door'' for iture exploitation. The patch
for thiz hole has not been iszued to date bythe manufacturer.

Calegory o HAWW and Systems higintenance Fwhi hdedium PO ellington, Bill - (Primary CEREE) . Mone
Acor Plar - Enterprise-wide security awareness training Tiype  System System Administrator Hesigned.
Findineg () - XYZ05-E009: Default Pasaword found on Server Status
HYZCMS-01D FSVE Severdty  FIShAA Maakness
HYZ_A 005 4 : Userslack general svwareness of security policy.

Cesoviption ; Users, when interviewed, are not aware of cartain basic security policy guidelines. This must be remedied.
Calegory ; Securty A arenesz, Training, and Education st :Hgh POCE): Nome Aesigned. CERS) - Mone
Actior Plan ; Enterprise-wide security awareness training Type :Program Fesigned.
Radling (5] - HYZ05-5-001: Employees unable to locate Status :

Since this is a MS Access® report, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access™ report Toolbar controls. Closing the report returns to the report
menu (Figure 7-19).

Selecting _Oese | in the Weakness Reports menu closes the menu and returns to the origina
starting point (i.e., CISS main menu or Weakness form).

7.7.3 Adhoc (MS Access)

The Adhoc reports feature allows the user to generate a customized report that is based on user-
selected filters (or parameters) and includes only user-specified information. For example, an
Adhoc report can be created that includes only the Weaknesses assigned to a specific POC(s) or
Action Plans. These examples are only a small sample of how reports can be customized to meet
specific needs. Although these reports include only the Weaknesses based on user-specified
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filters, al of the information pertaining to each Weakness is included in the report. The
Weaknesses are printed one after the other with no page breaks between each Weakness.

7.7.3.1  Adhoc Reports

To generate adhoc reports, select Adhoc (MS Access) from the Weakness Reports menu

(Figure 7-19). This opens the following Adhoc Weakness Reports dialog with the following
Adhoc report selections.

Figure 7-22. Adhoc Weakness Reports dialog

Adhoc Weakness Reports

POARM Weakness Report
Weakness Report

Selecting __Siese | closes the dialog and returns to Weakness Reports menu (Figure 7-19).

7.7.3.2  Adhoc Report Selection
Refer to Figure 7-22 to select and create one of the following Weakness report types:

a. To generate adhoc reports that contain selected POA& M-related Weakness data, double-
click the “POA&M Weakness Report” selection.

b. To generate adhoc reports that contain selected Weakness data, double-click the
“Weakness Report” selection.

Selecting __Close | closes the Adhoc Weakness Reports dialog Figure 7-22 and returns to the
Weakness Reports menu (Figure 7-19).

7.7.3.3  Adhoc Report Filter Selection

The selection of adhoc report Primary and Secondary parameters (or filters), and the resultant
adhoc reportsis explained in section 3.12.

7.7.4 Weakness POA&M (MS Access)

Select Weakness POARM | from the Weakness Reports menu (Figure 7-19) to generate a

report that includes all Weaknesses contained in the database. The report includes al information
included in all Weaknesses. The Weaknesses are printed one after the other with no page breaks
between each Weakness.

Once created, a report similar to the following example is available in MS Access® for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a*“.pdf” file.
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Figure 7-23. Example Weakness POA&M report
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Since this is a MS Access” regort, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access™ report Toolbar controls. Closing the report returns to the report
menu (Figure 7-19).

Selecting | clese | in the Weakness Reports menu closes the menu and returns to the original
starting point (i.e., CISS main menu or Weakness form).
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8.0 Action Plans

An Action Plan is a documented strategy for addressing known Weaknesses in a Business
Partner’s IT security configuration. All non-compliant CSRs (i.e., response status less than
“Level 37), and al audit or review Findings must be linked to (or associated with) a Weakness
and a corresponding Action Plan and Milestones to remediate the Weakness. The progress
towards completing the Action Plans associated with each Weakness is updated and submitted to
CMS using the POA& M reporting process in the CISS application (refer to Chapter 12.0).

As described in section 3.1, one of the major-level nodes in the Treeview region is an “Action
Plans’ node (Figure 3-4). In addtion, the Component region of the main menu includes an

fction Plans button (Figure 3-4). Action Plans lower-level nodes are also present under other

major-level security element nodes. Any of these CISS main menu interfaces can be used to open
Action Plan recordsin the CISS application.

This Chapter explains the mechanics of using the CISS to document and manage security Action
Plans. Consult BPSSM Appendix A for guidance on Action Plans. Users are strongly encouraged
to become familiar with all the criteria and guidance contained in BPSSM Appendix A before
attempting to use the CISS to complete Action Plans

8.1 Creating a New Action Plan Record

To create a new Action Plan record, use either of the following methods to open the Action Plan
form (Figure 8-1):

a. Right-click the Treeview region “Action Plans’ major-level node and select “Add” from
the pop-up menu (refer to section 3.4.2). This opens a new blank form in ADD mode
(refer to section3.3). Selecting | nde |and | dlese | closes the form without saving the new
record and returns to the CISS main menu.

b. Select the Component region Action Plans |button (refer to section 3.4.1) to open the
form in READONLY mode (refer to section 3.3). Selecting »+ | opens a new blank form
in ADD mode.

Selecting dese | before selecting »+ | closes the form without saving the new record and returns
to the CISS main menu. After selecting »+ | to open a new record, selecting = unde | returns the
form to READONLY mode without saving the new record. Selecting _ tiese | closes the form and
returnsto the CISS main menu.

To complete theAction Plan form, proceed to section 8.4.

8.2 Opening an Action Plan Record

To open an existing Action Plan record, use either of the following methods to open the Action
Plan form (Figure 8-1):

a. Expand the Treeview region “Action Plans’ major-level node or any security element
node with a lower-level “Action Plans’ node (refer to section 3.1.5.1). Double-click the
desired Action Plan name node to open the form in READONLY mode (refer to section
3.3). Seleding | dese | closes the form and returns to the CISS main menu.
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b. Select the Component region Action Plans button (refer to section 3.4.1) to open the
form in READONLY mode (refer to section 3.3). Selecting | dese | closes the form and
returnsto the CISS main menu.

8.3 Editing an Action Plan Record

To edit an existing Action Plan record, use either of the following methods to open the Action
Plan form (Figure 8-2):

a. Expand the Treeview region “Action Plans’ major-level node or any security element
node with a lower-level “Action Plans’ node (refer to section 3.4.2). Right-click the
desired Action Plan name node and select “Edit” from the pop-up menu. This opens the
selected Action Plan form in EDIT mode (refer to section 3.3). Selecting _ unde | closes
the form and returns to the CISS main menu.

b. Expand the Treeview region “Action Plans’ major-level node or any security element
node with a lower-level “Action Plans’ node (refer to section 3.1.5.1). Double-click the
desired Action Plan name node to open the form in READONLY mode (refer to section
3.3). Selecting et | changes the form to EDIT mode, and selecting | dese | closes the
form and returns to the CISS main menu.

c. Select the Component region Action Plans | button (refer to section 3.4.1) to open the

form in READONLY mode (refer to section 3.3). Use the form record navigation buttons
to navigate to the desired Action Plan record (refer to section 3.2). Selecting ~ Edit
changes the form to EDIT mode, and selecting _gese | closes the form and returns to the
CISS main menu.

When opening an existing Action Plan for editing, some Action Plan form fields may not be
editable because the fields are “locked.” Certain fields are locked automatically by the CISS
whenever a new Action Plan is reported to CMS in the POA&M. A new Action Plan is
considered any Action Plan not previously reported to CMS in the POA& M.

All identified Weaknesses must have an Action Plan to remediate the Weakness. The progress
towards completing the Action Plan associated with each Weakness must be reported to CMS
and updated using the CISS POA&M reporting process. When an Action Plan has been reported
to CMS, certain fields contain information that is included in the annual CMS POA&M report
required by the FISMA, and the FISMA dictates that certain information not be modified once
submitted. To comply with the FISMA, one of the CISS steps during the POA&M submission
process (refer to Chapter 12.0) isto lock all fields that can no longer be modified.

When form fields are locked, their input background color is yellow instead of white and their
data cannot be modified. Only the white input background areas shown in the following figure
are unlocked and only those fields can be modified while the form isin EDIT mode. The blue-

shaded area depicted in following figure depicts dialog windows that can only be modified while
in READONLY mode.

Although the Milestones Treeview dialog window area has a white input background, Milestone
titles are also locked when the Action Plan is submitted and cannot be modified once submitted.
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Figure 8-1. Action Plan form locked fields

ST |

IEnterprlse-W|de seCurity awareness training [ Schaff. Tanya - (Primany)

E= Action Plan

Description

Mumerous user Failures ko implement basic security measures must be addressed via basic enterprise-wide awareness refresher training.

WYZ_A_2005_3: Operating Systemn security hole
EYZ_A_2005_ Users lack general awareness of security palicy,

Completion Dates Costs Funding Sources Target
* Estimated Annual ! ation

Initial Target: 8,/8,/2005 Maintenance: I £500,00 Current: I $500,00 Costs
Current Projected: 8/8,2005 * Percent Security: I 100% Reallocated: I $0.00 $500.00
Actual: * percent Applied Mew: I $0.00 )
To CMS: S0% ¥alidate

Status: Delayed

Milestones
Milestones

i et list of trainees
1 Establish training dates

1 Send out training announcernents

There are errors on this form. Click “¥alidate” to see the errors!

i Deliver training

Action Plan Record: I<| <| 1of1 >| >I| et Ml ?l Undo | Edit | Reports Close

To modify the Action Plan form data, proceed to the next section, 8.4.

8.4 Completing the Action Plan Form

Ensure the Action Plan form is in the proper mode (refer to section 3.3). To add a new Action
Plan record, the form must be in ADD mode; to edit an existing Action Plan record, the form
must be in EDIT mode; and in READONLY mode, none of the form fields can be modified.

Although the following figure displays the form in EDIT mode, the form functionality is the
same for both EDIT and ADD modes. In READONLY mode, the form fields cannot be
modified. Only the unlocked form fields with white input background areas shown in the
following figure can be edited or modified whilein EDIT or ADD mode. And, the information in
the blue highlighted area depicted in following figure can only be edited or modified while in
READONLY mode (refer to the section 8.6).
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Figure 8-2. Action Plan form EDIT mode

B Action Plan = o = |
IBusmess Recovery Plan Compliance l Brown, William - (Primany)
fl. Davis, David

Description

Revise the site's Medicare business recovery plans to be in compliance with NIST guidelines.

This is a generic comment or description ko create test data For the CISS report and exportfimpart functions.

Sufficient data should be included in the comment and description fields to permit oversight and tracking, Howewver, since some CI55 I
Farm figlds are reported outside CMS {see the 155 User Guide), caution should be used when including contractar-, location-, or - - _
sy stem-specific information, or other sensitive or identifying infarmation in those fields. KYZ_B_2004_4 Business Recovery Plans Mot in Compliance

Completion Dates Costs Funding Sources Target
* Estimated Annual !

Initial Target: 4,/30/2006 Maintenance: I $0.00 Current: | $700.00 Costs
Current Projected:  4,/30/2006 * Percent Security: I 100% Reallocated: I $0.00 $700.00

Actual: * percent Applied Mew: I $0.00 )
To CMS: I 0% ¥alidate
Status: Delayed

There are errors on this form. Click “¥alidate” to see the errors!

ation

Milestones
[eafm— l Add Training Procedures to BCP Manual

EDIT

Action Plan Record: |4| 4 | 1of1 » | >|| X3 WK |

8.4.1 Action Plan Title and Description Fields

The “Action Plan Title” is arequired field and it is limited to 50 characters, including spaces.
The “Action Plan Title” should be descriptive of the plan and the “Description” field should
include whatever description is deemed necessary to explain the Action Plan. Detailed

descriptions of Action Plans are not necessary, but sufficient datais required to permit oversight
and tracking.

Undo | Save

Reports | Close |

8.4.2 Completion Dates and Target Implementation Costs Areas

The “Completion Dates’ and “Target Implementation Costs’ areas contain non-selectable form

data that are completed automatically based on other input data. These fields update
automatically as necessary.

8.4.3 Costs and Funding Sources Area Fields

The “Costs’ and “Funding Sources’ areas in the following figure require Business Partner
remediation cost data and percentage input. All the “Costs’ fields are required fields, so they
must be completed before the form can be saved. Input percentage numbers as decimals (e.g., 1 =
100%, .25 = 25%, .75 = 75%). Consult BPSSM Appendix A for guidance on determining Costs
and Funding Sources.
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Figure 8-3. Action Plan form “Costs” and “Funding Sources” area

Costs Funding Sources
* Estimated Annual

Maintenance: I 40.00 Current: I 40,00

* pPercent Security: I 100% Reallocated: I $0.00

* percent Applied Mew: I $0.00
To CM5: I 0%

8.4.4 Finalizing the Form

When done completing the form fields, select % | to spell-check the data input fields. Then select
save | to save the form information or select _ unde | to close the form without saving any of the
new or modified information. There is no confirmation or warning message if Undo | is

selected—all new or modified data will be lost. Both buttons return the form to READONLY
mode.

To make changes to the selected Action Plan “Milestones’ area, proceed to section 8.5. To make
changes to the selected Action Plan links or associations, proceed to section 8.6. Selecting
dese | closestheAction Plan form and returnsto the CISS main menu.

8.4.5 Validating Action Plans

The CISS application can run an internal self-check routine to validate the Action Plan against
established criteria. To validate the current Action Plan, select _ Validate |from the Action Plan
form (Figure 8-2).

If no errors are found during the validation process, the following dialog displays.

Figure 8-4. Action Plan Validate confirmation message

Mo errors found

Otherwise, an error report similar to the following example is prepared in MS Word® and
displayed for the user to review. This error report can be printed or saved for further review.

Figure 8-5. Example Action Plan validation error report

8.5 Completing Milestones

A typical Action Plan consists of activities with target dates called Milestones. The CISS Action
Plans and their respective Milestones are used to produce the POA&M report, which Business
Partners are required to submit to CM S as directed by BPSSM Appendix A.

NOTE: All Action Plans must include at least one milestone and all Action Plans that will take
more than three months to compl ete must have more than one milestone.
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Ensure the Action Plan form is in the proper mode (refer to section 3.3). Before any
modifications in the Milestones dialog window area can be made, the Action Plan form must be
in READONLY mode. Otherwise, a message similar to the following displays.

Figure 8-6. Milestones disabled function message

Microsoft Office Acc =|

Mok available while editing Action Plan,

8.5.1 Adding Milestones

When anew Action Plan is created, the Milestones dialog window area of the Action Plan formis
blank until the form is saved. Once the form is saved, the Milestones dialog window area
displays a Treeview root node, “Milestone Root(NONE)” (Figure 8-7). When Milestones are
added to the Action Plan, the Milestone root node expands to include lower-level Milestones in
the same manner as the Treeview nodes in the main menu.

The initia (i.e., first) Milestone of an Action Plan can only be added using the procedure in the
next section, 8.5.1.1. However, that same procedure can also be used to add subsequent (i.e.,
follow-on) Milestones. The procedure in the subsequent section, 8.5.1.2, can aso be used to add
subsequent Milestones, but not the initial Milestone.

Figure 8-7. Milestones root node before adding a Milestone

Milestones

é Milestona_Root(MOME]

NOTE: While adding or editing any Action Plan form sub-form (i.e., Milestone, Project Date, Or
Status Update), all Action Plan form buttons and fields are disabled so its data cannot be
modified. Any attempt to modify these fields displays the following message.

Figure 8-8. Action Plan disabled function message

Microsoft Office Acc =|

Mok available while editing Action Plan,

85.11  Creatingthelnitial Milestone

Adding the initial Milestone can only be done by right-clicking the Treeview “Milestones’ root
node in the Milestones dialog window and selecting “Add Milestone” in the following pop-up
menu.

Figure 8-9. Milestones node “Add Milestone” pop-up menu

Milestones
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This opens the Milestone sub-form in the Action Plan form in ADD mode (Figure 8-12). To
complete the Milestone form, proceed to section 8.5.1.3.

8512 Adding Subsequent Milestones

After the initial Milestone has been created, additional Milestones can be created by using either
of the following methods

a. Right-click the Treeview “Milestones’ root node in the Milestones dialog window and
select the following “ Add Milestone” pop-up menu.

Figure 8-10. Milestone node “Add Milestone” pop-up menu

Milestones

s
1 Pl Add Milestone

i Sample Milestone 2

b. Select any Milestone name node in the Treeview to display its Milestone sub-form to the
right of the Treeview window.

Figure 8-11. Milestone sub-form method of adding Milestones

Milestones Milestorie |

Title: |Update Security Awareness Training

Description: (Update security awareness training.

Undo

Ord B 1
rder #: New | Delete

Edit |

C. Selecting _Mew | in its Milestone sub-form opens a new Milestone sub-form in the Action
Plan form. It is not important which Milestone is selected when adding a new Milestone.

Either method opens the Milestone sub-form in the Action Plan form in ADD mode (Figure
8-12). To complete the Milestone form, proceed to the next section, 8.5.1.3.

8.5.1.3 Completing the Milestone Form

Figure 8-12 displays the Milestone sub-form inside the Action Plan form in ADD mode but the
only area that can be modified is the Milestone sub-form. The blue highlighted areas depicted in
the Figure 8-12 cannot be edited or modified while the Milestone sub-form isin ADD mode.

85131 TitleField

The “Title” field is limited to 50 characters, including spaces. The “Title” must not include any
contractor-, location-, or system-specific information, or other sensitive or identifying
information. It is used only to provide a descriptive name to the Milestone so it can be
distinguished from other Milestones.

8.5.1.3.2 Description Field

The “Description” field does not include any sensitive or identifying information restrictions.
Include sufficient data to permit oversight and tracking.
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85.1.3.3 Order #Field

The “Order #’ field is used to arrange or re-arrange multiple Milestones into their order of
completion.

Figure 8-12. Action Plan form Milestone sub-form

B Action Plan =1

Milestone

Title:

Description:

Order #: I:I New

Action Plan Record: I<| <| 1of1 >| ] »* | ml "f}’l Undo | Edit: | Reports | Close |

Delete Undo Save

IMPORTANT: Do NOT include any Weakness-related contractor-, location-, or system-
specific information, or other sensitive or identifying information in the “Title” field. The CISS
application cannot validate this field for sensitive or identifying information, so the SSO must
validate the “ Title” field prior to submitting any Action Plan or POA&M information to CMS.

NOTE: The Milestone title becomes locked when an Action Plan is submitted to CMS and can
no longer be modified.

8.5.1.4  Finalizingthe Milestone Form

Select _Save |to save the Milestone data or select _undo | to close the form without saving the
Milestone. There is no confirmation or warning message if unde | is selected—all new or
modified data will be lost. Both buttons return the user to the Action Plan form in READONLY
mode (Figure 8-1). Selecting dese | closes the Action Plan form and returns to the CISS main
menu.
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After a Milestone has been added to an Action Plan, the Milestones dialog window Treeview
root node [i.e.,, Milestone_Root(NONE)] is renamed to “Milestones,” and it digplays a lower-
level node for each existing Milestone (Figure 8-11). Expanding the Milestone node displays the
updated information. After a new Milestone has been created, there are two other Milestone-
related sub-forms, Projected Date and Status Update, that must also be populated.

Right-clicking the desired Treeview Milestone node displays the following pop-up menu for the
two sub-forms. The following sections explain how to complete the two sub-forms.

Figure 8-13. Milestone node pop-up menu

Milestones

Add Projected Completion Date
Add Statuz/pdate

Action Plan Record: I<| <| 1of1 >| >I| (23 | 78 ",f?l Undo | Edit | Reporks | Close |

8.5.2 Adding Projected Completion Dates

Theinitia (i.e., first) Projected Completion Date of a new Milestone can only be added using the
procedure in the next section, 8.5.2.1. However, that same procedure can also be used to add
subsequent (i.e., follow-on) Projected Completion Dates to a Milestone. The procedure in the
section 8.5.2.2 can aso be used to add subsequent Projected Completion Date, but not the initial
Projected Completion Date to a new Milestone.

NOTE: While adding or editing any Action Plan sub-form (i.e., Milestone, Project Date, Or Status
Update forms), al Action Plan buttons and fields are disabled so its data cannot be changed.

8.5.21 Creatingthelnitial Projected Completion Date

Right-click the desired Treeview Milestone node (refer to section 3.4.2) and select the “Add
Projected Completion Date” pop-up menu (Figure 8-13). This opens a new Projected Date Sub-
form inside the Action Plan form (Figure 8-15). To complete the Projected Date form, proceed to
section8.5.2.3.

8522  Adding Subsequent Projected Completion Dates

In addition to the method stated in the previous section, 8.5.2.1, a subsequent (i.e., follow-on)
Projected Completion Date can be entered by selecting any Treeview Projected Completion Date
node. The selected nodes Projected Date sub-form displays to the right of the Treeview diaog
window.
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Figure 8-14. Adding a subsequent Projected Completion Date

Milestones

Ié Milestones Projected Date |
=]

Type: [Projected = Projected Date: |3/158/2005

Note: |Test data,

(as of 11212005 7 35 AM)

Undo

New | Delete Edit |

Selecting _Mew | in its Projected Date sub-form opens a new Projected Date sub-form in the
Action Plan form (Figure 8-15). It is not important which target date node is highlighted when
adding new projected dates as long as the target date node is a sub-node of the desired Milestone.

Either method opens the following Projected Date sub-form in the Action Plan form in ADD
mode. To complete the Projected Date form, proceed to the next section, 8.5.2.3.

8.5.23 Completing the Projected Date Form

The following figure displays the Projected Date sub-form inside the Action Plan form in ADD
mode but the only areathat can be modified is the Projected Date sub-form. The blue highlighted
areas depicted in the following figure cannot be edited or modified while the Projected Date sub-
formisin ADD mode.
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Figure 8-15. Action Plan form Projected Date sub-form
@ acionpon T ]

Milestone ~ Projected Date I

Type: [Projected = Projected Date: l:l

MNote:

New Delete Undo Save

Action Plan Record: I<| <| 1of1 >| b b | Ml "“}°| Undo | Edit: | Reports | Close |

85.23.1 TypeFied

The “Type” field has two selections, “Projected” and “Actual.” Normally, a date is “Projected”
when specifying a future Milestone date and “Actual” when specifying a known date, such as
when closing a Milestone.

8.5.23.2 Projected DateField
Double-clicking in the “Projected Date” field displays a pop-up calendar where the date can be
selected from the displayed calendar.

85.2.3.3 Note Field

The “Note” field must not include any contractor-, location-, or system-specific information, or
other sensitive or identifying information.

IMPORTANT: Do NOT include any Weakness-related contractor-, location-, or system-
specific information, or other sensitive or identifying information in the “Note” field. The CISS
application cannot validate this field for sensitive or identifying information, so the SSO must
validate the “Note” field prior to submitting any Action Plan or POA& M information to CMS.

8.5.2.34 FinalizingtheForm

Select Save |to save the Milestone data or select unde | to close the form without saving the
data. There is no confirmation or warning message if  Unde | is selected—all new or modified
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data will be lost. Both buttons return the user to the Action Plan form in READONLY mode
(Figure 8-1). Expanding the Milestone node displays the updated information. Note that the
Action Plan form “Completion Dates” area may be updated (if applicable) to reflect the “Initial
Target” and “ Current Projected” date information (refer to section 8.5.4).

Selecting | dese | closes the Action Plan form and returns to the CISS main menu.

8.5.3 Adding Status Updates

The initial (i.e, first) Status Update of a Milestone can only be added using the procedure in the
next section, 8.5.3.1. However, that same procedure can aso be used to add subsequent (i.e.,
follow-on) Status Updates to a Milestone. The procedure in the subsequent section, 8.5.3.2, can
also be used to add subsequent Status Updates, but not the initial Status Updateto a Milestone.

NOTE: While adding or editing any Action Plan sub-form (i.e., Milestone, Project Date, Or Status
Update forms), all Action Plan buttons and fields are disabled so its data cannot be changed.

85.3.1 Creatingthelnitial Status Update

Right-click the desired Treeview Milestone node and select the “Add Status/Update” pop-up
menu (Figure 8-13). This opens a new Status Update sub-form inside the Action Plan form
(Figure 8-17). To complete the Status Update form, proceed to section 8.5.3.3.

8.5.3.2  Adding Subsequent Status Updates

In addition to the procedures stated in the previous section, 8.5.3.1, a subsequent (i.e., follow-on)
Status Update can be entered by selecting any Treeview Status Update node. The following
selected node’ s Status Update sub-form displays to the right of the Treeview dialog window.

Figure 8-16. Preparing to add a subsequent Status Update

Milestones Skatus Update |

Date: [3/70(z005 Status: |On-g0ing ;l

Description: |test

%o C lete: 10%:
omplete 3 it

New | Delete Edit |

Selecting _New | at the bottom of the Status Update form opens a blank Status Update form so a
new Status Update can be added (Figure 8-17). It is not important which on-going or status node
is highlighted when adding new Status Updates as long as the node is below the desired
Milestone. The “Date” field in the form is used to update the “Completion Dates’ fields (if
applicable) and to set the current on-going status order below each Milestone.

Either method opens the Status Update sub-form in the Action Plan form in ADD mode (Figure
8-17). To complete the Status Update form, proceed to the next section, 8.5.3.3.

8.5.3.3 Completing the Status Update Form

The following figure displays the Status Update sub-form inside the Action Plan form in ADD
mode but the only area that can be modified is the Status Update sub-form. The blue highlighted
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areas depicted in the following figure cannot be edited or modified while the Status Update sub-
formisin ADD mode.

Figure 8-17. Action Plan form Status Update sub-form
Sacionpon ]

Milestone  Status Update I

Description: -

-

%5 Complete: I:I -

Action Plan Record: I<| <| 1of1 >| M (23 | m| 1‘}°| Undo | Edit: | Reports | Close |

85331 DateFied

Double-clicking in the “Date” field displays a pop-up calendar where the date can be selected
from the displayed calendar.

Delete Undo Save

85332 StatusField
The“Status’ field displays a drop-down menu where the desired status type can be selected.

8.5.3.3.3 Description Field

The “Description” field must not include any contractor-, location-, or system-specific
information, or other sensitive or identifying information. However, it should include sufficient
datato permit oversight and tracking.

IMPORTANT: Do NOT include any Weakness-related contractor-, location-, or system-
specific information, or other sensitive or identifying information in the “Description” field. The
CISS application cannot validate this field for sensitive or identifying information, so the SSO
must validate the “Description” field prior to submitting any Action Plan or POA&M
information to CMS.
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8.5.3.34  Percent Completed Field

In the “% Complete” field, input a percentage (e.g., .15 = 15%) that represents an estimation of
the Milestone completion.

85335 FinalizingtheForm

Select Save |to retain the update dataand _ undo | to close the form without saving the data. There
is no confirmation or warning message if _unde |is selected—all new or modified data will be
lost. Both buttons return the user to the Action Plan form (Figure 8-1). Expanding the Milestone
node displays the updated information. Note that the Action Plan form “Completion Dates’ area
may be updated (if applicable) to reflect the “Initial Target” and “ Current Projected” or “Actual”
date information (refer to the next section, 8.5.4).

Selecting _lese | closes the Action Plan form and returns to the CISS main menu.

8.5.4 Action Plan Completion Dates

When Projected Completion Dates or Status Updates are added to Milestones, the “Completion
Dates’ area of the following Action Plan form may update to reflect any updates or changes
made. The “Initial Target” date will continue to update/change based on the latest projected
Milestone date information until the Action Plan has been submitted in a POA&M report to
CMS (refer to Chapter 12.0). When the POA&M is submitted, the “Initial Target” date field is
locked and can never be changed—it will always remain the “Initial Target Date.” However, the
“Current Projected” date field will continue to update/change based on the latest projected
Milestone update status date information.

Figure 8-18. Action Plan Completion Dates area

Completion Dates
* Estimated Annual

Initial Target: 8/8/2005 Maintenance:
Current Projected: 8/8/2005 * Percent Security:
Actual: * percent Applied

To CM5:
Status:

Milestones

anes
& Get list of trainees

a’ Curvent Target: $/8/2008 (as of 17272005 11:15:13 AM)
FHE— EJ. Establish training dates

E.L Send out training announcements

EJ. Dreliver training

A

The “Actual Date” field will not be filledin until the “Status’ field in the following Status
Update form reflects a“ Closed” or “Closed Pending” status.
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Figure 8-19. Status Update form Status field

Status Update I

o Cngaing
Description:
s Closed Pending
Closed
Delaved

% Complete:
plete: [ | New

Sarve

Delete | Undo

Selecting _dese | closesthe Action Plan form and returns to the CISS main menu.

8.6 Action Plan Links or Associations

The following figure displays an Action Plan form in READONLY mode. In READONLY
mode, the fields depicted in the blue highlighted area of this figure cannot be modified. Only the
non-blue highlighted dialog window areas are selectable. Although the Milestones Treeview
dialog window is selectable, this section explains how to add or remove Action Plan links or
associaions. The other dialog windows in the Action Plan form display al existing links that the
selected Action Plan pertaining to POC and Weakness element records, if any.
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Figure 8-20. Action Plan form READONLY mode
Sacionpon T ]

POC(s) Add
Action Plan #1

J Secure, Lar - (Primary]
Action Plan for Weakness #1 - Known Software Weakness

Improper configuration of system software settings.

Weakness{es)

1 MED_A&_2005_1: Weakness #1 - Known Seftware Weakness

$20,000.00
100%,

Milestones

nes
Update Systern Configuration Docurnentation
Fun Password Cracking Tool

READOMLY
Action Plan Record: I<| <| 1of1 >| M (23 | Ml "“}°| Undo | Edit | Reports | Close |

Action Plan links or associations to Weaknesses cannot be made from the Action Plan form.
Links to Weaknesses are made in the Weakness form by selecting the desired Action Plan from a
drop-down menu. The procedure for linking a Weakness to an Action Plan is discussed in section
7.4.5. Using the same procedure discussed in section 7.4.5 to remove an Action Plan selection

removes the Weakness link to an Action Plan.

8.6.1 Adding Action Plan Links to POCs

Action Plan links can be made to other security elements while editing the respective security
element forms (refer to the applicable User Guide security element chapters). Action Plan links
to POCs (and only POCs) can also be made from the Action Plan form dialog window using the
link in the POCs dialog window. Clicking the link while in READONLY mode opens
the following Assign Responsibility dialog.
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Figure 8-21. Assign Responsibility dialog

55|
* Action Plan Title POC(s) Add
[Action Plan #1 b3 Secure, Larn - (Primany)
Description

Action Plan for Weakness #1 - Known Software Weakness

Improper configuration of system software settings,

Weakness{es)
Assion Hesponsitlity |J5_1: Weakness #1 - Known Software Weskness
Personis) currently assigned to this task.
M| Primary
Smith, John
Completion Dates Target
Implementation
TInitial Target: 2,28/ 2005 Costs
Current Projected: 2/28/2005 $20,000.00
Actual:
Delete Close w/o Saving Save and Close
Milestones
Tilestones
E e i Update System Configuration Docurnentation
o, Run Password Cracking Tool

READOMLY
Action Plan Record: ||| | | 1ofl >| M b | 7.8 | i | Undo | Edit | Reporks | Close |

After the POC selection is made from the drop-down menu, selecting = saveandclese | saves the

POC link assignment and closes the Assign Responsibility dialog; and selecting = Close w/o Saving |

closes the form without making the POC link assignment. Both buttons return to the Weakness
form with the new POC assignment displayed in its dialog window (Figure 8-22), if applicable.

Selecting | dese | closes the Weakness form and returns to the CISS main menu.

8.6.2 Removing Action Plan Links to POCs

Action Plan links can be removed from other security elements while editing the respective
security element forms (refer to the applicable User Guide security element chapters). Action
Plan links that are listed in the following Action Plan form POCs didog window can also be
removed. Double-clicking the desired POC name in the dialog window while in READONLY
mode opens the following Assign Responsibility dialog.
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Figure 8-22. Assign Responsibility dialog

=]
* Action Plan Title POC(s) Add
[Action Plan #1 l Secure, Lam - (Primany]
2 Smith, John
Description

Action Plan for Weakness #1 - Known Software Weakness

Improper configuration of system software settings,

Asszign Responsibility

Personis) currently assigned to this task.

L Weakness{es)

C_1:Weakness #1 - Known Software Weskness

Primary

Completion Dates Target
Implementation
TInitial Target: 2,28/ 2005 Costs
Current Projected: 2/28/2005 $20,000.00
Actual:
Delete Close w/o Saving Save and Close
Milestones
Tilestones
E i Update System Configuration Docurnentation
o, Run Password Cracking Tool

READOMLY
Action Plan Record: ||| | | 1ofl >| M b | 7.8 | i | Undo | Edit | Reporks | Close |

For example, double-clicking the “Smith, John” name in the POCs dialog window opens the
respective POC record Assign Responsibility dialog. Selecting Qeletel opens the following
warning dialog.

Figure 8-23. Delete Contact Assignment warning message

Delete Contact Azsignment m

Do you want to delete this contact assignment?

Yes MHa |

Selecting No | exits the warning dialog and returns to the selected Action Plan without
removing the POC link. Selecting __¥z= | removes the POC link without any further warnings
or confirmations, and exits to the selected Action Plan. Selecting _Sese | in the Action Plan form
exits to the main menu.

8.7 Deleting an Action Plan Record

To delete an Action Plan, open the desired Action Plan record using either of the following
methods to open theAction Plan form (Figure 8-1):

a. Expand the Treeview region “Action Plan” major-level node or any security element
node with a lower-level “Action Plan” node (refer to section 3.1.5.1). Double-click the
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desired Action Plan name node to open the form in READONLY mode (refer to section
3.3). Selecting dese | closes the form and returns to the CISS main menu, and selecting
& displays theDelete Action Plan warning message (Figure 8-24).

b. Select the Component region Weaknesses button (refer to section 3.4.1) to open the

form in READONLY mode (refer to section 3.3). Use the form record navigation buttons
to navigate to the desired Action Plan record (refer to section 3.2). Selecting | close
closes the form and returns to the CISS main menu, and selecting ¥ | displays the
following Delete Action Plan warning message.

Figure 8-24. Delete Action Plan warning message

Delete Action Plan m
Do you want to delete thiz Action Plan?
Yes Mo |

Selecting No | in this warning message exits from the Delete Action Plan warning and
returns to the Action Plan form without deleting the Action Plan. However, selecting | Yes |
deletes the selected Action Plan, as well as al links to the selected Action Plan, without any
further warnings or confirmations. Selecting dese | closes the form and returns to the CISS main
menul.

8.8 Action Plan Reports

MS Excel® PivotTable reports (refer to section 3.11) can be accessed by selecting the

Pivol Reports button located in the Component region (Figure 3-3) of the CISS menu. In

addition, the following Action Plan Reports menu can be accessed from the Treeview region
using pop-up menus or from the Action Plan form usingthe = reports |button (Figure 8-1).

Figure 8-25. Action Plan Reports menu

Action Plan Reports

Print All Action Plans Print Current Action Plan
{M5S Access) (MS Access)

Adhoc {(MS Access)

NOTE: The Pt G action Plan button (Figure 8-25) is active only if the report selection is
based on a single Action Plan selection. For example, double-clicking a specific Action Plan or
selecting the “Reports’ pop-up menu from a specific Action Plan results in an active button
because a “current” Action Plan has been identified. However, when selecting the “Reports”
pop-menu from the “Action Plans’ major-level node, the button is inactive because no “current”
Action Plan has been identified.

Any of the following methods can be used to open the Action Plan Reports menu (Figure 8-25):

a. If the Action Plan form is already open, use the form record navigation buttons to
navigate to the desired Weakness record (refer to section 3.2), if necessary. Then select
Reports | (Figure 8-1) to open the report menu.
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b. Expand the Treeview region “Action Plans’ major-level node or any security element
node with a lower-level “Action Plan” node (refer to section 3.1.5.1). Double-click the
desired Action Plan name node to open the Action Plan record. Then select = reports |

(Figure 8-1) to open the report menu.

c. Expand the Treeview region “Action Plans’ mgjor-level node or any security element
node with a lower-level “Action Plan” node (refer to section 3.4.2). Right-click the
“Action Plans’ node or any Action Plan name node (e.g., Apply latest service packs) in
any security element to display a pop-up menu that includes a“Reports’ option. (Refer to
Figure 3-11 for an expansion of al Treeview nodes and their available pop-up menu
options.) Select “Reports’ from the pop-up menu to open the report menu.

Selecting any of the report menu buttons assembles and displays the respective report (refer to
the following sections for an explanation on each report). Selecting | tlese | closes the Action Plan
Reports menu and returns to the original starting point (i.e., CISS main menu or Action Plan
form).

8.8.1  Print Current Action Plan (MS Access)

Select = Pt e e " | if activated, from the Action Plan Reports menu (Figure 8-25)

to generate areport that includes al information pertaining to the selected Action Plan. Only the
current or selected Action Plan isincluded in the report.

Once created, a report similar to the following example is available in MS Access” for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a“.pdf” file.

Figure 8-26. Example Current Action Plan report

(¥, A} Action Plan Report
v
Apply latest service packs
0% =8 nice packs MS044B through ME04AR need to be applied to all systems anthe pimarny LAN.
COMPLETION DATES COSTS FUNDING 5 0URCES
Initial Target: 8172005 Estirnzted Lnral Maint: $2,200.00 Currert: F500.00
Cumrert Projgcted: 2452005 Fot. Security: 2000°% Reallocated: £1.,200.00
Dot Pct. Appliedto CMS: S000°% Hew: F200.00
F&.200.00
Weabmesmis) @ ¥YZ_B_2005_2: Duplicate registry entries POCEs) : Schaff, Torya- (Primary) Status:

Line Supervisor
‘Wil rgton, Bill
Systern Administrator

MILESTONES
STATLS PROJECTED DATES
None None

Since this is a MS Access” regort, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access™ report Toolbar controls. Closing the report returns to the report
menu (Figure 8-25).

Selecting tlese | in the Action Plan Reports menu closes the menu and returns to the original
starting point (i.e., CISS main menu or Action Plan form).
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8.8.2  Print All Action Plans (MS Access)

Select s |from the Action Plan Reports menu (Figure 8-25) to generate a
report that includes all Action Plans contained in the database. The report includes all
information included in al Action Plans. This Action Plan report is formatted so each Action
Plan starts printing on a new page.

Once created, a report similar to the following example is available in MS Access® for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a*“.pdf” file.

Figure 8-27. Example All Action Planes report

(o, A Action Plan Report

Apply FY 04 CMS policies and procedures

Policies and procedures issued in F Y04 hawe not been completely integrated into existing processes. Managers must review directives relevant to their work areas and meet with theiremplowes s to
Enzure process improvements eflective immediately,

COMFLETION DRTES COsTS FUNDIMG & OURCES
Initial Target: 2872005 Estirnated Anroml Maint: F250.00 Currert: F0.00
Curert Projpcted: 2A/2005 Pot. Security a0 Reallocated: 0.00
Actuml Fct. Appliedto CMS: 0% Mew: F0.00
F0.00
Weabmessies) ; KYZ_A 2005_4: Users lack general awareness of security policy. POCE):  Schaff, Torya - (Primany Slatus!
HYZ_ A 2005 2 Operating System security hole Line Supervizor
MILESTONES
STATUS EROJECTED DATES
Mone Hore

Apply latest service packs
05 z2nice packs 30448 through MS04AR need to be applied to all systems on the pimany LAN.

| COMPLETION DATES COsTS FUHDING & OURCES
Initial Target: 24/2005 Estimated Snral Maint: 220000 Currert: S’BEIIJ.DD_
Cumrert Projgcted: 3452005 Pot. Security: 2000°% Reallocated: §1.200.00
Betoal: Fct. Appliedto CM5: S000°% Hew: $200.00
2.200.00
Wea trressfes] o KYZ_A 2005_1: Test 3rd weakness POCHs) ;. Mone Assigned. Status:
MILESTONES
STATUS PROJECTED DATES
Maone Mone

Since this is a MS Access” regort, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access™ report Toolbar controls. Closing the report returns to the report
menu (Figure 8-25).

Selecting _ dese | in the Action Plan Reports menu closes the menu and returns to the original
starting point (i.e., CISS main menu or Action Plan form).

8.8.3 Adhoc (MS Access)

The Adhoc reports feature allows the user to generate a customized report that is based on user-
selected filters (or parameters) and includes only user-specified information. For example, an
Adhoc report can be created that includes only the Action Plans assigned to a specific POC(s) or
Weakness(es). These examples are only a small sample of how reports can be customized to
meet specific needs. Although these reports include only the Action Plans based on user-
specified filters, all of the information pertaining to each Action Plan is included in the report.
The Action Plans are printed one after the other with no page breaks between each Action Plan.
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8.8.3.1  Adhoc Report Selection

Select Adhoc (MS Access) from the Action Plan Reports menu (Figure 8-25). This opens
the following Adhoc Action Plan Reports dialog with the following Adhoc report selection.

Figure 8-28. Adhoc Action Plan Reports dialog

Adhoc Action Plan Reports ]

Action Plan Report

Selecting | glese | closes the dialog and returns to the Action Plan Reports menu (Figure 8-25).

8.8.3.2  Adhoc Report Filter Selection

The selection of adhoc report Primary and Secondary parameters (or filters), and the resultant
adhoc reportsis explained in section 3.12.
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9.0 Systems

This Chapter will be expanded in afuture revision of the User Guide.

9.1 Risk Assessment and Contingency Planning Schedules

This section will be expanded in a future revision of the User Guide and CISS. When the
Systems functional area of the CISS is developed, the CISS will alow users to maintain Risk
Assessment and Contingency Plan dates and review schedules.
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10.0 Audits

The Audits feature is new with the CISS application. It enables security Audit (or Review)
Findings to be associated with Weaknesses, and tracked and reported in the POA& M. Security
Audits can be performed by internal (e.g., Annual Compliance Audit) or externa (e.g., SAS 70
or CFO/EDP Audits) sources. In general, all security-related Findings resulting from Audits
should be entered into the CISS and associated with at least one Weakness. If no Weakness
corresponding to a particular Finding exists, then one must be created (refer to Chapter 7.0).

As described in section 3.1, one of the major-level nodes in the Treeview region is an “Audits’
node (Figure 3-4). However, the Component region of the main menu does not include an Audits
button, so only the Treeview region interface can be used to open Audit records in the CISS
application.

This Chapter explains the mechanics of using the CISS to document and manage security Audits.
Consult BPSSM Appendix A for a review of the relationship among Audits, Findings, and
Weaknesses in the CISS application, and guidance on completing Audits. Users are strongly
encouraged to become familiar with all the criteria and guidance contained in BPSSM A ppendix
A before attempting to use the CISS to complete Audits.

10.1 Creating a New Audit Record

To create a new Audit record, right-click the Treeview region “Audits’ major-level node and
select “Add” from the pop-up menu (refer to section 3.4.2). This opens a blank Audits and
Review form (Figure 10-1) in ADD mode (refer to section 3.3). Selecting unde | and | Close
closes the form without saving the new record and returns to the CISS main menu. To complete
the Audits and Reviews form, proceed to section 10.4.

10.2 Opening an Audit Record

Expand the Treeview region “Audits’ or “Findings’ major level nodes to the desired Audit name
(refer to section 3.1.5.1). Double-click the Audit name node to open the form (Figure 10-1) in
READONLY mode (refer to section 3.3). There are no lower-level Audit nodes under other
security element nodes. Selecting dese | closes the form and returns to the CISS main menu.

To complete theAudits and Reviews form, proceed to section 10.4.

10.3 Editing an Audit Record

To edit an existing Audit record, use either of the following methods to open the Audits and
Reviews form (Figure 10-1):

a. Expand the Treeview region “Audits’ or “Findings” major level nodes to the desired
Audit name. Right-click the Audit name node and select “Edit” from the pop-up menu
(refer to section 3.4.2). This opens the selected Audit form in EDIT mode (refer to section
3.3). Selecting _unds | closes the form and returns to the CISS main menu.

b. Expand the Treeview region “Audits’ or “Findings’ major level nodes to the desired
Audit name (refer to section 3.1.5.1). Double-click the Audit name node to open the form
in READONLY mode (refer to section 3.3). Selecting  Edit | changes the form to EDIT
mode, and selecting dese | closes the form and returns to the CISS main menu.
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When opening an existing Audit for editing, the | button may be disabled because it has been
reported in a POA&M. This button is disabled automatically by the CISS whenever Findings
related to the Audit are reported to CM S in the POA&M (refer to Chapter 12.0).

All the fields with a white input background in Figure 10-1 are unlocked and they can be
modified while the form is in EDIT mode. The blue-highlighted area in Figure 10-1 depicts the
Findings dialog window which is not locked by the POA&M submission process but cannot be
modified or edited from the Audits and Reviews form.

To complete theAudits and Reviews form, proceed to the next section, 10.4.

10.4 Completing the Audits Form

Ensure the Audits and Reviews form is in the proper mode (refer to section 3.3). To add a new
Audit record, the form must be in ADD mode; to edit an existing Audit record, the form must be
in EDIT mode; and in READONLY mode, none of the form fields can be modified.

Although the following figure displays the form in EDIT mode, the form functionality is the
same for both EDIT and ADD modes. In READONLY mode, the form fields cannot be
modified. Only the unlocked form fields in the non-blue highlighted area depicted in the
following figure can be edited or modified while in EDIT or ADD mode.

Figure 10-1. Audits and Reviews form EDIT mode

EE Audits and Reviews !EIB!
* Review/ Audit Title: IFVDS Section 912 Evaluation

Performed By: iPricewaterhouseCoopers

Audit/Review Type: |Secti0n 912 Evaluation ;]

Review/Audit Date: I 1/15/2005

Comments

This is a generic comment or description ko create test data For the CISS report and
exportfimport Functions,

[ ¥rZ-05-9E-001: Metwotk Penetration Test
"4 ¥¥Z-05-9E-002: Security Incident Handling Prod

Sufficient data should be included in the comment and description fields to permit owersight and
tracking. However, since some C155 form fields: are reported outside CMS (see the 155 User
Guide), caution should be used when including contractor-, location-, or system-specific
information;, or ather sensitive o identifying information in those fields.

ol
Audit/Review Record: i]_-l] 1of1 _F|LI|LI L&J Ei Undo | Save | Reports | Gln=e: |
10.4.1 Review/Audit Title Field

Input a descriptive “Review/Audit Title,” such as the fiscal year and abbreviated type of the
audit/review. The “Review/Audit Title” is a required field and it is limited to 50 characters,
including spaces.

10.4.2 Performed By Field

The “Performed By” field should be completed with the name of the firm/agency that performed
the review/audit.

10.4.3 Audit/Review Type Field

The “Audit/Revien Type” field can only be completed by selecting the Type from the following
drop-down selection menu.
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Figure 10-2. Audit/Review Type drop-down selection menu

o
* Review /Audit Title: |
Performed By: I

Audit/Review Type: ;l

Review/Audit Date; |Accounts Receivable Review R
CPIC =

Comments CFO EDP Revigw E
CFO Financial Review F
Statement on Auditing Standards Mo, 70 (545 70) 5
OIG Reviews (HHS Office of Inspector General {Information Technology) Contrals Assessment) Q
GAD Reviews (Financial Reviews) G
M3 1522 Workgroup Reviews P
CFO Related NWASST Y
345 70 Maovation M
CMS CPIC Warkgroup Reviews M
Section 912 Testing a1
Section 912 Evaluation 9E

_ Compliance Audit fitey
Internal reviews initiated by the entity to meet other Federal requirements IR
Audit/Review Record pisk Assessment RA J

Certification and Accreditation A —
System Security Plan SP
Contingency Plan P
Authority bo Operate AT
Self-assessment 54

10.4.4 Review/Audit Date Field

Double-clicking in the “Review/Audit Date” field displays a pop-up calendar where the date can
be selected from the displayed calendar.

10.4.5 Comments Field

The “Comments’ field does not include any sensitive or identifying information restrictions.
Include for any information deemed necessary by the Business Partner.

10.4.6 Finalizing the Form

When done completing the form fields, select %] to spell-check the data input fields. Then select
[save | to save the form information or select | undo | to close the form without saving any of the
new or modified information. There is no confirmation or warning message if unde | is
selected—all new or modified data will be lost. Both buttons return the form to READONLY
mode.

Selecting | dese | closes the Audits and Reviews form and returns to the CISS main menu.

10.4.7 Validating Audits

The CISS application can run an internal self-check routine to validate the Audit against

established criteria To validate the current Audit, select | ¥alidate | from the Audits and Reviews
form (Figure 10-1).

If no errors are found during the validation process, the following dialog displays.

Figure 10-3. Audit Validate confirmation message

Microsoft Office A |

Mo errors found
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Otherwise, an error report similar to the following example is prepared in MS Word® and
displayed for the user to review. This error report can be printed or saved for further review.

Figure 10-4. Example Audit validation error report

| Error Test | Auditor name is blank. |

10.5 Audit Links or Associations

The following figure illustrates an Audits and Reviews form with the Finding(s) dialog window
highlighted in blue. Although the highlighted Finding(s) dialog window displays existing links or
associations to Findings, if any, this dialog area is not active or selectable in the Audits and
Reviews form. All links must be made from the Findings form (refer to section 11.4.12).

Figure 10-5. Audits and Reviews form Finding(s) dialog window

EE Audits and Reviews !EIB!
* Review/ Audit Title: IFVDS Section 912 Evaluation

Performed By: !PricewaterhouseCoopers

Audit/Review Type: |Secti0n 912 Evaluation ;i

Review/Audit Date: I 1/15/2005

Comments

[This i= a generic comment or description to create test data For the CIS5 report and
exportfimport Functions,

[ ¥rZ-05-9E-001: Metwotk Penetration Test
"4 ¥¥Z-05-9E-002: Security Incident Handling Prod

Sufficient data should be included in the comment and description fields to permit owersight and
tracking. However, since some C155 form fields: are reported outside CMS (see the 155 User
Guide), caution should be used when including contractor-, location-, or system-specific
information;, or ather sensitive o identifying information in those fields.

READONLY Yalidate |
AuditfReviewRecnrd:ﬂ]_ﬂ] 1of1 ji' : Ml tf"l Undo | Edit | Reports | Close |

10.6 Deleting an Audit Record

Expand the Treeview region “Audits’ or “Findings’ major-level nodes to the desired Audit name
(refer to section 3.1.5.1). Double-click the Audit name node to open the form in READONLY

mode (refer to section 3.3).

Selecting | cse | closes the form and returns to the CISS main menu, and selecting & displays
the following Delete Audit warning message.

Figure 10-6. Delete Audit warning message

Delete Audit ]

Do you want to delete thiz record?

Tes Mo |

Selecting | Mo | in this warning message exits from the Delete Audit warning and returns to
the Audits and Reviews form without deleting the Audit. However, selecting | ¥es | deletes
the selected Audit, as well as all links to the selected Audit, without any further warnings or

confirmations. Selecting _ges | in the resultant form exits to the main menu.
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10.7 Audit Reports
MS Excel® PivotTable reports (refer to section 3.11) can be accessed by selecting the

Pivat Reports button located in the Component region (Figure 3-3) of the CISS menu. In

addition, the following Audit Reports menu can be accessed from the Treeview region using pop-
up menus or from the Audits and Reviews form using the = Reports | button (Figure 10-5).

Figure 10-7. Audit Reports menu

Print All Audits Print Current Audit
{MS Access) {MS Access)

Adhoc (MS Access) |

NOTE: The e mecea button (Figure 10-7) is active only if the report selection is
based on a single Audit selection. For example, double-clicking a specific Audit or selecting the
“Reports’ pop-up menu from a specific Audit results in an active button because a “current”
Audit has been identified. However, when selecting the “Reports’ pop-menu from the “Audits’
major-level node, the button is inactive because no “current” Audit has been identified.

Any of the following methods can be used to open the Audit Reports menu (Figure 10-7):

a. If theAudits and Reviews form is already open, use the form record navigation buttons to
navigate to the desired Audit record (refer to section 3.2), if necessary. Then select
Reports | (Figure 10-5) to open the report menu.

b. Expand the Treeview region “Audits’ or “Findings’ major-level nodes to the desired
Audit name (refer to section 3.1.5.1). There are no lower-level Audit nodes under other
security element nodes. Double-click the Audit name node to open the Audit record.
Then select | reports | (Figure 10-5) to open the report menu.

c. Expand the Treeview region “Audits’ or “Findings’ major-level nodes to the desired
Audit name. Right-click the “Audits’ major-level node or any Audit name node to
display a pop-up menu that includes a “Reports’ option (refer to section 3.4.2). Select
“Reports” from the Treeview node pop-up menu to open the report menu.

Selecting any of the report menu buttons assembles and displays the respective report (refer to
the following sections for an explanation on each report). Selecting = dese | closes the Audit
Reports menu and returns to the original starting point (i.e.,, CISS main menu or Audits and
Reviews form).

10.7.1 Print Current Audit (MS Access)

Select il S | if activated, from the Audit Reports menu (Figure 10-7) to
generate a report that includes al information pertaining to the selected Audit. Only the current
or selected Audit isincluded in the report.

Once created, a report similar to following example is available in MS Access® for the user to
review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a*“.pdf” file.
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Figure 10-8. Example Current Audit report

(o, A) Andit Report
fr——
[t Mame #1 W
Type:  Statement onAuditng Standards Mo, FOCSAS 700 1z2Miz004
Hiotes:
Findrg CET Seuerity Type | Status |
WED-05-5-002 : Finding #1 - Detautt Passwords | High | Reportable Condition | On-geing |

Since this is a MS Access® report, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access® report Toolbar controls. Closing the report returns to the report
menu (Figure 10-7).

Selecting _dese | in the Audit Reports menu closes the menu and returns to the original starting
point (i.e., CISS main menu or Audits and Reviews form).

10.7.2 Print All Audits (MS Access)

Select "EL’J.;‘:!L?::ES" |from the Audit Reports menu (Figure 10-7) to generate a report

that includes all Audits contained in the database. The report includes all information included in
al Audits. The Audits are printed one after the other with no page breaks between each Audit.

Once created, a report similar to the following example is available in MS Access” for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a*“.pdf” file.

Figure 10-9. Example All Audits report

(o, A) Andit Report

[ET———
[t Marme #1 FWiC
Type:  StEtement on Auditng Standards Mo, 70SAS 700 1242004
Hotes:

Findirg | Risk | Severity Type | Status |

WED-05-5-002 : Finding #1- Detiutt Pazswords | High | Reportable Condition | On-geing |
laudit Narne #2 BAH
Type: 016G Reviews (HHS Offce of hspector General (hformation Technology) Controls Aesassment’) AS32005
Hiotes:

Firdirg [ Rk ] Severity Type [ Statuz |

i EC-05 -C-005 : Finding #2 - Compromized Pazaword | hiedium | Reportable Condition | On-going |

Since this is a MS Access® report, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access® report Toolbar controls. Closing the report returns to the report
menu (Figure 10-7).

Selecting _ gese | in the Audit Reports menu closes the menu and returns to the original starting
point (i.e., CISS main menu or Audits and Reviews form).

10.7.3 Adhoc (MS Access)

The Adhoc reports feature allows the user to generate a customized report that is based on user-
selected filters (or parameters) and includes only user-specified information. Although these
reports include only the Audits based on user-specified filters, all of the information pertaining to

each Audit is included in the report. The Audits are printed one after the other with no page
breaks between each Audit.
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10.7.3.1 Adhoc Report Selection

Select Adhoc (MS Access) from the Audit Reports menu (Figure 10-7). This opens the
following Adhoc Audit Reports dialog with the following Adhoc report selection.

Figure 10-10. Adhoc Audit Reports dialog

Adhoc Audit Reports
Audit Report

Selecting __clese | closes the dialog and returns to the Audit Reports menu (Figure 10-7).

10.7.3.2 Adhoc Report Filter Selection

The selection of adhoc report Primary and Secondary parameters (or filters), and the resultant
adhoc reportsis explained in section 3.12.
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11.0 Findings

The Findings feature is new with the CISS application. It enables security Audit (or Review)
Findings to be associated with Weaknesses, and tracked and reported in the POA&M. In general,
all security-related Findings reported from Audits or Reviews should be entered into the CISS
and associated with at least one Weakness and an Action Plan to remediate the Weakness. If no
Weakness corresponding to a particular Finding exists, then one must be created (refer to
Chapter 7.0).

As described in section 3.1, one of the mgjor-level nodes in the Treeview region is a “Findings’
node (Figure 3-4). In addition, the Component region of the main menu includes a

Findings button (Figure 3-4). Findings lower-level nodes are also present under other

major-level security element nodes. Any of these CISS main menu interfaces can be used to open
Finding recordsin the CISS application.

This Chapter explains the mechanics of using the CISS to document and manage security
Findings. Consult BPSSM Appendix A for areview of the relationship among Audits, Findings,
and Weaknesses in the CISS application, and guidance on completing Findings. Users are
strongly encouraged to become familiar with all the criteria and guidance contained in BPSSM
Appendix A before attempting to use the CISS to complete Findings.

11.1 Creating a New Finding Record

To create a new Finding record, use either of the following methods to open the Findings form
(Figure 11-1):

a Right-click the Treeview region “Findings’ major-level node and select “Add” from the
pop-up menu (refer to section 3.4.2). This opens a new blank form in ADD mode (refer
to section 3.3). Selecting  unds | and | dese | closes the form without saving the new
record and returns to the CISS main menu.

b. Select the Component region Findings | button (refer to section 3.4.1) to open the
form in READONLY mode (refer to section 3.3). Select »+ | to open a new blank form
in ADD mode.

Selecting dese | before selecting »+ | closes the form without saving the new record and returns
to the CISS main menu. After selecting »+ | to open a new record, selecting _ unde | returns the
form to READONLY mode without saving the new record. Selecting tlese | closes the form and
returns to the CISS main menu.

To complete theFindings form, proceed to section 11.4.

11.2 Opening a Finding Record

To open an existing Finding record, use either of the following methods to open the Findings
form (Figure 11-1):
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a. Expand the Treeview region “Findings’ major-level node or any security element node
with a lower-level “Findings’ node (refer to section 3.1.5.1). Double-click the desired
Finding name node to open the form in READONLY mode (refer to section 3.3).
Selecting | tlese | closes the form and returns to the CISS main menu.

b. Select the Component region Findngs button (refer to section 3.4.1) to open the

form in READONLY mode (refer to section 3.3). Selecting  dlese | closes the form and
returnsto the CISS main menu.

11.3 Editing a Finding Record

To edit an existing Finding record, use either of the following methods to open theFindings form
(Figure 11-2):

a. Expand the Treeview region “Findings’ major-level node or any security element node
with a lower-level “Findings’ node (refer to section 3.4.2). Right-click the desired
Finding name node and select “Edit” from the pop-up menu. This opens the selected
Findings formin EDIT mode (refer to section 3.3). Selecting _ unda | closes the form and
returnsto the CISS main menu.

b. Expand the Treeview region “Findings’ major-level node or any security element node
with a lower-level “Findings’ node (refer to section 3.1.5.1). Double-click the desired
Finding name node to open the form in READONLY mode (refer to section 3.3).
Selecting edt | changes the form to EDIT mode, and selecting dese | closes the form
and returns to the CISS main menu.

c. Select the Component region Findgs | button (refer to section 3.4.1) to open the

form in READONLY mode (refer to section 3.3). Use the form record navigation buttons
to navigate to the desired Finding record (refer to section 3.2). Selecting ~ ede | changes
the form to EDIT mode, and selecting clese | closes the form and returns to the CISS
main menu.

When opening an existing Finding for editing, some Findings form fields may not be editable
because the fields are “locked.” Certain fields are locked automatically by the CISS whenever a
new Finding is reported to CMS in the POA&M. A new Finding is considered any Finding not
previously reported to CMS in the POA& M.

All identified Findings must be reported to CMS in the POA&M submissions (i.e., Findings
associated with audit or review findings). When a Finding has been reported to CMS in the
POA&M, certain fields contain information that is included in the annual CMS POA&M report
required by the FISMA, and the FISMA dictates that certain information not be modified once
submitted. To comply with the FISMA, one of the CISS steps during the POA&M submission
process (refer to Chapter 12.0) isto lock all fields that can no longer be modified.
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Figure 11-1. Findings form locked fields

= Findings ;Iilﬁ"
*+ Entity + Year * Code *+ Num
R - Iw - | E j - I 009 2} Schaff, Torvya - (Primary)
* Title
IDeFauIt Password Found on Server $¥YZ-CMS-010
Description

Test description.

Risk: High

FMFIA (and CPIC) Severity

' Material Weakness

" Reportable Condition

" Heither

Status: IOngolng j

Closed Pending Date: I Docs |
Closed Date: I Docs |

Weakness: IXVZ_A_ZDDS_S: Operating System security hale

There are errors on this form. Click "¥alidate™
to see the errors!

Audit: IStatement on Auditing Standards Mo, 70 (SAS 70): FY0S SAS-70 j

Category: IPersnnnel Security

v |
Finding Record: 14 | 4 1of1 » | M | b WK @o Undo | Edit | Reports |

To modify theFindings form data, proceed to the next section, 11.4.

11.4 Completing the Findings Form

Ensure the Findings form is in the proper mode (refer to section 3.3). To add a new Finding
record, the form must be in ADD mode; to edit an existing Finding record, the form must be in
EDIT mode; and in READONLY mode, none of the form fields can be modified.

Although the following figure displays the form in EDIT mode, the form functionality is the
same for both EDIT and ADD modes. In READONLY mode, the form fields cannot be
modified. Only the unlocked form fields in the non-blue highlighted area depicted in the
following figure can be edited or modified whilein EDIT or ADD mode. And, the information in
the blue highlighted area can only be edited or modified while in READONLY mode (refer to
the section 11.4.12.
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Figure 11-2. Findings form EDIT mode

_181]]
*+ Entity + Year * Code *+ Num
Nz o IW- | E j o I 004 T3 cooith, tames - (Primary)
* Title

IEnt\tywide Security Plan Has Not Been Developed

Description

2 2-xxxx-E-004 Description:

This is a generic camment or description to create test data For the CISS report and exportfimport Functions.

Sufficient data should be included in the comment and description fields to permit oversight and tracking, Howewver, since some CI55
Farm fields are reported outside CMS (see the 155 User Guide), caution should be used when including contractar-, lacation-, or Risk: High
svstem-specific information, ar other sensitive o identifying infarmation in those fields. : 9

* Impack: Significant -

FMFIA (and CPIC) Severity

" Material Weakness

' Reportable Condition

" Heither

Status: IDeIayed j

Closed Pending Date: I Docs |
Closed Date: I Docs |

Weakness: IXVZ_C_ZDD4_1: Entitywide Security Plan J
Audit: ICFO EDP Review: FY05 CFO EDP j
There are errors on this form. Click "Yalidate"
Category: IPIanning J to see the errors!
READOMNLY ¥alidate |

Finding Record: |4| 4 10f1 >| >|| e | MR s Undo | Edit | Reports |

11.4.1 Finding Identifier
Refer to BPSSM Appendix A for guidance on completing the following Finding identifier fields.

11.4.1.1 Entity Field

The “Entity” field is a required field but it is filled in by the CISS using the “Company
Abbreviation” parameter value provided when the back-end database was established. If this
abbreviation is not correct, refer to section 2.4.1 for information on changing the entity
abbreviation.

11412 Year Field

The“Year” field isarequired field. Thisfield represents the fiscal year in which the Finding was

first identified and reported. Although it isfilled-in by the CISS to reflect the current fiscal year,
this field can be modified whilein ADD or EDIT mode (refer to section 3.3).

11.4.1.3 CodeFidd

The “Code” field is arequired field. Select the appropriate one or two character code from the
drop-down selection that identifies the type of Review or Audit that identified the Finding.
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11414 Num Field

The “Num” field isarequired field. Thisis the three-digit incremental Finding number assigned
to each individual Finding beginning with 001, 002, 003, etc. This number is normally the same
asthe number assigned in the Audit or Review report.

11415 TitleField

The “Title” field is also arequired field and it is limited to 50 characters, including spaces. The
“Title” should be the same finding title reported in the Audit or Review report. Refer to BPSSM
Appendix A for guidance on completing this field.

11.4.2 Description Field

The “Description” field should be the same description reported in the Audit or Review report
and it should provide sufficient information and detail to alow CMS to evaluate the Finding. If
the Finding is the result of an internal Audit or Review, the Description should include the
finding information required by the GAO, “Government Auditing Standards,” GAO-03-673G.
Refer to BPSSM Appendix A for guidance on completing this field.

11.4.3 Weakness Link Selection

All Findings must be associated with a Weakness. The Weakness assignment is selectable from
the following “Weakness® field drop-down menu selection. This selection can be made at a later
time if the Weakness does not already exist.

Figure 11-3. Findings form “Weakness” selection

LR UG MED A 2005 1 Weakness #1 - Known Software Weakness

Audit: MED_E_2005_5: Weakness #2 - Impersonation
MED_A_Z005_1: Weakness #1 - Known Software Weakness

11.4.4 Audit Link Selection

All Findings must be associated with the Audit or Review that reported them. The Audit
assignment is selectable from the following “Audit” field drop-down menu selection. This
selection can be made at alater timeif the Audit does not already exist.

Figure 11-4. Findings form “Audit” selection

Weakness: IMED_A_2DDS_1: Weakness #1 - Known Software Weakness j

AT LAl SEatermnent on Auditing Skandards Mo, 70 (345 700: Audit Mame #1

Category: OIG Reviews (HHS Office of Inspector General {Information Technology) Co

Stakement on Auditing Standards Mo, 70 (585 700 Audit Mame #1

11.4.5 Category Selection

All Findings must be assigned to a Weakness Category. The Category assignment is selectable
from the following “Category” field drop-down menu selection. Consult BPSSM Appendix A
for guidance on populating this field. This selection can be made at alater time.
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Figure 11-5. Findings form “Category” selection

Risk. Assessment

Configuration Management
Maintenance

C&A and Securiby Assessments
Planning

Personnel Security

Pheysical and Environment Prokection
System and Communications probection
Contingency Planning

Media Protection

System and Information Integrity
System and Services Acguisition
Awareness and Training

Weakness: |Incident Response - I
Identification and Authentication

Audit: |Access Controls
Audit and Accountability

Category: Im j

11.4.6 Risk Selection

All Findings must be assigned a Risk level. However, the Risk level is determined by the
selections made in the “Likelihood” and “Impact” fields, so the Risk level is not selectable or
editable The following Likelihood and Impact assignments are selectable from their respective
drop-down menu selections. Consult BPSSM Appendix A for guidance on populating these
fields. Thesefields are required fields, so they must be completed before the form can be saved.

Figure 11-6. Findings form Risk “Likelihood” selection

Rizk: High

* Likelihood: =

Meqgligible
Wery Low
Lo
FMFIA (and CPIC) SqueTr-
High

Wery High
Extreme

* Impack:

" Material Weakness

Figure 11-7. Findings form Risk “Impact” selection

Rigk: High
* Likelihood:
* Impact: -
Insignificant

FMFIA (and CPIC) 54 rinor

Darmaging
Serious
Critical

" Material Weakness

{* Reportable Condition

11.4.7 FMFIA (and CPIC) Severity Selection

All Weaknesses must be assigned a FMFIA or CPIC Severity level. The Severity level is made
by selecting either the following “Material Weakness,” “Reportable Condition,” or “Neither”
options. Consult BPSSM Appendix A for guidance on populating this field. This selection can be
made at alater time.
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Figure 11-8. Findings form “FMFIA (and CPIC) Severity” selection

FMFIA (and CPIC) Severity

" Material Weakness

O Reportable Condition

= Heither

11.4.8 Status Selection

The Finding Status indicates the stage or state of the Finding condition. The Status is selectable
from the following “Status’ field drop-down menu selection. Consult BPSSM Appendix A for
guidance on populating this field.

Figure 11-9. Findings form “Status” selection

Status: IEM - l

_ . |©ngoing
Closed Pending Date: Clnsed Pending

Closed
Closed Date: |

Before a Finding Status can be “ Closed,” its Status must first be reported as “Closed Pending.” If
“Closed” is selected before it has been reported as “Closed Pending,” the following message
displays.

Figure 11-10. Findings form “Status” error message

Microsoft Office Access m

Finding muzt be Clozed Pending befare it can be Clozed.

11.4.9 Closed Pending and Closed Date Fields

Double-clicking in the “Closed Pending Date’ and “Closed Date” fields displays a pop-up
calendar where the dates can be selected from the displayed calendar.

CMS requires a “Closed Pending” status to be validated before it is considered “Closed.” The
“Closed Pending Date” field reflects the date the Business Partner closed the finding that is still
pending CMS validation. The “Closed Date” field reflects the date that CMS validated the
Finding closure and its “ Closed” status.

11.4.10 Docs Buttons

Appropriate documentation is required to substantiate a “ Closed Pending” or “Closed” Finding
Status, including the letter from CMS confirming the closure status. This requirement applies
only to those Findings that have a Finding “Year” field date of 2005 or later. To support this

requirement, the = Decs | button to the right of the following “Closed Pending Date” and
“Closed Date” fields will be active for any Findings with a“Year” field date of 2005 or later. If
the Finding “Year” field date is prior to 2005, the  2ec= | button will not be active.
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Figure 11-11. Findings form “Docs” selections

Status: IOngning j

Closed Pending Date: I Docs |
Closed Date: I Docs |

Refer to Chapter 4.0 for details on using the Supporting Documents form.

When a Status of “Closed Pending” or “Closed” is selected, a pop-up calendar displays so the
appropriate date can be select from the calendar. After selecting a date and the [save | button to

save the form information, the = Docs | button will be active so the required supporting
documents can be attached to the Finding.

Although documentation is only required to substantiate a*“Closed Pending” or “Closed” Finding
Status, the ~ Dees | button will be active for all Findings that have a Finding “Year” field date

of 2005 or later. This alows the user to include supporting documents at any time, such as when
the Finding is created or updated, instead of only when closing the Finding.

All documents included as supporting documents for a Finding are included in the POA&M
submission, even if the Finding Status is “Ongoing.” However, if supporting documents are not
required (i.e., status other than “Closed Pending” or “Closed’), the Finding will not fail a
Validation test if supporting documents are not included. Inversely, a Validation test will fail if
supporting documents are required and none are included.

11.4.11 Finalizing the Form

When done completing the form fields, select ¥ | to spell-check the data input fields. Then select
[save | to save the form information or select | unda | to close the form without saving any of the
new or modified information. There is no confirmation or warning message if undo | is
selected—all new or modified data will be lost. Both buttons return the form to READONLY
mode. To make changes to the selected Finding links or associations, proceed to section 11.5.

Selecting _dese | closes the Findings form and returns to the CISS main menu.

11.4.12 Validating Findings

The CISS application can run an internal self-check routine to validate the Finding against

established criteria. To validate the current Finding, select _ ¥alidate | from the Findings form
(Figure 11-16). If no errors are found during the validation process, the following dialog

displays.
Figure 11-12. Finding Validate confirmation message

Microzoft Access m

Mo wWeakness emars found.

Otherwise, an error report similar to the following example is prepared in MS Word® and
displayed for the user to review. This error report can be printed or saved for further review.
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Figure 11-13. Example Finding validation error report

Error

An Action Plan {("Enterprise-wide security awareness training") has a Milestone
("Establish training dates") without a projected completion date.

11.5 Finding Links or Associations
The following figure depicts aFindings form in READONLY mode. In READONLY mode, the
fields depicted in the blue highlighted area cannot be modified. Only the depicted non-blue
highlighted PoCs dialog window area and the | ses | buttons are selectable. The Pocs dialog
window displays any existing links between the selected Finding and POC element records, if
any.

Figure 11-14. Findings form READONLY mode

E= Findings

_12 Srith, James - (Primary)

There are errors on this form. Click "¥alidate™
to see the errors!

v |
Finding Record: 14 | 4 1of1 » | M | b 74 @o Undo | Edit | Reports |

|
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11.5.1 Adding Finding Links to Other Forms

Finding links can be made to other security elements while editing the respective security
element forms (refer to the applicable User Guide security element chapters). POC links can also
be made from the Findings form dialog window using the link in the POCs dialog window.

Clicking the link while in READONLY mode opens the following Assign Responsibility
diaog.

Figure 11-15. Assignh Responsibility dialog

- _lslx]
** Entity *Year * Code * Num POCs Add
IT il Iﬁ = I 9E j = | ooz Jj Srnith, Jarnes - (Primary)
* Title

|Security Incident Handling Procedures

Description

1Y Z--9E-002 Descripion:

Azzign Responsibility

This is & generic comment or description to create test
g R Persons currently assigned to this task.

Sufficient data should be included in the comment and _ Primary [
Form fields are reported outside CMS (see the CIS5 Us i

of ———— Risk: i
svskem-specific information, or ather sensitive or idenl 1 , John High

FMFIA (and CPIC) Severity

" Material Weakness

Close w/o Saving Saye and Hose {* Reportable Condition
(" Heither
Status: |Ongo\ng j
Closed Pending Date: I Docs |
Closed Date: li Docs |
Weakness: iXVZ_C_ZDDS_Z: Security Incident Handling Procedures j
Audit: iSection 912 Evaluation: FY0S Section 912 Evaluation j There are errors on this form. Click “¥alidate™
ko see the errors!
Category: |Incident Response _,.J
READONLY ¥alidate |

Finding Record: <| Zof b >| >|| o 7.8 | i | Undo Edit Reports | Close |

After the POC selection is made from the drop-down menu, selecting saveandciose | Saves the

POC link assignment and closes the Assign Responsibility dialog; and selecting = Close w/a Saving |

closes the form without making the POC link assignment. Both buttons return to the Findings
form with the new POC assignment displayed in its dialog window (Figure 11-16), if applicable.

Selecting | dese | closes the Findings form and returns to the CISS main menu.

11.5.2 Removing Finding Links to Other Forms

Finding links can be removed from other security elements while editing the respective security
element forms (refer to the applicable User Guide security element chapters). POC links that are
listed in the Findings form POCs dialog window (refer to the following figure) can also be
removed. Double-clicking the desired POC name in the dialog window while in READONLY
mode opens the selected POC Assign Responsibility dialog.
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Figure 11-16. Assign Responsibility dialog

-
* Entity *Year * Code * Num POCs Add
| e Z Iﬁ B I * j = | w2 1 Srnith, Jarnes - (Primary]
* Title 5.3 Johnson, John

ISecurity Incident Handling Procedures

Description

1Y Z--9E-002 Descripion:

Azzign Responsibility

This is & generic comment or description to create test

Sufficient data should be included in the comment and B
Form fields are reported outside CMS (see the CISS Us lae—— e
svskem-specific information, or ather sensitive or idenl

Risk: High

FMFIA (and CPIC) Severity

o Material Weakness

Delete Close w/o Saving Save and Close {* Reportable Condition

(" Heither

Status: |Ongo\ng j

Closed Pending Date: I Docs |
Closed Date: I Docs |

j There are errors on this form. Click "Yalidate™

Weakness: IXVZ_C_ZDDS_Z: Security Incident Handling Procedures j

Audit: iSection 912 Evaluation: FY0S Section 912 Evaluation
ko see the errors!

Category: |Incident Response

READONLY Yalidate |

FindlngRecord:ﬂj 2ofb jll (T3 7. | L7 | Undo Edit Reports | Close l

For example, double-clicking the “Johnson, John” name in the POCs dialog window opens the

respective POC record Assign Responsibility dialog. Selecting Qeletel opens the following
warning dialog.

Figure 11-17. Delete Contact Assignment warning message

Delete Contact Azsignment m

Do you want to delete this contact assignment?

Yes MHa |

Selecting ___ Mo |exits the warning dialog and returns to the selected Finding without removing
the POC link. Selecting ves | removes the POC link without any further warnings or

confirmations, and exits to the selected Finding. Selecting _tese | inthe Findings form exits to the
main menu.

11.6 Deleting a Finding Record

To delete a Finding, open the desired Finding record using either of the following methods to
open theFindings form (Figure 11-1):
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a. Expand the Treeview region “Findings’ major-level node or any security element node
with a lower-level “Findings’ node (refer to section 3.1.5.1). Double-click the desired
Finding name node to open the form in READONLY mode (refer to section 3.3).
Selecting doese | closes the form and returns to the CISS main menu, and selecting |
displays theDelete Finding warning message (Figure 11-18).

b. Select the Component region Findngs button (refer to section 3.4.1) to open the
form in READONLY mode (refer to section 3.3). Use the form record navigation buttons
to navigate to the desired Finding record (refer to section 3.2). Selecting | Cese | closes
the form and returns to the CISS main menu, and selecting ] displays the following
Delete Finding warning message.

Figure 11-18. Delete Finding warning message

Delete Finding m

Do you want ta delete this record?

Yes Mo |

Selecting | Ms_|in thiswarning message exits from the Delete Finding warning and returns to
theFindings form without deleting the finding. However, selecting | ¥es | deletesthe selected
Finding, as well as al links to the selected Finding, without any further warnings or

confirmations. Selecting __Gese | in the resultant Findings form exits to the main menu.

11.7 Finding Reports
MS Excel® PivotTable reports (refer to section 3.11) can be accessed by selecting the

Pivot Reports ‘ button located in the Component region (Figure 3-3) of the CISS menu. In

addition, the following Finding Reports menu can be accessed from the Treeview region using
pop-up menus or from the Findings form using the = Reports | button (Figure 11-1).

Figure 11-19. Finding Reports menu

Print All Finding Print Current Finding
(MS Access) {MS Access)
Finding POA&M Adhoc {MS Access)

Universal CAP

{Ciose |

Print Current Finding

NOTE: The {MS Access) button (Figure 11-19) is active only if the report selection
is based on a single Finding selection. For example, double-clicking a specific Finding or
selecting the “Reports’ pop-up menu from a specific Finding results in an active button because
a“current” Finding has been identified. However, when selecting the “Reports’ pop-menu from
the “Findings’ major-level node, the button is inactive because no “current” Finding has been
identified.

Any of the following methods can be used to open the Finding Reports menu (Figure 11-19):
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a. If the Findings form is already open, use the form record navigation buttons to navigate
to the desired Finding record (refer to section 3.2), if necessary. Then select = Reports |
(Figure 11-1) to open the report menu.

b. Expand the Treeview region “Findings’ major-level node or any security element node
with a lower-level “Findings’ node (refer to section 3.1.5.1). Double-click the desired
Finding name node to open the Finding record. Then select = Rreports | (Figure 11-1) to

open thereport menu.

c. Expand the Treeview region “Findings’ major-level node or any security element node
with alowerdevel “Findings’ node. Right-click the “Findings’ node or any Finding name
node to display a pop-up menu that includes a “Reports’ option (refer to section 3.4.2).
Select “Reports’ from the pop-up menu to open the report menu.

Selecting any of the report menu buttons assembles and displays the respective report (refer to

the following sections for an explanation on each report). Selecting _ dese | closes the Finding
Reports menu and returns to the original starting point (i.e., CISS main menu or Findings form).

11.7.1 Print Current Finding (MS Access)

Select P ey from the Finding Reports menu (Figure 11-19) to generate a
report that includes all information pertaining to the selected Finding. Only the current or
selected Finding isincluded in the report.

Once created, a report similar to the following example is available in MS Access” for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a*“.pdf” file.

Figure 11-20. Example Current Finding report

(o, A Finding Report
[ET———
MED-05-C-005 : Finding # - Compromised Password
Cegodption ; User password was ound written on Post- it note #tuck to monitor,
Category © Personnel Security sl edium POCE): Jones, Padl - (Primany
Awdit: fudit Name #2 Status : On-going Security Administrator
Weatmessies) © Mone fesigned. 2V Severity © Reportable Condition

Since this is a MS Access® report, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access® report Toolbar controls. Closing the report returns to the report
menu (Figure 11-19).

Selecting dese | in the Finding Reports menu closes the menu and returns to the origina starting
point (i.e., CISS main menu or Findings form).

11.7.2 Print All Findings (MS Access)

Select e | from the Finding Reports menu (Figure 11-19) to generate a
report that includes all Findings contained in the database. The report includes all information
included in all Findings. The Findings are printed one after the other with no page breaks
between each Finding.
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Once created, a report similar to the following example is available in MS Access® for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a*“.pdf” file.

Figure 11-21. Example All Findings report

(¥, A} Findine Report
ot e
MED-05-5-002 : Finding # - Def=ault Pe=swords
Cegoption ; Defult passwords wers not rezet/changed on sarver i,
Category . Logical Access Controls sl Hgh POCE): Jones, Padl - (Primany
Awdit: Pudit Name #1 Status : On-going Security Administrator
Weatressies) © Mone fesigned. FlEVE Severity © Reportable Condition
MED-05-C-005 : Finding #2 - Compromised Password
Cesoipdon - Usar pasawond was fund whttenon Post-t note st ck to monitor.
Category © Personnel Security sl edium POCE):  Jones, Padl - (Pimary)
Awdi : fodit Mame #2 Stakus : On-going Security Administrator
WeatmesmiEs) @ Hone Aesigned. FEE Severty : Reportable Condition

Since this is a MS Access® report, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access® report Toolbar controls. Closing the report returns to the report
menu (Figure 11-19).

Selecting dese | in the Finding Reports menu closes the menu and returns to the original starting
point (i.e., CISS main menu or Findings form).

11.7.3 Adhoc (MS Access)

The Adhoc reports feature allows the user to generate a customized report that is based on user-
selected filters (or parameters) and includes only user-specified information. For example, an
Adhoc report can be created that includes only the Findings assigned to a specific POC(s) or
Audit(s). These examples are only a small sample of how reports can be customized to meet
specific needs. Although these reports include only the Findings based on user-specified filters,
al of the information pertaining to each Finding is included in the report. The Findings are
printed one after the other with no page breaks between each Finding.

11.7.3.1 Adhoc Reports

To generate adhoc reports, select Adhoc {MS Access) from the Finding Reports menu

(Figure 11-19). This opens the following Adhoc Finding Reports dialog with the following
Adhoc report selections.

Figure 11-22. Adhoc Finding Reports dialog

Adhoc Finding Reports

Finding Reports
POARM Finding Repart
Universal CAP Report
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Selecting | glese | closes the dialog and returns to Finding Reports menu (Figure 11-19).

11.7.3.2 Adhoc Report Selection
Refer to Figure 11-22 to select and create one of the following Finding report types:

a. To generate adhoc reports that contain only selected Finding data, double-click the
“Finding Report” selection.

b. To generate adhoc reports that contain only selected Finding POA&M data, double-click
the “POA&M Finding Report” selection.

c. To generate adhoc reports that contain only selected Finding UCAP data, double-click
the “Universal CAP Report” selection.

Selecting __Ciese | closes the Adhoc Finding Reports dialog Figure 11-22 and returns to the
Finding Reports menu (Figure 11-19).

11.7.3.3 Adhoc Report Filter Selection
The selection of adhoc report Primary and Secondary parameters (or filters), and the resultant
adhoc reportsis explained in section 3.12.

11.7.4 Finding POA&M (MS Access)

Select Finding POA&M | from the Finding Reports menu (Figure 11-19) to generate a
report that includes all Findings contained in the database. The report includes all information
included in al Findings. The Findings are printed one after the other with no page breaks
between each Finding.

Once created, a report similar to the following example is available in MS Access® for the user
to review or print. The report can only be saved if an application such as Adobe Acrobat® is
installed on the system so the report can be “printed” to a“.pdf” file.

Figure 11-23. Example Finding POA&M report

Halun,

nnnnn

Since this is a MS Access’ re(gort, the report opens as a sub-form inside the CISS. Refer to
section 3.12.1.4 for MS Access™ report Toolbar controls. Closing the report returns to the report
menu (Figure 11-19).

Select | dlese | multiple times to return to the desired menu or form.
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11.7.5 Universal CAP (MS Excel)

Select e |from the Finding Reports menu (Figure 11-19) to generate a
Universal Corrective Action Plan (CAP) report in MS Excel® that includes all Findings
contained in the database. Since the database contains only security-related Electronic Data
Processing (EDP) Findings, this report must be combined with other non-security related
Findings (i.e., financial) datato create the CM S-required Universal CAP report.

Once created, a report similar to the following example is availablein MS Excel® for the user to
review, print, or save.

Figure 11-24. Example Universal CAP report

A | 8 | ¢ | D | E | F [ 6 | H |
1
i Contractor MametMumber:| Contractor X2 ¢, 37503, 92764, E7290, 96573
A Diate of Submission:
4 Contact Person Mame:| James Smith
a Contact Person Phone: $#| (F02)424-2424
b WP For Medicare Operations Mame: [ John Johnson
é WP For Medicare Operations Signature:
Control " L . Target Actual
CMS Finding Mumber Gowree of Finding Objective(s Excep.tioanindingf Rlzﬁ:.né;:zllg‘z::':zl. Cc'::ic:;‘ue Completio | Completio UpdatefStatus
g ! Material Weakness and Phaone Mumber) Frocedure(s) n n cFCAP
Impacted Diate Diate
HYZ-08-3E-001 (2008) Section 312 Metwork Penetration Test James Smith » Hot Site Penetration Test | 1002005 1. Penetration Test: Penetration Test
Ewaluation james. smithi@ayz. com Milestone Description:|
[FO3)424-2424 |
This iz a generic omment or description to
create test data for the CISS report and
10 exportfimport functions.
HYZ-05-9E-002 (2008) Section 312 Security Incident Handling James Smith = Security Incident Handling | 10M/2005 1. Security Incident Handling Procedures:
Ewaluation Frocedures james.smith@sayz.com [ Procedures Security Incident Handling Procedures
[TO3424-2424 Milestone Description:]
|
This iz a generic omment or description to
create test data for the CISS report and
11 exportfimport functions.
BYZ-05-E-001 [2005) CFOEDP Physical Access Weakness | James Smith = Physical Access 0#f2005 1. Physical Access: Physical Access
Fieview james. smith@syz. com Milestone Description:]
[FO3)424-2424 |
This iz a generic omment or description to
create test data for the CISS report and
12 exportfimport functions.

Selecting _dese | in the Finding Reports menu closes the menu and returnsto the original starting
point (i.e., CISS main menu or Findings form).

CISSUser Guide v7.08 170



CISS User Guide — Submissions to CMS

12.0 SubmissionstoCM S

The CISS replaces the CAST in itsrole as the automatic repository and reporting mechanism for
annual Self-Assessment submissions to CMS. As with the CAST, CSR responses must be
complete prior to submission. However unlike CAST, the CISS will not allow a Self-Assessment
to be submitted until a validation is performed on each Self-Assessment and all noted problems
are corrected.

The CISS aso incorporates the POA&M submission process to CMS. The CISS replaces the
former MS Excel® spreadsheet generation and submission process. In addition, the CISS
performs validation checks of the POA&M data and formats the POA&M submissions in the
CM S-prescribed format.

CMS requires that supporting documentation be included with Self-Assessment and POA&M
submissions to corroborate certain non-compliant CSR responses and to corroborate closed
Findings. As part of the validation process, the CISS verifies that documentation is included to
support the following circumstances:

e CSR“N/A” Status Counter to Applicability Matrix — CMS approval documentation is
required for all CSR “N/A” responses that are not corroborated by the CSR Applicability
matrix. That is, the CSR should be applicable for the contract type but the Business
Partner does not agree.

e Risk-Based Decision Non-Compliant CSR — CMS concurrence documentation and
updated Risk Assessment for all non-compliant CSR responses is required where a risk-
based decision was made tha no Weakness/Action Plan combination is required nor
desired.

e “Closed Pending” and “Closed” Finding Status — Appropriate documentation is
required to substantiate a “Closed Pending” and “Closed” Finding status, including the
letter from CM S confirming the closure status.

The CISS cannot verify the contents of the included supporting documentation nor can it verify
that the correct documentation is included. It only verifies that one or more supporting
documents are included with the applicable CSR or Finding if supporting documentation is
required.

This Chapter explains the mechanics of submitting the Self-Assessment and POA&M data to
CMS.

12.1 POA&M Report

The POA&M Report function creates a report representation of the POA& M data sent to CMSin
the POA&M submission (refer to section 12.3). This report is not submitted to CMS but is
provided to document the Business Partner’s POA&M submission.

To create the POA&M Report, right-click the Contractor root node in the Treeview region and
select “POA&M Report” in the following pop-up menu.
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Figure 12-1. Treeview Contractor node “POA&M Report” pop-up menu
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Action Plans

Paoints-of-Contact

Dacuments

The following message displays to determine if closed Weaknesses that are over a year old

should be included in the report.

Figure 12-2. Include old Weaknesses message

Include old Weaknesses?

E} Do you wish ba include all Weaknesses that have been closed (Final) for more than one year?

Yes

=1

=

Selecting ___ He | excludes all closed weaknesses that are more than one year old and selecting
es | includes all closed weaknesses regardless of how long they have been closed. Once
created, a report similar to the following example is available in MS Excel® for the user to

review, print, or save.

Figure 12-3. Example POA&M Report

A E c o E F G H | J K L
Scheduled Identified in CFO
Weakness Resources |Completion Milestones with Changes to audit or other Risk
1 Identifier Weakness IT Control Mapping POC Required Date Completion Dates Milestones audit review? | Status | Comments | Level
WZ_0_2005_1 | Physical Access Phuysical Security James Mone 02005 | - Physical Access - = Audit Findings: Delayed Mediom
Smith 10M¥2005 Y Z-05-E-001
s20 = CAST Findings:
2 2215 2.218,10.12
BYZ_D0_2008_2 [Change Management Diocumentation James Mone 1042005 » Develop & Implement = Audit Findings: Dielayed Medium
Controls Smith Change Mgmt HYZ-05-E-002
550 Frocedures - 104112005 = CAST Findings:
2 358
HYZ_C_2006_1 (Penetration Test Fiewiew of Security Controls James Current 1042005 » Penetration Test - = Audit Findings: Dielayed High
Smith $2ELEE ADAH2005 Y Z-06-3E-001
550 - CAST Findings:
4 10.8.5
BYZ_C_2008_2 |Security Incident Handling | Incident Response James Current A0{ L2005 » Secifity Incident = Audit Findings: Dielayed High
Frocedures Capability Smith $1Bea3 Handling Procedures- Y E-05-9E-002
s20 10M¥2005 = CAST Findings:
145,161, 16.2,16.3,
5 12.210.96
#YZ_C_2004_1 | Entitywide Security Plan | Systems Security Plan James Mone THi2005 - Entitywide Security Plan - = Audit Findings: Dielayed Medium
Smith THIZ005 HYZ-05-E-004
s20 = CAST Findings:
15.1,19.4,195,13.9,
& 1410
H®YZ_C_2004_2 (Background Documentation James Current 102005 |- Background = Audit Findings: Dielayed Medium
Investigations Smith #$1.200.00 Rieinvestigations - HYZ2-05-E-003
s20 10M¥2005 = CAST Findings:
T 1105255

NOTE: To remove the “Page’ watermark from the report, use the MS Excel® top menu bar to

select View, then Normal.

12.2 Self-Assessment Submission

The Self-Assessment Submission function prepares the Business Partner’ s back-end database for
submission to CMS as part of their annual certification material. (Refer to BPSSM Appendix A
for guidance on submitting the CISS Self-A ssessment back-end database to CMS.)
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IMPORTANT: Before submitting the Self-Assessment to CMS, the SSO must ensure there is
no Weakness-related contractor-, location-, or system-specific information, or other sensitive or
identifying information in the following forms/fields: Weakness “Title,” Milestone “Title,”
Projected Date “Note,” and Status Update “ Description” (refer to section 3.8).

To begin the Self-Assessment Submission process, right-click the Contractor root node in the
Treeview region and select “ Submit Self-Assessments” in the following pop-up menu.

Figure 12-4. Treeview Contractor node “Submit Self-Assessments” pop-up menu

Edit
POAEM Repork

B 2 Submit Self-Assessments
[]& Findings Subriit POARN
[ T Weaknes Collapse Branch

[+

[

ﬁ Action Plans

E Pointz-of-Contact
Daocurments

After selecting “Submit Self-Assessments,” a notification message is briefly displayed to
indicate that a backup copy of the back-end database is being made. The backup copy is created
in the same directory as the existing, linked back-end database.

NOTE: The backup database file name consists of the original file name with “(Backup_MM-
DD-YYYY hhmmss_AM or PM)” appended to the file name and a“.bak” file extension. The MM-
DD-YYYY hhmmss denotes the date and time the backup was created. For example,
“DEF(Backup_5-3-2006_090105).bak.”

The date and time format included in the backup file name are dependent on the time and date
formats set in the MS Windows® Control Panel Regional Options.

12.2.1 Submission Date

After the back-end database has been backed up, the following Select Date dialog and
submission confirmation dialog displays.

Figure 12-5. Select Date dialog and submission confirmation message

EEi select Date . x|

‘What is the due date of this submission?

Date:| JPGENNE
Cancel | Process |

The default date can be changed by double-clicking the “Date” field to display a pop-up calendar
where the date can be selected from the displayed calendar. After the date is selected, selecting

cancel | cancels the submission process and returns to the main menu. Selecting _ process |
continues the submission process.

If the submission date is more than 30 days from the current date, the following message
displays to confirm that you really want to submit the Self-Assessment so far in advance of the
submission date entered in the Select Date dialog (Figure 12-5).
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Figure 12-6. Abnormal Date submission confirmation message
=

<9 The date provided is more that 30 days from the current date,

{/ Areyou sure that that "7/15/2006" is the date you intended?

If not, select "Mo" to re-enter the date,

fes | [ I

Selecting __ Mo | returns to the Select Date dialog (Figure 12-5) so the submission date can be
changed and selecting ves | continues the Self-Assessment validation and submission
process.

NOTE: If there are multiple Self-Assessments to be submitted, each will be processed one after
the other. The submission process cannot be stopped once started; hence the Select Date dialog
cancel | putton.

12.2.2 Submission Validation

The validation process performed during the submission process is the same self-check routine
that is performed using the Self-Assessment Reports menu (refer to section 6.11.2) except here,

all Self-Assessments are checked.

If any errors are found during the validation process, the following dialog displays. This dialog
identifies which Self-Assessment name has errors. A different dialog displays for each Self-
Assessment where errors are found.

Figure 12-7. Self-Assessment validation error message

Self-Assessment Errors ﬁl

There are errors in the self-assessment entitled:

‘?/ Test 54 For DEF (DC)

You MUST make necessary corrections before a submittal package can be created,
Would vou like to see a report of the errors?

Yes | Mo l

Selecting No | closes the dialog and continues the validation process for the next Self-
Assessment, if any, or returns to the CISS main menu if there are no other Self-Assessments.
However, Self-Assessments cannot be submitted until the necessary corrections are made.

Selecting ___Yes | generates an error report similar to the following example in MS Word® and
continues the validation process for the next Self-Assessment, if any.
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Figure 12-8. Example Self-Assessment validation error report
3R Test SA for DEF (D) Response

1.1.3 HNiA response 15 contrary to the CSE applicability matriz. This response requires
documentation of CWS concurrence to be attached.

1.9.1 Action Plan ("Windows NT Server Configuration") needs an update to the Projected
Date of Milestone ("Migration of NT Servers"). Currently it is listed as 6/30/2005 with

as status of Delayed.

Wealkness (DEF C 2002 1) status should match the status of its Action Plan

{(Monitoring & Logming of Network Devices' current status 15 Delayed),

Action Plan Intrusion Detection System does not have a current Status Update.

NOTE: If there are multiple Self-Assessments being submitted/validated, the individual error
reports may not display until the validation process has completed for all Self-Assessments.
Instead, each report displays as a document icon in the Wi ndows® Taskbar (e.g., Documentl -...,
Document2 -..., etc.). Each of these error reports can be selected for reviewing and printing after
the validation process has compl eted.

12.2.3 Submission File

If no errors are found during the validation self-check process, the process continues through
each Self-Assessment being submitted. When the process has completed, the following Save to
dialog displays with the default file name and default location (i.e., CISS installation folder) for
saving the Self-Assessment back-end database.

Figure 12-9. Save to dialog

2l
Save in: |3 CIS5 x| =k E-
[Ea Reports
] Support Files
D temp
2 c155. mdb
12| c155_BE.mdb
2|7 _5A(7-15-2006), MOE
File name: IZZIE F S4[7-15-20061.MDE j Save I
Save as type: If-\ccess Database j ﬂl
F
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If a different location is desired, navigate to the desired folder. The file name defaults to the
Business Partner’s short name abbreviation (refer to Figure 12-9) followed by “_SA” (for Self-
Assessment) and the submission date selected in Figure 12-5 (e.g., DEF_SA(7-15-2006).MBD in
this example). Selecting saves the Self-Assessment back-end database in the selected
folder and selecting = caneel | does not save the back-end database. Both selections exit the
submission process and return to the main menu.

NOTE: The date format included in the file name is dependent on the date format set in the MS
Windows® Control Panel Regional Options.

After the Self-Assessment submission process has successfully completed, the following dialog
displays.
Figure 12-10. Self-Assessment submission success message

Microsoft Office Access x|

Self-assessment database creation was successful!
The submission file can be Found at:
C\Program Files|CI55\DEF_SA(7-15-2006),MDE

Selecting ok | opensthe following Encrypt Submission File dialog.

Figure 12-11. Encrypt Submission File dialog
=

‘?f) Walld wou like to encrypt the Self-assessment Submission file?

Yes Mo |

Selecting . M| closes the dialog and returns to the CISS main menu. The Self-Assessment
submission can be encrypted later (if supported by the computer operating system) by selecting
the  Emenmtion | bytton on the Database Administration menu (Figure 13-19). Selecting | es
opens the Encrypt a File dialog (Figure 13-23) so the submission file can be encrypted (refer to
section 13.2.4).

Refer to BPSSM Appendix A for guidance on submitting the CISS Self-Assessment back-end
database to CMS.

12.3 POA&M Submission

The POA&M Submission function prepares the Business Partner’s POA&M data for submission
to CMS as part of their reporting requirement. (Refer to BPSSM Appendix A for guidance on
submitting the POA&M datato CMS)

IMPORTANT: Before submitting the POA&M to CMS, the SSO must ensure there is no
Weaknessrelated contractor-, location-, or system-specific information, or other sensitive or
identifying information in the following forms/fields: Weakness “Title,” Milestone “Title,”
Projected Date “Note,” and Status Update “ Description” (refer to section 3.8).

To begin the POA&M Submission process, right-click the Contractor root node in the Treeview
region and select “ Submit POA&M?” in the following pop-up menu.
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Edit
POASM Repart

g Submit Self-Assessments
& Findings Submit POARM
Tl Weaknes:  Collapse Branch
ﬁ Action Plansg

Paintz-of-Cantact
Docurmerts

After selecting “ Submit POA&M,” a notification message is briefly displayed to indicate that a
backup is being made. The backup database copy is created in the same directory as the existing,
linked back-end database.

Fru O B B B |
F =Rt AR Rk

NOTE: The backup database file name consists of the original file name with “(Backup_MM-
DD-YYYY hhmmss_AM or PM)” appended to the file name and a“.bak” file extension. The MM-

DD-YYYY hhmmss denotes the date and time the backup was created. For example,
“DEF(Backup_5-3-2006_090105).bak.”

The date and time format included in the backup file name are dependent on the time and date
formats set in the MS Windows® Control Panel Regional Options.

12.3.1 Submission Date

After the back-end database has been backed up, the following Select Date dialog and
submission confirmation dialog displays.

Figure 12-13. Select Date dialog and submission confirmation message

ES select Date kS

‘Wwhat is the due date of this submission?

Date:] JITENE
Cancel | Process |

The default date can be changed by double-clicking the “Date” field to display a pop-up calendar
where the date can be selected from the displayed calendar. After the date is selected, selecting

cancel | cancels the submission process and returns to the main menu. Selecting _ process |
continues the submission process.

If the submission date is more than 30 days from the current date, the following message
displays to confirm that you really want to submit the POA&M so far in advance of the
submission date entered in the Select Date dialog (Figure 12-13).

Figure 12-14. Abnormal Date submission confirmation message

Abnormal Date x|

:_) The date provided is more thiak 30 davs Fram the current date.
-
Arewou sure that that "7/15/2006" is the date vou intended?

IF not, select "Mo" to re-enter the date.

Yes | Mo I
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Selecting ___Ma | returns to the Select Date dialog (Figure 12-13) so the submission date can be
changed and selecting ___¥es | continues the POA& M validation and submission process.

12.3.2 Weakness Source Selection

After selecting | ¥es |, the following dialog displays. All new Audit sources for Weaknesses
since the last POA&M submission, if any, will be listed in the dialog window for selection or
deselection. If anew Audit sourceisincluded and highlighted in the dialog window, it is selected
for submission in the POA&M you are currently submitting. To exclude a new Audit source
from this POA&M submission, select the source in the dialog window to deselect it (i.e,
unhighlight it). Select _fantiaue: | to resume the submission process.

Figure 12-15. Include New Weaknesses form dialog

Include Hew Weaknesses from:

ALL weaknesses will be included that have already been submitted to CMS.

In addition, the following NEW sources (since your last POARM submission) of weaknesses exist.
DE-SELECT the sources of new Weaknesses that you do NOT wish to include in this process:

‘CFO EDP R,

MNoktes:
- CM5S requires that all Weaknesses be reported as soon as possible.
- New Weaknesses, exclusive to ongoing Self-Assessments, will NOT be included in this process.

Continue |

NOTE: One example for excluding an Audit source from the POA&M submission would be
when the source is a draft Audit report used to populate the CISS database and the final Audit
report has not been submitted/received. Also, as stated in the Figure 12-15 dialog “Notes’ area,
new Weaknesses resulting from an on-going Self-Assessment are not included in the POA&M
submission until the Self-Assessment is submitted to CM S (refer to section 12.2).

12.3.3 Submission Validation
If any errors are found during the POA& M validation process, the following dialog displays.

Figure 12-16. POA&M validation error message

POALM Data Emrors m

® There are ermaors in the POARM Data.

You MUST make hecessany comections before a submittal package can be created.
Would pou like to see a report of the enars?

Yes | Mo I

Selecting | Mo | closes the dialog and ends the POA&M submission process, returning to the
CISS main menu. However, the POA& M cannot be submitted until the necessary corrections are
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made. Selecting | ves | generates an error report similar to the following example in MS
Word® for review and printing.

Figure 12-17. Example POA&M error report

E

('Monitoring & I_,og_ging of Metwork Dewices' current status is Delayed)

Action Plan Intrusion Detection Svstem does not have a current Status

U

Date of Milestone ("Map Hardening Documents to NIST"). Currently it i3
listed as 6/30/2005 with f Delayed

12.3.4 Submission File

If no errors are found during the validation process, the process continues through the POA&M
submission process. When the process has completed, the following Save to dialog displays with
the default file name and default location for saving the POA&M file.

Figure 12-18. POA&M Save to dialog

21X

Save in: [ 0I5 x| = EckE-

D Reporks

3] Suppoatt Files

&3 temp

(#7155 mdb
(#2155 _BE mdb
@DEF_S&(?-IS-ZUUS).MDB
2342 _SA(7-15-2006).MDB

File: narne: [ZIE F POAM[?-20-2008). MDE j Save I
Save as type: IAccess Databaze j Cancel |
A

If a different location is desired, navigate to the desired folder. The file name defaults to the
Business Partner’s short name abbreviation (refer to Figure 12-18) followed by “ POAM” (for
POA&M) and the submission date selected in Figure 12-13 (e.g., DEF_POAM(7-20-2006).MDB
in this example). Selecting saves the POA&M file in the selected folder and selecting
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cancel | does not save the file. Both selections exit the submission process and return to the
main menu.

After the POA&M submission process has successfuly completed, the following diaog
displays.

Figure 12-19. POA&M submission success message

Microsoft Office Access x|

POA&M database creation was successful!
The submission file can be Faund at:
Ci\Program Files\CISSYDEF_POAM(7-20-2006).MDE

Selecting . ok | opensthe following Encrypt Submission File dialog.

Figure 12-20. Encrypt Submission File dialog

Encrypt Submission File =]
::’/ Would you like to encrypt the POARM Submission File?
Yes i Mo |

Selecting No closes the dialog and returns to the CISS main menu. The POA&M
submission can be encrypted later (if supported by the computer operating system) by selecting

the  Emempiion | button on the Database Administration menu (Figure 13-19). Selecting | ¥es
opens the Encrypt a File dialog (Figure 13-23) so the submission file can be encrypted (refer to
section 13.2.4).

Refer to BPSSM Appendix A for guidance on submitting the POA&M datato CMS.
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13.0 Database Administration

This Chapter explains the mechanics of maintaining the back-end database, maintaining
supporting documents, and selecting the CISS update option.

13.1 Managing the Back-End Database

The front-end (i.e., CISS application data) and back-end (i.e., Business Partner data) database
files must be linked to function properly. These links must be established the first time the CISS
application is run, and whenever the back-end file name or location is changed, or a new back-
end database is created. Select one of the following appropriate methods to establish a
connection to the back-end database.

13.1.1 Back-end Database Connection Error

If the database links are not established (such as when running the CISS application for the first
time, when there is no existing back-end database, or when an existing back-end database is
relocated or renamed), the following Connection Error message dialog displays over the CISS
“WARNING” statement dialog.

Figure 13-1. Connection Error warning message

AUTHORIZED PERSONNEL ONLY

CMS Integd Security

Suite

& Unable ta Connect to the back-end data. Please select the corect back-end data file,

Do Mat Accept |

CMS Integrated Security Suite Wersic

: | to close the Connection Error message and display the Connect to Back-end
Database dialog (Figure 13-2).

NOTE: All existing CISS database links remain resident within the front-end database (or CISS
application). They arenot resident in the back-end database. This meansthat if a network version
of the back-end database is renamed or relocated, al workstation CISS applications must be
individually re-linked to the correct back-end database.

Proceed to the section 13.1.3.

13.1.2 Changing the Back-end Database
To change an existing, linked back-end database to a different back-end database, open the CISS

(if not already open) and select the | hang=Back-end batabase |button from the Application Control region
of the main menu (Figure 3-4) to display the Connect to Back-end Database dialog (Figure 13-2).
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Proceed to the next section, 13.1.3.

13.1.3 Connecting to the Back-end Database

The following Connect to Back-end Database dialog allows the user to create a new back-end
database or connect to an existing back-end database.

Figure 13-2. Connect to Back-end Database dialog

ES Connect to Back-end Database |

Mew MS Access Back-end Database | Select Existing Back-end Database |

If the CISS is already linked to a back-end database, selecting _Close | returns to the main menu
(Figure 3-3) without making any changes. Otherwise, selecting _Close | displays the following
two message dialogs.

Figure 13-3. Back-end connection problem dialog

& There i a problem connecting to your back-end database.
Flease ty again.

When prompted to establish the connection to the database, locate the database using the provided interface. If a
suitable databaze cannot be located, thiz application will cloze,

Figure 13-4. Connection Error warning message
& Unable to Connect to the back-end data. Please select the comect back-end data file.

Selecting oK. in each of the two message dialogs returns to the Connect to Back-end
Database dialog (Figure 13-2). Selecting _ Close | in the Connect to Back-end Database dialog
closes the application. The CISS cannot run until it is connected/linked to an existing or new
back-end database.

13.1.3.1 Selecting an Existing Back-end Database
To connect to an existing back-end database, select  Select Existing Back-end Database | in the Connect to

Back-end Database dialog (Figure 13-2) to open the following initial Data Link Properties at the
Connection tab. The steps following the figure explain how to select an existing back-end
database.
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Figure 13-5. First Data Link Properties dialog

Provider Connection |Advanced| Al

Specify the following to connect to Access data:

1. Select or enter a database name:

CATemphCISS_BE.MDEB _I

2. Enter infarmation to log an ta the database:

User name: I.t’-\dmin

Passtand: I

¥ Blark password [ Allow saving password

Test Connection |

(1] I Cancel | Help |

a. Selecting  Ctaneel | exitsthe CISSif avalid database link does not already exist, or closes
the dialog and returns to the CISS main menu (Figure 3-3) without making any database
link changesif avalid link already exists. Selecting _| at the end of the “Select or enter a
database name” field opens the following Select Access Database dialog.

Figure 13-6. Select Access Database dialog
Select Access Database ﬂﬂ
Lok ir: |E\j oIss _:I L £ E-

| 0155 BE mdb
| Reports

File niame: |C155_BE MDB =l Open |
Files of type; IMicrosoft Aecess Databases % mdb) =] Cancel I

A

b. Selecting | Canczl | returns to the Data Link Properties a the Connection tab (Figure
13-5). Otherwise, locate and select the desired back-end database and select | open |,

After a back-end database file is selected, the CISS establishes all the necessary table
links and opens the following Data Link Properties dialog. The selected back-end
database file name along with its folder location path are displayed in the “ Select or enter
a database name” field on the Connection tab.
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Figure 13-7. Second Data Link Properties dialog

B8 Data Link FProperties El

Provider Connection |Advanced| Al

Specify the following to connect to Access data:

1. Select or enter a database name:

C:\Progiam FileshCIS5ACISS_BE. mdb L]

2. Enter infarmation to log an ta the database:

User name: I.t’-\dmin

Passtand: I

¥ Blark password [ Allow saving password

Test Connection |

(1] | Cancel | Help |

NOTE: For the current CISS release, the “User name” field in the Data Link Properties dialog
(Figure 13-7) should be left as “Admin” and the password selection as “Blank password.” If this
log-on capability changesin afuture release, the User Guide will be updated accordingly.

c. Selecting ctanesl | exitsthe CISSif avalid database link does not already exist, or closes

the dialog and returns to the CISS main menu (Figure 3-3) withq__l__Jt making any database

link changes if a valid link already exists. Selecting |i. i closes the Data Link
Properties dialog.

If TestCanrection | jS Selected, the following success message that resultsis only an indication
that the back-end is a MS Access® database and a connection can be established. It does
not eval uate the database contents or format (that occursin the next step).

Figure 13-8. Testing the back-end file connection

Microsoft Data Link _5]

»
‘EI) Test connection succeeded,

The CISS then evaluates the back-end database structure to determine whether it isin the
proper format. If an update to the back-end database is required (e.g., selecting a back-
end that predates the current CISS release), a Version Error message similar to the
following displays.
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Figure 13-9. Back-end database Version Error message dialog

Yersion Error ¥]

The back-end database file, C:\Program Files\CISSYCISS BE.mdb, is not the correct version,
' Do wou wish to convert wour existing back-end tothe most current version?
(Data will be transferred From the older version to the newer wersion)

fes i[e] |

e. Selecting fes updates the back-end database structure as necessary. While the
back-end database is being updated, an Updating backend database dialog displays, after
which time the CISS returns to the main menu.

NOTE: Before the back-end database is updated, the CISS saves a backup copy of the original
database in its current location. The backup database file name consists of the original file name
with “(MM-DD-YYYY hhmm)” appended to the file name and a “.bak” file extension. The MM-
DD-YYYY hhmm denotes the date and time the backup was created. For example, “Contractor
XY Z(01-11-2005 0835).bak.”

The date and time format included in the backup file name are dependent on the time and date
formats set in the MS Windows® Control Panel Regional Options.

f. Selecting Mo displays the following message.
Figure 13-10. Change back-end message

Change back-end m

& Do you want to connect do a different back-end databaze file?

ez & [x] |

g. Selecting  fes | opens the Data Link Properties @ the Connection tab (Figure 13-5).
Return to step a. above to select a different back-end database file. Selecting No

displays the following message.
Figure 13-11. Exiting message

Microsoft Office Access m

Exiting....

h. Selecting |; .| exits the CISS. The CISS will not run until the selected back-end
database file is updated.

13.1.3.2 Creating a New Back-end Database

To create a new back-end database, select ' Mew M3 Access Back-end Database | in the Connect to Back-end

Database dialog (Figure 13-2) to open the following Save Back-end as dialog. The steps
following the figure explain how to create a new back-end database.
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Figure 13-12. Default Save Back-end as dialog
Save Back-end as: ﬂﬂ
Savein [ (3 0155 = - ck EO-

] Reports

File niame: |C155_BE MDB =l save |
Save a3 type: If-\ccess D atabase j Cancel I
o

a Selecting _ Caesl | exitsthe CISSif avalid database link does not already exist, or closes
the dialog and returns to the CISS main menu (Figure 3-3) without making any database
selection changesif avalid link already exists.

b. The save Back-end as dialog displays the default file name and location for the new
database. If adifferent file name or location is desired, change the file name and navigate
to the desired folder. When finished, select to create the new back-end
database.

If the default or specified file name already exists in the same folder, a message similar to
the following displays.

Figure 13-13. Pre-existing file name message dialog

Microsoft Access m

"C:\Program FileshCISSACISS_BE MDB"
already exiztz. Saving az
"C:\Program File=hCISSACISS_BE_1.MDB"

Selecting |} .| adds a one-up number (i.e, “_1") to the new file name so the
original fileis not overwritten.

c. Before the new back-end database can be created, the CISS requires additional user input
to configure the back-end database. Proceed to the next section, 13.1.3.3, to complete the
new back-end database configuration and creation.

13.1.3.3 Completing the New Back-end Database Setup

After creating a new back-end database, the CISS requires unique Business Partner descriptive
information to configure the back-end database. The following steps explain how to complete the
back-end configuration process:
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a. At the following company name Descriptive Information of New Database dialog, input
the company name (e.g., Contractor XY Z) and select | _..| to continue. The name
entered here is used throughout the CISS as the primary Business Partner identifier.
However, this name can be changed later (refer to section 2.4.1).

Figure 13-14. Company name Descriptive Information of New Database dialog

Descriptive Information of New Database m
“what iz your compary MAME?
Cancel |
IContractorM

b. Selecting |.. | with ablank input field or selecting = tanesl | displays the following
dialog because the back-end database cannot be created without this company name
information. Both selections return to the above Descriptive Information of New Database

diaog.
Figure 13-15. Company name Required Information dialog
x|
i() ;::a :grpffa;;a?:lrne musk be enkered,
Selecting returns to the company name Descriptive Information of New

Database diuél og (Figure 13-14).

c. At the following company abbreviation Descriptive Information of New Database dlalog,
input the CMS-approved company abbreviation (e.g., XYZ) and select |...
continue. The abbreviation entered here is used throughout the CISS to identify Business
Partner audit Findings and Weaknesses. However, this abbreviation can be changed later
(refer to section2.4.1).

NOTE: The company abbreviation is the three- or four-letter Business Partner identifier listed in
the Medicare Financial Manual (CMS Pub 100-6) under “Contractor Abbreviations’ in Chapter
7 - Internal Control Requirements, Section 40.3, CMS Finding Numbers.

Figure 13-16. Company abbreviation Descriptive Information of New Database dialog

Descriptive Information of New Database m
Campany abbresiation? [Ex wed-5-04-00177
Cancel |
[xvZ

d. Selecting 1 with ablank input field or selecting  cancel | displays the following
dialog because the back-end database cannot be created without this company
abbreviation information. Both selections return to the above Descriptive Information of
New Database dialog.
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Figure 13-17. Company name Required Information dialog

Required Information x|

i The company abbreviation must be entered.
1-() Please try again...

e. Selecting [ .| returns to the company abbreviation Descriptive Information of New
Database dialog (Figure 13-16).

NOTE: If multiple blank company name or abbreviation inputs, or multiple cancellations are
selected, the following dialog displays. Selecting 5. i returns to the Connect to Back-end

Database dialog (Figure 13-2) without creating a new back-end database.

Figure 13-18. Cannot create back-end database dialog

Microsoft Office Access x|

Could nok create & new back-end database,

If the CISS was aready linked to an existing back-end database prior to successfully completing
both Descriptive Information of New Database dialogs, the CISS returns to the main menu (Figure
3-3) and displays the new back-end database at the main menu.

If no back-end database existed prior to successfully completing both Descriptive Information of
New Database dialogs (i.e., new installation), the CISS redisplays the logon “WARNING”
message without the connection error warning message (Figure 3-2). The “WARNING” message
isthe entry point to the CISS application (proceed to Chapter 3.0).

13.2 Database Administration Menu

The CISS includes a Database Administration menu that provides easy access to database
administrative functions. To access this menu, select the Application Control region

LR T | button (refer to section 3.1.4) to open the following Database Administration
menu. Selecting Close returns to the CISS main menu.

Figure 13-19. Database Administration menu

EE Database Administration |
Who's Logged On? | Compact/Repair Back-end | Backup Back-end |
Encryption | Missing Documents |
Check for updates: |f;' Manually " automatically |
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NOTE: The  Encryption button is active only if a FIPS-compliant Triple Data Encryption
Algorithm (TDEA) cryptography support file is available (refer to section 13.2.4 for additional
information). The  Missing Decuments \ button is active only when supporting documentation is
missing (refer to Chapter 4.0 for an explanation of CISS supporting documentation and section
4.7.1 for instructions on using this button).

13.2.1 Who's Logged On?

Selecting the ' iihe's Logged On? |button (Figure 13-19) opens the following Logged On Users dialog.
This dialog displays which users are currently using the back-end database. Selecting =~ Ok |
closes this dialog and returns to the Database Administrative menu. Selecting = Update |refreshes
the dialog to display any users who may have logged on since the dialog was opened.

Figure 13-20. Logged On Users dialog

B Logged On Uszers m

Logged on Users
DLW27-CVRGR -- Admin

Update | 2 |

13.2.2 Compact/Repair Back-end

MS Access® includes an automatic function that compacts and repairs the back-end database.
This automatic capability removes temporary information from the database file (reducing the
overal file size) as well as performs minor corrections to a slightly corrupted database. This
process is initiated automatically, as necessary, by the CISS each time the user exits the
application.

In addition, the CISS includes this on-demand capability to compact and repair the back-end
database. To perform these functions, select the Compactxaepairsack-end| button (Figure 13-19).
Selecting it displays a message that the database is being compacted, followed by a message
dialog similar to the following to indicate its successful completion. Selecting = oK |c|oses
the message dialog and returns to the Database Administrative menu.

Figure 13-21. Successful compaction message

CISS x|
ou have successfully compacted the back-end database located at:
CACMSACISS-CASTACISSWIG-TEST SET =2 [A-Mulki].mdb
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13.2.3 Backup Back-end

The CISS automatically creates backups of the back-end database before certain critical
functions are performed (i.e., before submissions to CM S, back-end release updates). In addition,
the CISS includes an on-demand capability to backup the back-end database. To perform a

backup, select the __ Backup Back-end |button(Figure 13-19).

A notification message is briefly displayed to indicate that a backup is being made, followed by a
message dialog similar to the following to indicate its successful completion. Selecting = oK |
closes the message dialog and returns to the Database Administrative menu.

Figure 13-22. Successful backup message

Microzoft Office Access m

You have successfully copied the back-end databaze to:
CACMSACISS-CASTACISSNUG-TEST SET =02 [A-bulil[Backup_12-15-2005_92645 Abd) bak

The backup database copy is created in the same directory as the existing, linked back-end
database. The backup database file name consists of the original file name with “(Backup_MM-
DD-YYYY_hhmmss AM or PM)” appended to the file name and a“.bak” file extension. The MM-
DD-YYYY hhmmss denotes the date and time the backup was created. For example,
“ABC(Backup_12-14-2005 12655 PM).bak.”

NOTE: The date and time format included in the backup file name are dependent on the time
and date formats set in the Windows Control Panel Regional Options.

13.2.4 Encryption

Before the CISS uses encryption on a workstation, it first verifies that a FIPS-compliant TDEA
(ak.a, Triple Data Encryption Standard [Triple DES or 3DES]) operating system Dynamic Link
Library (dIl) cryptography file is installed and enabled on the workstation. If a FIPS compliant
TDEA algorithm is NOT found or NOT ingdalled on a workstation, the ~ Enervetien | button will
NOT be active; thus, encryption will NOT be available.

FIPS-compliant TDEA algorithms are distributed and available with MS Windows XP or later
operating system versions (i.e., MS Windows 2003) (refer to the following article for additional
information: http://support.microsoft.com/kb/811833/en-us). It is up to the Business Partner to
upgrade to an operating system that includes a FIPS-compliant TDEA algorithm in order to use
encryption. It is not afunction of the CISS or CM S to provide such an algorithm.

13.24.1 Encrypt Files

Selecting the ~ Enervption | button (Figure 13-19) opens the following Encrypt a File dialog with
the| Encrvot  putton activated.
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Figure 13-23. Encrypt a File dialog

BS Encrypt a File - |EI|5|
Input File: _|| |
E E
I YR | output Path: .. || |
Enter password Password Stength Re-type password
] | NOT RATED [ |

--Encryption method -------ooooooooeo oo
) Triple Data Encryption Standard (30ES) Encrypt Now | Close

Decrypt Password
Guidelines

Selecting dose |c| oses the dialog and returns to the Database Administrative menu.

13.2.4.2 FileEncryption Selection

Selecting the _| button to the right of the “Input File” field name opens the following Select the
file to Encrypt dialog.

Figure 13-24. Select the file to Encrypt dialog

Select the file to Encrypt. d |
Look ire | (L CIS5 - e ® ek E-

_ 1 Importarchives CIS5_DATA.dat

1 ImpartData 155 _Updater.dat

|E§ﬁ] CI55_User_Guide.chm

instlog.lsl

ﬁ Security.ico

18] TESTZ_BE.MDB

[ TEST_BE.MDB

Warning. bxt

(2] %vZ_POAM{E-15-2006). MDB
iXYZ_SA(10-15-2006), MDE

El 155 mde
2B C155_Backup.mde
21| C155_BE.MDE

2 C155_BE, udl

21| CISS_BE_1.MDB
CIS5_CSRs.dat

File name: IXYZ_S.-’-‘«H 0-15-2006).MDB j Open I
Files of type: IAII Files [7.7] j Cancel |

P

Selecting  cancel | closes the dialog and returns to the Encrypt a File dialog. Otherwise, locate
and select the file to encrypt, and select |_Been | to input the selected path/file into the “Input
File’ field.

The encrypted file output path defaults to the same path as the selected input file. If a different
path is desired, sdecting the _| button to the right of the “Output Path” opens the following
Select a directory dialog.
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Figure 13-25. Select a directory dialog

select a directory 2|
Save i Ia Temp j = ¥ ER-
IDaH;

File: narne: ISeIect a Directary j Save I
Save as type: I Folders j Cancel |
A

Selecting _ taneel | closes the dialog and returns to the Encrypt a File dialog.

After navigating to the desired output file directory, selecting _ Ssve | pastes the selected
directory/folder into the “Output Path” field in the Encrypt a File dialog (Figure 13-26). The
encrypted output file name is not included in the “Output Path” field. The output file name
consists of the original file name with the file extension “.enc” (i.e., encrypted) instead of the
original input file extension (e.g., “XYZ_SA(10-15-2006).enc” in this example).

NOTE: If another encrypted file with the same file name aready exists in the output path folder,
the original file isoverwritten with the new one.

Figure 13-26. Encryption Input File/Output Path selections
BS Encrypt a File - |EI|5|

Input File: ... ||C:'|,Pr0gram Files\CIS5 Y2 _5A{10-15-2006).MDE |
Encrypt
I ot Output Path: ..} |[C:\Temp), |
Decrypt Fererrd] Enter password Password Stength Re-type password
Guidelines | | | NOT RATED | |
--Encryption method -------ooooooooeo oo
) Triple Data Encryption Standard (30ES) Encrypt Now | Close |

NOTE: The “Password Strength” dialog (i.e., evaluates the strength of the

password as it is being entered into the “Enter password” field. Passwords are rated in order of
strength as. “Weak,” “Medium,” “Strong,” and “Very Strong” based on the length and strength
of the password. A password must consist of at least 8 characters before it is evaluated because
that is the minimum length allowed. Before a file can be encrypted, the password must be
evaluated and rated asat least “Strong.” To review the CMS password requirements, select the
Password Guidelines | button.
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Enter a password into the “Enter password” field, and re enter the same password into the “Re-
type password” field to confirm the password. Use the Tab or Enter keys to exit the “Re-type
password” field. If the two passwords match and the password strength is evaluated as at least
“Strong,” the Encryptvow | putton in the Encrypt a File dialog is activated (Figure 13-29).

a. If the two passwords do not match, the following dialog is displayed and both password
fields are cleared when o | is selected. Re-enter matching “Strong” or “Very
Strong” passwords to continue.

Figure 13-27. Password Incorrect message

Password Incorrect 5[

The passwords are different, Please reenter passwords,

b. If the two passwords match but are not rated as at least “Strong” or “Very Strong,” the

following dialog is displayed and both password fields are cleared when o |is
selected. Re-enter matching “ Strong” or “Very Strong” passwords to continue.

Figure 13-28. Password Strength Error message

Password Strength Error x|

i() Password strength must be a minumum of Strong in order to encrypt file.

Please enter stronger password

IMPORTANT: Since the same password is required to decrypt an encrypted file, record and
store all encryption passwords in a secure location (e.g., in an envelope in a locked cabinet).
Neither CMS nor the CMS Help Desk can assist in recovering encrypted files if the correct
password is not known.

Select the Eencryptmvow | button in the Encrypt a File dialog to begin the 3DES encryption process.

Figure 13-29. Encrypt Now button
BS Encrypt a File - |EI|5|
Input File: ... ||C:'|,Pr0gram Files\CIS5 Y2 _5A{10-15-2006).MDE |
Encrypt
I ot Output Path: ... ||C:'|,Ternp'|, |
Enter password Password Stength Re-type password

|>k***:k:k:k:k | YERY STRONG |>|c>k>k>k>k>k:k:k |

--Encryption method -------ooooooooeo oo

) Triple Data Encryption Standard (30ES) [Encrypt Now' | Close |

Decrypt Password
Guidelines

After thefileis encrypted, the following encryption success message displays.
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Figure 13-30. Encryption Succeeded message

Encryption Succeeded! L _ﬁ

i() Encryption of the file:
"CYProgram Files\ CISS\RYZ_SAL10-15-2006),MDBE',

Succeeded!

Selecting ok |opensthe Compress Encrypted File dialog (Figure 13-31).

13.2.4.2.1 FileCompression

The following Compress Encrypted File dialog provides an opportunity to compress the
submission file with industry standard compression; thereby, reducing the submission file size
substantially.

Figure 13-31. Compress Encrypted File dialog

Compress Encrypted File ]
-
l{) Would you like to zip this File For easier transport?
X
Yes I e} |

Selecting ___ te | returns to the Encrypt a File dialog without compressing the submission file.
Selecting %= | compresses the submission file and displays the following Compression
Succeeded message after the file has been compressed.

Figure 13-32. Compression Succeeded message

Compression Succeeded! o |

i() The compression of the file:
“CATempi Rz _SAal10-25-2006)_1.enc”
Created:

YT Tempi ¥z Sal10-25-2006) 1 2nc”

Selecting o |closes the message dialog and returns to the Encrypt a File dialog.

NOTE: Only the contents of the compressed file are encrypted—not the compressed file itself.
The compressed file can be renamed with a “.zip” extension and uncompressed with any
compatible uncompressing utility. However, the resultant uncompressed file remains encrypted
with 3DES cryptography and requires the applicable password to decrypt it.

13.2.4.3 Decrypt Files
Selecting the  Enervetion | putton (Figure 13-19) opens the following Encrypt a File dialog.
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Figure 13-33. Encrypt a File dialog

BS Encrypt a File - |EI|5|
Input File: _|| |
E E
I YR | output Path: .. || |
Enter password Password Stength Re-type password
] | NOT RATED [ |

--Encryption method -------ooooooooeo oo
) Triple Data Encryption Standard (30ES) Encrypt Now | Close |

Decrypt Password
Guidelines

Selecting Close | closes the dialog and returns to the Database Administrative menu. Selecting the
pecrypt | hUttON Opens the following Decrypt a File dialog.

Figure 13-34. Decrypt a File dialog

E= Decrypt a File O] x|
Input File: _|| |

Ei 3
“nerve Output Path: ... || |

Enter password

Decrypt Now | Close |

13.2.4.4 File Decryption Selection

Selecting the _| button to the right of the “Input File” field name opens the following Select the

file to Decrypt dialog. Note that this dialog displays only encrypted (“.enc”) and compressed,
encrypted (“.znc”) filesfor selection.

Figure 13-35. Select the file to Decrypt dialog

Select the file to Decrypt. 2lx
Lok ir: Ia Temp j &= ¥ EB-

|_JBacks
_JDzH

YZ_POAM(E-15-2006),enc

¥YZ_SA(10-25-2006).enc
WYZ_SA(10-25-2006)_1.enc
¥YZ_SA(10-25-2006)_1.2nc
¥YZ_SA10-25-2006)_2.enc

File name: IXYZ_SA['I 0-15-2008).enc j Open I
Files of type: IEncrypted Filez [*.enc); Zipped Encrypted Files j Cancel |

i

Selecting  caneel | closes the dialog and returns to the Decrypt a File dialog. Otherwise, locate
and select the file to decrypt, and select |_Oeen | to input the selected path/file into the “Input
File” field.
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NOTE: If a compressed, encrypted file (“.znc”) is selected for decryption, the decompression
process is transparent to the user. The CISS temporarily decompresses the file so it can verify the
decryption password before the file can be decrypted.

The decrypted file output path defaults to the same path as the selected input file. If a different

path is desired, selecting the _| button to the right of the “Output Path” opens the following
Select a directory dialog.

Figure 13-36. Select a directory dialog

Select a directory 2lx
Save ir: Ia Temp j a = -
ozt

File name: ISeIect a Directory j Save I
Save as type: I Falders j Cancel |
A

Selecting  caneel | closes the dialog and returns to the Decrypt a File dialog.

After navigating to the desired output file directory, selecting _ Sa | pastes the selected
directory/folder into the “Output Path” field in the Decrypt a File dialog (Figure 13-34). The
decrypted output file name is not included in the “Output Path” field. The output file name
consists of the selected file name with the file extension returned to its original unencrypted file
extension (e.g., “XYZ_SA(10-15-2006).MDB” in this example).

NOTE: If another file with the same file name already exists in the output path folder, the CISS
appends a 1-up number to the end of the file name (e.g., “XYZ_SA(10-15-2006)1.MDB” in this
example) so the original fileisnot overwritten.

Figure 13-37. Decrypt Input File/Output Path selections
ES Decrypt a File : - |EI|5|

Input File: ... ||C:'|,Temp'|,><‘r'Z_SA(10-15-2006).enc |
Output Path: ... ||C:'|,Ternp'|, |

I Dicrvil IEnl:er password

Encrypk

Decrypt Now Close
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Enter the password used to encrypt the file into the “Enter password” field. As soon as the first
password character is entered into the field, the pecyetmow | button is activated. After entering the
complete password, select pecryptrow | to validate the password and decrypt the file.

If the password entered does not match the encryption password, the following message is
displayed and the file is not decrypted. Select o | to clear the “Enter password” field and
re-enter the correct password.

Figure 13-38. Password Incorrect message

Password Incorreck ) x|

il) This file cannot be decrypted using the current passward.

This file is encrypted with a different passward,
Plzase provide the original passward,

NOTE: Neither CMS nor the CMS Help Desk can assist in recovering encrypted files if the
correct password is not known.

After the password entered is validated by comparing it to the encrypted, imbedded password
included in the input file, the file is decrypted and the following decryption success message

displays.

Figure 13-39. Decryption Succeeded message

Input File: .. i|C:'|,Ternp'|,><‘r’Z_SA(ID-15—2006).enc |
- Output Path: ... I|C:'|,Ternp'|, |

|
b Enter password
= ¥p |******** |

Decryption Succeeded! _)_(J wpt Now Close

ir) Decryption to the file;

" Tempi XYz _Sal10-15-2006).enc”,

Succeeded!

Selecting o |closes the message dialog and returns to the Decrypt a File dialog.

13.2.5 Missing Documents

The  Missing Documents \ button (Figure 13-19) is only active when supporting documentation
previous inserted into the CISS is missing. Refer to Chapter 4.0 for an explanation of CISS
supporting documentation and section 4.7.1 for instructions on using this button.

13.2.6 Check for Updates

The following CISS update configuration settings require that the computer with the CISS
application have access to the Internet. If the computer does not have Internet access, refer to
section 3.1.2 for the procedure on checking for updates using a different computer, one that is
connected to the Internet.
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The “Check for updates’ selection options (Figure 13-19) configure the CISS to either check for
updated releases of the CISS each time it is opened (i.e., “Automaticaly”) or to only check for

updated releases when the  heckfor Updates | button on the main menu (Figure 3-3) is selected
(i.e, “Manualy™).
13.2.6.1 Manually

When the “Check for updates’ option is set to “Manually” (Figure 13-19), the user must select

the  Checkfor Updates | button on the CISS main menu (Figure 3-3) to check for updates. This
briefly displays the following message box while the CISS checks for the latest release.

Figure 13-40. Checking for updates message

Egimi:mg for updates...

13.2.6.2 Automatically

When the “Check for updates’ option is set to “Automatically” (Figure 13-19), each time the
CISS application is run it checks for updates after the user selects “Accept” in the opening screen
WARNING statement (Figure 3-2). This briefly displays the above message box (Figure 13-40)
while the CISS checks for the latest release.

13.2.6.3 Manual and Automatic Updates
Both manual and automatic updates perform the following same functions:
a. If the latest release is currently installed, the CISS returns to the main menu without

displaying any other dialog. If the CISS cannot determine the most current release (e.g.,
the update web site is down), it displays the following Version Update Info dialog.

Figure 13-41. Version Update Info dialog message

¥ersion Update Info x|
The installed version is; Wersion 5,10, Build 0013

Unable to determine the most current version available,

b. Selecting oK | returns to the CISS main menu. If the CISS determines there is a
more current release available, it displays the following dialog.

Figure 13-42. Time to Update the CISS! dialog

Time to Update the CISS! x|
The most current version is; Yersion 5,10, Build 0013
The installed version is: Version 5,10, Build 0012

There is a newer CISS Version available! Would vou like to download the updated version?
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c. Selecting v | returns to the main menu without downloading the updated CISS
version. Selecting | s | closes the CISS application, opens the default web browser,
and displays adialog similar to the following.

Figure 13-43. File Download dialog
1I

? Sarne files car harrn your computer. 1F the file information bielow
\:IJ looks suspicious, or you do not fully trust the source, do not oper ar
zave this file.
File hame: CISS.zip
File type:  WinZip File

From: users,adelphia.net

Wwiould you like to open the file or save it to pour computer?

Open | Save I Cancel | More Info |

W dlways ask before opeing this type of file

NOTE: The CMS CISS version displays a different file name and “From” location than the
contractor version but all other dialog functions are the same as shown in these steps.

d. Selecting _ Caesl | ends the update download process and return to the Windows®
desktop. Selecting _ sa= | opens the following Save As dialog with the default file
name and folder location displayed.

Figure 13-44. Save As dialog
savens 21|

Save in: I{_ﬂ Termp ﬂ | 3

File name: Im j Save I
Save as type: IWinHAH ZIP archive j Cancel |
S

e. If adifferent file name or folder location is desired, change the file name and/or navigate
to the desired folder. When finished, select ~ s== | to download the compressed
installation file to the specified folder.
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f. If _ oeen | is selected, the compressed ingtallation file is downloaded to the default
download folder location and the file is opened in the default “.zip” program, such asin
the following winzip® dialog.

Figure 13-45. WinZip® dialog

51 winZip - CISS[1].zip =10l x|
File  Actions Options  Help
- AT = ,—j = Ij =1akl ] f
= e | < i E T it 4
Wt B\ Rl S W W 2 @
Tt CIpen Fawvarites Add Extract Encrypk Mg Checkout  Wizard
Mame | Type | Modified | Size | Ratin | Packed | cRC | attributes | ¢
155 yS10B0013.2%e | Application 4/13/2006 16:20 5,726,839 1% 5,663,335 Bacdlcdd A
4] _'..]
Selected 0 Fles, 0 bytes [Tokal 1 File, 5,595KE a0

Locate the updated installation file, uncompress it if necessary, and refer to section 13.3.1 for
installation procedures.

13.3 Updating the CISS Application

Updates are provided for the CISS as improvements or updates are made to the application.
Business Partners should configure the CISS to check for updates automatically or they should
manually check for updates on a regular basis to ensure they are using the most up-to-date
release. Refer to section 13.2.6 for the CISS update configuration options.

To determine which CISS version/build number and CSR version is currently installed, check the
version information located in the lower area of the main menu below the Treeview region
(Figure 3-6).

Figure 13-46. CISS / CSR version information

’ Duit Access

CMS Integrated Security Suite ¥ersion 7.00 (Build 0018) / CSR Rev.7.0, February 2006

13.3.1 Installing a CISS Application Update

IMPORTANT: The following update procedures apply to the contractor version of the CISS
application. Some of the update procedures for the CMS version of the CISS may differ from
those shown in this section. Use only established CMS update procedures for performing all
CISS application updates.

To install an updated CISS release over an existing CISS version:

a. Double-clicking the CISS installation file (CISS_Vxxx.exe), where “xxx” is the version
number, displays the following warning dialog message.
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Figure 13-47. Update Warning dialog message
warning

The follawing product version is already present on the system;

L] 155 5,10 (Build 0011}
. You must update it, You cannot install it in & different Falder.
Do wou wank to continue the installation 7

NOTE: When updating from a previous CISS version to a newer release, it is not necessary to
update incrementally. That is, a newer release can be installed over an older version even if the
newer reease is one or more versions or builds more recent than the current version.

b. Selecting w | terminates the update process. Selecting tes | continues the
update process and displays the following Setup “Introduction” dialog.

Figure 13-48. Setup “Introduction” dialog

‘Welcome to this sebup program,

It is strongly recommended that vou exit all Windows
programs before running this setup program.

Click Cancel ko guit Setup and then close any program you
are running. You may run the setup program again to
complete the installation.

Click Mext to continue with the Setup program,

Cancel |

NOTE: Since the purpose of these instructions is to update the CISS application, only the
updating steps are explained. Canceling the update process retains the previous CISS version and
is self-explanatory.

c. Selecting el | terminates the installation process after displaying a confirmation
dialog. Selecting | mext> | continues the installation process and displays the following
Setup “Copyright Information” dialog.

Figure 13-49. Setup “Copyright Information” dialog

The "CM3 Integrated Security Suite” was developed ;I
for the Centers for Medicare & Medicaid Services
{M3),

=
Do you accept all the terms of the this License Agreement?

If wou choose Mo, Setup will close.,

CISSUser Guide v7.08 201



CISS User Guide — Database Administration

WARNING: On some systems the user may not have sufficient privileges to update software. In
such a case the default directory may be set to a system directory such as
“WIinNT\System\CISS\.” If this occurs, STOP immediately, and have your administrator update
the CISS on your PC.

d. Selecting __ | terminates the installation process. Selecting |__#= | displays the
following Setup “Start copying files” dialog.

Figure 13-50. Setup “ Start copying files” dialog

Setup has enough information ko start copying the
program Files,

IF wou wank to review or change any settings click Back,

If vou are satisfied with the settings, click Install to begin
copying the files,

<gack |7insEE Cancel |

e. Selecting | mstl | starts the update process, after which the following Setup “Setup
Complete” dialog displays.

Figure 13-51. Setup “Setup Complete” dialog

Setup has finished instaling this product on your computer.

Click Finish ko complete Setup.

f. Selecting | Emsh | completes the update process and closes the application.

g. When CISSisinitially opened after an update, it evaluates the back-end data structure to
determine whether it is in the proper format. If an update to the back-end database is
required, the following Version Error dialog message displays.

Figure 13-52. Back-end database Version Error dialog message
=

The back-end database file, C:\Program Files\CISSYCISS BE.mdb, is not the correct version,
' Do wou wish to convert wour existing back-end tothe most current version?
(Data will be transferred From the older version to the newer wersion)

fes i[e]
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h. Selecting Tes updates the back-end database to the updated CISS structure and
selecting Mo exits the application since it cannot run unless the database is
updated. Before the back-end database is updated, the CISS saves a backup copy of the
original database in the same directory as the updated database.

NOTE: The backup database file name consists of the original file name with “(MM-DD-YYYY
hhmm)” appended to the file name and a“.bak” file extension. The MM-DD-YYYY hhmm denotes
the date and time the backup was created. For example, “Contractor XY Z(01-11-2005

0835).bak.”

The date and time format included in the backup file name are dependent on the time and date
formats set in the MS Windows® Control Panel Regional Options.

i.  While the back-end database is being updated, a message box similar to the following
dialog displays.

Figure 13-53. Updating backend database message

ating backend database...

After the back-end database has been updated, the CISSis ready for datainput.
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14.0 CMSAdministrative Functions (For CM S Use Only)

This Chapter explains the mechanics of using the CMS administrative functions that are included
in the CMS-only version of the CISS application. There are no CISS functional instructions in
this chapter that pertain to Business Partners or their version of the CISS application.

The CMS-only version of the CISS application alows CMS management to import the Business
Partner-submitted Self-Assessment and POA&M back-end databases into a master database.
Using their master database, CMS is able to review al Self-Assessment and POA&M
submissions, analyze various reports, and perform the administrative functions necessary to
manage, prepare, and submit the annual FISMA POA&M report. The CISS performs validation

checks of the POA&M data and formats the POA&M submission in the FISMA-prescribed
format.

These CMS functions are performed using the two buttons shown in the following figure which
are located in the CISS main menu Component region buttons (Figure 3-4).

Figure 14-1. CMS-only Component region buttons

Admin Tools

Analysis Reports

In addition to the above fnalysis Reports | button, the Pivat Reports button located in the

Component region (Figure 3-3) of the CISS main menu is also available to create custom Pivot
Table Reports (refer to section 3.11).

14.1 Admin Tools

Selecting the it 178 5 ‘ button displays the following Admin Tools menu.

Figure 14-2. Admin Tools menu

E= admin Tools x|

Output Docs to
Folders

POAZ:M Admin

yalidate all POAZM
Weaknesses

Import Data

Pivok Reports ,glose

Selecting €es¢  returnsto the CISS menu.

14.1.1 POA&M Admin Button

To obtain reports of Weaknesses by CMS System Family assignments, and to review all
Findings and the Weaknesses without CMS System Family assignments, select the Admin Tools

menu _ eessmadmin | [yytton (Figure 14-2) to open the following Entity Information dialog.
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Figure 14-3. Entity Information dialog

Entity Information

Select Data : | 9EER wsken Farily
System: ;l

POASM | Close |

Select Sese | to return to the Admin Tools menu (Figure 14-2) or select a report data-type
option from the following “ Select Data” drop-down menu.

Figure 14-4. Entity Information dialog “Select Data” drop-down menu

Entity Information
Select Data:

System: K

Weaknesses wlo System Family

141.1.1 Weaknesses by System Family Report

If “Weaknesses by System Family” is selected in the Entity Information dialog “Select Data’
field (Figure 14-4), select a CMS System Family from the following “ System” field drop-down
menu.

Figure 14-5. Entity Information dialog “ System” drop-down menu

Systen: | ;l
100-CM5 Data Cenker

200-Regional Offices

300-wWeb Hosting

400-WAN ServicesMDCH

S00--Met

600-Medicare Data Centers

F00-AFS: Administrative Finance Systems

800-C55: Customer Service Systems

A00-HCOIS; Healkth Care Quality Improvement System

1000-HRMS: Human Resource Management Svskems

1100-ITMS: IT Managerment Systemns

1200-MARPO: Medicare Advantage & Rx Plan Operations

1300-M3CHIS: Medicaid & State Children's Health Insurance Systems
1400-MBES: Medicare Beneficiary Entallment Systems

1500-MFMPS: Medicare Financial Management & Payment Systems

1600-MP5S; Medicare Pricing Systems

1700-MUDCAS; Medicare Utilization Data Collection & Access Svstems
1800-PQRS: Payment Quality Review Systems

1900-PPMS: Procurement & Property Management Systems

2000-PES: Prowider Enrollment Svstems Close
2100-Medicare Claims Processing Systems |
2200-MAS: Medicare Appeals Swstem
2300-RD5: Retiree Drug Subsidy (RDS)
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If the master database contains Weaknesses assigned to the selected CMS System Family, the
Weaknesses will be listed in the following Entity Information “Weaknesses w/ System Family
Assignment” dialog window.

Figure 14-6. Entity Information “Weaknesses w/ System Family Assignment” dialog window

Entity Information

Select Data : IWeaknesses by Syestenn Farnily I

L B E | 00-Medicare Claims Processing Systems ;l

Weaknesses w) System Family Assignment

& n R O HE EE - u L A|
L}
] = =

] e B B B L W L BN B
| & | W = _ B
5
= = = = n
® L B = C BB ) L}
| & L} B u mE S | | L
n
|
N
=
4 v B [ B [ ]
= EE DN R @ - [ : = vI

NOTE: The Weaknesses displayed in the above Entity Information dialog are purposely distorted
to hide any real Weakness titles submitted by Business Partners.

Select one of the listed Weaknesses, followed by the 2oazm | putton. This displays the following
Please enter the Year dialog.

Figure 14-7. Please enter the Year dialog

Please enter the Year. x|
What Year (four-digit vear [e.q., "2006"]) is this _EIK
POBEME

Cancel |

Selecting __ Cancel | returns to the Entity Information “Weaknesses w/ System Family
Assignment” dialog window (Figure 14-6). Entering the Year desired and selecting ok |
displaysthe following Please enter the Quarter dialog.

Figure 14-8. Please enter the Quarter dialog

Please enter the Quarter. x|
What quarter {4, B, C, or [} is this POARM?
Cancel |
E]
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Selecting __ Cancel | returns to the Entity Information “Weaknesses w/ System Family
Assignment” dialog window (Figure 14-6). Entering the Quarter desired and selecting | ok |
displays aBrowse for Folder dialog similar to the following.

Figure 14-9. Browse for Folder dialog

2]

‘where do you wish to place the POAM Files?

EREE Ry Computer
= Local Drive (1)
[l-5) DVDYCD-RW Drive (D:)
% cyrgr on 'rslvZ7-0001%homess' (H:)
52 gs$ on rslv27-0001" (51

a4 I Cancel |

Selecting __ Cancel | returns to the Entity Information “Weaknesses w/ System Family
Assignment” dialog window (Figure 14-6). Otherwise, browse to the folder where you wish to
save the resultant report and select __8k | to display the following Include old Weaknesses
dialog.

Figure 14-10. Include old Weaknesses dialog

Include old Weaknesses? ﬂ
E} Do you wish ba include all Weaknesses that have been closed (Final) for more than one year?
Yes | Mo l

Selecting _ ha | excludes all closed weaknesses that are more than one year old and selecting
ves | includes all closed weaknesses regardless of how long they have been closed (Final)
and generates the requested M'S Excel® report.

After the report is created, Windows Explorer® opens to the folder selected in the Browser for
Folder dialog (Figure 14-7) and displays a file listing for that folder. The file names created
during this report process consist of the selected Year (Figure 14-7), Quarter (Figure 14-8), and
CMS System Family (Figure 14-6) (i.e. “2006B CMS OIS Medicare Claims Processing
Systems_ MASTERXIS).

There will aways be a “_MASTERXIS’ file which contains all Weaknesses based on the
selection criteria. Since the CM S ProSight tool cannot import more than 100 MS Excel® rows at
atime, the * MASTERXIS’ file is broken into smaller files, each containing up to 100 rows.
These files use the same naming convention as previous stated except each file name ends with
“ Axls” * 2xls” “ 3.xIs" etc. instead of “_ MASTER.xIS.”
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14.1.1.2 Finding(s) Review

If “Finding(s)” is selected in the Entity Information dialog “Select Data’ field (Figure 14-4), the
“System” field is disabled and alist all Findings contained in the master database displays in the
following Entity Information “Findings’ dialog window.

Figure 14-11. Entity Information “Findings” dialog window

Entity Information

Select Data: IMM I

System: | ;l

Findings
| ] & R ﬂ
]
-

POASM | Close |

NOTE: The Findings displayed in the above Entity Information dialog are purposely distorted to
hide any real Findings titles submitted by Business Partners.

Selecting ~ €ese | returns to the Admin Tools menu (Figure 14-2) or double-clicking on a
Finding listed in the Entity Information “Findings’ dialog window opens that Finding for review.

Selecting s | in the Findings form returns to the Entity Information “Findings’ dialog
window (Figure 14-11).

14.1.1.3 Weaknessesw/o System Family Review

If “Weaknesses w/o System Family” is selected in the Entity Information dialog “Select Data”
field (Figure 14-4), the “ System” field is disabled and alist of all Weaknesses that have no CMS
System Family assignment displays in the following Entity Information “Weaknesses w/o System
Family Assignment” dialog window.
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Figure 14-12. Entity Information dialog “Weaknesses w/o System Family” selection

Entity Information

LT Y O EUE Rl Y e akne sses win Systemn Family
System: | ;l

Weaknesses wio System Family Assignment

- mEE i o e owm s -
] = iils

ER ®

] [ B ]

] ] = ] L = NN S S

L = B fea . = = ] vI

POASM | Close |

NOTE: The Weaknesses displayed in the above Entity Information dialog are purposely distorted
to hide any real Weakness titles submitted by Business Partners.

Selecting  €wse | returns to the Admin Tools menu (Figure 14-2) or double-clicking on a
Weakness listed in the Entity Information “Weaknesses w/o System Family Assignment” dialog
window opens that Weakness for review. Selecting  €°se | in the Weakness form returnsto the
following Entity Information “Weaknesses w/o System Family” dialog window.

14.1.2 Output Docs to Folders Button

To output (or export) documentation submitted to support Findings and non-compliant Self-

Assessment CSRs, select the Admin Tools menu ~ *“faders | button (Figure 14-2) to open the
following Select Entities for Adhoc Reporting dialog.
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Figure 14-13. Select Entities for Adhoc Reporting dialog

EEl select Entities for Adhoc Reporting ! = IEIIil

Select Al | Deselect Al I.‘J
Y

Companion Data

Delmarva Foundation for Medical Care

Continue | Cancel |:I

Selecting  €ancel | returns to the Admin Tools menu (Figure 14-2). When the Select Entities for
Adhoc Reporting dialog opens, all entities are selected by default (i.e., all are highlighted). To
deselect all entities, select pesslect &l | or single-click on a single entity to select it which aso
deselects all other entities. Or, to deselect a single entity or multiple entities while all entities are
selected (i.e., highlighted) without deselecting all entities, select the entity(ies) with a single-click
while holding down the Ctrl key. This removes the entity(ies) selection highlight without
deselecting all other entities.

After all entity selections are completed, selecting rtentiee | opens the following Adhoc Admin
Tools dialog with the following adhoc selections.

Figure 14-14. Adhoc Admin Tools dialog

Adhoc Admin Tools

Finding Document Export
Self-Assessment Response Document Export

Selecting  €°s¢ | returnsto the Admin Tools menu (Figure 14-2).

14.1.2.1 Finding Document Export

Double-clicking on the “Finding Document Export” selection (refer to Figure 14-14) opens the
following Finding Document Export Filters selection form.
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Figure 14-15. Finding Document Export Filters selection form

Finding Document Export Filters.

Audit Type

Close Date

Close Pending Date
Finding Status
Submission Date

Continue | Save |

Selecting €ese | returns to the Admin Tools menu (Figure 14-2). Selecting any of the Primary
filter selections opens a Secondary filter selection dialog window.

14.1.2.1.1 Document Export Filter Selection

Refer to Findings section 11.7.3 for instructions on selecting Primary and Secondary Finding
filters. The filter selections may be different but the selection processis the same. When finished
selecting the Primary and Secondary filters, return to this section to complete the document
export process.

After the filter selections are completed, select Continue | in the Finding Document Export Filters

selection form (Figure 14-15). Once Eﬂntimw| is selected, whether it results in documents being
exported or no records being found, all filters are reset and must be reselected to export other
documents.

Some filter selection combinations may result in no Finding records being found that meet all of
the selection criteria; consequently, the following message displays.

Figure 14-16. No records found message

Microzoft Access m

Mo Records found

14.1.2.1.2 Document Export Folder Selection

If records are found matching the selected criteria, a Browse for Folder dialog similar to the
following displays.
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Figure 14-17. Browse for Folder dialog

=3 Lacal Drive (1)

28} DVDYCD-RW Drive (D1

% cyrgr on relvE7-0001homes$' (H: )
52 gs$ on 'pslv27-0001" (51

oK I Cancel |

Selecting __Cancel | returns to the Finding Document Export Filters selection form (Figure
14-15). Otherwise, browse to the folder where you wish to save the exported documents and
select ok | to export the selected documents. After the documents are exported, the
following View Exported Supporting Document dialog displays.

Figure 14-18. View Exported Supporting Document dialog
View Exported Supporting D =

‘ould wou like to view a Document File?

fes Mo |

14.1.2.1.3 Document Export Viewing Selection

Selecting ___Ne | returns to the Finding Document Export Filters selection form (Figure 14-15).
Selecting e | opens the following View Exported Supporting Document dialog so the user
can browse and view exported documents.
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Figure 14-19. View Exported Supporting Document dialog

Yiew Exported Supporting Document

Save in: I =3 Temp

I I s =

21X

1 archive

£ Exports

28 20066 CMS 0I5 Medicare Claims Processing Systems_1.xls
28 20066 CMS 0I5 Medicare Claims Processing Systems_2.xls
238 20066 CMS OIS Medicare Claims Processing Systems_3.xls
28 20066 CMS 0I5 Medicare Claims Processing Systems_d.xls
'3 20068 M35 OIS Medicare Claims Processing Systems_S. xls
'3 20068 M35 OIS Medicare Claims Processing Systems_6, xls

CHECKPC, TRT

'3 20068 M35 OIS Medicare Claims Processing Systems_MASTER. xls

File: narne: I

Save as type: IAII Files [*.7]

Save I
Cancel |

£

Selecting _ Cancel | returns to the view Exported Supporting Document dialog (Figure 14-18).
Otherwise, browse to the desired Business Partner export folder and Finding, and select the
document you wish to view. When finished viewing the selected document, close it and the CISS
returnsto the View Exported Supporting Document dialog (Figure 14-18).

14.1.2.2 Self-Assessment Response Document Export

Double-clicking on the “ Self-Assessment Response Document Export” selection (refer to Figure
14-14) opensthe following Self-Assessment Response Document Export Filters selection form.

Figure 14-20. Self-Assessment Response Document Export Filters selection form

Self-Assessment Response Document Export Filters.

SR Status
Self Assessment Type
Self-Assessment

Continue |

Save |
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Selecting  ese | returns to the Admin Tools menu (Figure 14-2). Selecting any of the Primary
filter selections opens a Secondary filter selection dialog window.

Refer to Weaknesses section 7.7.3 for instructions on selecting Primary and Secondary Finding
filters. The filter selections may be different but the selection process is the same. When finished
selecting the Primary and Secondary filters, return to this section to complete the document
export process.

Some filter selection combinations may result in no Self-Assessment records being found that
meet all of the selection criteria; consequently, the following message displays.

Figure 14-21. No records found message

Microzoft Access m

Mo Recards found

14.1.2.2.1 Document Export Folder Selection

If records are found matching the selected criteria, a Browse for Folder dialog similar to the
following displays.

Figure 14-22. Browse for Folder dialog

=3 Lacal Drive (1)

28} DVDYCD-RW Drive (D1

% cyrgr on relvE7-0001homes$' (H: )
52 gs$ on 'pslv27-0001" (51

oK I Cancel |

Selecting __ Cancel | returns to the Self-Assessment Response Document Export Filters selection
form (Figure 14-20). Otherwise, browse to the folder where you wish to save the exported
documents and select ok | to export the selected documents. After the documents are
exported, the following View Exported Supporting Document dialog displays.

Figure 14-23. View Exported Supporting Document dialog

Yiew Exported 5uppl:|r|:imi§§' =]

‘ould wou like to view a Document File?

fes Mo |
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14.1.2.2.2 Document Export Viewing Selection

Selecting ___ Mo |returns to the Self-Assessment Response Document Export Filters selection
form (Figure 14-20). Selecting ves | opens the following View Exported Supporting
Document dialog so the user can browse and view exported documents.

Figure 14-24. View Exported Supporting Document dialog

Yiew Exported Supporting Document ﬂll
Save in: IaTemp j = 5 ER-

1 archive

_Exports

’:] Z006E M35 OIS Medicare Claims Processing Systems_1.xls

:] Z006E M35 OIS Medicare Claims Processing Systems_2, xls

:] Z006E M35 OIS Medicare Claims Processing Systems_3,xls

:] Z006E M35 OIS Medicare Claims Processing Systems_d. xls

:] Z006E M35 OIS Medicare Claims Processing Systems_5. xls

:] Z006E M35 OIS Medicare Claims Processing Systems_g, xls

’:] Z006B M35 OIS Medicare Claims Processing Systems_MASTER, xls
""" CHECKPC, THT

File harne: I j Save I
Save as lype: IAII Files [%.%) j Cancel |

4

Selecting _ Cancel |returns to the View Exported Supporting Document dialog (Figure 14-23).
Otherwise, browse to the desired Business Partner export folder and Self-Assessment, and select
the document you wish to view. When finished viewing the selected document, close it and the
CISS returnsto the View Exported Supporting Document dialog (Figure 14-23).

14.1.3 Import Data Button
To import Business Partner Self-Assessments or POA&M submissions into the CMS master
database, select the Admin Tools menu _ Imeertbsts | hytton (Figure 14-2) to open the following
Import Data File dialog.

Figure 14-25. Import Data File dialog

BES Import Data File - |Elli|
Import Processing Screen

Import Type: [

Process | Yalidate |

Open the “Import Type” drop-down menu to display the following two available selections: Self-
Assessment and POA& M. Selecting  dese | returns to the Admin Tools menu (Figure 14-2).
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Figure 14-26. “Import Type” drop-down menu

BES Import Data File - |Elli|
Import Processing Screen

Import Type: =1
Self Assessment
Process | POBEM

To import Self-Assessments, proceed to the next section, 14.1.3.1 and to import POA&Ms,
proceed to section 14.1.3.2.

14131 Sef-Assessments

To import Self-Assessments, select “ Self-Assessment” at the following Import Data File drop-
down menu. Selecting  dese | returnsto the Admin Tools menu (Figure 14-2).

Figure 14-27. “Import Type” Self-Assessment selection

ES Import Data File B ] 59
Import Processing Screen

Import Type: IE m = I

Process | Yalidate | Close |

14.1.3.1.1 Validating Self-Assessments

To validate a Self-Assessment before importing it into the master database, select = ¥alidate | g
open the following Open file dialog.

Figure 14-28. Self-Assessment Open file dialog

21|
Look in: | 3 CI55 v «mekmE-
DImportData
DReports
] Support Files
Dtemp
#1155 mdb
(#1155 _BE.mdb
@DEF_POAM(?-EDQDDB).MDB
@DEF_SF\(‘}-ZB-EDDS).MDB
File: name: I j Open I
Files of type: ISeIfAssessment Files _SA(rmrn/dd?pywy).mdb) j Cancel |
" Open as read-only
A

NOTE: The Sdf-Assessment file name defaults to the Business Partner's short name
abbreviation followed by “ SA” (for Self-Assessment) and the submission date formatted as
“mm/ddlyyyy.”

Selecting _ Eancel | displays the following message and selecting 9 lin the message dialog
returnsto the Import Data File drop-down menu (Figure 14-27).
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Figure 14-29. No File Selected message
wi(i Mo File Selected

Otherwise, locate and select the Self-Assessment file you wish to validate and select __Been | to
begin the validation process.

NOTE: If a“Hot Fix” error message such as shown in Figure 14-30 displays, there is a possible
problem with the CM S CISS release that must be corrected before the Self-Assessment(s) can be
imported. Selecting ___ % | closesthe CISS,

Figure 14-30. Hot Fix error message

Hot Fix {0065.0008.0320,1003) Failed to Execute

Please close the €155 Tool, ensure all ather users have exited, then relaunch the CI55 Tool,

If this problem persist, contact the C155 Help Desk at (703)272-5725,

To ensure that CM S has the latest CISS release, reopen the CISS and select the  Check for Updates |
button located above the right portion of the main menu (Figure 3-3). If there is an updated
release avallable, instal the update (refer to section 3.1.2), then try validating the Self-
Assessment again. If the problem continues, call the Help Desk at (703) 272-5725.

If the Self-Assessment passes the validation checks, a message similar to the following displays
in Notepad.

Figure 14-31. Validation success message

ﬂ varErrorMessages.txt - Notepad = |E|I5]
File: Edit Format Yiew Help
["validation Error Report for submiszsion File: C:M\Program =]

FileswCISSWDEF_SA(7-15-20067.MDE. mdb

Results: Passed wvalidation Error cCheck!"

If the Self-Assessment contains any structural errors, error messages similar to the following
display. These errors indicate that the Business Partner is using an older release of the CISS
application. A newer release is available that may contain some business rule or database
structural differences. Inform the Business Partner to update their CISS application and resubmit
their Self-Assessment.

Figure 14-32. Self-Assessment validation table structure error message

Microzoft Access m

Frocess Aborted Due to Import Database T able Stouctural Emrors
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Figure 14-33. Self-Assessment validation process field error message

Microzoft Access m

Self Azzezzment Import Process Failed,
Field: [wkopdivname_cms_refdid_] in Table: [thlweakneszes] Does not Exist

Selecting 0K |in each of the above error messages returns to the import Data File dialog
(Figure 14-27).

14.1.3.1.2 Processing Self-Assessments

Before importing a Self-Assessment into the master database, refer to the previous section,
14.1.3.1.1, to validate it. To process (i.e., import) a Self-Assessment into the master database,

select EBrecess | to open the following Open file dialog.

Figure 14-34. Self-Assessment Open file dialog

21x]
Look in: | 3 CI55 v «mekmE-
DImportData
DReports
] Support Files
Dtemp
#1155 mdb
[#|C155_EE moh
@DEF_POAM(?-EDQDDB).MDB
@DEF_SF\(‘}-ZB-EDDS).MDB
File name: I j Open I
Files of type: ISeIfAssessment Filzs [_SaA[mm/dd /o). mdb) j Cancel |
" Open as read-only
A

NOTE: The Self-Assessment file name defaults to the Business Partner’s short name
abbreviation followed by “ SA” (for Self-Assessment) and the submission date formatted as
“mm/ddlyyyy.”

Selecting  tanesl | displays the following message and selecting ___ % |in the message dialog
returns to the Import Data File drop-down menu (Figure 14-27).

Figure 14-35. No File Selected message

d_ f) Mo File Selected

Otherwise, locate and select the Self-Assessment file you wish to import, and select __@en_|to
begin import process.
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NOTE: If a“Hot Fix” error message such as shown in Figure 14-30 displays, there is a possible
problem with the CM S CISS release that must be corrected before the Self-Assessment(s) can be
imported. Refer to the “Note” text after Figure 14-30 for additional information. Selecting

o | closesthe CISS.

When the Self-Assessment import process has completed, the following message displays.

Figure 14-36. Self-Assessment Import Process complete message

Self Azzessment Import Process m

Completel

Selecting ___2__ | in the message dialog returns to the Admin Tools menu (Figure 14-2). The
imported Self-Assessment is now included in the CM S master back-end database and is available
for display in the main menu Treeview nodes.

14132 POA&Ms

To import POA&MSs, select “POA&M” at the following Import Data File drop-down menu.
Selecting gese  |returnsto the Admin Tools menu (Figure 14-2).

Figure 14-37. “Import Type” POA&M selection

BES Import Data File - = |Elli|
Import Processing Screen

Import Type: Im =1

Process | Yalidate | Close |

141321 Validating POA&Ms

To validate a POA&M before importing it into the master database, select _¥alidate | o open the
following Open file diaog.

Figure 14-38. POA&M Open file dialog

2lx
Lock in: | 3 CI55 v @
D ImportData
D Repoarts
53 Support Files
D temp
[ C155.mdb
[ 155 _BE mdb
@DEF_POAM(?-ZUQDD‘S).MDB
@DEF_SF\(?-IS-ZUUG).MDB
@ AYE_SAT-15-2006),.MDE
File name: I j Open I
Files of type: IF'EIA&M Files [_POALK [rarn/dd ). mdb) j Cancel |
[~ Open as read-only
A

CISSUser Guide v7.08 219



CISS User Guide — CMS Administrative Functions

NOTE: The POA&M file name defaults to the Business Partner's short name abbreviation
followed by “ POAM” (for POA&M) and the submission date formatted as “ mm/dd/yyyy.”

Selecting ~ Canesl | displays the following message and selecting ___ % |in the message dialog
returns to the Import Data File drop-down menu (Figure 14-37).

Figure 14-39. No File Selected message
‘_‘i() Ma File Selected

Otherwise, locate and select the POA&M file you wish to validate and select __ 22| to begin
the validation process.

NOTE: If a“Hot Fix” error message such as shown in Figure 14-30 displays, there is a possible
problem with the CM S CISS release that must be corrected before the Self-Assessment(s) can be
imported. Refer to the “Note” text after Figure 14-30 for additional information. Selecting

o | closesthe CISS.

If the POA& M passes the validation checks, a message similar to the following displays:

Figure 14-40. Validation success message

POAE:M Import Process 5[

‘Walidation Error Report For Submission File: C:\Program FileshCISS\DEF_POAM(7-20-2006) . MDE.mdb

Resulks: Passed Yalidation Error Check!

If the POA&M contains any structural errors (i.e., missing fields), error messages similar to the
following display. These errors indicate that the Business Partner is using an older release of the
CISS application. A newer release is available that may contain some business rule or database
structural differences. Inform the Business Partner to update their CISS application and resubmit
their POA& M.

Figure 14-41. POA&M validation table structure error message

Microzoft Access m

Frocess Abaorted Due to Import Database Table Structural Errars

Figure 14-42. POA&M validation process field error message

Microsoft Access m

Self Assessment Import Process Failed.
Field: [wkopdivnarme_cmsz_refdid ]in Table: [thlweaknezzes] Does not Exist

Selecting __9K | in each of the above error messages returns to the import Data File dialog
(Figure 14-37).
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14.1.3.2.2 Processing POA&Ms

Before importing a POA&M into the master database, refer to the previous section, 14.1.3.2.1, to
validate it. To process(i.e., import) a POA&M into the master database, select _Erocess |t0 open
the following Open file diaog.

Figure 14-43. POA&M Open file dialog

2lx
Lock in | 3 CI55 x| +« @k B
DImportData
DReports
A Support Files
Dtemp
2] 155, mdb
121 155_BE.mdb
@DEF_POAM(?-ZD-ZDDIS).MDB
[F|DEF_S(7-15-2006) MDE
[#1:0v7_SAI7-15-2006),MDE
File name: I j Open I
Files of type: |POAEM Files _POASMImm/dd Ayl mdt) < | Cancel |
[~ Open as read-only
S

NOTE: The POA&M file name defaults to the Business Partner’s short name abbreviation
followed by “ POAM” (for POA&M) and the submission date formatted as “ mm/dd/yyyy.”

Selecting ~ canesl | displays the following message (Figure 14-44) and selecting ___ 9 |inthe
message dialog returns to the Import Data File drop-down menu (Figure 14-37).

Figure 14-44. No File Selected message

.
.“!_!) Mo File Selected

Otherwise, locate and select the POA&M file you wish to import, and select _ Bren | to begin
import process.

NOTE: If a“Hot Fix” error message such as shown in Figure 14-30 displays, there is a possible
problem with the CM S CISS release that must be corrected before the Self-Assessment(s) can be
imported. Refer to the “Note” text after Figure 14-30 for additional information. Selecting

o | closesthe CISS.

When the POA& M import process has completed, the following message displays.
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Figure 14-45. POA&M Import Process complete message

Complete!

Selecting ___% | in the message dialog returns to the Admin Tools menu (Figure 14-2). The
imported Self-Assessment is now included in the CM'S master back-end database and is available
for display in the main menu Treeview nodes.

14.1.4 Validate All POA&M Weaknesses Button

To validate all POA&M Weaknesses in the CMS master database, select the Admin Tools menu
LT T | button (Figure 14-2). When this button is selected, the CISS begins its internal

validation process on all POA&M Weaknesses.

NOTE: Thisvalidation process can take a considerable amount of time depending on the number
of Weaknesses in the master database.

If no errors are found during the validation process, the following dialog displays.

Figure 14-46. Weakness Validate confirmation message

Microzoft Access m

Mo Weakness emars found.

Otherwise, an error report similar to the following example is prepared in MS Word® and
displayed for the user to review. This error report can be printed or saved for further review.

Figure 14-47. Example Weakness validation error report

Weakness

05-3-002 Closed Pending status date.

an update to the Projected Date of Milestone

("Configuration"). Currently it is listed as
A/30/2006 with a status of Ongoing,

14.1.5 Pivot Reports Button
Refer to section 3.11 for an explanation of MS Word® Pivot Reports.

14.2 Validate Support Documents
To validate that al required support documents were submitted and are available to the CMS

master database, select the ol Bl | button from the Application Control region of the
main menu (Figure 3-3) to display the following dialog menu.
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Figure 14-48. Database Administration dialog

E= Database Administration |
Who's Logged On? | Compact/Repair Back-end | Backup Back-end |
Encryption | | Change C5Rs |
Check for updates: | Manually " automatically |

Close |

Selecting _Close | returns to the main menu. Selecting ~ Missing Dacuments \ opens the following
Missing Documents dialog.

Figure 14-49. Missing Documents dialog

E= Missing Documents 1Ol ]
The files listed below were not found in the database.
Please double-click on the file name to locate and re-import the correct
file. Please ensure that the file you select is the correct version for the
instance in which it was used. This is a PERMANENT fix and cannot be
undone!
| | | | I | N ﬂ
= |
| | ]
- n
-_— | | L -
| | | | ] | | ]
| | B | | n
_| | | ]
| | | | ] | |
| _ ol L mE n -
| | L] ___ = N |
| .
| ]
| | | |
-
- ] L N - n -
L | ]
| n
|
- . - | | - " . -
- n -
- - | ]
| | | | | |
- e HEEEEE -
| | L] | | | |
| ]
I | N
N |
EEmEE =
- - - ! L}
- u _ B
- |
Close |

If any documents are listed in the Missing Documents dialog, CMS should request that the
appropriate Business Partner correct the documentation error (refer to section 4.7.1) and resubmit
the applicable Self-Assessment or POA& M.

NOTE: The missing documents displayed in the above Missing Documents dialog are purposely
distorted to hide any real document file names submitted by Business Partners.
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14.3 Analysis Reports

In addition to the B | button explained in this section, the e o

button located in the Component region (Figure 3-3) of the CISS main menu is also available to
create custom Pivot Table Reports (refer to section 3.11).

To perform adhoc analysis and obtain reports of selected datain the CMS master database, select

the Component region sl S | button (refer to section 3.4.1) to open the following
Select Entities for Adhoc Reporting dialog.

Figure 14-50. Select Entities for Adhoc Reporting dialog

EEl Select Entities for Adhoc Reporting = =] B

Select Al | Deselect Al !_ﬂ
F

E it

Delmarva Foundation for Medical Care

Continue Cancel hsm
_J 4|;|

Selecting  tancet  returns to the CISS main menu. When the Select Entities for Adhoc Reporting
dialog opens, al entities are selected by default (i.e., al are highlighted). To deselect all entities,
select _pesslectdll | or single-click on a single entity to select it which also deselects all other
entities. Or, to deselect a single entity or multiple entities while all entities are selected (i.e.,
highlighted) without deselecting all entities, select the entity(ies) with a single-click while
holding down the Ctrl key. This removes the entity(ies) selection highlight without deselecting
all other entities.

After al entity selections are completed, selecting centinue | opens the following Adhoc CISS
dialog with the following adhoc selections.
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Figure 14-51. Adhoc CISS dialog

Adhoc CMS Integrated Security Suite

Audit by Type Statistical Reports
Average CSR Statistical Report
Average Weakness Statistical Report
Entity Submission Report

Executive Statistical Summaty Report
Finding Distribution Statistical Report
Firdirg Skatistical Summary Repaort
Finding Skatus and Closing Dates Report
Finding Status Report

Firding Weakness Map Repart

Findings and Weaknesses Statistical Summary Feport
Plarned Actions Statistical Report

| »

The Adhoc CISS dialog alows users to generate customized reports and statistics that are based
on user-selected filters (or parameters). For example, double-clicking the “Average CSR
Statistical Report” selection opens the following Average CSR Statistical Report Filters selection

form.

Figure 14-52. Average CSR Statistical Report Filters selection form

Average CSR Statistical Report Filters.

SR Skatus
Submit Dake:

Continue |

S5are |

Selecting | giese | closes the Average CSR Statistical Report Filters form and returns to the
Adhoc CISS diadog (Figure 14-51). Selecting the “CSR Status’ Primary filter displays the
following Secondary filter sections dialog.
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Figure 14-53. Average CSR Statistical Report Filters Secondary filters

Filter by the selected "CSR Status" values below.

Select all | Deselect Al |

{CSR. Statbus:
Submit Date

!Znﬁl:inuel Saye I Cancel |

The left side of the form lists the Primary filters that are available for selection. Selecting any of
the Primary filters opens additional selection-based Secondary filters in a separate window on
the right side of the form.

After selecting a Primary filter from the left side of the filters selection form, select one or more
Secondary filters (i.e., multiple filters can be selected) from the right side of the form. To select a
Secondary filter, highlight the filter(s) by single-clicking the desired filter(s). To remove a
selected Secondary filter(s), click the filter again to deselect it. To select all the Secondary filters,
select  selectal | and to deselect all Secondary filters, select  Deselectal |

When finished selecting the Secondary filter(s) for a selected Primary filter, select _Save | to

save the filter selection(s) or _Cancel |t0 exit without saving the Secondary filters. Both selections
return to the Primary filter selection form for the selected report type.

Additional Primary and Secondary filters can be selected by repeating the above procedures until

all desired filters are selected. After the filter selections are completed, select Eentinue | to generate
areport based on the specified filter selections or _ tlese | to exit without creating a report. Once

Continue | is selected, whether it results in a report or no records being found, all filters are reset
and must be reselected to generate another report.

The process for selecting Primary and Secondary filters is the same for all Adhoc CISS reports.
The same or similar Primary and Secondary filter functions have been covered in their respective
security element chapters. Refer to the Adhoc reporting sections within each of these chapters for
guidance in selecting their respective Primary and Secondary filters. For reference purposes, the
security element adhoc reporting sections are listed below:
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o Self-Assessments— Section 6.11.9
e Weaknesses— Section 7.7.3

e Actions Plans— Section 8.8.3

e Audits— Section 10.7.3

e Findings— Section 11.7.3

14.4 Updating Imported Weaknesses

After Business Partner-submitted Weaknesses are imported into the master database, each
Weakness must be renumbered to incorporate the CMS POA&M numbering schema and the
Weakness projected closed date may need to be updated.

14.4.1 Assigning CMS Weakness Numbers

After the Business Partner POA&M submission is imported into the CM S master database, open
the applicable Weakness submission to enter the CM'S numbering schemainto the “CMS’ fields
in the yellow highlighted area depicted in the following figure.

Figure 14-54. Imported Weakness form

B weakness _ =1l
*Entity: | DEF * Quarter: |[C - *Year: (2002 *Humber: | 7 POCs Add
CMS: | - B3 Miler, Richard - [Primary)
1 wilson, Charles
* Title
Several SAMS Top20 Yulnerahilities
Description:
Irternal wulnersbiity scans showed thet several of the SANS Top20 vunershilies exist for platforms residing on the internal netweork.
Thiz iz & generic comment or description to create test data for the CISS report and exportimport functions.
Findings Add

Sufficient data should be included in the comment and description fields to permit oversight and tracking. However, since some CISS
form figlds are reported outside CMS (see the CISS User Guide), caution should be used when including contractor-| location-, or
=y stem-specific information, or other sensitive or identifying information in thoze fields.

(5] DEF-03-E-007: Several S4M5 Top20 Wulnerabiities

=
e
o)

CSRs

Categony: Ilncident Response

Action Plan: ISANS Top20 vulnerakilties j

Risk: High Type: |Sv5*em ]
- * Gtatus: IDeIayed vI
Likelihood I High vI Systems - {Disabled) d
Impact ITL[ CMS Projected Date: I 4/1}2006

FISMA Severity There are errors on this form. Click "¥alidate" to

see the errors!
Weakness j
Yalidate

Reports |

READONLY

Weakness Record: ﬂj Tof8 jﬂ (=3 ¥ | b | Undo | Edit Close |

=
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14.4.2 Updating CMS Projected Dates

After the Business Partner POA&M submission is imported into the CM S master database, open
the applicable Weakness submission to update the closed date, if necessary, in the “CMS
Projected Date” field in the blue highlighted area depicted in the above figure.

14.5 Change CSR Version

If the CSR version displayed in the CMS master database needs to be changed to an older
version in order to perform an in-depth review or analysis, select the Datahase Admin | button in
the Application Control region of the main menu (Figure 3-3) to display the following menu.

Figure 14-55. Database Administration menu

E= Database Administration |
Who's Logged On? | Compact/Repair Back-end | Backup Back-end |
Encryption | [Missing Documenks | Change C5Rs |
Check for updates: |f;' Manually " automatically |

Selecting _Close |returns to the main menu.

NOTE: The Change CSRs button is active only when the required CISS CSR change files are
provided by the CISS devel oper and the files are located on the appropriate computer.

14.5.1 Change CSRs

Selecting the Change C5Rs |button (Figure 14-55) opens the following Swap CSRs dialog.

Figure 14-56. Swap CSRs dialog

EE swap CSRs x|
Select CSR Version: I m - i

Cancel | Swap C5Rs |

Selecting ~ Cancel closes the dialog and returns to the Database Administration menu.
Selecting the “ Select CSR Version” field drop-down menu option displays a CSR version dialog
similar to the following:

Figure 14-57. Swap CSRs dialog version drop-down menu

EE swap CSRs _ﬁ

Select CSR Yersion: m - I
Wersion |Versi0n Date |Start |End

Cancel | 1.0 January 2001 1/1/2001 12}31§2001

2.0 January 2002 1J1/z002 zlzaiz003
31 March 2003 3i1j2003 12}31§2003
4.0 January 2004 1/1/2004 11/30§2004
5.0 December 2004 12/1j2004 43012008
7.0 February 2006 5/1/2006

After selecting the desired CSR version (e.g., Version 5.0), the swap CSRs dialog displays the
selected CSR version in the “ Select CSR Version:” field (Figure 14-58):
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Figure 14-58. Swap CSRs dialog CSR version display

ES swap CSRs ﬂ
Select CSR Yersion: I ai - i

Cancel | Swap CSRs |

Selecting ~ Cancel closes the dialog and returns to the Database Administration menu.
Selecting swaptsks | changes the CSRs in the CMS master database to the version selected in

the above process. After the CISS finishes changing the CSR version, it returns to the Database
Administration menu (Figure 14-55).

14.5.2 Non-Current CSR Version Warning

Whenever a non-current CSR version is active in the CMS master database, the following
warning message displays each time the user exits or opens the CISS.

Figure 14-59. Non-current CSRs Loaded warning message

Il Non-current CSRs Loaded s |

‘il) The most current CSRs are not loaded in to the back-end database!

Mast Current Yersion: 7.0
Currently loaded: 5.0

Do you wish ko reset the database to the most current wersion of CSRs?

es Mo |

Selecting mw | retains the previously selected non-current CSR version. Selecting ~ ves
resets the non-current CSRs to the current version and displays the following message after the
CSRs have been reset.

Figure 14-60. CSRs Reset message

CSRs Reset x|

Z5Rs have been resek ko the most current version!

Selecting ___ o |in the message dialog continues the respective exit or open CISS process.

After the back-end database has been updated, the CISS is ready for data input.
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