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Goals for Today
Brief overview of the NHSN training 
requirements and the NHSN Enrollment 
process 
How to join a group & confer rights



NHSN Training Requirements
NHSN requires that each user completes training 
relevant to their role in NHSN, prior to using NHSN
Facility Administrators need to complete most of the 
training prior to starting the enrollment process
Training not required prior to enrollment: 
– Analysis: Introduction
– Analysis: Advanced
– Groups

Dialysis training is only required for Facility 
Administrators & users at an Outpatient Dialysis 
facility, or those performing surveillance in an 
Outpatient Dialysis location



NHSN Training: NHSN Webcasts 
http://www.cdc.gov/ncidod/dhqp/nhsn_training.html

Currently, training is 
available through archived 
webcasts
Each webcast is 2 hours in 
length and includes 
corresponding slides in 
PDF documents
8 webcast videos total
Windows Media Player 
required to view webcasts
Available on NHSN 
Training website 



The Future of NHSN 
Training

Self-study, web-based training courses are in 
development
Each course should take approx. 20-30 
minutes to complete, with randomized 10 
question quiz at end
Must pass each course with 80% or better to 
be considered complete



Everyone will be required to complete each 
training course once, based on their 
rights/role
Includes existing NHSN users
Renewal of digital certificate will be 
dependent upon completion of individual’s 
required courses
Many courses will qualify for CE credit

The Future of NHSN 
Training











The Future of NHSN 
Training

Available Fall 2008
Stay tuned to the NHSN 
Members page for Training 
updates



http://www.cdc.gov/ncidod/dhqp/nhsn_howToEnroll.html



NHSN Facility Administrator

Only person who can enroll a facility
Only one Facility Administrator per facility
Responsible for initially adding users and 
assigning user rights
– Additional users with administrative rights in 

NHSN can add other users



http://www.cdc.gov/ncidod/dhqp/nhsn_howToEnroll.html





Step 1: Review & Accept 
the Rules of Behavior

After you have completed the required 
trainings, go to: 

http://www.ncid.cdc.gov/RegistrationForm/admin.htm



Step 2. Register 



IMPORTANT!!!

You must use the same email 
address throughout the NHSN 
enrollment process. This includes 
your application for a digital 
certificate. 
Allow nhsn@cdc.gov and 
PHINTech@cdc.gov to come 
through your organization’s email 
spam blockers



IMPORTANT!!

Make sure the following site is 
listed as a trusted site in your 
browser and pop-ups are allowed: 

*.cdc.gov



Get email with instructions for obtaining digital certificate 



Step 3: Go to SDN to apply for a 
digital certificate for NHSN 

Enrollment activity



What is the SDN?
SDN = Secure Data Network
– Provides security control services to most CDC systems, 

including NHSN
• Physical and environmental controls – The computer room 

that houses NHSN is physically secure and environmental 
controls are used to protect NHSN computing resources 
from system damage or failure. 

• Network controls - The SDN is located behind a firewall 
and is protected by a centralized security gateway (proxy 
server).

• User Authentication – All users must authenticate their 
identities with digital certificates



What is a Digital Certificate?

A digital certificate provides an electronic means of 
proving your identity in order to securely conduct 
business with NHSN. Digital certificates provide the 
following benefits: 
– Data being sent to NHSN is encrypted so that only 

NHSN can read it
– Provides assurance to NHSN that the data has not 

been changed in transit
– Certifies that the certificate owner actually sent the 

transmission



Additional information 
about Digital Certificates

User specific – do not share your digital 
certificate with another user!
Installed on your computer (you may need the 
assistance of your IT department)
Make a copy as soon as it is installed
Can be installed on additional computers
CDC pays for the digital certificate
When applying, request - Program: National 
Healthcare Safety Network, Activity: NHSN 
Enrollment



Detailed instructions on 
how to obtain and install 
your digital certificate are 
included in Step 3 of the 

“NHSN Facility 
Administrator Enrollment 

Guide”. 



Step 4: Complete NHSN 
enrollment online 

To access NHSN via 
the SDN, go to:

https://sdn.cdc.gov
Enter your challenge 
phrase (created 
when you applied for 
a digital certificate)
After you are logged 
in, click on “NHSN 
Enrollment”



If you have not completed these forms, obtain the 
forms now and complete them before proceeding

The enrollment forms are also available on the 
NHSN members page, in the Document 
Library.



If you have already 
completed your 

Hospital Survey and 
Contact Information 

forms





About the identifier

Enter only numbers – no dashes or spaces
Enter only one identifier and check “N/A” for other 
identifiers
If your data does not verify, contact NHSN
If you do not have any of the listed identifiers, contact 
NHSN 
After data verifies, enter data from the Hospital Survey 
and submit.



Once enrollment is submitted, you will receive an email
to access the Agreement to Participate and Consent form



Step 5: Print, sign and 
return signed Consent 

Form to NHSN



Must have a
C-level
signature!

Must have 
PS Primary 
Contact 
signature



Agreement to Participate 
and Consent

The original signed copy must be 
sent to CDC
Send via U.S. mail
NHSN will return any Agreement to 
Participate and Consent that is not 
completed correctly 



NHSN will activate your 
facility when Consent is 

received and send you an 
enrollment approval email 



Enrollment is complete! 
NHSN Facility Administrator can 
now access NHSN Reporting 
through the SDN to add users and 
set up facility for reporting in 
NHSN.



Recap: 5 Step NHSN 
Enrollment Process

Facility Administrator -
1. Reviews and accepts Rules of Behavior
2. Registers
3. Applies for and installs an SDN digital 

certificate for NHSN Enrollment activity
4. Prints, completes and submits enrollment 

forms online
5. Prints, signs and returns Consent Form  to 

NHSN



Click on NHSN Reporting



NHSN is ready for users to be added and set up

Set up includes adding locations. NOTE: Locations 
must be added before entering a monthly reporting 
plan. 



Adding Locations

See “Enrollment & Set-Up”
webcast for step-by-step 
training
Refer to the CDC Locations 
section of the NHSN Manual: 
Patient Safety Component Protocol 
for CDC locations & descriptions
Step-by-step instructions in NHSN 
Online Manual (“Help”)



Adding Users
When adding users, make sure 
email address is correct!
Step-by-step instructions can be 
found in NHSN Online Manual 
(“Help”)



NHSN Online Manual





Groups



What is a Group?

A Group is a collection of facilities 
that have joined together within the 
NHSN framework to share some or 
all of their data at a single (Group) 
level for a mutual purpose (e.g., 
performance improvement, state 
and/or public reporting). 



Join a Group

From the Group section of NHSN Nav Bar, the 
Facility Administrator selects Join
Enters the Group ID
Enters the Group Joining Password
– Clicks on Join Group

Group ID and joining password will be 
provided by an individual at the Group level



Join a Group



Join a Group



Confer Rights to a Group



About Conferring Rights
Facility gives access rights to certain pieces of its data
to the Group
Group can analyze the data of its member facilities
NHSN facilities in the Group cannot see one another’s
data
Facilities can confer rights

–By Plan status
–By Location
–By Date Range
–By Procedure/Setting
–By Event



Confer Rights to a Group

Confer rights to patient data, with or without identifiers
Conferring rights to the Annual Hospital Survey will 
allow the Group to see the Facility’s name, address, 
phone, and facility type



Confer Rights to a Group

Plan options include: All, In, Out, and Both
If “In” is selected, only rights to protocol events 
can be conferred (CLABSI, VAP, SSI, CAUTI, 
etc.)



Confer Rights to a Group

Can copy all locations to the Summary Data 
rights section



Confer Rights to a Group

Can copy all procedures to the Denominator 
Data rights section



Managing Group Memberships



Contact Information: 
nhsn@cdc.gov

Important web addresses:

http://www.cdc.gov/ncidod/dhqp/nhsn_members.html

http://www.cdc.gov/ncidod/dhqp/nhsn_training.html

http://www.cdc.gov/ncidod/dhqp/nhsn_howToEnroll.html
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