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How do | get started in NHSN?

Step 1
Review and accept
Rules of Behavior

|

Step 2

KEY

Steps the Facility Feedback
Administrator must take from CDC

Receive email with instructions

Register

for obtaining a digital certificate

Step 3

Go to Secure Data Network to
apply for a Digital Certificate
for NHSN Enrollment activity

Receive email with
instructions for downloading
and accessing NHSN

Step 4

Print and complete
NHSN enrollment
online and submit

enroliment

Receive email confirming

Step 5
Print, sign, and return signed
consent form to NHSN

enrollment and website consent
form

NHSN will activate your facility
when consent is received

Enrollment is complete;
NHSN application ready for use

v

Receive NHSN Enrollment
Email

y

Access the NHSN application through the SDN by
selecting the NHSN Reporting activity

Next Steps: Add users, set up location codes, add surgeon codes, and enter a
Monthly Reporting Plan. For instructions, please visit the NHSN Help System.
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Step 1. Read the NHSN Rules of Behavior

The first step to NHSN Enrollment is for the person who will serve as the NHSN facility Administrator”
to access and read the NHSN Rules of Behavior from the NHSN portal page
http://www.ncid.cdc.gov/RegistrationForm/admin.htm

Department of Health and Human Services CDC en Espafial

Centers for Disease Control and Prevention ... | N =

National Healthcare Safety Network (NHSN)

Facility/Group Administrator Rules of Behavior

In order to padicipate in the NHSM |, you must read and agree to abide by the following rules of
behaviar for safeguarding the system's security. Scroll through the document below and click an
Agree ar Do Mot Agree hutton. To print a copy of the rules, click an the Print buttan.

MHEM, a surveillance systemn ofthe Centers for Disease Control and Prevention (CDC), allows A
paticipating healthcare facilities to enter data associated with healthcare safety, such as

surgical site infections, antimicrobial use and resistance, bloodstream infections, dialysis
incidents, and healthcare warkervaccinations. NHSM provides analysis tools that generate

reports using the aggregated data {reparts ahout infection rates, national and local

camparisons, etc). NHSM also pravides links to best practices, guidelines, and lessons

learned.

MHEM processes and stores a variety of sensitive data that are provided by healthcare
facilities. This infarmation requires protection from unauthorized access, disclosure, or
madification based on canfidentiality, integrity, and availability requirements. These "Rules of
Behavior" apply to all users of the NHSM web-based computer system.

Purpose

< 4

o[} Print Yersion

Agree Do Not Agree

A copy of the NHSN Rules of Behavior may be printed by clicking the Print link at the bottom of the
screen.

To indicate agreement with the terms and conditions as stated in the NHSN Rules of Behavior, click
Agree and you will be guided to the NHSN Registration page. Otherwise, click Do Not Agree and
discontinue enrollment.

* NOTE: The person designated as the NHSN Facility Administrator is the person who will have all rights to your data and
the ability to create other users of the NHSN at your facility and confer rights to them. This person will also have the ability
to nominate groups, that is, entities with which your hospital wants to share some/all of its data (e.g., state or county health
department, corporate headquarters). Therefore, this role should be given to an individual who has the authority to perform
these functions within your hospital’s organizational structure. In many hospitals participating only in the NHSN Patient
Safety Component, this will likely be the lead Infection control Professional (ICP). In that case, the NHSN Facility
Administrator may also be designated as the NHSN Patient Safety Primary Contact Person. For facilities participating only
in the NHSN Healthcare Personnel Safety Component, the person responsible for the occupational health functions is a good
candidate for both NHSN Facility Administrator and NHSN Healthcare Personnel Safety Primary contact Person. For
facilities participating in both NHSN Patient and Healthcare Personnel Safety Components, the NHSN Facility Administrator
should be a person with authority in both the infection control and occupational health departments.
Updated: 03/23/2007 4
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Step 2. Register with NHSN

At the Registration Form page, you will be asked to provide a few key pieces of information, including:
e The name of the NHSN Facility Administrator

e Email address for the NHSN Facility Administrator
e Facility identifier
0 You will need either your hospital’s American Hospital Association (AHA) ID# or CMS
Provider ID# (may also be called HCFA or Medicare#) to proceed; VA hospitals will
need their VA Station Code to proceed.
e Training completion date
o0 NOTE: If you have participated in a face-to-face NHSN training session endorsed by the
CDC (i.e., from State groups or CDC day training), we recommend that you also review
our training sessions, especially for those protocols and topics which may not have been
covered during CDC-endorsed trainings. When registering as a user of NHSN, you may
enter the date of the CDC-endorsed training you attended as the training completion date.
oc |
Departmant of Health and Human Sarvices
Centers for Disease Control and Prevention
National Healtheare Safety Network (NHSN)
Registration Form
Please enter the values for the fields listed below and click on the Save button. (%) indicates a required field
For additional information on MHEN Training, please visit the NHSN Training Website.
*First narne:
Middle name:
*Email address:
— Facility Identifier
*Please select a facility identifier:
cMs 1D @ AHa 1D O WA Station Code O
CDC Registration 10 O Mane O
*Selected identifier |D:
*| certify that | have completed all of the appropriate,
required MHSN trainings on: i
Home | Policies and | Disclaimer | e-Government | FOIA | Contact Ts
em T Raaea e PROTOOY (G ===
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Enter the correct information and click Save.
NOTE: To ensure that information sent by email is not blocked by your organization’s anti-spam

program, please contact your IT department and request that they specifically allow
phintech@cdc.gov and nhsn@cdc.gov to get through.

After CDC receives your completed registration, you will receive the following email:

Welcome! You are now registered in the National Healthcare Safety Network (NHSN).

In order to begin the NHSN enrollment process, you will need to obtain and install a digital
certificate onto your computer.

Follow the instructions in the document “NHSN Facility Administrator Enrollment Guide” beginning at
Step 3, to obtain and install the digital certificate so that you will be able to access the NHSN
application through CDC’s Secure Data Network (SDN). This document can be accessed at:
http://www.cdc.gov/ncidod/dhgp/nhsn_documents.html .

From the Centers for Disease Control and Prevention - Digital ID Enrollment page, https://ca.cdc.gov,
you will be prompted for the enrollment password, which is: !cdc_sdn_apply! (Be sure to include the
exclamation points and use lower case and underscores.) Follow the onscreen instructions to apply for a
digital certificate.

During the process, you will be prompted to select a Program and a Program-specific Activity.

For Program, select: National Healthcare Safety Network (NHSN)
For Activity, select: NHSN Enrollment

VERY IMPORTANT: After you obtain and install your digital certificate (Step 3d in the NHSN Facility
Administrator Enrollment Guide), access the SDN (https://sdn.cdc.gov), enter your challenge phrase and
select NHSN Enrollment from the list in the upper left corner titled “My Applications”. This will
launch the NHSN Enroll Facility page. Be sure to indicate yourself as the NHSN Facility Administrator.

IT you have difficulties obtaining a digital certificate, please contact SDN at 800-532-9929 or 770-
936-3636 or PHINTech@cdc.gov.

IT you have any questions about NHSN, please contact us at 800-893-0485 or nhsn@cdc.gov. Information on
NHSN is also available on the members” website at http://www.cdc.gov/ncidod/dhgp/nhsn_members.html .

Step 3. Obtain your Digital Certificate

Before you apply for a digital certificate, make sure you have administrative rights for your computer
and you have the following system requirements:

System Requirements

Intel-based system with a 486 CPU or greater
Windows 98, Windows NT 4.0 or greater
Internet connectivity

Internet Explorer 5.x or greater

Browser cipher strength — 128 bit or greater

Updated: 03/23/2007 6
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Administrative Rights

You must have administrative rights on your computer before you can apply for a digital certificate. To
determine if you have administrative rights do the following steps or ask your IT support to verify them
for you. These steps vary depending on the type of system you have.

For Windows XP

e Click Start > Control Panel > Administrative Tools > Computer Management. The
Computer Management dialog opens.

e Expand Local Users and Groups and then select Groups. A list of Groups appears in the
panel on the right.

e Open the Administrators Group. The Administrators Properties dialog opens.
e Select the General tab and then verify your user ID appears in the Members.

e If your user ID does not appear, contact your IT Support to give you privileges.

NOTE: If you have Windows XP with Service Pack 2 installed, this can cause problems in installing the
certificate. It will be necessary to open the browser and click Tools, then either disable the pop-up
blocker or add https://ca.cdc.gov/ and https://sdn.cdc.gov/ to the list of sites where pop-ups are allowed.
Then, also under Tools, click Internet Options > Security. Highlight Internet and click Custom Level.
Make sure that the option for “Automatic Prompting for ActiveX controls” is set to "enable”. It will
also be necessary to disable any pop-up blockers, such as those that come with Norton Anti-Virus or
McAfee anti-virus software.

Access the Secure Data Network and Accept Subscriber Agreement
e (o to https://ca.cdc.gov. The Centers for Disease Control and Prevention — Digital ID
Enrollment page appears.

Enter Enrollment Password

Please enter the password for CDC's Digital ID Services
and click Accept.

Password: |

_Accept |

e In the Password field, type !cdc_sdn_apply! And then click Accept. Information about system
requirements and digital 1D certificates appears. Remember that passwords are case sensitive.

Updated: 03/23/2007 7
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e Scroll to the bottom of the page to the Digital ID Subscriber Agreement heading, go to the
second paragraph which reads:

“Complete terms for the VeriSign CPS and Digital ID Subscriber Agreement can be found
here.”

e Click on the here link under the Digital ID Subscriber Agreement heading on the website. The
VeriSign Products and Services page appears.

e Under the Digital 1D Practices heading, click on Subscriber Agreements, then under the
Managed PKI Subscriber Agreements heading, click on Digital 1D Subscriber Agreement.

e Read the Client ID Subscriber agreement and then click the Back button on your browser three
times to go back to the CDC Digital ID Enrollment page.

2 YeriSign Inc. - www.verisign.com - Microsoft Internet Explor,|

File Edit Yiew Favorites Tools  Help

0.0 B B 6r

Back Stop Refresh Hu.rne Search | Fq

Address @j http: v, verisign. com/repasitory)subscriber/ SUBAGR  htral

e Click the Enroll button. The enrollment form appears.

3a. Apply for a CDC Digital ID Certificate

Digital certificates ensure that you and the CDC are communicating privately and securely. They are
also expensive and are paid for by your federal tax dollars. You will need to create a password (called a
challenge phrase) during this process

Step 1: Enter Personal Information

Items with (¥} are required.

Prefix Preferred Name
* First Name Middle Name
* Last Name Degree
* Email Address CDC User ID
(where applicable)
* — Program or —
Employer Division
* Employer Type [Other =l
* Job Type [Other =l
* Phone Fax
Work Address = * .S, State [pick 3 State -
(130 characters (required for US)
maximurm} -
q » U.5. County
Pick 3 County x

* City * Zip Code

* Country [United States 3|

* Alternate Contact :
* Name * Phone
__Next
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e All fields with a red asterisk are required on the first page of the enrollment form. Make sure you
enter your work email address, not your personal email address. The information you need to
install your digital certificate will be sent to the email address you indicate. If you submit an

email address with an error in it, you will not be sent a digital certificate. NOTE: Be sure to use
the same email address for each step in the SDN and NHSN enrollment process.

e A pop-up message appears. Verify that the email address listed in the message is correct and
then click OK. If your email address is incorrect, click Cancel, change your email address, and
then click Next. The Request Activities page appears:

Step 2: Select A Program

Select the program whose activities you want to join.

Mational Healthcare Safety Metwork (RHSH)
METSS

Mutrition

MWSH

Qut-Patient Population Surveillance
Outbreak il |

Step 3: Select Activities

Select one or more National Healthcare Safety Network (NHSN) activities from the list.

[NHSH Enrollment

MHSH Enrollment (Beta)
NHSM Reporting

NHSM Reporting (Beta)

| Next |

e From the first list box, select National Healthcare Safety Network (NHSN).

e From the Select Activities box, select NHSN Enrollment. Click Next.
3b. Create and Safely Store your Challenge Phrase

For security, you will create a challenge phrase (password) that you will use every time you access SDN
(this challenge phrase is different from the password you used to log on to the SDN enrollment site).
You will use this challenge phrase along with your Digital 1D to authenticate yourself as an SDN user.

Updated: 03/23/2007 9
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To make sure you remember your challenge phrase, we recommend you store your challenge phrase in a
safe place. Open MS Word or Notepad and create a file — type the challenge phrase and then save the
file, or write the challenge phrase on a piece of paper and put it in a secure place such as your wallet or a
locked desk drawer. Make sure you write down which letters are upper case and which are lower case.
The challenge phrase is case sensitive.
Use the following guidelines to create your challenge phrase:

e Be at least eight characters long

e Contain only English letters and numbers
Uses one of more of the following symbols:

-+ f

e Cannot contain any part of your name or email address

e Cannot spell a word unless the word has three or more numbers or symbols before or after the
word or the word has numbers or symbols within the word

e Cannot contain more than two consecutive characters

e Contain at least four different numbers or letters

e Challenge phrases are case-sensitive. Note the letters that are upper and lower case.

To enter your challenge phrase
¢ Inthe Challenge phrase field, type your challenge phrase.

e Inthe Confirm field, type your challenge phrase exactly the same way you typed it in the
Challenge Phrase field.

e BEFORE you click the Next button, open MS Word or Notepad and create a file. Make a note
of the letters that are upper and lowercase. Type the challenge phrase and then save the file. If
you do not want to create a file, write down the challenge phrase, note the letters that are upper
or lower case, and then safely store the note in a locked drawer or your wallet.

e Click Next. The Digital Certificate Request Received message appears.
e Within 12-72 hours, you will receive an email with more instructions. Check your email daily.

If you do not receive and email within 72 hours, contact CDC SDN Support at (800)532-9929
option 1 or 770-216-1276 or PHINTech@cdc.gov.

Updated: 03/23/2007 10
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3c.Check your Email

e You will receive an email from CDC SDN Enrollment. The subject line will read “Action
Required — Your CDC Digital Certificate is Ready to Install” and the body of the message will
look similar to the following:

Your request for a CDC digital certificate has been approved. The next step is
the installation of your digital certificate. Your computer settings may be
different from other computers. These differences may make installing your
digital certificate more difficult than we would like. We are working to make
this process easier.

We recommend that your IT Specialist install the digital certificate for you.
We have provided instructions for the IT Specialist at
https://ca.cdc.gov/sdncode/sdnapp/doc/DigitalCertificatelnstallation_.htm. After
reviewing these instructions, your IT Specialist can begin the process of
installing your digital certificate by going to your installation link.

Digital Certificate Installation Link:
https://ca.cdc.gov/sdncode/sdnapp/serviet/CertServiet?usertoken=xxxx

IT you do not have an IT Specialist or need further information, contact CDC
SDN Support:

e-mail: PHINTech@cdc.gov

telephone: 1-800-532-9929 and select option 1

e NOTE: Please ask your IT staff to add https://*.cdc.gov/ and https://*.verisign.com/ to the list of
trusted sites under Tools>Internet Options>Security>Trusted Sites. This will make the
installation process go smoother.

e Before you open the link in your email, open the MS Word or Notepad file you created (or open
the note you wrote to yourself and stored in a locked drawer or your wallet).

e When you are certain that you have Administrative Rights to your computer (see Step 3), click
on the link provided in your email. The Digital ID Enrollment page appears.

e Type your challenge phrase (remember that the letters are case-sensitive) and then click Login.
The Confirm Personal Information page appears.

e Verify your information and do one of the following:

o If your information is correct, click Confirm. The Download Digital ID page appears.
Proceed with directions “To Download and Install Your Digital ID Certificate Using
Internet Explorer”.

Updated: 03/23/2007 11
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o If you need to change your information, click Update, make changes and then click
Submit. Your request will be reviewed and you will receive another email within 12-72
hours with further instructions.

3d. Download and Install your Digital ID Certificate Using Internet Explorer

After you have confirmed the information is correct in the Personal Information page, the Download
Digital 1D page appears.

2} secure Data setwork: - Enroliment - Microsolt Intermet Euplorer =lo| x|

Fle [t Vew Favorkes Tods Help

et - g - (=] [Z] h| D s ormenn &

Aakdress @] tetns: e oo aovisdnaodelschapplserviet/Certiervist S B s -

=g
AEaS =T
i shaet aaEe | Inbo - Mcrosoft 0... | .+ 5 Reminders | |[& = Documertt - Mcros... | s o[ W8 ) 7298m

To download your digital ID certificate onto your computer, do the following:

e From the Download Digital ID page, click the Download button. Prior to downloading, the

SDN will check your system settings to ensure that you will be able to download your digital
certificate.
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2l Secure Data Network - System Check - Microsoft Intemet Explorer ;Iﬂlﬂ
Fle Edt View Favontes Tock Help -
Spack + =+ - @ (2 4| Dsearch (aFavorites Sneda @B S o (o 35 |
Ackiess | ] hips:/jca.ode.gov/fsdncode fsanapp fserviet/CertSenet x| @G0 Unks |-
Wt - - cseachwen|- 2 - @] CMal - @My vahoo! - Ganswers - ghGames - @Shoppng - © sk - » |

(D¢ Home  |Search  |Mealth Topics A-

Centers for Disease Contrel and Frevention - Digital ID Enrollment

SDN Support Mow Checking Your System Settings

S00-532-9925 Hease wail, Your system settings are being checked to ensure a successful cerbficate

F70-234-6585 download.

cdcsdnd@cde.gov

NEREANRNERRRRERERNED|
. =l

&0 B B Locanvanet
lstart| |0 & B El:xm...| irbor...| imclden] EHAGE.. | qu...| & iseci... SE B0, aarm

e |If your system settings are not correct, you will receive a message similar to the following:

@ secure Data Network - Login - Microsoft Internet Explorer ;lﬁlil
Fle Edt view Favorites Tools Help ﬁ
“Back ¥ » ~ @ 2 4| @search GiFavorites TMedia 3| By S =1 2 &

Address |a§| htips:/fca.cde.gov/sdncode/sdnapp /serviet/CertServiet j @G0 | Links *| % ~

jSearch web - 2 P - @ 2Mal - @My Vahoo! - CJArswers ~ gyGames - @Shopping - ©Music - »

(DC Home [Search |Health Topics A-Z [-]

Centers for Disease Control and Prevention - ital ID Enroliment

SAFER * HEALTHIER * PEOPLE"

SDN Support Consult Your IT Specialist

Before you can download your digital certificate, the following
changes must be made to your computer:

800-532-9929
770-234-6585
cdesdn@ede.gov - ActiveX Controls must be enabled

Click here for complete instructions for your IT Specialist,

When your settings have been changed, you should click the link
at the bottom of the SDN approval e-mail again.

If you do not have an IT specialist who can help, contact CDC
SDM Support:

e-mail cdesdn@cde.gov

telephone: 1-800-532-9929 and select option 1

Questions? Go to the Online Help or Contact SDN Support

This page last reviewed Mar 14 2003

|
@Dome ‘ ‘ |L‘;’| @Local intranet
Start J €] B o H [l Disco.. | Jlnbox | @Docu. | Adob. | [ Digtal.. ”@Secu... ‘@’@5%@ 3138 PM

If you receive this message, be sure to contact your IT specialist before attempting to
download your digital certificate again.

Updated: 03/23/2007 13

DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR DISEASE CONTROL AND PREVENTION
SAFER*HEALTHIER+* PEOPLE"



If your system settings are correct, the SDN will automatically begin downloading your digital
certificate. Please wait while your digital certificate is downloading.

| 3 sccure Data network - Enroliment - Microsolt Intermet. Exp PTIES|
3]
Qe - £ - [x] 2] (0| Lo Seromnn &) 3 25 JE 3
B |k

Seivoss [ ] rates: ica oo, genfsdnasdajsdrap|sen et CertSendet

Close
£l
Questions? Go tu the Galine Help or Contact SDH Support
==
) om | B Sl
Fset| | JB Q2O Trbees - Micren.., | i 5 Beminders | . | &Y Iley _ &) | [ T Ta0an

You will receive a Security Warning message that asks if you want to install and run VeriSign
Import Control. Click Yes.

e You will receive the following message, which indicates your digital ID certificate was
successfully downloaded and installed:
=1=]x|
[ ]
whack * + + DD A DSewch GiFavorites Pieda 3 B S = (o 8L

mL-.s|c;|r.wr-r.:_- e gov/sdncoda fsanapp ervisr CertSandet j ¢Go | Lrks *| 8 v
T - - » | Search Web |»| - @ CMa + DMy vawol « EJAmmwers + ghGames + @Shopping ¢+ DM » »

A rigitad 10 Trestalati plete - Microsolt Internet Explorer
Bl Bt Vew  Fare Took  Hip

Your Digital Certificate is Installed
SDN Support
Wou should now:

wr digital certificate installed properly by logging on to
i &nd cheking the name of your application in the upper left cormes

st that yo
A el

i
n ther compytars from whech you need to access the

Questiens? Go to the Onlina Halp or Contact SDN Support
This page last revieved May 11 2006
£l
&) oo 5 B Local ntrarwt
s | 20 @ B ﬂlml ... | Hso. |E'}Axk>...| '_:ng...lﬂ_':i.e: | o SYPREEE a0z
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e You should stop here and make a copy of your digital certificate (see 3e below). NOTE: If you
do not make a backup copy of your digital certificate, you will need to repeat the SDN
enrollment process and apply for a new digital certificate should you need to move to a new

computer or should your computer crash. There is no other backup copy of your digital
certificate besides the one you create.

e Your digital certificate will expire one year from the date of its original installation. You will
receive an email from the NHSN with instructions on how to apply for a new digital certificate
thirty days prior to your digital certificate’s expiration. When you apply for a new digital
certificate, you may use the same challenge phrase.

Verify that your digital certificate was installed:

Please review the following information with your IT staff in order to verify that your certificate was
installed properly, and for suggestions on what may need to be modified if it was not installed.

Click Tools, Internet Options, Content, and Certificates.

Locate and highlight your certificate under the Personal tab and click View.
Click the tab for Details.

Locate and highlight the line "Subject".

Find the Employee ID number which corresponds to the SDN user key.
Reference this number when contacting SDN support.

I

If a certificate is there, try accessing https://sdn.cdc.gov/ .

If no certificate shows up when you follow these steps, then the certificate was not successfully
installed. NOTE: If an administrator logged in for the user to download the certificate, have that person
log back in and check to see if the certificate was installed under the admin profile. Please show the
portion of this note at the very bottom, to someone on your IT staff.

If no certificate issued in your name can be found, you will need to reapply. If this has happened more
than once, please have your IT staff contact the SDN support before attempting the next download.

3e. Make a Backup Copy of your Digital ID Certificate

Digital ID certificates are expensive and you pay for them with your federal tax dollars. To minimize
the cost of replacing certificates, we strongly recommend you create a copy of your digital ID certificate
by saving it to an external storage device (e.g., floppy disk, CD, “thumb drive™). This procedure is also
called “backing up” or “exporting” your certificate.
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If you are looking at the Congratulations message, your Internet Explorer should already be
open. If not, open Internet Explorer: Click Start > All Programs > Internet Explorer.

'!

e From the Tools menu, select Internet Options. The Internet Options dialog opens and looks
similar to the following:

Internet Options @EI

General | Securty | Privacy | Content | Connections | Programs | Advanced

Home page
% You can change which page to use for vour home page.

Address: kbp:ffintranet, cdec.gov)

[ Usze Currert ] [ Uze Default ] [ Usze Blank

Temporary Intemet files

< Pages you view on the Intermet are stored in a special folder
@Y forquick viewing later.

[Delete Eookies...] [ Delete Files. .. ] [ Settings...

Histony

The Hizstory folder containg links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in histary: 20 8 Clear History

[ Colors.. ] [ Fonts... ] [ Languages... ] [Accessibility...]

[ 0K l[ Cancel ]

e Select the Content tab. Your Internet Options dialog box should look like the following:

Internet Options @EI

General | Security | Privacy | Content | Connections | Programs | Advanced

Cantent Advizor

Ratings help vou contral the Intemet content that can be
@' wigwed on thiz computer.

Certificates
% Usze certificates ta positively identify yourself, certification
@l authorities, and publishers.
[ Clear 551 State ][ Certificates... ][ Publizhers... ]

Perzanal informatian

s, AutoComplete stores previous entries AutaComplete
and suggests matches for you.

Micrazoft Profile Assistant stores pour My Profile
perzonal information.

[ 0K ] [ Cancel
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e Click on the Certificates button. The Certificates dialog box opens:

Certificates E]g]

Intended purpose: <Al v

Persanal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior 4 *

Issued Ta Issued By Expiratio,.. = Friendly Mame

B Margaret Dembinski  CDC Secure Data Met,., 8

Irnpork. .. ][ Expork... H Remove

Certificate intended purposes

<Al

e If you have more than one certificate, look at the date in the Expiration Date column and the
name in the Issued To column. Select the certificate which has the appropriate date and name,
and then click Export. The Certificate Export Wizard dialog box opens.

e Click Next

e Select the “Yes, export the private key” radio button.

Certificate Export Wizand EI

Export Private Key
‘fou can choose to export the private key with the certificate,

Private keys are password protected. If vou want ko export the private key with the
certificate, you must type a password on a later page.

Do you want ko export the private key with the certificate?
(%) Yes, export the private key

() Mo, do not export the private key

[ < Back. " Next = ][ Cancel
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e Click Next. Your Certificate Explorer Wizard should look similar to the following:

Certificate bxport Wizard E]

Export File Format
Certificates can be exported in a variety of file Formats,

Select the Format wou wank ko use:

(%) Personal Information Exchange - PKCS #12 { PR
Include all certificates in the certification path if possible

[JEnable strong protection {requires IE 5.0, MT 4.0 SP4 or sbove)

[CDelete the private key if the export is successful

[ < Back H et = l[ Cancel ]

e Check “Include all certificates in the certification path if possible” and deselect (uncheck)
the “Enable strong protection” and “Delete the private key if the export is successful” check
boxes, then click Next.

e The password dialog appears:

Certificate Export Wizard @I

Password
To maintain security, wou must protect the private key by using a password.

Type and confirm a password.

Password:

Confirm password:

< Back “ Mext = I[ Cancel
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We recommend you use the challenge phrase that you created for the original digital certificate

for this backup copy of the digital certificate. Type your password in the Password and Confirm

Password fields.

e Click Next. The File to Export dialog opens.

Certificate Export Wizard

File to Export
Specify the name of the file you want ko export

File name:

3

Browse, ..

[ < Back “ Mext = l[ Canicel ]

Click the Browse button and navigate to an external storage device, (e.g., floppy disk, CD,

“thumb drive”). When you click the Browse button, the Save As dialog box appears and looks

similar to the following:

Save As
Savein: | (L) My Documents -
l..Ei‘ My Recent Documents
=\ (B Desktop
hﬁ [ My Documerts
My Recent by C b
Documents j S — '
= g Local Dizk [C:)
L% <ib DVD/CD-RW Drive (D)
Desktop 3 Share on 'Feid-Dhap-3' [G:]
=%, xzd7 on 'feid-dhap-3hlink' [L:)
_"“: Batch an 'Foid-Dhap-3' [M:]
22 4pps on Feid-Dhap-3' M)
% Yoll on Feid-Dhap-3' (0:)
by Documents \J My Metwork Places

-
48
iy Computer

.

by M etwork

File name:

Save as lype: Perzonal Information Exchange [*.pfx)

RX

Tr % m,
.
3
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Select the appropriate drive for your external storage device, type sdncert in the file name field
at the bottom of the Save As dialog and then click Save. The Certificate Export Wizard
appears and lists the location of the cert as C:\SDN Certificate\sdncert.pfx.

Click Next, then click Finish. A Certificate Export message appears which reads “The export
was successful”.

Click OK. The Certificates dialog is still open. Click Close.
The Internet Options dialog is still open. Click OK.

Remove the external storage device from your computer, label it SDN Digital ID Certificate
and then store it in a safe place. Keep your password and the certificate separate.

3f. Installing your Digital ID Certificate on Another Computer

If you are installing your digital ID certificate onto a computer other than the computer to which
you originally downloaded it, or restoring your digital ID certificate on the original computer,
make sure you have administrative privileges on the second computer and that the second
computer meets the system requirements. See System Requirements on page 4.

Open Internet Explorer. Click Start > All Programs > Internet Explorer.

Insert the external storage device with the backup digital ID certificate into the computer onto
which you want to install the certificate.

From Internet Explorer, click on the Tools menu and then select Internet Options. The
Internet Options dialog opens and looks similar to the following:

General | Security | Privacy | Content | Connections | Programs | Advanced
Home page
I% *fou can change which page to uge for vour home page.

Address: itbpefintranet.cde, gowy

[ Use Current ] [ Use D efault ] [ Use Blark

Temparary Internet files

o Pages you view on the Intemet are stored in & special falder
@ Y for quick viewing later

[Delete Cookies.. ] [ Delete Files... ] [ Settings...

Hiztary

The History folder containz links to pages vou've visited, for
quick access to recently viewed pages.

Days to keep pages in histary: 20 1% Clear History

l Colors... ] l Fonts... ] l Languages... ] IAccess\b\hly.. ]
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e Select the Content tab and then click on the Certificates button. The Certificates dialog opens
and looks similar to the following:

Certificates ! |

Intended purpose:

Personal | Other People | Intermediate Certification Authorities || Trusted Root Certificatior| $ *

Issued To Issued By Expiratio... = Friendly Mame
Margaret Dembinski  CDC Secure Daka Mek,..  8/28/2007 “Mone=

Cettificate intended purposes

Close

e Click the Import button. The Certificate Wizard Import dialog appears. Click the Next
button. The File to Import panel appears and looks similar to the following:

Certificate Import Wizand gl

File to Import
Specify the file you want toimport,

File: narne:

|

Moke; More than one certificate can be stored in a single file in the following Formats:
Personal Information Exchange- PKCS #12 (. PFx, .PLZ)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (L P7E)

Microsaft Serialized Certificate Store (L55T)

[ < Back ” Mexk = ][ Cancel
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e Click the Browse button and then navigate to the appropriate drive for your external storage
device.

Open @@

Loak in: | L DVD/CD-RW Dirive (D] v Q ¥ = -

[©)

hy Recent
Documents

Desklop

=7

My Documents

=1
o
ty Computer
‘-_-‘] File: name: “
-
My Metwark,  Files of type: #4509 Certificate [*.cer" crt] w

[5 50A Certificate [~.cer™ ot
Perzonal Infarmation Exchange [ pfe:” pl 2]
Certificate Trust List [*. =)

Certificate Revacation List [*.cil)

Microsoft Senalized Certificate Store [* 2t
FKCS #7 Certificates [*.epc.” prb)

All Files %7

e Click on the Files of type list box and select Personal Information Exchange (*.pfx;*.p12).
Your certificate should appear.
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e Select the certificate and then click the Open button. When the File to Import panel appears,

click Next. The Password panel appears in the Certificate Import Wizard and looks similar to
the following:

Certificate Import Wizard gl

Password
To maintain security, the private key was protected with a password.

Type the password For the private key.

Password:
|***=k>lc*:k**

nable strang private key pratection. You will be prompked every tme the
Enable st ivate ke kecki i ill b ted kirne Eh
private key is used by an application if vou enable this option,

Mark this key as exportable, This will allow vou to back up ot transpart your
kevs at a later time,

[ « Back " Mext = ][ Cancel ]

e Type the password and check the box next to “Mark this key as exportable” and then click
Next.

e The Certificate Store panel appears and looks similar to the following:

Certificate Import Wizard EI

Certificate Store
Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or you can specify a location For
(%) Automatically select the certificate store based on the bype of certificate

() Place all certificates in the following store

< Back “ Mext = ][ Cancel
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e Select the “Automatically select the certificate store based on the type of certificate” radio

button and then click Next. The Completing the Certificate Import Wizard appears.

e Click Finish. You will receive a message that reads, “The import was successful.” Click OK,
close the Certificates dialog, and then click OK to close the Internet Options dialog.

Step 4. Enroll in NHSN

Once you have successfully downloaded and installed your digital certificate, you can access NHSN by
going to the SDN website at: https://sdn.cdc.gov

When you arrive at the SDN website (called the CDC Public Health Partners page), you may want to
bookmark the page, either individually or in a special NHSN bookmark folder. If you are unsure how to
bookmark a web page, please contact your IT department for assistance.

e Enter your challenge phrase and click Submit.

3 COC Portal Login Page - Sicrosell Interme! Explarer
Fle [t Vew Fevortes Toos e

Pleasa entor your challange phrase:

(Eubmit |

Forgot your chalangs phrass? Click hem

cf mODEODE TH vt Mot 0. | BB O Doentsh . T D P

e After entering your challenge phrase, you will be brought to the SDN homepage. Under “My
Applications” in the upper left corner of the page, you should see a link to the National
Healthcare Safety Network labeled ‘“NHSN Enroliment’.
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//_

2 CDC Pubilic Hisslth Partors - Microselt Intornet Explare

My Applications

Matienal Heathcars Safety Network (NHEN)

orbidity snd Martality Weekly Report
s ek In MR Soptamber 1 200

First nama: |
Agoney:

ik s LU

Mational Healthcare Safety Metwork (FMHSM)
* MHEM Enrollment

Soarch

Emerging Infectious Diseases Journal
Cure
gk

AR5, and Genomic Signatures of Humas and Avian

5 B3 @ inetstes * Reguest Additinnal Activities

(B vt sttt [ ner e Bt o0 Pt stz

e Click on the NHSN Enrollment link to go to the NHSN Enrollment page.

Conrrol and Prevention

NHEN = Mational Healthcare Safety Network Somlactug

Enroll Facility

Please Belect Desired Option

Agcess and print required enrollment forms

Enrolla faciity

|I"J.-.-. E’jnllh"l Get Adohe Acrobat Reader for POF file:

& pore B O Tusted ses

i start o _m=ODEBE (B oo -ttacs... | B opemioc., | resniindof.. | hntnredyn. |26 B mmaan

NOTE: Do not use the browser’s Back button. Always use the buttons provided on a page or use the
navigation bar on the left to move around within the NHSN web pages.
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4a.Download and Print Enrollment Forms
e From the Enroll Facility page, click on Access and print required enrollment forms option.

Facility Enrollment Forms

Healtheare Prrsonnel Safety Component

T e ce . w.CEDR [Heeh Boeem (Aeehe. Sk Juens

e From the Facility Enrollment Forms page, print the forms needed for the Component into
which you are enrolling (i.e., Patient Safety as a hospital or as an Outpatient Dialysis Center, or
Healthcare Personnel Safety). Complete these forms before attempting to enroll online.

- You will need either your hospital’s American Hospital Association (AHA) ID# or CMS
Provider ID# (may also be called HCFA or Medicare#) to proceed; VA hospitals will
need their VA Station Code to proceed. Click the box of those IDs that are not
applicable.

- You must also indicate a facility type from the drop down list. If you are unsure of which
type to select, contact us (contact information at the end of this document).

4b. Complete Enrollment in the NHSN

e Once you’re ready to enroll, go to the Enroll Facility page, and click on the Enroll a facility
option. Enter the data from the completed forms onto the screen and click Submit.

e NOTE: Facility verification is based on the city, state, and zip code. If you are having difficulties
enrolling with your CMS or AHA numbers or VA station code, please make sure your entries are
correct. If you continue to have problems, please email NHSN with the ID you are using to
enroll.

e NOTE: It is not necessary to enter all of these verification numbers. For example, if you choose
to enter your facility’s CMS number, you may check the “not applicable” box next to the AHA
ID# and the VA Station Code.
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e NOTE: In the unlikely event that your facility does not have an AHA ID#, CMS Provider 1D# or
VA Station Code, a prompt will appear that will instruct you to contact the CDC NHSN

Administrator who will assign an enrollment number to your facility. When you click OK on the
prompt, a new data entry field will appear, called “Enrollment Number”.

Sebuck = =+ - ) A | Dfewch Gifworkes Freda P - D - HW 5
address [ ] retps: sz oo om m—— 3 ow

ety s | Click to vorify values provided above hofare procending.

&) bane. 2 10 Localnirenet

st | o) @ F R | it - ot 0| @ pesnreotient e [Epansnn a0 evvanr_ [ SEIGES sman
e Once submitted successfully, you can close the browser.

Step 5. Send Consent Form to CDC
After you have successfully completed the enrollment process, you will be sent an email that looks like
the following:

From: NHSN
To: NHSN Facility Administrator
Sent:

Subject: NHSN facility enrollment submitted

The following facility has been submitted for enrollment in the NHSN:

Facility Name:
Tracking Number:

NHSN Facility Administrator:

The NHSN Facility Administrator has 30 days to access the Agreement to Participate and Consent form at the
following URL:

http://server/enapp/enrol Iment.do?method=displayAgreement&trackingnum=xxxxx

IT this URL appears to be broken, please type the link on your browser address line. The complete address
including trackingnum=xxxxx must be included in order to access the form.

Once the form has been accessed, the CDC system administrator must receive the original, signed copy of the
Consent Form within 60 days or enrollment will be suspended. Mail the form to: NHSN Administrator, MS A-24,
Centers for Disease Control and Prevention, 1600 Clifton Rd, NE, Atlanta, GA 30333.

IT you have questions about NHSN, please contact us at nhsn@cdc.gov or 800-893-0485. For information on the

NHSN, please visit the member’s website at http://www.cdc.gov/ncidod/dhgp/nhsn_members.html .
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5a. Print the Agreement to Participate

Click on the URL provided in the email, print the Agreement to Participate and Consent form, read it
and get it signed by the appropriate hospital administrator. This individual should be a person who has
authority to give permission to submit facility and patient data to the CDC (i.e., CEO, COQ, etc.). Send
the original signed copy of the Consent page to CDC by surface mail within 60 days. If it is not
received during that time period, the enrollment process will be terminated. Send the Consent to:

National Healthcare Safety Network
Division of Healthcare Quality Promotion
MS-A24

Centers for Disease Control and Prevention
1600 Clifton Road, NE

Atlanta, GA 30333

Step 6. Begin Using the NSHN Reporting Application

Once CDC receives the signed Consent from your facility, we will activate your NHSN account and
notify you by email with instructions to access NHSN Reporting through the SDN. The email will look
like this:

To: NHSN Facility Administrator
From: NHSN

Date:

Subject: NHSN enrollment approved

Your facility has been approved as a new member of NHSN. Welcome!

Facility Name:
Facility ID #:

As the Facility Administrator, you will now need to access the NHSN through the
SDN (https://sdn.cdc.gov) by selecting the NHSN Reporting activity. Once in the
NHSN, your first task should be to add those individuals who need to use the NHSN
(““users™) iIn the “Manage Users” section of the navigation bar. Add locations and
surgeons from the navigation bar under the heading Facility.

Once you add a user, that person will receive an email prompting her/him to
obtain a digital certificate. It is important that you verify the email address
and inform the user to use the same address when applying for their digital
certificate.

IT you have any questions about NHSN, please contact us at 800-893-0485 or

nhsn@cdc.gov. Information on NHSN is also available on the members’ web site at
http://www.cdc.gov/ncidod/dhgp/nhsn_members.html
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Once you receive this email, you can go to the SDN (https://sdn.cdc.gov), enter your challenge phrase,

and select NHSN Reporting activity. At this point you can begin to add users and set up location
codes, surgeon codes, and enter a Monthly Reporting Plan.

If you have any questions, please contact NHSN at:

Telephone:800-893-0485

Email address: nhsn@cdc.gov

Website: http://www.cdc.qgov/ncidod/dhgp/nhsn members.html
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