NRC INSPECTION MANUAL HI CB

I NSPECTI ON PROCEDURE 52001

DI A TAL RETROFI TS RECEI VI NG PRI OR APPROVAL

PROGRAM APPLI CABI LI TY: 2515
SALP FUNCTI ONAL AREA:  MAI NTENANCE ( MAI NT)

52001-01 | NSPECTI ON OBJECTI VES

01.01 To ensure that digital systens previously revi ewed by t he
NRC staff are install ed, operated and nmai ntai ned according to the
saf ety eval uation, and i n accordance with t he manufacturer's design
and operating reconmendations (as appropriate), and Ilicensee
comm t ment s.

01.02 To assess digital system failures, nodifications, and
mai nt enance i ssues for their affect on the systemfunction, and for
potential generic concern.

52001-02 | NSPECTI ON REQUI REMENTS

02.01 Advance Preparation. Review the follow ng applicable
docunents before the start of the inspections. Be famliar with
the Iicensee's adm ni strative prograns for designing, installing,
testing, and maintai ning nodifications; also be famliar with the
type of digital system being installed.

a. Final Safety Anal ysis Report (FSAR)

b. Technical Specifications (TS).

c. Descriptions of the proposed nodifications.

d. The Safety Evaluation Report (SER) on the digital system

e. Any licensing conmtnent docunents concerning this
nodi fi cation.

f. Manuf acturer literature on the vendor hardware and software
bei ng install ed.

02.02 Conduct of the I nspection
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| The followi ng are nmajor topic areas to be considered for revi ew by

t he

i nspector. The list is not all inclusive and should be

interpreted as potential major focal points of the inspection.

a.

b.

Determne the full scope of the digital |1&C system upgrade.

Verify that the as-installed digital nmodification is in
accordance with the SER, design drawings and |icensee
comm t ment s.

Verify that maintenance, surveillance, abnormal operating,
ener gency oper ati ng, and annunci at or response procedur es have
been wupdated, and <correctly reflect the new system
attributes.

Verify that plant draw ngs, the Safety Anal ysis Report, and
ot her rel evant docunent ati on have been updated to refl ect the
repl acenent system

Verify that the operators and technicians have been
adequat el y trai ned, and have an understandi ng of the system
comrensurate wth their responsibilities. Verify the
training, qualifications and experience of the engineering
staff or contractor personnel involved wth the digital
system

Verify that post installation configuration mnanagenent
procedures and controls are in place, and are foll owed. This
shoul d i nclude software and software nedi a.

Revi ew any hardware and software failures that have occurred
to determne if they were properly resolved or if there are
syst em weaknesses that require correction.

Verify that followup testing and post-installation testing
were perforned according to Ilicensee commtnents and
manuf act urer recommendati ons.

Verify that setpoints and rel ated uncertainty terns have been
adequat el y evaluated and revised to reflect the new system
and have been accurately installed in the software.

Verify that indication and/ or annunci ati on for systembypass
and failure, as specifiedinthe SERis correctly installed
and understood by the operators and technicians.

Verify that the handling and storage requirenents of spare
system parts are consistent with manufacturer and |icensee
requi renents (periodic power-up, battery life, etc.).

Verify that the as-installed user interface is in accordance
with the SER and desi gn draw ngs.

52001-03 | NSPECTI ON GUI DANCE

Ceneral CGui dance

52001
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Future trends are toward i ncreased use of conputer based designs to
enconpass nore plant instrunentation and controls (I&C) functions
and to ensure that the latest [&C requirenents are net. An
i nportant consideration for +these applications is conputer
architectural designs that permt easy change or addition, thus
m nimzing equipnment obsol escence. These trends affect safety
system functions in many applications in nuclear power plants.

Wth the proper hardware and software design, the use of digita

systens in instrunment control can provide excellent functional

performance while allowing for rapid mninmminpact changes in
I nstrunent function when needed. | ncorporating new conputer-based
technology within safety-related system nuclear power plants
introduces a positive potential for inproving overall system
performance, while at the sane tine creating a potential for
I ntroduci ng new systemfailure nodes within the conputer software
architecture.

Sof twar e presents a uni que problemin that software fail ures do not
followthe traditional failure profiles, i.e., the bathtub curve,
associ ated with anal og or nechanical systenms. Since there is no
conponent wear or manufacturing tol erance, any potential failures
in the software are present at installation, and are identical in
each channel into which identical software is used. For this
reason, review of the devel opnent process, in addition to an
inspection of the end result of that devel opnent process is
necessary to assure that the software being used will performthe
i nt ended function.

Because of the conmplexity of digital systens, close coordination
with NRRis recormended for a successful inspection. The regional
i nspector may consider NRR participation in the inspection. The
i nspector shoul d concentrate onthe plant-specificinstallationto
confirmthat the SER-approved design features have been properly
i npl enent ed.

Speci fi c Gui dance

03.01 Advanced Preparation. No gui dance provided.

03.02 Conduct of the inspection

a. This reviewshoul dinclude drawi ngs, schenmatics, and | i censee
revi ew docunents. Determ ne the project scope including
architecture, input consolidations, whether nultiple trains
are affected, whether the systemsupplies or receives inputs
fromot her systens, isolationandinterface devices, affected
i ndi cators, and the credited function of the system Review
the SERto identify specificlicensee commtnents or areas of
concern flagged by the NRCreviewer. Verify that any changes
made to the system since the issuance of the SER were
adequately evaluated, and have not invalidated the SER
concl usi ons.

b. During the verification that the nodification is designedin

accordance with the SER, design drawings and |icensee
comm t ment s:
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52001

Verify that applicable 10 CFR Part 21 Notifications
Bul l etins, Generic Letters, and Informati on Notices were
correctly applied to the replacenent system

Determ ne the effectiveness of the |icensee and vendor
i nterface during systemdevel opnent, systeminstall ation,
and systemnodi fication, i.e., active, noreal interface,
bl ack box, etc.

Verify that rel evant manufacturer recommendati ons have
been correctly incorporated and that thereis a systemin
pl ace to track manufacturer recomrendati ons.

Verify that signs are posted |[imting the use of radio
equi pnmrent near the system and that this policy is
enf or ced.

Verify that there are no radi o and/ or m crowave sources
nearby that may affect the system

Verify that the environnmental conditions are consi stent
wth those stated in the SER and with any special
manuf act urer requirenents.

Verify that the shielding and grounding schene is
consistent with the SER and any appli cabl e manuf act urer
reconmendat i ons.

Verify that the cable routing schene (how cables are
m xed, how cables are run, etc.) is consistent with the
SER and any applicabl e manuf acturer reconmendati ons.

During the wverification of maintenance, surveillance,
abnormal operating, energency operating, and annunci ator
response procedures:

1.

Verify that |icensee commtnents are i ncorporated inthe
procedures.

Verify that rel evant manufacturer reconmendati ons have
been correctly incorporated and that thereis a systemin
pl ace to track manufacturer recomendati ons.

Verify that the system is tested in accordance wth
licensee commtnents and t hat t he post installationtests
wer e adequate to ensure that the design basis was net.
The tests should confirmcorrect trip outputs occur for
the correct input |ogic conbinations, and that safety
functions are successfully acconplished.

Verify that |ocal and renote al arns indicating degraded
conditions were tested during the post installation
testing.

Verify that the post installation testing included
overall tinme response testing to denonstrate that the
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actual systemresponse tinmes neet the requirenents of the
acci dent anal ysi s.

6. Verify that systemoutputs fail safe on | oss of power for
those digital systens that provide inputs to safety
rel ated functions.

7. Verify that any changes nmade to the system since the
i ssuance of the SER were adequately eval uated, and have
not invalidated the SER concl usi ons.

8. Verify that proper indication and/or annunciation is
provi ded for system bypass and fail ure.

9. Verify that electro-static discharge (ESD) precautions
and consi derations have been i ncorporated i nto rel evant
procedures and are fol |l owed.

10. Verify that PCS, portabl e configurators or other conputer
interfacingtest equi pnent are handl ed i n accordance with
the I|icensee conmtnents. This includes physica
control, virus protection, password control, and
per sonnel access.

11. Verify that EM/RFI precautions are incorporated into
procedures and fol | owed.

12. Verify that cabinet ventilation devices are properly
mai nt ai ned.

d. Inthose cases where the update to the Saf ety Anal ysi s Report
and other relevant docunentation has not been conpleted,
i nsure that the process i s underway, and i s properly pl anned
and proceeding in a tinely manner.

e. In order to performthe verification that the operators and
techni ci ans have been adequately trained, it may require
interviews with the personnel to insure they have an
understanding of the system comensurate wth their
responsibilities.

f. If software has been revised and updated since the system
installation, conpare its handling to the configuration
managenent pl an, the SER, and any ot her QA docunents t hat may
govern. Place particular enphasis on the |icensees actions
to verify the correctness of the revised code.

g. During the hardware and software failures review

1. Verify that the systemfailureinformationis trended and
that trends are properly used to predict system
performance and reliability.

2. Sanple LERs and/or surveillance and/or repair orders
related to the system to determine if any trending
i ndi cators have been m ssed by the |icensee or if there
are larger generic inplications on reliability.
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h. No gui dance provi ded.

. Verify that setpoints or tuning paraneters enbedded in
software are treated as any other setpoint, and the
requirenments for their control continue to be based upon the
classification of the overall system Appendix Bto 10 CFR
50 will still apply to safety-rel ated systens. To verify the
system setpoints, request the |icensee to download the
current system setpoints and coefficients to a selected
sanple and conpare these to the system requirenents
docunent ati on

J . No guidance provided.

k. Determineif thelicensee intends to repair specific boards,

or will be returning the boards to the vendor for repair. |If
the licensee will be performng board repair activities,
verify that the vendor nmanual s and draw ngs cont ai n adequat e
details. If the licensee will be using vendor repair

activities, verify that an adequate supply of spare boards i s
avail able on site. Batteries enbedded in the systemshould
be on a periodic replacenent schedule, if reconmended by the
battery manufacturer. This includes batteries used for
batt ery- backed RAM

. No guidance provided.

52001- 04 | NSPECTI ON RESOURCE ESTI MATE

The estimated nunber of on-site inspection hours required to
conplete all inspectionrequirenments is 35 hours (one week) for one
inspector. This estimate is for broad resource planning, and is
not intended as a quota or standard for judging inspector
performance. The inspectionis normally three weeks | ong. Thi s
woul d be one week preparation, one week onsite, and one week in-
office. If extensive or unusual findings are identifiedduringthe
on-site inspection, the inspector should consider |engthening the
on-site inspection period as necessary to conplete the required
i nspections. The inspector shoul d be a know edgeabl e | &C engi neer
famliar with digital equipnent used in instrunentation systens.

52001- 05 REFERENCES

References for this inspection procedure are extensive and are
listed inan Appendix tothis IP. Sone of the foll ow ng docunents
are listed for the inspector's information only and are not
considered regulatory requirenents unless the licensee has
commtted to themfor application to the specific digital system
The i nspector may wi sh to revi ewt hese docunents to becone fam i ar
with digital instrunmentation issues.

END

Appendi Xx:
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Li st of References
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APPENDI X
LI ST OF REFERENCES

10 CF. R Part 50, Appendix A, GXC 2
10 CF. R Part 50, Appendix A, GC 4
10 CF. R Part 50, Appendix A GOC 17
10 CF. R Part 50, Appendix A GDC 19
10 CF. R Part 50, Appendix A GDC 20
10 CF. R Part 50, Appendix A GOC 21
10 CF. R Part 50, Appendix A GOC 22
10 CF. R Part 50, Appendix A GDC 23
10 CF. R Part 50, Appendix A GDC 24
10 CF. R Part 50, Appendix A GDC 25

10 CF. R Part 50, Appendix B

Regul atory QGuide 1.22, "Periodic Testing System Actuation
Functi ons”

Regul atory Guide 1.47, "Bypassed and | noperabl e Status Indication
for Nucl ear Power Plant”

Regul atory Guide 1.583, "Application of the Single Failure
Criterion to Nucl ear Power Plant Systens"

Regul atory Guide 1.75, "Physical |ndependence of Electrical
Syst ens”

Regul atory Guide 1.97, "Instrunmentation for Light-Water Cool ed
Nucl ear Power Pl ants To Assess Pl ant and Envi rons Condi ti ons Duri ng
and Foll ow ng an Accident”

Regul atory Guide 1.100, "Seismc Qualification of Electric and
Mechani cal Equi pnment for Nucl ear Power Pl ants”

Regul atory Guide 1.118, "Periodic Testing of Electric Power and
Protection Systens"

Regul atory Guide 1.152, "Criteriafor Programmbl e Di gital Conputer
System Software i n Saf ety- Rel at ed Systens of Nucl ear Power Pl ants"

Generic Letter 83-28, "Required Actions Based on GCeneric
| mpl i cations of Sal em ATWS Event ™
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Generic Letter 95-02, "Use of NUMARC/ EPRI Report TR-102348,
‘Guideline on Licensing Digital Upgrades', in determning the
acceptability of perform ng anal og-to-digital replacenents under
10 CFR 50. 59"

| NB3-83, "Use of Portable Radio Transmitters |Inside Nucl ear Power
Pl ant s"

NUREG- 0493, "A Defense-in-Depth and Diversity Assessnment of the
RESAR-414 |Integrated Protection Systent

NUREG 0700, Rev. 1, "Human-System Interface Design Review
Gui del i ne"

NUREG 0711, "Human Factors Engi neeri ng Program Revi ew Mdel "

NUREG- 0800, " Standard ReviewPl an for the Revi ewof Safety Anal ysis
Reports for Nucl ear Power Plants", Chapter 7, Instrunentation and
Control s

NUREG- 0800, " Standard Revi ew Pl an for the Revi ewof Safety Anal ysis
Reports for Nuclear Power Plants", Chapter 13.2, Training, and
Chapter 13.5, Plant Procedures

NUREG- 0800, " Standard Review Pl an for the Revi ewof Safety Anal ysis
Reports for Nuclear Power Plants", Chapter 18, Human Factors
Engi neering

NUREG CR-3270, "lnvestigation of Electro-nmagnetic Interference
(EM) Levels in Commercial Nuclear Power Plants”

NUREG CR- 4640 "Handbook of Software Quality Assurance Techni ques
Applicable to the Nucl ear Industry”

NUREG CR- 6303 "Method for Performng Defense-In-Depth and
Diversity Anal yses of the Reactor Protection Systent

ANSI / | EEE- ANS- 7-4. 3. 2- 1993, "Application Criteriafor Programmabl e
Digital Computer Systenms in Safety Systenms of Nuclear Power
Generating Stations”

ANSI /| EEE Std. 603-1991, "I EEE Standard Criteriafor Safety Systens
for Nucl ear Power Generating Stations, Institute of El ectrical and
El ectroni ¢ Engi neers”

ANSI /| EEE Std. 1012-1986, "I EEE Standard for Software Verification
and Validation Pl ans"

| EEE 279-1971, "Criteria for Protection Systens for Nucl ear Power
Generating Stations”

| EEE Standard 323-1974, "IEEE Standard for Qualifying Cass 1E
Equi prent for Nucl ear Power Generating Stations”

| EEE 338-1977, "IEEE Standard Criteria for Periodic Testing of
Nucl ear Power Cenerating Station Safety Systens"
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| EEE Standard 344-1975, "I EEE Recomended Practices for Seismc
Qualification of Cass 1E Equi pnent for Nucl ear Power Generating
Stati ons”

| EEE 379-1977, "Application of the Single Failure Criterion to
Nucl ear Power Cenerating Station C ass 1E Systens".

| EEE 384-1977, "Criteria for I ndependence of C ass 1E Equi pnent and
Crcuits"”

| EEE 472-1974, "CQuide for Surge Wthstand Capability Tests"
| EEE 518- 1982, "Quide for the Installation of Electrical Equi pnent

to Mnimze Electrical Noise Inputs to Controllers from External
Sour ces"

| EEE 730- 1989, "Software Quality Assurance Pl ans"

| EEE 828-1983, "Software Configuration Managenent Pl ans”

| EEE 829- 1983, "Software Test Docunentation”

| EEE 830-1984 "Cuide to Software Requirenents Specifications”

| EEE 1016-1987 "Recommended Practice For Software Design
Descri pti ons”

| EEE 1028-1988 "Standard For Software Reviews And Audits"

| EEE 1050-1989, "IEEE Guide for |Instrunentation and Control
Equi prent Grounding in Generating Stations”

| EEE 1074-1991 "Standard For Developing Software Life Cycle
Processes"

| EEE 1228-1991 "Standard For Software Safety Pl ans”

| EC 880, "Software for Conputers in Safety Systens of Nucl ear Power
St ati ons”

ASME NQA- 2a-1990, Part 2.7, "Quality Assurance Requirenents of
Conmputer Systens for Nuclear Facility Applications, Anerican
Soci ety of Mechani cal Engi neers”

M L-STD-461(A, B, C), "El ectro-nmagnetic Em ssion and "Susceptibility
Requi renments for the Control of Electro-magnetic Interference”

M L- STD- 462, "El ectro-magnetic Interference Characteristics
Measur enent "

M L-STD- 1399, "Interface Standard for Shipboard Systens, DC
Magnetic Field Environnents

SAVA PMC 33.1-1978, "El ectro-magnetic Susceptibility of Process
Control Instrunentations
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EPRI Report TR-102323 "Guide to El ectromagnetic Interference (EM)
Susceptibility Testing for Digital Safety Equipnment in Nuclear
Power Pl ants,"

END
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